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(57) Abstract

The present invention relates to a method for carrying out transactions and, during transactions on open tel i
netwarks, for protecting the financial interests of cach participant in the transaction against unauthorised actions by other participants.
This method is used for pr ing the privacy b 1 payers and recipients and for carrying out transactions ranging from micro-
transactions to business transactions, the transactions being subordinated in time to the rapidity of action of the network connections
only regardless of the transaction amount. This method also allows to serve a number of clients that increases proportionaily with the
resources of the transaction system operator, can be easily integrated in any trade system, allows each client to make and receive

payments and can be used for making transactions between the clients of different banks, This method for carrying out transactions is
implemented in a software environment.
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METHOD FOR EFFECTING PAYMENTS AND APPARATUS THEREFOR

Field of the invention
The invention relates to electronic payment systems.

Background of the invention

Electronic payment systems are intended to provide an adequate payment means for ef-
fecting transactions via open communication nets. Besides the degree of security and reli-
ability, the cost of servicing, the rapidity of performing main operations, etc., an important
characteristic of a payment system is the protection of user's privacy.

A user's privacy implies that nobody, not even the payment system operator, can control
the user's purchases. One of the ways of protecting privacy in electronic payment systems
consists in that purchases are made with the help of digital data, which confirm the solvency,
but do not lead to the identification of the payer. Such data are sometimes called electronic
cash. Hawever, electronic cash, as well as any digital data, can easily be copied, so that one
must take care to prevent multiple spending of electronic cash.

In certain payment systems, multiple spending is prevented by payer devices (S. Brands,

Untraceable Off-Line Cash in Wallets with Observers, Advances in Cryptology CRYPTO

'93, Springer-Verlag, pp. 302-318). For reliable prevention of multiple spending, such payer
devices must be tamper-resistant, i.e., they must prevent unauthorized access to the data
contained in the payer device. The deficiency of systems using this approach is that they are
extremely unstable. The matter is that penetration into one payer device can lead to disas-
trous effects for the entire system, because the data contained in the payer device allow one
to spend arbitrary amounts of unpaid electronic cash. Known tamper resistance technologies
are not sufficiently dependable to thwart such a risk.

Electronic payment systems which do not rely on tamper resistance of payer devices must
ensure, in particular, that one cannot forge payment certificates, i.c., digital data confirming
the payer's solvency. The forgery is prevented by cryptographic methods, namely, by the
payment system operator's digital signature. Numerous examples of digital signature are
described in the books: B. Schneier, Applied Cryptography: Protocols, Algorithms, and
Source Code in C, John Wiley&Sons, New York, 2nd edition, 1996 and A. J. Menezes, P. C.
Van Oorshot, S. A. Vanstone, Handbook of Applied Cryptography, CRC Press, 1997.

Electronic payment systems in which the impossibility of forgery of payment certificates
is ensured by the payment system operator's digital signature can be classified into offline
and online ones. In offline payment systems, the moment of receiving the money by a
payee is the moment of successful verification by the payee of the payment certificates pro-
vided by the payer as a payment. An advantage of such systems is that the transfer of money
from payers to payees can be performed without any third party. Here, to prevent the multi-
ple spending of payment certificates, the payer's identifier is included in payment certificates
in a concealed form, and the identifier of the payer having committed multiple spending can
be disclosed. The deficiency of this method is that it does not prevent the multiple spending
of payment certificates, and only allows one to detect such a spending and to make a certain
payer responsible for it. Thus, if the cheater is out of reach, then the payment system opera-
tor will incur losses. In addition, an honest payer's reputation can suffer if a cheater has




20

(353
2

LI
w

40

2
gained information on his payment certificates and used such a certificate. Several offline
payment systems are known.. For example, a system of such type is described in the patent:
T. Okamoto, K. Ohta, Electronic cash system, U.S. Patent 5,224,162, 8 Jun 1992.

In an online payment system, the payee turns to the payment system operator for verifica-
tion of each payment. In this case, to prevent multiple spending the payment system operator
stores information on the payment certificates used earlier, and if a payment is performed
with the help of a certain payment certificate, the operator checks whether the certificate has
already been used before. -

Known in the prior art is a method for effecting payments (Untraceble electronic cash,
U.S. Patent 5,768,385, 16 Jun 1998) in which the payer receives in the bank digital signa-
tures of payment certificates, called electronic coins, which he can use both for exchange for
new electronic coins, and for payment. Here, the bank does not know which one of the two
modes is used by the payer, which fact promotes untraceability of payments. :Further, the
multiple spending of electronic coins is prevented by the payee's online verification of the
received electronic coins in the bank. However, the known method does not provide com-
plete untraceability of a participant of the system if he is mostly a payer and not a payee,
because the electronic coins given to such a participant and produced by the shop for ex-
change are an evidence, generally speaking, that the participant made a payment to the shop.

Known in the prior art is a method for effecting payments (D. Chaum, Security Without
Identification: Transaction Systems to Make Big Brother Obsolete, Communications of the
ACM, vol. 28 no. 10, October 1985 p. 1033-1038) which is the closest analog of the present
invention and is chosen by the applicant as the prototype. In the known method, a client pays
with payment certificates, called electronic coins, whose signatures he receives in the bank.
Here, the collection of possible nominal values is fixed in advance, and for each possible
nominal value of an electronic coin the bank creates a secret and a public money key. To
obiain an electronic coin the payer chooses the number of the coin with the help of a random
number generator, obtains the blind digital signature on the chosen number in the bank will-
ing to credit the payer with the corresponding amount of money, and takes said digital sig-
nature as the signature of the payment cenificate, which can also be called the payment cer-
tificate signature. During the payment, the payer transfers to the payee a collection of elec-
tronic coins, after which the payee verifies their validity and sends the received coins to the
bank for depositing to his account. The bank verifies the validity of the electronic coins and
credits the payee's account with the corresponding amount if the coins have not been already
used. To control the coins already used, the bank stores the list of the numbers of used coins,
the ‘expiration dates contained in the numbers of the coins allowing the bank to delete old
numbers from the list. The deficiencies of the known method are in that the bank's reputation
is not defended against dishonest clients, and a client's money is not defended against a dis-
honest bank, because a dishonest client having received the bank's refusal to acknowledge an
already used certificate for the second time can accuse the bank of cheating. In turn, a dis-
honest bank having received a certificate for verification may claim that the certificate has
already been used before. In addition, the bank has to store information on each of the used
certificates in databases with sufficiently fast access, which leads to a rapid growth of the
bank's databases and to the necessity of employing expiration dates for certificates. Further-
more, in the known method the payment amount is an integral combination of nominal val-
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ues of coins, which fact either limits the range of payments, or leads to the growth of the
number of the coins used in payments, which also leads to the growth of the bank’s databases
and slows down the payments. '

Known in the prior art is an apparatus for effecting payments (T. Okamoto, K. Ohta,

5 Method and apparatus for implementing electronic cash, U.S. Patent 4,977,595, 11 Dec
1990), chosen by the applicant as the prototype.

The known apparatus for effecting payments consists of a payer device, a shop, and a
bank, connected via teleccommunication nets, the payer device having a means for replen-
ishing the payer device by obtaining the blind money signature of the bank, and the bank

10 having a means for producing the money signature. In addition, the shop contains a means
for offline verification of payment certificates, and the bank contains means for exposure of

a cheater if he multiple-spends the bank's obligation.
The deficiency of the known apparatus for effecting payments is that it does not prevent
(,‘ the multiple spending of payment certificates, and only allows one to detect such a spending
' 15 and to make a certain payer responsible for it. Another deficiency of the known apparatus for
effecting payments is that it works slowly, which is caused by the large size of the data

5 7

transmitted via communication nets.

Summary of the invention

20 The main problem solved by the variants of the claimed invention is to create methods for
effecting payments which would ensure an effective and reliable mechanism of paying via
open communication nets, protection of each participant of the payment system from the
other participants' cheating, privacy protection for ordinary participants of payments, and a
wide range of payments.

25 The technical result common to all suggested variants of the claimed method for effecting
payments is that when effecting payments via open telecommunication neis the financial
interests of each participant are protected against the other participants' cheating, and payers

@ and payees are able to protect their privacy. Furthermore, in some of the claimed variants,
payments ranging from micro-payments to business-to-business payments are available, the

30 time taken to effect a payment depends only on the speed of action of the net connections,
and not on the payment amount, and the number of the clients that can be served by the
payment system operator grows proportionally to the operator's resources. The method for
effecting payments is realized by an apparatus for effecting payments implemented by pro-
gramming means. )

35 An essential distinction between the claimed invention and the prior art is that not only
the privacy of the participants of a payment operation is protected, but also the payer's finan-

- cial interests are ensured, since the payment is effected on the basis of a payer order signed

' with the secret key connected with a payment certificate. Furthermore, in some of the
claimed variants, it is allowed to spend payment certificates gradually and to replenish them.

40 The payer's privacy is protected by the procedure of making a biind signature on a pay-
ment certificate, and the payee's privacy can be protected by that when opening an account
the payee does not have to give information, identifying him. In those variants where the
payment system operator controls the conditions of payment and, in particular, information
about the payment objective, the payer's and the payee's privacy is protected by that such a
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control is performed without access to the confidential part of the conditions of payment.
The claimed method for effecting payments is intended exclusively for hardware or com-

" puter realization, because the processing of the data used in effecting of payments, and, in

particular, making and verification of digital signatures practically admits only hardware or
computer realization.

The description of the method for effecting payments and the apparatus therefor as pre-
sented below is intended to describe the invention, and should not be taken to limit the scope
of the claimed invention, which is described more fully elsewhere in the present specifica-
tion.

Information specifying the terminology used in the present application is given below.

When effecting payments involving digital signatures, as in any system using digita! sig-
natures, one deals with data which are stored on suitable material media and admit digital
representation (B. Schneier, Applied Cryptography: Protocols, Algorithms, and Source: Code
in C, John Wiley&Sons, New York, 2nd edition, 1996 and A. J. Menezes, P. C. Van Oor-
shot, S. A, Vanstone, Handbook of Applied Cryptography, CRC Press, 1997).

In some of digital signature schemes , it is easy to make a digital signature on random
data without access to the secret keys. In order fo exclude the possibility of avoid obtaining a
digital signature without assistance of the holder of the secret key, one singles out among all
data a set of valid data, and includes verification of their validity in verification of the valid-
ity of the signature on some data. The notion of digital signature system implies fixation of
the validity criterion. In particular, coincidence of a part of the data with a sequence of bits
can be the validity criterion. In another example of the validity criterion, a data is considered
to be valid if it is a pair (X, ¥), where F(X) = Y and F is a one-way function (B. Schneier,
Applied Cryptography: Protocols, Algorithms, and Source Code in C, John Wiley& Sons,
New York, 2nd edition, 1996, p. 29-30 and A. J. Menezes, P. C. Van Qorshot, S. A.
Vanstone, Handbook of Applied Cryptography, CRC Press, 1997, p. 8-9), i.e, in the presen:
case, a function which is not computationally invertible for anybody except, possibly, the
signer.

Below, the keys for signing are called simply the keys, and the function of the kevs used
for other purposes is specified. '

By the payment system operator one means an entity ensuring xiloney transactions be-
tween the participants of payment operations. In particular, the payment system operator can
keep the accounts of the participants of payment operations and issue value documents. The
payment system operator can consist of one bank, or it can comprise several organizations,
including banks, which are interconnected by various agreements. In particular, the pavment
system operator's secret keys can be a secret of one of the organizations belonging to the
payment system operator, and the obligations of the payment system operator to a third party
can also be obligations of only one of the organizations belonging to the payment svstem
operator. In the case where the payment system operator comprises several different banks or
other organizations, there must exist a secure system of settling mutual obligations between
the organizations belonging to the payment system operator. To simplify the text of the ap-
plication, instead of the term "payment system operator” the term “operator” is used in what
follows. , ‘

‘Bya payment server one means an apparatus with the help of which the operator serves
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effecting of payments. Such a payment server can consist of one or several computers or
other devices.

By a payer device one means a device with the help of which the payer effects payments,
and by a payee device one means a device with the help of which the payee effects pay-
ments. By a payment certificate one means digital data presenting the operator's obligation.
A payment certificate includes base, signature, and level.

By the base of the payment certificate, also called the payment certificate base, one means
data such that the signature on them, verified with the public money key, serves as a confir-
mation of the operator's obligations associated with this certificate; said signature is called
the signature of the payment certificate or the payment certificate signature. The payment
certificate signature is made with the operator's secret money key corresponding to the pub-
lic money key used for verification of this signature. In what follows, the term "secret money
key" is used instead of the term "the operator's secret money key".

The notion of level of a payment certificate is based on the notion of level of secret and
public money keys. By the level of a public money key one means a certain numerical
charactetistic, associated with this public money key and defining a certain monetary
value. The level can be represented, in particular, by one or several numbers. For example,
the level can be represented by a nonnegative integral number L expressing in cents the
monetary value defined by this level. In another example, the level can be represented by a
collection of nonnegative integral numbers L = (L;,..., Ly, and the monetary value ex-
pressed in cents can be defined by this level by the formula L; N, + ... + Ly -Ni, where N,
.... Ny are nonnegative integral numbers fixed in advance. In this case, the numbers L; are
called orders, and the excess of one level above another one is defined order by order. By
the level of a secret money key one means the level of the corresponding public money
key, and by the level of a payment certificate one means the level of the payment certifi-
cate signature, i.e., the level of that public money key with the help of which this signature
can be verified.

A description of the method for effecting payments by the first variant is given below.

Effecting a payment comprises performing an operation of replenishing a payer device,
an operation of opening a payee's account, and a payment operation per se.

One replenishes the payer device by obtaining the payment certificate signature with the
help of the payment server. Here, the payment certificate signature is obtained as the blind
money signature of the operator. This leads to unlinkability of the payment certificate with
the replenishment source and, thus, to ensuring the payer's privacy.

One replenishes the payer device with the help of the operation of primarily filling a
payment certificate, in the course of which in the payer device one creates the base of the
payment certificate and obtains the payment certificate signature with the help of the pay-
ment server. A separate description of the operation of creating the base of the payment
certificate is given below.

The base of the payment certificate is created in the payer device. To create the base
Base of the payment certificate one chooses the payee's arbitrary secret key DP and the
corresponding public key £P. Such a choice is performed in the framework of any digital
signature system. The chosen keys DP and EP are taken as the secret and, respectively, the
public key of the payment certificate. An identifier of the public key EP is included in the
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base Base of the payment certificate. By the identifier of a public key one means arbitrary

data which uniquely define the public key. In particular, the public key £P itself can be
taken as such an identifier. In another example, the value of a cryptographic hash function
(B. Schneier, Applied Cryptography: Protocols, Algorithms, and Source Code in C, John
Wiley&Sons, New York, 2nd edition, 1996, p. 429) on the key EP can serve as an identi-
fier. In one more example, the number of the public key received as it is registered by the
operator or other entity can be taken as the identifier.

Including the identifier of the public key EP in the base Base of the payment certificate
allows one to secure the payer when effecting a payment. Namely, when performing a
payment operation , as described below, the operator can spend the values connected with
a payment certificate only in accordance with a payer order signed by the payer. The sig-
nature on the payer order is made with the secret key DP and verified with the public key
EP. Since the secret key DP is accessible only to the payer, such a signature also cannot be
obtained without assistance of the payer.

In particular, the identifier of the public key EP is included in the base Base of the pay-
ment certificate as follows. As the base, one uses pairs (A, ¥), where X = EP, ¥ = F(X),
and F is a one-way function which, preferably, is collision free (B. Schneier, Applied
Cryptography: Protocols, Algorithms, and Source Code in C, John Wiley&Sons, New
York, 2nd edition, 1996, p. 30). In this case, one can use the data Y as the identifier of the
base when performing operations with a payment certificate, and the relation ¥ = F(X) is
used as the criterion of validity of the base, where by the criterion of validity of the pay-
ment certificate base one means the validity criterion of the digital signature system to
which the money keys belong.

A separate description of obtaining the signature of a payment certificate as the blind
money signature of the operator during primarily filling the payment certificate is given
below.

During the operation of primarily filling a payment certificate with base Base one ob-
tains the payment certificate signature with the help of the procedure for obtaining the
blind digital signature of the operator in the framework of an arbitrary digital signature
system giving the possibility of obtaining blind digital signature.

Several digital signature systems giving the possibility of making blind digital signature
are known in the prior art (D. Chaum, Blind Signature Systems, U.S. Patent 4,759,063, 19
Jul 1988; D. Chaum, Blind Unanticipated Signature Systems, U.S. Patent 4,759,064, 19 Jul
1988; D. Pointcheval, J. Stern, Provably Secure Blind Signature, Lectures Notes in Com-
puter Science, 1163, 1996, Springer, p. 252-265, et.al.). When making a blind digital sig-
nature on initial data M, the user provides the signer with blinded data M’ obtained by
blinding the data Af. The signer provides the user with data §’ to be unblinded obtained by
processing the blinded data M' with the signer's secret key, and the user obtains the signa-
ture S on the initial message by unblinding. The signature property related to the- data ob-
tained by unblinding can be verified not only after the unblinding, but also before the un-
blinding if the digital signature system used allows this.

When performing the operation of primarily filling a payment certificate, one takes as the
initial data the identifier Baseld of the base of the payment certificate, i.., arbitrary data
identifying this base. When obtaining the payment certificate signature by making a blind
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digital signature, one processes the blinded data with the secret money key corresponding to
the replenishment amount, and by the correspondence between a replenishment amount
and a secret money key one means the correspondence between the replenishment amount
and the monetary value defined by the level of this secret money key.

5 The signature on the identifier Baseld obtained by unblinding the data to be unblinded
obtained from the payment server is accepted as the payment certificate signature with base
Base. The validity of the made payment certificate signature can be verified with the public
money key corresponding to the secret money key used when obtaining the data to be un-
blinded.

10 Thus, after performing the operation of primarily filling a payment certificate, the payer
device contains a payment certificate suitable for performing a payment operation.

When performing the operation of primarily filling a payment certificate, one delivers the
blinded identifier of the base to the payment server as a part of the money demand formed in
the payer device, and replenishes the payer device from the funds of the replenishment

15 source indicated in this money demand. Here, from the operator's point of view, the source
of replenishment of the payer device is the source of crediting, because as a result of
replenishing the operator's money obligation appears in the payer device, and the payer
becomes thus credited. Besides the replenishment source, the replenishment amount is
also determined from the money demand if said amount is not determined by other circum-

20 stances, for example, by the terms of maintenance of the said replenishment source.

In particular, the payer's account or his bank card, can be used as the replenishment
source. Here, by a bank card one means an arbitrary value card intended for transferring

. values. The security of remote withdrawal of values from the indicated replenishment source

f : is ensured by a system of maintaining the replenishment source.

s The operation of opening a payer's account with the operator can be performed in an ar-
bitrary way. It is preferable that the account being opened admit a secure system of remote
management.

An example of an account admitting a secure system of remote management is an account
with a public key, also called a public key account. By a public key account one means an

30 account kept by the operator and admitting management with the help of signed orders, the
signature on which can be verified with the help of the public key connected with the ac-
count. To manage such an account, the holder of the account can use his secret key corre-
sponding to the public key of the account and called the secret key of the account. The secu-
rity of remote management by a public key account is ensured by the fact that the operator

35 performs operations with this account following the signed orders, the signature on which is
verified with the public key of the account and which signature is used by the operator as an
evidence for the holder of the account.

Besides management with the help of orders signed with the secret key of the account, a
public key account can also be managed by other methods. In particular, with such an ac-

40 count one can connect information identifying a person in charge of the account, i.€., a per-
son having right to manage the account. Such information can be especially useful in the
case of loss of the secret key of the account, because it will allow the holder to keep the con-
trol over his account in this case, too.

Moreover, if it is required to ensure the anonymity of the person in charge of the account,




8
then the information identifying said person can be stored in the payment server in a con-
cealed form, which does not allow one to link this ihfprmation with the person in charge of
the account without assistance of a person knowing this connection. For example, this hid-
den information can be the value of a cryptographic hash function on the identification data
5 of the person in charge of the account, concatenated with a password, or simply said value
on the password. Information identifying the person in charge of an account can be con-
nected with the account by an order signed with the secret key of the account when opening
the account as well as at other moments of time.

A separate description of a particular case of the operation of opening a public key ac-

10 count is given below. This description will be used below for references in the descriptions
of other variants of the claimed invention. In particular, the operation of opening an account
as described below can be used when opening both the payee's account and the payer's ac-

- count, and the payer's account opened in this way can be used as a source of replenishing the

payer device.

15 The operation of opening a public key account, in particular, can proceed as follows. The
future holder of the account being opened accepts an arbitrary secret key of his as the secret
key of the account. The public key corresponding to the secret key of the account is deliv-
ered to the payment server and taken as the public key of the account being opened. The
holder of the account considered the account to be opened afier obtaining a message signed

20 by the operator, which confirms opening the account connected with the public key.

Bestdes the public key of the account, other data chosen by the holder and by the operator
can also be connected with the account being opened. For example, the operator can assign
the account being opened a number, which is communicated to the holder of the account. It
is preferable that the data which the holder connects with the account would be purely de-

25 clarative, which ensures automatical performance and, thus, the cheapness of the operation

of opening an account and its maintaining. The account holder’s privacy can be protected by

the fact that the account is opened anonymously.

A separate description of a payment operation by the first variant is given below. The de-
scriptions of other variants of the claimed invention presented below contain references to
this description. When performing a payment operation by the first variant, the value con-
tained in the payment certificate is spent completely. Since in other variants of the claimed
invention one performs, in addition to such payment operations, payment operations making
it possible to gradually spend the payment certificate value, the payment operation used in
the present variant is described, for more definiteness, as a payment operation with annul-
35 ment of the payment certificate.

The essence of a payment operation with annulment of the payment certificate is that in
the payment server one credits the payee's account, thus canceling the operator's obligation
associated with the payment certificate. The payee's account is credited in the case where the
payment certificate have not been utilized, the payment certificate signature is valid, and the

40 signature on the payer order is valid. One judges whether the payment certificate has already

~ been used by the information on the used payment certificates which is contained in the

payment server information storage, while the payment certificate signature and the payer
order signed with the secret key of the payment certificate is delivered to the payment server
with the help of the payee device. A more detailed description of a payment operation with

(9]
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annulment of the payment certificate is as follows.

When performing a payment operation, one forms in the payer device a payer order, in
which one includes information about the payee and the identifier of the base of the payment
certificate. The payer order signed with the secret key of the payment certificate is included in

5 the data delivered to the payee device and called the payment data. In particular, the information
about the payee included in the payer order contains the conditions of payment and the iden-
tifier of the payee's account if this account is not determined by other circumstances.

By the conditions of payment one means arbitrary data specifying the circumstances of
effecting a payment. Such data can include, in particular, the payment amount and restric-

10 tions on the time taken to perform a payment. In particular, the conditions of payment may
contain, possibly, in a form hidden from the operator, data describing the payee's obligations
implied by the fact of effecting the payment.

In the payee device, one forms data called the payee order, which are delivered to the
payment server. Here, one includes in the payee order the payer order contained in the pay-

15 ment data, and, possibly, other data, including, in particular, the conditions of payment. In
addition; the payer order can be signed with the secret key of the payee's account if the
payer's account is a public key account.

In the payment server, one credits the payee's account on the basis of the payee order and
forms the operator's response to the payee order, by means of which response the payment

20 operation is judged. Here, the payee's account is credited if the payment server information
storage does not contain information saying that the payment certificate has already been
used. Moreover, in the payment server, the validity of the payment certificate signature and
the validity of the signature on the payer order are verified before crediting the payee's ac-
count, the signatures being taken from the payer order contained in the payee order received

25 from the payee device. To prevent the multiple spending of the payment certificate, one en-
ters the information on said payment certificate into the payment server information storage.
To confirm the rights of the operator to effect the payment operation being performed, the
signed payer order is also entered into the payment server information storage. The opera-
tor's response to the payer order is delivered to the payee device.

e, 30 During the execution of a payment operation, the payer's financial interests are protected

_: o by the operator's duty to verify the signature on the payer order, while the signed payer order
A stored in the information storage protects the operator against false accusations that he has
::3": misappropriated the value contained in the payment certificate.

Traes? The payet's privacy is protected, in particular, by that the payer order intended for deliv-

35 ery to the payment server is encrypted with the operator's encryption key, where by an en-
cryption key of an entity one means a key for encrypting the messages sent for to this entity.
Besides the payer order, the payment data can include data intended for the payee, and, in
particular, the identifier of the service or goods to be paid for.
In particular, the payee's security is ensured by the fact that the payee receipt signed with
40 the operator's secret key is included in the operator's response to the payee order delivered to
the payee. Here, by the payee receipt one means data confirming the fact of crediting the
payee's account. Such a receipt, besides the amount of crediting and the identifier of the
credited account, may also contain other data, in particular, the conditions of payment, the
time taken to perform the crediting operation, etc. Having verified the validity of the opera-
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tor's signature on the payee receipt, the payee regards the payment as being performed and
delivers to the payer data confirming the fact of the performing of the payment.

Moreover, during the execution of a payment opefation, in the payee device, by means of
the operator's response 1o the payee order, one forms and delivers to the payer device data
according to the performing of the payment for payer is judged. These data can contain, in
particular, both the payee's consent to the fact that the payment operation has been success-
fully performed for the payee, and the payer receipt signed with the operator's arbitrary se-
cret key. In the payment server, such a receipt is included in the operator's response to the
payee order sent to the payee, and in the payee device the receipt is taken from the operator's
response to the payee order received by the payee. Here, by the payer receipt one means data
confirming the fact of spending the value contained in the payment certificate during the
execution of a payment operation. Furthermore, the payer receipt may contain other data
and, in particular, the conditions of payment and the time taken to perform a payment by the
operator. In addition, before including the payer receipt into the operator's response to the
payee order, one can encrypt said receipt with an arbitrary encryption key of the payer.
Moreover, along with the data according to which the performing of the payment for the
payer is judged, one can deliver to the payer device data connected with the fulfilment by the
payee of his obligations implied by the fact of payment, and, in particular, the password of
access to certain information.

During a payment operation, the value contained in the payment certificate can be spent
either completely on the payment objectives, or partially on other objectives. In particular, a
part of the payment certificate value can be returned to the payer device as change. A sepa-
rate description of such an operation is given below.

When returning a part of the payment certificate value, one replenishes the payer device
either by primarily filling the payment certificate or by replenishing the payment certificate
already at hand. Moreover, the returned value of the pzyment certificate, i.e., the unspent
part of the payment certificate value, can be returned in such a way that the returned value
will remain unknown to the operator. Such a reimbursement of the returned value can be
performed, for example, with the help of the method described in the patent: David Chaum,
Returned value blind signature systems, U.S. Patent 4 949 380, 14 Aug 1990. In the best
embodiment of the operation of returning a part of the payment certificate value to the payer
device, the operator cannot distinguish primarily filling the payment certificate from replen-
ishing a payment certificate already at hand, which promotes the protection of the payer's
privacy.

The payee's security during the execution of a payment operation is ensured, in particular,
by the fact that the payee receipt signed with the operator's arbitrary secret key is included
into the operator's response to the payee order, while the performing of the payment for the
payee is judged according to the validity of the signature on the payee receipt.

Furthermore, the payer can control the circumstances of performing a payment operation.
For such a control, one includes the conditions of payment into the payer order when form-
ing the payer order. In particular, the conditions of payment contained in the payer order, can
include payee obligation data, i.¢., data describing the payee's obligations implied by the fact
of effecting the payment. To ensure that in case of need the payer could insist on the fulfil-
ment by the payee of his obligations, the payee obligation data are signed with the payee's

12-




20

25

30

40

1
arbitrary secret key, and before the payer decides to perform a payment operation, one veri-
fies in the payer device the validity of the signature on the payee obligation data and stores
the signed payee obligation data. If it is required to conceal the payment objective from the
operator, then in the payer device, when forming the payment data, one processes the payee
obligation data with the help of an arbitrary one-way function, and includes the data obtained
by the processing in the payee order as the conditions of payment.

In addition, during the execution of a payment operation the péyee can play a role of a
payer. Such a payment operation can be used for transferring values from the payer device to
the payer's account.

Note a particular case of performing the operation of replenishing the payer device, in which
the replenishment is performed from the funds of an intermediate payer. In particular, for
such performing of the operation of replenishing the payer device, the data blinded in
the payer device during obtaining the blind money signature of the operator are subjected to
an additional blinding in an intermediate payer's payer device, and the data to be unblinded
that were received from the operator are subjected to the corresponding additional unblind-
ing. The additional blinding is intended for the protection of the privacy of the intermediate
payer.

A common problem of all electronic queueing systems caring about the users' privacy is
connected with potential possibility of identifying the user by net address information. Sev-
eral theoretical approaches to the solution of this problem are described in the paper: D.
Chaum, Security Without Identification: Transaction Systems to Make Big Brother Obso-
lete, Communications of the ACM, vol. 28 no. 10, October 1985 p. 1031-1034. A practically
acceptable method of concealing the user's net address information from the addressee of the
message can be to use remailers transferring the message to the addressee from their own
address. In particular, in all variants of the claimed invention during the performing of a
payment operation, the payer's address is, to a certain degree, hidden from the bank by that
the payer order is delivered to the payment server via the payee device.

In some embodiments of the method for effecting payments by the first variant, payments
in the range from micro-payments to business-to-business payments are possible, and the
time taken to perform a payment depends only on the speed of action of the net connections
and not on the payment amount, which is achieved by choosing levels of payment certifi-
cates such that the value defined by the level can take arbitrary values in the mentioned
range, and by effecting a payment operation with the help of a beforehand-bounded number
of payment certificates of suitable value, whose number is bounded in advance, or even a
single payment certificate. ‘

A description of the method for effecting payments by the second variant is given be-
low.

One effects payments by the second variant in the same way as by the first variant, with
the only exception, that besides replenishing the payer device with the help of primarily
filling a payment certificate one also replenishes the payer device by replenishing the
payment certificate. Further, in the best embodiment, when replenishing the payer device,
the operator cannot distinguish primarily filling a payment certificate from replenishing a
payment certificate already at hand, and the source of funds for such a replenishment is in
no way connected with the source of funds for primarily filling.
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If, when performing a payment operation by the first variant, one presents to the pay-
ment server the signature of a payment certificate whose level is the maximal available in
the payer device, then the operator can detect the coincidence of this level with the level of
the money keys used when replenishing the payer device, which can lead to linking the
payment certificate used in a payment with the source of its replenishment. The probability
of this is especially high in the case where the possible levels of payment certificates are
such that the value defined by the level can take arbitrary values in the range from micro-
payments to business-to-business payments. Replenishing the payer device by replenishing
the payment certificate reduces the possibility of such linking considerably, because after
replenishing the payment certificate, its level is the sum of several levels of signature with
secret money keys. Thus, replenishing the payment certificate additionally promotes
the protection of the payer's privacy. In addition, replenishing the payment certificate
additionally allows one both to accumulate on a single payment certificate the returned
values of used payment certificates reimbursed in payment operations, and to replenish
said payment certificate from the funds of another source.

A separate description of the operation of replenishing the payer device with the help of
replenishing a payment certificate is given below.

The operation of replenishing the payment certificate, i.c., the operation of obtaining a sig-
nature of the payment certificate, whose level exceeds the level of that payment certificate
signature which is contained in the payer device at the beginning of the replenishment op-
eration, is performed with the help of obtaining the blind money signature of the operator.
Here, one takes as the initial data the payment certificate signature, which is contained in
the payer device. For performing the operation of replenishing the payment certificate, the cor-
respondence between the levels and the money keys must be such that the signature of
level A on certain data X coinciding with the signature of level B on certain data Y corre-
sponds to the signature of level (4 + B) on the data Y. An example of such correspondence
is the case where the level L is represented by a collection of nonnegative integral numbers
(L1, Ly, ..., Ly), and for each index j from 1 to k there is a function §;, whose calculation re-
quires the secret key K. In the case where the functions S; commute with each other, i.e.,
S(Si (X)) = SiS;(X)) for an arbitrary data X, arbitrary data allowing one to calculate the
function §;, which is the composition of the functions S, each of which occurs in the com-
position with multiplicity Z;, can be taken as the money key corresponding to the level L.
In this case, the data Sy(X) are the signature on the data X with the money key correspond-
ing to the level L. For example, such a key can be represented by a collection of data (L,
K, Ko, ..., Ko. An example of a specific system of such functions allowing an economical
making and storage of secret keys is presented below in the description of the best em-
bodiment of the method for effecting payments. Note that the operation of primarily filling a
payment certificate is a particular case of the operation of replenishing the payment certificate,
if the identifier of the base of the payment certificate is taken as the payment certificate
signature of zero level.

In the best embodiment of the operation of replenishing payment certificates by means of
increasing their level with the help of the operator making the blind payment certificate sig-
nature of higher level, the operator has no possibility to determine whether the payer replen-
ishes a payment certificate already at hand, or he performs the operation of filling a newly
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created payment certificate. Here, when replenishing one and the same payment certificate,
the payer can use different replenishment sources, without connecting them with each other.

A description of the method for effecting payments by the third variant is given below.

One effects payments by the third variant in the same way as by the first variant, with the
only exception that one uses payment certificates which allow one to perform several pay-
ment operations. This is reflected in the fact that the operator opens a payment account con-
nected with the given payment certificate and connects said account with the public key of
the payment certificate. Further, one credits the payee's account during the execution
of a payment operation from the funds of the payment account, which is credited from
the funds of the payment certificate. Thus, it is possible to gradually spend the value con-
tained in the payment certificate.

By a payment account one means an account kept by the operator, which gives a possi-
bility to effect payments from said account by way of transferring a part of the amount on
the account to another account or converting a part of the amount on the account into a dif-
ferent form for delivering said part to the payee. Here, the payment account contains infor-
mation on the total amount of expenses, information on the total amount with which the ac-
count has been credited and information on the level of the payment account. Here, by the
level of the payment account one means the level of the payment certificate signature pre-
sented to the operator for crediting the payment account. In particular, it is possible to use a
public key account as a payment account.

A separate description of the operation of opening a payment account is given below.

To open a payment account connected with the base of a payment certificate it is suffi-
cient to deliver the identifier of the base of the payment certificate to the payment server. In
particular, opening a payment account can be combined with the first payment operation
connected with the payment certificate. In the case where an account with a public key is
used as a payment account, the public key of the payment certificate can be used as said
public key. Moreover, to prevent opening a payment account associated with no payment
certificate of positive level, the operation of opening a payment account can be combined
with the operation of crediting the account.

A separate description of the operation of crediting a payment account is given below.

When performing the operation of crediting a payment account, one delivers to the pay-
ment server a payment certificate signature whose level can be chosen arbitrarily within the
level of the payment certificate, and the payment account is credited according to the excess
of the level of the delivered signature above the level of the payment account. In particular,
the operation of crediting a payment account can be combined with a payment operation.
In addition, the payer can credit his payment account in the course of several operations,
increasing step by step the level of the payment certificate known to the operator. This al-
lows the payer to weaken the possibility of linking a payment account and the sources of
filling or replenishing the payment certificate connected with the account with the help of the
level of the payment certificate. .

A separate description of the payment operation used in the method for effecting pay-
ments by the third variant is given below. In distinction to the payment operation with an-
nulment of the payment certificate as described earlier, the payment operation used in the
method for effecting payments by the third variant is described as a payment operation in-
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volving a payment account.

A payment operation involving a payment account is performed in the same way as the
above-described payment operation with annulment of the payment certificate, with the ex-
ception of the following. First, one credits the payee's account from the funds of the payment
account, and, secondly, the payment certificate signature is not necessarily included in the
payer order. Here, the payee's actions do not differ from his actions during the execution of a
payment operation with annulment of the payment certificate. When performing a payment
operation with annulment of the payment certificate, there arise problems with the range of
payments. The point is that the value contained in the payment certificate can take only the
values corresponding to one of the possible levels of payment certificates, or, what is the
same, to one of the possible levels of money keys. Thus, if during the execution of a pay-
ment operation with annulment of the payment certificate only one payment certificate is
used, then the payment amount can take only one of the predetermined values. Because of
the necessity to effect payments in the range from micro-payments to business-to-business
payments, one either has to do with a sufficiently complicated system of money keys or must
use collections of payment certificates during a payment operation. Application of a compli-
cated system of money keys, generally speaking, leads to slow-down of payment operations,
because making the money signature and verification of its validity require considerable
amount of time. On the other hand, utilizing collections of payment certificates in a payment
operation leads both to considerable growth of the number of the payment certificates used,
which causes losses of various kinds, and to inconveniences for the payer, who is forced to

‘ensure the availability of collections with the needed total value i the payer device. Advan-

tages of the payment operation involving a payment account are that there are no problems
with the range of payments because the payment amount is not connected with the structure
of levels of money keys. Therefore, using payment accounts allows one to effect a payment
in an arbitrary amount of money in the limits of the solvency of the pavment account and, in
particular, micro-payments are possible. For the operator, advanizges of using payment ac-
counts are that potentially he can serve much greater number of clients, because one requires
no resources for storing information about each payment completed. Furthermore, an essen-
tially smaller number of records connected with payment certificzies accelerates the search
of the record connected with a specific payment certificate, or ascertainment of the fact that
such a record is absent during the execution of a payment operatica. The deficiency of using
payment accounts is in that it is possible to link all the payments effected with using one and
the same payment account. Thus, the maximal number of the pzvment certificates used si-
multaneously is proportional to the operator's resources. Further, since the proportion of the
number of the payment certificates used to the number of the operzior's clients can be limited
either by the cost of the operation of opening a payment account or by the cost of the opera-
tion of making blind money signature, it follows that the number of clients that can be served
by the operator is proportional to the operator's resources.

Another advantage of performing the payment operation involving a payment certificate
in comparison to the same payment operation with annulment of a payment certificate, in
which one uses a collection of payment certificates, is that the time taken to effect a payment
depends only on the speed of action of the net connections, and not on the payment amount,

‘because the fixed size qf payer orders makes it possible to indicate any practically possible
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amount of money as the payment amount.

In addition, a payment account connected with one of the payment certificates can be
used in the operation of replenishing the payer device as the replenishment source. Funds can
thus be transferred from the payment account to the payer device.

A description of the method for effecting payments by the fourth variant is given below.

One effects payments by the fourth variant in the same way as by the third variant, with
the only exception that as in the method for effecting payments by the second variant de-
scribed above one additionally performs an operation of replenishing a payment certificate.
Additional advantages of performing such an operation are also indicated in the above de-
scription of the method for effecting payments by the second variant.

The description of the apparatus for effecting payments is given below. Using this appa-
ratus for effecting payments, it is possible to realize the claimed method for effecting pay-
ments by the third and fourth variants. .

The apparatus for effecting payments contains a payer device, a payee device, and a pay-
ment server connected with telecommunication nets. Each of these devices can be realized
by a computing device programmed in the corresponding way.

Such a computing device can be chosen from a large number of known electronic devices,
for example, personal computers. Such computing devices include, in an internal or an ex-
ternal way, storage devices, which are intended for storing data or codes of programs that are
involved in effecting payments. In addition, such computing devices comprise auxiliary de-
vices, for example, modems, which enable the computing devices to communicate with other
similar devices. The communication environment, in the framework of which the data are
exchanged, can also be any of a large number of possibilities, including telephone lines, ca-
ble, the Internet, satellite or radio transmissions, optical-fiber connections, etc. In other
words, it is not assumed that the invention is limited with regard to either the types of de-
vices that are used or the methods of communication that are employed.

The payer device, the payee device, and the payment server can be realized by the wide
variety of programming means based on the corresponding algorithms. Here, the payer de-
vice contains a means for replenishing the payer device by the use of making a blind money
signature of an operator, a means for creating a payment certificate base by processing the
public key of the payment certificate with a one-way function, a means for storing the cre-
ated payment certificate base in a storage device, and a means for forming a payer order
signed with the secret key of the payment certificate. Here, the means for replenishing the
payer device by the use of making a blind money signature of an operator is realized by a
means for increasing the level of the payment certificate signature.

Said means for increasing the level of the payment certificate signature has a means for
forming a money demand including a blinded payment certificate signature, a means for
unblinding the data to be unblinded comprised in a response to the money demand, and a
means for entering the result of unblinding into said storage device.

The means for increasing the level of the payment certificate signature is intended for re-
plenishing the payer device either by primarily filling a payment certificate or by replen-
ishing a payment certificate. In the former case, with the help of the means for increasing
the level of the payment certificate signature one processes the payment certificate signature
of zero level, which coincides with the identifier of the payment certificate base created with
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the help of said means for creating a payment certificate base. In the latter case, with the help
of the means for increasing the level of the payment certificate signature, one processes the
payment certificate signature, which is contained in the payer device and was entered into
the storage device of the payer device in one of the previous operations of replenishing the
payer device. In both cases, the level of the payment certificate increases as a result of replen-
ishing the payer device.

The payee device contains a means for forming a payee order including the payer order.
In addition, the payee device contains a means for opening a public key account.

The payment server contains a means for making a money signature, a means for per-
forming a payment operation, a means for serving a database of payment accounts, and a
means for serving a database of accounts.

Here, by the means for serving an arbitrary database one means a means for performing
operations with records of the database, including creating such records, their reading, and
modification.

In addition, the means for serving a database of accounts can have some means intended
for maintaining accounts, which are records in this database and are stored in the storage
device. Among such means are, in particular, a means for opening a public key account, a
means for crediting an account and a means for debiting an account.

In addition, the means for serving a database of payment accounts can have some means
intended for maintaining the payment accounts which are records in this database and are
stored in the storage device. Among such means are, in particular, a means for opening a
payment account, a means for verifying the money signature, and a means for crediting a
payment account.

In addition, the means for performing a payment operation contained in the payment
server has a means for verifying a signature on the payer order and a means for making a
signed payee receipt.

The means for processing the money demand, which is contained in the payment server,
uses said means for making a money signature when performing an operation of replenish-
ing the payer device.

In addition, the payment server can contain a means for making a signed payee receipt,
and the payee device may contain a means for verifying the signed payee receipt.

In particular, the mentioned means for forming a payer order signed with the secret kéy of
the payment certificate can have a means for forming a demand for crediting a payment ac-
count, which, in turn, can have a means for decreasing the level of the payment certificate
signature. The purpose of the means for decreasing the level of the payment certificate sig-
nature is as follows: from the payment certificate signature of some level, which signature is
contained in the payer device, to make another signature of the payment certificate, which
has lower level and is intended for delivery to the payment server as a part of the demand for
crediting a payment account.

In particular, the payer device can also contain a means for opening a public key account.

In addition, the payer device, the payee device, and the payment server can be equipped
by means for encryption of outgoing messages and by means for decryption of incoming
messages.
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Brief description of the drawings
In what follows, the present invention is clarified by the description of specific examples
of its implementation and by accompanying drawings, where:
Fig.1 shows a flow-chart of the apparatus for effecting payments;
Fig.2 shows a flow-chart of the operation of replenishing the payer device;
Fig.3 shows a flow-chart of the payment operation.

Best embodiment of the invention

In the best embodiment of the method for effecting payments by each of the variants,
payments are effected in the framework of a payment system, whose operator comprises a
variety of banks, and the system has many payers and payees. Further, both the payers and
the payees utilize devices simultaneously containing both a payer and a payee device.
Furthermore, in the description of the best embodiment of the invention, such a device is
called the "Electronic wallet".

Before serving a client, a bank belonging to the payment system performs preparatory
actions. Since the preparatory actions are performed in the same way in the best embodi-
ment of each of the variants of the claimed method, a separate description of the best way of
performing of these operations is given below.

At the stage of preparatory actions, one fixes a digital signature system giving a possi-
bility of making blind digital signature. This system is intended for making and verification
of money signature, and below it is called a money signature system. One also fixes a col-
lection of admissible levels, i.e., quantities each of which defines a certain monetary value.
Here, the collection of admissible levels is chosen so that an arbitrary monetary value pre-
senting a practical interest when replenishing the payer device would be represented by
some level. For each admissible level, the bank chooses a secret money key corresponding
to this level and a public money key corresponding to the secret money key in the frame-
work of a fixed money signature system. Here, the secret money key corresponding to each
of the admissible levels is chosen so that the signature of level 4 on some data X, X coin-
ciding with the signature of level B on certain data ¥, corresponds to the signature of level
(A + B) on the data Y. Information on the public money keys and the monetary values cor-
responding to admissible levels is made public and is entered into the storage devices of
"Electronic wallets". )

One also fixes a digital signature system intended for signing the messages used when ef-
fecting payments. In the framework of this system, the bank chooses secret keys and the
corresponding public keys. The information on public keys is made public and is entered
into the storage devices of "Electronic wallets".

In addition, one fixes the structure and the validity criterion of payment certificate bases,
as well as the way of including the identifier of the public key of the payment certificate into
the base of the payment certificate. To this end, one fixes a cryptographic hash function <
which takes values in bit strings and, preferably, is collision free. Payment certificate bases
are pairs (7, X), where Y is the public key of the payment certificate, which key is chosen in
the framework of a fixed signature system and used as its own identifier. Further, a base with
such a structure is considered to be valid if F(¥)=X. One takes the data X as the identifier
Baseld of the base of the payment certificate.

19-




A
i
£
o
3

10

15

20

25

30

18 .
The possibility of realization of the preparatory actions described above in the best em-
bodiment of the method for effecting payments by each of the claimed variants is clarified
by the following example.

Example 1
As the money signature system, one uses a system based on the digital RSA-signature (B.

Schneier, Applied Cryptography: Protocols, Algorithms, and Source Code in C, John
Wiley&Sons, New York, 2nd edition, 1996 and A 1. Menezes, P. C. Van Qorshot, S. A.
Vanstone, Handbook of Applied Cryptography, CRC Press, 1997). In this system, a secret
key is the pair (N, D), where D is a secret exponent and N is the modulus. Here, the corre-
sponding public key is a pair (N, E), where £ is a public exponent satisfying the condition
XD = I (mod N) for each integral number X coprime to N. The RSA system allows several
methods of making a blind digital signature. For example, one of these methods is described
in the patent: D. Chaum, Blind Signature Systems, U.S. Patent 4,759,063, 1¢ Jul 1988, and
another one is described in the patent: D. Chaum, Blind Unanticipated Signature Systems,
U.S. Patent 4,759,064, 19 Jul 1988.

As an admissible level, one takes an arbitrary collection of nonnegative integral numbers
L =(L, L,,Ls), and such a level defines the tonetary value expressed in cents by the for-
mula L; -N; + Ly - N>+ Ls - N, where N; = 1007, N2 =100, N = 1.

For each admissible level, the corresponding secret money key and the public money key
corresponding to the secret money key are chosen in the framework of the RSA-signature
system as follows. As the modulus of each of the public and secret money kevs, one uses an
arbitrary RSA-modulus N, for which the integral numbers £, = 3, £;= 17, £: = 5 are admis-
sible as public exponents. Below, the numbers £y, £, E; are called the bzsic public expo-
nents. One takes the key with public exponent £ = E' -E, ¥ -E& as the public money key
corresponding to the level L. As the secret money key corresponding to the izvel L one takes
the key with secret exponent D = D;t - D,%? . D, where Dy is the secret exponent corre- -
sponding to the basic public exponent £;. Means for creating keys in the RSA system are

- well known (B. Schneier, Applied Cryptography: Protocols, Algorithms, and Source Code in

C, John Wiley&Sons, New York, 2nd edition, 1996 and A. J. Menezes, P. C. Van Oorshot,
S. A Vanstone, Handbook of Applied Cryptography, CRC Press, 1997). Ths modulus N and
basic public exponents £, £, £; are published as the information about pubiic money keys.
The data N, = 100°, N» =100, N5 = { are published as the information on 1hz monetary val--

. ues corresponding to the admissible levels.
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The cryptographic hash function F used of the criterion of validity of pavment certificate
bases, is chosen so that its value on the bit sequence X is obtained by concztenation of bit
sequences H(X) and ¥, where  denotes the known hash function SHA-1 (A. J. Menezes, P.
C. Van Oorshot, S. A. Vanstone, Handbook of Applied Cryptography, CRC Press, 1997, p.
348), Y = 1111...1110, and the number of the unit bits in ¥ is such that the total number of
bits in F(X) is equal to the number of bits in the modulus N.

As the digital signature system intended for signing the messages used when effecting
payments, one fixes the RSA system with public exponent 3, i.e., the RSA system in which
the public exponent is fixed and equal to 3. In the framework of this system, the bank
chooses a secret key DB and the corresponding public key EB. The modulus of the public
key EB is made public as the information about this key.
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A description of the best embodiment of the method for effecting payments by the first
variant is given below. } .

Having performed the preparatory actions described above, the payee opens a public key
account in the bank, Here, the account is opened in the following way.

As the secret key of the account Being opened, the payee takes his secret key created spe-
cially for this purpose in the framework of the signature system fixed at the stage of pre-
paratory actions. The public key corresponding to the secret key of the account is delivered
to the payment server via open telecommunication nets. In the payment server, one takes the
delivered public key as the public key of the account being opened, assigns a number to the
account being opened, and creates in the storage of accounts a record containing the number
of the account, the public key of the account, and other attributes of the account. The payee
considered the account to be opened after receiving a message signed with the bank's secret
key, which confirms opening an account connected with the public key.of the account. Fur-
ther, the signature on the message is stored in the storage device of the "Electronic wallet”,
which will allow one in the future to make justified claims to the bank if the bank has not
fulfilled its obligations connected with the opened account. ‘

Advantages of the described variant of ofiening an account are that the operation of
opening an account proceeds in a remote manner in the real-time mode. In addition, opening
an account in the payment server proceeds automatically, because in particular, it requires no
verification of the data identifying the account holder. Thus, this variant of opening an ac-
count is very economical for the bank and very convenient for the bank's clients. In addition,
as every public key account, an account opened as described above admits a secure remote
management. and a relatively small size of the number of the account allows one to repro-
duce it by hand, manually in particular, for indicating the designation of a postal money or-
der.

In the best embodiment, the payer uses an arbitrary means for money operations which
allows a secure remote management as a source of replenishment of his "Electronic wallet".

When creating the payment certificate base Base in the course of performing the opera-
tion of primarily filling a payment certificate, as the payee's secret key DP and the corre-
sponding public key EP one chooses keys specially created for this purpose. Here, the keys
DP and EP are chosen in the framework of the signature system fived at the stage of pre-
paratory actions.

During the operation of primarily filling a payment certificate, the blinded identifier
Baseld of the base of the payment certificate is delivered to the payment server as a part of a
money demand. Here, the data necessary for remoté withdrawal of funds from the utilized
replenishment source are also included in the money demand.

Prior to performing a payment operation, the payee obligation data are signed with the
payee's arbitrary secret key, and before the payer decides to perform a payment operation, in
the payer device one verifies the validity of the signature on the payee obligation data and
stores the signed payee obligation data. '

The information about the payee included in the payer order when performing a payment
operation contains the identifier of the payee's account and the conditions of payment. The
result of processing the payee obligation data with the help of a fixed one-way function is
included in the conditions of payment. The ﬁayer order is encrypted with the operator's en-
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" cryption key.

A session key for symmetric encryption is included in the payee order and the payee order
itself is encrypted with the operator's encryption key.

The payee receipt signed with the operator’s secret key is included in the operator's re-
sponse to the payee order, and the operator's response to the payee order is encrypted with
the session key contained in the payee order. The payee judges the performing of the pay-
ment according to the validity of the signature on the payee receipt.

In the payee device, by means of the operator's response to the payee order, one forms
and delivers to the payer device the data confirming the payee's consent to the fact that the
payment operation has been successfully performed.

The part of the payment certificate value that was not spent on the payment objectives is
returned to the payer device as change. .

The possibility of realization of the above-described best embodiment of the method for
effecting payments by the first variant is clarified by the following example.

Example 2

The preparatory actions are performed as in Example 1 described above.

The payee, who is a seller in the present example, opens an account with public key £S in
the bank as described above. Further, in the storage device of the seller's "Electronic wallet"
one creates a record with information about the opened account, which information contains
the secret key DS corresponding to the public key ES, the number Accountld of the opened
account, and other attributes of the account.

In this example, the replenishment source of the payer's "Electronic wallet" is the
payer's account, which he opens in exactly the same way as the payee. The payer delivers a
certain amount of money to the account opened by him by a postal money order; for the sake
of definiteness, let it be 200 dollars.

Using the opened account as the replenishment source, the payer replenishes his "Elec-
tronic wallet" with the help of the operation of primarily filling a payment certificate.

During the operation of primarily filling a payment certificate, the base of the payment
certificate is created by choosing the secret signature key DP and the corresponding public
signature key EP in the framework of the RSA system with public exponent 3. Since the
public exponent is fixed, the public key is represented by a single modulus. As indicated
above, means for creating such keys are well known. One takes the data (EP, X) as the base
(Y, X) of the payment certificate, where X is obtained from the key £P with the help of the
means for calculating the function F described in Example 1 presented above. Such a
means is realized by programming means on the basis of the above description for the
function F.

During the operation of primarily filling a payment certificate, the blinded identifier
Baseld of the payment certificate base is delivered to the payment server as a part of the
money demand. One also includes in the money demand the required replenishment
amount, for the sake of definiteness 200 dollars, and the payer's account number, and along
with the money demand one delivers to the payment server the signature of said demand
with the secret key of the payer's account. Here, the payer device is replenished from the
funds of the account indicated in the money demand, after verification of the signature
contained in the money demand with the help of the public key of the account indicated in
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" the money demand.

To blind the identifier Baseld of the payment certificate base one chooses a level M =
(M), M,, M3) such that L; does not exceed M, L; does not exceed M>, and L3 does not ex-
ceed M;, where L = (L;, Ly, L) is the level of that secret money key which will be used in
the payment server when replenishing the payer device. The level M to be chosen depends
on the required replenishment amount expressed in cents, i.e., equal to 20 000 in the pres-
ent example. When choosing the level M, one assumes that the level L of the secret money
key used by the bank is defined as follows according to the rule fixed in advance in the
payment system.

First of all, by the required amount of money contained in the money demand and by
the funds on the payer's account, one defines the replenishment amount. In this example, to
the moment of performing the operation of replenishing the funds of the account expressed
in cents make the quantity 19 975. This amount has formed as follows. For crediting the
account with 20 000 cents, which corresponds to 200 dollars of the postal money order, the
bank took commission in the amount of 50 cents, so that 19 950 cents appeared on the ac-
count. During the time elapsed from the moment of crediting the account with this amount
to the moment of beginning of the operation of replenishing the payer device, the bank, first,
added the interest in the amount of 30 cents, and, secondly, charged 5 cents for mainte-
nance of the account. As a result, to the moment of performing the operation of replenishing
the funds of the account make the quantity 19 975 cents. In addition, the bank charges 60
cents for the operation of replenishing a payer device. Thus, the replenishment amount in this
example makes 19 915 cents. The level L is defined according to the replenishment
amount, which is equal to 19 915 in this example, with the help of the rule fixed in the
payment system so that the relation L, - N; + Lz - N2+ L3 - N3 =19 915 cents would hold.
In the present example, L = (1, 99,15).

In any case, the fixed rule of defining the level L in accordance with the required re-
plenishment amount guarantees, in this example, that L; does not exceed 2, while > and L;
do not exceed 99. Thus, one takes the data (2, 99 ,99) as the level M.

After the level M is chosen, the initial data X, which is taken equal to the identifier
Baseld of the payment certificate base during primarily filling the payment certificate, is
blinded in accordance with the relation X' = F-X (mod N), where F = RY (mod N), U =
U,-U;Us, Uy = EM U, = Ezm, Us = Es*, and R is a randomized integral number of suit-
able size.

In the payment server, the signature on the blinded data X" with the secret money key
corresponding to the level L is taken as the data S’ to be unblinded. Thus, in this example,
the data X'is processed with the secret money key with modulus N and secret exponent D
=DM . D% D, After that, the data S’ are delivered to the payer device.

In the payer's "Electronic wallet”, from the received data S’ to be unblinded one makes
the signature S of the payment certificate by unblinding the received data S'in accordance
with the relation S = 8T/ (mod N), where T = RY (mod N), V="V, -V, - Vs,and ¥V, =
E,M"“, V, = E;Mz'“, Vi = E;MJ'“. The made signature § is stored in the storage de-
vice. As a result, a payment certificate with value 19 915 cents appears in the payer's
"Electronic wallet".

The payer willing to pay 43.50 dollars to the seller for some goods, prepares the pay-
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ment data PaymentData, including in them the payer order PayerOrder signed with the se-
cret money key of the payment certificate DP and data 4 intended for the seller and con-
sisting in this example of the name of the paid goods and the identification data of the re-
cipient of the goods. The payer order PayerOrder consists of the public key of the payment
certificate EP, the signature S of the payment certificate, the seller's account number Ac-
countld, and the data C defining the conditions of payment. In the present example, the
payer takes as C the seller's account number Accountld and the value of the hash function
H on the text of the seller's obligation valid in the case of a payment, namely, an obligation
to supply the corresponding goods to the person with the indicated identification data.

The seller willing to accept the payment forms the payee order SellerOrder = (Accoun-
tld, PayerOrder) encrypted with the bank's public encryption key and delivers it to the
bank.

Having made sure that the list of the used payment certificates contains no record on the
payment certificate with public key EP, having verified the validity of the signature on the
payer order PayerOrder with the help of the public key EP, and having verified the valid-
ity of the signature § of the payment certificate, the bank enters a record including the
public key EP and the signed payer order PayerOrder into the list of used payment certifi-
cates and credits the account with number Account/d with an amount of 43.49 dollars, un-
der the assumption that the bank charges | cent for performing a payment operation. After
that, the bank forms the payer receipt confirming the fact of crediting the account with
number Accountld with an amount of 43.49 dollars, signs it, and delivers to the seller, who,
having verified the validity of the bank's signature on the receipt received, regards the
payment as being effected and informs the payer about successfully effecting the payment.

The rest value of the payment certificate, making quantity (19 915 - 4 350) cents in the
present example, is returned by replenishing the payer device, and the replenishment can
be performed either by primarily filling the payment certificate or by replenishing a pay-
ment certificate already at hand. To this end, one includes in the payer order a blinded sig-
nature of that payment certificate whose value will increase due to the returned value,
while the corresponding money signature of the operator, delivered to the payer device
through the payee device along with the other data is included in the operator's response to
the payee order.

A description of the best embodiment of the method for effecting payments by the sec-
ond variant is given below.

In the best embodiment of the method for effecting payments by the second variant, one
performs all actions that are performed in the best embodiment of the method for effecting
payments by the first variant.

Moreover, one performs an additional operation of replenishing the payment certificate,
which is realized so that the operator cannot distinguish the operation of primarily filling a
payment certificate from the operation of replenishing a payment certificate. One performs
the operation of replenishing the payment certificate at an arbitrary moment of time before the
payment operation and one uses for replenishing a payment certificate whose value is not
sufficient for the payment operation.

The possibility of realization of the above-described best embodiment of the method for
effecting payments by the second variant is clarified by the above-described Example 2,
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where the possibility of realization of the best embodiment of the method for effecting
payments by the first variant is clarified, and by the following Example 3, where the possi-
bility of realization of the best embodiment of replenishing the payer device with the help
of replenishing the payment certificate is clarified.

Example 3

In this example, we use agreements and notation adopted in Example 1 described above.

The operation of replenishing the payment certificate, i.e., the operation of obtaining a
payment certificate signature whose level exceeds the level of the payment certificate signa-
ture-contained in the payer device at the beginning of the replenishment operation, is per-
formed by obtaining the blind money signature of the operator. Here, as the initial data one
takes the payment certificate signature contained in the payer device.

Suppose that the payer's "Electronic wallet" contains a payment certificate with signature
S; of level (0, 2 ,30). Suppose that the value of this payment certificate, which is equal to 2
dollars and 30 cents in the present case, is not sufficient for the payer to make a certain pur-
chase. In order to make this purchase anyway, the payer replenishes his "Electronic wallet"
by replenishing the payment certificate.

For this purpose, one delivers the blinded signature S, of the payment certificate to the
payment server as a part of the money demand. One also includes in the money demand
the required replenishment amount, equal, for the sake of definiteness, to 50 dollars, and
the payer's account number, and along with the money demand one delivers to the payment
server the signature of said demand with the secret key of the payer's account. Here, the
payer device is replenished from the funds of the account indicated in the money demand
after verification of the signature contained in the money demand with the help of the pub-
lic key of said account.

To blind the signature S; of the payment certificate, as in Example 2 presented above,
one chooses a level M = (M), M, M;) such that L; does not exceed M, L, does not exceed
M, and L3 does not exceed M;, where L = (L, L;, Lj) is the level of that secret money key
which will be used in the payment server when replenishing the payer device. One chooses
the level M depending on the required replenishment amount as in Example 2. In the present
example, M = (0, 5,99).

As in Example 2, one defines the replenishment amount by the required amount con-
tained in the money demand and by the funds on the payer's account. Suppose that the re-
plenishment amount in this example turns out to be equal to 47 dollars and 13 cents, i.e., 4
713 cents. One defines the level L by the replenishment amount as in Example 2. In the pre-
sent example, L = (0, 47 ,13).

After the level M is chosen, the initial data X, which is taken equal to the identifier
Baseld of the base of the payment certificate during primarily filling the payment certifi-
cate, is blinded in accordance with the relation X’ = F-X (mod N), where F = RY (mod N),
U=U,U,Us Uy = EM, U, = Egm, Us = E;* and R is a randomized integral number of
suitable size.

In the payment server, the signature on the blinded data X* with the secret money key
corresponding to the level L is taken as the data S’ to be unblinded. Thus, in this example,
the data X" is processed by the secret money key with modulus N and secret exponent D =
DM DY . D3P, After that, the data S are delivered to the payer device.
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In the payer's "Electronic wallet", from the received data S* to be unblinded one makes
the signature S of the payment certificate by unblinding the received data S’ in accordance
with the relation § = §"T' (mod N), where T = R" (mod N), V.=V, - V5 - V3, and V, =
EML y, = E;MZ'“, V; = Es*13. The made signature S is stored in the storage device in-
stead of the signature S; stored before. Here, the level of the signature S is equal to the sum
of the level of the signature S, i.e., (0, 2 ,30) in the present example, and the level L = (0,
47 ,13). Thus, the level of the signature S is equal to (0,49 ,43), and the payment certificate
value has increased to 49 dollars and 43 cents.

A description of the best embodiment of the method for effecting payments by the third
variant is given below.

The preparatory actions, opening the payee's account, replenishing the payer de-
vice, and the payee's actions during the execution of a payment operation are performed as
in the above-described best embodiment of the method for effecting payments by the first
variant.

As in the above-described best embodiment of the method for effecting payments by the
first vartant, before the payer decides to perform a payment operation, in the payer device
one verifies the validity of the signature on the payee obligation data and stores the signed
payee obligation data.

When performing a payment operation, the identifier of the payee's account and the
conditions of payment are included in the payer order as information about the payee. One
includes in the conditions of payment the result of processing the payee obligation data
with the help of a fixed one-way function. The payer order is encrypted with the operator's
encryption key.

A session key for symmetric encryption is included in the payee order, and the payee
order itself is encrypted with the operator's encryption key.

The payee receipt signed with the operator's secret key is included in the operator's re-
sponse to the payee order, and the operator's response to the payee order is encrypted with
the session key contained in the payee order. The payee judges the performing of the pay-
ment according to the validity of the signature on the payee receipt. )

In the payee device, by means of the operator's response to the payee order, one forms
and delivers to the payer device data confirming the payee's consent to the fact that the
payment operation has been successfully performed.

The operator opens a payment account connected with each of the payment certificates
and connects it with the public key of the payment certificate, and the funds of the payment
account are spent in one or several payment operations. Here, the public key account
whose public key coincides with the public key of the payment certificate is used as the
payment account. The funds appear on the payment account as a result of one or several
operations of crediting the payment account performed from the funds of the value con-
tained in the payment certificate, and the operation of opening a payment account is com-
bined with the operation of crediting this account that was first in time.

When performing the operation of crediting a payment account, one delivers to the
payment server a payment certificate signature, whose level can be chosen arbitrarily
within the level of the payment certificate. Moreover, each operation of crediting a pay-
ment account is combined with one of the payment operations.
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The possibility of realization of the above-described best embodiment of the method for
effecting payments by the third variant is clarified by the following example.

Example 4 )

In this example, we use agreements and notation adopted in Example 1. The preparatory
actions, opening the seller's account, replenishing the payer device, and the seller's ac-
tions during the execution of a payment operation are performed in this example as in Ex-
ample 2 described above.

Examples of three payment operations are given below. Here, the first one of the pay-
ment operations described below, which is the first (in time) operation performed with the
use of a payment certificate, is combined with the operation of opening a payment account
and its crediting. The second one of the payment operations described below is combined
with the operation of crediting an already opened payment account. The third one of the
payment operations described below is performed under the conditions when the funds on
the payment account already suffice for performing such a payment operation.

Below, given is a description of the first (in time) payment operation performed with the
use of a*payment certificate, which is combined with the operation of opening a payment
account and its crediting.

Suppose that the payer device contains a payment certificate with base (EP, X) and sig-
nature S of level (2, 12, 45). The payment certificate value is equal to 212 dollars and 45
cents. Suppose, furthermore, that the payment certificate has not already been used in one
of the payment operations.

The payer willing to pay the seller an amount of 18.999 dollars for some goods, pre-
pares the payment data PaymentData, including in them the payer order PayerOrder
signed with the secret key of the payment certificate DP, and the data 4 intended for the
seller and consisting in this example of the name of the paid goods and the identification
data of the recipient of the goods.

The payer order PayerOrder consists of the public key EP of the payment certificate,
the signature S, of the payment certificate, the seller's account number Account/d, and the
data C defining the conditions of payment. In the present example, the payer takes as C the
seller's account number Accountld and the value of the hash function / on the text of the
seller's obligation valid in the case of a payment, namely, an obligation to supply the cor-
responding goods to the person with the indicated identification data.

The public key EP included in the payer order PayerOrder is used in the payment
server for opening the payment account connected with this key. The signature S; of the
payment certificate included in the payer order PayerOrder is used in the payment server
for crediting the payment account with public key EP.

The signature S, is made in the payer device from the signature S of the payment certifi-
cate. Here, the level L=(L,, ...,L3) of the signature S; is chosen in so a way that, on the one
hand, the value corresponding to this level would suffice for performing the present pay-
ment operation, and, on the other hand, it would not exceed the level of the signature S in
each of the three orders. Another aim of such a choice is to hide the level of the signature S
contained in the payer device from the operator. In the present example, the level of the
signature S is represented by the collection (2, 12, 45), and the value sufficient for per-
forming the present payment operation, expressed in cents, is, in the present case, 1899.9
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cents. Thus, the restrictions on the choice of the level L=(L,,...,L;) are as follows: first, L,
does not exceed 2, L, does not exceed 12, L; does not exceed 45, and, secondly, the quan-
tity Ly -N; + Ly -No+ Ly - N3, where N, = 100°, N, =100, N; = I, must be at least 1899.9
cents. The level L satisfying these conditions is chosen with the help of a random number
generator and, in the present example, L = (1, 3, 14). The signature S, is made with the
help of a computing device programmed in the corresponding way, in accordance with the
relation §, = S"(modN), where V' = V) -V, - V3, ¥y = EMH )7, = EEA!I-LZ, v, = E_y“j.L':,
and the level A1),....M;) is equal to the level (2, 12, 45), i.e., to the level of the signature .

The seller willing to accept the payment forms his payee order SellerOrder = {Accoun-
11d, PayerOrder) encrypted with the bank's public encryption key, and delivers it to the
bank.

Having made sure that the payment account database contains no record of a paymen:
account with public key £P and having verified the validity of the signature S, with the
help of a public or a secret money key, the bank opens a payment account and enters the
corresponding record into the payment account database. Here, first, the opened account is
credited with the amount corresponding to the level L = (1, 3, 14) of the signature S, ie .
in the present example, with an amount of 103 dollars and 14 cents. In addition, one debits
the opened pavment account with an amount of 50 cents, which is equal to the charge for
opening the pavment account. Afier that, the payment operation per se is performed
Namely, having verified the signature on the payer order PayerOrder with the help of the
public key £P of the payment account, the bank enters the signed paver order PaverOrder
into the information storage, debits the payment account with an emount of 18999 cepis
and credits the account with number Account/d with an amount of 1898.9 cents, under the
assumption that the cost of performing a payment operation by the bank is equal 10 1 cen:
After that, the bank forms the payer receipt confirming the fact of crediting the accous:
with number Accounild with an amount of 1898.9 cents, signs 1t, and delivers to the selje:.
who, having verified the validity of the bank's signature on the receipt received, regards the
payment as being effected and informs the payer about successfully effecting the pavmen:.

A description of a payment operation, which is combined with the operation of crediting
an already opened payment account is given below. Generally speaking. the pavee partici-
pating in this operation is in no way connected with the payee from the first pavment op-
eration described above.

Suppose that the paver device conrains a payment certificate with base (P, X} and sic-
nature § of level (2, 12, 45). The pavment certificate value is equal to 212 dollars and 42
cents. Suppose that the payment account connected with the given certificate is alreadv
opened, the total amount of expenses of this payment acc;ount does not exceed the amour:
of 6732.8 cents, and the level of the signature delivered to the operator in one of the previ-
ous operations of crediting the payment account does not exceed the level (1, 3, 14). Thus,
the payment account has been credited with an amount of 10 314 cents in the course of ths
previous crediting operations.

The payer willing to pay the seller an amount of 3699.9 cents for some goods prepares
the payment data PaymentData, including in them the payer order PayerQrder signed with
the secret key DP of the payment certificate, and the data 4 intended for the seller and con-
sisting in this example of the name of the paid goods and the identification data of the re-
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cipient of the goods.

Since the payment amount exceeds the difference between the amount of 10 314 cents,
delivered to the payment account in the previous crediting operations, and the total amount
of expenses of this payment account, which makes 6732.8 cents, the payer combines the
payment operation with the operation of crediting a payment account.

The payer order PayerOrder consists of the identifier of the public key of the payment
certificate, which coincides in the present example with the value on the key EP of the
hash function H fixed in advance, the signature S;.of the payment certificate, the seller's
account number Accountld, and the data C, defining the conditions of payment. In the pre-
sent example, the payer takes as C the seller's account number Accountld and the value of
the hash function H on the text of the seller's obligation valid in the case of a payment,
namely, an obligation to supply the corresponding goods to the person with the indicated
identification data. :

The identifier H(EP) of the public key of the payment certificate included in the payer or-
der PayerOrder is used in the payment server for search of the payment account connected
with the key EP. The signature S; of the payment certificate included in the payer order

‘ PayerOrder is used in the payment server for crediting the payment account with public key

EP.

The signature S is made in the payer device from the signature S of the payment certifi-
cate. Here, the level L=(L,...,Ls) of the signature S, is chosen so that, first, the value corre-
sponding to this level suffices for performing the present payment operation considering the
expenses.paid earlier, secondly, that said level does not exceed the level of the signature S in
each of the three orders, and, thirdly, that in each of the three orders the said level would not
be less than the level of the signature delivered to the operator in one of the previous opera-

" tions of crediting the payment account, i.e., in the present example, not less than the level (1,

3, 14). In the present example, one takes L = (2, 7, 15). The signature S; is made with the
help of a computing device programmed in the corresponding way, in accordance with the
relation S, = " (mod N), where V="V, -¥2 - V3, v, =EMUY Y, = Ej“l"'l“}, Vs = E&E and
the level (M), ..., M) is equal to the level (2,12, 45), i.e, to the level of the signature S.

" The seller willing to accept the payment forms the payee order SellerOrder = (Accountid,
PaverOrder) encrypted with the bank's public encryption key and delivers it to the bank.

The bank, having detected a record of a payment account with public key EP in the pay-
ment account database and having verified the validity of the signature 5; with the help of a
public or a secret money key, increases the total amount on the found account to the amount
comresponding to the Jevel each order of which equals the maximal one of the corresponding
orders of the levels of all signatures of the payment certificates delivered to the bank in the
operations of crediting the given payment account. After that, the payment operation per se
is performed. This operation is performed as in the above example of the first pavment op-
eration.

Below, a description of a payment operation performed with the help of an already
opened paymem’account without combining it with the operation of crediting a payment
account is given. Generally speaking, the payee participating in this operation is in no way
connected with the payee from the first payment operation described above.

Such an operation is performed in the case where the payment amount does not exceed
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the difference between the amount delivered to the payment account in previous crediting
operations and the total amount of expenses of this payment account. In such an operation,
the payer order PayerOrder does not contain the payment certificate signature, but consists
of the identifier of the public key of the payment certificate, which identifier coincides in the
present example with the value on the key EP of the hash function H fixed in advance, the
seller's account number Accountld, and the data C determining the conditions of payment. In
the present example, the payer takes as C the seller's account number Account/d and the
value of the hash function A on the text of the seller's obligation valid in the case of a pay-
ment, namely, an obligation to supply the corresponding goods to the person with the indi-
10 cated identification data. In all other respects, such an operation proceeds in the same way as
the payment operations described above.
A description of the best embodiment of the method for effecting payments by the fourth
variant is given below.
In the best embodiment of the method for effecting payments by the fourth variant, one
15 performs all actions that are performed in the best embodiment of the method for effecting
payments by the third variant. In addition, one additionally performs an operation of replenish-
ing the payment certificate, and the best embodiment of this operation is described above in the
description of the best embodiment of the method for effecting payments by the second vari-

w

ant.

e 20 The possibility of realization of the above-described best embodiment of the method for
'::::' effecting payments by the fourth variant is clarified by the above-described Example 4,
‘ornat where the possibility of realization of the best embodiment of the method for effecting pay-
] ments by the third variant is clarified, and by the above-described Example 3, where the
T possibility of realization of the best embodiment of replenishing the payer device with the
$.": 25 help of replenishing the payment certificate is clarified.

A description of the best embodiment of the apparatus for effecting payments is given
below.

In the best embodiment, the payer device contains a means for replenishing the payer de-
vice by the use of making a blind money signature of an operator, which is realized by a

30 means for increasing the level of the payment certificate signature. In addition, the payer
device contains a means for opening a public key account. Furthermore, the means for
forming a payer order signed with the secret key of the payment certificate has a means for
forming a demand for crediting the payment account, which, in turn, has a means for de-
creasing the level of the payment certificate signature.

35 The payee device contains a means for opening a public key account and a means for
verifying the signed payee receipt with the operator's public key.

The payment server contains a means for serving a database of payment accounts and a
means for serving a database of accounts, and the means for serving a database of accounts
has a means for opening a public key account, a means for crediting an account and a means

40 for debiting an account. The means for serving a database of payment accounts has a means
for opening a payment account, a means for verifying the money signature and a means for
crediting a payment account, The means for performing a payment operation contained in
the payment server has a means for verifying a signature on the payer order and a means for
making a signed payee receipt. In addition, the payment server contains a means for making
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" asigned payee receipt.

The means for storing information in the storage devices of the payer device, of the payee
device, and of the payment server have high reliability, and the payer device, the payee de-
vice, and the payment server are equipped with means for encryption of outgoing messages
and means for decryption of incoming messages.

The possibility of realization of the above-described best embodiment of the apparatus for
effecting payments and using such a system are clarified by the following example.

Example 5

The example is illustrated by Fig.1, Fig.2, and Fig.3. Fig.1 shows a flow-chart of the ap-
paratus for effecting payments containing payment server 1, payer device 2, and payee de-
vice 3. Here, the lines drawn between the blocks show interconnections between the above-
mentioned devices via telecommunication nets.

Fig.2 shows a flow-chart of an operation of replenishing the payer device. Here, block 4
shows a means for creating a payment certificate base by processing the public key of a
payment certificate with a one-way function, block 5 shows a storage device, line 6 shows
a means-for storing the created payment certificate base in the storage device, block 7 shows a
means for increasing the level of the payment certificate signature, block 8 shows a means for
forming a money demand including a blinded payment certificate signature, block 9 shows
a means for unblinding the data to be unblinded comprised in a response to the money de-
mand, line 10 shows a means for entering the result of unblinding into the storage device,
block 11 shows a means for processing the money demand, and block 12 shows a means for
making a money signature. In addition, line 13 shows a means for reading the payment cer-
tificate signature from the storage device, line 14 shows a connection via which the money
demand is delivered to the payment server, and line 15 shows a connection via which the
operator's response to the money demand is delivered to the payer device.

Fig.3 shows a flow-chart of a payment operation. Here, block 16 shows a means for
forming a payer order signed with the secret key of a payment certificate, block 17 shows a
means for forming a payee order including a payer order, block 18 shows a means for veri-
fying a signed payee receipt, block 19 shows a means for performing a payment operation,
block 20 shows a payment account database, block 21 shows an account database. In ad-
dition, line 22 shows a connection via which a payer order is delivered to the payee device,
line 23 shows a connection via which a payee order is delivered to the payment server, line
24 shows interaction between the means for performing a payment operation and the pay-
ment account database, line 25 shows interaction between the means for performing a pay-
ment operation and the account database, and line 26 shows a connection via which the op-
erator's response to a payee order is delivered to the payee device.

The apparatus for effecting payments is realized by programming means on the basis of
the algorithms indicated in Examples 2 and 3 above. In particular, cryptographic means used,
such as making a signature, verification of a signature, encryption, and decryption, are based
on the functions of arithmetic of integral numbers and modular arithmetic. Examples of

‘realization of such functions are well known in the art. Means for calculating hash functions

utilized are also well known.
With the help of the apparatus for effecting payments, which is shown in Fig.1, payments
are effected as follows.
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Payer device 2 is replenished for an arbitrary number of times. Here, one can replenish
the payer device with the help of both primarily filling a payment certificate and replenishing
one of the payment certificates already at hand. When replenishing the payer device with the
help of primarily filling a payment certificate, one uses the means for creating a payment cer-
tificate base, in which the public key of the payment certificate is processed by a one-way
function, after which the created payment certificate base is entered via line 6 into storage
device 5, both as the base of the payment certificate and as the payment certificate signature
of zero level.

In an arbitrary operation of replenishing payer device 2, a payment certificate signature
is entered via line 13 into block 7, where the payment certificate signature is blinded and a
money demand including the blinded payment certificate signature is formed with the
help of block 8. The money demand is delivered via line 14 to payment server 1, where it is
processed in block 11, including making a money signature on the blinded payment certifi-
cate signature with the help of block 12. The operator's response to the money demand,
which response is formed in block 11, is entered via line 15 into payer device 2, where the
data to be unblinded contained in the response to the money demand is unblinded with the
help of block 9. Unblinded data are entered via line 10 into storage device 6 as the payment
certificate signature of higher level.

When performing a payment operation, a payer order signed with the secret key of the
payment certificate is formed in block 16 of payer device 2. The payer order is entered via
line 22 into payee device 3, where a payee order including the payer order is formed in
block 17. The payee order is entered via line 23 into payment server 1, where with the help
of block 19 one performs a payment operation, in the course of which the payee's account
stored in account database 21 is credited from the funds of the payment account stored in
payment account database 20. Here, reading and modification of records of the payment
account and the payee's account are performed via lines 24 and 25, respectively. The opera-
tor's response to the payee order formed in block 19 and including a payee receipt
signed with the operator's secret key is entered via line 26 into block 18 of payee device 3,
where the signed payee receipt is verified, which completes the payment operation.

Variants of implementing the invention

For each of the variants of the claimed method for effecting payments, the invention ad-
mits an embodiment such that the payer device can be replenished from the funds of an in-
termediate payer. In this case, when replenishing his payer device, the payer delivers the
blinded data to an intermediate payer, who additionally blinds said blinded data and, corre-
spondingly, unblinds the data to be unblinded which he receives from the bank.

If need be, the payee can also control the incoming payments. Such control is intended in
order to ensure that nobody can credit the payee's account without his assistance. To exercise
such control, the payee order and its signature with the payee's secret key are delivered to the
payment server, and during the performing of a payment operation the validity of the signa-
ture on the payee order is verified. Furthermore, when forming the payer and payee orders,
the conditions of payment are included in these orders, and during the execution of a pay-
ment operation the correspondence between the conditions of payment contained in the
payer and payee orders is controlled in the payment server. In particular, in the payer device
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when forming the payment data and in the payee device when forming the payee order, one
processes the payee obligation data with the help of one and the same one-way function, and
the data obtained by the processing are included both in the payment data and in the payee
order as a part of the conditions of payment.

The reliability of the method for effecting payments by each of the variants is ensured, in
particular, by that if there are malfunctions in communication nets when performing the op-
erations employed in a payment, such operations can be recovered till their successful com-
pletion without damage for the parties involved.

As the replenishment source in the operation of replenishing the payer device, one can use the
payer's account, which was credited in advance when performing an earlier payment opera-
tion, in which the payer, in turn, played a role of the payee.

When performing a payment operation, the payee can play a role of a payer. Such a pay-
ment operation can be used for transferring values from the payer device to the payer's ac-
count.

An overgrowth of the operator's databases storing information on payment certificates can
be prevented by charging either the operation of replenishing the payer device or the opera-
tion of opening the payment account connected with a payment certificate.

The operator's money obligations associated with payment certificates can be expressed in
various currencies, and performing both a payment operation and an operation of replenish-
ing the payer device can be combined with the operation of converting one currency into an-
other.

To increase the security of the participants of a payment system utilizing the present in-
vention, one can introduce certain restrictions both on the amount of a single replenishment
of the payer device, and on the total amount of expenses of the replenishment source within
a certain period of time.

The message exchange between the payee device and the payment server, the payer de-
vice and the payment server, and the payee device and the payer device can proceed in the
interactive mode. In particular, the money demand, the payment data, the payee order, and
other data can be delivered to their addressee in portions.

The procedure of acknowledging by the payment system operator of his obligations asso-
ciated with a payment certificate, besides the verification of the operator's own signature of
the certificate, can include verification of the validity period of other data, as well.

In addition, the data to be unblinded, which one received when replenishing the payer de-
vice, together with data allowing one to perform such an unblinding can be used as the pay-
ment certificate signature, because they allow one to convince a third party in the existence
of the operator's obligations.

Industrial applicability

The invention can be used in electronic queueing systems, especially those where pay-
ments via open communication nets are required. Among possible applications, the invention
can be used for organizing payment systems, trade systems, service centers, and in many
other areas. In particular, the invention can be used in the work of banks and systems of
banks, for organizing shops, trade in securities, lotteries, etc.

-33-




EDITORIAL NOTE
APPLICATION NUMBER - 53108/99

The next page is page 36.

-34-




TR T

SRS

st B L

P
S I

=

LonnlenaRelE LT L

aa

10

20

25

30

35,

40

PCT/RU99/00264
03 April 2000 (03.04.2000)

36
CLAIMS AS AMENDED

1. A method for effecting payments comprising steps of: replenishing a payer device by an
operation of primarily filling a payment certificate, in which a payment certificate base is
created in the payer device and a payment certificate signature is obtained by means of mak-
ing a blind money signature of an operator; performing an operation of opening a payee's
account; performing a payment operation in which'the payment certificate signature and an
identifier of the payment certificate base are included into payment data delivered to a payee
device by means of which a payee order is formed including the payment certificate signa-
ture and the identifier of the payment certificate base; delivering the formed payee order to a
payment server in which the payee's account is credited on the basis of the payee order in the '
case of absence of an information that the payment certificate was utilized, according to the
validity of the delivered payment certificate signature; and forming the operator's response
to the payee order, by means of which response the payment operation is judged, character-
ized in that the method is further comprising steps of: including an identifier of a public key
into the payment certificate base, said public key corresponding to an arbitrary secret key of
a payer, wherein the public key is accepted as the public key of the payment certificate and
the secret key of the payer is accepted as the secret key of the payment certificate; including
a payer order signed with the secret key of the payment certificate into the payment data,
and including an information on the payee and the identifier of the payment certificate base
into the payer order; and the step of crediting the payee's account is carried out according to
the validity of the signature on the payer order.

2. The method according to claim 1, characterized in that in the step of performing the
payment operation the signed payer order is entered into the operator's information storage.

3. The method according to claim 1, characterized in that in the step of replenishing the
payer device a money demand is formed including data for making a blind money signature,
and is delivered to the payment server in which a replenishment source and replenishment
amount are determined according to the money demand; data to be unblinded are created in
the step of making the blind money signature by processing data for making the blind money
signature, that are comprised in the demand, with a secret money key corresponding to the
replenishment amount, whereupon the payment certificate signature is made in the payer de-
vice by unblinding.

4. The method according to claim 3, characterized in that in the step of replenishing the
payer device by the operation of primarily filling the payment certificate a blinded identifier
of the created payment certificate base is included as the data for making the blind money
signature into the money demand being formed.

5. The method according to claim 1, characterized in that in the step of performing the
payment operation a payee receipt is included into the operator's response to the payee order,
which receipt being signed with an arbitrary secret key of the operator, and the performing
of the‘payment for the payee is judged according to the validity of the signature on the payee
receipt.
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6. The method according to claim 1, characterized in that in the step of performing the
payment operation data are formed in the payee device with the use of the operator's re-
sponse to the payee order and delivered to the payer device, according to which data the per-
forming of the payment for the payer is judged.
7. The method according to claim 6, characterized in that in the step of performing the
payment operation a payer receipt is included into the operator's response to the payee order
and into the data delivered to the payer device, which receipt being signed with an arbitrary
secret key of the operator, and the performing of the payment for the payer is judged accord-
ing to the validity of the signature on the payer receipt. '
8. The method according to claim 7, characterized in that the payer receipt is encrypted by
an arbitrary encryption key of the payer prior to including said receipt into the operator's re-
sponse to the payee order.
9. The method according to claim 1, characterized in that in performing operations with
the payment certificate the public key of the payment certificate converted by an arbitrary
one-way function is used as the identifier of the payment certificate base.
10. The method according to claim 1, characterized in that in performing operations with
the payment certificate the public key of the payment certificate is used as the identifier of
the public key of the payment certificate.
11. The method according to claim 1, characterized in that in the step of replenishing the
payer device the validity of the made payment certificate signature is verified.
12. The method according to claim 1, characterized in that in the step of opening the ac-
count an arbitrary secret key is accepted as the secret key of the account, and the public key
corresponding to the secret key of the account is delivered to the payment server as the pub-
lic key of the account being opened.
13. The method according to claim 1, characterized in that conditions of payment are in-
cluded into the payer order. )
14. The method according to claim 13, characterized in that payee obligation data are in-
cluded into the conditions of payment comprised in the payer order.
15. The method according to claim 14, characterized in that prior to performing the payment
operation, the payee obligation data are signed with an arbitrary secret key of the payee, and
the payer verifies the payee's signature on the payee obligation data prior to performing the
payment operation.
16. The method according to claim 13, characterized in that in the payer device in the step
of forming the payment data, the payee obligation data are processed by an arbitrary one-
way function, and data obtained in this processing are included into the payer order as the
conditions of payment. ) . :
17. The method according to claim 1, characterized in that the payer order is encrypted by
an arbitrary public encryption key of the operator prior to including them into the payment
data.
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18. The method according to claim 3, characterized in that in the step of replenishing the

payer device the payer's account is used as the replenishment source.
19. The method according to claim 3, characterized in that in the step of replenishing the
payer device a bank card is used as the replenishment source.
5 20. The method according to claim 1, characterized in that in the step of performing the
payment operation the payee appears as the payer. -
> 21. The method according to claim 1, characterized in that in the step of performing the
payment operation a part of a payment certificate value is returned to the payer device.
22. The method according to claim 1, characterized in that the step of replenishing the payer
10 device is performed from funds of an intermediate payer.
23. The method according to claim 22, characterized in that in the step of replenishing the
payer device, the data blinded in the payer device in the step of making the blind money sig-
nature of the operator are subjected to an additional blinding in the payer device of the in-
termediate payer.

==
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24. A method for effecting payments comprising steps of: replenishing a payer device by an
operation of primarily filling a payment certificate, in which a payment certificate base is
created in the payer device and a payment certificate signature is obtained by means of mak-
ing a blind money signature of an operator; performing an operation of opening a payee's
account; performing a payment operation in which the payment certificate signature and an
identifier of the payment certificate base are included into payment data delivered to a payee
device by means of which a payee order is formed including the payment certificate signa-
ture and the identifier of the payment certificate base; delivering the formed payee order to a
payment server in which the payee's account is credited on the basis of the payee order in the
case of absence of an information that the payment certificate was utilized, according to the
validity of the delivered payment certificate signature; and forming the operator's response
to the payee order, by means of which response the payment operation is judged, character-
ized in that the method is further comprising steps of: including an identifier of a public key
into the payment certificate base, said public key corresponding to an arbitrary secret key of
a payer, wherein the public key is accepted as the public key of the payment certificate and
the secret key of the payer is accepted as the secret key of the payment certificate; repleni-
hing the payer device by means of an operation of replenishing the payment certificate, in
which operation a blind money signature of the operator on the payment certificate signature
already being in the payer device is made; including a payer order signed with the secret key
of the payment certificate into the payment data, and including an information on the payee
and the identifier of the payment certificate base into the payer order; and the step of credit-
ing the payee's account is carried out according to the validity of the signature on the paver
order.
25. The method according to claim 24, characterized in that in the step of replenishing the
payer device a money demand is formed including data for making a blind money signature,
and is delivered to the payment server in which a replenishment source and replenishment
amount are determined according to the money demand; data to be unblinded are created in
the step of making the blind money signature by processing data for making the blind money
signature, that are comprised in the demand, with a secret money key corresponding to the
replenishment amount, whereupon the payment certificate signature is made in the payer de-
vice by unblinding.
26. The method according to claim 25, characterized in that in the step of replenishing the
payer device by the operation of primarily filling the payment certificate a blinded identifier
of the created payment certificate base is included as the data for making the blind money
signature into the money demand being formed.
27. The method according to claim 25, characterized in that in the step of replenishing the
payer device by the operation of replenishing the payment certificate a blinded payment cer-
tificate signature is included as the data for making the blind money signature into the
money demand being formed. i
28. The method according to claim 24, characterized in that in the step of performing the
payment operation the signed payer order is entered into the operator's information storage.

IPEA/RU
AMENDED SHEET

-38-




ESAFDTIN

20

25

30

35

40

PCT/RU99/00264
03 April 2000 (03.04.2000)
' 40

29. The method according to claim 24, characterized in that in the step of performing the
payment operation a payee receipt is included into the operator’s response to the payee order,
which receipt being signed with an arbitrary secret key of the operator, and the performing
of the payment for the payee is judged according to the validity of the signature on the payee
receipt. _ :
30. The method according to claim 24, characterized in that in the step of performing the
payment operation data are formed in the payee device with the use of the operator's re-
sponse to the payee order and delivered to the payer device, according to which data the per-
forming of the payment for the payer is judged.
31. The method according to claim 30, characterized in that in the step of performing the
payment operation a payer receipt is included into the operator's response to the payee order
and into the data delivered to the payer device, which receipt being signed with an arbitrary
secret key of the operator, and the performing of the payment for the payer is judged accord-
ing to the validity of the signature on the payer receipt.
32. The method according to claim 31, characterized in that the payer receipt is encrypted
by an arbitrary encryption key of the payer prior to including said receipt into the operator's
response to the payee order.
33. The method according to claim 24, characterized in that in performing operations with
the payment certificate the public key of the payment certificate converted by an arbitrary
one-way function is used as the identifier of the payment certificate base.
34. The method according to claim 24, characterized in that in performing operations with
the payment certificate the public key of the payment certificate is used as the identifier of
the public key of the payment certificate.
35. The method according to claim 24, characterized in that in the step of replenishing the
payer device the validity of the made payment certificate signature is verified.
36. The method according to claim 24, characterized in that in the step of opening the ac-
count an arbitrary secret key is accepted as the secret key of the account, and the public key
corresponding to the secret key of the account is delivered to the payment server as the pub-
lic key of the account being opened.
37. The method according to claim 24, characterized in that conditions of payment are in-
cluded into the payer order.
38. The method according to claim 37, characterized in that payee obligation data are in-
cluded into the conditions of payment comprised in the payer order.
39. The method according to claim 38, characterized in that prior to performing the payment
operation, the payee obligation data are signed with an arbitrary secret key of the payee, and
the payer verifies the payee's signature on the payee obligation data prior to performing the
payment operation.
40. The method according to claim 38, characterized in that in the payer device in the step
of forming the payment data, the payee obligation data are processed by an arbitrary one-
way function, and data obtained in this processing are included into the payer order as the
conditions of payment.
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41. The method according to ¢laim 24, characterized in that the payer order is encrypted by

an arbitrary public encryption key of the operator prior to including them into the payment
data.

42. The method according to claim 25, characterized in that in the step of replenishing the
payer device the payer's account is used as the replenishment source.

43. The method according to claim 25, characterized in that in the step of replenishing the
payer device a bank card is used as the replenishment source.

44. The method according to claim 24, characterized in that in the step of performing the
payment operation the payee appears as the payer.

45. The method according to claim 24, characterized in that in the step of performing the
payment operation a part of a payment certificate value is returned to the payer device.

46. The method according to claim 24, characterized in that the step of replenishing the
payer device is performed from funds of an intermediate payer.

47. The method according to claim 46, characterized in that in the step of replenishing the
payer device, data blinded in the payer device in the step of making the blind money signa-
ture of the operator are subjected to an additional blinding in the payer device of the inter-
mediate payer.
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48. A method for effecting payments comprising steps of: replenishing a payer device by an
operation of primarily filling a payment certificate, in which a payment certificate base is
created in the payer device and a payment certificate signature is obtained by means of mak-
ing a blind money signature of an operator; performing an operation of opening a payee's
account; performing a payment operation in which an identifier of the payment certificate
base is included into payment data delivered to a payee device by means of which a payee
order is formed including the identifier of the payment certificate base received from a
payer; delivering the formed payee order to a payment server in which the payee's account is
credited on the basis of the payee order; forming the operator's response to the payee order,
by means of which response the payment operation is judged, characterized in that the
method is further comprising steps of: including an identifier of a public key into the pay-
ment certificate base, said public key corresponding to an arbitrary secret key of the payer,
wherein the public key is accepted as the public key of the payment certificate and the secret
key of the payer is accepted as the secret key of the payment certificate; opening a payment
account associated with the payment certificate base; carrying out an operation of crediting
the payment account, in which a payment certificate signature is delivered to the payment
server, choosing the level of said signature arbitrarily within the level of the payment certifi-
cate, and the operation of crediting the payment account is carried out in accordance with the
excess of the level of the delivered signature above the level of the payment account; includ-
ing a payer order signed with the secret key of the payment certificate into the payment data,
and including an information on the payee and the identifier of the payment certificate base
into the payer order; and the step of crediting the payee's account is carried out according to
the validity of the signature on the payer order from funds of the payment account.
49. The method according to claim 48, characterized in that the payment account associated
with the payment certificate base is opened in the step of performing the payment operation.
50. The method according to claim 48, characterized in that the operation of crediting the
payment account is carried out in the step of performing the payment operation.
51. The method according to claim 48, characterized in that in the step of performing the
payment operation the signed payer order is entered into the operator's information storage.
52. The method according to claim 48, characterized in that in the step of replenishing the
payer device a money demand is formed including data for making a blind money signature,
and is delivered to the payment server in which a replenishment source and replenishment
amount are determined according to the money demand; data to be unblinded are created in
the step of making the blind money signature by processing data for making the blind money
signature, that are comprised in the demand, with a secret money key corresponding to the
replenishment amount, whereupon the payment certificate si gnature is made in the payer de-
vice by unblinding.
53. The method according to claim 52, characterized in that in the step of replenishing the
payer device by the operation of primarily filling the payment certificate a blinded identifier
of the created payment certificate base is included as the data for making the blind money
signature into the money dgmand being formed.
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54. The method according to claim 48, characterized in that in the step of performing the

payment operation a payee receipt is included into the operator's response to the payee order,
which receipt being signed with the arbitrary secret key of the operator, and the performing
of the payment for the payee is judged according to the validity of the signature on the payee
receipt. )

55. The method according to claim 48, characterized in that in the step of performing the
payment operation data are formed in the payee device with the use of the operator's re-
sponse to the payee order and delivered to the payer device, according to which data the per-
forming of the payment for the payer is judged.

56. The method according to claim 55, characterized in that in the step of performing the
payment operation a payer receipt is included into the operator's response to the payee order
and into the data delivered to the payer device, which receipt being signed with the arbitrary
secret key of the operator, and the performing of the payment for the payer is judged accord-
ing to the validity of the signature on the payer receipt.

57. The method according to claim 56, characterized in that the payer receipt is encrypted
by an arbitrary encryption key of the payer prior to including said receipt into the operator's
response to the payee order.

58. The method according to claim 48, characterized in that in performing operations with
the payment certificate the public key of the payment certificate converted by an arbitrary
one-way function is used as the identifier of the payment certificate base.

59. The method according to claim 48, characterized in that in performing operations with
the payment certificate the public key of the payment certificate is used as the identifier of
the public key of the payment certificate.

60. The method according to claim 48, characterized in that in the step of replenishing the
payer device the validity of the made payment certificate signature is verified.

61. The method according to claim 48, characterized in that in the step of opening the ac-
count an arbitrary secret key is accepted as the secret key of the account, and the public key
corresponding to the secret key of the account is delivered to the payment server as the pub-
lic key of the account being opened. )

62. The method according to claim 48, characterized in that conditions of payment are in-
cluded into the payer order.

63. The method according to claim 62, characterized in that payee obligation data are in-
cluded into the conditions of payment comprised in the payer order.

64. The method according to claim 63, characterized in that prior to performing the payment
operation, the payee obligation data are signed with an arbitrary secret key of the payee, and
the payer verifies the payee’s signature on the payee obligation data prior to performing the
payment operation.
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65. The method according to claim 63, characterized in that in the payer device in the step

of forming the payment data, the payee obligation data are processed by an arbitrary one-
way function, and data obtained in this processing are included into the payer order as the
conditions of payment.
66. The method according to claim 48, characterized in that the payer order is encrypted by
an arbitrary public encryption key of the operator prior to including them into the payment
data.
67. The method according to claim 52, characterized in that in the step of replenishing the
payer device the payer's account is used as the replenishment source.
10 68. The method according to claim 52, characterized in that in the step of replenishing the
payer device a bank card is used as the replenishment source.
69. The method according to claim 48, characterized in that in the step of performing the

wn

.
e

payment operation the payee appears as the paver.

70. The method according to claim 48, characterized in that in the step of performing the
15 payment operation a part of a payment certificate value is returned to the payer device.

71. The method according to claim 52, characterized in that in the step of replenishing the

payer device, the payment account associated with the base of one of payment certificates is

used as the replenishment source.

72. The method according to claim 48, characrerized in that the step of replenishing the
20 payer device is performed from funds of an intermediate payer.

73. The method according to claim 72, characterized in that in the step of replenishing the

payer device, data blinded in the payer device in the step of making the blind money signature of

the operator are subjected to an additional blinding in the payer device of the intermediate payer.
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74. A method for effecting payments comprising steps of: replenishing a payer device by an
operation of primarily filling a payment certificate, in which a payment certificate base is
created in the payer device and a payment certificate signature is obtained by means of mak-
ing a blind money signature of an operator; performing an operation of opening a payee's
5 account; performing a payment operation in which an identifier of the payment certificate
. base is included into payment data delivered to a payee device by means of which a payee
= order is formed including the identifier of the payment certificate base received from a
payer; delivering the formed payee order to a payment server in which the payee's account is

credited on the basis of the payee order; forming the operator's response to the payee order,
10 by means of which response the payment operation is judged, characterized in that the
method is further comprising steps of: including an identifier of a public key into the pay-
ment certificate base, said public key corresponding to an arbitrary secret key of the payer,
whetein the public key is accepted as the public key of the payment certificate and the secret
key of the payer is accepted as the secret key of the payment certificate; replenishing the
15 payer device by means of an operation of replenishing the payment certificate, in which a
blind money signature of the operator on the payment certificate signature already being in
the payer device is made; opening a payment account associated with the payment certificate
base; carrying out an operation of crediting the payment account, in which a payment cer-
tificate signature is delivered to the payment server, choosing the level of said signature ar-
20 bitrarily within the level of the payment certificate, and the operation of crediting the pay-
ment account is carried out in accordance with the excess of the level of the delivered signa-
ture above the level of the payment account; including a payer order signed with the secret
key of the payment certificate into the payment data, and including an information on the
payee and the identifier of the payment certificate base into the payer order; and the step of
25 crediting the payee's account is carried out according to the validity of the signature on the
payer order from funds of the payment account.
75. The method according to claim 74, characterized in that the payment account associated
with the payment certificate base is opened in the step of performing the payment operation.
76. The method according to claim 74, characterized in that the operatior: of crediting the
30 payment account is carried out in the step of performing the payment operation.
77. The method according to claim 74, characterized in that in the step of performing the
payment operation the signed payer order is entered into the operator's information storage.
78. The method according to claim 74, characterized in that in the step of replenishing the
payer device a money demand is formed including data for making a blind money signature,
35 and is delivered to the payment server in which a replenishment source and replenishment
amount are determined according to the money demand; data to be unblinded are created in
the step of making the blind money signature by processing data for making the blind money
signature, that are comprised in the demand, with a secret money key corresponding to the
- replenishment amount, whereupon the payment certificate signature is made in the payer de-
40 vice by unblinding.
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79. The method according to claim 78, characterized in that in the step of replenishihg the

payer device by the operation of primarily filling the payment certificate a blinded identifier
of the created payment certificate base is included as the data for making the blind money
signature into the money demand being formed.

80. The method according to claim 78, characterized in that in the step of replenishing the
payer device by the operation of replenishing the payment certificate a blinded payment cer-
tificate signature is included as the data for making the blind money signature into the
money demand being formed.

81. The method according to claim 74, characterized in that in the step of performing the
payment operation a payee receipt is included into the operator's response to the payee order,
which receipt being signed with the arbitrary secret key of the operator, and the performing
of the payment for the payee is judged according to the validity of the signature on the payee
receipt.

82. The method according to claim 74, characterized in that in the step of performing the
payment operation data are formed in the payee device with the use of the operator's re-
sponse to the payee order and delivered to the payer device, according to which data the per-
forming of the payment for the payer is judged.

83. The method according to claim 82, characterized in that in the step of performing the
payment operation a payer receipt is included into the operator's response to the payee order
and into the data delivered to the payer device, which receipt being signed with the arbitrary
secret key of the operator, and the performing of the payment for the payer is judged accord-
ing to the validity of the signature on the payer receipt.

84. The method according to claim 83, characterized in that the payer receipt is encrypted
by an arbitrary encryption key of the payer prior to including said receipt into the operator's
response to the payee order.

85. The method according to claim 74, characterized in that in performing operations with
the payment certificate the public key of the payment certificate converted by an arbitrary
one-way function is used as the identifier of the payment certificate base.

86. The method according to claim 74, characterized in that in performing operations with
the payment certificate the public key of the payment certificate is used as the identifier of
the public key of the payment certificate.

87. The method according to claim 74, characterized in that in the step of replenishing the
payer device the validity of the made payment certificate signature is verified.

88. The method according to claim 74, characterized in that in the step of opening the ac-
count an arbitrary secret key is accepted as the secret key of the account, and the public key
corresponding to the secret key of the account is delivered to the payment server as the pub-
lic key of the account being opened.

89. The method according to claim 74, characterized in that conditions of payment are in-
cluded into the payer order.
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90. The method according to claim 89, characterized in that payee obligation data are in-
cluded into the conditions of payment comprised in the payer order.
91. The method according to claim 90, characterized in that prior to performing the payment
operation, the payee obligation data are signed with an arbitrary secret key of the payee, and
the payer verifies the payee's signature on the payee obligation data prior to performing the
payment operation. -
92. The method according to claim 90, characterized in that in the payer device in the step
of forming the payment data, the payee obligation data are processed by an arbitrary one-
way function, and data obtained in this processing are included into the payer order as the
conditions of payment.
93. The method according to claim 74, characterized in that the payer order is encrypted by
an arbitrary public encryption key of the operator prior to including them into the payment
data. )
94. The method according to claim 78, characterized in that in the step of replenishing the
payer device a payer's account is used as the replenishment source. '
95. The method according to claim 78, characterized in that in the step of replenishing the
payer device a bank card is used as the replenishment source.
96. The method according to claim 74, characterized in that in the step of performing the
payment operation the payee appears as the payer.
97. The method according to claim 74, characterized in that in the step of performing the
payment operation a part of a payment certificate value is retumed to the payer device.
98. The method according to claim 78, characterized in that in the step of replenishing the
payer device, the payment account associated with the base of one of payment certificates is
used as the replenishment source.
99. The method according to claim 74, characterized in that the step of replenishing the
payer device is performed from funds of an intermediate payer. . )
100. The method according to claim 99, characterized in that in the step of replenishing
the payer device, data blinded in the payer device in the step of making the blind money sig-
nature of the operator are subjected to an additional blinding in the payer device of the in-
termediate payer.
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101, An apparatus for effecting payments comprising a payer device, payee device and
payment server interconnected by telecommunication nets, the payer device comprising a
means for replenishing the payer device by the use of making a blind money signature of an
operator, and the payment server comprising a means for making a money signature, char-
acterized in that the payer device further comprises a means for creating a payment certifi-
cate base by processing the public key of the payment certificate with a one-way function, a
means for storing the created payment certificate base in a storage device, and a means for
forming a payer order signed with the secret key of the payment certificate; the payee device
comprises a means for forming a payee order including the payer order; the payment server
further comprises a means for performing a payment operation, a means for serving a data-
base of payment accounts, and a means for serving a database of accounts, wherein said
means for performing a payment operation has a means for verifying a signature on the
payer order and a means for making a signed payee receipt, said means for serving the data-
base of payment accounts has a means for verifying the money signature, and the means for
replenishing the payer device by the use of making the blind money signature of the operator
is realized using a means for increasing the level of a payment certificate signature.
102. The apparatus according to claim 101, characterized in that the payee device com-
prises a means for opening a public key account, and said means for serving the database of
accounts has a means for opening a public key account.
103. The apparatus according to claim 101, characterized in that the payer device com-
prises a means for opening a public key account, and said means for serving the database of
accounts has a means for opening a public key account.
104.  The apparatus according to claim 101, characterized in that said means for increasing
the level of a payment certificate signature has a means for forming a money demand includ-
ing a blinded payment certificate signature, a means for unblinding the data to be unblinded
comprised in a response to the money demand, and a means for entering the result of un-
blinding into said storage device, and the payment server comprises a means for processing
the money demand, wherein said means for processing the money demand has a means for
making the money signature.
105. The apparatus according to claim 101, characterized in that said means for serving
the database of payment accounts has a means for opening a payment account and a means
for crediting a payment account.
106. The apparatus according to claim 101, characterized in that the payee device has a
means for verifying the signed payee receipt.
107. The apparatus according to claim 101, characterized in that said means for forming
the payer order signed with the secret key of the payment certificate has a means for forming
a demand for crediting the payment account.
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108. The apparatus according to claim 107, characterized in that said means for forming
the demand for crediting the payment account has a means for decreasing the level of the

payment certificate signature.

109. The apparatus according to claim 101, characterized in that the payer device, payee
device and payment server are further provided.with a means for encryption of outgoing

messages and a means for decryption of incoming messages.
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