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the following: a

Generate, by a defect detection system, a list of image boxes marking
detected potential defects in an input image. The list of boxes
marking the potential defects can be generated using at least one of

adeep der; a one-

class Support Vector Machine; a nearest neighbor classifier; a binary
classifier; and a multi-class classifier.

I

Transform, by a feature extractor, each of the image boxes in the list
into & respective set of numerical features. The numeral features
incudes at least one of the foliowing: an autoencoder output; features
from intermediate layers of one or more pre-trained deep neural
scale invariant feature transform features; and histogram of]|

Gabor functions features.

i

Compute, by a classifier, as a classification outcome for the each of
the image boxes, whether the detected potential defect is a true defect|
or a false alarm responsive to the respective set of numerical features
for each of the image boxes. The classifier can be trained by using as

training examples defects generated by the defect detection system

over a set of images known to be defect free. The classifier can be | 430

trained by using as training examples all defects generated by the
defect detection system over a set of images known to be free of
defects, combined with examples known to include true defects. The
true defects can be obtained by operating the false alarm reduction
system without false alarm reduction for a period of time.

I

Automatically perform a corrective action (e.g, discarding the
product, replacing a defective one with a subsequent non-defective
one, stopping the production line, and so forth), responisive to the

classification outcome of true defect.

End
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400

Generate, by a defect detection system, a list of image boxes marking
detected potential defects in an input image. The list of boxes
marking the potential defects can be generated using at least one of
the following: a contextual autoencoder; a deep autoencoder; a one-
class Support Vector Machine; a nearest neighbor classifier; a binary
classifier; and a multi-class classifier.

v

Transform, by a feature extractor, each of the image boxes in the list
into a respective set of numerical features. The numeral features
incudes at least one of the following: an autoencoder output; features
from intermediate layers of one or more pre-trained deep neural
networks; scale invariant feature transform features; and histogram of

Gabor functions features.

v

Compute, by a classifier, as a classification outcome for the each of
the image boxes, whether the detected potential defect is a true defect
or a false alarm responsive to the respective set of numerical features
for each of the image boxes. The classifier can be trained by using as

training examples defects generated by the defect detection system

over a set of images known to be defect free. The classifier can be | 430

trained by using as training examples all defects generated by the
defect detection system over a set of images known to be free of
defects, combined with examples known to include true defects. The
true defects can be obtained by operating the false alarm reduction
system without false alarm reduction for a period of time.

v

Automatically perform a corrective action (e.g., discarding the
product, replacing a defective one with a subsequent non-defective
one, stopping the production line, and so forth), responsive to the
classification outcome of true defect.

410

420

440

End FIG. 4



US 11,087,452 B2

Sheet 5 of 9

Aug. 10, 2021

U.S. Patent

/

425430}
sdew omjesj

yOXpo@) 1
sdew ainjes)

91X9[ @91
sdewr aInjesj

¢ DIA

[eUIY X4y
[ewIey yXi UOoIN[OAUOD
UONN[OAUOIIP

IX1®)ST
sdew ainjes)
]
2 oy hy, wy =g -
YXyOY9 X9[
sdew ainjeoj mmmﬁ%oamtwmww
8X8W)TE
8x8WTE
sdew aInjeay sdewr a1njeoy
Py D9

sdewr ainjes)

%x%@ww
sindur

CEXTEDS
sdew a1nyesy

R—00S



U.S. Patent Aug. 10, 2021 Sheet 6 of 9 US 11,087,452 B2

N 600

An input image and cropped input image(s) (each input image 610
cropped at different positions with different scales)

v

Conditional deep autoencoder 620
Reconstruction error features and low-dimension embedding 630
Conditional GMM

(a context-dependent deep autoencoding compression network and | 640
a context-dependent density estimation network.)

v

Reconstruction errors and log likelihood 650
Anomaly prediction 660

FIG. 6
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N 700

701

Encoder 2
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Decoder 2
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N 700
conditioned on the
contextual cropping N 702
Density estimation of [E_1; E 2; Z 1] based on conditional GMM
771B
]
v
Log likelihood Recon Err E 2
781 762
Anomaly prediction with thresholding
790

FIG. 8
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50

Receive a set of input images, and perform a cropping operation on
each input image to crop each input image at a randomly chosen

position into a same size with different scales to form a set of 910

cropped images having different contexts. Each of the input images
can be cropped at multiple different randomly chosen positions.

v

Density model, by a CONtext-conditional Deep Autoencoding
Gaussian Mixture Model (CONDA-GMM), both reconstruction error
features and low-dimensional embedding representations derived
from the input images and the set of cropped images. The CONDA-
GMM includes a first and a second conditional deep autoencoder for | 920

respectively (i) taking each of the cropped images without a
respective center block as input for measuring a discrepancy between
a reconstructed center block and the target center block, and (ii)
taking an entirety of the cropped images with the target center block.

v

Form a cropping-specific contextual vector using image features of
the cropped images. In an embodiment, the image features can 920A

include SIFT features Land/or another type(s) of feature(s).

v

Determine an existence of an anomaly based on a prediction of a
likelihood of the reconstructions in a framework of context-
dependent Conditional Gaussian Mixture Model (CGMM), given the
context being a representation of the cropped image with the center
block removed and having a discrepancy above a threshold amount.
The existence of the anomaly can be determined based on both
reconstruction errors and log-likelihood are used for the anomaly
detection.

v

Perform a corrective action responsive to a determination of the 940
existence of the anomaly.

End FIG 9

930
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1
FALSE ALARM REDUCTION SYSTEM FOR
AUTOMATIC MANUFACTURING QUALITY
CONTROL

RELATED APPLICATION INFORMATION

This application claims priority to U.S. Prov. Pat App. Ser.
No. 62/642,050 filed on Mar. 13, 2018, and U.S. Prov. Pat
App. Ser. No. 62/626,308 filed on Feb. 5, 2018, incorporated
herein by reference herein in their entireties.

BACKGROUND
Technical Field

The present invention relates to quality control and more
particularly to a false alarm reduction system for automatic
manufacturing quality control.

Description of the Related Art

Automatic Manufacturing Quality Control (AMQC) sys-
tems analyze images of manufactured items to identify
defects and anomalies. When an AMQC system makes a
detection (i.e., it believes that it has identified a defect), a
follow-up action must be taken (e.g. the item is discarded, or
the production line is stopped, or an operator must further
inspect the item). The follow-up action incurs a cost (e.g.,
the cost of the discarded item, or the loss in production time
from stopping a line, or the time of the operator that must
perform the additional inspection). In the case of false
alarms, the follow-up cost is simply wasted. Hence, a false
alarm reduction system is necessary for automatic manufac-
turing quality control.

SUMMARY

According to an aspect of the present invention, a false
alarm reduction system is provided for reducing false alarms
in an automatic defect detection system. The false alarm
reduction system includes a defect detection system, gener-
ating a list of image boxes marking detected potential
defects in an input image. The false alarm reduction system
further includes a feature extractor, transforming each of the
image boxes in the list into a respective set of numerical
features. The false alarm reduction system also includes a
classifier, computing as a classification outcome for the each
of the image boxes whether the detected potential defect is
a true defect or a false alarm responsive to the respective set
of numerical features for each of the image boxes.

According to another aspect of the present invention, a
false alarm reduction method is provided for reducing false
alarms in an automatic defect detection system. The false
alarm reduction method includes generating, by a defect
detection system, a list of image boxes marking detected
potential defects in an input image. The false alarm reduc-
tion method further includes transforming, by a feature
extractor, each of the image boxes in the list into a respective
set of numerical features. The false alarm reduction method
also includes computing, by a classifier, as a classification
outcome for the each of the image boxes whether the
detected potential defect is a true defect or a false alarm
responsive to the respective set of numerical features for
each of the image boxes.

These and other features and advantages will become
apparent from the following detailed description of illustra-
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2

tive embodiments thereof, which is to be read in connection
with the accompanying drawings.

BRIEF DESCRIPTION OF DRAWINGS

The disclosure will provide details in the following
description of preferred embodiments with reference to the
following figures wherein:

FIG. 1 is a block diagram showing an exemplary pro-
cessing system to which the present invention may be
applied, in accordance with an embodiment of the present
invention;

FIG. 2 is a block diagram showing an exemplary false
alarm reduction system for automatic manufacturing quality
control, in accordance with an embodiment of the present
invention;

FIG. 3 is a block diagram further showing the false alarm
reduction system of FIG. 2, in accordance with an embodi-
ment of the present invention;

FIG. 4 is a flow diagram showing an exemplary method
for false alarm reduction for automatic manufacturing qual-
ity control, in accordance with an embodiment of the present
invention;

FIG. 5 shows an exemplary autoencoder architecture to
which the present invention can be applied, in accordance
with an embodiment of the present invention;

FIG. 6 is a flow diagram showing the process of an
exemplary unsupervised image-based anomaly detection
system using a multi-scale context-dependent deep autoen-
coding Gaussian Mixture Model (GMM), in accordance
with an embodiment of the present invention;

FIGS. 7-8 are high-level block diagrams showing the
architecture of an exemplary unsupervised image-based
anomaly detection system using a multi-scale context-de-
pendent deep autoencoding Gaussian Mixture Model
(GMM), in accordance with an embodiment of the present
invention; and

FIG. 9 is a flow diagram showing an exemplary system/
method for unsupervised image-based anomaly detection
using a multi-scale context-dependent deep autoencoding
Gaussian Mixture Model (GMM), in accordance with an
embodiment of the present invention.

DETAILED DESCRIPTION OF PREFERRED
EMBODIMENTS

The present invention is directed to a false alarm reduc-
tion system for automatic manufacturing quality control.

One or more embodiments of the present invention
attempt to reduce the false alarms from an AMQC system
(detections that are not real defects), eliminating the cost of
follow-up actions associated with these false alarms.

An added challenge is to achieve a reduction in false
alarms without having access to defective or anomalous
items. This is important in many applications where
examples of defective items are scarce or nonexistent (e.g.,
because defects appear very rarely) or defects are too varied
(e.g., when there are no “typical” defects).

FIG. 1 is a block diagram showing an exemplary pro-
cessing system 100 to which the present invention may be
applied, in accordance with an embodiment of the present
invention. The processing system 100 includes a set of
processing units (e.g., CPUs) 101, a set of GPUs 102, a set
of memory devices 103, a set of communication devices
104, and set of peripherals 105. The CPUs 101 can be single
or multi-core CPUs. The GPUs 102 can be single or multi-
core GPUs. The one or more memory devices 103 can
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include caches, RAMs, ROMs, and other memories (flash,
optical, magnetic, etc.). The communication devices 104 can
include wireless and/or wired communication devices (e.g.,
Wi-Fi, Bluetooth adapters and etc.). The peripherals 105 can
include a display device, a user input device, a printer, an
imaging device, and so forth. Elements of processing system
100 are connected by one or more buses or networks
(collectively denoted by the figure reference number 110).

Of course, the processing system 100 may also include
other elements (not shown), as readily contemplated by one
skill in the art, as well as omit certain components. For
example, various other input devices and/or output devices
can be included in processing system 100, depending upon
the particular implementation of the same, as readily under-
stood by one of ordinary skill in the art. For example,
various types of wireless and/or wired input and/or output
devices can be used. Moreover, additional processors, con-
trollers, memories, and so forth, in various configurations
can also be utilized as readily appreciated by one of ordinary
skill in the art. Further, in another embodiment, a cloud
configuration can be used. These and other variations of the
processing system 100 are readily contemplated by one of
ordinary skill in the art given the teachings of the present
invention provided herein.

Moreover, it is to be appreciated that various figures as
described above with respect to various elements and steps
relating to the present invention that may be implemented,
in whole or in part, by one or more of the components of
system 100. Moreover, one or more components of system
100 may be used to control one or more components of the
various architectures described herein.

The AMQC false alarm reduction system uses a machine
learning approach to train a one-class classifier to recognize
typical false alarms produced by an AMQC system, or to
train a binary or multi-class classifier to discriminate
between typical false alarms and true defects. Once the
model is trained, the model can be applied in production to
identify and eliminate false alarms.

FIG. 2 is a block diagram showing an exemplary false
alarm reduction system 200 for automatic manufacturing
quality control, in accordance with an embodiment of the
present invention. In an embodiment, system 200 is part of
an Automatic Manufacturing Quality Control (AMQC) sys-
tem 230. In another embodiment, the system 200 is opera-
tively coupled to a AMQC system 230.

An imaging system 210 produces images or video of
manufactured products 220. The images are processed by
the Automatic Manufacturing Quality Control (AMQC)
system 230. The AMQC system identifies potential defects
and anomalies and tags. The tagged potential defects 240 are
further analyzed by the false alarm reduction system 250 to
eliminate false alarms. Alarms that are not eliminated by the
false alarm reduction system may be further evaluated by an
operator, or corrective action 260 can be automatically
triggered (e.g., discarding the product, replacing a defective
one with a subsequent non-defective one, stopping the
production line, and so forth).

The elements of FIG. 2 can be implemented by hardware
(e.g., ASICs, etc.), software, or a combination thereof. For
example, hardware such as a camera, processor, memory
and so forth can be used with software to realize system 200.
These and other implementations of the elements of system
200 are readily determined by one of ordinary skill in the art
given the teachings of the present invention provided herein,
while maintaining the spirit of the present invention.
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FIG. 3 is a block diagram further showing the false alarm
reduction system 250 of FIG. 2, in accordance with an
embodiment of the present invention.

The false alarm reduction system 250 includes a feature
extractor 310 and a classifier 320. The False Alarm Reduc-
tion system receives an image 240 tagged with one or more
potential defects 300 by the AMQC system. The region
around each potential defect 300 is cropped and passed to
the feature extractor 310. The feature extractor 310 gener-
ates a feature representation from variable sized image
patches. In possible embodiments, the feature extractor 310
may calculate Histograms of Gradients (HOG) features,
Scale Invariant Feature Transform (SIFT) features, and/or
features from intermediate layers of deep networks. The
feature representation is then passed to a classifier 320 that
decides whether the potential defect 300 is a false alarm 330
or an actual defect 340. The classifier 320 might be a
one-class classifier if examples of true defects are not
available, too few, or not representative of all the defects that
might be encountered. In possible embodiments, the one-
class classifiers might be one-class SVMs, Nearest Neighbor
(NN) classifiers, density estimation or energy-based classi-
fiers. If sufficient and representative examples of true defects
are available, then a possible embodiment may use binary or
multi-class classifiers to discriminate between false alarms
and true defects. Examples of true defects may be obtained
by operating the AMQC system without using a false alarm
reduction system for a period of time. Potential defects 300
that are NOT deemed to be false alarms by the classifier (i.e.,
that are deemed actual defects 340) are submitted for further
analysis by an operator, or trigger corrective action 260.

The components of FIG. 3 can be implemented by hard-
ware (e.g., ASICs, etc.), software, or a combination thereof.
For example, hardware such as a camera, processor, memory
and so forth can be used with software to realize system 300.
These and other implementations of the components of false
alarm reduction system 250 are readily determined by one of
ordinary skills in the art given the teachings of the present
invention provided herein, while maintaining the spirit of
the present invention.

FIG. 4 is a flow diagram showing an exemplary method
400 for false alarm reduction for automatic manufacturing
quality control, in accordance with an embodiment of the
present invention.

At block 410, generate, by a defect detection system, a list
of image boxes marking detected potential defects in an
input image. In an embodiment, the list of boxes marking the
potential defects can be generated using at least one of the
following: a contextual autoencoder; a deep autoencoder; a
one-class Support Vector Machine; a nearest neighbor clas-
sifier; a binary classifier; and a multi-class classifier.

At block 420, transform, by a feature extractor, each of the
image boxes in the list into a respective set of numerical
features. In an embodiment, the numeral features includes at
least one of the following: autoencoder output; features from
intermediate layers of one or more pre-trained deep neural
networks; scale invariant feature transform features; and
histogram of Gabor functions features.

At block 430, compute, by a classifier, as a classification
outcome for the each of the image boxes, whether the
detected potential defect is a true defect or a false alarm
responsive to the respective set of numerical features for
each of the image boxes. In an embodiment, the classifier
can be trained by using as training examples defects gener-
ated by the defect detection system over a set of images
known to be defect free. In an embodiment, the classifier can
be trained by using as training examples all defects gener-
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ated by the defect detection system over a set of images
known to be free of defects, combined with examples known
to include true defects. In an embodiment, the true defects
can be obtained by operating the false alarm reduction
system without false alarm reduction for a period of time.

In an embodiment, the classifier can compute the classi-
fication outcome using a one-class classifier. In an embodi-
ment, the one-class classifier can be, for example, a one-
class Support Vector Machine classifier and/or a Nearest-
Neighbor classifier. In an embodiment, the classifier
includes a Support Vector Machine and/or a deep neural
network. In an embodiment, the classifier can compute the
classification outcome using a binary classifier and/or a
multi-class classifier.

At block 440, automatically perform a corrective action
(e.g., discarding the product, replacing a defective one with
a subsequent non-defective one, stopping the production
line, and so forth), responsive to the classification outcome
of true defects.

Further descriptions will now be given regarding various
aspects of the present invention. For the sake of illustration,
the same may be provided with respect to a scenario
involving detecting defects in tires. Accordingly, some of the
further descriptions may be so described in terms of the
example relating to tire defects. However, it is to be appre-
ciated that the present invention can be applied to any type
of defect in an image, as readily appreciated by one of
ordinary skill in the art given the teachings of the present
invention provided herein, while maintaining the spirit of
the present invention.

A further description will now be given regarding an
autoencoder that can be part of the AMQC.

Since we are working on images, we decided to use a
convolutional autoencoder which is particularly suited to
learn image features. FIG. 5 shows an exemplary autoen-
coder architecture 500 to which the present invention can be
applied, in accordance with an embodiment of the present
invention.

A further description will now be given regarding han-
dling false positives, in accordance with an embodiment of
the present invention.

During the detection process, an issue can be the high
number of false positives that occur at the same time.
Moreover, if we want to detect most of the defects (i.e.
increase the recall) we have to lower the threshold, which
naturally leads to an increase of the quantity of false
positives.

If the AMCQ system tags a potential defect on an image
that is known to be non-defective, then the tagged defect
must be a false positive. We can therefore gather a set of
false defects by taking all the potential defects tagged by the
AMCQ system on images of non-defective products. Since
we cannot gather a set of true defects (we do not have
labeled images for training or validation) we will have to use
an unsupervised classifier, such as a one-class SVM or a
nearest neighbor classifier. However, before discussing the
different unsupervised classifiers we could use, we need to
be able to extract features from the bounding boxes images.

A description will now be given regarding feature extrac-
tion, in accordance with an embodiment of the present
invention.

The first step in the design of our bounding-box classifier
is to create a dataset including examples of false defects (as
we have already said that we cannot gather examples of true
defects). In order to do that, we run the defect detection
algorithm on the images of the validation dataset.
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All these images are pictures of good products and
therefore are not supposed to include any defect. All the
bounding boxes returned by the AMCQ system therefore to
false positives. However, there can be several possible
complications. First of all, the bounding boxes do not have
the same dimensions. We can have very big defects and
small ones, horizontal or vertical defects. Since we want to
be able to compare these bounding boxes with one another
we need to use bounding boxes of the same size. One
solution could be to resize and rescale each bounding box to
some fixed size. However, this can alter a lot the appearance
of the image inside a bounding box and introduce scaling
issues. Therefore, we choose to use a simpler method which
includes extracting a 64 by 64 square image centered in the
center of all the bounding boxes. This allows us to have
images of the same size in our dataset. The other question to
answer is the features we will use to represent these 64 by
64 images in our classifier. We could use the raw pixel
values but this may result in a less robust classifier. In order
to get a more robust system we have to extract meaningful
features from these images. We tried to use handcrafted
features, such as Local Binary Patterns (LPB) or Histograms
of Gradients (HOG), which gave better results than the raw
pixel values. Nevertheless, these features were not ideal and
we ended up using deep learning to obtain better features.

We investigated two different methods using deep learn-
ing to create features that represent the possible defects. The
first one is to use the latent representation of the bottleneck
of an autoencoder as features. Therefore, we can use an
autoencoder. Its bottleneck includes compressed informa-
tion about the input image given to the network: the output
vector of the encoder is indeed used as input to the decoder
to reconstruct the image and can therefore be seen as a good
feature vector. There is still an issue with this method: the
bottleneck contains very local information about the input
image (since it is used to reconstruct it precisely) and, for
example, a translation can create very different bottleneck
representations. We found out experimentally that the dis-
tance between the bottleneck representations of two trans-
lated images is larger than the average distance between
bottleneck vectors. Therefore, the use of an autoencoder
does not seem suited for our problem because we want to
find a feature extractor that preserves the content similarity
(and not the pixel-wise similarity) between two images. But
once again we face the problem that our data are unlabeled,
making it difficult to train a custom feature extractor.

In another possible embodiment, an existing convolu-
tional neural network trained on a large database of images
can be used to extract features. Such a neural network is
trained in a supervised manner and learns features to dis-
tinguish and classify objects in images. The features learned
in the last layers are probably too complex and too specific
for what we need. Indeed, we are not interested in the high
level features characterizing a dog or a horse learned by a
convolutional neural network, but rather simpler patterns
like hatched regions, lines, blobs, etc. Therefore, we need to
chop the network and to use only the first layers that are
known to learn simple features. More precisely we chose to
use a network with 34 convolutional layers and to use the
first 7 convolutional layers. Feeding a 64 by 64 image into
this chopped network gives a 128 by 8 by 8 output tensor,
which is flattened and normalized to obtain a 8192-dimen-
sional feature vector.

We feed the chopped network with all the bounding boxes
of defects from the validation set to create a new training set
of'8192-dimensional vectors representing False Positives. In
order to increase the representational power of this dataset,
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we use data augmentation to create more examples: each
bounding box is horizontally flipped (mirrored) to create a
new image whose features are computed and added to the
dataset. With this data augmentation technique, we double
the size of the dataset which contains therefore around
10,000 images. The actual precise size of the dataset
depends on the value of the threshold we used during defect
detection.

A description will now be given regarding the false
positive classifier, in accordance with an embodiment of the
present invention.

Now that we have a dataset containing a feature repre-
sentation of false defects, we can train an unsupervised
classifier on it. The most natural approach to handling this
one-class classification task is to use a One-class SVM. We
train a One-class SVM with a radial basis function (RBF)
kernel on the dataset of false positives. The One-class SVM
learns a decision function which encloses the training data
into one subspace. This algorithm requires training to learn
the decision boundary and the evaluation phase is fast since
the One-class SVM has just to find on which side of the
boundary an example lies. We trained several instances of
One-class SVM with different values of its parameters
(which control how tight to the training examples the
decision boundary should be).

In another embodiment, a modified version of a Nearest
Neighbor classifier may be used to perform classification on
this dataset. In order to classify a candidate defect extracted
from a test image, we search the training set for the closest
image to this candidate defect. If its distance is smaller than
a certain threshold t, the image is considered to be a false
defect. Otherwise it is classified as a defective patch. We
make here the assumption that the training dataset contains
representatives for every possible false positive that we can
encounter. This hypothesis is reasonable because of the high
similarity between the product images. If a candidate defect
image is far from all the images in the training set it is likely
that it contains some strange or new pattern which is the
mark of a defect. We use the 1 norm between the feature
representations of the bounding boxes to compute the dis-
tance between two images. We use the power of tensor
computations of our GPU to compute efficiently the mini-
mum distance of a candidate image to the training set. This
results in a fast system: there is no real training phase
because we only need to create a matrix with the feature
representations of all the false positives. The test phase
includes, for each image, computing its feature representa-
tion, then the distances to all the elements in the training
matrix and thereafter keeping the smallest one. Classitying
a candidate defect as a true or false defect is thus very fast.

A description will now be given of some of the many
attendant advantages of the present invention.

The value of the solution is that it reduces the number of
false alarms from an AMQC system, thus eliminating the
cost of unnecessary follow-up actions (e.g., the cost of the
discarding an item that was not defective, or the loss in
production time from stopping a line, or the time of the
operator that must perform an unneeded inspections). An
added value of the proposed solution is that it is applicable
in situations where manufacturing defects and anomalies
occur rarely, or when corporations do not desire or intend to
share (or even admit) the existence of defective items.

A description will now be given regarding one or more
embodiments directed to an unsupervised image-based
anomaly detection system using a multi-scale context-de-
pendent deep autoencoding Gaussian Mixture Model
(GMM).
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Anomaly detection plays a key role in industrial manu-
facturing for quality control. Given a sufficient number of
pictures of normal manufacturing products taken in an
assembly line, we want to develop a software system that
automatically detects which products are anomalous. Since
anomalous products are often rare and can occur in various
ways, supervised learning techniques often readily over-fit
training datasets and cannot generalize to unseen anomalies.
Therefore, unsupervised anomaly detection systems are
much more useful in practice. In accordance with one or
more embodiments of the present invention, an unsuper-
vised anomaly detection system is provided that uses a
multi-scale context-dependent deep autoencoding Gaussian
Mixture Model for image-based quality control of manufac-
turing products.

FIG. 6 is a flow diagram showing an exemplary unsuper-
vised image-based anomaly detection system/method 600
using a multi-scale context-dependent deep autoencoding
Gaussian Mixture Model (GMM), in accordance with an
embodiment of the present invention.

The system/method 600 involves an input image and a set
of cropped input images 610, where each input image in the
set is cropped at different positions with different scales.

The system/method 600 further involves a conditional
deep autoencoder for providing reconstruction error features
and a low-dimension embedding 630 to a conditional GMM
640. The conditional GMM 640 includes a context-depen-
dent deep autoencoding compression network and a context-
dependent density estimation network. The conditional
GMM 640 density models both reconstruction errors and log
likelihood 650, which are then used for anomaly prediction
660.

FIGS. 7-8 are high-level block diagrams showing an
exemplary unsupervised image-based anomaly detection
system/method 700 using a multi-scale context-dependent
deep autoencoding Gaussian Mixture Model (GMM), in
accordance with an embodiment of the present invention.
FIGS. 7-8 provide additional details relative to the embodi-
ment of FIG. 6.

Our proposed approach involves a CONtext-conditional
Deep Autoencoding Gaussian Mixture Model (CONDA-
GMM) which includes the following two major compo-
nents: a context-dependent deep autoencoding compression
network 701; and a context-dependent density estimation
network 702. CONDA-GMM works as follows: (1) an
original input image 711 and one of the several croppings
712 of the same size with different scales performed at a
randomly chosen position 711A and 712A of each given
input image are used for subsequent processing, and SIFT
features or other image features such as raw pixel values or
edges for each cropped image without the center block 712B
are used as part of the cropping-specific contextual vector;
each input image can be cropped at many different positions;
(2) the compression network 701 performs dimensionality
reduction, respectively, for the whole cropped image and a
cropped image without the center block 712, generates the
corresponding low-dimensional representations, respec-
tively, Z_1 731 and Z_2 732, and use the same decoder
(Decoder 1 741 and Decoder 2 742) to reconstruct the center
block, producing both the low-dimensional latent code 7_1
of the whole cropped image and the reconstruction error
features Recon Err E_1 761 and Recon Err E_2 762 for the
center block with different encoder inputs, and feeds the
combined representations [E_1; E_2; Z_1] to the subsequent
context-dependent density estimation network 702 for den-
sity estimation based on conditional GMM 771; in specific,
the conditional deep autoencoder has two different types of
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encoders: encoder 1 721 takes the cropped image including
the center block as input for learning the latent representa-
tion 7Z_1 of the whole input image, and encoder 2 722 takes
the input image without the center block as input for better
measuring the discrepancy between reconstructed center
block and the target center block; (3) the context-dependent
density estimation network 702 takes the feed, and predicts
their likelihood/energy in the framework of context-depen-
dent Conditional Gaussian Mixture Model (CGMM), given
the context being the representation of the cropped image
with the center block removed. In practice, we combine
contextual vectors computed in step (1) and bottleneck-layer
representations from the encoder network that takes the
context image with the center block cropped as input com-
puted in step (2) as the context representation to be condi-
tioned in the CGMM.

As used herein, the term “low-dimensional” refers to a
number of dimensions below a particular threshold number.
In an embodiment, the threshold can be, for example, but is
not limited to 50.

The low-dimensional representation provided by the com-
pression network includes two sources of features: (1) the
reduced low-dimensional representations learned by a con-
text-dependent deep autoencoder; and (2) the features
derived from the reconstruction error. Given a center image
block x (712B) conditioned on its surrounding context ¢ and
the whole cropped image x' including x and ¢, the compres-
sion network computes its low-dimensional representation z
as follows.

z_c=h(xle,x");x0=g(z_clc); (D

z_r=flx;x0); 2)

z=[z_c;z_r);

3

where 7_c, which corresponds to Z_1 731 and Z_2 732 in
FIG. 7, is the reduced low-dimensional representation
learned by the deep autoencoder, z_r, which corresponds to
E_1761 andE_2 762 in FIG. 7, includes the features derived
from the reconstruction errors including two types of recon-
struction errors from the two different encoders 721 and 722
in FIG. 7, x0 is the reconstructed counterpart of x, h( )
denotes the encoding function including 721 and 722, go
denotes the decoding function including 741 and 742 in FIG.
7, and f( ) denotes the function of calculating reconstruction
error features, in which the context ¢ can be utilized in
different ways such as simple concatenations. In this inven-
tion, the convolutional kernel filters in f( ) and the trans-
posed-convolutional kernel filters in g( ) are learned from
the context representations using a meta network that takes
¢ as input. In particular, z_r can be multi-dimensional,
considering multiple distance metrics such as absolute
Euclidean distance, relative Euclidean distance, cosine simi-
larity, and so on.

This paragraph describes the block 771 (771A in FIGS. 7
and 771B in FIG. 8) in detail. Given the low-dimensional
representations for context-dependent center block images,
the estimation network performs density estimation under
the framework of CGMM. In the training phase with
unknown mixture coefficient ¢, mixture component mean |,
and mixture covariance o, the estimation network estimates
the parameters of CGMM and evaluates the likelihood/
energy for input samples without alternating procedures
such as the standard EM algorithm. The estimation network
achieves this by utilizing a multi-layer neural network to
predict the mixture membership of each center block image
X given its corresponding context representation c. Given the
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low-dimensional representations z and an integer K as the
number of mixture components, the estimation network
makes membership prediction as follows.

P=MLN(z;0(c,x"));¢p=softmax(p); 4

where z only includes Z_1 731, E_1 761, and E_2 762 in
FIG. 7 (with Z_2 removed), and ¢ is a K-dimensional vector
for the soft mixture-component membership prediction, and
p is the output of a multi-layer network parameterized by
0(c, x"), and c is the context representation and x' is the
whole cropped image. In another word, the context repre-
sentation ¢ and the whole cropped image are used to
generate the parameters of MLN for predicting the mixture
coeflicients of z. Given a batch of N samples (center block
images along their contexts) and their membership predic-
tions, we can further estimate the parameters of the CGMM
by optimizing the following loss with three terms,

1 N
NZ‘ Lixi, %)+ —Z E(z;) + A2 Entropy(®)

where E(z) is defined as follows,

E2) =

——(Z i) Ek (z—)
g
|27r

Given the estimated parameters, sample energy E(z) can
be further inferred by the log-likelihood equation above (781
in FIG. 8). In addition, during the testing phase with the
learned CGMM parameters, we calculate the energy of each
test sample and predict samples of high energy as anomalies
by a pre-chosen threshold. Besides calculating the test
sample energy for anomaly detection, the Recon Err E_2
762 in FIG. 8 can also be used with an additional pre-chosen
threshold creating a composite rule for anomaly detection in
some cases.

Although a contextual autoencoder has been developed
for anomaly detection, incorporating context-dependent
density estimation into the system and using context repre-
sentations to generate network parameters of both the auto-
encoder and the CGMM are new in this invention.

FIG. 9 is a flow diagram showing an exemplary system/
method 900 for unsupervised image-based anomaly detec-
tion using a multi-scale context-dependent deep autoencod-
ing Gaussian Mixture Model (GMM), in accordance with an
embodiment of the present invention.

At block 910, receive a set of input images, and perform
a cropping operation on each of input images to crop each
of the input images at a randomly chosen position into a
same size with different scales to form a set of cropped
images having different contexts. In an embodiment, each of
the input images can be cropped at multiple different ran-
domly chosen positions.

At block 920, density model, by a CONtext-conditional
Deep Autoencoding Gaussian Mixture Model (CONDA-
GMM), both reconstruction error features and low-dimen-
sional embedding representations derived from the input
images and the set of cropped images. The CONDA-GMM
includes a first and a second conditional deep autoencoder
for respectively (i) taking each of the cropped images
without a respective center block as input for measuring a
discrepancy between a reconstructed center block and the
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target center block, and (ii) taking an entirety of the cropped
images with the target center block.

In an embodiment, block 920 can include block 920A.

At block 920A, form a cropping-specific contextual vec-
tor using image features of the cropped images. In an
embodiment, the image features can include Scale Invariant
Feature Transformation (SIFT) features and/or another
type(s) of feature(s). In an embodiment, the image features
forming the cropping-specific contextual vector can include
edges of the cropped images, where the cropped edges have
been cropped to be without a center region.

At block 930, determine an existence of an anomaly based
on a prediction of a likelihood of the reconstructions in a
framework of context-dependent Conditional Gaussian Mix-
ture Model (CGMM), given the context being a represen-
tation of the cropped image with the center block removed
and having a discrepancy above a threshold amount. In an
embodiment, the existence of the anomaly can be deter-
mined based on both reconstruction errors and log-likeli-
hood are used for the anomaly detection.

At block 940, perform a corrective action (e.g., discarding
the product, replacing a defective one with a subsequent
non-defective one, stopping the production line, and so
forth) responsive to a determination of the existence of the
anomaly.

A further description will now be given of some of the
many attendant advantages of the present invention.

The present invention can effectively identify both local
defects such as appearance defects based on reconstruction
errors and partial structural distortion defects.

Embodiments described herein may be entirely hardware,
entirely software or including both hardware and software
elements. In a preferred embodiment, the present invention
is implemented in software, which includes but is not limited
to firmware, resident software, microcode, etc.

Embodiments may include a computer program product
accessible from a computer-usable or computer-readable
medium providing program code for use by or in connection
with a computer or any instruction execution system. A
computer-usable or computer readable medium may include
any apparatus that stores, communicates, propagates, or
transports the program for use by or in connection with the
instruction execution system, apparatus, or device. The
medium can be magnetic, optical, electronic, electromag-
netic, infrared, or semiconductor system (or apparatus or
device) or a propagation medium. The medium may include
a computer-readable storage medium such as a semiconduc-
tor or solid state memory, magnetic tape, a removable
computer diskette, a random access memory (RAM), a
read-only memory (ROM), a rigid magnetic disk and an
optical disk, etc.

Each computer program may be tangibly stored in a
machine-readable storage media or device (e.g., program
memory or magnetic disk) readable by a general or special
purpose programmable computer, for configuring and con-
trolling operation of a computer when the storage media or
device is read by the computer to perform the procedures
described herein. The inventive system may also be consid-
ered to be embodied in a computer-readable storage
medium, configured with a computer program, where the
storage medium so configured causes a computer to operate
in a specific and predefined manner to perform the functions
described herein.

A data processing system suitable for storing and/or
executing program code may include at least one processor
coupled directly or indirectly to memory elements through a
system bus. The memory elements can include local
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memory employed during actual execution of the program
code, bulk storage, and cache memories which provide
temporary storage of at least some program code to reduce
the number of times code is retrieved from bulk storage
during execution. Input/output or I/O devices (including but
not limited to keyboards, displays, pointing devices, etc.)
may be coupled to the system either directly or through
intervening I/O controllers.

Network adapters may also be coupled to the system to
enable the data processing system to become coupled to
other data processing systems or remote printers or storage
devices through intervening private or public networks.
Modems, cable modem and Ethernet cards are just a few of
the currently available types of network adapters.

The foregoing is to be understood as being in every
respect illustrative and exemplary, but not restrictive, and
the scope of the invention disclosed herein is not to be
determined from the Detailed Description, but rather from
the claims as interpreted according to the full breadth
permitted by the patent laws. It is to be understood that the
embodiments shown and described herein are only illustra-
tive of the present invention and that those skilled in the art
may implement various modifications without departing
from the scope and spirit of the invention. Those skilled in
the art could implement various other feature combinations
without departing from the scope and spirit of the invention.
Having thus described aspects of the invention, with the
details and particularity required by the patent laws, what is
claimed and desired protected by Letters Patent is set forth
in the appended claims.

What is claimed is:

1. A false alarm reduction system for reducing false
alarms in an automatic defect detection system, the false
alarm reduction system comprising:

a defect detection system, generating a list of image boxes

marking detected potential defects in an input image;

a feature extractor, transforming each of the image boxes

in the list into a respective set of numerical features;
and

a classifier, computing as a classification outcome for the

each of the image boxes whether the detected potential
defect is a true defect or a false alarm responsive to
respective values of the respective set of numerical
features for each of the image boxes.

2. The false alarm reduction system of claim 1, wherein
the defect detection system generates the list of boxes
marking the potential defects using at least one object
selected from the group consisting of an contextual autoen-
coder, a deep autoencoder, a one-class Support Vector
Machine, a nearest neighbor classifier, a binary classifier,
and a multi-class classifier.

3. The false alarm reduction system of claim 2, wherein
the numeral features comprise features selected from the
group consisting of an autoencoder output, features from
intermediate layers of one or more pre-trained deep neural
networks, scale invariant feature transform features, and
histogram of Gabor functions features.

4. The false alarm reduction system of claim 1, wherein
the classifier computes the classification outcome using a
one-class classifier selected from the group consisting of a
one-class Support Vector Machine classifier and a Nearest-
Neighbor classifier.

5. The false alarm reduction system of claim 4, wherein
the classifier is trained by using as training examples defects
generated by the defect detection system over a set of images
known to be defect free.
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6. The false alarm reduction system of claim 1, wherein
the classifier computes the classification outcome using a
classifier selected from the group consisting of a binary
classifier and a multi-class classifier.

7. The false alarm reduction system of claim 1, wherein
the classifier comprises an object selected from the group
consisting of a Support Vector Machine and a deep neural
network.

8. The false alarm reduction system of claim 7, wherein
the classifier is trained by using as training examples all
defects generated by the defect detection system over a set
of images known to be free of defects, combined with
examples known to include true defects.

9. The false alarm reduction system of claim 8, wherein
the true defects are obtained by operating the false alarm
reduction system without false alarm reduction for a period
of time.

10. The false alarm reduction system of claim 1, wherein
the defect detection system further includes a correction
element for performing a corrective action responsive to the
classification outcome being the true defect.

11. A false alarm reduction method for reducing false
alarms in an automatic defect detection system, the false
alarm reduction method comprising:

generating, by a defect detection system, a list of image

boxes marking detected potential defects in an input
image;

transforming, by a feature extractor, each of the image

boxes in the list into a respective set of numerical
features; and

computing, by a classifier, as a classification outcome for

the each of the image boxes whether the detected
potential defect is a true defect or a false alarm respon-
sive to respective values of the respective set of
numerical features for each of the image boxes.

12. The false alarm reduction method of claim 11, wherein
the list of boxes marking the potential defects are generated
using at least one object selected from the group consisting
of an contextual autoencoder, a deep autoencoder, a one-
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class Support Vector Machine, a nearest neighbor classifier,
a binary classifier, and a multi-class classifier.

13. The false alarm reduction method of claim 12,
wherein the numeral features comprise features selected
from the group consisting of an autoencoder output, features
from intermediate layers of one or more pre-trained deep
neural networks, scale invariant feature transform features,
and histogram of Gabor functions features.

14. The false alarm reduction method of claim 11, wherein
the classifier computes the classification outcome using a
one-class classifier selected from the group consisting of a
one-class Support Vector Machine classifier and a Nearest-
Neighbor classifier.

15. The false alarm reduction method of claim 14, further
comprising training the classifier by using as training
examples defects generated by the defect detection system
over a set of images known to be defect free.

16. The false alarm reduction method of claim 11, wherein
the classifier computes the classification outcome using a
classifier selected from the group consisting of a binary
classifier and a multi-class classifier.

17. The false alarm reduction method of claim 11, wherein
the classifier comprises an object selected from the group
consisting of a Support Vector Machine and a deep neural
network.

18. The false alarm reduction method of claim 17, further
comprising training the classifier by using as training
examples all defects generated by the defect detection
system over a set of images known to be free of defects,
combined with examples known to include true defects.

19. The false alarm reduction method of claim 18,
wherein the true defects are obtained by operating the false
alarm reduction system without false alarm reduction for a
period of time.

20. The false alarm reduction method of claim 11, further
comprising performing a corrective action responsive to the
classification outcome being the true defect.
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