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(57) Abstract: Some embodiments described herein are directed to memory page or bad block monitoring and retirement algorithms,
systems and methods for random access memory (RAM). Reliability issues or errors can be detected for multiple memory pages using
one or more retirement criterion. In some embodiments, when reliability errors are detected, it may be desired to remove such pages
from operation before they create a more serious problem, such as a computer crash. Thus, bad block retirement and replacement
mechanisms are described herein.
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SYSTEMS AND METHODS FOR MEMORY FAILURE PREVENTION,
MANAGEMENT, AND MITIGATION

INCORPORATION BY REFERENCE TO ANY PRIORITY APPLICATIONS

[0001] This application claims priority to U.S. Provisional Patent Application
62/787,496, which is titled “SYSTEMS AND METHODS FOR MANAGING MEMORY
FAILURES” and was filed on January 2, 2019, and to U.S. Provisional Patent Application
62/834,575, which is titled “SYSTEMS, DEVICES AND METHODS FOR BAD BLOCK
RETIREMENT DESIGN AND IMPLEMENTATION IN MEMORY™ and was filed on April
16, 2019. The above-recited applications are incorporated herein by reference in their
entirety.

[0002] Any and all applications for which a foreign or domestic priority claim is
identified in the Application Data Sheet as filed with the present application are hereby

incorporated by reference under 37 CFR 1.57.

BACKGROUND

Field of the Invention

[0003] This disclosure herein relates to computer memory and, in particular, to

the detection and remediation of memory defects or failures.

Description of the Related Art

[0004] Memory failures are some of the most frequent types of compute server
failures, aside from storage-related and software-related failures. Memory errors, unless
prevented or managed properly, can be a significant source of system crashes and customer
satisfaction issues. Therefore, ensuring reliable memory operation and managing possible

memory errors is a task of the highest priority.
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SUMMARY

[0005] For purposes of this summary, certain aspects, advantages, and novel
features of the invention are described herein. It is to be understood that not all such
advantages necessarily may be achieved in accordance with any particular embodiment of the
invention. Thus, for example, those skilled in the art will recognize that the invention may be
embodied or carried out in a manner that achieves one advantage or group of advantages as
taught herein without necessarily achieving other advantages as may be taught or suggested
herein.

[0006] The embodiments herein relate to systems and methods for preventing,
managing, and mitigating memory failures. Certain embodiments relate to systems and
methods for memory page or memory block monitoring and retirement.

[0007] Some embodiments herein relate to a computer-implemented method of
monitoring and retiring memory pages in random access memory (RAM), the computer
implemented method comprising: monitoring, by a computer system, correctable error
statistics for each of a plurality of memory pages, wherein the correctable error statistics
comprise one or more page retirement criteria, wherein the one or more page retirement
criteria comprise a correctable error count, correctable error rate, or a time since a most recent
correctable error; detecting, by the computer system, a high-risk page, wherein detecting the
high-risk page comprises determining whether the page retirement criteria of the high-risk
page has exceeded a retirement criteria threshold; placing, by the computer system, page
information associated with the high-risk page on a retired page list, wherein the retired page
list has a size corresponding to a number of spare pages stored in a reserved space of RAM;
storing, by the computer system, identical data to data stored in the high-risk page in a spare
page; and identifying, by the computer system in a mapping of the plurality of memory pages,
the high-risk page such that one or more references to the high-risk page in the mapping are
rerouted to the spare page, wherein the computer system comprises a processor and the RAM.

[0008] In some embodiments, the one or more page retirement criteria comprise a
single page retirement criterion.

[0009] In some embodiments, the retirement criteria threshold comprises a

predetermined, static threshold. In some embodiments, the retirement criteria threshold
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comprises a dynamically calculated threshold. In some embodiments, the dynamically
calculated threshold is determined by calculating an outlier value based on a statistical
distribution of the one or more page retirement criteria. In some embodiments, the statistical
distribution comprises a normal distribution. In some embodiments, the outlier value is
calculated using a formula comprising a mean and a standard deviation of the one or more
page retirement criteria of the plurality of memory pages. In some embodiments, the outlier
value comprises M + Vo, wherein M comprises the mean, wherein V comprises a variable
number, and wherein ¢ comprises the standard deviation.

[0010] In some embodiments, the monitoring the correctible error statistics and
the detecting a high-risk page are completed by a Central Faults Tolerance Manager (CFTM)
of the computer system.

[0011] In some embodiments, the one or more page retirement criteria comprises
a plurality of page retirement criterion.

[0012] In some embodiments, the method further comprises reserving, by the
computer system, the reserved space of RAM. In some embodiments, the reserved space
comprises: a spare pages space comprising the spare pages; and the retired page list.

[0013] In some embodiments, the RAM comprises: a watched page list, wherein
the page information associated with the high risk page is placed on the watched page list
prior to placing the page information on the retired page list.

[0014] In some embodiments, the high-risk page is available for data allocation by
the computer system prior to placing the page information on the retired page list.

[0015] In some embodiments, each of the plurality of pages comprises a 4 KB
block of memory.

[0016] In some embodiments, the computer system comprises a RAM-based
computer system without a hard disk drive or solid state drive.

[0017] In some embodiments, the one or more references to the high-risk page in
the mapping are rerouted to the spare page, the high-risk page is moved to the reserved space
of RAM.

[0018] In some embodiments, the computer system does not allocate data to pages

in the reserved space of RAM.
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[0019] In some embodiments, the spare page is moved to an available space of
RAM after the computer system stores the identical data in the spare page.

[0020] Some embodiments herein relate to a computing system comprising: one
or more computer readable storage devices configured to store a plurality of computer
executable instructions; and one or more hardware computer processors in communication
with the one or more computer readable storage devices and configured to execute the
plurality of computer executable instructions in order to cause the system to: monitor
correctable error statistics for each of a plurality of memory pages, wherein the correctable
error statistics comprise one or more page retirement criteria, wherein the one or more page
retirement criteria comprise a correctable error count, correctable error rate, or a time since a
most recent correctable error; detect a high-risk page, wherein detecting the high-risk page
comprises determining whether the page retirement criteria of the high-risk page has
exceeded a retirement criteria threshold; place page information associated with the high-risk
page on a retired page list, wherein the retired page list has a size corresponding to a number
of spare pages stored in a reserved space of a RAM; store identical data to data stored in the
high-risk page in a spare page; and identify, in a mapping of the plurality of memory pages,
the high-risk page such that one or more references to the high-risk page in the mapping are

rerouted to the spare page.

BRIEF DESCRIPTION OF THE DRAWINGS

[0021] The drawings are provided to illustrate example embodiments and are not
intended to limit the scope of the disclosure. A better understanding of the systems and
methods described herein will be appreciated upon reference to the following description in
conjunction with the accompanying drawings, wherein:

[0022] FIG. 1 is a block diagram representing one example of a RAM-based
computer system.

[0023] FIG. 2 illustrates an example RAM space allocation according to some
embodiments herein.

[0024] FIG. 3 illustrates another example RAM space allocation according to

some embodiments herein.
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[0025] FIG. 4 illustrates a flowchart of an example process for bad block
identification and retirement according to some embodiments herein.

[0026] FIG. 5 illustrates a flowchart of an example process for bad block
identification and retirement according to some embodiments herein.

[0027] FIG. 6 illustrates an example retired list and watched list of high-risk
memory pages according to some embodiments herein.

[0028] FIG. 7 illustrates another example retired list and watched list of high-risk
memory pages according to some embodiments herein.

[0029] FIG. 8 illustrates another example retired list and watched list of high-risk
memory pages according to some embodiments herein.

[0030] FIG. 9 illustrates another example retired list and watched list of high-risk
memory pages according to some embodiments herein.

[0031] FIG. 10 illustrates another example retired list and watched list of high-
risk memory pages according to some embodiments herein.

[0032] FIG. 11 illustrates another example retired list and watched list of high-
risk memory pages according to some embodiments herein.

[0033] FIG. 12 illustrates another example retired list and watched list of high-
risk memory pages according to some embodiments herein.

[0034] FIG. 13 illustrates another example retired list and watched list of high-
risk memory pages according to some embodiments herein.

[0035] FIG. 14 illustrates an example retired list and watched list of high-risk
memory pages using multiple retirement criteria according to some embodiments herein.

[0036] FIG. 15 illustrates another example retired list and watched list of high-
risk memory pages using multiple retirement criteria according to some embodiments herein.

[0037] FIG. 16 illustrates another example retired list and watched list of high-
risk memory pages using multiple retirement criteria according to some embodiments herein.

[0038] FIG. 17 illustrates another example retired list and watched list of high-
risk memory pages using multiple retirement criteria according to some embodiments herein.

[0039] FIG. 18 illustrates another example retired list and watched list of high-

risk memory pages using multiple retirement criteria according to some embodiments herein.
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[0040] FIG. 19 illustrates another example retired list and watched list of high-
risk memory pages using multiple retirement criteria according to some embodiments herein.

[0041] FIG. 20 illustrates an example flowchart of a sorting method for
determining memory page watched lists and retired lists according to some embodiments
herein.

[0042] FIG. 21 illustrates a block diagram of an example memory device cluster.

[0043] FIG. 22 illustrates a block diagram of an example memory device cluster
ranked based on utilization priority.

[0044] FIG. 23 illustrates a schematic diagram illustrating a bad block retirement
system according to some embodiments.

[0045] FIG. 24 is a block diagram depicting an embodiment of a computer
hardware system configured to run software for implementing one or more embodiments of a

bad block retirement system.

DETAILED DESCRIPTION

[0046] Although certain preferred embodiments and examples are disclosed
below, inventive subject matter extends beyond the specifically disclosed embodiments to
other alternative embodiments and/or uses and to modifications and equivalents thereof.
Thus, the scope of the claims appended hereto is not limited by any of the particular
embodiments described below. For example, in any method or process disclosed herein, the
acts or operations of the method or process may be performed in any suitable sequence and
are not necessarily limited to any particular disclosed sequence. Various operations may be
described as multiple discrete operations in turn, in a manner that may be helpful in
understanding certain embodiments; however, the order of description should not be
construed to imply that these operations are order dependent. Additionally, the structures,
systems, and/or devices described herein may be embodied as integrated components or as
separate components. For purposes of comparing various embodiments, certain aspects and
advantages of these embodiments are described. Not necessarily all such aspects or
advantages are achieved by any particular embodiment. Thus, for example, various

embodiments may be carried out in a manner that achieves or optimizes one advantage or
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group of advantages as taught herein without necessarily achieving other aspects or
advantages as may also be taught or suggested herein.

[0047] This disclosure describes memory page or bad block monitoring and
retirement algorithms, systems and methods for random access memory (RAM). In some
embodiments, reliability issues or errors can be detected for multiple memory pages using
one or more retirement criterion. In some embodiments, when reliability errors are detected,
it may be desired to remove such pages from operation before they create a more serious
problem, such as a computer crash.

[0048] As used herein, random-access memory (RAM) refers to any memory
device that can be accessed randomly, such that a byte of memory can be accessed without
touching the preceding bytes. RAM can be a component of any hardware device, including,
for example, servers, personal computers (PCs), tablets, smartphones, and printers, among
others. Typically, RAM allows data items to be read or written in almost the same amount of
time irrespective of the physical location of data inside the memory. Generally, RAM takes
the form of integrated circuit (IC) chips with MOS (metal-oxide-semiconductor) memory
cells. RAM may refer generally to volatile types of memory, such as any type of dynamic
RAM (DRAM) modules, high-bandwidth-memory (HBM), video RAM (VRAM) or static
RAM (SRAM). In some embodiments, RAM may refer generally to non-volatile RAM,
including, for example, read-only memory (ROM) or NOR-flash memory. Thus, as used
herein, RAM is a generic term to generally refer to high-speed memory, including but not
limited to SRAM, DRAM, MRAM and/or the like. This includes any commercially available
RAM, such as those manufactured by Intel, Samsung, and others.

[0049] As used herein, operating system (OS) refers to software that manages the
computer's memory and processes, as well as all of its software and hardware. Most modern
operating systems employ a method of extending RAM capacity, known as virtual memory.
A portion of the computer's hard drive is set aside for a paging file or a scratch partition, and
the combination of physical RAM and the paging file form the system's total memory. When
the system runs low on physical memory, it can "swap" portions of RAM to the paging file to

make room for new data, as well as to read previously swapped information back into RAM.
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Excessive use of this mechanism results in thrashing and generally hampers overall system
performance, mainly because hard drives are far slower than RAM.

[0050] In some embodiments herein, computers may be configured to operate
without a traditional hard drive, such that paging information is stored in RAM. For
example, an OS herein may comprise Forsa OS, developed and marketed by Formulus Black
Corporation. Forsa OS enables any workload to run in memory, without modification.
Furthermore, Forsa OS enables memory to be provisioned and managed as a high
performance, low latency storage media. Thus, in some embodiments, substantially all
computer data may be stored on RAM using, for example, forms of data amplification or
compression. In some embodiments, an OS, middleware, or software can “partition” a
portion of a computer's RAM, allowing it to act as a much faster hard drive. Generally, RAM
loses stored data when the computer is shut down or power is lost. However, in some
embodiments, RAM is arranged to have a standby battery source or other mechanisms for
persisting storage are implemented to protect data stored in RAM. For example, methods and
systems herein may be combined with data retention mechanisms, such as those described in
US Patent No. 9,304,703 entitled METHOD AND APPARATUS FOR DENSE HYPER IO
DIGITAL RETENTION, U.S. Patent No. 9,628,108 entitted METHOD AND APPARATUS
FOR DENSE HYPER IO DIGITAL RETENTION, and U.S. Patent No. 9,817,728 entitled
FAST SYSTEM STATE CLONING, each of which is hereby incorporated herein by
reference in its entirety.

[0051] The bad-block detection and remediation systems and methods described
herein may therefore be utilized in RAM-based computer systems, such as those described in
U.S. Patent Application No. 16/222,543, which is incorporated herein by reference in its
entirety. Furthermore, bad block remediation may be used in combination with data
amplification systems and methods such as those described in U.S. Patent No. 10,133,636
entitled DATA STORAGE AND RETRIEVAL MEDIATION SYSTEM AND METHODS
FOR USING SAME, U.S. Patent No. 9,467,294, entitled METHODS AND SYSTEMS FOR
STORING AND RETRIEVING DATA, and U.S. Patent Application No. 13/756,921, each

of which is hereby incorporated herein by reference in its entirety.



WO 2020/142431 PCT/US2019/068940

[0052] In some embodiments, RAM-based computer systems, devices, and
methods may include and/or utilize specialized computer architectures. Specialized
computer architectures may enable or facilitate one or more of the advantages associated with
RAM-based computer systems, devices, and methods. For example, in some embodiments,
specialized computer architectures can virtually increase the storage capacity of the RAM
such that the RAM-based computer system, device, or method can store in RAM an
equivalent amount of raw data that is greater than, and in many cases, substantially greater
than the actual capacity of the RAM. In some embodiments, this can allow the RAM to be
used as the primary storage for the entire system and allow all of the data to be accessed at
high speeds over the memory bus. As another example, in some embodiments, specialized
computer architectures can allow the data to be stored in a non-volatile manner such that if
the system loses power, the data will be preserved. Additionally, in some embodiments,
specialized computer architectures can allow the RAM-based computer system systems to be
fault tolerant and highly available.

[0053] In some embodiments, an architecture for RAM-based computer system
can comprise a single node system. In some embodiments, an architecture for RAM-based
computer system can comprise a multi-node system.

[0054] In some embodiments, a computer architecture of a single node RAM-
based computer system can comprise a fault tolerant, RAM-based computer architecture.
Figure 1 is a block diagram representing one example of a RAM-based computer system 100.
In the illustrated example, the system 100 includes one or more processors 102 and one or
more RAM modules 104. In some embodiments, the processors 102 are connected to the
RAM modules by a memory bus 106. In some embodiments, the system 100 also includes a
persistent storage system 108. In some embodiments, the persistent storage system 108 can
include one or more persistent storage devices. In the illustrated example, the persistent
storage system 108 includes two storage devices: storage device 1 and storage device 2. In
some embodiments, the persistent storage system 108 is connected to the processors 102 by a
peripheral bus 110. In some embodiments, the peripheral bus is a Peripheral Component
Interconnect Express (PCle) bus, although other types of peripheral buses may also be used.

In some embodiments, the system 100 also includes a dual energy system 112. The dual
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energy system 112 can include at least two energy sources, for example, as illustrated energy
source 1 and energy source 2. In some embodiments, the energy sources can each be a
battery, a super capacitor, or another energy source.

[0055] In some embodiments, the system 100 can be configured to store
substantially all of the data of the system 100 in the RAM modules 104. By way of
comparison, conventional computer systems generally store a limited amount of data in RAM
and rely on conventional storage devices for mass data storage. The system 100 can be
configured to use the RAM modules 104 for even the mass data storage. In some
embodiments, this advantageously allows all of the data to be quickly accessible to the
processor over the high-speed memory bus 106 and dramatically increases the operating
speed of the system 100.

[0056] Some types of RAM modules (e.g., DRAM) are generally volatile.
Accordingly, to prevent data loss and make data storage non-volatile, in some embodiments,
the system 100 includes the persistent storage system 108 and the dual energy system 112. In
some embodiments, these components work together to make the system 100 essentially non-
volatile. For example, the dual energy system 112 can be configured to provide backup
power to the system 100 in case of power loss. The backup power provided by the dual
energy system 112 can hold up the system for sufficient time to copy the contents of the
RAM modules 104 to the persistent storage system 108. The persistent storage system 108
can include non-volatile, persistent storage devices (e.g., SSDs or HDDs) that safely store the
data even with no power.

[0057] In some embodiments, the system 100 constantly mirrors the contents of
the RAM modules 104 into the persistent storage system 108. In some embodiments, such
mirroring is asynchronous. For example, the contents of the persistent storage system 108
can lag slightly behind the contents of the RAM modules 104. In some embodiments, in the
event of power failure, the dual energy system 112 can hold up the system 100 for long
enough to allow the remaining contents of the RAM modules 104 to be mirrored to the
persistent storage system 108. In some embodiments, the system 100 only transfers the
contents of the RAM modules to the persistent storage system 108 in the event of a power

failure.

-10-
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[0058] Although the illustrated embodiment of the system 100 includes both
RAM modules 104 and a persistent storage system 108 that includes persistent storage
devices, such as HDDs and SSDs, in some embodiments, the system 100 uses these
components in a substantially different way than conventional computer systems. For
example, as noted previously, conventional computer systems rely on RAM to quickly access
a small portion of the data of the system and rely on conventional storage devices for long
term and persistent data storage. Thus, in general, the entire amount of data used by
conventional systems is only stored in the conventional storage devices. In contrast, in some
embodiments of the system 100, substantially all of the data of the system 100 is stored in the
RAM. This can allow all of the data to be quickly accessible by the processors 102 over the
high-speed memory bus 106. In some embodiments, a second copy of the data (or an
asynchronous copy of the data) can be provided in the persistent storage system 108 with the
purpose of preserving the data in case of power loss to the system 100. Thus, through use of
the persistent storage system 108 and the dual energy system 112 the system 100 can provide
a solution to one of the disadvantages generally associated with RAM: its data volatility.

[0059] In some embodiments, the system 100 can provide a solution to another of
the disadvantages generally associated with RAM: its limited capacity. In some
embodiments, the system 100 can include a data reduction engine that can greatly reduce the
data actually stored on the system 100. In some embodiments, the data reduction engine can
use various techniques and methods for reducing the amount of data stored, including
utilizing bit marker technology. The data reduction engine and data reduction methods will
be described in detail below. In the system 100, in some embodiments, the data reduction
engine can be executed on the one or more processors 102. In some embodiments, the data
reduction engine is executed on an additional circuit of the system 100, such as an FPGA,
ASIC, or other type of circuit. In some embodiments, the data reduction engine can use bit
marker technology.

[0060] In some embodiments, the data reduction engine intercepts write requests
comprising raw data to be written to a storage medium. In some embodiments, the data
reduction engine can compress, de-duplicate, and/or encode the raw data such that it can be

represented by a smaller amount of reduced or encoded data. In some embodiments, the

-11-
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smaller amount of reduced or encoded data can then be written to the RAM module(s). In
some embodiments, the data reduction engine also intercepts read requests. For example,
upon receipt of a read request, the data reduction engine can retrieve the smaller amount of
compressed or encoded data from the RAM modules 104 and convert it back into its raw
form.

[0061] In some embodiments, through implementation of the data reduction
engine, the system 100 can be able to store an equivalent or raw data that exceeds, and in
some instances, greatly exceeds the physical size of the RAM modules. In some
embodiments, because of the data reduction engine, reliance on conventional storage devices
for mass data storage can be eliminated or at least substantially reduced and mass data
storage can be provided in the RAM modules 104.

[0062] In some embodiments, because the mass data storage is provided in the
RAM modules 104, all of the data is quickly accessible over the high-speed memory bus 106.
This can provide a solution to the disadvantage that is common in conventional computer
systems that data retrieved from mass data storage must go over a slower peripheral bus.
Because, in some embodiments, the system 100 does not need to access data from a
conventional storage device over the peripheral bus, the overall speed of the system can be
greatly increased.

[0063] In some embodiments, the system 100 includes a single processor 102. In
some embodiments, the system 100 includes more than one processor 102, for example, two,
three, four, or more processors. In some embodiments, the system can include one or more
sockets. In some embodiments, the one or more processors 102 comprise multiple cores. In
some embodiments, the processors comprise Intel processors, such as Intel’s, Skylake or
Kaby Lake processors, for example. Other types of processors can also be used, e.g., AMD
processors, ARM processors, or others. In general, the system 100 can be configured for use
with any type of processors currently known or that will come to be known without
limitation.

[0064] In some embodiments, the system comprises one or more RAM modules
104. In some embodiments, the RAM modules 104 can be DIMMs (dual in-line memory

modules) configured to connect to DIMM slots on a motherboard or on other components of

-12-



WO 2020/142431 PCT/US2019/068940

the system 100. In some embodiments, the system 100 may include the maximum amount of
RAM supported by the processors 102. This need not be the case in all embodiments, for
example, the system 100 can include anywhere between 1 GB and the maximum amount of
RAM supportable by the processors 102. In some embodiments, one or more individual
RAM modules 104 in the system 100 can be the largest size RAM modules available.
Currently, this is 128 GM or 256 GB. As larger sized RAM modules are developed, the
system 100 can use the larger sized modules. In some embodiments, the system 100 can use
smaller sized individual RAM modules, e.g., 1 GB, 2 GB, 4 GB, 8 GB, 16 GB, 32 GB, or 64
GB RAM modules. In some embodiments, the system includes between 1 GB and 3 TB or 6
TB of RAM. In some embodiments, the more memory (RAM) the system includes, the
greater the possibility of greater data reduction, more processing power, and overall computer
value.

[0065] In some embodiments, the RAM modules comprise DRAM, although
other types of RAM modules can also be used. In some embodiments, the system uses NV-
DRAM. In some embodiments in which NV-DRAM is used, the persistent storage system
108 and the dual energy system 112 can be omitted, as the NV-DRAM is already non-
volatile.

[0066] In some embodiments, the computing system is configured to operate with
only a processor and NVDIMMs (or NVRAMs or RERAMs) without the need for use of a
conventional storage device. In some embodiments, the NVDIMMs utilizes cross-point
memory (a faster version of flash memory based storage but still only accessible in block
format, vs RAM which is random access down to bytes; further there are other versions of
this faster flash being developed as well as others, but none are as fast, dense, or capable of
small byte access such as RAM which is required by all applications and CPUs). In some
embodiments, the NVDIMMMs are block addressable and/or can be configured to be
inserted into a DIMM socket. In general, DIMMs can refer to the form factor of the memory
in how such memory plugs into a motherboard or other interface. In some embodiments, the
NVDIMMs comprise RAM (volatile memory) and flash memory (non-volatile memory)
wherein the NVDIMMs use volatile memory during normal operation for speed and dump

the data contents into non-volatile memory if the power fails, and does so by using an on-
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board backup power source to be described in more detail below. In some embodiments, the
foregoing system operates at a slower processing speed than a computing system configured
to operate with only a processor and RAM. In some embodiments, the computing system
operating a processor with NVDIMMs can be more expensive to manufacturer due in part to
the expense of NVDIMMs. In some embodiments, NVDIMMs require super caps and/or
modification to the motherboard to provide energy to the NVDIMMs such that when the
power goes down or while it was alive, it would then be able to retire the RAM to the flash
without losing data. In some embodiments, NVDIMMs, using bit marker technology, can
only store much less than, e.g., about 1/ 10" to 1/4™, the amount of data that RAM (and at
slower speeds than DRAM) is capable of storing by using bit marker technology. In some
embodiments, NVDIMMs do not have very high storage density as compared to RAM or
DRAM.

[0067] In some embodiments, utilizing only a processor and RAM, the system can
comprise RAM that is configured to be plugged into an interface mechanism that can be
coupled to a DIMM slot, wherein the interface mechanism comprises a power source. In
some embodiments, the interface mechanism having a power source enables the data that is
stored in the RAM to be persistently stored in the RAM in the event that there is a disruption
in the supply of power to the RAM. In some embodiments, the back-up power source is not
integrated into the interface mechanism, in which there would be some cases where there
would be no need for an interface mechanism, but rather there is a power source(s) integrated
into and/or coupled to the motherboard (or main CPU/RAM board) to supply back-up power
to the entire motherboard which in turn would supply power to the RAM in the event there is
a disruption in the supply of power to the computer system. Supplying power to the
motherboard and/or RAM, in some embodiments, can ensure that the data stored in RAM
persists in the event there is a disruption to the power supply.

[0068] In particular, referring back to Figure 1, in some embodiments, the system
100 can be considered a merger of a server and an array controller with regard to data
protection, high availability, and fault tolerance. In some embodiments, the system 100 fuses
or combines two generally separated computer system functions: compute and storage. In

some embodiments, the system 100 makes the RAM modules 100 the only storage media for
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applications to run against and thus all I/O requests remain on the very fast memory bus.
Further, in some embodiments, the persistent storage system 108 and the dual energy system
112 provide that the data is nonvolatile. The persistent storage system 108 and the dual
energy system 112 will now be described in detail.

[0069] Referring again to Figure 1, in some embodiments, the system 100 can
include a dual energy system 112 configured to provide sufficient backup power to allow the
data stored in the RAM modules 104 to be copied to the persistent storage system 108 in the
event of a power event, such as a loss of power to the system 100. Thus, the dual energy
system 112 can be configured to provide that the data stored in the system 100 is effectively
nonvolatile. In some embodiments, the dual energy system 112 provides sufficient energy to
hold up the RAM modules 104 and/or the entire system 100 for a period of time after a power
failure. In some embodiments, the period of time is at least 1 minute, at least 5 minutes, at
least 10 minutes, at least 15 minutes, at least 30 minutes, at least 45 minutes, at least 1 hour,
at least 1.5 hours, at least 2 hours, at least 2.5 hours, at least 3 hours, at least 3.5 hours, at
least 4 hours, at least 5 hours, at least 8 hours, at least 12 hours, or longer.

[0070] In some embodiments, the dual energy system 112 is configured to provide
power to the system 100 to save the contents of the RAM to persistent storage (e.g., persistent
storage system 108). In some embodiments, transferring the data from the RAM to persistent
storage can take 1 minute, 5 minutes, 10 minutes, 15 minutes, 30 minutes, 45 minutes, 1
hour, 1.5 hours, 2 hours, 2.5 hours, 3 hours, 3.5 hours, 4 hours, 5 hours, 8 hours, 12 hours, or
longer, and as such, the dual energy system can be configured to provide enough power to
keep the system powered on to allow for the data transfer, for example, at least 1 minute, ate
least 5 minutes, at least 10 minutes, at least 15 minutes, at least 30 minutes, at least 45
minutes, at least 1 hour, at least 1.5 hours, at Ieast 2 hours, at least 2.5 hours, at least 3 hours,
at least 3.5 hours, at least 4 hours, at least 5 hours, at least 8 hours, at least 12 hours, or
longer.

[0071] In some embodiments, the dual energy system 112 includes two energy
sources: for example, energy source 1 and energy source 2 as illustrated in the example
embodiment of Figure 1. In some embodiments, more than two energy sources are provided.

In some embodiments, providing at least two energy sources increases the fault tolerance of
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the system 100. For example, it can avoid having a single point of failure for the system 100.
In some embodiments, if one of the energy sources fails, the other can continue to provide
power to the system 100. This can allow the system 100 to have a high availability, data
protection, and fault tolerance.

[0072] In some embodiments, the energy sources 1 and 2 comprise batteries,
super capacitors, or any other type of energy source configured to supply power or back up
power to the system. For example, the batteries could be lead- acid batteries or any other
type of battery. In some embodiments, the super capacitors could be super capacitors,
electric double-layer capacitors (EDLCs), ultra-capacitors or Goldcaps, for example.

[0073] In some embodiments, the energy sources 1 and 2 are built within the
system 100 itself, for example, attached to the motherboard or some other internal component
of the system. In some other embodiments, the system 100 includes two power supplies and
the power supplies are connected to external energy sources. In some embodiments, the
external energy sources can comprise uninterruptable power supplies (UPSs) connected to the
power supplies of the system 100. The uninterruptable power supplies may include backup
energy sources, such as batteries, super capacitors, flywheels, etc. for providing backup
energy in the event of a power loss.

[0074] In some embodiments, each of energy sources 1 and 2 can include features
for remanufacturing and recalibrating the energy sources in some situations. The features
may be implemented in software running on the UPSs. In some embodiments, these features
may be controlled based on commands received from the system 100 or another system (e.g.,
a manager). In some embodiments, the commands can be sent to the UPS for example, over
a network connection, such as an Ethernet connection.

[0075] In some embodiments, the dual energy 108 are configured to be able to
remanufacture/recalibrate one of the energy sources while the other back up energy source
remains engaged to protect the system from power loss. In some embodiments, the ability to
remanufacture/recalibrate the energy source allows the energy source to last longer and/or be
more accurate in the information that provides the system as to its charge level. For example,

in some embodiments, system 100 or the dual energy system 112 is configured to allow
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and/or instruct one backup energy sources to go through the remanufacture/recalibration
process and be taken offline.

[0076] In some embodiments, the remanufacture/recalibration process can
comprise discharging the backup energy source (for example a lead-acid battery) to a
threshold level, for example, 10%, 15%, 20%, 21%, 22%, 23%, 24%, 25% or the like. In
some embodiments, the remanufacture/recalibration process can comprise performing a
recalibration of the energy source such that when device comes back online, it not only
extends the life of the backup energy source, but also it ensures that the backup energy
source’s health meter or charge meter is accurate. In some embodiments, this can be
particularly advantageous because if a backup energy source inaccurately informs the system
that it has a higher percentage of available energy in the system than it actually has, then the
system could be in danger of not having enough energy to copy or mirror data from the RAM
into a conventional storage device and/or other computing system during a power supply
failure situation.

[0077] In some embodiments, the system (e.g., the system 100, the dual energy
system 112, or another system) is configured to send an electronic communications signal to
the backup energy source device to perform the remanufacture/recalibration process. In some
embodiments, the backup energy source device itself (e.g., without receiving a command
from another device.

[0078] In some embodiments, the remanufacture/recalibration process is
performed on a periodic basis (for example, every several hours, every several days, every
several months, or every several years). In some embodiments, the
remanufacture/recalibration process is preformed when an energy source reaches a threshold
level (for example, number of days since last remanufacture, or a low percentage of available
energy in the energy source device, or any other threshold level). In some embodiments, the
remanufacture/recalibration process is after detection of a power event (for example, a loss of
power or a power surge). In some embodiments, the energy sources themselves (e.g., the
UPSs), the dual energy system 112, the system 100, or another system is configured to detect
power events. In some embodiments, detection of a power event may also cause the system

100 to copy the contents of the RAM 104 to the persistent storage system 108.
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[0079] In some embodiments, when the remanufacture/recalibration process is
performed, it is first performed on one of the energy sources while the other remains online.
In some embodiments, when the remanufacture/recalibration process is complete on the first
energy source, the second energy source may perform the remanufacture/recalibration
process.

[0080] Although this disclosure refers to a “dual” energy system, it will be
appreciated that, in some embodiments, a system can include only a single power source. For
example, a system could include a single power supply connected to an AC power outlet. In
such a system, in the event of a power loss, data in the RAM modules 104 may be lost. To
alleviate the risk of data loss, in some embodiments, the system may continuously
asynchronously copy the contents of the RAM modules 104 to the persistent storage system
108; however, it will be appreciated that due to the asynchronous copying method, some data
may be lost in the even to of a loss of power. In another example embodiment, a system can
include a single power supply connected to a single uninterruptable power supply (UPS),
which includes, for example, its own battery backup. In the case of a power failure, in some
embodiments, the UPS may provide sufficient backup power to copy the contents of the
RAM modules 104 to the persistent storage device 112. However, it will be appreciated that
if the single UPS also fails, data likely will be lost.

[0081] As noted above, in some embodiments, the system 100 can include a
persistent storage system 108. In some embodiments, the persistent storage system 108 is
configured to provide nonvolatile storage of data in the even to of a loss of power to the
system 100. In some embodiments, as shown in Figure 1, the persistent storage system 108
can include two storage devices: storage device 1 and storage device 2. In some
embodiments, the persistent storage system 108 include at least two storage devices. Each of
the storage devices can be a persistent storage device (i.e., a nonvolatile storage device that
retains data even when unpowered). For example, each storage device can be an SSD, HDD,
or the like.

[0082] In some embodiments, the multiple storage devices of the persistent
storage system 108 can be configured in a mirrored or RAID configuration. For example, in

some embodiments, the system includes two NVMe SSDs in a dual-write RAID-1
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configuration. In this configuration, data can be written identically to two drives, thereby
producing a “mirrored set” of drives. In some embodiments, a RAID configuration of the
persistent storage system 108 can provide improved fault tolerance for the system 100. For
example, if either storage device fails, the data is preserved in the other storage device. In
some embodiments, other RAID levels can be used (e.g., RAID 2, RAID 3, RAID 4, RAID 5,
RAID 6, etc.).

[0083] Although Figure 1 illustrates the persistent storage system 108 with only
two storage devices, in some embodiments more than two can be included, for example, two,
three, four, five, six or more. In some embodiments, up to 16 storage devices are included. In
some embodiments, up to 32 storage devices are included.

[0084] In some embodiments, as noted previously, the persistent storage system
108 can be used to provide an asynchronous backup of the data stored in the RAM modules
104. Thus, in some embodiments, in the event of a power failure, data related to transactions
not yet completed can be lost. In general, this amount of data can be minimal. Accordingly,
in some embodiments, the persistent storage system 108 provides a nonvolatile method for
backing up the data in the RAM modules 104.

[0085] In some embodiments, data is continually backed up to the persistent
storage device 108. For example, in some embodiments, the initial state of the data in the
RAM modules 104 is copied to the persistent storage device 108, and then the system 100
continues to copy any changes in the data (i.e., the deltas) to the persistent storage device
108. In some embodiments, the system may not continuously copy data to the persistent
storage device 108. For example, not continuously copying the data can allow the system to
run at an even higher performance. In these systems, data may only be copied to the
persistent storage device 108 when a power event is detected.

[0086] In some embodiments, the system persistent storage system 108 includes
sufficient capacity to back up all of the RAM modules 104. Thus, in some embodiments, the
size of the persistent storage system 108 is at least as large as the total size of the RAM
modules 104. For example, if the system includes 3 TB of RAM, the persistent storage

system 108 may include at least 3 TB of space. In RAID configurations, for example, the
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mirrored RAID 1 configuration described above, if the system includes 3 TB of RAM, each
storage device of the persistent storage system 108 may include at least 3 TB of space.

[0087] In some embodiments, the persistent storage system 108 is not used for
user data in the conventional sense. For example, in some embodiments, a user could not
decide to save data to the persistent storage system 108. Rather, in some embodiments, user
data is saved and accessed from the RAM modules 104. In some embodiments, a back-up
copy of the customer data may be provided in the persistent storage system 108 but may
generally not be visible to the user.

[0088] Although this disclosure refers to the persistent storage system 108 include
two storages devices, it will be appreciated that, in some embodiments, a system can include
only a storage. For example, a system could include an SSD backup. In such a system, in the

event of a failure of the single drive, data may be lost.

Bad Blocks in RAM

[0089] As used herein, a bad block or page is an area of storage media that is no
longer reliable for storing and retrieving data because it has been physically damaged or
corrupted. A bad block comprises a size defined memory page aligned with a virtual address
space, which may trigger an uncorrectable error. A bad block may be identified by CFTM
with a specific algorithm and may be sent to an OS core engine with a virtual addressing
identifier. In some embodiments, the core engine procedure may be based on the virtual
addressing identifiers and perform the BBR procedure. However, the CFTM may comprise
an obligation to continue tracking the corresponding physical location of the bad blocks (e.g.
physical memory address, DIMM slot, etc.).

[0090] Bad blocks may also be referred to as bad sectors herein. There are two
types of bad blocks: a physical, or hard, bad block comes from damage to the storage
medium. A soft, or logical, bad block occurs when the operating system (OS) cannot access
the bad block of memory or perform any type of read/write operations on the bad block.

[0091] In some embodiments, a bad block may comprise a physical bad block,
wherein the physical bad block results from damage to the physical memory or storage

medium itself. In the case of a physical bad block, the OS generally cannot access the bad

-20-



WO 2020/142431 PCT/US2019/068940

block of memory or perform any type of read/write operations on the bad block. Generally,
physical bad blocks cannot be repaired by software. Instead, for hard disk drives (HDDs) or
solid state drives (SSDs), the bad block can generally be mapped such that the operating
system avoids the block when reading data from or writing data to storage medium.
However, for memory (RAM), such a solution does not exist. The hardware configuration
and volatile nature of RAM have previously made bad block detection and remediation of
memory particularly problematic.

[0092] In other embodiments, a bad block may comprise a soft or logical bad
block that follows when the OS is unable to read data from a sector. Logical bad blocks may
develop on computer memory or hard drives for a variety of reasons including, for example,
virus/malware infection and improper shut down of the storage medium. As discussed
below, software solutions exist for repairing logical bad blocks in hard disks. However,
software for detection and remediation of logical bad blocks in memory have not been
developed. Therefore, for novel computer systems, such as those that utilize RAM as a
storage device using Real-Time Memory (RTM) to mimic traditional storage media, new
systems, methods, and devices for resolving memory hardware failures are critical.

[0093] Examples of soft bad blocks in magnetic HDDs or SSDs include when the
cyclic redundancy check (CRC), or error correction code (ECC), for a particular storage
block does not match the data read by the disk. When a block is damaged or corrupted, the
data stored at the block may be become inaccessible to the OS. Thus, if OS or application
files are stored in a damaged block, that can cause OS errors or result in application failure.
As the number of bad blocks increases, they can diminish the capacity and performance of
the storage medium and eventually cause hardware failure. HDDs, SSDs, and other non-
volatile storage mediums may manage bad blocks through OS disk utility software or through
firmware of a controller on the hardware itself. These mechanisms may scan storage media
and mark the damaged or error-prone blocks as unusable by the OS. This generally occurs
when a block is being overwritten with new data. The controller may automatically remap
bad blocks to a different sector, which is not used in future operations of the OS.

[0094] The bad block detection and remediation methods described above with

respect to HDDs and SSDs are made possible because of integrated drive electronics
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including controllers capable of diagnosing bad blocks, as well as OS software designed to
identify and mark bad blocks as unusable. In contrast, RAM does not include integrated
controllers and OS’s have previously lacked bad block management software for RAM. The
hardware configuration and volatile nature of RAM have previously made bad block
detection and remediation of memory particularly problematic. In particular, a physical
memory device, such as a dual in-line memory modules (DIMM) controller may not comprise
integrated bad block replacement functionality. Instead, memory devices may comprise an
error-correcting code (ECC) feature of the memory device and an integrated memory
controller (IMC), which may simply report single single-bit errors to the OS to correct those
single-bit errors automatically. However, in the case of double-bit errors or multi-bit errors,
the system may fail directly because of deficient bad block remediation functionality.
Furthermore, a traditional OS may simply record and report single-bit errors to a user
according to the machine check architecture. Those single bit errors may be marked as
correctable errors, while for multi-bit errors, the OS may be unable resolve the error,
resulting in critical failure. Finally, the approach that an OS may take to handle correctable
errors may only be applicable on the System RAM, which is the normally usable RAM by all
applications. However, in a system that provisions a specific range of memory as storage, as
in an RTM system, since the RAM control ad management may bypass the traditional
operating layer and be directed to supplemental software of an OS such as Forsa OS, a
corresponding correction mechanism must be deployed to handle the hardware error and
protect the system.

[0095] Further complications with bad block management in RAM arise from the
volatile nature of RAM. For example, information about bad blocks, such as their location in
virtual memory, must be stored persistently, such that the information is continuously
available to the OS. Thus, if bad block information is to be stored in RAM, backup power
and/or persistent memory mechanisms must be used to preserve the data upon power loss or
computer/server shutdown. The bad block detection and remediation systems and methods

described herein are compatible with mechanisms for persistent RAM, as discussed above.

OS Integration
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[0096] Generally, the OS configures RAM to control how much memory is used
by each application, including the OS itself. In some embodiments, the OS may reserve part
or the entirety of a host physical memory, such as RAM, wherein the reserved space serves as
storage space to higher-level applications. Thus, in some embodiments, it is the obligation of
the operating system to maintain the healthy status of the corresponding physical memory and
to prevent runtime exceptions caused by hardware failures such as bad blocks.

[0097] According to some embodiments herein, a bad block detection and
remediation system may comprise a Central Faults Tolerance Manager (CFTM), which may
assist the OS in identifying hardware failures in memory. The CFTM may identify, for
example, a page comprising a defined range of compromised physical memory that may
cause system level catastrophic failure in the future using one or more retirement criteria. In
some embodiments, the defined range may comprise memory of about 4 KB (i.e. 4096 bytes)
in size, which matches the traditional page size. However, the size of the compromised range
of physical may be smaller or larger than 4 KB, depending on the particular application and
computer processor architecture. For example, in some embodiments, the defined range may
comprise about 2% to about 22 bytes. For example, defined range may comprise about 22
bytes, about 2 bytes, about 2* bytes, about 2° bytes, about 2° bytes, about 27 bytes, about 2°
bytes, about 2° bytes, about 2'° bytes, about 2!! bytes, about 2!2 bytes, about 2'* bytes, about
2!% bytes, about 25 bytes, about 2!° bytes, about 2!7 bytes, about 2!8 bytes, about 2!° bytes,
about 2% bytes, about 22! bytes, about 2%* bytes, about 22 bytes, about 2%* bytes, about 2%
bytes, about 2% bytes, about 2?7 bytes, about 2% bytes, about 2% bytes, about 2*° bytes, about
23! bytes, about 232 bytes, or any value between the aforementioned values. The page size
may be determined based on the desired page table size, as smaller page sizes will require a
larger page table, which will in turn require more reserved space in RAM. However, page
table size consideration must be balanced against internal fragmentation, as large page sizes
will result in more wasted memory. This occurs because smaller page sizes ensure a closer
match to the actual amount of memory required in any given memory allocation.

[0098] Therefore, in some embodiments, a specified portion of memory at the end
of an RTM data segment is reserved as a substitution for bad blocks. This may be referred to

as the reserved space. In some embodiments, the reserved blocks may only be used for a
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BBR procedure and may be unavailable for us by the OS core data path. In some
embodiments, once all substitution blocks are exhausted, the CFTM may notify a user in
order to replace bad DIMMs or perform other forms of memory cleanup.

[0099] In some embodiments, the CFTM module does not directly operate with
the core engine data path of the OS, such that it cannot adequately protect the system alone.
For example, the input/output (I/O) through the data path may trigger an unrecoverable
failure once it targets at bad block, which the CFTM cannot control. Thus, in some
embodiments, the core engine of the OS is designed and implemented to integrate with the
CFTM and with specific mechanisms that cause the avoidance of an unrecoverable failure
from the data path by preventing user inputs/outputs from transferring either from or to the
bad block. In some embodiments, the mechanism may be defined as core engine Bad Block
Retirement (BBR) methods.

[0100] Figure 2 illustrates an example RAM space allocation according to some
embodiments herein. Total RAM capacity 200 may comprise the cumulative available
memory available to be allocated by the OS. Total RAM capacity 200 may represent the
available memory of a portion of a DIMM, an entire DIMM, a plurality of DIMMs, a memory
server, or a plurality of memory servers. In some embodiments, a portion of the total RAM
capacity 200 is reserved space 202 comprising a page spares space 204 and a retired pages
list space 206. In some embodiments, the reserved space 202 comprises memory reserved for
bad block remediation mechanisms. In particular, the page spares space 204 comprises
memory page spares that are made initially unavailable to the operating system, and can be
used to replace retired pages as they are detected and identified by the CFTM and the OS.
Thus, the memory page spares initially comprise empty memory pages that can be allocated
data that was previously allocated to retired pages when the pages are retired. The retired
pages list space 206 comprises a list of the retired pages and related information, such as the
retired page number, retirement rank, and retirement criteria count, among others. The
retirement rank may comprise a rank of the relative risk of the retired page compared to other
retired, unretired, watched, or available pages based on the one or more retirement criteria.
The retirement criteria count may comprise a count based on the application retirement

criteria, such the number of total CEs, rate of CEs, or time since last error. Referring again to
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Figure 2, available memory 210 may comprise the portion of RAM that is made available to
the OS for OS and application processes of the core engine data path.

[0101] Figure 3 illustrates another example RAM space allocation according to
some embodiments herein. As in the embodiment of Figure 2, Total RAM capacity 200 may
comprise a reserved space 202 comprising page spares space 204 and a retired pages list
space 206. In addition, reserved space 202 may further comprise a watched pages list 208
comprising a list of watched pages, which are pages that are being monitored by the CFTM
and/or OS, but are still available for use by the OS.

[0102] In some embodiments, the retired pages list size corresponds exactly to the
capacity of pages in the page spares space 204. In other words, the retired pages list can list
exactly the number of pages that correspond to the size of the page spares space 204. For
example, if pages of size 4 KB are used for a given RAM architecture, and the page spare
space 204 allocated is 4 MB in size, then, the number of records on the retired page list
should be exactly equal to the allocation divided by the page size (e.g. 4MB/4KB = 1000
records).

[0103] It will be appreciated that there can be many selected retirement criteria for
deciding which page should be retired. Some of the retirement criteria are cumulative by
nature (e.g. counters) and some others are not cumulative (e.g. rates). The time since last
error, for example, is a cumulative counter and could be used as a possible retirement
criterion in some embodiments when either pages with the oldest errors or the newest errors
are considered as high-risk by the CFTM and listed as either retired or watched. The total
number of errors per page is another example of a cumulative criterion. Alternatively, the
rate of errors per unit time or a simple error detector (e.g. detecting the first error of a page)
may be considered as short-term counters to calculate the rate of events or just a simple
threshold-like criterion that may not necessarily need to keep track of event history.
Additionally, in some embodiments, different combinations of different measurements could
be used to form the new retirement criterion. In other words, various numeric measures of
RAM failure risks could be used with the systems and methods described herein.

[0104] Several trusts and assumptions may be implemented for the core engine

data path and BBR mechanisms to function more efficiently. Firstly, within the fully
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addressable virtual memory space, which is referred to as the real-time memory (RTM)
address space or superblock herein, it may be assumed that there are critical reference counter
and hash value areas within RAM that comprise relatively small ranges (e.g. less than 0.3
percent of the RTM). These ranges are not factored into the reserved space or available space
of RAM discussed with respect to Figures 1 and 2. Thus, in some embodiments, the BBR
functions may not apply on those ranges. Instead, in some embodiments, the CFTM will
track errors that occur in those critical regions and notify a user of any errors.

[0105] In some embodiments, the BBR mechanism is not necessary in these
critical regions, as these regions may not contain user data. Instead, in some embodiments,
these regions may majorly participate in core algorithm operations. In some embodiments,
these critical regions only comprise about 0.3% of the entire memory storage space, which
may mean that the error occurrence within such region is relatively low. Furthermore, in
some embodiments, these regions may be performance critical, such that applying BBR over
these regions may introduce small performance overhead in the data path, which may be
significant in those regions. Thus, in some embodiments, instead of performing BBR in
these regions, the traditional operating system approach may be used to record and report
errors that occur over those regions to the user, and let the user to decide whether the system
should continue operating.

[0106] Secondly, in some embodiments, it may be assumed that the appearance of
bad blocks in memory is not a frequent event. As such, in some embodiments, the OS may
reserve a relatively small number of blocks from the RTM space as substitutions for bad
blocks. As discussed above, in some embodiments, about 4096 bytes may be reserved from
RTM virtual address space for spare pages. This may be referred to as the reserved space and
may represent the space within the user data portion of the entire memory storage that is
reserved for replacing bad blocks. This reserved space is limited. Thus, once the number of
bad blocks reach the number of reserved blocks, the CFTM may notify the user in a proper
way and may suggest replacement of physical memory. In some embodiments, the BBR
function may not apply to the reserved blocks since those blocks are not used in the OS core

engine data path.
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[0107] Finally, in some embodiments, the systems and methods described herein
may be designed to classify all bad blocks that are identified by CFTM as "highly suspected"
or high-risk bad blocks, rather than confirmed bad blocks. In some embodiments, the core
engine of the OS may frequently or substantially always have enough time to retire the high-
risk blocks via the BBR mechanism as well as replace the bad block with a substitution spare
block. However, in some embodiments, if an unrecoverable failure occurs during
replacement of the bad block, the system may fail due to a machine check exception (MCE).
An MCE is a type of computer hardware error that occurs when a computer's central
processing unit detects an unrecoverable hardware error in the processor itself, the memory,
the 1/0O devices, or on the system bus. In some embodiments, accessing a bad block will
cause a transient or a hard/uncorrectable error. In general, an MCE that is caused by the
uncorrectable cell is trapped by the OS kernel. Ideally, such an MCE should be trapped by a
CFTM interrupt handler before reaching the OS. In some embodiments, this comprises a first
step of BBR, which helps to detect and identify the hardware error or bad blocks.

[0108] Thus, even with the CFTM and BBR methods described herein, it may not
be possible to permanently eliminate the occurrence of unrecoverable failure in an OS
runtime because of memory hardware failure, especially in the event of sudden physical
damage to RAM. However, the systems and methods herein may restrict the possibility of
the appearance of a catastrophic exception to a reasonable and acceptably low level.

[0109] There are several additional challenges in designing and implementing
BBR mechanisms for RAM, especially in RAM-based computer systems. For example, in
some embodiments, the data path that handles I/O requests in the OS core engine may
comprise a typical concurrent reference counting system. Thus, in some embodiments, one
block in the RTM space may be referred to by a huge number of a logical block addressing
(LBA) scheme from the provisioning layer of memory. In other words, there may multiple
references to a bad block within the virtual memory address scheme of the OS. In some
embodiments, this means that once a memory block in the RTM space is identified as a bad
block and needs to be replaced, in some cases, multiple blocks from multiple devices may
need to be concurrently marked as a bad block and need to be concurrently replaced from an

OS or application perspective. Furthermore, each device may also contain multiple bad
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blocks in this case which must be repaired concurrently. Without concurrent repair and
replacement of the multiple references to bad blocks, errors may still occur.

[0110] As discussed above, in some embodiments, a single bad block might be
referenced by multiple storage devices provisioning according to an OS core engine
algorithm. For example, one memory block may contain bytes comprising commonly used
data, such that it may be used by multiple devices, as provisioned from the OS core engine.
While inside the memory storage space, only one copy of the commonly used block may be
needed, such that, if the block is being identified as a bad block, the system may have
multiple bad references to the block within the memory-addressing scheme (e.g. LBA
scheme). Thus, in some embodiments, when one block in the RTM space is identified as a
bad block, some or all of the virtual block table (VBT) entries that point to the bad block may
be defined as a bad reference. In some embodiments, the VBT contains a mapping of logical
block addresses to the actual physical block address of a specific memory storage device.
Each entry in the VBT may point to a specific physical storage block. Correction of each
VBT entries corresponding to the bad block may be required.

[0111] In some embodiments, the number of bad references for a single bad block
may correspond to a reference counter value for the block at the time when it is being
marked. This reference counter value may be stored in t. In some embodiments, the CFTM
may also track the number of bad references at a device level and/or system level. In some
embodiments, once the number of bad references reach a predetermined specific threshold
value, the CFTM may make a decision regarding further operations of the device and/or
system with regard to the bad block to avoid memory failure.

[0112] Similar to blocks in the available RTM data block, each reserved block
may have a corresponding reference counter in a reference counter segment and hash register
at the critical reference counter and hash value areas within RAM. However, in some
embodiments, the RTM new block allocating will not access the reserved region. In addition,
in some embodiments, the BBR mechanism will not apply to the reserved space.

[0113] Because of the technical complexity associated with the LBA scheme of a
RTM, the BBR mechanism for marking and replacing bad blocks may need to be designed to

satisfy the concurrency requirement, especially in relation to real-time, active I/O operations.
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Furthermore, the concurrency design should not result in an apparent performance overhead
to preserve a quality user experience. In some embodiments, benchmarks may be required to
measure the overhead due to extra I/O operation branching and comparison operations within
the existing I/O processing procedure that may be required by BBR.

[0114] Another challenge and design consideration involves the level of
transparency of the BBR operations from the CFTM to an OS, the application level, and/or
users. In some embodiments, the CFTM may not expose the execution details of the BBR
mechanism to the application level of the OS. In other words, in some embodiments, the user
may not and will not be aware of the existence of bad blocks and corresponding replacement
operations, unless they monitor the bad block information from CFTM interfaces.

[0115] Thus, in some embodiments, the OS core engine will reroute I/O
processing when it is remediating the bad blocks, without affecting user processes if the BBR
procedure is performed successfully. However, in some embodiments, the CFTM may be
configured to collect some or all of the bad block information and provide feedback to the
user as an essential healthy status report. In some embodiments, the CFTM may allow a user
to make a decision on whether the system should continually run as in normal state,

regardless of the existence of bad blocks.

Bad Block Identification in the Core Data Path

[0116] Discussed below are various algorithms for marking and retiring bad
blocks via the CFTM. However, once a bad block is identified and marked for the OS, it
must be removed from the core engine data path to avoid referencing the retired bad block.
Thus, mechanisms for removing retired bad blocks from the data path are needed.

[0117] As discussed above, in some embodiments, each data block in an RTM
data segment has one reference counter in the reference counter segment and one hash
register in the hash value segment. In some embodiments, the reference counter and the hash
register comprise meta-words that may serve as bad block identifiers to the OS.

[0118] In some embodiments, a reference counter value for a normal data block is
in a specified range, for example [0:65535]. In some embodiments, the CFTM BBR

mechanism may set the reference counter to the maximal number of (2 » 16 - 1) = 65535 to
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indicate that the corresponding block is a bad block. 65535 is the maximal value that a 16-bit
unsigned word can present. In some embodiments, the system may mandatorily pick up the
maximal value of an integer to indicate the error block. However, it will be appreciated that
any reference counter value may be used to indicate a bad block. The maximal number may
be used for convenience. In this example, all the reference counter value numbers below the
max value indicates that the block is not a bad block. Using this mechanism, and because the
reference counter value for a normal data block will range from 0 to 65534, a counter above
this value may indicate that the data block is a bad block. In some embodiments, the bad
block will be marked as a hotspot in RTM by the OS core engine and will not be utilized in
future I/O processing.

[0119] In some embodiments, when a block is marked as a bad block, the
corresponding hash register in the hash value segment may be immediately destroyed or
otherwise removed, such that the hash register can be used as an 1/O reroute gateway. In
some embodiments, each hash register is a 64-bit word. In some embodiments, the highest
48 bits can be used to contain a replacement block or spare page LBA in the reserved space,
while the lowest 16 bits can be used to contain the current reference counter value as the
number of bad references.

[0120] In some embodiments, marking a block as a bad block may follow an
extremely strict memory order. In some embodiments, the core engine may sometimes or
substantially always first mark the reference counter value to 65534, which may fix the block
at a specific location in the RTM space. In some embodiments, once the replacement of the
bad block by a spare page is completed and the reroute gateway is setup and is visible to the
OS, the core engine may issue a retirement command to set the bad block reference counter
to 65535 to complete the retirement procedure. In some embodiments, after retirement,
future I/O processing can be based on the reference counter value 65535 to avoid accessing

the bad block. Instead, references to the bad block are rerouted to the spare page.

Bad Block Retirement Algorithms

[0121] Retirement of high-risk RAM memory pages may be advantageous. High-

risk RAM memory pages may comprise bad blocks or blocks that are determined to be at risk
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of failure. A significant problem in high-risk pages in RAM is that RAM buffer space that
can allocated for “page spares” may be limited. As used herein, page spares refer to pages
that are reserved upon memory allocation, such that those pages are not available for the OS
or applications for writing data. Instead, these pages are saved to replace pages that are
detected by the CFTM to be high-risk pages. The methods and systems proposed herein are
configured for handling high-risk pages under the constraints of the limited reserve space of
RAM.

[0122] In some embodiments, reserved space is allocated in RAM for a plurality
of spare pages that may replace pages that are determined to have a high risk of failure. The
determination of risk may be based on one or more page retirement criteria. In some
embodiments, the page retirement criteria may comprise the overall correctable error (CE)
count, the CE rate (e.g. errors/time or errors/operation), or the time since last CE, among
others. In some embodiments, these high-risk pages may be removed from operation and
their data may be copied to spare pages that replace the high-risk pages.

[0123] In some embodiments, every such high-risk page meeting the one or more
retirement criteria may be retired. This may represent the lowest-risk solution. However, in
some embodiments, retiring every high-risk page may be impractical because each retired
page must be immediately replaced with a spare page that is allocated from the reserved
space of RAM. In some embodiments, this allocated reserved space has a limited size.
Otherwise, the reserved space would be prohibitively large such that it may inhibit the
primary functionality of the RAM.

[0124] Thus, in some embodiments, a list of retired pages may be created and
updated over time as new high-risk pages are added to the retirement list. In some
embodiments, high-risk pages may be removed or unretired from the retirement list, such that
they may become available for use by the operating system again. In some embodiments,
retired pages may be unretired based on one or more unretirement criteria. In some
embodiments, the unretirement criteria may comprise the retirement age of a page, which
may comprise the length of time for which the page has been on the retirement list, such that
the “oldest” retired page may be unretired first. In some embodiments, once the allocated

reserve space for the retirement list has been completely filled with retired pages, retired
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pages may be unretired when a new page meets the one or more retirement criteria. In some
embodiments, the new high-risk page may replace the “oldest” retired page on the retirement
list. In this case, the “unretired” page is added to the RAM available to the OS and can be
used to store new data again, while the newly detected high-risk page becomes unavailable
for use by the OS.

[0125] A potential drawback of using page retirement age as an unretirement
criterion is that such an approach may result in some higher-risk pages being made available
simply because their reliability issues manifested earlier than that for some other high-risk
pages. Thus, another approach according to some embodiments is to prioritize memory
pages in terms of their level of risk and make retirement decisions according to relative risk.
Thus, in some embodiments, the retirement and unretirement criteria may be designed to
assess the risk of page failure not only by the age of errors, but alternatively, by one or many
criteria that are relevant to page’s reliability.

[0126] As discussed below, the systems and methods described herein can be
configured, in some embodiments, to maintain the list of retired pages as well as maintain a
list of “watched” pages and dynamically re-arrange the pages in the retired list and watched
list to minimize the overall risk of failure of one or more DIMMs, computer memory, or
server memory as a whole.

[0127] In some embodiments, every page that meets the retirement criteria may be
placed on a retirement list. In other embodiments, pages that meet the retirement criteria may
be initially placed on a watch list, such that the pages are not immediately removed from use
once the retirement criteria is met. Allocating pages to the watch list may allow for
continuous or periodic collection of page statistics and comparison of watched pages to
retired pages without utilizing the limited reserved space of the retirement list.

[0128] In some embodiments, a list is to be created to track both retired pages and
watched pages. In some embodiments, the main difference between the above two categories
is that each retired page is replaced with a spare page that is allocated from the reserved space
of RAM, which has a limited size. On the other hand, watched pages may be those for which
health statistics are being tracked, but the pages remain available for use by the OS, such that

the reserved space of RAM is not reduced by placing pages on the watch list.
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Single Page Retirement Criterion

[0129] In some embodiments, pages may be retired or watched based on a single
retirement criteria, such as the overall correctable error (CE) count, the CE rate (e.g.
errors/time or errors/operation), or the time since last CE for each page.

[0130] Figure 4 illustrates a flowchart of an example BBR algorithm using a
single retirement criteria. First, pages in available memory may be continuously or
periodically monitored for errors by the CFTM at 402. In some embodiments, the CFTM
may comprise a configurable period parameter to scan memory pages for errors at the end of
each period. In some embodiments, the period may comprise about 15 seconds. In some
embodiments, the period may comprise about O s, about 1 s, about 2 s, about 3 s, about 4 s,
about 5 s, about 10 s, about 15 s, about 20 s, about 25 s, about 30 s, about 35 s, about 40 s,
about 50 s, about 1 min, about 2 min, about 3 min, about 4 min, about 5 min, about 10 min,
about 20 min, about 30 min, about 40 min, about 50 min, about 1 h, about 2 h, about 3 h,
about 4 h, about 5 h, about 10 h, about 1 day, about 2 days, about 3 days, about 4 days, about
5 days, about 6 days, about 7 days, about 8 days, about 9 days, about 10 days, about 1 month,
about 6 months, about 1 year, or between any of the aforementioned values.

[0131] In some embodiments, one or more high-risk pages may be detected by the
CFTM based on a selected single retirement criteria at 404. In some embodiments, once the
CFTM has identified a high-risk page, the CFTM may notify the OS of the high-risk page. In
some embodiments, the OS or CFTM may determine if there is a free page spare in reserved
space 202 that can be used to replace the high-risk page at 406. In some embodiments, if the
OS or CFTM determines that there is a free page spare, the detected high-risk page may be
retired and replaced with a page spare at 408. Thus, initially, when the page spares space 204
is full of available or free page spares, every detected high-risk page exceeding a single
selected page retirement criteria threshold may be deemed high-risk and/or retired until all
free page spares have been used and the retired pages list has been filled. If, on the other
hand, the retired page list has reached its size limit and, therefore, the page spares space
becomes filled up completely with retired pages, the CFTM or OS may complete a risk

assessment to compare the relative risk levels of the detected high-risk page and the
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previously retired pages at 410. In some embodiments, the detected high-risk page may
compared to all of the pages on the retired pages list. Alternatively, the high-risk page may
be compared to only a subset of the pages on the retired pages list.

[0132] In some embodiments, the CFTM or OS may determine if the high-risk
page represents a higher level of risk of memory failure than the pages on the retired pages
list at 410. In some embodiments, if the detected high-risk page is determined to be higher
risk than at least one previously retired page based on the single retirement criteria, the high-
risk page may swap the lowest risk retired page for the detected high-risk page at 412.
Alternatively, if the detected high-risk page is determined to be a lower risk than all
previously retired pages at 410, the high-risk page may not be retired at 414.

[0133] Using the above algorithm, there may be a risk that unretired high-risk
pages will avoid retirement if historical cumulative retirement criteria counts are not
preserved. Thus, for embodiments that use cumulative counts as the single retirement
criteria, such as the total number of errors or the time passed since last error, the cumulative
counts for each page may need to be preserved as soon as the page is removed from the
retired list. For example, if cumulative CEs are used as the page retirement criteria and a
page that was initially retired with 66 cumulative CEs may be unretired from the list to
accommodate a detected high-risk page with 67 cumulative CE. If not tracked, the unretired
page will have its cumulative CE count reset to zero because it is impossible to store an error
list of an unlimited size to track cumulative CEs for every page in the available space. Thus,
in order for the unretired page to be retired again, it would need to accumulate at least 66
additional CEs if the cumulative count is not preserved.

[0134] To avoid the above issue, an alternative BBR algorithm may be used.
Figure 5 illustrates a flowchart of another example BBR algorithm using a single retirement
criteria.  First, pages in available memory may be continuously or periodically monitored
for errors by the CFTM at 502. In some embodiments, one or more high-risk pages may be
detected by the CFTM based on a selected single retirement criteria at 504. In some
embodiments, once the CFTM has identified a high-risk page, the CFTM may notify the OS
of the high-risk page. In some embodiments, the OS or CFTM may determine if there is a

free page spare in reserved space 202 that can be used to replace the high-risk page at 506. In
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some embodiments, if the OS or CFTM determines that there is a free page spare, the
detected high-risk page may be retired and replaced with a page spare at 508. Thus, initially,
when the page spares space 204 is full of available or free page spares, every detected high-
risk page exceeding a single selected page retirement criteria threshold may be retired until
all free page spares have been used and the retired pages list has been filled. If, on the other
hand, the retired page list has reached its size limit and, therefore, the page spares space
becomes filled up completely with retired pages, the CFTM or OS may determine if there are
any open slots in the watched pages list 208. If the OS or CFTM determines that there is an
open space, the detected high-risk page may be placed on the watched page list 208 at 512.
Thus, when all the page spares in reserve space 202 have been used, a newly detected high-
risk page may be placed initially in the watch list for further monitoring and comparative
analysis.

[0135] Upon placement on the watch list at 512, the high-risk page may be
compared with pages on the retired list at 520 to determine if it is a higher-risk page than any
of the retired pages based on the retirement criteria. If the high-risk page on the watch list is
a lower risk page than all of the retired pages, it may remain on the watch list and may not be
retired at 522. If, however, the watched page is determined to be riskier than at least one
retired page based on the retirement criteria at 520, it may be retired and replaced with the
unretired page at 524, while the unretired page will become available for use by the OS again.
In some embodiments, the least risky retired page, based on the retirement criteria, may be
unretired.

[0136] Referring again to Figure 5, if the CFTM or OS instead determines, at 510,
that there are no open slots in the watched list 208, then the CFTM or OS may complete a
comparative analysis, based on the selected retirement criteria, of the high-risk age and the
existing watched pages at 514. If the high-risk page is determined to be of lower risk than all
watched pages, it will not be placed on the watched list 208 or the retired list 206 at 516. If,
however, the high-risk page is determined to be riskier than at least one page on the watch
list, it replaces the least risky page on the watched pages list 208 based on the retirement
criteria at 518. Once placed on the watched pages list 208, the risk level of the high-risk page

may be periodically or continuously compared to pages on the retired list 206 at 520. If the
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high-risk page on watched list 208 is determined to be less risky than every page on retired
list 206, it may not be retired and may remain on the watched list 208 at 522. Alternatively,
if he watched page is determined to be riskier than at least one retired page based on the
retirement criteria at 520, it may be retired and replaced with the unretired page at 524, while
the unretired page will become available for use by the OS again. In some embodiments, the
least risky retired page, based on the retirement criteria, may be unretired.

[0137] In some embodiments, all of the high-risk pages not on the retirement list
are first moved to the watched list, which is also limited in size and represents the user-
defined fraction of the total list available. Ideally, the CFTM and OS could keep track of
every page meeting at least one retirement criterion even after removal from the retired page
list. However, this is impractical due to a limited size of the reserved space 202 of memory.

[0138] High-risk pages thus become watched pages and stay on watched pages
list 208 until either of the following situations occur. First, if another high-risk page that has
not yet been placed on either the retired list 206 or the watched list 208 having riskier
retirement criteria statistics is detected, it will replace the high-risk page on the watch list
having the least risky retirement criteria statistics. In this case, the new high-risk page is
swapped with the page on the watch list. However, both pages remain available for the OS
and applications to use, since watch list pages are not removed from utilization. Second, if a
watched page's retirement criteria statistic subsequently exceed the retirement criteria statistic
of a retired page, the watched page and the retired page are swapped and the retired page gets
unretired, which means that its capacity becomes available for new data again. In this case,
the unretired page remains on the watch list until one of the above two situations occurs.

[0139] An example retired list 206 and watched list 208 of high-risk memory
pages according to some embodiments herein is illustrated in Figure 6. As discussed above, a
RAM bulffer is allocated to hold a list of N high-risk DRAM pages. In some embodiments, K
positions at the end of the list are reserve for the watched list 208. Therefore, in some
embodiments, (N-K) positions are allocated for (N-K) retired pages in a retired list 206 and
this number of (N-K) pages multiplied by page size corresponds exactly to the capacity of the
page spares space 204. In the illustrated example of Figure 6, K = 3. Therefore, the watched

page list could contain up to three (3) records only in the illustrated embodiment. It will be
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appreciated that the watched pages list 206 could contain any desired number of records. As
discussed above, watched list 208 includes pages that are not retired but have already show
some health issues based on one or more retirement criteria and may need to be monitored.
In the illustrated embodiment, the list is being filled with the records as errors appear over
time and remains unsorted. Figure 6 shows the unsorted lists that are only partially filled
with retired pages, including the available positions 602 up to N, page numbers 604, their
relevant retirement criteria statistics 606 (e.g. total CE errors) and the page RAM rank 608.
The purpose 610 is shown for exemplary purposes and may not be stored in retired list 206
and watched list 208. Thus, additional high-risk pages could be added to the retired list 206
without unretiring any retired pages. In this case, every new retired page and its info is added
to the next available row below. In some embodiments, no list sorting is needed until the
limit of the retired page spares space is reached. The numerical values of the example lists
provided herein are exemplary in nature and are not meant to be limit the scope of this
disclosure.

[0140] Figure 7 illustrates another example retired list 206 and watched list 208
according to some embodiments herein. In the illustrated embodiment of Figure 7, the retired
page list 206 is completely full. This corresponds to the situation in which when page spares
space 204 has been filled completely with retired pages. At this point, in some embodiments,
newly detected high-risk pages are added to the watched list 208 until the watched list 208 is
also full, as described with reference to the flowchart of Figure 5. In the illustrated
embodiment of Figure 7, the lists have not yet been sorted

[0141] Figure 8 illustrates another example retired list 206 and watched list 208
according to some embodiments herein. In the illustrated embodiment of Figure 8, both lists
have been completely filled with high-risk pages. In some embodiments, when both the
retired list 206 and the watched list 208 have been filled, both lists may be sorted by the
retirement criterion to perform a risk assessment and comparative analysis of the pages. In
some embodiments, the pages are sorted from highest risk to lowest risk page based on
retirement criteria count, as shown in Figure 8. For example, in Figure 8, the highest risk
page (Page Number 8534) has a retirement criteria count of 202 and the lowest risk page

(Page Number 45) has a retirement criteria count of 1. In some embodiments, when a new
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entry is added to the watched list 208 or any other change is made to a completely filled
retired list 206 or watched list 208 such as a change in the retirement criteria count of any
page in either list, the lists may be re-sorted. In some embodiments, this re-sorting ensures
that the highest risk pages are always retired and the corresponding page entries are moved to
the retired list 206.

[0142] Figure 9 illustrates another example retired list 206 and watched list 208
according to some embodiments herein. The lists of Figure 9 correspond to the case of a
watched list page that has generated a retirement criteria count (e.g. cumulative CEs) at levels
exceeding a retired page on the retired list 208. For example, in Figure 9, Page Number 345
of watched list 208 has generated a retirement criteria count of 17, while Page Number 23455
of retired list 206 has generated a retirement criteria count of 9. The above situation may
occur if pages are monitored periodically and, for example, Page Number 345 had 7 CEs
generated and Page 23455 had 9 CEs generated prior to the most recent periodic memory
check, and Page 345 generated 10 CEs and Page 23455 generated O CEs in the period
between a previous periodic memory check and the most recent periodic memory check.
Thus, the illustrated embodiment may represent the lists prior to a new sorting of the list
pages.

[0143] Figure 10 illustrates another example retired list 206 and watched list 208
according to some embodiments herein. The illustrated embodiment of Figure 10 may
represent the table of Figure 9 with a newly sorted retired list 206 and watched list 208.
Since Page Number 345 has a higher retirement criterion count 606 than Page Number
23455, it may added to the retired list 206, while Page Number 23455 is moved to the
watched list 208. In the illustrated embodiments, Page Number 23455 was the retired page
with the lowest retirement criteria count and was therefore unretired in favor of the higher
risk Page 345. Effectively, the data of page 345 may be moved to the newly available
capacity space offered by page 23455, which is now considered as lower reliability risk than
the page 345. Meanwhile, Page 345 is now retired and removed from the available RAM
capacity space 210.

[0144] Figure 11 illustrates another example retired list 206 and watched list 208

according to some embodiments herein. In the illustrated example, the CFTM has detected a
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new high-risk page (Page Number 2345), which has a higher retirement criteria count 606
than one or more pages in the watched pages list 206. In the illustrated embodiment, a
comparative analysis and re-sorting of the watched list 208 and retired list 206 has not yet
occurred. Page 2345 has not yet been added to either list and thus remains available for use
by OS and applications. In this case, the retirement criteria count 606 for the newly detected
page may compared to the last (Nth) page in the table. As discussed with reference to the
flowcharts of Figures 4 and 35, if the retirement criteria count 606 for the newly detected page
is lower than every page in the retired list 206 and the watched list 208, it is rejected and
ignored. However, in the illustrated embodiment, Page 2345 has a retirement criteria count
606 that is higher than at least one page in the watched list 208. Thus, the Page 2345 may be
placed on the watched list 208 and a page from the watched list 208 will be removed.

[0145] Figure 12 illustrates another example retired list 206 and watched list 208
according to some embodiments herein. Figure 11 illustrates the results of resorting the table
of Figure 11. In particular, since Page Number 2345 has a retirement criteria count 606 that
is higher than at least one page in the watched list 208, it is swapped for the Nth page in the
table. In some embodiments, the Nth page is removed from the watched list 208. In the
illustrated example, memory Page Number 45 is removed.

[0146] Figure 13 illustrates another example retired list 206 and watched list 208
according to some embodiments herein. In the illustrated example, the retired list 206 and
watched list 208 of Figure 12 have been re-sorted according to the retirement criteria count
606. It is noted that after the entire lists are sorted, Page Number 2345 has moved higher on
the list than Page Number 6454. In the illustrated embodiment, the records are sorted
according to the retirement criteria count 606 in in the order of declining risk. Newly
detected high-risk pages are added and the lists are re-sorted according to the processes
described in Figures 6-13.

[0147] To summarize, the above disclosure addresses RAM memory page
retirement after a high risk of failure is detected for a given memory page. Systems, methods,
and algorithms are proposed to handle such high-risk RAM pages in the case of a single page
retirement criterion such as the cumulative CE count, CE rate, or time since last CE, among

others. Two different and complementary ways to manage high-risk pages can include
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retiring a page that met the retirement criterion or placing a page meeting a retirement
criterion on a watched list 208. In some embodiments, the systems, methods, and algorithms
may include one list of limited size to manage high-risk pages, or separate lists comprising all
the retired pages and watched pages. The size of retired list 206 may correspond exactly to
the number of page spares in the page space 204. The watched list 208 may contain those
high-risk pages that are not retired yet but need to be monitored.

[0148] This disclosure proposes systems, methods, and algorithms that can retire
RAM memory pages that meet a specific retirement criterion, monitor those pages that also
meet the retirement criteria but represent a lower risk level of failure at the moment of testing
according to the retirement criterion, and manage all of the above when either the retired page
list 206 and/or the watched list 208 is also filled. In addition, this disclosure proposes
systems, methods, and algorithms to add new pages to the retired list 206, add new pages to
the watch list 208, swap pages between the lists, remove a page from either list, and to

terminate monitoring of some pages altogether.

Dynamic Page Retirement

[0149] This section relates to systems and methods for managing memory
failures. Certain embodiments relate to a systems, methods, and devices for dynamic page
retirement for RAM. In some embodiments, the systems and methods proposed below do not
rely on a constant, fixed decision-making threshold and processes, but rather estimate
retirement criteria thresholds in real time based on the available data and the statistics about
correctable memory errors (CEs).

[0150] As discussed above, a static, fixed threshold for a retirement criterion may
be used to determine whether a memory page is deemed high-risk, watched, and/or retired.
However, in some embodiments, using a static, fixed, unchanging threshold for CE
retirement decisions may be too simplistic and inflexible. For example, if such a threshold
remains fixed over time, it is unlikely that it will work equally well for different RAM
suppliers (e.g. Samsung vs Intel), different DRAM types (e.g. DDR3 vs. DDR4, 128 GB vs.
256 GB, etc.), and different server types, all having different characteristics, design, and

reliability levels. Furthermore, CE cumulative count and CE rate may increase over time but
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have a non-linear effect on the rate of unrecoverable memory errors. Finally, any mistake in
setting such a static threshold could result is a higher than necessary replacement rates for
very expensive RAM DIMM units if set too low or, in missing potential reliability issues if
set too high. Therefore, this disclosure describes using server health monitoring to calculate
such a retirement criteria threshold dynamically to decide which pages should be retired in
response to changing environments and RAM behaviors over time.

[0151] In certain embodiments, an algorithm can be used to dynamically calculate
such a page retirement threshold and make page retirement decisions differently over time.
These algorithms should allow a reduction in RAM replacement rate without sacrificing
reliability.

[0152] In some embodiments, multiple different retirement threshold definitions
for the same memory page can include, for example, a first retirement criteria and a second
retirement criteria. In some embodiments, the first or second retirement criteria may
comprise the rate of CEs or the number of CEs per a selected time period. In some
embodiments, the other retirement criteria may comprise a cumulative count of CEs since the
start of page use. However, it will be appreciated that other retirement criteria definitions are
possible as well as their combinations.

[0153] In some embodiments, a statistical distribution of all the correctable errors
and their counts across the memory pages can be used to dynamically calculate retirement
criteria thresholds. In some embodiments, the statistical distribution may be assumed or
dynamically determined by monitoring a subset or all of the memory pages of the system. In
some embodiments, a normal destruction of CEs may be assumed. In some embodiments,
the upper boundary for the majority (e.g. about 99.7%) of all the possible values in the
population equals the MEAN + 3o, wherein ¢ is the standard deviation of the distribution.
For the normally distributed data set, only 0.3% of all the population values would be found
outside of this boundary as 97.3% of them is located between the population MEAN and 3 x
Sigma.

[0154] In some embodiments, a dynamic retirement criteria threshold can be
constantly calculated as equal to the mean + 36 upper boundary using, for example, the most

recent CE rate values and cumulative CE error counts observed across a subset of the
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memory space to the entire memory space from all the available RAM pages and to set the
threshold according to the following formula: Threshold = Max (1, population mean + 3 o).

[0155] In other words, per the formula above, the retirement criteria threshold
cannot be less than one, which will be its starting value, but over time could be set at nearly
any value depending on the CE count and rate statistics. In some embodiments, the mean and
the standard deviation are calculated for a configurable time period that is configurable. In
some embodiments, the time period may be about 24 hours. In some embodiments, the time
period may be about 0 s, about 1 s, about 2 s, about 3 s, about 4 s, about 5 s, about 10 s, about
15 s, about 20 s, about 25 s, about 30 s, about 35 s, about 40 s, about 50 s, about 1 min, about
2 min, about 3 min, about 4 min, about 5 min, about 10 min, about 20 min, about 30 min,
about 40 min, about 50 min, about 1 h, about 2 h, about 3 h, about 4 h, about 5 h, about 10 h,
about 1 day, about 2 days, about 3 days, about 4 days, about 5 days, about 6 days, about 7
days, about 8 days, about 9 days, about 10 days, about 1 month, about 6 months, about 1 year,
or between any of the aforementioned values.

[0156] As a result of periodically or continuously calculating a dynamic
retirement criteria threshold for the memory, the threshold may change over time. In some
embodiments, the threshold starts at one (1) but changes over time and may rise and fall,
depending on how the statistical population of pages in memory behaves over time.

[0157] Two examples approaches are described below to estimate the health risk
for memory pages: by the rate of CEs measured in CE count per unit time, or by the total or
cumulative count of CEs since a specified time such as the beginning of operation of the
page. In some embodiments, a page retirement decision can be made, for example, if either
CE rate or CE cumulative count is above the threshold, indicating that a page is anomalous.
In some embodiments, this may represent a reliability-focused decision, since it requires an
anomalous indicator using only one retirement criteria. Alternatively, a retirement decision
can be made if both CE rate and CE cumulative count for a single page are both above the
static or dynamically calculated threshold. This approach may be employed when page
preservation in usable memory is of a high priority. In some embodiments, once a page has
been retired, it may be removed from the statistical population for which the dynamic

threshold is calculated.
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[0158] In some embodiments, if a reliability-focused decision is used such that a
page is retired if any retirement criteria threshold is exceeded, then all retirement criteria
must be monitored concurrently because they are not necessarily correlated. For example, it
is possible that some pages can exhibit a slow increase or drift in CE cumulative count, such
that no individual CE ever causes the page to have a CE rate over the threshold. Thus,
tracking cumulative CE count may be used to retire pages that consistently produce CEs at a
relatively low rate. In some embodiments, the opposite phenomenon is also possible,
wherein some pages may exhibit a sharp increase in CE rate for short periods of time, but the
CE cumulative count never exceeds the threshold. In this case, the pages may nonetheless be
retired for exceeding the CE rate threshold despite never crossing the CE cumulative count
threshold.

[0159] Finally, the above method for calculating a dynamic threshold is not
limited to the equation shown above (population mean + 3c) but could be modified to better
suit the shape of the realistic statistical distribution of CE cumulative counts, rates, and other
statistics across the memory pages.

[0160] For example, the population median or other statistical measures could be
used instead of the mean. Furthermore, other multipliers rather than three (3) could be used
in combination with the standard deviation depending on the desired retirement
characteristics. As the shape of the distribution changes, for example from symmetric to
asymmetric with a long tale, the calculation could be changed to achieve desired retirement
rates and low risk of memory failure. However, in some embodiments, the goal of the
dynamic threshold calculation may be to describe mathematically some very small fraction of
the page population that is statistically unlikely and, therefore, when observed, can be
identified as outliers to be retired.

[0161] In summary, the method proposed above does not rely on a constant, fixed
decision-making threshold but rather calculates the retirement threshold or thresholds
dynamically over time based on collected data about CEs. In certain embodiments, multiple
dynamic thresholds are calculated concurrently for different retirement criteria. It will be
appreciated that other retirement criteria are possible as well as their combinations. In some

embodiments, an algorithmic statistical method is used to calculate a page retirement
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threshold over time and make page retirement decisions differently over time. This may
result in a reduction in the replacement rate without sacrificing RAM reliability. To set the
threshold, the following formula, for example, might be used: Threshold = Max (1, mean +
3c). The exact formula for the threshold calculation can be changed depending on the shape

of the realistic data distribution, for example for normal and non-normal distributions.

Multiple Retirement Criteria

[0162] As discussed above, in some embodiments, multiple retirement criteria
may be used to determine whether memory pages should be watched or retired. This section
introduces lists with multiple retirement criteria, the lists comprising a retired list 206 and a
watched list 208. In some embodiments, retired pages are those pages with data reallocated
to spare pages and watched pages are those suspected high-risk pages not yet retired.

[0163] In some implementations, this approach involves list sorting by the
multiple retirement criteria used. However, sorting the retired list 206 and the watched list
208 by two or more retirement criteria simultaneously becomes difficult. Thus, proposed
herein are possible approaches to dealing with the problem of sorting lists by multiple
retirement criteria. The proposed approaches may lead to higher-reliability memory at the
cost of potentially greater implementation complexity and resource demand than a single
retirement criteria list. It will be appreciated that the illustrated embodiments are exemplary
in nature and other multi-criteria algorithms are possible within the scope of this disclosure.

[0164] As described with respect to Figures 2 and 3, typically, some extra
reserved space 202 is allocated using RAM space for page spares and determined high-risk
pages are watched or removed from operation while its data is copied to a spare page that
replaces the original page. In some embodiments, a practical approach of prioritizing
retirement of memory pages in terms of their risk of failure and make decisions according to
these priorities is used. In some embodiments, a BBR mechanism involves evaluating risk of
page failure by one or many independent criteria that are relevant to a page’s reliability.

Therefore, methods proposed below include a CFTM to both maintain the list of retired pages
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as well as maintain the list of watched pages and dynamically re-arrange these lists using
multiple criteria.

[0165] Described herein are methods and systems to handle high-risk RAM pages
using multiple independent page retirement criteria concurrently such as the overall CE
count, CE rate, or time since last error, among others. As discussed above with respect to a
single retirement criteria, a RAM buffer is allocated to hold a list of N high-risk RAM pages.
In some embodiments, when two or more retirement criteria are used (M = 2, 3, ...), the size
of the watched list 208 may be increased proportionally. For example, the size of the watch
list may become equal to K*M. Therefore, in some embodiments, K*M positions at the end
of the list are reserve for the watched list 208. Furthermore, in some embodiments, N-K*M
positions are allocated for the retired list 206 and this number should correspond exactly to
the number of page spares in page spares space 204. For example, if K=3 and M=2, the
amount of space allocated for watched list 208 may be 6. In some embodiments, the lists are
filled with the records of high-risk pages as they appear over time and remains unsorted until
needed (i.e. until the lists are full).

[0166] Figure 14 illustrates an example retired list 206 and watched list 208
comprising multiple retirement criteria. The illustrated embodiment shows the lists before
any high-risk pages have been identified by the CFTM. Thus, the lists are currently empty.
Figure 14 shows the unsorted lists, including the available positions 602 up to N, page
numbers 604, a first retirement criteria 1406 (e.g. total CE errors), a second retirement
criteria 1408 (e.g. CE rate), and the page RAM rank 608. The numerical values of the
example lists provided herein are exemplary in nature and are not meant to be limit the scope
of this disclosure.

[0167] In some embodiments, when multiple retirement criteria are used, or both
of the retired page list 206 and the watched page list 208 are divided into M parts. Thus, for
the lists of Figure 14, which represents the case of K =3 and M = 2, first retirement criteria
1406 may be allocated the upper half of the retired list 206, for example at available positions
1 to 6 and the upper half of watched list 208, for example at available positions N-6 to N-4.
Similarly, second retirement criteria 1408 may be allocated the bottom half of the retired list

206, for example at available positions 7 to N-7, and the bottom half of the watched list 208,

-45-



WO 2020/142431 PCT/US2019/068940

for example at available positions N-2 to N. The allocations described above are exemplary
in nature and can vary based on the relative importance of the first retirement criteria 1406
and second retirement criteria 1408. For example, each retirement criteria may be allocated
about one-third, about one-fourth, about one-fifth, about one-sixth, about one-eighth, about
two-thirds, about three-fourths, about four-fifths, about five-sixths, or about seven-eighths of
each list, or between any of the aforementioned values.

[0168] In some embodiments, all the algorithms proposed for the single
retirement criterion scenario may be executed separately and independently for each
independent retirement criteria. Figure 15 shows an unsorted list that is only partially filled
with retired pages, page numbers 604, their relevant retirement statistics and the page RAM
rank 610. In some embodiments, until there are no remaining page spares, the retired list 206
is filled using each retirement criteria independently in order of detection of high-risk pages.
In some embodiments, no list sorting is needed until the limit of the retired pages is reached.

[0169] Figure 16 illustrates a list wherein the retired page list 206 is completely
full of high-risk pages and a first page has been added to the watched list 208. In some
embodiments, this corresponds to the moment when the replacement page spares have been
completely depleted. In some embodiments, this also corresponds to the moment at which all
of the pages on the retired list 206 and the watched list 208 are sorted by risk level based on
each retirement criteria.

[0170] In some embodiments, the retired list 206 and the watched list 208 are first
sorted by the first retirement criterion 1406. Figure 17 illustrates the list after it has been
sorted by the first retirement criteria 1406. As illustrated, Page Number 345, which has a
first retirement criteria count 1406 that is lower than Page Number 23455, has been unretired
moved to the watched list 208, while Page Number 23455 was moved to the retired list 206.
In some embodiments, the unretired page may be classified as belonging to the upper half
allocation of the watched list 208 only if the unretired page has exceeded the threshold for the
first retirement criteria 1406. In some embodiments, it is possible that the unretired page
would belong to the bottom half allocation of the watched list 208 if it were originally retired

for exceeding the second retirement criteria 1408.
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[0171] In the case that the unretired page was originally retired for exceeding the
second retirement criteria 1408, the list may be sorted a second time by the second retirement
criteria 1408. In other words, the sorting and retirement decisions for the first retirement
criteria 1406 have been completed for this iteration and the algorithm may need to make
another set of determinations based on the second retirement criteria 1408. However, in
some embodiments, even though only the bottom half of the watched list 208 is allocated to
pages that have exceeded the retirement threshold for the second retirement criteria 1408, the
second sorting may include the entire watched page list 208 to account for pages that were
added to the list due to the first retirement criteria 1406 but, over time, have also exceeded
the threshold for another criteria, such as the second retirement criteria 1408.

[0172] Figure 18 illustrates the results of the second sorting based on the second
retirement criteria 1408. It is noted that both lists are now sorted within their allocated parts
of the list in declining order of counts. In other words available positions 1 to 6 are sorted in
declining order of the first retirement criteria 1406, while available positions 7 to N-7 are
sorted in declining order of the second retirement criteria 1408. At this point, a reliability
warning may generated to warn the OS and/or user that memory may be at risk of failure. It
can also be noted that page 23455 has been removed from the retired list 206 from the
allocation of the first retirement criteria 1406 since its count of 45 was lower than any of the
other pages of available positions 1 to 6. In addition, its count for retirement criteria 1408
has increased from 3 to 5 based on CEs, even if it was initially added to the list because of
retirement criteria 1406. In some embodiments, every time when any retirement criteria
count is increased, the entire list may be re-sorted. In this particular case, page number 23455
nay be deemed less risky than the retired pages by both retirement criteria, even though its
counts for both the first retirement criteria 1406 and the second retirement criteria 1408 are
equal to or higher than some retired pages. This will not always be the case and may depend
on the sorting order and method used by the CTFM.

[0173] In some embodiments, if new high-risk pages are detected when the retired
list 206 is full, these pages may be first added to the watched list 208 and another sort may be
completed. The type of sort may depend on which of the retirement criteria thresholds were

exceeded by the high-risk page.
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[0174] Figure 19 illustrates the situation in which the retired list 206 and the
watched list 208 have been completely filled with high-risk pages and double sorted based on
the first retirement criteria 1406 and the second retirement criteria 1408.

[0175] In some embodiments, the sorting may be completed according to the
process illustrated in Figure 20. In some embodiments, a sort may occur anytime a high-risk
page is added to the list or any retirement criteria count is changed at 2002. In some
embodiments a first sort may be completed by sorting the entire retired list 206 and watched
list 208 by the first retirement criteria 1406 at 2004. In some embodiments, after the first
sort, the allocation of the retired list 206 allocated to the second retirement criteria 1408 and
the entire watched list 208 may be sorted by the second retirement criteria 1408 at 2006. If
more than two retirement criteria are being used, the step of 2006 may be repeated for each
additional retirement criteria. Thus, at the end of the sorting, each allocated portion of the
retired list 206 may be sorted in declining order to the retirement criteria to which the portion
was allocated. In some embodiments, the watch list may be sorted in declining order
similarly or by the final retirement criteria in declining order of count. In some embodiments,
when a new entry is added to the watched list 208 or any other change is made to the entire
list, it may be resorted by all the retirement criteria as described above. In addition, after the
table is filled and sorted, if a new high-risk page is detected because of generated CEs, then
the retirement criteria count for the newly-detected page may be compared to first retirement
criteria 1406 by the lowest value for pages on the watched list 208, and by the second
retirement criteria 1408 to the last entry on the sorted watched list 208 (Nth entry). If there
are additional retirement criteria, then the newly detected page may be compared to the
lowest value for all pages on the watch list for each of the retirement criteria including the
second retirement criteria 1408, except the last retirement criteria, which may be compared
using the last entry in the table (Nth entry).

[0176] In some embodiments, if the retirement criteria count for the newly
detected high-risk page is lower in all the comparisons to the watched pages, it may be
rejected and ignored. Alternatively, if the count for the newly detected high-risk page is
higher than any of the retirement criteria counts of the compared watched pages, it is

swapped for the corresponding “lower risk” page in the table. The swapped page is then
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removed from the list completely and may not be watched further unless it is deemed high-
risk again.

[0177] In summary, systems and methods are proposed to handle high-risk RAM
pages in the case of multiple independent page retirement criteria such as the overall CE

count, CE rate, etc. used simultaneously.

Asvmmetric RAM Workload Balancing

[0178] Conventionally, a cluster of connected servers with shared memory space
would allocate the entire available memory space to user applications and treat the space as
one large memory pool. However, over time, some of the servers included into this cluster
might develop memory errors. Described herein are systems and methods of enhancing
server cluster reliability when one or more of the servers show signs of DRAM failure risk.
The systems and methods may increase memory reliability of multiple servers that are
connected to share their memory and to form a shared memory pool.

[0179] A typical memory utilization distribution by pages, DIMMS, or servers
may be substantially uniform with equal utilization of the entire available physical memory
space. Generally, whenever an application needs a memory allocation, the entire free
available memory space could be utilized for this application without bias. This arrangement
of memory utilization is illustrated in Figure 21. Figure 21 illustrates a block diagram of N
memory devices and their utilization in a typical arrangement. In the illustrated
embodiments, the utilization priority of each memory device, including memory devices
2100A, 2100B, 2100C, and 2100D is identical. In other, wherein N memory devices are
available, each memory device may be allocated such that about 1/N of the total allocated
memory is allocated from each memory device. The utilization priority represents some bias
that cluster (e.g. shared server state and data) controlling software might have when
allocating all the available memory. Figure 21 illustrates the case of typical cluster with no
such bias present.

[0180] Described herein are new approaches to distributing memory workload
across the combined memory space of a cluster of connected memory devices sharing RAM.

The system and methods described herein continually analyze memory health statistics (e.g.
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error count, error rate, error age, etc.) and dynamically rank memory devices in terms of their
health and their risk of memory failures in real-time. Multiple ranking algorithms could be
used to rebalance memory load dynamically towards those devices that have healthier RAM
and away from servers with worse memory health statistics such as more errors or a higher
rate of errors, among others.

[0181] Assuming an algorithm is used to rank those connected memory devices in
terms of their memory health, the cluster memory utilization priority after some time will
vary as some of the devices may generate memory errors. An example of such a ranking is
shown in Figure 22.

[0182] In the illustrated embodiments of Figure 22, memory device 2100B of N
memory devices has generated the highest number of errors and is ranked the lowest in terms
of health. Therefore, it is assigned the lowest utilization priority N (the last rank possible for
N devices). On the other hand, device 2100C was the healthiest, and produced the least
number of errors, thus receiving the highest utilization priority rank.

[0183] With this in mind, this disclosure describes new logic for the memory
allocation based on utilization priority ranks. In some embodiments, all memory may be
allocated to the highest rank memory device (e.g. Memory Device 2100C) until the highest
ranked memory device is full and has no memory available to allocate. The allocation system
may then begin allocating memory from the second highest ranked device until that device is
also full. This process may continue until all the necessary memory has been allocated to
user application.

[0184] In some embodiments, it is expected that if the memory utilization of the
entire server cluster stays below 100% and is in the range of 80%-95%, which is not unusual
for large memory clusters, then those servers that have worse memory health statistics would
become exposed to lower application load and, as a result, would gain in reliability. For
example, there may a cluster with a size of 5 devices with an original average memory
utilization per server of about 90% distributed equally between devices. In this example, each
device may be ranked from 1 to 5 based on memory health. In such a case, if the memory
load is moved first to device ranked 1, then to the device ranked 2, and so forth, then the

device ranked 1 will add up to about 10% of load, the device ranked 2 will add the same, and
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the last device ranked 5 would be receive a load on the order of about 90% - 4*10% = 50%
only. In other words, each of memory devices ranked 1 to 4 may take up on an extra 10% of
workload resulting in a total workload reduction for the lowest-ranking device of about 40%.
The lowest ranking device, if used less, would naturally gain in reliability because reliability
may be a function of device utilization. In addition, the entire cluster will become more
reliable because its weakest components would gain in reliability.

[0185] Over time, most memory device generate some number of memory errors.
Their relative health may be compared continuously, periodically, or upon being triggered by
an event, and the utilization priority-ranking scan be recalculated accordingly. In this case, it
is possible that those devices that were receiving the highest workload initially, would
produce relatively more errors over time and have their workloads reduced according,

[0186] It will be understood that other implementations of the asymmetric RAM
workload balancing for improved reliability of a cluster of connected devices with shared
memory are possible. For example, another approach could be to not to always max the
workload for the healthiest devices at any given time but to add some incremental workload
to each device in, wherein the increased workload is proportional to the health rank of each
device. In some embodiments, those servers that are the healthiest at any given moment
would receive an increase in the workload, but may not be loaded to 100%m while those
servers that are less healthy would see a smaller increase or a reduction in the workload.

[0187] This technique could be used, for example, to produce overall life
extension for a given device or for the entire cluster of connected device with a shared
memory pool or to reduce device failure risks while memory replacement parts are not
available or an immediate maintenance and replacement is not possible and/or feasible

[0188] In summary, this section addresses systems and methods to increase
memory reliability of multiple devices that are connected together to share their memory and
to form a shared memory pool. This disclosure proposes a method of enhancing server
cluster reliability when some of servers show signs of RAM failure risk. The systems and
methods described herein continually analyze device memory health statistics (error count,
error rate, error age, etc.) and dynamically rank these devices in terms of their health and their

risk of memory failures in real-time. Multiple ranking algorithms could be used. In some
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embodiments, a device’s relative health should be analyzed and compared continuously and
the utilization priority ranking should be re-calculated and adjusted constantly, periodically,
or when triggered by a condition being met.

[0189] Multiple ranking algorithms are possible for the above approach and some
embodiments may involve simple sorting of all the available servers in terms of their memory
health and assigning each of them the utilization priority rank from 1 (the highest) to N (the
lowest). Possible implementations of the balancing algorithms, for example, are described in

this application but other algorithms are possible as well.

Synchronous Bad Block Retirement

[0190] In some embodiments, the BBR mechanisms described herein may be
performed in real-time, continuously, and synchronously with core engine I/O and user
activity of the computer system. Real-time performance of BBR may be referred to as
Synchronous BBR. In some embodiments, in synchronous BBR, global flag in the core
engine may be configured such that a branch to check the blocks synchronously with I/O can
be activated.

[0191] In some embodiments, for a read path, when the global flag is set, a new
read request may check if it is targeting a bad block, which naturally comes from a bad
reference indicated by the CFTM. In some embodiments, if the read request is targeting a
bad block/reference, the read request will be rerouted to the replaced block in the reserved
region through the reroute gateway. In some embodiments, before the read completion, the
I/0 function will update the bad reference number in the reroute gateway, as well as the VBT
entry to point to the replaced block.

[0192] In some embodiments, for the write path, the writing function may check
the reference counter function initially. In some embodiments, if the new write 1/O is
duplicated on a normal block, then the bad reference will be corrected concurrently with the
write function. In some embodiments, the only difference is that the bad block reference
counter will not be changed. Instead, in some embodiments, the reroute gateway will be
updated. In some embodiments, if the new write request is targeting a bad block, it may

branch to a RTM allocation method, and simultaneously update the reroute gateway.
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[0193] In some embodiments, for an allocation and recycle path, when the global
flag 1s set, the corresponding procedure will jump over a bad block LBA, based on the bad

block identifier of has register.

Asvnchronous Bad Block Retirement

[0194] In some embodiments, based on the number of bad blocks and bad

references, the CFTM may make a decision on whether to activate asynchronous bad block
retirement, which refers to a BBR mechanism performed independently of core data path
functions.

[0195] In some embodiments, the asynchronous bad block retirement method
computes on a device or user level. In some embodiments, each virtual device of a system
can operate on an asynchronous function based on a kernel thread model. In some
embodiments, a gene pool represents the highest-level software encapsulation and abstraction
of the backing store of the operating system software. In some embodiments, the
asynchronous bad block retirement method will utilize a virtual device feature, executing
separate threads to go through each VBT entry. In some embodiments, if the entry is pointing
to a bad block, then the VBT entry may be updated based on the reroute gateway
automatically.

[0196] In some embodiments, it may be difficult to address the concurrency issue
described herein while living I/O is occurring. To properly address the issue, the CFTM may
notify the user properly and let the user decide if it is possible to halt I/O on the device, then

perform the asynchronous bad block retirement procedure safely.

Computer System

[0197] In some embodiments, the systems, devices, algorithms, and methods
described herein are implemented using a computing system.

[0198] FIG. 23 is a block diagram illustrating an example embodiment of a
computer system configured to run software for implementing one or more embodiments of

BBR systems and methods disclosed herein. In some embodiments, the various systems,
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methods, and devices described herein may also be implemented in decentralized systems
such as, for example, blockchain applications.

[0199] In some embodiments, a main server system 2302 may be comprised BBR
system module 2304, a CFTM system module 2306, an OS 2308, an allocation systems
module 2310, an RTM 2316, a reference counter segment 2318, and/or a hash value segment
2320. The main server system 2302 can be connected to a network 2322. The network 2322
can be configured to connect the main server system 2302 to one or more data sources 2326
and one or more user access points 2324.

[0200] The BBR system module 2304 may perform any of the BBR functions and
algorithms described herein. The CFTM system module 2306 may perform the CFTM
functions as described herein, including BBR, bad block monitoring and identification, and
table sorting functions as described herein. In some embodiments, the OS 2308 may
comprise one or more OS’s that perform core data engine functions and/or allocate memory
from the RTM 2316 to the one or more OS’s and user applications. In some embodiments,
the allocation system 2310 may assist the OS in allocating memory to user applications
and/or to reserved space, reference counter segment 2318, or hash value segment 2320.

[0201] In some embodiments, RTM 2316 comprises the fully available, pooled
memory space for OS allocation. The RTM 2316 may comprise one or more separate spaces,
lists, or segments as described herein. The reference counter segment 2318 and the hash
value segment 2320 may comprise portions of RAM reserved for LBA addressing and
identification functions.

[0202] FIG. 24 is a block diagram depicting an embodiment of a computer
hardware system configured to run software for implementing one or more embodiments of
the BBR systems and methods disclosed herein.

[0203] In some embodiments, the systems, processes, and methods described
herein are implemented using a computing system, such as the one illustrated in FIG. 24.
The example computer system 2402 is in communication with one or more computing
systems 2420 and/or one or more data sources 2422 via one or more networks 2418. While
FIG. 24 illustrates an embodiment of a computing system 2402, it is recognized that the

functionality provided for in the components and modules of computer system 2402 may be
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combined into fewer components and modules, or further separated into additional
components and modules.

[0204] The computer system 2402 can comprise a control unit 2414 that carries
out the functions, methods, acts, and/or processes described herein. The control unit 2414 is
executed on the computer system 2402 by a central processing unit 2406 discussed further
below. In some embodiments, the control unit 2414 can comprise any and all of the modules
described herein.

[0205] In general, the word “module,” as used herein, refers to logic embodied in
hardware or firmware or to a collection of software instructions, having entry and exit points.
Modules are written in a program language, such as JAVA, C or C++, PYPHON or the like.
Software modules may be compiled or linked into an executable program, installed in a
dynamic link library, or may be written in an interpreted language such as BASIC, PERL,
LUA, or Python. Software modules may be called from other modules or from themselves,
and/or may be invoked in response to detected events or interruptions. Modules implemented
in hardware include connected logic units such as gates and flip-flops, and/or may include
programmable units, such as programmable gate arrays or processors.

[0206] Generally, the modules described herein refer to logical modules that may
be combined with other modules or divided into sub-modules despite their physical
organization or storage. The modules are executed by one or more computing systems and
may be stored on or within any suitable computer readable medium or implemented in whole
or in part within special designed hardware or firmware. Not all calculations, analysis, and/or
optimization require the use of computer systems, though any of the above-described
methods, calculations, processes, or analyses may be facilitated with computers. Further, in
some embodiments, process blocks described herein may be altered, rearranged, combined,
and/or omitted.

[0207] The computer system 2402 includes one or more processing units (CPU)
2406, which may comprise a microprocessor. The computer system 2402 further includes a
physical memory 2410, such as random access memory (RAM) for temporary storage of
information, a read only memory (ROM) for permanent storage of information, and a mass

storage device 2404, such as a backing store, RAM hard drive, rotating magnetic disks, solid
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state disks (SSD), flash memory, phase-change memory (PCM), 3D XPoint memory,
diskette, or optical media storage device. Alternatively, the mass storage device may be
implemented in an array of servers. As described herein, the computer system 2402 may
comprise a RAM-based computer system. Typically, the components of the computer system
2402 are connected to the computer using a standards-based bus system. The bus system can
be implemented using various protocols, such as Peripheral Component Interconnect (PCI),
Micro Channel, SCSI, Industrial Standard Architecture (ISA) and Extended ISA (EISA)
architectures.

[0208] The computer system 2402 includes one or more input/output (I/O)
devices and interfaces 2412, such as a keyboard, mouse, touch pad, touchscreen and printer.
The I/O devices and interfaces 2412 can include one or more display devices, such as a
monitor, that allows the visual presentation of data to a user. More particularly, a display
device provides for the presentation of GUIs as application software data, and multi-media
presentations, for example. The I/O devices and interfaces 2412 can also provide a
communications interface to various external devices. The computer system 2402 may
comprise one or more multi-media devices 2408, such as speakers, video cards, graphics
accelerators, and microphones, for example.

[0209] The computer system 2402 may run on a variety of computing devices,
such as a server, a Windows server, a Structure Query Language server, a Unix Server, a
personal computer, a laptop computer, and so forth. In other embodiments, the computer
system 2402 may run on a cluster computer system, a mainframe computer system and/or
other computing system suitable for controlling and/or communicating with large databases,
performing high volume transaction processing, and generating reports from large databases.
The computing system 2402 is generally controlled and coordinated by an operating system
software, such as z/OS, Windows, Linux, UNIX, BSD, SunOS, Solaris, MacOS, or other
compatible operating systems, including proprietary operating systems. Operating systems
control and schedule computer processes for execution, perform memory management,
provide file system, networking, and I/O services, and provide a user interface, such as a

graphical user interface (GUI), among other things.
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[0210] The computer system 2402 illustrated in FIG. 24 is coupled to a network
2418, such as a LAN, WAN, or the Internet via a communication link 2416 (wired, wireless,
or a combination thereof). Network 2418 communicates with various computing devices
and/or other electronic devices. Network 2418 is communicating with one or more
computing systems 2420 and one or more data sources 2422. The control unit 2414 may
access or may be accessed by computing systems 2420 and/or data sources 2422 through a
web-enabled user access point. Connections may be a direct physical connection, a virtual
connection, and other connection type. The web-enabled user access point may comprise a
browser module that uses text, graphics, audio, video, and other media to present data and to
allow interaction with data via the network 2418. The computer system 2402 can also be
connected to other electronic devices, including for example, satellite communications and
augmented and/or virtual reality devices (3D or 2D), which may transmit, for example, GPS
information.

[0211] Access to the control unit 2414 of the computer system 2402 by
computing systems 2420 and/or by data sources 2422 may be through a web-enabled user
access point such as the computing system’s 2420 or data source’s 2422 personal computer,
cellular phone, smartphone, laptop, tablet computer, e-reader device, audio player, or another
device capable of connecting to the network 2418. Such a device may have a browser
module that is implemented as a module that uses text, graphics, audio, video, and other
media to present data and to allow interaction with data via the network 2418.

[0212] The output module may be implemented as a combination of an all-points
addressable display such as a cathode ray tube (CRT), a liquid crystal display (LCD), a
plasma display, or other types and/or combinations of displays. The output module may be
implemented to communicate with input devices 2412 and they also include software with
the appropriate interfaces which allow a user to access data through the use of stylized screen
elements, such as menus, windows, dialogue boxes, tool bars, and controls (for example,
radio buttons, check boxes, sliding scales, and so forth). Furthermore, the output module
may communicate with a set of input and output devices to receive signals from the user.

[0213] The input device(s) may comprise a keyboard, roller ball, pen and stylus,

mouse, trackball, voice recognition system, or pre-designated switches or buttons. The
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output device(s) may comprise a speaker, a display screen, a printer, or a voice synthesizer.
In addition, a touch screen may act as a hybrid input/output device. In another embodiment, a
user may interact with the system more directly such as through a system terminal connected
to the score generator without communications over the Internet, a WAN, LAN, or similar
network.

[0214] In some embodiments, the system 2402 may comprise a physical or logical
connection established between a remote microprocessor and a mainframe host computer for
the express purpose of uploading, downloading, or viewing interactive data and databases on-
line in real time. The remote microprocessor may be operated by an entity operating the
computer system 2402, including the client server systems or the main server system, an/or
may be operated by one or more of the data sources 2422 and/or one or more of the
computing systems 2420. In some embodiments, terminal emulation software may be used
on the microprocessor for participating in the micro-mainframe link.

[0215] In some embodiments, computing systems 2402 who are internal to an
entity operating the computer system 2402 may access the control unit 2414 internally as an
application or process run by the CPU 2406.

[0216] In some embodiments, one or more features of the systems, methods, and
devices described herein can utilize a URL and/or cookies, for example for storing and/or
transmitting data or user information. A Uniform Resource Locator (URL) can include a web
address and/or a reference to a web resource that is stored on a database and/or a server. The
URL can specify the location of the resource on a computer and/or a computer network. The
URL can include a mechanism to retrieve the network resource. The source of the network
resource can receive a URL, identify the location of the web resource, and transmit the web
resource back to the requestor. A URL can be converted to an IP address, and a Domain
Name System (DNS) can look up the URL and its corresponding IP address. URLs can be
references to web pages, file transfers, emails, database accesses, and other applications. The
URLs can include a sequence of characters that identify a path, domain name, a file
extension, a host name, a query, a fragment, scheme, a protocol identifier, a port number, a

username, a password, a flag, an object, a resource name and/or the like. The systems
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disclosed herein can generate, receive, transmit, apply, parse, serialize, render, and/or
perform an action on a URL.

[0217] A cookie, also referred to as an HTTP cookie, a web cookie, an internet
cookie, and a browser cookie, can include data sent from a website and/or stored on a user’s
computer. This data can be stored by a user’s web browser while the user is browsing. The
cookies can include useful information for websites to remember prior browsing information,
such as a shopping cart on an online store, clicking of buttons, login information, and/or
records of web pages or network resources visited in the past. Cookies can also include
information that the user enters, such as names, addresses, passwords, credit card
information, etc. Cookies can also perform computer functions. For example, authentication
cookies can be used by applications (for example, a web browser) to identify whether the user
is already logged in (for example, to a web site). The cookie data can be encrypted to provide
security for the consumer. Tracking cookies can be used to compile historical browsing
histories of individuals. Systems disclosed herein can generate and use cookies to access data
of an individual. Systems can also generate and use JSON web tokens to store authenticity
information, HTTP authentication as authentication protocols, IP addresses to track session
or identity information, URLSs, and the like.

[0218] The computing system 2402 may include one or more internal and/or
external data sources (for example, data sources 2422). In some embodiments, one or more
of the data repositories and the data sources described above may be implemented using a
relational database, such as DB2, Sybase, Oracle, CodeBase, and Microsoft® SQL Server as
well as other types of databases such as a flat-file database, an entity relationship database,
and object-oriented database, and/or a record-based database.

[0219] In addition, the network may communicate with other data sources or
other computing devices. The computing system may also comprise one or more internal
and/or external data sources. In some embodiments, one or more of the data repositories and
the data sources may be implemented using a relational database, such as DB2, Sybase,
Oracle, CodeBase and Microsoft® SQL Server as well as other types of databases such as,
for example, a flat file database, an entity-relationship database, and object-oriented database,

and/or a record-based database.
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Additional Embodiments

[0220] In the foregoing specification, the invention has been described with
reference to specific embodiments thereof. It will, however, be evident that various
modifications and changes may be made thereto without departing from the broader spirit and
scope of the invention. The specification and drawings are, accordingly, to be regarded in an
illustrative rather than restrictive sense.

[0221] Indeed, although this invention has been disclosed in the context of certain
embodiments and examples, it will be understood by those skilled in the art that the invention
extends beyond the specifically disclosed embodiments to other alternative embodiments
and/or uses of the invention and obvious modifications and equivalents thereof. In addition,
while several variations of the embodiments of the invention have been shown and described
in detail, other modifications, which are within the scope of this invention, will be readily
apparent to those of skill in the art based upon this disclosure. It is also contemplated that
various combinations or sub-combinations of the specific features and aspects of the
embodiments may be made and still fall within the scope of the invention. It should be
understood that various features and aspects of the disclosed embodiments can be combined
with, or substituted for, one another in order to form varying modes of the embodiments of
the disclosed invention. Any methods disclosed herein need not be performed in the order
recited. Thus, it is intended that the scope of the invention herein disclosed should not be
limited by the particular embodiments described above.

[0222] It will be appreciated that the systems and methods of the disclosure each
have several innovative aspects, no single one of which is solely responsible or required for
the desirable attributes disclosed herein. The various features and processes described above
may be used independently of one another, or may be combined in various ways. All
possible combinations and subcombinations are intended to fall within the scope of this
disclosure.

[0223] Certain features that are described in this specification in the context of
separate embodiments also may be implemented in combination in a single embodiment.

Conversely, various features that are described in the context of a single embodiment also
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may be implemented in multiple embodiments separately or in any suitable subcombination.
Moreover, although features may be described above as acting in certain combinations and
even initially claimed as such, one or more features from a claimed combination may in some
cases be excised from the combination, and the claimed combination may be directed to a
subcombination or variation of a subcombination. No single feature or group of features is
necessary or indispensable to each and every embodiment.

[0224] It will also be appreciated that conditional language used herein, such as,
among others, “can,” “could,” “might,” “may,” “e.g.,” and the like, unless specifically stated
otherwise, or otherwise understood within the context as used, is generally intended to
convey that certain embodiments include, while other embodiments do not include, certain
features, elements and/or steps. Thus, such conditional language is not generally intended to
imply that features, elements and/or steps are in any way required for one or more
embodiments or that one or more embodiments necessarily include logic for deciding, with or
without author input or prompting, whether these features, elements and/or steps are included
or are to be performed in any particular embodiment. The terms “comprising,” “including,”
“having,” and the like are synonymous and are used inclusively, in an open- ended fashion,
and do not exclude additional elements, features, acts, operations, and so forth. In addition,
the term “or” is used in its inclusive sense (and not in its exclusive sense) so that when used,
for example, to connect a list of elements, the term “or” means one, some, or all of the

9

elements in the list. In addition, the articles “a,” “an,” and “the” as used in this application
and the appended claims are to be construed to mean “one or more” or “at least one” unless
specified otherwise. Similarly, while operations may be depicted in the drawings in a
particular order, it is to be recognized that such operations need not be performed in the
particular order shown or in sequential order, or that all illustrated operations be performed,
to achieve desirable results. Further, the drawings may schematically depict one more
example processes in the form of a flowchart. However, other operations that are not
depicted may be incorporated in the example methods and processes that are schematically
illustrated. For example, one or more additional operations may be performed before, after,

simultaneously, or between any of the illustrated operations. Additionally, the operations

may be rearranged or reordered in other embodiments. In certain circumstances, multitasking
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and parallel processing may be advantageous. Moreover, the separation of various system
components in the embodiments described above should not be understood as requiring such
separation in all embodiments, and it should be understood that the described program
components and systems may generally be integrated together in a single software product or
packaged into multiple software products. Additionally, other embodiments are within the
scope of the following claims. In some cases, the actions recited in the claims may be
performed in a different order and still achieve desirable results.

[0225] Further, while the methods and devices described herein may be
susceptible to various modifications and alternative forms, specific examples thereof have
been shown in the drawings and are herein described in detail. It should be understood,
however, that the invention is not to be limited to the particular forms or methods disclosed,
but, to the contrary, the invention is to cover all modifications, equivalents, and alternatives
falling within the spirit and scope of the various implementations described and the appended
claims. Further, the disclosure herein of any particular feature, aspect, method, property,
characteristic, quality, attribute, element, or the like in connection with an implementation or
embodiment can be used in all other implementations or embodiments set forth herein. Any
methods disclosed herein need not be performed in the order recited. The methods disclosed
herein may include certain actions taken by a practitioner; however, the methods can also
include any third-party instruction of those actions, either expressly or by implication. The

ranges disclosed herein also encompass any and all overlap, sub-ranges, and combinations

9 9

thereof. Language such as “up to,” “at least,” “greater than,” “less than,” “between,” and the
like includes the number recited. Numbers preceded by a term such as “about” or
“approximately” include the recited numbers and should be interpreted based on the
circumstances (e.g., as accurate as reasonably possible under the circumstances, for example
+5%, +10%, +15%, etc.). For example, “about 3.5 mm” includes “3.5 mm.” Phrases
preceded by a term such as “substantially” include the recited phrase and should be
interpreted based on the circumstances (e.g., as much as reasonably possible under the
circumstances). For example, “substantially constant” includes “constant.” Unless stated

otherwise, all measurements are at standard conditions including temperature and pressure.
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[0226] As used herein, a phrase referring to “at least one of” a list of items refers
to any combination of those items, including single members. As an example, “at least one
of: A, B, or C” is intended to cover: A, B, C, A and B, A and C, B and C, and A, B, and C.
Conjunctive language such as the phrase “at least one of X, Y and Z,” unless specifically
stated otherwise, is otherwise understood with the context as used in general to convey that
an item, term, etc. may be at least one of X, Y or Z. Thus, such conjunctive language is not
generally intended to imply that certain embodiments require at least one of X, at least one of
Y, and at least one of Z to each be present. The headings provided herein, if any, are for
convenience only and do not necessarily affect the scope or meaning of the devices and
methods disclosed herein.

[0227] Accordingly, the claims are not intended to be limited to the embodiments
shown herein, but are to be accorded the widest scope consistent with this disclosure, the

principles and the novel features disclosed herein.
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WHAT IS CLAIMED IS:

1. A computer-implemented method of monitoring and retiring memory pages in
random access memory (RAM), the computer implemented method comprising:
monitoring, by a computer system, correctable error statistics for each of a
plurality of memory pages, wherein the correctable error statistics comprise one or
more page retirement criteria, wherein the one or more page retirement criteria
comprise a correctable error count, correctable error rate, or a time since a most recent
correctable error;
detecting, by the computer system, a high-risk page, wherein detecting the
high-risk page comprises determining whether the page retirement criteria of the high-
risk page has exceeded a retirement criteria threshold;
placing, by the computer system, page information associated with the high-
risk page on a retired page list, wherein the retired page list has a size corresponding
to a number of spare pages stored in a reserved space of RAM;
storing, by the computer system, identical data to data stored in the high-risk
page in a spare page; and
identifying, by the computer system in a mapping of the plurality of memory
pages, the high-risk page such that one or more references to the high-risk page in the
mapping are rerouted to the spare page,
wherein the computer system comprises a processor and the RAM.
2. The computer-implemented method of Claim 1, wherein the one or more page
retirement criteria comprise a single page retirement criterion.
3. The computer-implemented method of Claims 1 or 2, wherein the retirement
criteria threshold comprises a predetermined, static threshold.
4. The computer-implemented method of Claims 1 or 2, wherein the retirement
criteria threshold comprises a dynamically calculated threshold.
5. The computer-implemented method of Claim 4, wherein the dynamically
calculated threshold is determined by calculating an outlier value based on a statistical

distribution of the one or more page retirement criteria.
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6. The computer-implemented method of Claim 5, wherein the statistical
distribution comprises a normal distribution.

7. The computer-implemented method of Claim 5, wherein the outlier value is
calculated using a formula comprising a mean and a standard deviation of the one or more
page retirement criteria of the plurality of memory pages.

8. The computer-implemented method of Claim 7, wherein the outlier value
comprises M + Vo, wherein M comprises the mean, wherein V comprises a variable number,
and wherein ¢ comprises the standard deviation.

9. The computer-implemented method of any one of Claims 1-8, wherein the
monitoring the correctible error statistics and the detecting a high-risk page are completed by
a Central Faults Tolerance Manager (CFTM) of the computer system.

10. The computer-implemented method of any one of Claims 1 or 3-9, wherein
the one or more page retirement criteria comprises a plurality of page retirement criterion.

11. The computer-implemented method of any one of Claims 1-10, further
comprising reserving, by the computer system, the reserved space of RAM.

12. The computer-implemented method of any one of Claims 1-11, wherein the
reserved space comprises:

a spare pages space comprising the spare pages; and

the retired page list.

13. The computer-implemented method of any one Claims 1-12, wherein the
RAM comprises:

a watched page list, wherein the page information associated with the high risk
page is placed on the watched page list prior to placing the page information on the
retired page list.

14. The computer-implemented method of any one of Claims 1-13, wherein the
high-risk page is available for data allocation by the computer system prior to placing the
page information on the retired page list.

15. The computer-implemented method of any one of Claims 1-14, wherein each

of the plurality of pages comprises a 4 KB block of memory.
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16. The computer-implemented method of any one of Claims 1-15, wherein the
computer system comprises a RAM-based computer system without a hard disk drive or solid
state drive.

17. The computer-implemented method of any one of Claims 1-16, wherein after
the one or more references to the high-risk page in the mapping are rerouted to the spare
page, the high-risk page is moved to the reserved space of RAM.

18. The computer-implemented method of any one of Claims 1-17, wherein the
computer system does not allocate data to pages in the reserved space of RAM.

19. The computer-implemented method of any one of Claims 1-18, wherein the
spare page is moved to an available space of RAM after the computer system stores the
identical data in the spare page.

20. A computing system comprising:

one or more computer readable storage devices configured to store a plurality
of computer executable instructions; and
one or more hardware computer processors in communication with the one or
more computer readable storage devices and configured to execute the plurality of
computer executable instructions in order to cause the system to:
monitor correctable error statistics for each of a plurality of memory
pages, wherein the correctable error statistics comprise one or more page
retirement criteria, wherein the one or more page retirement criteria comprise
a correctable error count, correctable error rate, or a time since a most recent
correctable error;
detect a high-risk page, wherein detecting the high-risk page comprises
determining whether the page retirement criteria of the high-risk page has
exceeded a retirement criteria threshold;
place page information associated with the high-risk page on a retired
page list, wherein the retired page list has a size corresponding to a number of
spare pages stored in a reserved space of a RAM;
store identical data to data stored in the high-risk page in a spare page;

and
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identify, in a mapping of the plurality of memory pages, the high-risk
page such that one or more references to the high-risk page in the mapping are

rerouted to the spare page.
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