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END-POINT VISIBILITY

CROSS-REFERENCE TO RELATED APPLICATIONS

This application claims priority from U.S. Provisional Application No.
62/245,139 filed October 22, 2015, entitled “End-Point Visibility,” and U.S. Patent
Application No. 15/089,021 filed April 1, 2016, entitled “End-Point Visibility,” the
contents of which are incorporated herein by reference.

TECHNICAL FIELD

The present disclosure pertains to the field of electronic device security and,
more particularly, to a system and method for end-point visibility and remediation.

DESCRIPTION OF RELATED ART

When compromised, electronic content might be restored to servers,
computers, and other machines. Attempts to recover and restore electronic content
may include reimaging each such machine. The attempts to recover and restore
electronic content may be made from centralized servers or machines. The
centralized servers or machines themselves may be compromised and restoration of
client machines may be performed by hand. The restoration effort for many different
clients may share network bandwidth. Some restoration may be performed offline,
without taking advantage of the network.

In the event of servers, computers, and other machines compromised with
malware running with high privileges, visibility and remediation actions over those
devices may not be reliable. Malware could be affecting visibility (hiding certain
information) and/or preventing remediation.

BRIEF DESCRIPTION OF THE DRAWINGS

For a more complete understanding of embodiments of the present disclosure
and its features and advantages, reference is now made to the following description,
taken in conjunction with the accompanying drawings, in which:

FIGURE 1 is a block diagram illustrating an example embodiment of a system
for endpoint visibility, according to embodiments of the present disclosure;

FIGURE 2 is a more detailed illustration of elements of a system for end-point

visibility, according to embodiments of the present disclosure; and
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FIGURE 3 is a more detailed illustration of operation of a system for end-
point visibility, according to embodiments of the present disclosure;

FIGURE 4 is a flow diagram of operation of a system for end-point visibility,
according to embodiments of the present disclosure; and

FIGURE 5 is a flow diagram illustrating an example embodiment of a method

for endpoint visibility, according to embodiments of the present disclosure.

DETAILED DESCRIPTION

FIGURE 1 is an example embodiment of a system 100 for end-point visibility,
according to embodiments of the present disclosure. Endpoints 106 may include
clients, client machines, thin clients, or virtual machines of a system. The visibility of
such endpoints may include analysis of the security state of the endpoints. Incident
responders using a server, such as monitoring server 102 or end-point orchestrator
(EPO) may observe, detect and respond to security issues affecting groups of clients
or endpoints 106 in system 100. Such incident responders may perform these
functions in spite of potential operating system (OS) kernel problems due to malware
on endpoints 106. System 100 may provide for reliable visibility in a hostile or
malware-compromised environment by booting from a locally stored, trusted, hidden,
protected image with an endpoint detection and response (EDR) tool.

Endpoint 106 and server 102 may be executed on any suitable server, blade,
computer, electronic device, virtual machine, or other suitable apparatus. Endpoint
106 and server 102 may be communicatively coupled over a network 104.
Furthermore, each of endpoint 106 and server 102 may include a memory 108
communicatively coupled to a processor 110. Endpoint 106 and server 102 as well as
the components of endpoint 106 and server 102 described herein may be implemented
by applications, scripts, drivers, firmware, code, application programming interfaces,
functions, or other suitable elements. These components may include instructions
within memory 108 for execution by processor 110. The instructions, when read and
executed by processor 110, may cause the processor to perform the functionality of
the elements of system 100 as described herein. Furthermore, although endpoint 106

and server 102 are described herein with particular functionality, some of such
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functionality may be performed by other suitable portions of system 100, such as the
other one of endpoint 106 and server 102,

Server 102 may include any suitable number and kind of components. In one
embodiment, server 102 may include a server application 114 to perform the
functionality of server 102, such as monitoring and controlling parts of the operation
of endpoints 106. Server application 114 may include an Active Response (AR)
server application, endpoint threat detection and response application, or other
suitable entity.

Endpoints 106 may include any suitable number and kind of components. In
one embodiment, endpoints 106 may include a client application 118 to perform
functionality of the endpoint with respect to end-point visibility. In one embodiment,
instances of client application 118 may be operating on endpoint 106 within a typical
operating system and environment. In another embodiment, instances of client
application 118 may be executed as secure instances, wherein the client application
instance is launched from a secured partition within endpoint 106. In such an
embodiment, the secured instance of client application 118 may be operating within
an environment that has been specially and securely booted through, for example, an
out-of-band (OOB) channel such as Active Management Technology (AMT).
Furthermore, endpoint 106 may include sensors or security applications 116, and an
OOB module 112.

In one embodiment, client 106 may include or be communicatively coupled to
a secured storage device 120. Storage device 120 may be implemented by, for
example, a solid state disk. Storage device 120 may include a partition such as read-
only region 112, which may protect content such as a trusted image or images 124.
Image 124 may include, for example, a known or safe version of a client application,
active response client, operating system, settings for execution, application
installations, or a combination of these. Read-only region 112 may be protected
against tampering by malware. In one embodiment, read-only region 112 might be
inaccessible to software running on operating systems of endpoints 106.

Inspection of endpoint 106 may be performed to determine whether endpoint
106 is infected with malware or is otherwise compromised. Inspection can be

automatically triggered by sensors on endpoints 106. Sensors on endpoints 106 may
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include security applications 116, such as anti-virus programs, host intrusion
protection systems, McAfee Active Response sensors, or other suitable entities.
Reliable inspection may further be triggered by sensors outside of endpoints 106, such
as by a web gateway, next-generation firewalls, etc. Furthermore, reliable inspection
may be manually triggered by a centrally located administrator at server 102.
Reliable inspection may be triggered by an out-of-band channel that cannot be
interfered with or prevented by malware. Triggering may be originated by server 102,
which triggers reliable inspection of endpoints 106 through the out-of-band channel.
Inspection of endpoints 106 may be made independent of the main operating system
therein, the state of the client machine therein, and may be guaranteed to provide true
visibility to the state of file-system and registry therein, as well as remedial actions.
Out-of-band operations may be performed without use of operating systems on
endpoint 106.

Other solutions might require IT support staff to inspect machines by hand,
one by one. Furthermore, automatic triggers might not be available for clients. IT
support staff might be needed to initiate the inspection process. Furthermore, analysis
of inspection results might not be centralized and comparisons between machines
might not be easily performed.

In one embodiment, triggering of endpoints 106 may be performed
automatically in response to an Incidence of Compromise (IoC) detected on a given
endpoint. An IoC may include, for example, a malware finding, an anomaly in
execution or network traffic, or other suspicious event. Thus, manual inspection and
analysis might not be needed. An IoC may be detected from server 102 or endpoint
106 through any suitable security application or appliance, such as active response,
Host Intrusion Protection (HIPS), Web gateways, firewalls, or data loss prevention
(DLP). These may be configured by server 102 and server application 114.

In another embodiment, inspection may be initiated between server 102 and an
endpoint 106 via an independent communication channel. Such a channel may
include, for example, OOB module 112. OOB module 112 of endpoint 106 may be
independent with respect to operating system, memory, processing, or power of the

rest of endpoint 106.
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In yet another embodiment, inspection may be performed from an
independent, trusted, protected operating system image 124 with active response or
client application 118. Image 124 might be stored in a read-only region, independent
region, or secured region 122 of a storage device 120 available to or included within
endpoint 106. Image 124 might not be accessible to other portions of endpoint 106.
The partition or read-only region 122 may be referred to as a TSR region. Moreover,
image 124 may be stored in a network shared drive or in a portable USB drive. In still
another embodiment, the inspection operation may be centrally configurable and
administered via a security console such as server 102.

As a result, system 100 may perform detection and correction that resists
being prevented or fooled by malware on endpoints 106. In a further embodiment,
system 1800 may avoid the need of a reboot for obtaining reliable endpoint
information. This could be achieved by executing certain active response sensors
directly using converged security and manageability engine for out-of-band visibility.
In the same way that information may be obtained externally from an integrated senor
hub through converged security and manageability engines, system 100 may obtain
file system information including windows registries and certain sections of memory
information remotely by using converged security and manageability engines coupled
with OOB and dynamic application loaders to completely bypass the potentially
infected operating system. Converged security and manageability engines may be
modified for direct access to system resources to implement such a solution.

In operation, server application 114 may configure various endpoints 106
through client application 118 instances. The server and the endpoints’ various
security applications or sensors may be configured to monitor for various malicious
activity.

On the event of a compromise of system 100 by malicious activity on one or
more endpoints 106, the sensors may send notifications in real time over a
communication fabric to server application 114 and server 102. Server application
114 may then send an out-of-band reboot command to affected endpoints 106. The
command may include parameters that mark the operation type as ‘reliable inspection

and repair’.
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OOB 112 components on a given endpoint 106 may receive this command.
OOB 112 may force an out-of-band machine reboot for the given endpoint 106. The
reboot may be based upon the availability of a trusted operating system image 124,
whether located in a local secured drive or a network drive.

Upon the boot operation, the given endpoint 106 may be booted into a known
and trusted operating system instance. The operating system instance may include a
client application 118 instance that is installed and operating.

After boot, the instance of the operating system image may connect to server
application 114. The instance of client application 118 may be authenticated and
confirm that the reboot was successful. Client application 118 and server application
114 may perform real-time data inspection, collection, and reporting.

Once the inspection and repair operation is completed, the endpoint 106 may
be rebooted into its main operating system. By running scanning and repair across
multiple machines, users of server application 114 may run various types of searches
as well as remediation actions from the central server 102 to groups of machines.

Server 102 may be implemented by, for example, a computer, blade server,
mainframe, or other suitable electronic device. Endpoints 106 may be implemented
by, for example, a computer, virtual machine, thin client, laptop, mobile device,
tablet, or other suitable electronic device. Network 104 may be implemented by a
cloud, intranet, private network, WLAN, LAN, VLAN, or other suitable networked
configuration of electronic devices. Client application 118 and server application
114 may be implemented by, for example, a module, executable, script, application,
function, application programming interface, code, or other suitable entity. Although
a client application 118 and server application 114 are shown, these may be
implemented by multiple such entities in communication with each other. Client
application 118 and server application 114 may be implemented by instructions in a
memory 108 for execution by a processor 110. The instructions, when loaded and
executed by processor 110, may perform the functionality of client application 118
and server application 114 described in this disclosure.

DLP may identify patterns of data exposure. DLP may further categorize data
according to the contents or metainformation of data. For example, DLP may scan

data and find presentation slides marked as “confidential” and raise an indicator or
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quantification of the sensitivity of the data. Intrusion protection systems may identify
network or other inbound traffic, determine patterns or characteristics of the behavior,
and detriment that the inbound traffic is an intrusion and is malicious. EPO software
may provide console information to an administrator of system 100. Active response
or client application 118, whether installed in a server or locally on clients, may mine
clients for information about indicators of attack or other triggers that signify
malware.

Memory 108 may be in the form of physical memory or pages of virtualized
memory. Processor 110 may comprise, for example, a microprocessor,
microcontroller, digital signal processor (DSP), application specific integrated circuit
(ASIC), or any other digital or analog circuitry configured to interpret and/or execute
program instructions and/or process data. In some embodiments, the processor may
interpret and/or execute program instructions and/or process data stored in memory.
Memory may be configured in part or whole as application memory, system memory,
or both. Memory may include any system, device, or apparatus configured to hold
and/or house one or more memory modules. Each memory module may include any
system, device or apparatus configured to retain program instructions and/or data for a
period of time (e.g., computer-readable storage media). Instructions, logic, or data for
configuring the operation of the system may reside in memory for execution by the
processor.

Processor 110 may execute one or more code instruction(s) to be executed by
the one or more cores of the processor. The processor cores may follow a program
sequence of instructions indicated by the code instructions. Each code instruction
may be processed by one or more decoders of the processor. The decoder may
generate as its output a micro operation such as a fixed width micro operation in a
predefined format, or may generate other instructions, microinstructions, or control
signals which reflect the original code instruction. The processor may also include
register renaming logic and scheduling logic, which generally allocate resources and
queue the operation corresponding to the convert instruction for execution. After
completion of execution of the operations specified by the code instructions, back end
logic within the processor may retire the instruction. In one embodiment, the

processor may allow out of order execution but requires in order retirement of
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instructions. Retirement logic within the processor may take a variety of forms as
known to those of skill in the art (e.g., re-order buffers or the like). The processor
cores of the processor are thus transformed during execution of the code, at least in
terms of the output generated by the decoder, the hardware registers and tables
utilized by the register renaming logic, and any registers modified by the execution
logic

FIGURE 2 is an illustration of example operation and configuration of the
system 100 in further detail, according to embodiments of the present disclosure.

Server 102 may include a graphical user interface (GUI) 206 for the server.
GUI 206 may include an interface for specifying various settings for client
applications and security applications running on endpoints 216. The specifications
may be made by a developer 202 or other administrator of system 100. Furthermore,
the GUI may be accessed by an incident responder 204 or other administrator of
system 100 upon notification that problems may have arisen in the system. Server
102 may include extensions, such as application programming interfaces, remote
procedure calls, or other suitable interfaces for the server such that a service may be
provided to the endpoints. For example, server 102 may be accessed by client
application 118 through extension 208.

Security applications on endpoint 106 may scan or monitor execution thereon,
and, when malicious behavior is detected, provide notifications to server 102.
Subsequently, client application 118 may be booted and accessed.

Server 102 may issue policies to the endpoints, which may scan operation,
contents, and behavior (shown as 216) through the security applications. Upon
identifying an IOC, the security applications may return server events, health check
triggers 302, or reactions to server 102. Server 102 may perform processing of these
results and query endpoints 106. Server 102 may log information that has been
received, both from the security applications and from subsequent queries of
endpoints 106. server 102 through use of extension 208 may perform a service 210

Service 210 may issue requests to and from endpoint 106 through a data
exchange layer (DXL) 212. Service 210 may issue requests to endpoint 106 that
generated triggers, or to other endpoints 106 that have been determined to be

associated with the endpoint 106 that generated the trigger. Such an association may
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include, for example, endpoints 106 that accessed websites that were also accessed by
the endpoint that generated the trigger. Service 210 may access endpoints 106
through an application programming interface 214 of client application 118. The
requests may include searches about the original triggers and reactions, or about other
IoCs. The search results and trigger information may be returned through service 210
to server 102.

The additional requests of endpoint 106 may include queries or other requests
for additional monitoring information. The additional information may be queried
based upon cross-referencing information from endpoint 106 with other data reported
from other endpoints. For example, network activity from endpoint 106 might be
cross-referenced with network activity from other endpoints. Files from other
endpoints accessing the same websites as endpoint 106 might be examined. Endpoint
106 might be searched for such files.

FIGURE 3 is an illustration of example operation and configuration of the
system 100 in yet further detail, according to embodiments of the present disclosure.
FIGURE 3 may illustrate booting of client application 118 by service 210.

An administrator, such as an incident responder 204, may look for files with a
safe client application 118 instance, or the capability of booting to such a safe client
application 118 instance. The administrator may use an OOB, AMT or deep
command 304 to contact an OOB, AMT application programming interface, or
module 306 on an endpoint 106 that has been compromised by malware. Endpoint
106 may be rebooted from a secured image in storage 308. Client application 118
may be booted. Partition 308 may be inspected to make sure that client application
118 is correct and can be used. Client application 118 may check trigger information
or other data from endpoint 106 and report it to server 102. The corrupted state of
endpoint 106 may be reported.

Thus, system 100 may include collectors, which may include components
responsible for getting system information of a given domain. The information may
include file, network, or process information. A collector may have name and a set of
outputs. System 100 may include search mechanisms by which server 102 may
provide immediate system visibility. A combination of collectors may be specified by

users to identify the information that will be retrieved as well as filtering criteria.
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System 100 may include triggers or other suitable mechanisms for continuous
endpoint sensing by capturing system events. Once enabled, the triggers keep
watching certain system events and evaluating a condition. The system may include
reaction components for acting upon a fired trigger. The end user may also be able to
apply reactions upon search results.

Server 102 may perform threat search, active response search, out of the box
collection and reactions, create custom collectors, create custom reactions, configure
triggers, and execute reactions. Endpoints 106 may perform data collection, execute
persistent collectors based upon, for example, network flow or files (with hash), and
respond to the query engine.

FIGURE 4 is a flow diagram of operation of a system for end-point visibility,
according to embodiments of the present disclosure.

A server application or EPO application may search for malicious files,
suspicious network flows, or other IoCs on an endpoint. The search may be directly
performed by the server-based applications, or may be caused to execute on the
endpoint by a configuration by the server. If no IoCs are found, the system may
continue operating. The search may be conducted on a periodic or continuous basis.

If an ToC has been determined, the server application may issue an out-of-band
reboot command to the endpoint. The reboot command may be first issued through a
deep command interface on the server. The reboot command may then be issued to a
secured SSD partition on storage through an AMT or OOB call. The storage may be
communicatively coupled or included within the endpoint. The OOB, AMT interface
or module may cause the reboot to be performed from a secure partition.

Once the reboot has been performed, the endpoint may be booted from the
secured partition wherein an active response or client application has been launched.
From this instance of the active response or client application, the IoC may be
analyzed. This may include inspecting another partition of the storage from which the
IoC was analyzed.

The server application may recognize that the endpoint is now in a managed
but reliable state. The server application may issue additional commands for
corrective action. This may include a search for malicious files, registry values or

changes, or evaluating the secured partition’s version of the active response or client
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application against stored copies elsewhere on the endpoint. These searches may be
in addition to, and may exceed, the searches and analysis performed by the active
response or client application. The results may be returned to the server.

FIGURE 5 is a flow diagram illustrating an example embodiment of a method
400 for endpoint visibility, according to embodiments of the present disclosure.

Method 400 may be implemented by any of the elements of FIGURES 1-4
shown above. For example, various portions of method 400 may be performed by
storage device 120, endpoint 106, or server 102. The steps of method 400 may begin
at any suitable point, including 405. Furthermore, the steps of method 400 may be
optionally repeated, looped, recursively executed, executed in various order, or
omitted as necessary. Different steps of method 300 may be executed in parallel with
other steps of method 400. In additional, further steps may be executed during
execution of method 400, wherein such further steps are not shown in FIGURE 4 but
are described with respect to FIGURES 1-4 or would be apparent to one of skill.
Execution of method 400 may be performed entirely or in part by execution of
instructions from a memory by a processor.

At 405, clients in a network may be configured to monitor for anomalies,
malware, or [oCs. The clients may be configured from a central server.

At 410, a client may be compromised. The client may be identified as
compromised by sensors operating on the client. The client may send a notification to
the server. The notification might be sent in an out-of-band manner.

At 415, the server may begin to take corrective or remedial actions. The
server may issue a reboot command to the client. The reboot command may specify
that a special partition holding a trusted image of a client application is to be used, or
combination of the application and operating system is to be used. The reboot
command may be sent via OOB or AMT channels.

At 420, secured storage may be accessed to load a trusted image of the client
application. The secured storage may require authorization to be accessed. For
example, public-private keys may be exchanged and verified. The trusted image of

the client application may be loaded from storage.
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At 425, the client may be rebooted. The client may be rebooted into a
specialized environment for the client application. The client application may execute
outside, or out-of-band, of the operating system in which the IoC was determined.

At 430, the instance of the client application may be authenticated. The
instance may be authenticated using a hash of the client application installation. The
authentication may be made using a public-private key pair. The authentication may
be made with the server. The authentication may be made through an OOB or AMT
channel.

At 435, the server may query other clients based upon the IoC. For example,
if the IoC involved a file or website, the server may query other clients to determine if
the other clients had encountered the same file or website. In another example, the
server may query other clients that had communicated with the client that generated
the ToC. The server may query the compromised client to obtain additional
information as well.

At 440, the data returned from the queries may be cross-referenced to identify
additional IoCs. At 445, the clients may be queried for additional information about
the new [oC. 440 and 445 may repeat for as many IoCs are found,

At 450, additional corrective action, such as quarantine, patches, or other
preventative measures may be taken with respect to the determined IoCs.

Method 400 may optionally repeat at any part of method 400 or terminate.

Embodiments of the present disclosure include at least one non-transitory
machine readable storage medium. The medium may include computer-executable
instructions carried on the machine readable medium. The instructions may be
readable by a processor. The instructions, when read and executed, may cause the
processor to receive an indication that a client has been affected by malware,

boot the client or cause booting from a trusted operating system image, launch
or cause launching of a secured security application on the client from a trusted
application image, and analyze a malware status of the client through the secured
security application. In combination with any of the above embodiments, the
processor may be caused to boot the client or cause booting of the client through a
secured module on the client. In combination with any of the above embodiments, the

processor may be caused to boot the client or cause booting of the client through a
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secured module on the client with a communications channel independent of
operating systems of the client. In combination with any of the above embodiments,
the processor may be caused to monitor for malware or cause monitoring to generate
the indication that the client has been affected by malware. In combination with any
of the above embodiments, the processor may be caused to boot or cause the booting
of the client from the trusted operating system image from a read-only region of a
secured storage device communicatively coupled to the client. In combination with
any of the above embodiments, the processor may be caused to query or cause the
querying of the secured security application on the client regarding additional
indicators of compromise. In combination with any of the above embodiments, the
processor may be caused to cross-reference the indication that the client has been
affected by malware with other logged data to determine an additional indicator of
compromise. In combination with any of the above embodiments, the processor may
be caused to query the client to determine whether the client is associated with the
additional indicator of compromise.

Embodiments of the present disclosure include a system for securing
electronic devices. The system may include a processor, at least one non-transitory
machine readable storage medium communicatively coupled to the processor, and a
monitoring application comprising computer-executable instructions on the medium.
The instructions may be readable by the processor. The monitoring application may
be configured to receive an indication that a client has been affected by malware, boot
or cause booting of the client from a trusted operating system image, launch or cause
launching of a secured security application on the client from a trusted application
image, and analyze a malware status of the client through the secured security
application. In combination with any of the above embodiments, the application may
be configured to boot or cause booting of the client through a secured module on the
client. In combination with any of the above embodiments, the application may be
configured to boot or cause booting of the client through a secured module on the
client with a communications channel independent of operating systems of the client.
In combination with any of the above embodiments, the application may be
configured to monitor or causing monitoring for malware to generate the indication

that the client has been affected by malware. In combination with any of the above
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embodiments, the application may be configured to boot or cause booting of the client
from the trusted operating system image from a read-only region of a secured storage
device communicatively coupled to the client. In combination with any of the above
embodiments, the application may be configured to query or cause querying of the
secured security application on the client regarding additional indicators of
compromise. In combination with any of the above embodiments, the application
may be configured to cross-reference the indication that the client has been affected
by malware with other logged data to determine an additional indicator of
compromise. In combination with any of the above embodiments, the application
may be configured to query the client to determine whether the client is associated
with the additional indicator of compromise.

Embodiments of the present disclosure include a method of electronic device
security. The method may include receiving an indication that a client has been
affected by malware, booting or causing booting of the client from a trusted operating
system image, launching or causing launching a secured security application on the
client from a trusted application image, and analyzing a malware status of the client
through the secured security application. In combination with any of the above
embodiments, the method may include booting or causing booting of the client
through a secured module on the client. In combination with any of the above
embodiments, the method may include booting or causing booting of the client
through a secured module on the client with a communications channel independent
of operating systems of the client. In combination with any of the above
embodiments, the method may include configuring or causing configuring of the
client to monitor for malware to generate the indication that the client has been
affected by malware. In combination with any of the above embodiments, the method
may include booting or causing booting of the client from the trusted operating
system image from a read-only region of a secured storage device communicatively
coupled to the client. In combination with any of the above embodiments, the method
may include querying the secured security application on the client regarding
additional indicators of compromise. In combination with any of the above
embodiments, the method may include cross-referencing the indication that the client

has been affected by malware with other logged data to determine an additional
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indicator of compromise. In combination with any of the above embodiments, the
method may include querying the client to determine whether the client is associated
with the additional indicator of compromise.

Embodiments of the present disclosure include an apparatus of electronic
device security. The apparatus may include means for receiving an indication that a
client has been affected by malware, means for booting the client from a trusted
operating system image, means for launching a secured security application on the
client from a trusted application image, and means for analyzing a malware status of
the client through the secured security application. In combination with any of the
above embodiments, the apparatus may include means for booting the client through a
secured module on the client. In combination with any of the above embodiments, the
apparatus may include means for booting the client through a secured module on the
client with a communications channel independent of operating systems of the client.
In combination with any of the above embodiments, the apparatus may include means
for configuring the client to monitor for malware to generate the indication that the
client has been affected by malware. In combination with any of the above
embodiments, the apparatus may include means for booting the client from the trusted
operating system image from a read-only region of a secured storage device
communicatively coupled to the client. In combination with any of the above
embodiments, the apparatus may include means for querying the secured security
application on the client regarding additional indicators of compromise. In
combination with any of the above embodiments, the apparatus may include means
for cross-referencing the indication that the client has been affected by malware with
other logged data to determine an additional indicator of compromise. In combination
with any of the above embodiments, the apparatus may include means for querying
the client to determine whether the client is associated with the additional indicator of
compromise.

Program instructions may be used to cause a general-purpose or special-
purpose processing system that is programmed with the instructions to perform the
operations described above. The operations may be performed by specific hardware
components that contain hardwired logic for performing the operations, or by any

combination of programmed computer components and custom hardware
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components. Methods may be provided as a computer program product that may
include one or more machine readable media having stored thereon instructions that
may be used to program a processing system or other electronic device to perform the
methods. The terms “machine readable medium” or “computer readable medium”
used herein shall include any medium that is capable of storing or encoding a
sequence of instructions for execution by the machine and that cause the machine to
perform any one of the methods described herein. The term “machine readable
medium” shall accordingly include, but not be limited to, memories such as solid-state
memories, optical and magnetic disks. Furthermore, it is common in the art to speak
of software, in one form or another (e.g., program, procedure, process, application,
module, logic, and so on), as taking an action or causing a result. Such expressions
are merely a shorthand way of stating that the execution of the software by a
processing system causes the processor to perform an action or produce a result.
Although the present disclosure has been described in detail, it should be
understood that various changes, substitutions, and alterations can be made hereto
without departing from the spirit and the scope of the disclosure as defined by the

appended claims.



WO 2017/069887 PCT/US2016/052586

10

15

20

25

30

17

WHAT IS CLAIMED IS:

At least one non-transitory machine readable storage medium, comprising
computer-executable instructions carried on the machine readable medium, the
instructions readable by a processor, the instructions, when read and executed, for
causing the processor to:

receive an indication that a client has been affected by malware;

boot the client from a trusted operating system image;

launch a secured security application on the client from a trusted application
image; and

analyze a malware status of the client through the secured security application.

2. The medium of Claim 1, further comprising instructions for causing

the processor to boot the client through a secured module on the client.

3. The medium of Claim 1, further comprising instructions for causing
the processor to boot the client through a secured module on the client with a

communications channel independent of operating systems of the client.

4. The medium of Claim 1, further comprising instructions for causing
the processor to configure the client to monitor for malware to generate the indication

that the client has been affected by malware.

5. The medium of Claim 1, further comprising instructions for causing
the processor to boot the client from the trusted operating system image from a read-

only region of a secured storage device communicatively coupled to the client.

6. The medium of Claim 1, further comprising instructions for causing
the processor to query the secured security application on the client regarding

additional indicators of compromise.

7. The medium of Claim 1, further comprising instructions for causing

the processor to:
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cross-reference the indication that the client has been affected by malware
with other logged data to determine an additional indicator of compromise; and
query the client to determine whether the client is associated with the

additional indicator of compromise.

8. A system for securing electronic devices, comprising:

a processor;

at least one non-transitory machine readable storage medium communicatively
coupled to the processor;

a monitoring application comprising computer-executable instructions on the
medium, the instructions readable by the processor, the monitoring application
configured to:

receive an indication that a client has been affected by malware;

boot the client from a trusted operating system image;

launch a secured security application on the client from a trusted application
image; and

analyze a malware status of the client through the secured security application.

0. The system of Claim 8, wherein the monitoring application is further

configured to boot the client through a secured module on the client.

10. The system of Claim 8, wherein the monitoring application is further
configured to boot the client through a secured module on the client with a

communications channel independent of operating systems of the client.

11. The system of Claim 8, wherein the monitoring application is further
configured to configure the client to monitor for malware to generate the indication

that the client has been affected by malware.

12. The system of Claim 8, wherein the monitoring application is further
configured to boot the client from the trusted operating system image from a read-

only region of a secured storage device communicatively coupled to the client.
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13. The system of Claim 8, wherein the monitoring application is further
configured to query the secured security application on the client regarding additional

indicators of compromise.

14. The system of Claim 8, wherein the monitoring application is further
configured to:

cross-reference the indication that the client has been affected by malware
with other logged data to determine an additional indicator of compromise; and

query the client to determine whether the client is associated with the

additional indicator of compromise.

15. A method of electronic device security, comprising:

receiving an indication that a client has been affected by malware;

booting the client from a trusted operating system image;

launching a secured security application on the client from a trusted
application image; and

analyzing a malware status of the client through the secured security

application.

16. The method of Claim 15, further comprising booting the client through

a secured module on the client.

17. The method of Claim 15, further comprising booting the client through
a secured module on the client with a communications channel independent of

operating systems of the client.

18. The method of Claim 15, further comprising configuing the client to
monitor for malware to generate the indication that the client has been affected by

malware.
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19. The method of Claim 15, further comprising booting the client from
the trusted operating system image from a read-only region of a secured storage

device communicatively coupled to the client.

20. The method of Claim 15, further comprising querying the secured

security application on the client regarding additional indicators of compromise.

21. The method of Claim 15, further comprising:

cross-referencing the indication that the client has been affected by malware
with other logged data to determine an additional indicator of compromise; and

querying the client to determine whether the client is associated with the

additional indicator of compromise.

22.  An apparatus, comprising means for performing any of the methods of

Claims 15-21.



PCT/US2016/052586

WO 2017/069887

L9

1/6

¥

GIT suoneayddy 1naeg
TOIT 0S58904d ci! 400 | -

| Fel (s)abeuy

— L L —1T] pajsnyj

8501 Moo uojealjddy 1us)g 537 voibay Auo-peay

SOT Spuodpu3 | Siusn 0c1 8oinaq abeio)s
.W.N..N. ampeereenm
uoneoddy 194195 VOLL J055890/d

VaoL Alowap

201 4arias Buuoyuow




PCT/US2016/052586

WO 2017/069887

2/6

%\

i

! 8L

| g
“ YNy 55

m

i

i

{

i

w

m AN S
“ £ [ossas) + [
Y I s
i

m @@ O
m&m,\.\ 91z~

1

&%%ﬁ

A S
e

P

/
o

¢ 9id

{susonpopay pue Siebbug) siweng

sgunsuog| e
i

Buissanttd ysoy =

ol 1Bl

SHNSaY yoees

3

TN

xa

sunioray % siebbuy

Y0885

oy Ty 5% 3

GOUAIGG

Sa1910f

i ) b2
w\ ,,M 7
] | Japuodssy
o808 ggz L JapIou]
m M rw/\“
|5 | U

s H
s
§ o ;
i - I aag
§ 4
m h— % m BT
M Y
W 0
; : v
: m N
et e e g e . v
0t



PCT/US2016/052586

WO 2017/069887

e o xn > cxm > cam e cams wmn > x> Cxm > CXm e x> €mN Er O D CIE WER IR €xm EE) CEN EEP tney

/ uonined ajps  90¢
(o 1008y
S06~ | amoopy
SU0II08.1I00 Ajddy ¢ " G900
Blep padwels
Ajian ‘vonnied »
DaSILOILI0D
Joadsuy

Loneojddy

£ 91

10048y 400

POE~

A el
Jabbuy W 1o
A384J YljesH
206~
\ Jodpus pasiiosdiwion
e Goi T "

L

s’

1
i
i
!
T
!
i
[
i
[
[
[
!
i
[
i
i
!
i
i
i
i

i
I
[
!
i
i
i
{

-

1}

i

i

i

i

|

i

]

“

| JUBI9 84S i

1 Sofl] 10) 4OOT

i

m J3puodssy
- ﬂm JUapiouf
e I 4
90z | MMV

i

A

|

]
T ’



PCT/US2016/052586

WO 2017/069887

4/5

v 9

yoieandoe juan senbas Ag usas

10U Safi} 1810981G

! sl

DAI0RASU S1 LORILIRY DaSIIITILD Bu)
BOURISUN JBU) WO

uoneanade juana g Buiieiuod

UORILIRG HS ) 811098 W4 J00g

(45} LoRyLEd aIn3es Loy 10003y 00

:m%a (1SS 811985 L0 100G

Ba senlias oA abew 4y areduiod £nsibal ‘Sajy Snoiifeu 1) 421eas

9118 Si0enal, & U Ing ‘pabeuel se
Juiodpus ay) $aziibodal $93S JaieS

100034 §00 :U0RE3Y

JBLIGU MOY YIOMIBU “Sajl) SNoIidsnS o)

‘f

SAN0}] YIOMIBU SNOKIISNS ‘8] SNOMNRLL JOj (J08aS

LoReIddy sl 800 pueiuie daag

LoneIady 1BAISS




WO 2017/069887 PCT/US2016/052586

575

~ 405
£
Configure a olhient for monitoring for malware
, ~410
Identify a compromised client. Send notification io server
3 f" ‘3 ?5
Send reboat command from server o olfent via 008
420
Load frusted image of AR client application
] o "‘ggg

Heboot client info speciglized operating system for olient application

Authenticate client application with server
3 o ﬁgﬁ
Query olient and related clients for additional infarmation

‘ 440
Cross-reference dala lo identify additional o€
445
Quary olfent ahout additional loC
458

Take correciive actions

FiG. 5



INTERNATIONAL SEARCH REPORT International application No.
PCT/US2016/052586

A. CLASSIFICATION OF SUBJECT MATTER
GOGF 21/57(2013.01)i, GOG6F 21/56(2013.01)i

According to International Patent Classification (IPC) or to both national classification and [PC
B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)
GOO6F 21/57;, GO6F 21/56; HO4L 9/32; GO6F 21/00

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched
Korean utility models and applications for utility models

Japanese utility models and applications for utility models

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)
cKOMPASS(KIPO internal) & Keywords: malware, server, secured storage device, trusted operating system

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

X US 2011-0078796 A1 (RESHMA KHILNANI et al.) 31 March 2011 1-5,8-12,15-19,22
See paragraphs [0017]-[0018], [0028]-[0029]; claim 1; and figures 1-3.

Y 6-7,13-14,20-21

Y DAVID MCMILLEN, “Indicators of compromise™, IBM Security Services Research 6-7,13-14,20-21

Report, June 2015, Retrieved from the Internet:
<URL: https://pcatt.org/techblog/wp—content /uploads/2015/10/Indicator sOf Compr

omise.pdf>.
See page 5.
A US 2012-0131675 A1 (SHIH-YAO DAI et al.) 24 May 2012 1-22
See paragraphs [0034], [0052]-[0053]; and figure 5.
A US 2005-0015606 A1 (COLIN JOHN BLAMIRES et al.) 20 January 2005 1-22
See paragraphs [0047], [0049]; and claims 1-2.
A US 8813222 B1 (DUMITRU CODREANU et al.) 19 August 2014 1-22
See column 4, lines 45-53; column 11, line 5 — column 12, line 45; and
figures 1, 3.
|:| Further documents are listed in the continuation of Box C. See patent family annex.
* Special categories of cited documents: "T" later document published after the international filing date or priority
"A" document defining the general state of the art which is not considered date and not in conflict with the application but cited to understand
to be of particular relevance the principle or theory underlying the invention
"E" carlier application or patent but published on or after the international "X" document of particular relevance; the claimed invention cannot be
filing date considered novel or cannot be considered to involve an inventive
"L"  document which may throw doubts on priority claim(s) or which is step when the document is taken alone
cited to establish the publication date of another citation or other "Y" document of particular relevance; the claimed invention cannot be
special reason (as specified) considered to involve an inventive step when the document is
"O" document referting to an oral disclosure, use, exhibition or other combined with one or more other such documents,such combination
means being obvious to a person skilled in the art
"P"  document published prior to the international filing date but later "&" document member of the same patent family
than the priority date claimed
Date of the actual completion of the international search Date of mailing of the international search report
14 December 2016 (14.12.2016) 16 December 2016 (16.12.2016)
Name and mailing address of the [SA/KR Authorized officer

International Application Division
¢ Korean Intellectual Property Office CHIN, Sang Bum
Y 189 Cheongsa-ro, Seo-gu, Daejeon, 35208, Republic of Korea

inb;imile No. +82-42-481-8578 Telephone No. +82-42-481-8398

Form PCT/ISA/210 (second sheet) (January 2015)



INTERNATIONAL SEARCH REPORT

International application No.

Information on patent family members PCT/US2016/052586

Patent document Publication Patent family Publication

cited in search report date member(s) date

US 2011-0078796 Al 31/03/2011 CN 101681407 A 24/03/2010
CN 101681407 B 22/05/2013
EP 2156357 Al 24/02/2010
EP 2156357 A4 01/02/2012
JP 2010-527075 A 05/08/2010
US 2008-0282351 Al 13/11/2008
US 7853999 B2 14/12/2010
US 8230511 B2 24/07/2012
WO 2008-140977 Al 20/11/2008

US 2012-0131675 Al 24/05/2012 GB 2485622 A 23/05/2012
TW 201222314 A 01/06/2012
TW 1442260 B 21/06/2014
US 8453244 B2 28/05/2013

US 2005-0015606 Al 20/01/2005 None

US 8813222 Bl 19/08/2014 None

Form PCT/ISA/210 (patent family annex) (January 2015)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - description
	Page 16 - description
	Page 17 - description
	Page 18 - description
	Page 19 - claims
	Page 20 - claims
	Page 21 - claims
	Page 22 - claims
	Page 23 - drawings
	Page 24 - drawings
	Page 25 - drawings
	Page 26 - drawings
	Page 27 - drawings
	Page 28 - wo-search-report
	Page 29 - wo-search-report

