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(57) Abstract: An access point is provided that bridges a PAN

with a LAN. When the access point receives, from a first mobile

device, a request to authenticate with the access point for a first network service and a request to establish a second network service,

wherein the second network service provides for bridging a PAN
mobile devices who wish to join the second network service and,

with a LAN, the access point determines a credential to be used by
in response to determining that the first mobile device is authorized

to make such a request, establishes the second network service. Further, in response to receiving, from a second mobile device, a re-
quest to join the second network service, which request includes the credential, the access point joins the second mobile device to
the second network service and bridges traffic between the first and second mobile devices using the second network service.
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METHOD AND APPARATUS FOR DEVICE COLLABORATION VIA A HYBRID
NETWORK

CROSS-REFERENCE TO RELATED APPLICATIONS

This application is related to U.S. patent application no. (Attorney Docket
No. CM16227), filed on the same date as this application, which application is assigned
to Motorola Solutions, Inc., and which application is hereby incorporated herein in its

entirety.
FIELD OF THE INVENTION

The present invention relates generally to wireless communication systems, and,

in particular, to device collaboration via a hybrid wireless network.
BACKGROUND OF THE INVENTION

Device collaboration is a set of features that allows multiple devices under control
of a single user to take advantage of capabilities of the other collaborating devices via a
link between them, that is, a collaborative interface. For example, one collaborating
device may hop through another device with better connectivity to reach a network
service, or one device may access context or other information (such as address book
information) on a peer collaborating device. A more specific example would include a
Land Mobile Radio (LMR) device and a broadband device. Under non-collaborative
operation, the LMR device is not able to access data services that are only available on
broadband networks. Through collaboration, the LMR device is able to access broadband
data services via the broadband device. More advanced collaborative features would
allow user single sign-on (SSO) status to be shared among collaborating devices, or
would allow a user to start an application on one device, and pause it and continue on

another device.

Collaborative devices have a special relationship with each other in that they can
be considered to be working together on behalf of a user. It would not be unreasonable to

consider collaborating devices to be a single multiprocessor “virtual device,” with each



10

15

20

WO 2016/109135 PCT/US2015/064591

2

processor connected by a wireless bus (that is, the collaborative interface). From a
security point of view, this “virtual device” model is a good analogy because new and
advanced collaborative features will demand the same type of security between devices

that is expected over a single internal platform bus.

Personal Area Networks (PANSs), such as Bluetooth (BT), are well suited for
device collaboration communications. Because PAN technologies, such as BT, require a
user to physically pair the devices (for example, via a Personal Identification Number
(PIN) entry or a Near Field Communication (NFC) pairing), it is simple for a user to
provide the necessary security needed for such a collaborative interface through the
user’s personal physical security. Further, BT allows for sophisticated inter-device
security (with strong key derivation and device authentication) initiated only by the user

touching the devices together (for example, when NFC is used).

However, instances arise when a user has a number of devices that are
collaborating and sufficiently separates the devices such that they no longer can
collaborate over the PAN. For example, a public safety officer may exit his car and leave
one of his collaborating devices behind, traveling out of PAN range of the device in the
car. For a variety of reasons, the user may still want to take advantage of the

collaborative features of the device left behind.
BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS

The accompanying figures, where like reference numerals refer to identical or
functionally similar elements throughout the separate views, together with the detailed
description below, are incorporated in and form part of the specification, and serve to
further illustrate embodiments of concepts that include the claimed invention, and explain

various principles and advantages of those embodiments.

FIG. 1 is a block diagram of a wireless communication system in accordance with

some embodiments of the present invention.

FIG. 2 is a block diagram of a mobile station of the communication system of

FIG. 1 in accordance with some embodiments of the present invention.
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FIG. 3 is a block diagram of an access point of the communication system of FIG.

1 in accordance with some embodiments of the present invention.

FIG. 4 is a signal flow diagram illustrating a method by which the communication
system of FIG. 1 establishes a virtual PAN in accordance with some embodiments of the

present invention.

FIG. 5 is a block diagram of a wireless communication system in accordance with

some embodiments of the present invention.

FIG. 6A is a signal flow diagram illustrating a method by which the
communication system of FIG. 5 establishes a virtual PAN in accordance with some

embodiments of the present invention.

FIG. 6B is a continuation of the signal flow diagram of FIG. 6A illustrating a
method by which the communication system of FIG. 5 establishes a virtual PAN in

accordance with some embodiments of the present invention.

FIG. 7 is a block diagram of a wireless communication system in accordance with

some embodiments of the present invention.

FIG. 8A is a signal flow diagram illustrating a method by which the
communication system of FIG. 7 establishes a virtual PAN in accordance with some

embodiments of the present invention.

FIG. 8B is a continuation of the signal flow diagram of FIG. 8A illustrating a
method by which the communication system of FIG. 7 establishes a virtual PAN in

accordance with some embodiments of the present invention.

One of ordinary skill in the art will appreciate that elements in the figures are
illustrated for simplicity and clarity and have not necessarily been drawn to scale. For
example, the dimensions of some of the elements in the figures may be exaggerated
relative to other elements to help improve understanding of various embodiments of the
present invention. Also, common and well-understood elements that are useful or

necessary in a commercially feasible embodiment are often not depicted in order to
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facilitate a less obstructed view of these various embodiments of the present invention. It
will further be appreciated that certain actions and/or steps may be described or depicted
in a particular order of occurrence while those skilled in the art will understand that such

specificity with respect to sequence is not actually required.
DETAILED DESCRIPTION OF THE INVENTION

To address the need for utilizing collaborative features of a first mobile device left
behind when a user carries a second collaborating mobile device out of range of the first
mobile device, a communication system is provided wherein a user has multiple devices
that are collaborating with each other via a Personal Area Network (PAN). When the
user exits his car and leaves one of his collaborating devices in the car, and travels out of
PAN range of the device in the car, the communication system provides for the user to
take advantage of the collaborative features the device left behind in the car, an access
point is provided that bridges a PAN with a local area network (LAN). When the access
point receives, from a first mobile device, a request to authenticate with the access point
for a first network service and a request to establish a second network service, wherein
the second network service provides for bridging the PAN with the LAN, the access point
determines a credential to be used by mobile devices who wish to join the second
network service and, in response to determining that the first mobile device is authorized
to make such a request, establishes the second network service. Further, in response to
receiving, from a second mobile device, a request to join the second network service,
wherein the request to join the second network service comprises the credential, the
access point joins the second mobile device to the second network service and bridges
traffic between the first mobile device and the second mobile device using the second

network service.

Generally, an embodiment of the present invention encompasses a method for
bridging a Personal Area Network (PAN) with a local area network (LAN) at an access
point (AP). The method includes receiving, from a first mobile device, a request to
authenticate with an access point for a first network service and a request to establish a
second network service, wherein the second network service provides for bridging a PAN

with a LAN, determining that the first mobile device is authorized to make such a request



10

15

20

25

WO 2016/109135 PCT/US2015/064591

and establish such a network, determining a credential to be used by mobile devices who
wish to join the second network service, and establishing the second network service.
The method further includes receiving, from a second mobile device, a request to join the
second network service and an associated credential, joining the second mobile device to
the second network service, and in response to joining the second mobile device to the
second network service, bridging traffic between the first mobile device and the second

mobile device using the second network service.

Another embodiment of the present invention encompasses a method for bridging
a PAN with a LAN. The method includes detecting, by a first mobile device, a
disconnection of a PAN connection to a second mobile device, determining, by the first
mobile device, a credential to be used by mobile devices who wish to join a network
service, wherein the network service comprises bridging the PAN with the LAN,
requesting, by the first mobile device, an establishment of the network service at an
access point (AP) using the credential, joining, by the first mobile device, the network
service at the AP, and conveying traffic by the first mobile device to the second mobile

device via the AP.

Yet another embodiment of the present invention encompasses a system for
bridging a PAN with a LAN. The system includes an access point having a processor
and an at least one memory device. The at least one memory device is configured to
store a set of instructions that, when executed by the processor, cause the processor to
receive, from a first mobile device, a request to authenticate with an access point for a
first network service and a request to establish a second network service, wherein the
second network service provides for bridging a PAN with a LAN, determine that the first
mobile device is authorized to make such a request and establish such a network,
determine a credential to be used by mobile devices who wish to join the second network
service, and establish the second network service. The instructions further, when
executed by the processor, cause the processor to receive, from a second mobile device, a
request to join the second network service and an associated credential, join the second

mobile device to the second network service, and in response to joining the second
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mobile device to the second network service, bridge traffic between the first mobile

device and the second mobile device using the second network service.

Still another embodiment of the present invention encompasses a system for
bridging a PAN with a LAN. The system includes a first mobile device having a
processor and an at least one memory device. The at least one memory device is
configured to store a set of instructions that, when executed by the processor, cause the
processor to detect a disconnection of a PAN connection to a second mobile device,
determine a credential to be used by mobile devices who wish to join a network service,
wherein the network service comprises bridging the PAN with the LAN, request an
establishment of the network service at an access point (AP) using the credential, join the
network service at the AP, and convey traffic by the first mobile device to the second

mobile device via the AP.

The present invention may be more fully described with reference to FIGs. 1-8B.
FIG. 1 is a block diagram of a wireless communication system 100 in accordance with
some embodiments of the present invention. Communication system 100 includes
multiple mobile devices 102-104 (three shown), such as a broadband capable smart
phone, a laptop computer, a land mobile radio (LMR), or a tablet, personal data assistant
(PDA), or laptop computer with wireless capabilities. Each of the multiple mobile
devices 102-104 is configured to operate on a narrowband network or a broadband
network and to communicate with infrastructure devices in the corresponding network

using any suitable over-the-air protocol and modulation scheme.

In one embodiment, each of the multiple mobile devices 102-104 communicate
directly with each other, that is, engage in a peer-to-peer wireless communication with
each other, over a Personal Area Network (PAN) 130. In another embodiment, some of
the multiple mobile devices may have to communicate with each other over PAN 130 via
one or more of the other mobile devices. For example, as depicted in FIG. 1, mobile
device 102 communicates with mobile device 103 via a wireless link 112, mobile device
102 communicates with mobile device 104 via a wireless link 114, and mobile device
103 communicates with mobile device 104 via a wireless link 113, wherein each of

wireless links 112-114 is a short range wireless link, such as Bluetooth™. Mobile devices
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102-104, which communicate with each other and are under the control of a single user,
may be referred to herein as collaborating devices, and the wireless links over which the

collaborating devices communicate may be referred to herein as collaborative links.

Communication system 100 further includes an access point (AP) 120 that
services each mobile device, such as mobile devices 102-104, residing in a coverage area
of the AP via a first network service, that is, a local area network (LAN) 140, served by
the AP over a bi-directional local area network link 122, such as Wi-Fi. Further, AP 120
communicates with infrastructure devices of a wide area narrowband or broadband
network (WAN) 150 serving the AP via a corresponding narrowband or broadband WAN
link 152.

A first mobile device of the multiple collaborative mobile devices 102-104, such
as mobile device 103, may be designated as a relay device (referred to herein as a ‘PAN
relay device’), and the other mobile devices, that is, a second mobile device 102 and a
third mobile device 104, then non-relay PAN devices (referred to herein as ‘non-relay
PAN devices’) in that they may use the PAN relay device for intra-PAN communications
and communications external to the PAN as described herein. At various times, any of
mobile devices 102-104 may serve as a PAN relay device or a non-relay PAN device.
The PAN relay device is a mobile device that serves as a relay node for the collaborative
devices 102-104, that is, for PAN 130, when one of the collaborating mobile devices 102-
104 roams outside of the PAN. For example, when a mobile device 102 roams outside of
PAN 130, the mobile device may communicate with other collaborating mobile devices
103, 104 via the PAN relay device. In various embodiments of the present invention and
at various times of operation, non-relay PAN devices may communicate directly with

each other or may communicate with each other via a PAN relay device.

Referring now to FIGs. 2 and 3, block diagrams are provided of a mobile device
200, such as mobile devices 102-104, and an AP 300, such as APs 120, 502 (depicted in
FIG. 5), and 702, 730, and 732 (depicted in FIG. 7), in accordance with an embodiment
of the present invention. Each of mobile device 200 and AP 300 operates under the
control of a respective processor 202, 302 such as one or more microprocessors,

microcontrollers, digital signal processors (DSPs), combinations thereof or such other
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devices known to those having ordinary skill in the art. Each processor 202, 302 operates
the corresponding mobile device or AP according to data and instructions stored in a
respective at least one memory device 204, 304 such as random access memory (RAM),
dynamic random access memory (DRAM), and/or read only memory (ROM) or
equivalents thereof, that stores data and programs that may be executed by the
corresponding processor so that the mobile device or AP may perform the functions

described herein.

The at least one memory device 304 of AP 300 further includes a first network
service identifier, or LAN identifier, such as a Service Set Identifier (SSID) or any other
network service identifier known in the art, and programs that support a second network
service, that is, an enhanced collaborative network (ECN) functionality, wherein the first
network service may be a conventional LAN associated with a first SSID and the second
network service may be LAN associated with, a second SSID, also referred to as an ECN

identifier.

In at least one embodiment the AP is a device that can be used to access a
network other than WLAN, e.g LTE, WiIMAX, etc. In which case the ECN identifier is
not stored as an SSID, but as a different type of network identifier appropriate for the

type of access point.

The at least one memory device 204 of mobile device 200 further includes one or
more mobile device identifiers, including a Media Access Control (MAC) address and
any other identifier(s), such as an internet protocol address, a subscriber unit identifier
(SUID), an International Mobile Subscriber Identifier (IMSI), International Mobile
Station Equipment Identity (IMEI), Mobile Subscriber Integrated Services Digital
Network-Number (MSISDN), or a user defined device name, that may be used to identify
the mobile device in a network in which it is operating, and an enhanced collaborative
network (ECN) identifier. The ECN identifier may be used by the mobile device to set
up a local area network (LAN) that is restricted to collaborating devices as described in
greater detail below. Further, the at least one memory device 204 of mobile device 200
may include a predetermined key, such as a pre-shared key (PSK), that is shared among

all devices that can collaborate with this mobile device.
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Mobile device 200 further includes multiple network interfaces 206, 208 (two
shown) in communication with processor 202, for example, a first network interface 206
for directly communicating with other mobile devices via a short range wireless protocol,
and a second network interface 208 for communicating with AP 300, for example, via a
wireless local area network (WLAN) protocol. In turn, each of the multiple network
interfaces 206, 208 may include a radio frequency (RF) receiver (not shown) and an RF
transmitter (not shown), or they may share one or both of the RF receiver and transmitter.
Similarly, AP 300 includes one or more network interfaces 306, 308 (two shown) in
communication with processor 302, such as a first network interface 306 for
communicating with mobile devices 102-104 and a second network interface 306 for
communicating with other APs and/or infrastructure devices of the network serving the
AP. Each of the multiple network interfaces 306, 308, if a wireless interface, may
include an RF receiver (not shown) and an RF transmitter (not shown), or they may share

one or both of the RF receiver and transmitter.

Unless otherwise specified herein, the functionality described herein as being
performed by a mobile device, such as mobile devices 102-104, and an AP, such as APs
120 502, 702, 730, and 732, is implemented with or in software programs and
instructions stored in the respective at least one memory device 204, 304 of the mobile
device and AP and executed by the associated processor 202, 302 of the mobile device

and AP.

Referring now to FIG. 4, a signal flow diagram 400 is provided that illustrates a
method executed by communication system 100 to establish a virtual PAN in accordance
with some embodiments of the present invention. Signal flow diagram 400 begins when
mobile devices 102, 103, and 104 are initially paired up (402) in PAN 130 via their first,
short range, network interfaces 206 and short range wireless links 112-114. Thus, mobile
devices 102, 103, and 104 may be considered to be collaborating devices and wireless
links 112-114 are collaborative links. The collaborating devices 102-104 include a PAN
relay device, for example, mobile device 103, and one or more non-relay PAN devices,

such as mobile devices 102 and 104.
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Further, PAN relay device 103 establishes (406), via second network interface
208 of the PAN relay device, a connection to AP 120 in association with the first network
service, that is, with LAN 140, and via air interface 122. For example, PAN relay device
103 may authenticate with LAN 140, and in particular AP 120, via a certificate based-
authentication protocol as known in the art. Normally, AP 120 will only be offering, that
is, broadcasting, an identifier of LAN 140, that is, a Service Set Identifier (SSID)
associated with the LAN. In response to receiving the SSID, PAN relay device 103 uses
this SSID to connect to, that is, associate with, AP 120. PAN relay device 103 may
establish this connection with AP 120 either before or after determining that a non-relay
PAN device, such as mobile device 102, has disconnected from the PAN relay device, as

described below.

Subsequent to pairing up with non-relay PAN devices 102 and 104, PAN relay
device 103 realizes (412) that a non-relay PAN device, that is, mobile device 102, no
longer is connected to the PAN relay device. At around the same time, non-relay PAN
device 102 also realizes (414) that the non-relay PAN device no longer is connected to
PAN relay device 103. For example, the disconnection can be a result of a normal event,
such as non-relay PAN device 102 powering down. However, the disconnection instead
can be a result of non-relay PAN device 102 roaming out of range of PAN 130 (for
example, roaming to position 160 in FIG. 1). Communication system 100 then provides
for bridging the PAN together even though non-relay PAN device 102 has roamed
outside of the PAN.

In response to determining that non-relay PAN device 102 no longer is connected
to PAN relay device 103, PAN relay device 103 requests (416) that AP 120 establish a
second network service, referred to herein as an extended collaborative network (ECN),
which ECN is identified by an ECN identifier. The ECN operates similar to LAN 140
except that the ECN is accessible only by mobile devices, such as mobile devices 102 and

104, that collaborate with mobile device 103.

In one embodiment of the present invention, PAN relay device 103 may convey
(418) the ECN identifier to AP 120 in response to establishing the connection with the

AP for the first network service. In another embodiment of the present invention, PAN
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relay device 103 may convey (418) the ECN identifier to AP in response to requesting
the establishment of the second network service, that is, the ECN. For example, when
mobile devices 102, 103, and 104 initially are paired up in PAN 130, PAN relay device
103 may generate an ECN identifier and distribute it to collaborative devices 102 and
104, which collaborative devices then store the ECN identifier in their respective at least
one memory device 204. When PAN relay device 103 then requests that AP 120
establish the ECN, the PAN relay device 103 may convey the ECN identifier to the AP,
and the AP then stores the ECN identifier in its at least one memory device 304.

In still other embodiments of the present invention, AP 120 may generate (408)
the ECN and provide (410) the ECN identifier to PAN relay device 103. That is, when
the PAN relay device 103 connects to AP 120, the AP may generate the ECN identifier
and store the ECN identifier in the AP’s at least one memory device 304. AP 102 then
may convey the ECN identifier to PAN relay device 103, and the PAN relay device may
distribute the ECN identifier to collaborative devices 102 and 104. Each of collaborative
devices 102-104 then stores the ECN identifier in their respective at least one memory

device 204,

Optionally, PAN relay device 103 further may convey (420) to AP 120, after
establishing a connection to the AP for the first network service, that is, LAN 140, a PAN
credential, for example, a predetermined key such as a pre-shared key (PSK), an
authentication certificate, or an attribute from an authentication certificate, maintained by
the mobile device and that is shared among all of the collaborating mobile devices, that
is, mobile devices 102-104, and that must appear in any credential from any mobile
device requesting to join the ECN. AP 120 then may use the PAN credential to
determine whether each mobile device attempting to join the ECN is authorized to do so.
For example, in one such embodiment, AP 120 may use a shared key to authenticate each
mobile device attempting to join the ECN, using any one of many known session key
generation techniques with each subsequent mobile device joining the ECN. For
example, in one embodiment of the present invention, AP 120 may use the key
generation and management methods included in the Alternate MAC/PHY specification

included in Bluetooth version 3.0. In another such embodiment, the PAN credential may
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be data that PAN relay device 103 may send to AP 120 that the AP can use to
authenticate other devices in the PAN. For example, PAN relay device 103 may send, to
AP 120, the X.500 Distinguished Name of each of the other mobile devices in the PAN,
or the PAN relay device may send a certificate serial number of each of the other mobile
devices in the PAN, or the PAN relay device may send an identifying attribute from a
credential that other roaming mobile devices used to authenticate themselves to the PAN
relay device. By way of another example, PAN relay device 103 may send AP 120 an
entire credential used by the other mobile devices in the PAN when they authenticated
with the PAN relay device. For example, PAN relay device 103 may authenticate three
other PAN mobile devices with a certificate associated with each mobile device and then

may send AP 120 the three certificates or attributes from the three certificates.

In still other embodiments of the present invention, before the ECN is established,
PAN relay device 103 may have to prove to AP 120 that the PAN relay device is
authorized to request the establishment of the ECN. That is, PAN relay device 103 may
have to authenticate (422) itself with AP 120 by some scheme other than sending the
predetermined key to the AP. For example, PAN relay device 103 may authenticate itself
via a certificate-based authentication protocol, such as using IPsec (Internet Protocol
Security) or TLS (Transport Layer Security), or the PAN relay device may provide the
AP with a signed assertion that the AP can validate. AP 120 would validate the signature
on such an assertion through standard public key crypto-graphical means. For example,
if a signed assertion is used to authenticate the PAN relay device, AP 120 may acquire a
certificate for the creator of the assertion and validate the certificate (again, using
standard public key crypto-graphical means) and then retrieve the public key from that
certificate to validate the signature on the assertion. If a certificate is used to authenticate
the PAN relay device, the certificate would identify the PAN relay device and include an
attribute that indicates that PAN relay device 103 is allowed to create an ECN for a given
organization (such as a specific public safety agency). The certificate also may indicate
a maximum number of mobile devices that can join PAN 130 or the types of nodes that
can join the PAN. As used herein, ‘type’ may indicate any one or more of (1) whether
the mobile device is a phone, radio, tablet, personal computer, and so on, (2) whether the

mobile device is owned by an agency or by the user, (3) a security level of the mobile
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device, or (4) a group/squadron/precinct to which the mobile device is assigned. The AP
may determine the “type” of device requesting to join the ECN by forcing each device to
perform either certificate based or assertion based authentication with the AP. It is well
known and understood that performing authentication with the AP also refers to
performing authentication with an agent of the AP, such as is common with the standard

EAP, RADUIS, and DIAMATER protocols.

In response to receiving the request to establish the ECN, and subsequent to
authenticating PAN relay device 103 if authentication is required, AP 120 establishes
(424) the second network service, that is, the ECN. In one embodiment of the present
invention, in establishing the ECN, AP 120 simply may add PAN relay device 103 to the
ECN after authenticating the PAN relay device, without the need for the PAN relay
device to re-associate. In another embodiment of the present invention, PAN relay
device 103 may disconnect from its association with AP 120 based on the first SSID, and

re-associate with the AP using the ECN identifier as the SSID.

Further, in response to receiving the request to establish the ECN, AP 120 begins
advertising (426), for example, in Beacon frames, the ECN identifier. For example, the
AP advertises beacons with an SSID that has the same value as the ECN identifier, or a
value based on the ECN identifier. In one embodiment the AP does not advertise
beacons with an SSID based on the ECN identifier, but instead responds to standard
WLAN Probe Request messages that include the ECN identifier or an SSID based on the
ECN identifier. The advertising of the ECN identifier serves to inform that the AP 120
supports the ECN. The ECN identifier, for example, may include a first data field
identifying itself as an ECN identifier and may further comprise all or part of an identifier
of PAN relay device 103, for example, a Media Access Control (MAC) address of the
mobile device in the PAN (that is, [SSID = “ECN”.”<BT MAC>]). By way of another
example, the ECN identifier further may include all or part of the identifier of the
associated LAN or AP, that is, the SSID of LAN 140. All mobile devices joining the
ECN then will be bridged by AP 120, for example, at the MAC layer (Layer 2) such as is

traditional for an AP. In the case where the extended collaborative network is
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implemented with WLAN, a device joins the ECN by joining a WLAN with an SSID
based on the EDN identifier.

When roaming non-relay PAN device 102 detects (428) the advertisement (that is,
the beacon), the non-relay PAN device determines that it recognizes the ECN identifier
included in the advertisement. For example, non-relay PAN device 102 may compare the
ECN identifier included in the advertisement to an ECN identifier maintained in the non-
relay PAN device’s as least one memory device 204 and determine that the ECN
identifiers match. In response to recognizing the ECN identifier, non-relay PAN device
102 joins (430) the ECN, for example, by conveying an association request to AP 120
that includes the ECN identifier. In response to receiving the ECN identifier, AP 120
associates with non-relay PAN device 102. Non-relay PAN device 102 then establishes
a wireless link 124 with the AP as part of the ECN. As part of the joining of the ECN,
non-relay PAN device 102 further may authenticate (432) with AP 120 using the PAN
credential associated with the ECN, for example, the shared key maintained by the non-

relay PAN device and that is conveyed to the AP by PAN relay device 103.

At this point, AP 120 bridges (434) all traffic between PAN relay device 103 and
non-relay PAN device 102 on the ECN, that is, over LAN wireless links 122 and 124.
AP 120 treats the ECN as a separate LAN network from other networks supported by the
AP, such as LAN 140. In turn, PAN relay device 103 exchanges PAN communications
with non-relay PAN mobile device 102 via LAN wireless links 122 and 124, thus
creating a virtual collaborative link 116 with non-relay PAN device 102 and a virtual
extension of PAN 130, that is to say, PAN 130 is extended via the ECN. Thus, a hybrid
collaborative network is established, wherein collaborative devices 103 and 104 directly
collaborate via PAN 130, and collaborative devices 102 and 103 collaborate via AP 120,
creating a virtual extension of PAN 130, that is, the ECN. Signal flow diagram 400 then

ends.

In another embodiment of the present invention, AP 120 may continue to
broadcast both the SSID for LAN 140 and the ECN identifier for the ECN in separate
beacons, even after joining non-relay PAN device 102 to the ECN. In one such

embodiment, the AP may advertise the ECN identifier only for a limited time, after which
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it will continue bridging traffic for the ECN but only re-advertise the ECN identifier if
instructed to do so by the PAN relay device 103.

Turning now to FIGs. 5, 6A, and 6B, another embodiment of the present
invention is described wherein non-relay PAN device 102 may roam sufficiently far away
from PAN relay device 103 that it is no longer in range of LAN 140 and AP 120.
However, in such an embodiment, non-relay PAN device 102 may be within range of
another AP such that the non-relay PAN device may create a virtual collaborative link

with PAN relay device 103, and a virtual extension of PAN 130, via both APs.

That is, and referring now to FIG. 5, a block diagram is provided of a wireless
communication system 500 in accordance with some embodiments of the present
invention wherein a PAN is virtually extended via multiple APs. Similar to wireless
communication system 100, wireless communication system 500 comprises multiple
mobile devices 102-104 that communicate directly with each other, that is, engage in a
peer-to-peer wireless communication with each other, over PAN 130. For example,
mobile device 102 communicates with mobile device 103 via wireless link 112, mobile
device 102 communicates with mobile device 104 via wireless link 114, and mobile
device 103 communicates with mobile device 104 via wireless link 113, wherein each of
wireless links 112-114 is a short range wireless link, such as Bluetooth. Mobile devices
102-104, which communicate with each other and are under the control of a single user,
again may be referred to herein as collaborating devices, and the wireless links over
which the collaborating devices communicate may be herein referred to as collaborative
links. In addition, one of mobile devices 102-104, such as mobile device 103, may be
designated as a PAN relay device, and the other mobile devices, that is, mobile devices

102 and 104, then are non-relay PAN devices.

Communication system 100 further includes a first access point (AP) 120 that
services each mobile device, such as mobile devices 102-104, residing in a coverage area
of the AP via a first network service, that is, a local area network (LAN) 140, served by
the AP over a bi-directional local area network link 122, such as Wi-Fi. Further, AP 120
communicates with infrastructure devices of a wide area narrowband or broadband

network (WAN) 150 serving the AP via a corresponding narrowband or broadband WAN
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link 152. However, unlike communication system 100, communication system 500
further includes a second AP 502 that services each mobile device residing in a coverage
area of the AP via a third network service, that is, a local area network (LAN) 510. AP
502 further communicates with infrastructure devices of a WAN, such as WAN 150,
serving the AP via an air interface 514, and communicates with AP 120 via an interface
512, which may be a wireline or a wireless interface. In other embodiments of the
present invention, AP 502 may communicate directly with AP 120, may communicate
with AP 120 via WAN 150, and/or AP 502 may be served by a WAN (not shown)
different from the WAN serving AP 120 and AP 502 may communicate with AP 120 via
the two intervening WAN:S.

Referring now to FIGs. 6A and 6B, a signal flow diagram 600 is provided that
illustrates a method executed by communication system 500 to establish a virtual PAN in
accordance with some embodiments of the present invention. Similar to signal flow
diagram 400, signal flow diagram 600 begins when mobile devices 102-104 are initially
paired up (602) in PAN 130 via their first network interfaces 206 and short range wireless
links 112-114. Thus, mobile devices 102-104 may be considered to be collaborating
devices and wireless links 112-114 are collaborative links. The collaborating devices
102-104 include a PAN relay device, for example, a first mobile device 103, and one or
more non-relay PAN devices, such as a second mobile device 102 and a third mobile

device 104,

Further, PAN relay device 103 establishes (606), via second network interface
208 of the PAN relay device, a connection to AP 120 via the first network service, that is,
LAN 140, and air interface 122. For example, PAN relay device 103 may authenticate
with LAN 140, and in particular AP 120, via a certificate based-authentication protocol
as known in the art. As described above, normally AP 120 will only be offering, that is,
broadcasting, an identifier of LAN 140, that is, an SSID associated with the LAN. In
response to receiving the SSID, PAN relay device 103 uses this SSID to connect to, that
is, associate with, AP 120. PAN relay device 103 may establish this connection with AP
120 either before or after determining that a non-relay PAN device, such as mobile

device 102, has disconnected from the PAN relay device, as described below.
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Subsequent to pairing up with non-relay PAN devices 102 and 104, PAN relay
device 103 realizes (612) that a non-relay PAN device, such as mobile device 102, is no
longer connected to the PAN relay device. At around the same time, non-relay PAN
device 102 also realizes (614) that the non-relay PAN device is no longer connected to
PAN relay device 103. For example, the disconnection can be a result of a normal event,
such as non-relay PAN device 102 powering down. However, the disconnection instead
can be a result of non-relay PAN device 102 roaming out of range of PAN 130 (depicted
as position 560 in FIG. 5). Communication system 100 then provides for bridging the
PAN together even though a slave device has roamed outside of the PAN.

In response to determining that non-relay PAN device 102 is no longer connected
to PAN relay device 103, the PAN relay device requests (616) that AP 120 establish a
second network service, that is, an extended collaborative network (ECN), which second
network service/ECN is identified by an ECN identifier, that is, a credential to be used by

other mobile devices who wish to join the second network service, that is, the ECN.

In one embodiment of the present invention, PAN relay device 103 may convey
(618) the ECN identifier to AP 120 in response to establishing the connection with the
AP for the first network service. In another embodiment of the present invention, PAN
relay device 103 may convey (618) the ECN identifier to AP 120 in response to
requesting the establishment of the second network service, that is, the ECN. For
example, when mobile devices 102, 103, and 104 initially are paired up in PAN 130,
PAN relay device 103 may generate an ECN identifier and distribute it to collaborative
devices 102 and 104, which collaborative devices then store the ECN identifier in their
respective at least one memory device 204. When PAN relay device 103 then requests
that AP 120 establish the ECN, the PAN relay device 103 may convey the ECN identifier
to the AP, and the AP then stores the ECN identifier in its at least one memory device
304.

In still other embodiments of the present invention, AP 120 may generate (608)
the ECN identifier and provide (610) the ECN identifier to PAN relay device 103. That
is, when the PAN relay device 103 connects to AP 120, the AP may generate the ECN
identifier and store the ECN identifier in the AP’s at least one memory device 304. AP
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102 then may convey the ECN identifier to PAN relay device 103, and the PAN relay
device may distribute the ECN identifier to collaborative devices 102 and 104. Each of
collaborative devices 102-104 then stores the ECN identifier in their respective at least

one memory device 204.

Optionally, PAN relay device 103 further may convey (620) to AP 120, after
establishing a connection to the AP for the first network service, that is, LAN 140, a PAN
credential, such as a predetermined key maintained by the mobile device and that is
shared among all of the collaborating mobile devices, that is, mobile devices 102-104,
such as a pre-shared key (PSK) or an attribute, for example, from an authentication
certificate, that is shared among all of the collaborating mobile devices and that must
appear in any credential from any mobile device requesting to join the ECN. AP 120
then may use the PAN credential, that is, the shared key or attribute, to determine
whether each mobile device attempting to join the ECN is authorized to do so. That is,
AP 120 may use the shared key to authenticate each mobile device attempting to join the
ECN, using any one of many known session key generation techniques with each
subsequent mobile device joining the ECN. For example, in one embodiment of the
present invention, AP 120 may use the key generation and management methods

included in the Alternate MAC/PHY specification included in Bluetooth version 3.0.

In still other embodiments of the present invention, before the ECN is established,
PAN relay device 103 may have to prove to AP 120 that the PAN relay device is
authorized to request the establishment of the ECN. That is, PAN relay device 103 may
have to authenticate (622) itself with AP 120 by some scheme other than sending the
predetermined key to the AP. For example, PAN relay device 103 may authenticate itself
via a certificate-based authentication protocol, such as using IPsec (Internet Protocol
Security) or TLS (Transport Layer Security), or the PAN relay device may provide the
AP with a signed assertion that the AP can validate. AP 120 would validate the
signature on such an assertion through standard public key crypto-graphical means, as
described in greater detail with respect to FIG. 4. The certificate used in this process
would include an attribute that indicates that PAN relay device 103 is allowed to create

an ECN for a given organization (such as a specific public safety agency). The
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certificate also may indicate a maximum number of mobile devices that can join PAN

130 or the types of nodes that can join the PAN.

In response to receiving the request to establish the second network service, that
is, the ECN, and subsequent to authenticating PAN relay device 103 if authentication is
required, AP 120 establishes (624) the ECN. In one embodiment of the present
invention, in establishing the ECN, AP 120 simply may add PAN relay device 103 to the
ECN after authenticating the PAN relay device, without the need for the PAN relay
device to re-associate. In another embodiment of the present invention, PAN relay
device 103 may disconnect from its association with AP 120 via the SSID, and re-

associate with the AP using the ECN identifier.

Further, in response to receiving the request to establish the ECN, AP 120 begins
advertising (626), for example, in Beacon frames, the ECN identifier. The advertising of
the ECN identifier serves to inform that the AP 120 supports the ECN. The ECN
identifier, for example, may include a first data field identifying itself as an ECN
identifier and may further comprise all or part of an identifier of PAN relay device 103,
for example, a Media Access Control (MAC) address of the mobile device in the PAN
(that is, [SSID = “ECN”:”<BT MAC>]). By way of another example, the ECN identifier
further may include all or part of the identifier of the associated LAN or AP, that is, the
SSID of LAN 140. All mobile devices joining the ECN then will be bridged at the MAC
layer (Layer 2), such as is traditional for an AP.

In response to determining, by non-relay PAN device 102, that it is no longer
connected to PAN relay device 103, non-relay PAN device 102 begins transmitting (628),
for example, in a Probe Request 504, the ECN identifier. When second AP 502 receives
(630) the advertisement from first AP 120, which advertisement includes the ECN
identifier, and further receives the transmission from non-relay PAN device 102, which
transmission also includes the ECN identifier, second AP 502 determines whether the
ECN identifiers match and further determines whether it, that is, AP 502, supports the
second network service, that is, the ECN. In response to determining that it supports the
ECN, second AP 502 stores (632) the ECN identifier in the at least one memory device

304 of the AP and advertises (634), for example, in a Probe Response or in Beacon
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frames 506, the ECN identifier. The advertising of the ECN identifier serves to inform
roaming non-relay PAN device 102 that second AP 502 supports the second network
service, that is, the ECN. Further, second AP 502 joins (636) the second network service,
that is, connects to the first AP 120, as a client, that is, as if it were another non-relay
PAN device, and establishes a media link, if one is not already established, with first AP
120.

When roaming non-relay PAN device 102 detects (638) the advertisement (that is,
the beacon) broadcast by AP 502 and that includes the ECN identifier, the non-relay PAN
device determines that it recognizes the ECN identifier included in the advertisement.
For example, mobile device 102 may compare the detected ECN identifier to an ECN
identifier maintained in its as least one memory device 204 and determine that the ECN
identifiers match. In response to recognizing the ECN identifier, non-relay PAN device
102 joins (640) the second network service, that is, the ECN. That is, non-relay PAN
device 102 associates with AP 502 using the ECN identifier and establishes a wireless
link 508 with second AP 502. As part of the joining of the ECN, non-relay PAN device
102 further may authenticate (642) with first AP 120 via second AP 502 using the PAN
credential associated with the ECN, for example, the shared key maintained by the
mobile device and conveyed to first AP 120 by PAN relay device 103.

At this point, AP 502 and AP 120 jointly bridge (644) all traffic between PAN
relay device 103 and non-relay PAN device 102 via the ECN, that is, AP 502 and AP 120
bridge all traffic between PAN relay device 103 and non-relay PAN device 102 via LAN
wireless links 122 and 508, APs 120 and 502, and link 512, thus creating a virtual
collaborative link 516 between the PAN relay device and the non-relay PAN device via a
virtual extension of PAN 130, that is, wherein PAN 130 is extended via LANs 140 and
510. Signal flow diagram 600 then ends.

Turning now to FIG. 7, a block diagram is provided of a wireless communication
system 700 in accordance with some embodiments of the present invention, wherein a
PAN is virtually extended via multiple APs. Similar to wireless communication system
100 and 500, wireless communication system 700 comprises multiple mobile devices

102-104 that communicate directly with each other, that is, engage in a peer-to-peer
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wireless communication with each other, over PAN 130. For example, mobile device
102 communicates with mobile device 103 via wireless link 112, mobile device 102
communicates with mobile device 104 via wireless link 114, and mobile device 103
communicates with mobile device 104 via wireless link 113, wherein each of wireless
links 112-114 is a short range wireless link, such as Bluetooth. Mobile devices 102-104,
which communicate with each other and are under the control of a single user, again may
be referred to herein as collaborating devices, and the wireless links over which the
collaborating devices communicate may be herein referred to as collaborative links. In
addition, one of mobile devices 102-104, such as mobile device 103, may be designated
as a PAN relay device, and the other mobile devices, that is, mobile devices 102 and 104,

then are non-relay PAN devices.

Communication system 700 further includes an access point (AP) 120 that
services each mobile device, such as mobile devices 102-104, residing in a coverage area
of the AP via a first network service, that is, a local area network (LAN) 140, served by
the AP over a bi-directional local area network link 122, such as Wi-Fi. Further, AP 120
communicates with infrastructure devices of a wide area narrowband or broadband
network (WAN) 150 serving the AP via a corresponding narrowband or broadband WAN
link 152. Further, similar to communication system 500, communication system 700
includes a second AP 702 that services each mobile device residing in a coverage area of
the AP via a third network service, that is, a local area network (LAN) 710. AP 702
further communicates with infrastructure devices of a WAN, such as WAN 150, serving
the AP via an air interface 714, and communicates with AP 120 via one or more

intermediate APs, such as a third AP 730 and a fourth AP 732 (two shown).

Referring now to FIGs. 8A and 8B, a signal flow diagram 800 is provided that
illustrates a method executed by communication system 700 to establish a virtual PAN in
accordance with some embodiments of the present invention. Similar to signal flow
diagrams 400 and 600, signal flow diagram 800 begins when mobile devices 102-104 are
initially paired up (802) in PAN 130 via their first network interfaces 206 and short range
wireless links 112-114. Thus, mobile devices 102-104 may be considered to be

collaborating devices and wireless links 112-114 are collaborative links.  The
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collaborating devices 102-104 include a PAN relay device, for example, a first mobile
device 103, and one or more non-relay PAN devices, such as a second mobile device 102

and a third mobile device 104.

Further, similar to signal flow diagrams 400 and 600, PAN relay device 103
establishes (806) a connection to AP 120 via the first network service, that is, LAN 140,
and air interface 122. Subsequent to pairing up with non-relay PAN devices 102 and
104, PAN relay device 103 realizes (812) that a non-relay PAN device, such as mobile
device 102, is no longer connected to the PAN relay device. At around the same time,
non-relay PAN device 102 also realizes (814) that the non-relay PAN device is no longer
connected to PAN relay device 103. In response to determining that non-relay PAN
device 102 is no longer connected to PAN relay device 103, the PAN relay device
requests (816) that AP 120 establish a second network service, that is, an extended
collaborative network (ECN), which second network service/ECN is identified by an
ECN identifier, that is, a credential to be used by other mobile devices who wish to join

the second network service, that is, the ECN.

In various embodiments of the present invention, PAN relay device 103 may
convey (818) the ECN identifier to AP 120 in response to establishing the connection
with the AP for the first network service or in response to requesting the establishment of
the second network service, that is, the ECN. For example, when mobile devices 102,
103, and 104 initially are paired up in PAN 130, PAN relay device 103 may generate an
ECN identifier and distribute it to collaborative devices 102 and 104, which collaborative
devices then store the ECN identifier in their respective at least one memory device 204.
When PAN relay device 103 then requests that AP 120 establish the ECN, the PAN relay
device 103 may convey the ECN identifier to the AP, and the AP then stores the ECN
identifier in its at least one memory device 304. In still other embodiments of the present
invention, AP 120 may generate (808) the ECN identifier and provide (810) the ECN
identifier to PAN relay device 103, and the PAN relay device may distribute the ECN
identifier to collaborative devices 102 and 104. Each of collaborative devices 102-104

then stores the ECN identifier in their respective at least one memory device 204.
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Optionally, PAN relay device 103 may convey (820) to AP 120, after establishing
a connection to the AP for the first network service, that is, LAN 140, a PAN credential,
for example, a predetermined key such as a pre-shared key (PSK), maintained by the
mobile device and that is shared among all of the collaborating mobile devices, that is,
mobile devices 102-104, or an attribute, for example, from an authentication certificate,
that is shared among all of the collaborating mobile devices and that must appear in any
credential from any mobile device requesting to join the ECN. AP 120 then may use the
PAN credential to determine whether each mobile device attempting to join the ECN is
authorized to do so. In still other embodiments of the present invention, before the ECN
is established, PAN relay device 103 may prove to AP 120 that the PAN relay device is
authorized to request the establishment of the ECN. That is, PAN relay device 103 may
authenticate (822) itself with AP 120 by some scheme other than sending the
predetermined key to the AP, as described in greater detail with respect to FIG. 4.

In response to receiving the request to establish the second network service, that
is, the ECN, and subsequent to authenticating PAN relay device 103 if authentication is
required, AP 120 establishes (824) the ECN. In one embodiment of the present
invention, in establishing the ECN, AP 120 simply may add PAN relay device 103 to the
ECN after authenticating the PAN relay device, without the need for the PAN relay
device to re-associate. In another embodiment of the present invention, PAN relay
device 103 may disconnect from its association with AP 120 via the SSID, and re-

associate with the AP using the ECN identifier.

In response to determining, by non-relay PAN device 102, that it is no longer
connected to PAN relay device 103, non-relay PAN device 102 transmits (826), for
example, in a Probe Request, the ECN identifier, which Probe Request is received by,
and which ECN identifier is stored (828) by, an AP serving the non-relay PAN device,
that is, AP 702. Further, in response to receiving the request to establish the ECN, AP
120 begins advertising (830), for example, in Beacon frames, the ECN identifier. The
advertising of the ECN identifier serves to inform that the AP 120 supports the ECN.

When an intermediate AP, such as third AP 730, receives advertisements, for

example, beacons, from AP 120, AP 730 may initially ignore the advertisements, as AP
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730 does not recognize the ECN identifier. However, in response to also receiving (832),
from PAN relay device 103, a Probe Request that includes the ECN identifier, AP 730
begins advertising (834), that is, transmitting, for example, in Beacon frames, the ECN
identifier. Similarly, when fourth AP 732 receives the Probe Request from AP 730, AP
732 also determines that it does not recognize the ECN identifier and AP 732 also begins
advertising (836), that is, transmitting, for example, in Beacon frames, the ECN
identifier. Thus, Probe Requests that include the ECN identifier are propagated through

communication system 700.

When the AP serving the roaming non-relay PAN device 102, that is, AP 702,
detects (838) the Probe Request transmitted by intermediate AP 732 and that includes the
ECN identifier, the AP 702 determines whether the ECN identifier in the Probe Request
from AP 732 matches the ECN identifier stored by the AP, that is, AP 702. AP 702
further determines whether it supports the second network service, that is, the ECN. In
response to determining that the ECNs match and further determining that it supports the
ECN, AP 702 advertises (840), for example, in a Probe Response or in Beacon frames,
the ECN identifier. The advertising of the ECN identifier serves to inform roaming non-
relay PAN device 102 that second AP 702 supports the second network service, that is,
the ECN.

When roaming non-relay PAN device 102 detects (842) the advertisement (for
example, the Probe Response or beacon, broadcast by AP 702 and that includes the ECN
identifier, the non-relay PAN device determines whether it recognizes the ECN identifier
included in the advertisement and, if so, joins (844) the second network service, that is,
the ECN. That is, non-relay PAN device 102 associates with AP 702 using the ECN
identifier and establishes a wireless link 708 with second AP 702.

Further, when AP 702 detects the advertisement, for example, a Probe Request,
from intermediate AP 732 that includes an ECN identifier that matches an ECN identifier
maintained by AP 702, AP 702 transmits (846), to AP 732, an acknowledgment of the
advertisement, for example, a Probe Response, that includes the ECN, thereby joining the
ECN. In response to receiving the Probe Response from AP 702, AP 732 connects (848)
to AP 702 and transmits (850) a Probe Response to AP 730 that includes the ECN,
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thereby also joining the ECN. In response to receiving the Probe Response from AP 732,
AP 730 connects (852) to AP 732 and transmits (854), to AP 120, an acknowledgment of
the advertisement received from AP 120, for example, a Probe Response, that includes
the ECN, thereby also joining the ECN. In turn, in response to receiving the Probe
Response from AP 730, AP 120 connects (856) to AP 730, thus creating a chain of APs
(120, 730, 732, 702) that serve to connect PAN relay device 103 to non-relay PAN device
102. Further, in response to receiving the Probe Response from AP 730 and having
received the Probe Request from PAN relay device 103, AP 730 also transmits (858) a
Probe Response to the PAN relay device.

As part of the joining of the ECN, non-relay PAN device 102 further may
authenticate (860) with first AP 120 via second AP 702 and intermediate APs 730 and
732 using the PAN credential, for example, the shared key, maintained by the mobile
device and conveyed to first AP 120 by PAN relay device 103. In such an embodiment,
AP 120 then may inform AP 702 whether the authentication is successful. However, in
another embodiment, as part of connecting to AP 702 via the intermediate APs 730, 732,
AP 120 further may convey the PAN credential, such as the shared key, to AP 702 via the
intermediate APs and AP 702 may authenticate non-relay PAN device 102 using the
PAN credential.

At this point, and assuming that any authentication performed is successful, AP
702 and AP 120 jointly bridge (862) all traffic between PAN relay device 103 and non-
relay PAN device 102 via the ECN, that is, AP 702 and AP 120 bridge all traffic between
PAN relay device 103 and non-relay PAN device 102 via LAN wireless links 122 and
708, APs 120, 730, 732, and 702, and link 512, thus creating a virtual collaborative link
716 between the PAN relay device and the non-relay PAN device via a virtual extension
of PAN 130, that is, wherein PAN 130 is extended via LANs 140 and 510, and
intermediate APs 730 and 732. Signal flow diagram 800 then ends.

In still other embodiments of the present invention, a number of AP hops for each
of the beacons and the probe messages that are acceptable for construction of an ECN
may be limited. In such an embodiment, when the number of hops for a beacon exceeds a

beacon hop threshold, or a number of hops for a probe message exceeds a probe message
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hop threshold (in other words, when a number of intermediate APs and/or end-to-end
APs that are connected to form the ECN exceeds a threshold), then communication

system 100 will be prohibited from forming the ECN, that is, bridging the PAN.

In the foregoing specification, specific embodiments have been described.
However, one of ordinary skill in the art appreciates that various modifications and
changes can be made without departing from the scope of the invention as set forth in the
claims below. Accordingly, the specification and figures are to be regarded in an
illustrative rather than a restrictive sense, and all such modifications are intended to be

included within the scope of present teachings.

The benefits, advantages, solutions to problems, and any element(s) that may
cause any benefit, advantage, or solution to occur or become more pronounced are not to
be construed as a critical, required, or essential features or elements of any or all the
claims. The invention is defined solely by the appended claims including any
amendments made during the pendency of this application and all equivalents of those

claims as issued.

Moreover in this document, relational terms such as first and second, top and
bottom, and the like may be used solely to distinguish one entity or action from another

entity or action without necessarily requiring or implying any actual such relationship or

order between such entities or actions. The terms "comprises," "comprising," “has”,

29 (194

“having,” “includes”, “including,

29 (13

contains”, “containing” or any other variation
thereof, are intended to cover a non-exclusive inclusion, such that a process, method,
article, or apparatus that comprises, has, includes, contains a list of elements does not
include only those elements but may include other elements not expressly listed or

inherent to such process, method, article, or apparatus. An element proceeded by

29
2

29

“comprises ...a”, “has ...a”, “includes ...a”, “contains ...a” does not, without more

constraints, preclude the existence of additional identical elements in the process,
method, article, or apparatus that comprises, has, includes, contains the element. The

terms “a” and “an” are defined as one or more unless explicitly stated otherwise herein.

2% 2% 29 <C

The terms “substantially,” “essentially,” “approximately,” “about,” or any other version

thereof, are defined as being close to as understood by one of ordinary skill in the art, and
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in one non-limiting embodiment the term is defined to be within 10%, in another
embodiment within 5%, in another embodiment within 1% and in another embodiment
within 0.5%. The term “coupled” as used herein is defined as connected, although not
necessarily directly and not necessarily mechanically. A device or structure that is
“configured” in a certain way is configured in at least that way, but may also be

configured in ways that are not listed.

Moreover, an embodiment can be implemented as a computer-readable storage
medium having computer readable code stored thereon for programming a computer
(e.g., comprising a processor) to perform a method as described and claimed herein.
Examples of such computer-readable storage mediums include, but are not limited to, a
hard disk, a CD-ROM, an optical storage device, a magnetic storage device, a ROM
(Read Only Memory), a PROM (Programmable Read Only Memory), an EPROM
(Erasable Programmable Read Only Memory), an EEPROM (Electrically Erasable
Programmable Read Only Memory) and a Flash memory. Further, it is expected that one
of ordinary skill, notwithstanding possibly significant effort and many design choices
motivated by, for example, available time, current technology, and economic
considerations, when guided by the concepts and principles disclosed herein will be
readily capable of generating such software instructions and programs and ICs with

minimal experimentation.

The Abstract of the Disclosure is provided to allow the reader to quickly ascertain
the nature of the technical disclosure. It is submitted with the understanding that it will
not be used to interpret or limit the scope or meaning of the claims. In addition, in the
foregoing Detailed Description, it can be seen that various features are grouped together
in various embodiments for the purpose of streamlining the disclosure. This method of
disclosure is not to be interpreted as reflecting an intention that the claimed embodiments
require more features than are expressly recited in each claim. Rather, as the following
claims reflect, inventive subject matter lies in less than all features of a single disclosed
embodiment. Thus the following claims are hereby incorporated into the Detailed

Description, with each claim standing on its own as a separately claimed subject matter.
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CLAIMS
We claim:
1. A method for bridging a Personal Area Network (PAN) with a local area network

(LAN) at an access point (AP), the method comprising:

receiving, from a first mobile device, a request to authenticate with an access
point for a first network service;

receiving, from the first mobile device, a request to establish a second network
service, wherein the second network service provides for bridging a PAN with a LAN,;

determining that the first mobile device is authorized to make such a request and
establish such a network;

determining a credential to be used by mobile devices who wish to join the second
network service;

establishing the second network service;

receiving, from a second mobile device, a request to join the second network
service and an associated credential;

joining the second mobile device to the second network service; and

in response to joining the second mobile device to the second network service,
bridging traffic between the first mobile device and the second mobile device using the

second network service.

2. The method of claim 1, further comprising:
determining that the first mobile device is authorized to request the provisioning

of the second network service.

3. The method of claim 1, wherein determining the credential comprises one or more
of:

receiving the credential from the first mobile device;

generating the credential and conveying the credential to the first mobile device;

and
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receiving an attribute from the first mobile device that must appear in any

credential from any second mobile device requesting to join the second network service.

4. The method of claim 1, wherein joining the second mobile device to the second
network service comprises:

authenticating the second mobile device.

5. The method of claim 1, further comprising:

advertising the second network service, wherein the advertisement comprises an
enhanced collaborative network (ECN) identifier; and

in response to advertising the second network service, receiving, from a second

mobile device, a request to join the second network service.

6. The method of claim 5, wherein establishing the second network service
comprises:

accepting an association request from the second mobile device for the second
network service;

authenticating the second mobile device based on the credential associated with
the second network service; and

in response to successfully authenticating the second mobile device, bridging

traffic between the first mobile device and the second mobile device.

7. The method of claim 1, wherein bridging traffic between the first mobile device
and the second mobile device using the second network service comprises bridging the
first mobile device and the second mobile device via a plurality of intermediate access
points and wherein the method comprises:

broadcasting, by an access point of the plurality of intermediate access points, an
advertisement comprising an identifier of the second network service; and

in response to receiving the advertisement from the access point, broadcasting, by
another access point of the plurality of intermediate access points, an advertisement

comprising the identifier of the second network service.
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8. The method of claim 1, wherein bridging traffic between the first mobile device
and the second mobile device using the second network service comprises bridging the
first mobile device and the second mobile device via one or more access points and
wherein the method comprises:

receiving, by an access point of the one or more access points from the second
mobile device, a Probe Request comprising an identifier of the second network service;

determining, by an access point, whether it recognizes the identifier of the second
network service;

in response to determining that it does not recognize the identifier of the second
network service, broadcasting, by the access point, another Probe Request comprising the
identifier of the second network service;

in response to broadcasting the another Probe Request, receiving, by the access
point, a Probe Response; and

in response to receiving the Probe Response, conveying, by the access point to the

second mobile device, another Probe Response.
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0. A method for bridging a Personal Area Network (PAN) with a local area network
(LAN), the method comprising:

detecting, by a first mobile device, a disconnection of a PAN connection to a
second mobile device;

determining, by the first mobile device, a credential to be used by mobile devices
who wish to join a network service, wherein the network service comprises bridging the
PAN with the LAN;

requesting, by the first mobile device, an establishment of the network service at
an access point (AP) using the credential;

joining, by the first mobile device, the network service at the AP; and

conveying traffic by the first mobile device to the second mobile device via the

10. The method of claim 9, wherein the first mobile device is a relay device and the

second mobile device is a slave device.

11. The method of claim 9, wherein determining the credential comprises:

receiving the credential from the access point.

12. The method of claim 9, wherein determining the credential comprises:
generating, by the first mobile device, the credential; and
wherein requesting an establishment of the network service using the credential

comprises conveying, by the first mobile device, the credential to the access point.

13. The method of claim 9, further comprising:
authenticating by the first mobile device, with the access point, for provision of

the network service.

14. The method of claim 9, wherein the credential is an enhanced collaborative

network (ECN) identifier and wherein the method further comprises:
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receiving, by the second mobile device, an advertisement from the access point
(AP), wherein the advertisement comprises an enhanced collaborative network (ECN)
identifier associated with the network service;

associating, by the second mobile device, with the AP using the ECN identifier;

conveying traffic by the second mobile device to the first mobile device via the
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15. A system for bridging a Personal Area Network (PAN) with a local area network
(LAN), the system comprising:
an access point comprising:
a processor;
an at least one memory device that is configured to store a set of
instructions that, when executed by the processor, cause the processor to:

receive, from a first mobile device, a request to authenticate with
an access point for a first network service;

receive, from the first mobile device, a request to establish a
second network service, wherein the second network service provides for
bridging a PAN with a LAN;

determine that the first mobile device is authorized to make such a
request and establish such a network;

determine a credential to be used by mobile devices who wish to
join the second network service;

establish the second network service;

receive, from a second mobile device, a request to join the second
network service and an associated credential;

join the second mobile device to the second network service; and

in response to joining the second mobile device to the second
network service, bridge traffic between the first mobile device and the

second mobile device using the second network service.

16.  The system of claim 15, wherein the set of instructions further comprises
instructions that, when executed by the processor, cause the processor to:
determine that the first mobile device is authorized to request the provisioning of

the second network service.

17. The system of claim 15, wherein determining the credential comprises one or
more of
receiving the credential from the first mobile device in the request to establish the

second network service;
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generating the credential and conveying the credential to the first mobile device;
and
receiving an attribute from the first mobile device that must appear in any

credential from any second mobile device requesting to join the second network service.

18. The system of claim 15, wherein joining the second mobile device to the second
network service comprises:

authenticating the second mobile device.

19.  The system of claim 15, wherein the set of instructions further comprises
instructions that, when executed by the processor, cause the processor to:

advertise the second network service, wherein the advertisement comprises an
enhanced collaborative network (ECN) identifier; and

in response to advertising the second network service, receive, from a second

mobile device, a request to join the second network service.

20. The system of claim 19, wherein the access point is a first access point (AP),
wherein the system further comprises a second AP, wherein establishing the second
network service comprises establishing, by the first AP, the second network service,
wherein advertising the second network service comprises advertising, by the first AP,
the second network service, wherein the set of instructions further comprises instructions
that, when executed by the processor, cause the processor to:

receive, from a second mobile device, a request to join the second network service
comprises:

in response to advertising the second network service, receive, by the first access
point from the second access point, a request to join the second network service;

in response to receiving the request to join the second network service from the

second access point, join the second access point to the second network service;

wherein the second access point is configured to:

advertise the second network service;
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receive, from the second mobile device, a request to join the second network
service;

join the second mobile device to the second network service; and

wherein the first access point and the second access point are configured to jointly
bridge traffic between the first mobile device and the second mobile device using the

second network service.
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21. A system capable of bridging a Personal Area Network (PAN) with a local area
network (LAN), the system comprising:
a first mobile device comprising:
a processor;
an at least one memory device that is configured to store a set of
instructions that, when executed by the processor, cause the processor to:
detect a disconnection of a PAN connection to a second mobile
device;
determine a credential to be used by mobile devices who wish to
join a network service, wherein the network service comprises bridging
the PAN with the LAN;
request an establishment of the network service at an access point
(AP) using the credential;
join the network service at the AP; and
convey traffic by the first mobile device to the second mobile

device via the AP.

22, The system of claim 21, wherein the first mobile device is a relay device.

23. The system of claim 21, wherein determining the credential comprises:

receiving the credential from the access point.

24, The system of claim 21, wherein determining the credential comprises:
generating the credential; and
wherein requesting an establishment of the network service using the credential

comprises conveying, by the first mobile device, the credential to the access point.

25.  The system of claim 21, wherein the set of instructions further comprises
instructions that, when executed by the processor, cause the processor to:

authenticate with the access point for provision of the network service.
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26.  The system of claim 21, wherein the mobile device is a first mobile device and
wherein the system further comprises:
a second mobile device that is configured to:
receive an advertisement from the access point (AP), wherein the
5 advertisement comprises an enhanced collaborative network (ECN) identifier
associated with the network service;
associate with the AP using the ECN identifier; and

convey traffic to the first mobile device via the AP.

10
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