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(57) Abstract: The present invention relates to a loca-
tion information-based authentication system and meth-

od, which authenticate a user by comparing the loca-
tion of a preregistered mobile communication terminal
of the user and the location of a computer terminal that
is currently being accessed by the user. The location in-

formation-based authentication system according to the

present invention is an end entity authentication system
comprising a computer device that performs primary
authentication through the communication with an on-
line service system, and a mobile communication ter-

minal that performs secondary authentication. The au-
thentication system of the present invention comprises:
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Computer device

Input/output portion

Transceiving portion

Location information collecting portion
Mobile communication terminal
Input/output portion

Transceiving portion

Location information collecting portion
Security authentication module

Online service system

Push server

Secondary authentication system
Transmitting/receiving processing unit
Encrypti yption ing unit
Device registration unit

ption p

NN ...

Memory unit

... Wireless processing unit

... Wired processing unit

... Device registration processing portion
... Device number issuing portion

... Authentication key generating portion
... Authentication key verification portion
... Authentication key issuing portion

... Location verification portion

... End entity information

... Device token information

... End entity setup

... Issue authentication key information
... Locationisystem information

Processing procedure information

a device registration unit, which registers end entity in-
formation required for the secondary authentication and
a mobile communication terminal matching the end en-
tity information; and a one-time authentication pro-
cessing unit, including a location verification portion
which verifies, with the end entity information, the loc-
ation information of the primarily authenticated com-
puter device and the location information ot the mobile
communication terminal matching the end entity in-
formation, an authentication key generating portion
which generates a one-time authentication key, an au-
thentication key issuing portion which issues the one-
time authentication key to the mobile communication

terminal the location information of which is verified, and an authentication key verification portion which takes, as an input, the
one-time authentication key inputted to the primarily authenticated computer device, and compares the issued one-time authentica-
tion key and the inputted one-time authentication key.

(57) 8%A:

(oS & A

%]



2012 12¢€ 274

(88) FAZAIRIA FAL:

=
=

=

UEREE

L

Helw, XA

WO 2012/115403 A3 AT 00T 0 T O

A AL LA o A (= oF Al 21 2(3))

Z:

<o WK T oy
ok 7 O B R0 rjn gy
s~ Moo i
N2
= o ™ XN 7T BE
ww%%%ﬁ%%
AR gD ol gl —
i K N
~ o op HE oo =0
il

ojt}. o] Wrge]
5 = 94; =
S
X
>
7]
&

,0|Lt,|£ow_ﬁﬂumﬂum B

ol_lyA =) 0 —
T o %%%ﬂW?
Eﬁiﬁ%#‘l_l ‘Hl‘ur _ﬁo

& I3 J
Ik ey
T P E melen
dog o) N RO No RO
—_ ReuF=cy ~
~< o g av NI )
o) Nlo g5 oy <0 Mo T AT
207 | o B - o7 1 o
A e o ®° ) gy <0
o g0l T ROTo of oo



INTERNATIONAL SEARCH REPORT

{nternational application No.

PCT/KR2012/001239

A, CLASSIFICATION OF SUBJECT MATTER

HO4W 12/06(2009.01)i, HO4L 9/32(2006.01)i, HO4W 4/02(2009.01)i

According to International Patent Classification (IPC) or to both national classification and PC

B. FIELDS SEARCHED

Mintrmum documentation searched (clasgification system followed by classification symbols)

HO4W 12/06; GO6F 15/16; GO6F 15/00; HO4L 9/32; G06Q 40/00; GO6Q 20/00

Korean Utility models and applications for Utility models: IPC as above
Japanese Utility models and applications for Utility models: IPC as above

Documentation searched other than munimum documentation to the extent that such documents are included in the ficlds sear

ched

Electronic data base consulted during the international scarch (name of

data base and, where prac e, search terms used)

eKOMPASS (KIPO internal) & Keywords: location information, one-time authentication key

C. DOCUMENTS CONSIDERED T BE RELEVANT

Claims 1-16 and figures 1-11

Category* Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
Y KR 10-2003-0076764 A (FINGER, INC) 29 September 2003 1-9
A Claims 1-2 and figures 1-10 10-11
Y KR 10-2005-0081296 A (LG ELECTRONICS INC.) 19 August 2005 1-9
A Claims 1-4 and figures 1-4 10-11
A JP 2002-101091 A (HITACHI INFORMATION SYSTEMS LTD) 05 April 2002 1-11
Claims 1-4 and figures 1-4
A KR 10-2008-0013234 A (NHN CORPORATION) 13 February 2008 1-11

D Further documents are listed in the continuation of Box C.
*

)x( See patent family annex.

Special categoriss of cited documents:

A" document defining the general state of the art which 1s not considered
0 be of particular relevance
“E™  earlier application or patent but published on or after the international
f
filing date

17 document which may throw doubts on prierity claim(s) or which is
cited to establish the publication date of another citation or other
special reason {as specified)

“0F  document referring o an oral disclosure, use, exhibition or other
means

“P”  document published prior to the intemational filing date but later than
the priontty date claimed

7 ater dociment published after the mternational filing date
date and not in conthict with the applicatio
the prmeiple or theory underlying the invention

“X7 documen

- prionity
but cited to vnderstand

¢ of particular relevance; the claimed invention cannot be

cons < not be constdered to involve an inventive

step when the document is taken alone

Y docu

it of particular re
ed o mvolve an wventive when the docum
ined with one or maore ofh ¥ uments, such

such do

being obvicus to a person skilled in the art

“&”  document member of the same patent family

nee; the clammed invention cannot be

18

1 eombination

Drate of the actual completion of the international search

22 OCTOBER 2012 (22.10.2012)

Date of mailing of the international scarch report

23 OCTOBER 2012 (23.10.2012)

Name and mailing address of the ISA/KR

Korean Intellectual Property Office

Government Complex-Daejeon, 139 Seonsa-ro, Daejeon 302-701,
Republic of Korea

Facsirnile No. 82-42-472-7140

.

Authorized officer

Telephone No.

Form PCT/ISA/210 (second sheet) (July 2009)




INTERNATIONAL SEARCH REPORT
information on patent family members

Intemational applicaton No.

PCT/KR2012/001239
Patent document Publication Patent family Publication
cited in search report date member date
KR 10-2003-0076764 A 29.09.2003 NONE
KR 10-2005-0081286 A 19.08.2005 NONE
JP 2002-101081 A 05.04.2002 NONE
KR 10-2008-0013234 A 13.02.2008 NONE

Form PCT/ESA/2 10 (patent family annex) (fuly 2009}




TAEEHE
Al 2 AR R SLA PCT/KR2012/001239
A. g o] &3l 7] & { (A E W FAPC))
HO4W 12/06(2009.01)i, HO4L 9/32(2006.01)i, HO4W 4/02(2009.01)i
B b ol
2 AL EAGAEH B E 7))
HO4W 12/06, GO6F 15/16; GO6F 15/00; HO4L 9/32; GO6Q 40/00; GO6Q 20/00
ZAPE 2 R0kl &3k Aakd ol 99| #al
SRS Ao E . B A= E A G0 F R A H R gl 7] A E IPC
YEFTEAGANFTE 2 JR2FINALALFRE: AP FHAm gl 7141 1PC
A A 0] & Xd_é} dlole o] ~d o] Bl o] ~ o) W] = Ao g st A )
eKOMPASS(—E—é% Y A2 & 7| E: A AGR, 88 0571
c TdEH
Fhel a2 S5 2 9d TAEN R 4999 714 e s
Y KR 10-2003-0076764 A (=28]A} 7)) 2003.09.29 1-9
A A7k 12 2 =9 1-10 10-11
y KR 10-2005-0081296 A (A=} 4 5]AF) 2005.08.19 1-9
A Are 14 2 =9 14 10-11
A JP 2002-101091 A (HITACHI INFORMATION SYSTEMS LTD) 2002.04.05 1-11
ATF 14 2 =9 14
A KR 10-2008-0013234 A (<lloflo] =<l (5)) 2008.02.13 1-11
AT 1-16 2 =9 1-11
F7} o] (A%l 7 A o] Yt X ds=sd ga w2 Fxatan e
* olag R B iE
HEE s S e “ ZA 29 EE A Fo FAE B0, 205 45
A B3 BRo] Yl Ao Hol= AWHel V4R S Ao Bl BOM BB VIRTFHE ARy ol& s olsE] A 289
wn =90 E—iOO_EEO‘_O% =09]¢ S ~ ~ -
AR LR R ARERAT o spg weel g e a9 B o s A7 E wael 4
- T B FRA0 Yl Aog Bt
L7 97 T o B8 Al 7)ahE BE B ThE Qg Rd ] T ) ) ) )
FRLTUL AR AP O TEAEEIASAY o mwa ue 9 pa 99 2ol sht o9 e B
Z=eHE A2 O 290 FAel Al A e A5 A7E
0" FF AN, A, AA i 7JEh FEE AFE T g B =AuAe) g Aew £
P 49 o] Fo TN FAEAL o] el FAE £ &7 sAdR desslEdd Seke 2
TA| A ] A A gE Y I A ZATRIIA]
20128 104 229 (22.10.2012) 201249 10 23 (23.10.2012)
ISA/KR®] 7 2 ¢-HF4 AL
- e
(302-701) T A F A A AT FALE 189, Cical
4% /‘\_}5, Z B @74/\ _ -
@ s A P Al 5 82-42-481-8201

244 PCT/ISA/210 (5 M A 42 (20091 7Y)



% Xﬂ = /\]_ B3 }\1 TAEUHNE
o5 ael e Au PCT/KR2012/001239
aag F7He Be5HEd FHY
KR 10-2003-0076764 A 2003.09.29 ENS)
KR 10-2005-0081296 A 2005.08.19 ENS)
JP 2002-101091 A 2002.04.05 ENS)
KR 10-2008-0013234 A 2008.02. 13 ENS)

22 PCTASA/210 (-3E-3] F714-A]) (20091 7€)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - wo-search-report
	Page 4 - wo-search-report
	Page 5 - wo-search-report
	Page 6 - wo-search-report

