wo 20177208225 A1 | 00000 O RO

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

J

=

(19) World Intellectual Property
Organization
International Bureau

(43) International Publication Date
07 December 2017 (07.12.2017)

(10) International Publication Number

WO 2017/208225 A1l

WIPO I PCT

(51) International Patent Classification:
GO06K 9/20 (2006.01) G02B 27/00 (2006.01)

(21) International Application Number:
PCT/IL2017/050581

(22) International Filing Date:
24 May 2017 (24.05.2017)

(25) Filing Language: English
(26) Publication Language: English
(30) Priority Data:

245932 30 May 2016 (30.05.2016) IL

(71) Applicant: ELBIT SYSTEMS LAND AND C4I LTD.
[IL/IL]; 5 Hagavish St. Poleg Zone, 4250705 Netanya (IL).

(72) Imventor: LEIZERSON, Ilya; c/o Elbit Systems Land and
C4ILtd., 5 Hagavish St. Poleg Zone, 4250705 Netanya (IL).

(74) Agent: KORAKH, Eliav; Korakh & Co. Advocates &
Patent Attorneys, P.O. Box 58100, 6158002 Tel Aviv (IL).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ,BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA,CH, CL,CN, CO,CR, CU, CZ, DE, DJ, DK, DM, DO,
DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,
HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KH, KN, KP, KR,

(84)

KW,KZ, LA,LC,LK,LR, LS, LU, LY, MA, MD, ME, MG,
MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM,
PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC,
SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, TM, TN, TR,
TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM, ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM,KE, LR, LS, MW, MZ,NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Published:

with international search report (Art. 21(3))

(54) Title: SYSTEM FOR OBJECT AUTHENTICITY DETECTION INCLUDING A REFERENCE IMAGE ACQUISITION MOD-

ULE AND A USER MODULE AND METHODS THEREFOR

(57) Abstract: A system: for determining the authenticity of an abject including

FiG. 8

a reference-image acquisition module for acquiring a reference-image, The ref-
erence-image acquisition -module Includes a light-source, an imager including
an imaging-sensor, and a database coupled with the imager for storing the ref-
erence-image. The light-source directs circumferential-light toward an authenti-
cation-region on the object The circumferential-light is at least one of collimat-
ed and telecentric. The circumferential-light impinges: on the authentication-re-
gion from a plurality of different azimuthal directions and at a predetermined
oblique angle relative to the normal of a plane defined by said object A portion
of the circumferential-light is reflected from the authentication-region toward a
-specular reflection region and another portion is scattered from the authentica-
tion-region. The imager is focused on the. authentication-region and acquires a
reference-image. The reference-image is a focused image of the scattered light.
The reference-image includes image features related to surface features scatter-
ing phenomena of the authentication-region.
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SYSTEM FOR OBJECT AUTHENTICITY DETECTION INCLUDING A
REFERENCE IMAGE ACQUISITION MODULE AND A USER MODULE
AND METHODS THEREFOR

f423

The disclosed techpigue relates © imaging and image
processing technigues In general, and fo systems and methods for
deteciing authenticity of ohiects aceording to acguired images thereof, the

i images at least including image features related to swiace lealures

scattering phenomena, in particular.

BACKGROUND OF THE DISCLORED TECHNIQUE
Counterfelting of objects in genersl, affects the income of

manufacturers which manufacture an origingl object and may also affect

P
i

the income of distibutors wholesalers and retallers.  The market of
counterfeitad objects s estimated to be on the order of hundreds of
hilions of dollars per year, Methods, devices and systems for detecting

L

counterfetied objects are known inthe art. For example, slectronic cirouils
W {e.g., passive or active Radio Frequancy ldentification ~ RFID circulls) are
incorporated into the object As g futther example, expendable tags with
uniqus patterns such as holpgrams, tags with spectral patterns and the
fike are altached to the object. These msthuds, dovices and syslems are
spacifically designed and miay be subjecied lo counterfelling themselves.
25 Allernatively, systems amd methods which analyze an image of the obyect
surface are also emploved.  For example, such systems and methods
acquire and analyze a speckis pattern of the objects or regions in the
objects to determining the authenticlty of the objest.  Buch methods
employ the object suriace lluningted with Jight for creating an optical

s interferograny Known as a speckle pattem.
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1.8, Application Publication 2008/0104103 to Colinesu et &l
entitled "Method for Optical Authentication and identification of Ubjects
and Device Therefor” directs to & systers and @ method in which 2
coherent fight ilunsinates a partially scattering surface of reference objects

s under specified Huminagtion conditions and record the speckle palterns
obtained for various nominal values of Hlumination parameters.  Then,
oblects are Hluminated and thelr images are captured under the sinilar
nominal condiions and each obtained spackie patlem is compared with-a
recorded speckle patter.  The sysiem directed fo by Collineay et al

W includes an optical recording device with laser source, a slorage device
and an optical reading device with laser source, the parameters of the
optical devices being modifiable.  The modifiable parameters of the opticat
devices include at least one of the wavelength, direction of emissi an,
focusing of the laser beam, position of the laser source, nclination and

s position of the object with respect fo the laser beam.  Accowding fo an
embodiment of the system directed o i}y Colineau st al, the system
verifies that valus of & given parameter may be drawn randomly from the
span of admissible valuas (for example ity the case of a particular position
of the reading aystem with respedct to the object), the signal ohsanved 5

ndeed the one that is expected. it is thus possible to choose the security

-

P
e

level desired.

U Patent Apglication Publication 2014/0205153 o Sharma el
sl enttled “Systems, Methods and Computer-Accessible Mediums of
Authentication and Verification of Physical Oljects” directs to a meathod for

s authenticating a physical object Inttially, an knage of a matked or
unmarked porion of the physical object s acquired under white ight

Hursination.  Then a first mictoscopic imags or video of a ragion of the

objects ared, This first niicroscopis image includes a texiure speckie
pattern. Ade seriplor is computed using object invariant gradient histogram

o algoithm or a combination of a Gabor tansform and @ Principal
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Component Analysls progedure.  When verfying the authenticity of the
physical object. & predetermined region is chosen and an fmage or video
of the physical obiect that is soguired by & microscope {8.g, 8 USB

microscope). The microscope can be a handheld device, such a celludar

(53

telephone integrated with @ microscope. or a dighal camers integrated
with & microscops. The second microscopic image or videe s stored and
a low dimensional representation of this Image is computed by employing,
for example, the bnvariant Gabor Principal Component Analysis. Than, the
first microscaple image and the second microscopic image are compared.
s This comparison s be performed by maiching the descriptors for example
according to the Bucldean distance between the desorptors. I a
similarity between the first and second speckle patterny equals or exceeds
a predetermined amount, then the physical objsct s determined to be

authentic, alse the physical object is not authentic.

15 U8, Patent 8020054 to Adgarwal entited "Mathod and

Aszociated Appartus for the Standardized Grading of Gemsloney” directs
to a system for determining the spectral response of a gamstone which is
subjacted to a plurality of incident light sowrces. In the system directed {0
Aggarwal, an image acquires an image of the Hluminated gemstons and &
x processor compares the acquired image o a reference image and grades
the inspected gemsione. In the system divested to by Aggarwal, 3 ring
fght luminates the gemstone to delect surface scratches, facet

structures, and fo perform colar analysis of defk stanes,
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SUNMMARY OF THE PRESENT DISCLOSED TECHNIQUE
ft s an objest of the disclosed technique to provide novel
systems for determining authenticily of an object which mchidss 3
reference image acguisition module and a3 user maodude. In accordancs

withh the disclossd technigue, fhere 18 thus provided systemy for

txl

determining the authenticly of an object including a reference image
acquisition module for scquiring g refcrence image-for object authenticly
detection.  The weference image acguisiion module includes a fight
source, gn imager and a database  The nager ncludes an maging
1w sensor. The dalnbase is coupled with the imager. The light sowrce
directs circumberential iaht fowsard an authentication region on the object.
The cireumferential ight s at least one of collimated and telecentric. The
circumierential light impingss on the authentication region from & plurality

of different azimuthal directions and st a3 predetermined oblique angle

w6 relative to the novmal of a plane defined by sald object, A portion of the
circumfarential light is reflecied front the authentication region toward a
gspeciuiar reflection region.  Ancther poddion of the arcumferential light s
scatiered from the suthentication region.  The Imager is substantially
focused on the authenticalion region and acquires at least one reference

20 hnegs. The refersnce imdge is a Tocused image of the scaftered light
The refarence image inchides image features relatad o suiface featwes
scattering phenomena of the authenbication region. The specular
reflaction ragion and a region defingd by the imaging sensor arg mulually
exclusive in space. The database stores the reference image.

28
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BRIEF DESCRIPTION OF THE DRAWINGS
The disclosed technigue will be undersiood and appreciated
more fully from the following detailed description faken in conj anation with
the drawings in which:

& Figure 1, is 3 schematic illustration of a system for determining
althenticty of an object, constructed and operative in accordance with an
ambodiment of the disclosed technigue,

Figures 2A and 2B are schematic illustrations of 3 system for
detecting the authenticity of an objeet, constructed and Doarative

i acoordance with ancther embodiment of the disclosad technigue;

Figure 20 is an exemplary Bustration of an image acguired with
‘abligue Hiuminaiion imaging’, in accordance with another amboadiment aof
the disclosed technigue;

Figures 3A and 3B are schematic Mustration of speactral

s disgrams in accordance with & further embodiment of the discloged
technigus;
Figures 4A and 4B are exemplary Hustrations of diagrams i
sccordancs with another embodiment of the disclosed tachriue;
Figure 5, is a schematic lustration of a method for determining
s the authenticity of an object operstive In aco ordance with a futher

ambodimant of the disclosed technique; and
Figure 8A is a schematic lustration of an image acquisition
system employing conventional optics;
Figure 8B is 3 schematic fustration of an imsge acguisition
» systemn employing telscentric oplics, sonsiructed and operative o
accordance with another embuodiment of the disclosed technigus,
Figure 80 s a schematic Hlustration of an i Humination system,

amploying conventional aphios]
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Figure 6D is a schematic Blustration of an #lumination system
employing telecentric optics, constructed and operative in accordance with
a further smbodiment of the disclosed technigue,

Figurss 8 and 8F are schematic Hlustrations of images in

193]

accordance with another embodiment of the disclosed technigus:

Figures 7A and 7B are schematic fllustrations of images
including  featurss comesponding to the scaltering phenomens i
accordance with another embodiment of the disclosed techrque;

Figures 7C and 7D are schamatic Hustrations of actual images
i incuding featwres corresponding to the scalleting phenomena of a1
surface, also in accordance with angther ambodiment of the discosed
fechnigue;

Figure 7E is a schematic ilustration of a graph exhibiting a8

correlation function, betwesn images also in accordance with another

P
573

embaodiment of the disclosed techniqus;

Figure 7F Is g schematic Hlustration of an wmage ncluding
features coreesponding to the scattering phenomena of a surface, in
accordance with another embodirnant of the disclosed techniqus,

Figures 76 is a schematic #lustrations of an actual image
s inchuling festwres correspondding to the scaltering phenomena of =
suface, also in accordance with another embodimant of the disclosed
tfeshnigque;

Fiours 7H i3 a schamatic lustration of a graph exhibiling a
sorrelation funchion between images alse in accordance with another

s embotimant of the disclosed techtiqus;

o

Figure 8 is a schematic ilfustration of a system for acquiring =2
reference image Tor object authenticity delection, mn&tmsied and
operative i accordance with a further embodiment of he disdosed

techniguse,
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Figure 8A is a schematic flustration of an annular light sowce
constructed and operative i accordance with ancther embodirnent af the
disclosed technigue;

Figure 9B is a schematic Hustration of an annular light source

s constructed and operative in accardance with a further embuodiment of the
distlosed techniguea; and

Figure 9C is & schematic Rustration of a ight sawrce construsted
andd operative i accordance with another ambodimentt of the disclosed

technigue.
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DETAILED DESCRIPTION OF THE EMBODIMENTS
The disclosed technique overcomas the disadvantages of the
prior art by providing a system for identifying objects and for defermining
suthenticity of obiects.  According to the disclosed tachuique, & fight
s source emits light toward an authentication region on the obigct.  The
authertication  region  exhibits  surface  Tealures  and material
characteristics,  The term ‘surface features’ ralates hereln to the physieal
texture, roughness and irregularities such as scralches, cracks. The term
vraterial characteristic' relates herein to spectral reflectivity (Le, matio
4§t ?;-sstwe-@n the power of the scatiered and reflecied light fo the power of the
sidart light for each wavelength), spettral ahsorption {te., ratio betwaen
absorbed and incident fight power), poladzation (ie, the change i
polarization state of the scaller and reflectad fight with respect to the

incident ighth, The swiace features affect the refiection and scattering of

[543

fight from the surface of the authentication region. The light impinges on
the surface of the authentication region and scatiers and reflects
therefrom.  The torm Seflected light' relates herein fo light which s
specularly deflected from the surface of the authentication region (ie., the
defiection angle of the light fram the authentication reglon is sgual to the
s incident angle of the Hght on the authentivation region) The fem
‘scatiered light' relates hereln light whicly s diffusively deflected from the
surface of the authenbication reglon.

At least a pottion of the scattered light from the authentication
region impinges on an imaging sensor of an imager. The imager AcQUITES

at least one substantally focused (e, an image acquired within the depth

Fry
(850

of focus of the imager) image of the authentication reglon.  The acguwred
wage al least includes image leatures related to surfsce features
scattering phenomena. These image features are for example spockle

pattern or a representation of the surface wregulanities {e.g.. scratches,
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cracks or protrusions). in other words, the image features are dentifiable
n the imags.

A processor delermines the corespondence betwesn the
acquived image or images and stored image or images, which also

s gorrespond fo the same authentication reginh o authentication region
type. The processor identifies the object as authentic when the acquired
dmage or images comrasponds 1o the stored image or images. The
FProcessor identifies object as non-authentic when the acguired imags or
images do not correspond o the siored image of images,

19 Agvording fo one embodiment of the disclosed techmgue light
mpinges on the authentication reglon at an oblique angle relative o the
normal of the object plane (Le, af the authentication reginn}. This ohlique
angle should be small enough to mainiain the coherenpy of the incident
fight within a region observed by a single pixel as further explained balow,

15 Furthermore, the region defined by the imaging sensar and a specular
reflection region are mutually exclusive in space. The acquired nage
includes image features related to sinface features scattering phenomeans,
As mantionad above, these image fealures ae for sxample specikle
pattarn or g regreseniaton of the surface wregularilies {s.g., scralches,

@ cracks or protrusions).  Specifically, the representations of the surface
irreguiatities in the acrquired image  addiion fo the speckis paltemn
further reduce the probability of false detection of & non-authentic objec
relative to the probability of false detection when smiploving an image
which doss not include representations of the suface iregulanilies,

o Huminating the authentication region at an obligue anglke enables
gmploving specularly reflected swrfaces for counterfell detection such as
identification Cards, credit cards, glasses, partially reflecting parts of

glothes and the ke,

30 the gmitted light exhibils emitted spectral scheme.  The emifled spectral
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scheme includes at least two wavalengths over at least twe rgspective
emitted speciral ranges. The emitted light impinges on the authentication
region and scatters and reflects therefrom over a scalteved spectrat range,
The light scatiered from each g observed by each oixel on the

5 authentication region, axhibits o respective scattered spachal scheme.
The intensity sorresponding to each wavelength in each scatiered spectral
scheme depends on the surface fealure of that area and matenal
characteristics ihersef. At least a pordion of the scattered light from the

authentication region impinges on an imaging sensor of an wager. The

e
oy

imager acquires at least one focused image of the authentication region
resudting from the scattered light over the spectral response of the imager.
The spectial response of the mager includes at least two spactral ranges.
Each geguired spectial range is associated with a corresponding speciral
authentication image. In other words, the scguived image is comprised of
s the spectral authentication images. Each spectral authentication image
inciudes respective image features {le., related o swiace Tealwres
scattering phenomena), that ate related o the spectral schemes of the
pixels (L., within the comesponding spectral range thereof).  The
processor determines correspondence between at least one spectral
a0 authentication image, and a stored spectral authentication image which
also correspond o the same spechal fange, and determines the
authenticity of the object accordingly.  Emploving at least two specteal
authenticalion images corresponding o two respaciive spectial ranges
raduces the probability of false detection relative to the probability of false
25 detection when only a single image is smployed
In gensral, the authenBication region exhibits scalienng
charactetistios which depend on the wavelength or wavelengins of the
Hght  incident therson These wavelength dependent scaflening
characleristios are alse refarrad o hersin ds the spectral response of the

s scattered Hght. The scattering characterdstios are related t© the swnface

A
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features and materal charactesistios of the authenticalion region & the
arsa observed by esch pixel  Conseguently, light sxhibiting different
wavelshgths, incident an the authentication vegion, shall result in di flerent
speckie patterns. In other words, the position and shape of the dark and

5 bright areas in the speckls patlerns can vary for different wavelengths and
spectral  schemes. Surface  wregularfies  also  exhibit  respective
wavelength dependent scatisring characleristics.  This spectral response
of the scabtered light is related o the struclure of these surface
iregularities.  Therefore, an image based on the scattered light exhilals

s image features which are relsted to the sudace features scaliering
phenomena.

A user seeking to verify or determine the authenticty of an
ohisct and emplaving a system according to the disclosed technigue,
divects the Imager toward the authentication region, the system provides

s the gser with an indication (o.g., visual indication via a display or an audic
indication) via a display that the phisct is authentic.

Reforence is now made o Figure 1, which s a schematic
flustration of a systern, generally referenced 100, foy determining
authenticlty of an obiect, constructed and operative in accordance with an

s embodiment of the disclosed technigue. System 100 is employed in @
(ser module when 2 user seeks to verily or detenming the authenticity of
an object. Systers 100 includes an imager 102, a light sowrce 104, &
pracessor 108, a databiase 107, mager 102 includes an imaging sensor
103 Systent 100 includes a light source optics 110 and imaging oplics

s 112 and optionally includes a beamsplitter 108, Processor 108 {s coupled
with the imager 102, with %ig,‘:'sft source 104 and with database 107, Light
source optics 110 is optically soupled with fight source 104 and with
beamsplitter 108, lmaging oplics 112 is oplically coupled with Imager 102
and with beamsglitter 108, Imaging optics 112 is optinally coupled with

5o beamspliter 108, The ferm ‘opticaliy coupled” refers herein to two

A
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slements, @ first element and a second elerment, both located on the same
optical path of a photon, the photon exiting one elemant reaches the
second alement even i that photon passed other optical alements {8.9..

lenses, optical relays, heamsplitters, diffusers, grids, prisms, diffractars,

15

mirras), which are localed on the optical path batween the first element
and the second slement,

fmaging sensor or sensors 103 {eg. Charged Coupled
Device - CCH SONELL or Complementary Metal Oxide
Semticonductar - CMOS  sensor), exhibiting  sensitivity al respective
1w speckal band or bands.  For exampls, imaging sensor 103 may be
sensitive in the visible spectral band and capable of acquiring & color
irmage in the Red, Green and Blug color space {ie., imager 025 an RGB
camera), Forexample, imaging sensor 103 may be sensitive in the visilile

speciral band and capable of acquiring a monochrome image. As a furthey

sxample, imager 102 may be a multbspectral imager, including two or

=y
5

more sensors cach axhibiting sensitivity at respective spectral band. For
sxample, these sensors may be an infrared (IR} sensor exbibiting
sensitivity in the IR band, a sensor exhibiting sensitivity in the visible band

{i.e., sither 3 monochrome sensor oF & color ‘S&E‘RSB?‘} and an Ulraviolet

fivg
bod

{LIV) sensor exhibiting sensitivity in the UV band. Light sotres 104 emits
ght (e, elechromagnetic enerqy) in selected spectral bands or portions
theraof,  Light source 104 may be, for example, a Light Emiting Diode
(LED or LEDs, a fucrescent lamp or lamps, tungsten lamps of amps, 3
UV lamp and the like.  For example, light source 104 may emit light only
s in the Nesr lofrared (NIR) and UY bands and Imager 102 thus acquire
images i the NIR and UV bands. A spectral filter coraspondng 1o the
dssived spectral band or a number of such filters can be mountad on light
source 104, Altematively, fight source 104 may include several light
emitters, each emifting lght i 8 comesponding  wavelength o

si wavelengihs over a cofresponding spectral band. The light emitters may

iy
Z

3
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ernit the light simultanacusly or sequentially. I general, the speactral
asponse of imager 102 at least oartially overlaps with spectral bands of

the light emitted by light source 04,
Light source 104 emits iight via fight source oplics 110 toward
s beamspliter 108 When light source 104 noludes several lght emitters,
aif Hight emitters emit the ight substantially oward the same direction.
The Hight emitted by light solrce 104 may be strongly coherent light {eg.
tmser fight), partially coherent light or iow-coherent light such as a LEDL In
genearal, ight coherency relates to the correlation behween the phases of
w the various wavefronts of the light over distance of fime. The light emitted
by Hight source 104 may turther be monachromatic light or multi-chromatic

fight.

Beamsplitter 108 divects the ight toward an authentication
region 116 of an object 118 Authertication region 115 exhibits hght

reflection and scauet ing characteristics corresponding to the surface and

s
n

ihe surface texture thereof The light scattered from authantication region

118 s directed via beamspitter 108 and imaging optics 142 toward mager

107 and impinge on imaging sensor 103, mager 102 aoquires at least

ane focused image 120 of suthentication region 118, The acquired

s focused image 120 of suthentication region 146 at teast includes image

faatures 122, relating to swiace fealures of authentication segion 116,

These image feattwes 122 are for example speckle patiemn of nages of
surface irreguiarities such as seratches, protrusions and the like or both.

Pracessor 106 detenmings the corespondence between the

a  atguired image or images and stored image or images, which are stored

¥
[

in database 107 and also correspond to the suthentication regich or he
authentication region type of the object, Processor 108 determings the
sorrespondence between the anquired image and a3 stored image, for
axaninke, by determining the corrslation betwesn the two images. For

s example, processor 1006 may determine the cortespondence between
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corasponding parts of the acguired and slored spectral authentication
images by determining the correlation between selected quadrants of the
imates. Thus, even if a portion of authentication region 118 is damagad,
orif a portion of the acquired image s coffupt, processor 1068 gan still
s detormine the correspondence hetwesn the images.  Processor 108
determines that two images corespond (& one another when the
praximum value of the normalized corelation is above a predeterminea
threshoid,  This tweshold may be defined relative lo the wmaximum
possible correlation value (e, relative fo 1 when the carrelation is
to  normatized) (e, ihe threshold may be a faction of the maximum
possible coivelation value). As a further sxample, the thresheld may be
defined refative to the varance or the mean of the correlation values, at a
determined segment of pixel shifts (Le., a segment in the herfzontal axis of
the correlation function), the determined segment being different from the
w segment in which the maximum value is Jocated (e.g., the threshald i
defined as a mulliple of the determined varianoe or mean). Furthermore,
Hough Transform technigue can be employed for identilying scralches i i
the acquired image or images by detecting lines in images which
corrgsponding to these scratches. Frocessor 106 identifies object 118 ag
20 suthentic when the acquired image or images corresponds to the stored
inaas of images. Frocessor 106 identifies object 118 a5 non- -authentic
when the identified spactral authenticetion image or images do not

i

528

correspond fo the stored speciral authentication image or image

genergl, the suthentication region may bea part of the obiect or append fed

{Q

w  therete (8.9 & sticker),

The system according to the disclosed techniqua is gensrally
employed with various objects ex xhibiting varicus strfaces with various
surface characteristics, for axample, completely soattering surfaces.
patially reflecting surfaces, specular reflecting surfaces, as ¢an he seen

o oan varous obisdts {eg.. such as sradit cards, luxury walches). For the
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urfaces. the system should be

(ﬁ

system (© be emploved with a yariaty

.e,anfs;u*ei such that the reflacted Jight does not impinge the Imaging

sensor. To tat end, in & systeny aceording fo ancther ambodiment of the
disclosed techniqus, ght, originating from lelecentric or collimataed light

L ey

souice, Impinges on the suthentication region at an obligue angle relative
0 the normal to the obiact plane, Furthermore, the region defined by the
imaging senser and a specutar reflection region are mutually exclusive i
space (e, the reglon defined by the imaging sensor and a spsouar
reflection region do not overlap) as fwther explained below. Huminating
o the swiace with collimated of telecentric light and the non-overiap
hetween the region defined by the imaging sensof and a specuiar
reflection s'es;ien is refarred to herein as ‘ohiigue Mumination .imagmg’
schamatio Hustrations of a system, gea‘aa‘m%iyreﬁerﬁancez\:‘; 150, for delacting

the authenticity of an obiact, constructed and oparative in accardance with

o
iy

another embodiment of the disclosad technique. System 150 is employsd
in & use module whisn 3 user seekslo ver iy or determine the al gthenticity
of an object. With reference to Figure 24, system 150 inchudes an imager
152, 3 Hght sowrce 154, a processar 156, a database 167, Imager 1582
s includes en imaging sensor 153, System 180 includes light source oplics
160 snd imaging optics 162, Optienally, system 180 fudher nchudes a
beamsplitter 158 and an gperture 188 Processor 1568 js coupled with
imager 152, with light source 154 and with daiabase 187, Light source

optics 180 15 optically coupled with fight sawrce 154 and with beamsplitter

25 158 imaging optics 182 is opticaly coupted with imager 182 and with
peamsplitter 158, Light source optics 180 is aither collimating optics or
telecentric optics. In Flgure 2A aperiure 158 I8 depicted as baing located
hetween beamsplitter 168 and fmaging optics 162, However, aperiure
158 may alternatively be locatad hetween imaging optics 162 and imager

s HBE
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Light source 154, which is simiiarto fight source 104 (Figure 13,

divects Hght through light source optics 180 toward beamsphitter 158,
Light source optics 160 coliimates the light passing thersthrough. such
that colimated light, such as light rays 174, 174 and 174, wre disole ad

& toward beamspliter 158, Beamspiitter 158 deflects the light from light
source 154 toward the surface 188 of an authentication region of an
obiect. The light impinges on surface 166 at an oblique angle relative 1o
the normal of the objsct plane at the suthentication region. The oblique

impingement angle of the light 1s achieved sither by rotating light source

P
Loed

154, or beamsplitter 158 or light source aptics 180 o the desired angie

The Hght impinges one swface 188, A portion of the light is
scattered and another portion is reflectad (Le., speculaty refiected). The
specularly reflected Hght defines a specular refisction yegion, through
which specuiar reflected fight propagates, such as specular reflection
1 region 164, In other words specular refisction region 164 relates to the
reglon in $pace defined by the beam of specularly reflectad light.

As mentionad above, the region defined by imaging sensor 153
and specular reflection vegion 164 are mul gally exclusive in space.

Accarding to one example, apsiture 168 blocks the specular reflscted light

2
o

frony mpinging ot Emaging sensor 153, ;«Xi‘ternaiimiy{ imager 152 s
positioned such that specular reflection region 184 and the region defined
by lmaging sensar 109 do not overlap and the specttar reflected light
doss not impinge on Imaging senser 1008, Consequently, imager 152
acgulres an image of swiace 165 resulting only from light scattered from
o surface 186

Processor 156 determines the carmﬁpendaﬂcﬁ hetween the
acquired and stored images simnfiatly to as descriled above. Process
1588 identifies sutface 188 as comesponding 1 an a avthentic obiget when

fhe acquired image or Mages eorresponid {0 @ slored hmage of finages

(593

which are sfored in ditabase 157, Processor 156 identifies surdace 168

Lad
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as corresponding © a e -authentic ohisct when the anqguired inage of
images do not correspond @ storad image or  nages.
With reference to Figure 2B, colimated Hght rays, 174 and 174,

impinging on a swiace 156 The distance ‘U, between the fight rays 174,

1

and 174, oorresponds to the length of the area soverad, of surface 168,
by & single pixel The distance ‘d corresponds to the difference behween
the wavefronts associated with each of hght rays, 174, apd 1 Ty at
surface 188, The value 4 should be smaller than the coherence fength of
the light &, {e.g.. on the order of Yum for & white light source). The ange
w8 abwhich the light rays impinge on strface 188, the distance d and Loare

related according 1o the following:

sin@ = dfl M

(. depends on the actual pixel size (e, on the imaging sensor) and the

magnification of the imaging optics as follows:
35 L= PN {2}
where P is the actual pixel size and M is the magnification of the imagi Ny
optics. According 1o the sbove, the fight coherence fength £ ahould e
farger than the distance d {ie., Dad)and the maximum angle 8 at which
the light rays can impinge on surface 166, for a given pel sive and

2 imaging optics magnification determined a8 follows:

i~y

For example, for an imager with a typical CMOS sensor where the pixgl
sie is B micrometers (um) (8., P=5 pm) and with magnification of 1 (e,
M=1) then the maximum aﬁ:gie 8 at which the light rays can impings on
s surface 166 is 0.2 radians {(Le. <02 radians). Itis noted that when hght
source 154 is a coherent light sowrce (84, 8 laser} the rastnction dver ¢

dees not apply.  However, Humi inating surface 188 &t an ehligus angle

-

celative 1o the nonmal of the surface plane is st W necessary.

The ‘obitue Humination fraging describe od hisrsinabove, results

"‘v'\

an image 170, In which vaficus image fealures 14, rafated

ot

O sufiace

-4

S 3

AT



WO 2017/208225 PCT/IL2017/050581

166, can be identified in the scquired image. As mentioned above, inese
image features 172 ars, for exampis. spe ckie pattern or swiace
irraguiarities such as soratches, cracks protrusions and the ke, Whenthe

stored image oF images are also augquired with ‘whiigue Hurminalion

w1

imaging’, these image fealres are aiso identified i the stoted Hinage or
images and reduce the prahabiiity of false detection of a none authentic
ohisct relative to relative 1o the probabiity of false delection when
ernploying an image which does not include representations of the surdace
ireguianties,

10 Reference is now made to Figure 20, which is an sxemplary
fustration of an image, generally referenced 180, acquired wilh ‘shiique
flumination imaging, 1 accordance with another embodiment of the
disciosed techrique. The area of the authentication region chsarved
image 180 is approximately x5 milimeters. in acquired bnage 180 image

features, such as a spackle patlern and scrateh 182, are also dentified in

the image.

As mentioned above, the suthentication region  exhibits
seatiering characteristics. which depend on fhe avalength of the light
ncident therson.  These scaliering characteristics are related to the

s surface features abd material characteristies of the atdhentication region,
at the area obserned by esch pixel  The speciral response ot the
scatterad fght is also relaied to the structure of these sw face feagtures
fe., slope, depth and the k). Thersfore, an ivags based on the
multi-spectral scatterad light from the authentication region exhibits mage

s features which are related 1o the surfave features scattering phenomena,
which are dopendent on the wavelengths of the fight intident on the
maging sensor.  For sxample, the position and shape of the dark and

bright areas in the speckde paltems can vary for different wavelengths and

spectral schemes. Thus, Muminating the object with a multspectral light
w and imaging with a color or & uitt-spectral imager ncreases the amount

of information avallable for the systam.
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According to a8 further embodiment of the disclosed technique,
the hg%‘*t srittsd by the light source exhibits an emitted spectral scheme.
The emitted spactral schame includes at least two wavelength over &t
ieast-two respe::tive- emitted spectral ranges. The emitted Hght impinges

on the authentication region and scatters and reflecis thaerefrom. At least

O

a portion of the light scattered from the authentication region Impinges on
an Imaging sensor of an imager,  The imager acquires at lsast one
focused image of the suthentication region resulting from the scattered
fight, over the spectral response of the imager. The spectral responss of
w the imager includes at feast two acguired spectral ranges. Each acguirad
spectral range s associated with & correspan ding spectral authentication
image. The processor determines conespondence between atl least ong
spectral authentication image, and a stored spectral authentication image
which also correspord to the same spechral rangs of the imager, and
55 determines the authenticity of the object accordingly. Eraploying at least
two spectral authentication images corresponding o two respective
spectral ranges reduces the probability of false detection relative ©© the
probabiity of false detection whery anly a single image is emp! ioyed,
Boference is now made to Figures 34 and 3B, which are
s schematic ustration of spectral diagrams, generally referenced 200 and
220 respectively, In accordance with & huther smbodiment of the
Sisclosad technique and referring back to Figure 1. Light source 104
emits light via light scurce optics 110 toward beamspiitter 108, The
emitter light exhibits an emitted spectral scheme. The ferm ‘spenirsl
s scheme’ herein relates to wavelenging composition {Le. the wavelengths
-a_nd ineir respective amplitudes) of the lighl. The emittad speciral schame
includes more than one wavelength over at jzast two respective emitted

peciral ranges (9.9, wavelengths in the visible band, in the infrared band

“n

ar the witraviolet band o in g combination thereof, to which imager 102 is

s aleo sensitive) When light source 104 emils coherant light, e enulted

18-
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spectral scheme includes al least two wavelengths over al lzast two
feapective emitted spectral ranges.  When ight sowrce 104 emils.
non-coharent o partially coherent light, the emilted specira scheme
ncludes at least two spechral bends.  Light source 104 may amit a
¢ combination of coherent and non-coherent or partially coherent light. With
reference o Figure 34, spectral disgram 200 depicts an axamplary
emitted spectral scheme 202, Emitted speciral scheme 202 exhibits
peaks gt ni ine different wave lengths, Ay, Ao s A Rso s Ay dg BN wd Ag OvEr
respective emitied spectral rangs 204, 204, and 2045, For exampie,
i emited speciial range 2044, 204, and 204, may off be int the visible band.
As a further example, amitted spactral rangs 204, I8 in the infrared b and,
emitted spectral range 204y is In the visible band and emitted speclral
range 204y is i the ultraviolet hand.  As anotber example, emitted
spectral range 2044 s In the infrared band and gniitted spechral ranges
15 204; and 204, ave in the visible band.  The amilted spectral scheme
includes, for example, discrete wavelength as described hersin. Howsver,
s noted that, v general, the emitted spectral scheme may be
continuous within the spectral band of interest, though not necessanly

uniform. Fudthermore, the emitted spectral scheme may be continuous i

)

one emitted spectral range and discrete in another emittea spactral range.
Seamsplitter 108 directs the light toward suthentication vegion 118 of
obisct 118

The fight impinges on the surlace of authentication region 118
aricl zeatters and reflects therefrom. The light scaltered from each area
s ohserved by each pixel on the authentication region exhibits & respective
scattered spectral scheme.  In geneal, the ampiitudes of the reflected
spectral schemes depend on  the surface featurss and  material

characteristios of authentination reglon 118,

A portiors or the scattered light {Le, the porhion divested toward

L
bt
{954

aystem 100} is directed via, beamspiitter 108 and raging optics 142
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toward imager 102 In other words, at least & portion of the fight scattered
from authentication region 118 impinges on imaging senzsor 103, Inager
102 acquires at east ong facused image or images (2.4, image 1203 of
authentication reglon 116, The acuired focused image of images of

authentication region 118 at lsast includes a speckle paltern (e 38

(53

speckle pattern is identifiable n the wmage). The acquired image may
include additional image Teatures {8 9., seratohes, cracks of protrusions).
The speciral responsg of imager 107 inchudes ab least two acquired
spectral ranges.  Each scquired spectral range is associated with a
w o corresponding  speciral authentication  image. As 8 result of the
wavelength dependency of the scaltering diffraction andféor reflection of
the light from the authentication region, each spectral authentication
image may axhibit ditferent image features relaled o surface features
scattering phenomena, With reference 1o Figure 38, speciral diagram 220
s depicts exemplary asquired spectral schemes 222y, 232, and 222y, of the
fight impinging on & single pixel, sach over a respective spectral range
P24y, 224, and 224, The acquired spectral scheme can be different for
sach pixgl. This acquired apeciral scheme relates to the material
characteristics and surface featurss of the avea observed by the spadific
2 phel His soted that Hie spectral ranges of the acquived spectrat scheames
may partally overlap.  For axample, spectral ranges 24y and 24
sartially overlap with each other
Brocessor 108 identifies from the acquirsd image, at least ong
speciral authentication mage of authentication region 118 corresponding
. toa respective ong of spectral ranges 224, 224, and 224, For example,
processar 108 sniploys acquirsd speciral ranges 224, angd 224, and
entifies the respective spechal authertication images corresponding
therste. Processor 108 then determines the sorrespondence between the
identified spectral authentication image of images and stored speolral

s suthentication image of Wmages (stored in database 107} whilch also

24
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sorrespond to the same acquired spectal range. Yhen the identified
spactral authentication image or images corresponds fo the stored
spectral authentication image of images, processor 106 identifies object
118 gy atthentic. When the dentifisd spectral authentication image af
5 images do not corraspond to the stored speciral authentication image of
HHages, processer 106 dentifies object 118 a8 non-authentic. In general,
the combinations of the spectral ranyes srployed may be predetenmined,
randomly or cvclically determing ad (e, from @ group of sped tral Langes
combinations).
10 Following is an example of determining the authentoty of an
object employing the ooy imaging technigue and stil referring to Figure
1. Light source 104 i, for axample a LED emitting fight at a known
spectral schame, Light source 104 may also be, a standard Huminant
{e.q.. & CIE DE5 Huminant, 2 CIE D50 fluminant, @ CIE F geries Bluminant

and the like), which amils fight with a known ayitted spectral schems

1933

toward authentication region 116 of object 118, The light impinges on
authentication region 118, However, nol all of the light thal impingas on
authentication region 18 ceatterad thevefrom.  Some of the wavelengih
may be absorbed or padially absorbed by cbiect 118 As mentioned

s ahove, authentication region 1 16 seatters a portion of the light impinging
thereot toward Imager 102, Imager 107 includes an naging sensor, sueh

s imaging sensor 103 capable of scquiing, for axample, a color imags

n the ROB color space. Accordingly, imager 102 acquires an RGE image

avef three acguired spectral ranges, the rad acquired spectral range, the

2 green acguied spectral range and the hiue acquired spectral range.
Alsss each ope of acguired spe otval range s associaled wi ith 2
corresponding spectral authentic ation image, in other words he acquired
image is comprised of the spectral authentication images. Thus, when the

acquired image is an RGB image, thare are three spectal authen ntication

7z

images somssponding o aach of the red, grest and blde acguired

A

e
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spactral ranges.  Bach spechral authentication image includes image
features related to surface soaftering phenoniena of authentication region
118, In other wards, the image features related fo surface features
scattering phenomena ars entifiable in the image.

5 Processor 106 employs at least one spestral authentication
image. Processor 108 determines # this spectral authentication image or
images correspond to stored spectral authentication images, which als
sotrespond to the same spectral rangs or ranges.  For example,
processor 106 selects the biue anwd red spectral ranges and dentifies the

w  speciral authentication images coresponding therelo.  Processor 106
determines  the ocomespondence  between  the  identified  spechial
authentication image corresponding to the blus acquired spectral range,
with a stored spectral authentication image alse corresponding to the blue
acquired spectral rangs, which is stored i dalabase 107, Processor 106

s further determines the correspondence between the identified speciral
atithentication nage corresponding fo e red acquired speciral range
with a stored spectral authentication image also corresponding 1o the rad
acquirsd spectral range, which is alse stored in database 107, When the
processor 1068 determines that the identified spetiral authentication

s images, cotrasponding to both the rad and the blue spectal ranges,
sorrespond to the storad spectrat authentication images, corresponding to

the red and the blus spectral ranges, processor 106 identifies object 118

o

as authentic.  Otherwise, processor 108 identifies object 118 @
nor-authentic \

55 Continuing with the above exampde refating to an RGE image,
Referencs is now made o Figures 44 and 48, which are exemplary
flustrations of diagrams, generally referenced 280 and 282 exhitating
autocarrelation and cross-cotrelation for authentication in accordance with

another embodiment of the disclosed techniguas. Diagrams 280 and 252

e
)

Hustrate the advantages of the color imaging technigue. Diagram 250 m
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Figure 4A depicts the result of the autocorrelation of & red spsoinal
authenptication image.  As @an he seen the peak value of this
sutooorrelation of the red snecial authentication image is substantially
ane. Diagram 252 in Figure AR depicts the resulf of the crose-correlation
¢ between the red speciral authentication wage and the blue spectral
suthentication image. As can he seen in Figure 4B, the maximum value
of the cross-corrslation value petween the ted spectral suthentication
image and the blue spectral authentication image s significantly fower
than one.  This implies that although the two images may share some
w commaonatiies, the information contained in these two images iy differant
{p.g., he speckle pattemns I ihese images may be different). As such, in
general, when processor 108 employs al least two spectial authentication
images coresponding to two different spectral ranges, the probability of
false-datection of & non-authentic object is reduced relative 1o a sysiem

which smploys & single spectral authentication image.

it

i s noted that the above described  ‘oblique Humination
imaging’ technigue and ‘color imaging lechmigue may he employed
conjointly. For axample, refering back 1o Figure 2A, the fight emitted light
source 154 may be 3 midti-chiromatic light (e, exhibiting an emitied

2 spectrat sgheme which includes at least two wavelengths over at least two
reapective emitted spectral ranges) and the spectial responsg of imager
152 includes at least two acquired spectral ranges whare sach acguired
speciral range is associated wilh & coresponding spectral authentication
image as described ahove. Aa 3 further sxample, referning pack to Figure
a5 4, light source aptics 110 are sither collimating oplics of telecentvic oplics
and the light ewilted from fight source 104 s divected  toward
authentication region 116 suoh that the light Impingss on authentication
region 116 at an shligue angle relative 1o the rormat fo e object plane &t
the authentication region. The oblique tlumination is achieve aither by

w  rotating light source 104, or peameplitter 108 or light source optics 11010

Lo
s
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the desirsd angle and position.  When the ‘obliqus Humination imaging’
fechnigue and ‘color imaging’ technique e employed comol infly, the
probability of false detection of a non-authentic object is reduced refative
to the prabability of Taise detection when only ong of these technigques is

5 employed. As mentioned ahove, emploving the oblique Rumination allows
authentication of objects with reflecting or partially reflecting sirfaces, itis
further nated that in an obisct authentication system aceording o any one
of tha embodiments of the disclosed fechnique, the magnification is
smaller than ane (Le., the system is not a microscopic imaging systfas*n}\

o Thus. the positioning to the system relative to the authentication rag! on i
simpiified refative t© & systen with a magnification larger than 1.

It is noted that when emploving the imaging techaique with
normal flumination and normal naging (e, not with the oblique
fluminaton imaging techmgue described herein abovel, the mean pixel

w5 values of the acquired images of parfially reflec ding surfaces and
specularly reflecting surfaces may be larger than pixel values related to
the iage features related to suiface features scaltering phenomena (8.9,
spackle paltern or soraiches).  Thus, the image features related to the
surface features scaliering pheromena shall not necessarily be
s identifisble in the image (e, since the pixel values of the image fealures
relating o the surface features scatiering phenomena shall be smaller
than the Least Significant Bit (LSB) of the pixel value and thus un-
identifiable in the acnuired image). Altempting o increase the intensity of

the lght, shall cause saturation 1 &t least some of the pixels {Le, due to

o specular reflection).
Rofarence s now made o Figwre 5. which is a schematic
Gustration of a method for determining the authenticity of an object,
nperative i gocordance with a further embodirent of the disclosed
technigue.  In ;:»r»::-'f.:_edx.sre 300, light is directed toward an authentication
s region on an obleel. The light exhibits an emitted spectral schaime. The
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ernitterd spectral scheme includes at least two wavelengihs over al feast
o respective spectral rangss, The light impinges ont the suface of the
authentication region and soatters and reflects therefrom, The tight

seattered from sach area observed by each pxet on the authentication

fr2}

region exhibits & reapactive seaftersd spectral scheme. Optionadly, tha
fight Impinges on the suthentication region 3t an sbique angle relative 10
the normal of the objesdt plans.  Wilh refarence to Figure 1, light source
104 directs light toward authentication region 118 .an ahject 118,

in procedure 302, At least one focused image of the
@ authentication region is acquired. The image 15 assooiated with at teast
o acnuired spectral ranges. fach acouired spectral range fncluding at
least a porticn of the wavalengths ncluded in the scattered spectral range.
with reference to Figwre 1, imager 102 acguires at least one focused

imags of suthentication region 118, With reference to Figure 3G, the

R

image is sazociated with at least twa of acguirad spectral ranges 4y,
224, and 2844,

in pracedurs 304, at laast two speciral authentication mages
corresponding 1o respective acquire spectral Tanges are identified, The
respective acguired spectral ranges may hea for example, predatermined,
ae randomiy of Cyciicaiiy‘de‘i@rmined‘ With reference to Figurs 1, BroGessor
1R dentifies al least two 8 weotral authentivation wages cotraspanding fo
respective apquire spectral ranges.

in procedure 306, the correspondence belvaen each identified
authentication image and & stored spechral authentication age 18

5 determined, The stared spectrat autientication image corresponds fo e

In
P

sams acguired spactial rangs of the identified spectral authentication
nage.  With refersnce © Figure 1, processor 106 determings e
correspontience betweaen sach identifed speciral authentication image
and & stored speciral sulentication imags.  YWhen the ientified and

s stored spectral authentication images, or the pan& thereof, correspond 10

Ry o
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sach other, the method procesds to procedure 308, When the identified
and stored spectral authentication Images, or e pans thereof, do not
corraspond to each other, the method srocseds to procedure 310
in procedure 308, the object is idenfited as authentic.  With
5 reference lo Figure 1, processor 08 identifies the obiect as authentic
when the identified and sipred special authentivation images, of the parls
thareef, corespond to each other,

in procedure 310, the objectis dentified as norauthentic. Wilh
reference fo Figure 1, processor 106 identifies the oblect a3 non-authentic

i when the identified and stored speciral authentication images, or the parls
thereof, do not correspond 1o each ather,

Authentication region 118 may sxhibit predetermined scattering
and reflection characteristics.  Thus, when Hight exhibiting 2 selected
emited speciral scheme impinges on suthentication reglon 1B, the

& acquired spectral scheme of 8 group of pixals in an acquired image shall
he the avarage scattered spactral schemess of arvea observed by the pixels
in the group. Accordingly, statial speckie nforrmation s lost, bul the mean
refloctive properties of the swiace can be determined. As mentioned
ahove, imager 102 acquires & focused image of authentication ragion 118,

W Frocessor 108 determines, for example, the-mean color values of a groug
of pixels i the acquirad image, the color values being determined in @
corresponding color space. The resulling averaged image has lower

rosolulion and exhibits a color pattern {le., the color pattem may be

unfform).  The infermation relating 1o the mean color value contribudes
s additional information relating to the object Thus, the mean color valug ¢

a group of pixels may be emploved as an addlional parameter for
determining the authenticity of an objact {Le, either independerdly oF g

conjunction with other paramelers), Pracessor 108 compares the mean

color values jo those iy images saved n fhe database. The lower
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resolution image can alse be armployad for identifying ohiest codad
identifiers (g.q.. har code} as further explained below,
As mertioned above, imager 102 acguives a focused inage pf
authentication ragior 118, Bince the acguired imades (e, which are also
s focused) are comparsd with stored images, the swiace features melgded
i the siored and identified spectral guthentication gmages should be
substantially the same. Howevar, ihe conditions diring the aogquisition of
acnuirad image and the acquisition of the stored Images, might differ
These different conditions relate, for example, to the defocus during the
W acguisiton and the latersl position of the authentication region relative to
the optical axis of the system. Since the surface featwres of the
authentication region scatter the lgnht impinging thereon and has &
Sifractive affect, the image features rolated to surface features scatiering
ghenomena created al ihe sensor plane of jmager 102 vary with the

change i the relative iateral position betweern light source 104, chigct 118

(523

and imager 102 and with e change i focal plane of the imaging oplics
{i.e., defocusing ard vadations in the image magnification as well).

' in order to dessnsitize the images to relative motion balweasan

system 100 and ohject 118 to defocusing and to variation in iateral

s positon, telecentric aptice may be amployed In imaging optica 112

Raference is now made to Figures BA and 88, Figure 64 is a schemalic

Nustration of an image acquisition system, generally veferenced 350,

employing conventional aptics. Figure 8B s 8 schematic Hustration of an

fmags acquisition system, gensralty referenced 380, employing telscenttic

&)

12
I35

optics, constructed and pperative in accordance with another enthodimant
of the disclosed technigue.  WWih caference to Figurs 8A system 350

includes an imager 354, an aperiure 354 and iaging optics 356, mage

>3

352 nciudes an maging sensor 358, Aperiwe 3584 is aptically soupled
with imaging sensor 358 and with imaging oplics 356. When conventional

s oplics is employed, system 950 exhibits an angulay fislds of vigw.

ey
ul\iﬁ..
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Accordingly, cones such as cones 382 and 364, representing the path of
the lght impinging sach pixel in maging sensor 358, exhibit differerd
arientations. by other words, the light gathered by each pixsl in imaging
senaor 358 exhibits a different cone orentation. Cansequently, when the

5 distance betwesn imaging oplics 358 and the objeot swface 380
noreases, the magnification oi the objectdecreases e, simifar 1o human
yigion). This change in magnification results By oan affect, Rnown as
perspective error, which himits the ability to make precise measurements
relating to the object, as the relalive position batween the objeat and:

W imaging optics 356 changes alony the opl jcal axis 386 of system 380 Lue,
aver when remaining within the depth of fisld),  Ooliecting Hght with
ditterent cones exhibifing diferent crentations, causes varigtion in the
image features when changes with the relative position between the
object and imaging optics 346 occur.

18 Telecentric optics alleviates the perspective enor characteristic
of conventional oplics. Thus the image features remain substantialy
siniilar wi_th changes in the relative position between the objact and
imaging optics.  With referance 1© Figure 8B, system 380 includes an
imager 382, an aperlre 384 and imaging optics 386, bmager 382

s ncludes an imaging sengor 288, Aperture 384 is optically coupind with
imaging sensor 388 and with imaging optics 386, At any distance from
imaging oplics 388, system 380 shall always exhibit the same fisld of
visw. Moreover, cones such as cones 382 and 304, represaniing the path
of the lght impinging each pixal In imaging sensor 388 axhibil similar

5 onentations. Iy other words, alf the pixels in imaging sensor 383 gather
light from copes, such as cones 307 and 394 that exhipd swniar
srientations. Therefore, imaging optics shall collact ight exhibling similar

fight cones, for alt pixels. independ font of the redative position betwean the

shisct and imaging optics 384 {.e. sither the iateral posion o he

r both. Consequently image features

a2
o

w position along the optical axis 38
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ramain substantially similar irrespective of changes in the relative posilion
between the object and imaging optics 358,

Addiionally, the light soue oplics may also be telecenttic.
Reference is now made o Figures 80 and 8. Figure B8O i3 a schematic
Hustration of an Hlumingtion system, generally referenced 400, employing
:c.}'méerstianal cptics. Figure 8D is & schematic Hustration of an Hluminstion
system, generally referenced 420, employing  telecentric oplics
sonstructed and operative n accordance with a frther embodiment of the
disclosed technigue. With reference to Figure 6C, flumination system 400
inclutdes 8 light source 402, an aperture 404 and light source optics 408,
Aperiure 404 i oplically coupled with fight sowrcs 402 and with light
source optics 406, The image of ihe surface features s sensitive to the
orieniation of the flumination cones such as congs 410 and 412, Thus,
changes I the relative position between the object 408 and light source
optics 408 (Le., aither the lateral position or the position along the opticad
axis 414 or bothy, resuils in differant images for aach relative position.
Telecentric Hlumination optics may alleviate these phenomens.  With
reference o Figure 8D, flumination system 420 holudes a light source
422 an aperture 424 and light souwrce oplics 428, Aperiurg 424 18
optically coupled with light sowrce 422 and with light source oplics 428,
Light source optics is leleceniric optics.  Telecanina light source optics
426 resulls in & light beams Impinging on stface 428 which exhibit similar
cones such as oones 430 and 432, with similar divergence and origntation
for each object position. Altematively, the light source optins 426 may be
colliating opties, in which all the light ray {te., not only the principle rays)
are directed toward object 428 are parallel or diverging at the angles that
small enough 1o keep on imaging %ndepeﬂdémtto ateral transiation.

To flustrate the effect of telscentic oplics, refersnce is now
made {o Figures 8F and 8F. Flgurs 8E iz a schamatic Hlustration of two

exemplary images 450 and 452 and Figure 8F 15 a schematie flustration

30
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of twe exemplary images 460 and 462, all in accordance with anoiher
embodiment of the disclosed tochnigue. Images 450, 482, 460 and 462
were acguived during an axperiment smploying a system constructed
according to the disclosed techrique. The area of authentication region
s observed in images 450, 452, 460 and 484 is approximately 58
milimeters.  With reference o Figure BE, images £ 480 and 452 depict
images of a textile phjscy where the hght source I8 solimated, the
Lrumber is low and ‘regular’ imaging optics is employed.  However,
image 450 s a fooused image while image 452 Is a defocused image of
@ ihe texile object. As seen in Figure 6E, the speckie patterm in figure 452
substantially changed relative fo spe okle pattern in imager 450 With
refarence to Figure 6F, images 480 and 460 depict images of the texiile
objent, whers the light sowoe is collimated, the fnumber is high and

telecantric’ imaging optics is employed.  However, image 460 8 8

Py
%

focused image while imags 482 a defocused image of the texiie object.
As sesn i Figure B8F, the speckle palltem in figure 462 did not
substantially changed telative ©© speckie pattern in imager 480, it should
be noted that the foumber of image 460 is higher than the Fnumber of
image 450, Conventional imaging, as depicted in Figure 8A, and
s cortesponding  image 480 i Figure OE. may cause changes in
magnification, vignetting and i defocusing.

As mentioned above, authertication region 115 may sxhibt
predetermined veflectance characteristics.  Thus, when light sxhibiting &

selected emitted speciral scheme Impingss on authentication region 118,

o)
L7

authentication region 118 shall raflect a known reflected spectral sohems,
Nevertheless, bacﬁwwnd tight of Hight from authentication region 118 that
underwent multiple scatiering from within the olisct, loses the polarization
state and the coherence length thersof, thus introducing additional noise
o the image of authentication region 146, To avold the raduction in the

Signai to Nolse Ratio (B3NR) and in the dynamic range of the imager

L
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saused by background and muitiple scattered light, paraliel polanzers £an
be amplovad. I other words, the light emitted by light source 104 and the
ight impinging on the imaging  sensor ave polarized In the same
predetermined direction, for example, with polarizers. Thus, intensity of

& the fight that does not exhibit polarization in that same predetermined
divection shall be reduced.

To further reduce the probability of false detectian, imager 102
may acquirs an image of a barcade, 8 Guick Response (R} code or any
ther object coded identifier (2.9, safigl number) of the object or batch of

w  objects, which s appended to ohject 118, The image of the object coded
identifier may be the same acguired image of the authentication region.
Alternativaly, the image of the coded identifier may be a different image
{i.e., acquired separately) but linked 1o the image of the authentication
region.  Processor 108 then identifiers the object codsd identifier and

w compares to coded identifier o coded identifiers stored in database 107,
Processor 108 employs the object coded identifier as a parametar n
determining the authenticity of the object Furthermors, once the object
uninue identifier is identified, this unique identifier may be employed as 8
nointer of the sfored image vead for authenticating the object and that

@ shouwld have the same ohjsct unique identifier

in gensral, when detecting the authenticty of an objeat
employing 8 system aocording 10 the discinsed lechiigue, the wmags
temtures corresponding o the scalferng phenomena may change with the

relative aventation between the system and the authentication region

%)

s {eg., due to directionalily of the fight Impinging on the authentication
ragion).  Therefore, the object may include a symbal that indicates a
cecommanded relative orientation between the authentication system and
the authentication region. The indicated relative otientation s similario 8

redative oventation at which the stored image was acquired (e, there can

L
R
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be more than one refalive arientation at which the stored iriage was
acauired).
Itis noted that a system according te the disclosed techniqus,
may be located on a povtable device. For exam ple, the system may be
s incorporated oa W arfphone of i 2 lablel compuder  As such, the
imager, the light sowce, the light source oplics and the imaging may be
meorporated i the portable device and the Imager and the light source
shall be coupled 1o the procassol of the portable device, For example, the
systern may be sttached to a portable device {(eg., with the aid of &
s ragnet of suction cups) As & further example, the jmage, the fight
source and the processor of ihe portable may be ermploysd however,
sdditional optics should be smployed {84, attached to the porable
device), sspedially when the ahiigue Humination techniqus is employed.
Afternatively, the system may & he a ‘standalone system with & wireless
w  cormnunication fink such as WAET or Blustooth ar a wire gd communication
ink. As a further example, the system may be stachad to a portable
device {e.g., with the aid of & magnet of ayation cups). o addition, the
Natabase may be located on the portable device oF at & remote location.
YWhen the datghase i located &t a remote Jocation (e at the
s anufscturar), the processor may pe coupled with the dalabase vig &
sommunication network (8.4 internet).
When a systema according to the discloeed tethnigue 18 lopated
an a portakde device e poriable device may move duwing the acauisition
of the image, resulting in the ¢ bluring of the image. Therefore, the system

=5 may include motion sensot (e, accelerometers, CYI-SBNSOTE) witch

bd

detect the motion of the sy satem,  Allermnatively, the mation of the sysiem
may be detected by GHOSS-LU srrelating WO SUCCEsSIVE images. i the
cross-cotrelation batween the images © less the one oixel, than the
system is Aetermined 1o by stationary. The systern aoguites an image

s only when e sensdy nsicates that the system is substaniatly stationary.

3
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1t i noted that in general, the distance batween system and the
object during the acquisition of the images (.8, elther the stoved image of
the acquirsd image employed for authentication) should be substantially
the same and constant during the atylisition, To that end, & physical

5 apacer exhibiting 8 predetenmined wicth is empi toyed, whers the systerm is
positionad af onhe end of the space and the chiect is positioned at the
other end. The physical space may be incarporated into the housing of
the sysiem. The spacermay oxhibit the form of a tube, thus reducing he
offects of hackground ight on the acquired image.

1 The disclosed technique, desoribed above conjunction with
Figures 1A, and 2 &g rolated to an asuthentication region which
reflects the light impinging thereon,  Howsever, the disclosed echnigue i
also applicable o authentication regions wiich transmit the light impinging
thereon, To that end, the light source and the imagsr should be located

an opposite sides of the authent Jeation region such that the light ganitted

(931

by the Light source passes through the authentcation region and impingas
on the imager. Also instead of a reflectad spectral scheme the light
emerging from the suthentication  region shall exhibit a transmitted
gpactral schame.

24 n general, the disclosed rechnigue may be employed by
patential customers inters sted in purchasing an objedl. Yhen the system

is empdoved with g portabie device which can identify the location of the

user {e.g.. Global Positioning System — GBS or WIFD, the query is sent 1o
database 107 with acquired focused speciled image, may include the

:

= focation of the user (&g, the address of the user, the coordinates of the

~2

geer). The response from the database may mciude an indication of the

location of the user congsponds o a valid vendor of the object or gven a8

Eh)
.
b8y

fing of the vendor.
Additionally, o aveid misusse of the system (8., user seriding spam

s images 1o the dalabase), a query is sent to the database only i @ query
ey S218 ‘

LY 88
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identifier is provided. This guery identifier may be a code provided by the

vender, & vendor identifier {eg., the name of the stora) or the object

unigue identifier. The vendor identifior may be identifiable in the acquired

image. For example, & card including the vendor idantifier s placed near

s the mthentication region. The processor determines the guery identifier

and determines i the query idertifier corresponds to 8 valid yendor of

product, Only when the query identifier corresponds 1o a valid vendor or
praduct, the processor determines the authenticity of the ohiject.

The system according to the disclosed iochnigue may be

w0 smployed in varous applications such in games. For example, in mixed

reality games, real objedt may he identified according to the spackled

image thereof and identified as a pait of the game. As a further example,

a sguare i a chess game may be uniquely identified according to the

speckisd image thereel As an additional exampls, the system according

w5 fo the disclosed technigue may be smployed o authenticate cards in @

card game thus reducing the probabiily of additonal cards being

introduced to the game. As another example, i modular atruciures, a

system according to the disclosad technique may be employed for

detacting congruant modules which are 0 he fitted one with the other. To

an that end, for example, the system identifies a first module sccording to an

acquirad image thereof. Theveafter, the systent identifies from a olurality

of other modules, a second modiule congruent with the frst module. Thus,

a usaer can determine with a degree of cerlainty that two madules are

gongruant.

25 As mentioned above, the image features corresponding to the
scattering phenomena may change with the rafative orientation between
the system and the authentication region. More specifically, the image
features corresponding to the scatlering phenomena may change with the
arientation of the suthentication region relative 1o the diraction from whic

s the hght impingss on the authentication region.  To tlustrate this

3
P
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phenomena reference js now made to Figures 7A, 78, 7C, 7D and 7E.
Figures 7A and 78 are schematic llustrations of images including features
corresponding 10 the scattering phenumena, generally refergnced 500 and

502, i accardance with another embodiment of the disclosed technique.

k&3

Figutes 70 and 70 are schematic Mustrations of actual images, genarally
referanced 502 and 524, including featres comesponding lo the
scatteting phenomena of a surface, slso o accordance with another
ambodiment of the disclosed technique.  Figure 7E s a schematic
iustration of & graph, generally meferenced 528, exhibiting a corrslation
o function 528 between image 522 and image 524 also In accordance with
another embodiment of the disclosed technique. Image 500 and 502 are
images of the same authentication region. In Figure TA, image 500 is
acquired when the light, represented by light heam 504 impinges on the
authentication region from the same azimuthat direction indicated by
15 arrow 508, Conseguently, swiace featwres such as soraches 508 and
510, which are substantially perpendicular to dirsction 50G appear brighter
than soratches 5120 514 and 318 which are substantially porallel o
direction 506, Similary. with refersnce to Figure 78, image 802 was
acquired when the hght, represented by light beam 518 fmpinges on the
2 authenticalion reglon from the dirsclion indicated by arrow 820,
Consenuently, soratches 512, 514 and 518, which are substantially
perpendicular to divection 520, appear brighter than scralthes 508 and
810 which are substantally paralie! to direction 516, Thus, I an image
was acquired (Le., the image of the authentication region acquired by a
w5 user) when the light was impinging fom direction 506, whie a
corresponding stored image {also refered o herein as a Sreference
image’) was acquired when the §‘3gm was mpinging from direction 520,
then these Images may be delermined not to correspond to each other,

thus resulting i & false detection (2.4, the object shall be determined as

i}

i
fiod

nor-authenticl. With reference to Figurs 7E, correlation function 528 is an

- \‘{-‘- ta
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examplary result of the comsiation belween image 522 and 824, far
example when mage 522 is the reference image (2., acquired at the
factory produsing a producty and image 524 is the authentivation image

fie., the acquired image of the authentication region of the product). As

BAS

depicted i Figuwe Tk, the correla ation between these two imsges is
substantially low and the product {2, the chjett 1o be aulh henficated) may
be detenminad to be non-authentic,

To reduce this probability of false detection of 8 non-authentic
pbject {e.g.. by a client Inspecting the object with 3 system for detarmining
s authenticily of an object described hereinabove), the stored image 8

acquired with circunderential lighting. I other words, the reference image
e acquired  with light  impinging on  the authenbcation  region
circurmnferentially, from a plurality of different directions.  Refarence is now
made to Figures 7F, 76 and TH. Figurs 7F is schematic Hlustration of an
15 image, generslly referenced 530, including features corresponding o the
scaifering phenomena of a surfdce. 1 accordance with another
smbodiment of the disciosed technigue. Figures 7G s schematic
Nusirations of an aclual image, generally referenced 534, including
featires corresponding to the scattering phenomena of a swface, alsoin
sn accordance with snother smbodiment of the disclosed technique. Figure
7TH is @ schematic Ulustration of a graph, generally referenced 538,

exhibiting a correlation function 538, between image 534 and mage 524

&

algn i accordancs with ancther embodiment of the disclosed technique,

in Figure 7F circumfersntisl fight, vepresented by fight beam

25 532, dmpinges on  the  authentication  vegion  ciroumfsrentially,
Consequently, scratches 508, 510, 512, 514 and 519 all appear with
substantially enual brightness.  With reference to Flaure 7H. correlation
function 538 s an exemplary result of the sorrslation between image 534
and imags 824, for example when image 834 is the reference image and

w dmage 524 s the authentication image.  As depicted n Figure 7H, the
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cotrelation behwesn these wo imsges s subslantislly bhigh and the
product may be detarmined to be authentic.
I general, to produse tircumferential collimated hight (e, which
impinges on the authentication ragion from a plurality of direction), an
s annudar light source is employed,  According 1o the disclosed fechnigque,
the fight produced by this amnular fight soume s slso collimated or
teleceninic ight. The annular light source directs the ciroumferential tight
toward the guthentication region al a predetermined oblique angle reiative
io the normal of a plane defined by said object as described above i
W conjunction with Figures 2820, Furthermore, alse as descrbed above,
the region definad by the imaging sensor and g specular reflection region
are mufually exclusive inspace {Le., the ragion defined by the imaging
zansorand 8 specular reflection region do nof overlap),
Referance is now made fo Figure 8 which is a schematio
wo ustration of 8 system, generally referenced 550, for acquining a reference
image for object authenticity detection; constructed and operative i
accordance with a futther embodiment of the disclosed techniqus.
System 580 s enployed In g reference image acguisition module
employed whan a reference image s fo be acguired.  SBystem 550

v includes an imager 552, an annular light source 554, & database 857

o

Systen 550 optionally includes a processor 588, Imager 552 includes an
imaging sensor 353, System 550 invitdes Hight sowrce optics 580 and
imaging oplics 562 Optionally,  system 550 huther wmoludes a
i}eams;:»iiﬁer 558 and an sperlure 568, Processor 550 s coupled with
o5 imager 553, with annular fight scurce 554 and with dalabase 557, Light
source optics 580 s oplically coupled wilh light source 554 and with
heamsplitter 858 Imaging optics 562 is optivally coupled with imager 5562
and with beamsplitter §88.  Light source aplics 580 s sither colimating
oplics or telecentric oplics. I Figure 8, apertire 888 is depicted a8 being

w located betWween imaging oplics 582 and Imager 552, However, apstire

S38.
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alternatively be located at ather positions defined as aperiure siop
positions (.., hetween imaging oplics 562 and beamsplitter 588).

Apnular Hight source 554, directs cireumferential light through

fight source optics 560 toward beamsplitter 558 Light source optics 560

s collimates the annular light passing there through, such that collimated

light, such as light beam §74 (i.e., which 8 a circtnmfarential light beami is

directed  toward beamsplittet 558,  Beamspliter 5568 deflects the

circumferential fight from light source 554 toward the surface 506 of an

authentication region of an object.  The circumferential parallel beam

1w impinge on surface 588 at an oblique angle relative to the normal of the

ohject olane at the authentication region fiom a plurality of differant

arimuthal directions.  The oblique Impingament angle of the ght is

determined according to the diameter of annular light source 584 and the

effective focal length of the light sowce optics 880, For gxarnple, when

s the effective fooal length of the light source optics 580 Is / and the

diameter of the annular light source 554 is H, then the impingeinent angle,

4, of the light on the surface 586 is given by:

{4}

The wvarous possible obllgue angle values are detarmined
s similar to ag described above in conjunction with Figure 28.  Typically,
system 550 {8 housed within a housing 878, Housing 578 may include a
stop, such as stop 577, which maintains the distance betweean surface HGB
and sensor 553 at a predetermined distance {Le., the focal length, /). Slop
577 may exhibit a circular shape, a polyganial shape or may include three

W or morg legs.
Sirnitar to as described above in conjunction with Figures
2820, the light impingss on swiace 568 circurnferentially. A portion of
the cirelmferential fight is scattered and another portion is reflected (e,

specudarly reflectad).  The specularly reflected light defines a specular

Botn
~73¢;:}*
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reflection region, through which specular reflected light propagates {i.e.,
similar 1o specular reflection region 164 ~ Figure 2A). The region defined
by imaging sensor 853 and the specular reflection region are mutually
axclusive iy space. According fo one example, aperture 588 blocks the

specular reflected light from  impinging on imaging  sensor 883.

262)

Alternatively, imagsr 552 is positioned such thal specular reflection GO
and the region defined by imaging sensor 503 doe not ovetlap and the
specular reflected light does nol impinge on imaging sensor 503
Conseguently, imager 552 acquires an image of stirface 566 resulting only
10 from fight scattered from surface 566
Imager 552 may store the acquired reference image ¢ directly into
databass 557, However, imager 552 may provide the acquired reference
image to procassor 558, Frocessor may perform image  processing
operations such as filtering, histogram aqualization, image compression
1w and the ke,
it s noted annular light source 854 may be embodied as a
single ring shaped fight scurse or & plurality of discrete light souwrce
arrange anm‘siariy. Reforence i3 now made to Figure SA, which is 8
schematie tlustration of an annular light source, generally referencad 580,
s constructed and operative in accordance with ancther smbodiment of the
disciosed technique.  Annular Bght source 880 includes 3 single nng
shaped light source 582, Such a ring shaped iéght sowrce may be
implementad, for example, as a planar light source {e.g.. in the shape of a

circie) with an opagque mask attached therson. The area of the mask g

~  smaller than the area of the fight source,  Furthermorg, the mask is
attached such that the uncovered area exhibits the shape of a tng.
Refarence is now made to Fiqure 98, which s a schematic Mustration of
an annular dght source, gonerally refersnced 880, constructed and
aperativg in accardance with a fuither embodiment of the disclosed
s technigus. Annular lght source 580 includes a plurality of diswete hght

0
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sowees. In Figure 5B, annular light rea 590 includes, for sxample
sight discrete light source 582y, 592, 592, 582, 592; 592, 5823, and
5024 Light sources 582,852, are aranged in a cirele.  Light scurces
502,-582, may be iluminating simultaneously or sequentialty. When hight

sources 582.-592, are Hluminating sequentially, the dluminating cycle may

Pads

ba completed during 3 single exposure of the imager.  Allsrmatively, an
image j& scguired for each itluminated light source of fight soisces
592,-582:. Thus, each object Is assodciated with sight reference images
and sach hvage I8 associated with a respective different illumination

wo direction. s noted that eight Bght source are biought herefn as an
axample only. More than sight or less than eight light sources may be
emploved. # is further noted that arranging light scurces 582,-082; in a
sitole js also brought herein as an exawple only, Light sources §324-5924

may also be arrange, for example, in a square, tangle, quadrangle,

elipse and the ke
Reference & now mads fo Figure G, which i3 & schamatic
Hustration of a light source, gensvally referenced 800, constructed and
aperative In accordance with another smbodiment of the disciosed
echnique. Light source 800 includes a single light source 802, collimating
s optics 804 and an axivon 808, Cofiimating optics 604 is optically coupled
with Hght source 802 and with axicon 608, Light source 802 emits light
toward collimating optics 804, Coliimating optics 804 colimates the light
baams passing there through. Axicon 808 refracts the parallel light bears
producing cireumferential fight beams at a plurality of azimuthal directions
@ i other embodiment, the parallel beamy exiting the colimating optics 604
can be replaced by & collimated laser beam.
As @ further scample, annular light source may be a single

auring

g4

rofating fight source which completes a rotation cycle a single

% Q:

sxpostra of the imager. Alematively, a plurality of images are aoquired

s during the rotation cycle of the fight sowrce.  Thus, each object is

EN
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assockted with & plurality of reference images egch image s associated
with a respective different lilumination direction.

i will be apprecisted by persons skiled in the at that the

disclosed technigue is riot imited to what has been particularly shown and

s described herainzbove. Rather the scope of the disclosed technique is

definad only by the claims, which follow,
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CLAIMS
1. A system for determining the authenticity of an object comprising:

a reference image acquisition module for acquiring a reference

mage for object authenticty detection, the reference Imags
§ acquisition muodiile ncluding:

a light source (554), direcling oircumfereptial light toward an
authentication region (S80) on said object, sawd circumierential fight
being al least one of collimated and teleceniric, sald circumferential
ight impinging on said asutheniication region from a plurality of

A0 different azimuthal directions and al & predetermined obligus angle
refative 1o the nomiad of g plane defined by said object, a pordion of
said circumferential light being reflected from said authenticatien

reglon toward g specular reflection region, another porttion of said
f;is'cu.mfe_z'eMai light belny scatlered from said authentication regiony;

an imager (852} incliding a Iraging sensor (553}, said imager

(552} being focused on said authentication region, sald imager (8582}

acguiring at least ane reference image (570), sald reference image

being a focused image of said scatlered lighl, said mage st least

including image features (572) related to surface features scattering

20 phenomana of said suthenlication region, sald specular reflection
egion and a region defined by said imaging sensor are mutually
exclusive in space; and

@ database (B57), coupled with said imager (552} for sturing

said reference image.

25
2. The system according to olaim 1, whevet ¢ hght sowrece includes a
ririg shaped light source
3 Tlpy eviyinFoaryg o I el e R Pt o o
G The sysfem according to-olaim 1. wherein said fight scurce inciudes &
3 pluraity of discrete Hght source arrange ina circle.
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The system according to claim 1, wherein sawd light source includes
at least one light emitling diode, colimaling oplics and an axicon,
said collimated ogtics optically coupled with said light emitling dicde
and said axicon, said light emilting dicde emils light toward said
colimating optics, said ooliimating oplics collimate the light beams
passing there through, sald axicon refracts the parallel light beams
producing circunderential fight heams at a pluralily of azhmuthal

dirgctions.

The system according 1o claim 1 further including a processor for

grocessing the acquired reference image.

The system according to claim 5, wherein, said processing includes
at least one of filtering, histogram equalization and  image

comprassion.

The sysiam according fo claim 1 being located within a housing, said
houging includas stops maintaining the distance betwesn said object
and sald sensor at a predelermined distance,

The system according fo claim 4, futher including imaging optics

opticatly coupled with imager.

The gystem according to claim 1 further including an apertire localed
between said imager and said object for blocking specuiar reflected

fght frany mpinging o said imaging sensar,

The system according o claim 1 further including 2 beamsplitter,

eptically coupled with said light scrce and with said mager, sald

A4
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beamsplitter deflects the light smitted by said light scurce toward said

authentication region at said predetermingd obligue angle.

The system according to claim 1 further including light source aplics
optically coupled with light source and with said beamsplitter, said
fight scurce oplics being one of collimating optics and telecentric

oplics,

The system according to claim 1, wherein said system further
including a user module, said user module including:

a light spurce {104} directing light toward an authentication
region {118} o0 said object, said light being 2t least one of collimatad
and telecentric, said light impinging on said authentication region at a
pradetermined oblique angle relative o the normal of a plane defined
by said abject, a portion of sadd light being reflected from said
authentication region foward a specular reflection region, another
portion of said ight being scattered from said authentication region;

an imager (103) including & imaging sensor (103}, said imager
{102} being focused on saikd authentication region, satd imager (102}
acquiring at least one focused image {118} of sald scaltered light,
sald image at least including Image featves relsted lo surface
featires scattering phenomena of sald authenticalion region, said
specuar reflection region and a region defined by sald imagiig
sensor are mutually exclusive in space; and

a processor (108) coupled with sald imager (102), said
processor (108} determining correspondence belween al least a part
of said at least one geguired image and 8 corresponding part of at

east one stoved image, said at least one slorad image also

corraesponding to said authentication region,

3
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‘whersin said processaor {108} identifiss said object as authentic
when sald at least a part of sald acquired image cerresponds to said
corresponding pad of said at least one stored image,

whersin  sajid processor {108y identifies sald object as

§ non-authentic when said at least a part of said acquired imags doas
not correspond to said corresponding part of said at least one stored
image, and

wherein said oblique angle {8) s determined such that said

scattered lght coherently interferas at the sensor plane.

@

13. A system for acquling a2 reference image for object authenticily
detection, the systern comprising:

an Hght source (554) diracling circumferential light toward an

authentication region {588 on saild object sald circumierential light

15 being at least one of colimated and telscentric, said crcumderential

light impinging on sald authenticaion region from a plurality of

different azimuthal directions and at & pradeiemmingd obligue angle

relative o the normal of @ plane defined by sald obledt, a pottion of

said circumferential fight being reflected from sad authentication

region toward a specular reflection region, another portion of saild

o2
447

circumfarential ight baing scaltered from sald authentication region;
an imager (552} including a imaging sensor (853), said imager
{552} being focused on said authentoation region, said imager (582}

asquiting af leas! one reference mage §70. saud reference image

]

heing a focused image of sad scatlered light, said image at least
including image featives related (872} to-surlace features scatlering
phenomena of said authentication region, said speoular reflection
region and a region defined by said imaging sensor are mutually

exclusive in space; and
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a database 557, coupled with said imager, for storing said

raference image.
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