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FIG. 1

serving one of a plurality of possible location positioning devices. A location
request may be steered base on an emergency status of the location request,
whether or not the subscriber device has a valid data plan established, based
on the device type of the wireless device, or based on the type of application
running on the wireless device. A location request may also be steered to a
fallback location device if a steering to a primary selected location device
fails and sufficient time remains to locate via the fallback location device.
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LOCATION SERVICES GATEWAY SERVER

This application claims priority from U.S. Provisional No.
61/457,029, entitled “Location Services Gateway Server’ to Titus et al., filed
December 13, 2010; and from U.S. Provisional No. 61/457,138 “Location
Services Agent” to Titus et al., filed January 12, 2011, the entirety of both of
which are expressly incorporated herein by reference.

BACKGROUND OF THE INVENTION
1. Field of the Invention
This invention relates to wireless communications. More

specifically it relates to provision of location information for wireless devices.

2. Background of the Related Art

TCS produces wireless data communications technology solutions
that require proven high levels of reliability. TCS' wireless data offe[ings include
secure deployable communication systems and engineered satellite-based
services; location-based wireless and VolP Enhanced 9-1-1 services; messaging
and location service infrastructure for wireless operators; and commercial
location applications, like traffic and navigation, using the precise location of a
wireless device.

TCS’ location-based products include Xypoint® Location Platform,
Xypoint® Reference Network, Xypoint® Assistance Data Server, and Xypoint®
SUPL Server. Missing from the portfolio of products is a component that
provides managed control over the delivery of mobile device location information
to external systems.

SUMMARY OF THE INVENTION
In accordance with the principles of the present invention, a method
of directing a location request in a wireless system to a serving location server

based on emergency status, comprises steering a given location request to a
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given location server if the location request is a non-emergency location request.
If the location request is related to an emergency, instead steering the location
request to a different location server.

In accordance with another embodiment of the invention, a method
of directing a location request in a wireless system to a serving location server
based on data plan status, comprisés steering a location request of a subscriber
wireless device that has a valid data plan, to a given location server using a
control plane. If the location request is related to a subscriber wireless device
that has no valid data plan, instead steering the location request to a different
location server. '

In accordance with yet another embodiment of the invention, a
method of directing ‘a location request in a wireless system to a serving location
server based on device type, comprises steering a location request of a
subscriber wireless device of a first type, to a first location server. If the location
request is related to a subscriber wireless device of a second type, instead
steering the location request to a different location server.

In accordance with still another embodiment of the invention, a
method of directing a location request in a wireless system to a serving location
server based on application type, comprises steering a location request of a
subscriber wireless device running an application of a first type, to a first location
server. If the location request is related to a subscriber wireless device running'
an application of a different, second type, instead the location request is steered
to a different location server.

In accordance with a further embodiment of the invention, a method
of directing a location request in a wireless system to a serving location server
with a fallback, comprises steering a location request of a subscriber wireless
device, to a first location server. |If the steered location request fails, and
sufficient time remains, instead the location request is steered to a different

location server.
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BRIEF DESCRIPTION OF THE DRAWINGS
. Features and advantages of the present invenﬁon become
apparent to those skilled in the art from the following description with reference to
the drawings:

" Fig. 1 shows an exemplary XLSG system architecture drawing,
including other systems that interface to the XLSG, in accordance with the
principles of the present invention.

FIG. 2 shows exemplary message flow for an LCS Client originated
location request, in accordance with the principles of the present invention.

FIG. 3 shows exemplary message flow for privacy evaluation, or
authorization request message flow, in accordance with the principles of the
present invention.

FIG. 3 shows exemplary message flow for privacy evaluation, or
authorization request message flow, in accordance with the principles of the
present invention. _

FIG. 5 shows exemplary call flow for the Asynchronous service, in
accordance with the principles of the present invention.

Fig. 6 shows a standard immediate service with refund, in

accordance with the principles of the present invention.

Fig. 7 shows an exemplary message flow for a successful
Emergency Location Immediate Service (Synchronous), in accordance with the
principles of the present invention.

Fig. 8 shows an exemplary message flow for a successful

'Emergency Location Immediate Service (Asynchronous), in accordance with the

principles of the present invention.

Fig. 9 shows an exemplary message flow for a successful
Triggered Location Reporting Service, in accordance with the principles of the
present invention.

Fig. 10 illustrates exemplary processing within major functions of

the XLSG in accordance with the principles of the present invention.
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Fig. 11 illustrates exemplary call flow for a successful privacy
request, in accordance with the principles of the present invention.
Fig. 12 shows communication between an LS or external server,

and the XLSG, in accordance with the principles of the present invention.

DETAILED DESCRIPTION OF ILLUSTRATIVE EMBODIMENTS

The present invention provides a Location Services Gateway server
(XLSG) that provides managed control over the delivery of mobile device location
information to external systems. As location information becomes more useful to
users and applications, there becomes a need for a method of controlling access
to that location information. The XLSG is a loosely coupled front-end to Location
Servers (LS) to implement access control and privacy checking for the location
information available from the LS.

Access services are provided to: (1) LCS Clients (applications)
external to the carrier that implement Location Based Services (LBS). These are
typically applications accessing the XLSG over the Internet; (2) LCS Clients
(applications) executing on mobile devices within carrier networks requesting
location information; and (3) Location servers external or internal to a carrier
network that utilize the privacy checking capabilities of the XLSG.

In addition the XLSG implements a Location Access Manager
(LAMM) which functions as a proxy location server to manage locations with a
mobile device implementing a Location Agent (LA). The XLSG has particular
application where location information can be provided to 3" parties (external to
a wireless carrier) to implement location based services (LBS).

FIG. 1 shows an exemplary XLSG system architecture drawing,
including other systems that interface to the XLSG, in accordance with the
principles of the present invention.

In particular, a purpose of the XLSG is to provide access control to
location information that is available via the mobile network and to provide that
information as needed. For example there may be Location Based Services

(LBS) that provide value added functions using locations of mobiles; since
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location information can be very sensitive the XLSG provides a set of
configurable access controls to allow the users and systems to control the
distribution of that location information. |

As used in this description, the term “location server” (LS) is
defined as a software and/or hardware entity offering location capabilities such
as the TCS XLP. The term “LCS client” is a software and/or hardware entity that
interacts with an XLSG for the purpose of obtaining location information for one
or more mobiles by sending an MLP request to the XLSG. LCS Clients may or
may not interact with human users. The LCS Client may be external to the carrier
network or reside on the mobile. The term “subscriber” is a person who is the
user of the mobile or the person who has the mobile account with the carrier.

The term “user” is used generically or preceded with some qualifier such
as “LCS Client user” or “XLSG user” as needed.

This XLSG is described with reference to two primary functions (or
use cases): 1. LCS Client originated location request; and 2. Privacy evaluation.

FIG. 2 shows exemplary message flow for an LCS Client originated
location request, in accordance with the principles of the present invention.

In particular, as shown in Fig. 2, an LCS Client initiates a location
request to the XLSG for a device location using a technology dependent protocol.
In v1.1 of the XLSG, the supported protocol is MLP. In this use case, the XLSG
first authenticate the LCS Client, validate the format and content of the request,
check LCS Client authorizations, assert charges to the OCS for prepaid
subscribers, and then steer the location request to the appropriate Location
Server. Privacy evaluation is then accomplished for the system when the LS
requests Privacy evaluation from the XLSG via the privacy interface. Selection of
an appropriate location server is via the Steering function. There is no location
cache in the XLSG. The XLSG expects the LS to reply with either the location of
the mobile device or an error indicating the nature of the failure to locate the

mobile device.
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All message interactions with the LCS Client and interactions with
the LS are logged as TDRs and then aggregated into location transactions as
LDRs to support billing and reporting functions. - ,

FIG. 3 shows exemplary message flow for privécy evaluation, or
authorization request message flow, in accordance with the principles of the
present invention.

In particular, as shown in Fig. 3, an external location server
requests a Privacy Check that it can complete a request to provide a target
subscriber’'s location. An external location server does not expect a location to
be returned from the XLSG. Responses would be yes, no, or notification &
consent required.

All Privacy Check requests are logged to facilitate postpaid billing
and for prepaid customers there is a real time exchange with the OCS to assert a
charge.

Devices or applications within a carrier network may initiate location
requests which result in either of the above use cases. Depending on the
originator and the target, the mobile may have an LCS Client and in this scenario
the processing for the XLSG is considered a Mobile Terminated location request.
A Mobile Originated (MO) location request is a “where am |” request from a
mobile device that is used by the device to attain service(s) near the device's
location.

Authentication is the process of confirming that the identity of an
LCS Client by verifying the ID and password in a location request are identical to
the 1D and password in the LCS Client Profile. Authorization is the process of
allowing access to locations only to those entities permitted to access them
within the constraints defined in profiles.

The XLSG implements a set of profiles about system entities that
form the basis for the access control rules of the XLSG. These entities include
the Enterprise (carrier), Online Charging, System (OCS), Charging, Location
Servers, LCS Clients, Applications, Charging Trigger, and Steering Profile.

Device, Subscriber, and Privacy. In order to fuffill its access control rules, the
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XLSG requires data about each of these entities. For example, the Subscriber
and Privacy profiles provide a set of options that define the access rules to its
own location information, the device used by the subscriber, and network(s) on
which the subscriber is provisioned. @ The device profile contains the
characteristics of the device such as the types of networks that the device can
utilize and, for multiple network devices, the order of preference for accessing the
supported networks. The Enterprise Profile includes information such as the
types of Location Servers belonging to the carrier and rules for steering requests
to those location servers. The OCS and Charging profiles define the parameters
and billing systems needed for real-time processing for prepaid subscribers.
Each of the relevant entities are defined in the XLSG as a Profile and managed
through the provisioning interface.

The XLSG utilizes information it receives in Location Requests and
validates it according to the message specifications in the Mobile Location
Protocol (MLP) and authenticates the requesting LCS Client. It then selects a

~ location server and “steers” the request to that location server. LS selection is

according to provisioned steering rules such as device type, application type, or
request type. If more than one steering rule is provisioned they are evaluated
according to a predefined precedence. The LS then requests a privacy
authorization from the XLSG which evaluates it against the profile using business
rules to determine if the Location Request should be authorized. If the request is
authorized, the response to the location server causes the LS to continue the
request which may include interactions with other location servers for roaming
mobiles.

The XLSG may reside within a carrier with one or more wireless
networks or may be in a standalone or hosted environment where it serves
multiple carriers.

The exemplary XLSG implements the following external interfaces:
LCS Client; Location Server; Privacy Interface; Location Agent Interface;
Provisioning Interface; Online Charging System (OCS) Interface; Reporting

Service / Logging Interface; system management; and administration.
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LCS Client: This is an MLP interface for LBS applications to request
the location of one of more mobile devices. The XLSG implements the Standard
Location Immediate Service, the Emergency Location Immediate Service, and
the Triggered Location Reporting Service from the MLP specification; the
Standard and Emergency Reporting services are not supported in v1.1 of the
XLSG. The XLSG preferably supports at least MLP versions 3.0 through 3.3.

Location Server: The LS provides location information to the XLSG
over MLP for the XLSG to return to LCS Clients. After the XLSG completes the
validation and authentication functions it uses MLP to request location

information from the LS. The XLSG preferably supports at least MLP versions 3.0
through 3.3.
Privacy Interface: This interface provides a means for an LS or

other external application to gain authorization for location requests. Privacy is
supported both for Applications and Subscriber-to-Subscriber location requests.
Location Agent Interface: The Location Agent interface is between
the Location Agent Manager (LAMM) function in the XLSG and a function
executing on a mobile device called the Location Agent (LA). The LAMM

forwards immediate and triggered requests to the LA which returns with
locations. The LA obtains locations from onboard GPS or through interactions
with location services.

Provisioning: The provisioning interface provides the capability to
define the Enterprise (carrier), OCS, Charging, Location Server, LCS Client,
Application, Device, Subscriber, Privacy profiles, Charging Trigger, and Steering

‘Profile. These profiles are the core data set from which the XLSG makes access

control decisions. The XLSG provides a web-based interface for XLSG users to
access provisioning functions. Users include Subscribers to manage their
privacy settings and carrier personnel such as customer care people.
Subscribers can access privacy settings via the browser on their mobile device.
A batch provisioning interface allows carriers to accomplish bulk provisioning for
large quantities of data available in their other systems. The API also allows a

carrier to integrate the management of XLSG Subscriber profiles into their
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nominal customer web site. Each carrier has a separate logical provisioning
interface.

All provisioning access is secure and logged. The provisioning
interface implements controls to ensure each request is associated with a role.
These roles include: Product Operations, Service Representative Provisioning,
and Subscriber Self-Provisioning. Each role is constrained to access specific
profiles or portions of profiles.

Online_Charging System (OCS) Interface: The OCS interface
implements the 3GPP Ro protocol to an Online Changing System (OCS) to

check subscriber’s status, credit and apply charging. The XLSG sends Credit
Control Request messages to the OCS for target subscribers on prepaid billing
plans (provisioned) and for the request types provisioned in the Charging Trigger
profiles. The response from the OCS indicates the results. Charges are
asserted in real time for prepaid subscribers for the SLIS and TLRS MLP
services and also for privacy requests.

Xypoint Reporting Service (XRS) / Logging Interface: The XRS is

the reporting engine for reports about XLSG functions and operations. The
XLSG has an FTP server to make the data available to the XRS which then uses
that data to provide static and dynamic reports to users. Data output to the XRS
include logs, metrics, and LDRs. This interface also serves the “postpaid” billing
system where the system can retrieve LDRs via FTP.

System Manéqement: The XLSG provides a System Management

interface which supports integration with the carrier's network management
system (NMS), implements traps to alert the NMS of certain error and fault
conditions and queries to provide metrics. The traps report conditions not only
about the XLSG application, but also the underlying OS and HW.

Admin: The XLSG provides a Command Line Interface (CLI) that is
used by a Platform Administrator for system management of the XLSG such as

start/stop subsystems, or interrogate detailed status information of interest.
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The XLSG maintains transaction status as needed, supports 3
levels of request priority (normal, high and emergency), and implements a set of
logs for recording transaction events and report metrics on activities.

The XLSG is configurable at deployment time to enable or disable
certain major functions. The functions that can be configured include the Privacy
interface, the LAMM, and the Application Interface.

The XLSG acts as a location broker and access gateway by
allowing LCS Clients to obtain locations of subscribers across various carriers,
networks, and location technologies. It executes on a commercial OS distribution
consistent with a common platform definiton. The XLSG provides for
multicarrier/multi enterprise definitions and routing on a single platform.

The XLSG supports deployment of a single wireless carrier on a
single hardware platform, and also supports deployment of multiple wireless
carriers on a single hardware platform. The XLSG supports deployment of
multiple wireless carriers on a single hardware platform using virtualization
technology if the capacity of each instance of the XLSG program is 20
Transactions Per Second (TPS) or less. The XLSG preferably uses the
MySQLStandard edition software for database functions. The XLSG preferably
supports the Solaris version 10 or higher operating system, and allows LCS
Clients to obtain location of Subscribers utilizing various carriers, networks, and
location technologies.

The XLSG preferably provides the capability to localize the
Subscriber User Interface to a local language, though only the subscriber
graphical user interface (GUI) need have localization capability; all other parts of
the XLSG may be in a given language, e.g., English.

There are 2 main location request uses cases that the XLSG
supports: 1. LCS Client originated location request; and 2. Privacy request,
though additional use cases are documented.

The general concept for real time billing requirements for prepaid
subscribers is that the XLSG must communicate with an Online Charging System
(OCS) to bill for location services. For subscribers who are not prepaid billing is

10
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accomplished offline via LDRs. However for prepaid subscribers the XLSG must
ensure that charges are asserted at the time the location service is
accomplished.

The XLSG performs the prepaid billing function for the Standard
Location Immediate Service, the Triggered service, and for Privacy checks
according to the Charging Trigger profile.

The XSLG does not implement specific charge amounts, but uses a
set of identifiers from the received location request to determine the charging
group. So for example an application sending a SLIR have a specific rating
code based on the received client ID, QoS etc.

This section describes general MLP message processing
requirements that are general across all 3 types of MLP location services. They
are defined here if the requirement is broad across all the service types or are
independent of service type. In addition to avoid repetitive requirements for
individual MLP service types, some requirements are defined here if they are
obviously applicable to each service type and can be worded accordingly.

The system preferably supports accepting MLP Network initiated
message location requests from multiple LCS Clients. The XLSG also provides
three levels of priority processing for all messages associated with location
requests including NORMAL, HIGH, and EMERGENCY listed from lowest priority
to highest priority. The XLSG processes higher priority events before lower
priority events according to the priorities defined in the following Table 1.

The XLSG ensures that the processing of location requests and
authorization requests are independent for each Enterprise and the processing
for one carrier is not delayed by the processing for another carrier. Priority
processing is implemented in all XLSG queues and other processing sections
where priority preference can be accommodated. The XLSG sends a message
with a return of an error code MLP.SERVICE NOT SUPPORTED if the body

message type in an MLP request is anything other than SLIR, EME_LIR, TLRR,
or TLRSR.

11
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The XLSG validates that an MLP message contains a body
element in the message. The XLSG responds with
HTTP.METHOD_NOT_ALLOWED error response upon receipt of any message
from an LCS Client without a body element. The XLSG transmits a
HTTP.BAD_REQUEST error résponse if the received message is
unrecognizable. The XLSG transmits a HTTP.BAD_REQUEST error response if
the received message cannot be correctly parsed. Preferably, though not
necessarily, the system supports assigning each LCS Client their own.URL. The
system supports each LCS Client submitting HTTP and HTTPs requests.

The XLSG preferably has a function that verifies and responds to
LCS Clients depending on which functions are enabled or disabled via the XLSG
configuration capabilities.

If the transactions per second for LCS Client requests exceeds the
configured maximum TPS (TPS is equivalent to location request sessions) then
the XLSG preferably responds to location requests with the MLP.CONGESTION
IN MOBILE NETWORK error code, a transaction being defined as the processing
beginning with receipt of the first request message and ending when the service
is complete for the SLIS, ELIS, and TLS services. Note: TPS measurements are
across all Enterprises and all LCS Clients. There is no concept of allocating TPS
requirements to individual Enterprises or LCS Clients.

Application Interface Module (AIM)

FIG. 3 shows exemplary message flow for privacy evaluation, or
authorization request message flow, in accordance with the principles of the
present invention.

In particular, as shown in FIG. 4, an LCS Client originated request
is implemented in the XLSG using either the Standard Location Immediate
Service (SLIS), the Emergency Location Immediate Service (ELIS), or Triggered
Location Reporting Service (TLRS).

The XLSG supports both the synchronous and asynchronous
service types. The sequence begins when the XLSG receives the Standard
Location Immediate Request (SLIR) from an LCS Client. The XLSG validates

12
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the SLIR and if the charging party is prepaid and SLIR is set in the Charging
Trigger profile it outputs the credit control message exchange to the OCS. It then
steers the SLIR to the appropriate LS. The LS in turn may send messages to the
XLSG privacy interface for authorization. The XLSG waits for the LS to respond
with a Standard Location Immediate Answer (SLIA), or identifies the absence of
a response (timeout), and then transmits a SLIA back to the LCS Client. If the
requested services was ASYNC, then the XLSG forwards each received and
validated .SLIREP message to the requesting LCS Client

The Application Interface Function supports connectivity from
multiple LCS Clients each submitting Location Requests. The function verifies
the SLIR is valid, that the LCS Client is authenticated, and prepares the SLIR for
steering to the selected location server.

FIG. 5 shows exemplary call flow for the Asynchronous service, in
accordance with the principles of the present invention.

In particular, as shown in Fig. 5, an Asynchronous SLIR request
has the element res_type set to ASYNC. In this scenario the XLSG first
receives an SLIA message from the location server followed by one or more
SLIREP messages from location servers. The SLIREP messages are forwarded
to the requesting LCS Client.

Batch requests are defined as an SLIR that has multiple msid
elements or an msid range in the request. The SLIR is validated and then
decomposed into individual SLIR requests for each misd which are in turn sent to
location servers via the steering function. For synchronous batch requests the
XLSG then tracks the SLIA responses from each location server and assembles
the position elements from those SLIA responses into a single SLIA which is
transmitted back to the LCS Client. The XLSG sets a timeout to await those
SLIA responses and if any are missing the XLSG creates a pos element for the
missing SLIA with an error code. If any SLIA messages are received from a
location server after the assembled SLIA is sent to the LCS Client, they are
discarded.

13
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For ASYNC requests the XLSG creates an SLIA and transmits it
back to the LCS Client. As in the MLP protocol the XLSG in turn receives SLIA
méssages from more than one location server. If the received SLIA has no error,
then it is discarded. If the SLIA from the location server has an error, then the
XLSG creates a SLIREP message and sends it to the corresponding LCS Client
with the error code received in the SLIA. All received SLIREP messages are
simply forwarded to the LCS Client.

Fig. 6 shows a standard immediate service with refund, in
accordance with the principles of the present invention.

In particular, as shown in Fig. 6, the charging events for the SLIS
service occur during the SLIR processing and SLIA processing. For a non-batch
SLIS without error the XLSG asserts a charge to the OCS during the SLIR
processing. If subsequent SLIA processing results in an error, then the XLSG
sends a CCR message to the OCS for a refund. For'asynchronous SLIS service,
the XLSG asserts a charge for the SLIR. For batch réquests the XSLG checks
each “target” msid and Requestor in the SLIR based on the Charging Entity to
see if it is prepaid, and then sends CCR messages for each msid that is prepaid
with the corresponding msid as changing entity if the Charging Entity was
identified as “Target”. If the requestor element is present in the SLIR and is
prepaid and the Charging Entity is Requestor, then the XSLG sends a CCR
message for each msid in the batch request with Requestor ID as changing
entity.

The system preferably provides an SLIR validation function. The
XLSG validates that the syntax and format of the SLIR is conforming. The XLSG
preferably ignores an unsupported parameter and continues processing the
received SLIR as if the unsupported parameter was n'ot in the message.

The XLSG preferably validates that the msid.enc parameter is
“ASC”; and validates that the msid.type parameter in the SLIR is an msid type
supported by the Enterprise. For batch requests the XLSG preferably validates
all msid parameters contained within the received SLIR. For batch requests the

XLSG verifies that the number of msids does not exceed the maximum batch

14



10

15

20

25

30

WO 2012/082151 PCT/US2011/001971

requests provisioned for the Enterprise. The system preferably provides an LCS
Client authentication function to manage the connections to the LCS Clients
submitting location requests. The XLSG authenticates the LCS client using the
id field of the client portion of the SLIR to ensu.re it matches the id that is
provisioned fdr the LCS Client.

If the “LCS Client Pwd Requiréd” in the LCS Client profile is set to
true, then the XLSG authenticate the LCS client using the pwd field of the client
portion of the SLIR to ensure it matches the password that is provisioned for the
LCS Client.

If the seviceid element is present in the SLIR the XLSG
authenticates the Application using the client.serviceid field of the hdr of the
SLIR to ensure it matches the application identifier that was provisioned for an
Application associated with the LCS Client. The XLSG rejects the location
request with “Unauthorized Application” if the prio parameter is set to HIGH and
the maximum priority that is provisioned for the LCS Client is Normal.

The XLSG verifies that the LCS Client and Application are
authorized to request the SLIS service as defined in the LCS Client and
Application Profiles. For Asynchronous requests the XLSG sends an SLIA to the
requesting LCS Client.

The XLSG provides a function to assert charges for subscribers
designated as prepaid billing plan for the Standard Location Immediate Service.

If the Application profile indicates that the target Subscriber is the
Charging Party, SLIR is set in the Charging Trigger profile, and the target
Subscriber is prepaid and, then the CCR message is sent to OCS with the
Subscriber-ld AVP in the Credit Control Request (CCR) message populated with
target Subscriber (MSISDN or IMSI). If the Application profile indicates that the
Requestor is the Charging Party, SLIR is set in the Charging Trigger profile, and
the requestor element is present in the SLIR ,and the Requestor is prepaid, then
the CCR message is sent to OCS with the Subscriber-ld AVP in the CCR
message populated with Requestor MSISDN or IMSI. .
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For SLIR the XSLG sends the CCR with a Rating Group AVP
based on the information in the received message and other corresponding
AVPs as in the Charging Profile.

Upon receipt of the Credit Control Answer (CCA) message from the
OCS the XLSG verifies that the DIAMETE‘R_SUCCESS (2001) Result-Code and
Granted Service Unit are in the CCA message.

The XLSG verifies that the CCA messages is received within the
time period defined by the configured Tx timer.

The XLSG provides a function to handle each msid in a batch
request individually for steering to a selected location server.

The XLSG decomposes a batch SLIR request into individual SLIR
requests that are sent to Location Servers. Each individual SLIR for a batch
request includes the eqop, geo_info, func, pushaddr, and service_coverage
elements from the received SLIR if present in the received SLIR.

If the Application profile indicates the charging entity is “Target”, the
XLSG checks the subscriber profile of each msid in the batch request if the target
Subscriber is prepaid. If SLIR is set in the Charging Trigger profile, then the
XLSG sends a CCR message to OCS with the Subscriber-ld AVP in the CCR
message populated with target Subscriber MSISDN or IMSI for each of the
prepaid msids.

if the Application profile indicates that the Requester is the
Charging Party, the requestor element is present in the batch SLIR, the requestor
is prepaid, SLIR is set in the Charging Trigger profile then the XLSG outputs as
many CCR message as there are msids in the batch request with the Subscriber-
Id AVP in the CCR message populated with requestor MSISDN or IMSI.

For synchronous SLIR requests the XLSG processes and
assembles SLIA responses from the location servers. The XLSG provides a
function for receiving and processing the SLIA from Location Servers.

For a batch, Synchronous requests the XLSG verifies that the SLIA
from the LS contains the same number of pos parameters as the number of

msids sent to the LS.
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The XLSG verifies that the LS responds with a SLIA within the time
specified by eqop.resp_timer or the default timer in the Enterprise profile.

For synchronous batch requests the XLSG creates a single SLIA
from all the SLIAs received from location servérs corresponding to the msids in
the original SLIR request.

For synchronous batch requests the XLSG creates a pos element
with result code MLP. SYSTEM FAILURE in the created “batch SLIA" for all
msids for which a SLIA was not received from the location server for each of
those msids.

For Synchronous batch requests if an SLIA is received from a
location server after the “batch SLIA” was transmitted to the LCS Client the
XLSG discards the SLIA received from the LS.

For ASYNC batch requests if the XLSG receives an SLIA with an
error code after the XLSG had previously transmitted a SLIA to the LCS Client
the XLSG creates a SLIREP message with the same error code and sends it to
the LCS Client.

If the received SLIA indicates an error, and charge was applied to
this transaction, then the XLSG sends a CCR message with Refund populated in
Requested-Action AVP.

The XLSG transmits an SLIA received from the LS to the LCS
Client with all same parameters received in the SLIA. The XLSG provides a
function for receiving and processing the SLIREP from Location Servers.

The XLSG verifies that the req_id element in the received
SLIPREP message is for an active location service request.

If the CCR/CCA exchange invoked by SLIR indicates it was a
charged event, and correlated SLIREP was not successfully received, then
XLSG sends a CCR message with Refund populated in Requested-Action AVP.”

The XLSG preferably transmits a SLIREP received from the LS to
the LCS Client with all same parameters received in the SLIREP.

Unsuccessful Scenarios
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For detected errors, the XLSG may include the add_info parameter
to SLIA messages containing an error code with descriptive text clarifying the
reason for the error code.

The XLSG provides a function to respond to the LCS Client for
invalid received messages.

The XLSG transmits a HTTP.BAD_REQUEST error response if the
received message is unrecognizabie or cannot bé correctly parsed.

The XLSG sends an SLIA with an error code MLP.SYNTAX
ERROR if the received message has a syntax error as defined by the XML DTD.

-The XLSG sends an SLIA with an error code MLP.FORMAT
ERROR if the message has an invalid format as defined by the XML DTD.

The XLSG provides a function to respond to the LCS Client for
SLIR validation failures.

The XLSG sends an SLIA with an error code MLP.

~ The XLSG sends an SLIA with an error code MLP.FORMAT
ERROR to the LCS Client if the received message does not contain a body. '

The XLSG sends an SLIA with an error code MLP. SERVICE NOT
SUPPORTED to the LCS Client if the received message does not have the
msid.enc parameter as “ASC".

The XLSG sends an SLIA with an error code MLP. PROTOCOL
ELEMENT ATTRIBUTE NOT SUPPORTED to the LCS Client if the msid.type
parameter of a SLIR is not supported by the Enterprise.

The XLSG sends an SLIA with error code MLP.TOO MANY
POSITION ITEMS to the LCS client if the number of msid parameters in the
SLIR exceeds the maximum batch requests provisioned for the Enterprise.

The XLSG provides a function to respond to the LCS Client for
SLIR authentication failures. .

The XLSG sends an SLIA with an error code
MLP.UNAUTHORIZED_APPLICATION to the LCS Client if the LCS client is not
authenticated.
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The XLSG sends an SLIA with an error code
MLP.UNAUTHORIZED_APPLICATION to the LCS Client if the Application is not
authenticated.

If online charging was invoked for SLIS service and the OCS server
responds to a CCA message with a result-code other than Succeeded the XLSG
send an SLIA to the LCS Client with the error code MLP.UNSPECIFIED ERROR
and add_info field as defined in Table 22.

If online charging was invoked for SLIS service and the XLSG does
not receive the CCA message from the OCS server within the time defined by the
OCS Response Timer, then the XLSG sends an SLIA to the LCS Client with error
code MLP.UNSPECIFIED ERROR with the add_info field as defined in Table 22.

The XLSG provides a function to respond to the LCS Client for
Location Server problems. v

The XLSG sends an SLIA for Synchronous SLIS or the SLIREP for
Asynchronous SLIS with an error code MLP.SYSTEM FAILURE to the LCS
Client if an LS is not available.

The XLSG sends an SLIA for Synchronous SLIS or the SLIREP for
Asynchronous SLIS to the LCS Client with error code MLP. SYSTEM FAILURE if
no response is received from the LS within the time specified by
eqop.resp_timer or the “Default response timer” specified in the Enterprise
profile.

The XLSG sends either an SLIA for Synchronous SLIS or the
SLIREP for Asynchronous SLIS to the LCS Client with error code MLP. SYSTEM
FAILURE if no response is received from the LS within the time specified by
eqop.resp_timer or the “Default response timer” specified in the Enterprise
profile.

The XLSG does not identify the absence (timeout) of SLIREP
messages. This function is considered application level error handling for the
LCS Client.
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Fig. 7 shows an exemplary message flow for a successful
Emergency Location Immediate Service (Synchronous), in accordance with the
principles of the present invention.

In particular, as shown in Fig. 7, the sequence begins when the
XLSG receives the Emergency Locétion Immediate Request (EME_LIR). The
XLSG performs a series of validation and authentication checks and then
forwards the EME_LIR to the appropriate LS defined by the section on Steering.
It waits for the LS to respond with a Emergency Location Immediate Answer
(EME_LIA), or identifies the absence of a response, and then transmits a
EME_LIA back to the LCS Client.

The processing assumes that an LS process the EME_LIR
differently than the LS processes the SLIR. For example it is probable that the
LS not perform quality of position checks since this is an emergency service. In
any case the processing for the XLSG is almost a complete pass through from
LCS Client to the LS other than the validation and authentication requirements

‘listed below.

Emergency services do not include prepaid processing.

The requirements for ELIS include batch requests, Asynchronoué
request, and Async batch request in the same structure as for the SLIS. There is
no prepaid billing processing for ELIS.

Fig. 8 shows an exemplary message flow for a successful
Emergency Location Immediate Service (Asynchronous), in accordance with the
principles of the present invention.

The system provides an EME_LIR validation function. The XLSG
validates that the format of the EME_LIR conforms. The XLSG ignores an
unsupported parameter and continue processing the received EME_LIR as if the
unsupported parameter was not in the message. The XLSG validates that the
msid.enc parameter is “ASC”. The XLSG validates that the msid.type
parameter in the EME_LIR is an msid type supported by the Enterprise.

For batch requests the XLSG validates all msid parameters
contained within the received EME_LIR. For batch requests the XLSG verifies
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that the number of msids does not exceed the maximum batch requests
provisioned for the Enterprise.

The system provides an LCS Client authentication function to
manage the connections to the LCS Clients submitting location requests.

The XLSG authenticates the LCS client using the id field of the
client portion of the EME_LIR to ensure it matches the id that is provisioned for

the LCS Client. If the “LCS Client Pwd Required” in the LCS Client profile is set .

to true, then the XLSG authenticates the LCS client using the pwd field of the
client portion of the EME_LIR to ensure it matches the password that is
provisioned for the LCS Client.

The XLSG validates that the LCS client is authorized to request
Emergency services, and -skip charging process. If the seviceid element is
present in the EME_LIR the XLSG authenticates the Application using the
client.serviceid field of the hdr of the SLIR to ensure it matches the application
identifier that was provisioned for an Application associated with the LCS Client.

The XLSG processes all EME_LIR messages with the
EMERGENCY priority for all processing.

The XLSG provides a function to handle each msid in a batch
request individually for steering to a selected location server.

The XLSG decomposes a batch EME_LIR request into individual
EME_LIR requests that are sent to Location Servers.

Each individual EME_LIR for a batch request includes the eqop,
geo_info, loc_type, pushaddr, and MapRequest elements from the received
EME_LIR if present in the received EME_LIR.

For ASYNC batch requests, the XLSG creates an EME_LIA
message with the same number of eme_pos elements as there were msids in
the request and result code MLP.OK for each eme_pos element.

For synchronous EME_LIR requests, the XLSG process and
assemble EME_LIA responses from the location servers. The XLSG provides a
function for receiving and processing the EME_LIA from Location Servers. The
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XLSG processes all EME_LIA messages with the EMERGENCY priority for all
processing.

For a batch, Synchronous requests the XLSG to verify that the
EME_LIA from the LS contains the same number of eme_pos parameters as the
number of msids sent to the LS.

The XLSG verifies that the LS has responded with an EME_LIA
within the time specified by eqop.resp_timer or the “Default response timer”
specified in the Enterprise profile.”

For Synchronous batch requests, the XLSG creates a single
EME_LIA from all the EME_LIAs received from location servers corresponding to
the msids in the original EME_LIR request.

The XLSG creates a pos element with result code MLP. SYSTEM
FAILURE in the created “batch EME_LIA” for all msids for which a EME_LIA was
not received from the location server.

For Synchronous batch requests, if an EME_LIA is received from a
location server after the “batch EME_LIA” was transmitted to the LCS Client, the
XLSG discards the EME_LIA received from the LS.

For ASYNC batch requests, if the XLSG receives an EME_LIA with
an error code after the XLSG had previously transmitted a EME_LIA to the LCS
Client, the XLSG creates an EME_LIREP message with the same error code and
sends it to the LCS Client. .

The XLSG sends all parameters of the EME_LIA received from the
LS to the LCS Client and transmits an EME_LIA to the LCS Client.

The XLSG provides a function for receiving and processing the
EME_LIREP from Location Servers. The XLSG verifies that the req_id element
in the received EME_LIREP message is for an active location service request.
The XLSG transmits an EME_LIREP received from the LS to the LCS Client with
all same parameters received in the EME_LIREP.

For unsuccessful scenarios, the following defines exemplary
responses and error codes that the XLSG sends in response to the EME_LIR to
the LCS Client. The XLSG includes the add_info parameter to all EME_LIA
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messages containing an error code with descriptive text clarifying the reason for
the error code. The XLSG provides a function to respond to the LCS Client for
invalid received messages.

The XLSG sends an EME_LIA with an error code MLP.FORMAT
ERROR if the message has an invalid format. The XLSG sends an EME_LIA
with an error code MLP.SYNTAX ERROR if the received message has a syntax
error.

The XLSG provides a function to respond to the LCS Client for
EME_LIR validation failures. The XLSG sends an EME_LIA with an error code
MLP.SERVICE NOT SUPPORTED to the LCS Client if the received message
does not have the msid.enc parameter as “ASC".

The XLSG sends an EME_LIA with an error code MLP.
PROTOCOL ELEMENT ATTRIBUTE NOT SUPPORTED to the LCS Client if the
msid.type parameter of a EME_LIR is not supported by the Enterprise.

For batch requests, the XLSG sends an EME_LIA with an error
code MLP.TOO MANY POSITION ITEMS to the LCS Client if there is more than
the number of allowed msids as defined in the Enterprise profile.

| The XLSG provides a function to respond to the LCS Client for
EME_LIR authentication failures.

The XLSG sends an EME_LIA with an error code
MLP.UNAUTHORIZED APPLICATION to the LCS Client if the LCS client is not
authenticated.

The XLSG sends an EME_LIA with a return error code
MLP.UNAUTHORIZED APPLICATION if the LCS Client is not authorized to
request Emergency services.

The XLSG provides a function to respond to the LCS Client for
Location Server problems.

The XLSG sends an EME_LIA for Synchronous Emergency
Service or the EME_LIREP for Asynchronous Emergency Service with an error
code MLP.SYSTEM FAILURE to the LCS Client if an LS is not available.
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The XLSG sends an EME_LIA for Synchrohous Emergency
Service or the EME_LIREP for Asynchronous Emergency Service to the LCS
Client with error code MLP. SYSTEM FAILURE if no response is received from
the LS within the time specified by eqop.resp_timer or the “Default response
timer” specified in the Enterprise profile.

The XLSG does not identify the absence (timeout) of EME_LIREP
messages. This function is considered application level error handling for the
LCS Client. |
Triggered Location Reporting Service

A triggered service is one of 3 types: Periodic; Mobile event; or
Change of area.

Periodic: The XLSG sends a location report to the LCS client once
for every defined interval time period or in batch mode.

Mobile event: The only defined event is that the mobile becomes
available. (ms_action.type=MS_AVAIL)

Change of area: The mobile’s location has met certain criteria such

as entering or leaving some geographically defined area, for example for a
geofencing application.

For the most part the XLSG is the gateway or intermediary for
these services. It receives the request from an LCS Client, forwards requests to
the location server, and forwards location reports from the LS back to the LCS
Client. A triggered request can include all three of these types. The XLSG
supports all three in combination in any single triggered request. If any location
server doesn't support it, then an error message flow back to the LCS Client.

Fig. 9 shows an exemplary message flow for a successful
Triggered Location Reporting Service, in accordance with the principles of the
present invention.

In particular, as shown in Fig. 9, the sequence begins when the
XLSG receives a Triggered Location Reporting Request (TLRR). The XLSG
performs a series of validation and authentication checks, and then forwards the
TLRR to the appropriate LS based on steering rules. It waits for the LS to
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respond with a Triggered Location Reporting Answer (TLRA), or identifies the
absence of a response, and then transmits a TLRA back to the LCS Client. This
sequence is followed by one or more optional Triggered Location Report
(TLREP) and messages to stop the active triggered services. The XLSG
supports batch TLRR requests which are split into individual TLRRs for each
msid and then sends to location servers based on steering rules. For prepaid
subscribers, an exchange with the OCS for billing purposes is performed if the
corresponding triggered related message is set in the Charging Trigger profile.
For Trigger Location Reporting service, there are two charging modeis: a Flat
Rate model; and a Per Report model.

Flat Rate model: Charging a “flat” rate per TLRR request. This

charging model may be appropriate for Mobile Event and Change of Area types.
This charging model is active if the corresponding Charging Trigger Profile
includes TLRR but not TLREP.

Per Report model: In this model, charging consists of two parts:
Trigger Session Initiation (i.e. TLRR) and each of the reports (i.e. TLREP) that

were sent back to the requesting client. This charging model is active if the

corresponding Charging Trigger Profile includes both TLRR and TLREP.

The XLSG supports a periodic triggered service, an event triggered
service, a change of area triggered service, and any combination of these 3
triggered service types in a single TLRR. The XLSG provides a function to
validate the Triggered Location Reporting Request.

The XLSG ignores an unsupported parameter and continues
processing the received TLRR as if the unsupported parameter was not in the
message.

_ The XLSG verifies that the deployed product is configured to
support Triggered services.

The XLSG validates that the msid.enc parameter is “ASC".

The XLSG validates that the msid.type parameter in the TLRR is
an msid type supported by the Enterprise.
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For batch requests, the XLSG validates all msid parameters
contained within the received TLRR.

For batch requests, the XLSG verifies that the number of msids
does not exceed the maximum batch requests provisioned for the Enterprise.

The XLSG verifies that either the interval element or the tirr_event
element (or both) are present in the TLRR.

The XLSG verifies that both the stop_time and duration elements
are not both present in the TLRR.

The XLSG verifies that both the start_time and stop_time
elements are not in the past (older than the current time) and that the start_time
is not earlier than the stop_time.

The XLSG validates that the duration parameter does not exceed
the “Max trigger periodic duration” provisioned for the Enterprise.

The XLSG provides a function to authenticate the LCS Client
requesting the triggered service.

The XLSG authenticates the LCS client using the id field of the
client portion of the TLRR to ensure it matches the id that is provisioned for the
LCS Client. If the “LCS Client Pwd Required” in the LCS Client profiles is set to
true, then the XLSG authenticates the LCS client using the pwd field of the client
portion of the TLRR to ensure it matches the password that is provisioned for the
LCS Client.

If the seviceid element is present in the TLRR, the XLSG
authenticates the Application using the client.serviceid field of the hdr of the
TLRR to ensure it matches the application identifier that was provisioned for an
Application associated with the LCS Client.

The XLSG verifies that the LCS Client is authorized to request the
Triggered Location Service as defined in the LCS Client Profile.

The XLSG rejects the location request with “Unauthorized
Application”if the prio parameter is set to HIGH and the maximum priority that is
provisioned for the LCS Client is Normal.
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The XLSG provides a function to assert charges for subscribers
designated as prepaid billing plan for the triggered service.

If the Application profile indicates that the target Subscriber is the
Charging Party, the target Subscriber is prepaid and the received message is set
in the Charging Trigger profile, then the XLSG performs the charging process
defined in Table 2 with the Subscriber-ld AVP in the Credit Control Request
(CCR) message populated with target Subscriber MSISDN or IMSI.

If the Application profile indicates that the Requestor is the
Charging Party, and the requestor element is present in the TLRR, the
Requestor is prepaid, and the received message is set in the Charging Trigger
profile, then the XLSG performs the charging process defined in Table 2 with the
Subscriber-Id AVP in the CCR message populated with Requestor MSISDN or
IMSI. '

If the Application profile indicates the charging entity is “Target”, the
XLSG checks the subscriber profile of each msid in the batch request if the target
Subscriber is prepaid. If TLRR is set in the Charging Trigger profile, then the
XLSG sends a CCR message to OCS with the Subscriber-ld AVP in the CCR
message populated with target Subscriber MSISDN or IMSI for each of the
prepaid msids, and follows the charging process specified in Table 2 for each of
the msids.

If the Application profile indicates that the Requester is the
Charging Party, the requestor element is present in the batch TLRR, the
requestor is prepaid, TLRR is set in the Charging Trigger profile then the XLSG
sends as many CCR messages as there are msids in the batch request with the
Subscriber-ld AVP in the CCR message populated with requestor MSISDN or
IMSI, and follows the charging process specified in Table 2 for each of the msids.

The XSLG sends the CCR with a Rating Group AVP based on the
information in the received message and other corresponding AVPs as in the
Charging Profile.
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Charging Trigger Profile includes TLRR but not TLREP; Per Report
Charging Model is enabled if the corresponding Charging Trigger Profile includes
both TLRR and TLREP.

Upon receipt of the Credit Control Answer (CCA) message from the
OCS the XLSG verifies that the DIAMETER_SUCCESS (2001) Result-Code and
Granted Service Unit are in the CCA message.

The XLSG verifies that the CCA messages is received within the
time period defined by the configured Tx timer. ‘
| Subsequent processing of the TLRR for non-batch requests is as
specified in the Steering function.

The XLSG provides a function to handle each msid in a batch
request individually for steering to a selected location server.

The XLSG decomposes a batch TLRR request into individual TLRR
requests that are sent to Location Servers.

Each individual TLRR for a batch request includes the interval,
start_time, stop_time, duration, tirr_event, qop, geo_info, pushaddr, loc type,
prio, service_coverage, and MapRequest elements from the received TLRR if
present in the received TLRR.

The XLSG creates a TLRA message with a unique req_id and
result code MLP.OK and transmits it to the requesting LCS Client. Note: this
req_id must be used for all of the TLREP messages for all of the msids in the
batch request. .

Subsequent processing for each of the TLRRs for batch requests is
as specified in the Steering function.

The XLSG provides a function for processing the TLRA received
from a location server. 4

The XLSG verifies that the LS responds with a TLRA within the
time specified by the default timer in the Enterprise profile.

For an msid that was not from a batch request, the XLSG transmits
a TLRA received from the LS to the LCS Client with all same parameters

receivéd in the TLRA. If a received TLRA is for an msid with an active session
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from a TLRR batch request, and the received TLRA indicated a result code other
than MLP.OK, then the XLSG initiates an unsolicited tlrsa message to the
corresponding LCS Client. If the received TLRA indicates an error, and the
online charging was invoked for the transaction, then the XLSG sends a CCR
message with Refund populated in Requested-Action AVP as specified in Table
2.

The XLSG provides a function for processing TLREP messages
from Location Servers.

If the TLREP is received from the LS and there is no active
triggered session, then the XLSG discards the TLREP.

Upon receipt of the TLREP without error, if the Application profile
indicates that the target Subscriber is the Charging Party, the target Subscriber is
prepaid, and TLREP is set in the Charging Trigger profile (i.e. Per Report
Charging Model), then the XLSG performs online charging process as specified
in Table 2 with the Subscriber-ld AVP in the Credit Control Request (CCR)
message populated with target Subscriber MSISDN or IMSI.

Upon receipt of the TLREP without error, if the Application profile
indicates that the Requester is the Charging Party, and the requestor element
was present in the TLRR, the requestor is prépaid, and TLREP is set in the
Charging Trigger profile (i.e. Per Report Charging Model), then the XLSG
performs the online charging process as specified in Table 2 with the Subscriber-
id AVP in the CCR message populated with requestor MSISDN or IMSI.

As above under the TLREP processing, the XLSG verifies the
received CCA message and uses the TX timer to verify receipt of the message.

If the TLREP failed to deliver to the LCS client, and the online
charging was invoked for the TLREP, then the XLSG sends a CCR message with
Refund populated in Requested-Action AVP and the same Subscriber-Id AVP for
the online charging of this session.

The XLSG transmits a TLREP received from the LS to the LCS

Client with all same elements received in the TLREP.
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The XLSG provides a function for p(ocessing the TLRSR. Note
that the TLRSR request may be for one or more msids with an active triggered
service. Although triggered services may be requested for more than one msids,
the list of msids in the stop request does not have to match the list of msids in an
initial triggered service request.

The XLSG receives a TLRSR message and validates that the misd
and req_id are for an active triggered service and ignores the message if they
are not valid.

The XLSG sends a TLRSR to the active location server for the
active triggered service with the same elements as received from the LCS Client.
The XLSG provides a function for receiving and processing the TLRSA from
Location Servers.

The XLSG verifies that the LS responds with a TLRSA.

The XLSG transmits a TLRSA received from the LS to the LCS
Client with all same parameters received in the TLRSA.

TLRR unsuccessful scenarios

The XLSG includes the add_info parameter to all TLRA messages
containing an error code with descriptive text clarifying the reason for the error
code.

The XLSG provides a function to respond to the LCS Client for
invalid received messages.

The XLSG transmits a HTTP.BAD_REQUEST error response if the
received message is unrecognizable or cannot be correctly parsed.

The XLSG sends a TLRA with an error code MLP.SYNTAX
ERROR if the received message has a syntax error as defined by the XML DTD.

The XLSG sends a TLRA with an error code MLP.FORMAT
ERROR if the message has an invalid format as defined by the XML DTD.

The XLSG provides a function to respond to the LCS Client for
TLRR validation failures.

The XLSG sends a TLRA with an error code MLP.FORMAT
ERROR to the LCS Client if the received message does not contain a body.
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If the XLSG is not configured to support Triggered services then the
XLSG transmits an TLRA to the requesting LCS Client with error code
MLP.SERVICE NOT SUPPORTED.

The XLSG sends a TLRA with an error code MLP. SERVICE NOT
SUPPORTED to the LCS Client if the received message does not have the
msid.enc parameter as “ASC".

The XLSG sends a TLRA with an error code MLP..PROTOCOL
ELEMENT ATTRIBUTE NOT SUPPORTEDto the LCS Client if the msid.type
parameter of a TLRR is not supported by the Enterprise.

The XLSG sends a TLRA with error code MLP.TOO MANY
POSITION ITEMS to the LCS client if the number of msid parameters in the
TLRR exceeds the maximum batch requests provisioned for the Enterprise.

If the interval element and the tirr_event element are not present
in the TLRR, the XLSG sends the TLRA with error code MLP. SYNTAX ERROR
to the LCS Client.

If the stop_time and duration elements are both present in the
TLRR, then the XLSG sends a TLRA to the LCS Client with error code
MLP.INVALID PROTOCOL ELEMENT VALUE.

If either the start_time or stop_time elements in the TLRR are
both in the past (older than the current time), or the start_time is earlier than the
stop_time, then the XLSG sends a TLRA to the LCS Client with error code MLP.
INVALID PROTOCOL ELEMENT VALUE.

If the requested duration parameter exceeds the “Max trigger
periodic duration” provisioned for the Enterprise, then the XLSG sends a TLRA to
the LCS Client with error code MLP.INVALID PROTOCOL ELEMENT VALUE.

The XLSG provides a function to respond to the LCS Client for
TLRR authentication failures.

The XLSG sends a TLRA with an error code
MLP.UNAUTHORIZED_APPLICATION to the LCS Client if the LCS client is not
authenticated.
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The XLSG sends a TLRA with. an error code
MLP.UNAUTHORIZED_APPLICATION to the Application if the Application is not
authenticated.

If online charging was invoked for a triggéred session and the OCS
server responds to a CCA message with a result-code other than Succeeded, the
XLSG sends a TLRA to the LCS Client with the error code MLP.UNSPECIFIED
ERROR and add_info field as defined in Table 22.

If online charging was invoked for the triggered service and XLSG
does not receive the CCA message from the OCS server within the Tx timer,
then the XLSG sends a TLRA to the LCS Client with error code MLP.
UNSPECIFIED ERROR with add_info as defined in Table 22.

The XLSG proVides a function to respond to the LCS Client for
Location Server problems. ' |

The XLSG sends a TLRA with an error code MLP.SYSTEM
FAILURE to the LCS Client if an LS is not available.

The XLSG initiates online refund upon receiving TLRA with an error
code.

Upon receipt of the TLRA with an error code, if online charging
process was invoked, the XLSG initiates a CCR message with Refund populated
in Requested-Action AVP, the same Subscriber-ild AVP for the online charging of
this session and other parameters appropriately depending upon the charging
model that was used, as defined in Table 2. '
TLREP unsuccessful scenarios

If a CCR message has been output to the OCS and the XLSG does
not receive the CCA message from the OCS server within the time defined by the
OCS Tx timer, then the XLSG sends a TLREP to the LCS Client with error code
MLP.UNSPECIFIED ERROR and add_info field as defined in Table 22.

If online charging was invoked with a charge for a- TLREP (i.e. Per
Report Charging Model) and the OCS server responds to a CCA message with a
result-code other than Succeeded, the XLSG preferably initiates the cancellation
procedure for the pending triggered session by sending a MLP TLRSR to the
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location server via the outbound interface. Once a MLP TLRSA is returned, the
XLSG sends a MLP TLRSA to the LCS Client initiated the triggered session with
the error code MLP.UNSPECIFIED ERROR and add_info field as defined in
Table 22.
Steering

The XLSG receives incoming MLP requests from LCS Clients. The
steering portion of the XLSG steers to a location determination platform based on
a series of rules that are provisioned by an operator at deployment time. A
request from an application is first processed as in Section 0 and is then sentto a -
location server (LS). Depending on various conditions, the best or correct LS is
selected via this steering function. '

Fig. 10 illustrates exemplary processing within major functions of
the XLSG in accordance with the principles of the present invention.

In particular, there are six rules or parameters that the XLSG uses
to select an LS. Some of these rules are exclusive meaning that only one rule
may exist. Other rules can exist concurrently in order to allow a finer tuning of
the steering to different LS. The rules are provisioned in the Enterprise Profile.

The rulés are:

1. Enterprise (Operator) — A given operator may have only one
location server or choose to route all XLSG requests to a single location server.
This rule states that ALL location requests go to a single location server.

2. Request Type — Commercial vs. Emergency requests can be
steered to different servers.

3. Data Plan - If a subscriber does not have a data plan, then only
the \G'MLC control plane should be used.

4. Device Type — The operator provisions device types and each
subscriber is provisioned with their device type. The device type states which
location determination server should handle the request. This can be imperfect
especially in GSM where users can switch SIMs with ease.

5. Application ID — An application is defined to use a specific
location server.
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6. Fallback — Fallback to a different location server if a location
request fails and there is “enough” time to send the request to another location
server. |

Table 3 provides the precedence order for the rules with a
discussion for each of the allowable concurrency if multiple rules are defined.

Table 4 illustrates the ‘allowed combination of steering rules in a
“decision table” format. The top portion of the table lists the “causes”, or in this
case the different rules that may be in effect. The right side of the table next to
causes indicates the allowed.combination of different rules. The lower section of
the table shows the “effects” or in this case it indicates the final rule that is used
for selecting the location server. In all cases there is no requirement for the
XLSG to be provisioned with multiple rules, each rule can stand alone which is a
condition not illustrated in this table.

Fallback is the process of selecting a 2" LS if the results of the first
location attempt were not successful. Unsuccessful results may come from two
reasons; either the initial location server returned an error (or didn’t respond), or
the requested QoP was not possible. The fallback function selects only one
additional LS; thus there are never more than two attempts to obtain a location
for one request. Fallback rules are based on the rule that was used for the initial
LS selection; in a sense the method for selecting a fallback LS proceeds through
the rule in inverse precedence.

The structure of the profiles define that an MNVO is a subset of an
Enterprise. Since steering is defined at the level of the Enterprise, there are no
considerations of an MNVO that influences steering. Locations servers are
associated with the Enterprise and the possible devices for an MVNO are a
subset of the devices defined for the Enterprise. There may be LCS Clients and
Applications defined for an MVNO which are not common to the Enterprise; in
this circumstance there is a need for manual coordination of Application ID
steering if that rule is selected for the Enterprise.

Generally speaking the LAMM is a location server. Steering to the
LAMM is provisioned through either the Device Type rule, the Application ID rule,
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or a combination of the two. In addition, steering to the LAMM requires that the
XLSG first check that the subscriber’'s device has the XLSA agent installed and
registered in the profiles; and that the LAMM update the Subscriber Profile with
status for registered agents. Steering to the LAMM takes precedence over a
conflicting rule. For example if the Device Type rule is provisioned for the LAMM,
and the Application rule for the request is provisioned to some other LS, the
request is steered to the LAMM.

Successful Scenarios

Location Server Selection

The XLSG provides a steering function that selects a location
server for each location request based on the rules provisioned in the Enterprise
profile.

Steering rules are separate for each Enterprise independent of any
other Enterprise. The XLSG steering function supports the following Location
Server types:

XLP - configured as GMLC for GSM environment [SM-1]
XSS - SUPL Server [SM-1]
LAMM - Location Agent Manager within XLSG
XLP - configured as MPC in CDMA environment
Non-TCS GMLC
Non-TCS SUPL Server
Non-TCS ANSI compliant MPC
The XLSG steers all SLIS, ELIS, and TLRS location requests
according to the steering rules. The XLSG provides a steering rule called

N o s N =

Enterprise which allows the definition of a single location server to be used for all
location requests.

If the XLSG is provisioned with the Enterprise steering rule then no
other rule is allowed. If the Enterprise rule is provisioned then the XLSG steers
all location requests to the LS defined by that rule.

The XLSG provides a steering rule called Request Type that allows

the definition of one or two location servers.
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The XLSG provides two alternatives for the Request Type rule.
Alternative 1 Request type rule specifies a LS to be used for all emergency
location requests, and another LS to be used for all non-emergency location
requests also called “commercial requests”. Alternative 2 Request type rule
specifies a LS to be used for all emergency location requests.

If the XLSG is provisioned with the alternative 1 request type rule
then no other rule is allowed.

If the XLSG is provisioned with the alternative 2 request type rule
then the XLSG allows the provisioning of the Data Plan, Device Type and
Application ID rules.

If the alternative 1 Request Type rule is in effect, the XLSG steers
all emergency and commercial location requests to the LS defined by this rule.

If the alternative 2 request type rule is in effect, the XLSG steers all
emergency location requests to the LS defined by this rule.

The XLSG provides a steering rule called Data Plan that allows the
definition of one or two location servers.

The XLSG provides two alternatives for the Data Plan rule.

Alternative 1 Data Plan rule specifies a LS to be used for all
Subscribers with an active mobile data plan, and another LS to be used for all
Subscribers who do not have a mobile data plan.

Alternative 2 Data Plan rule specifies a LS to be used for all
Subscribers who do not have a mobile data plan.

If the XLSG is provisioned with the alternative 1 Data Plan rule then
only the Request Type rule may also be provisioned.

If the XLSG is provisioned with the alternative 2 Data Plan rule then
the XLSG allows the provisioning of the Request Type, Device Type and
Application ID rules.

If the alternative 1 Data Plan rule is in effect, the XLSG steers all
data plan and non-data plan requests to the two LS defined by this rule.

If the alternative 2 Data Plan rule is in effect, the XLSG steers all
non-data plan location requests to the LS defined by this rule.
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The XLSG provides a steering rule called Device Type that allows
the definition of a location server for each type of provisioned device.

If the XLSG is provisioned with the alternative Device Type rule,
then the XLSG allows the provisioning of the Request Type rule, and the Data
Plan rule for the LAMM.

If the Device Type rule is in effect, the XLSG steers all location
requests to the location server associated with the device type indicated in the
Device Profile corresponding to the Subscriber in the location request.

If the Device Type rule is provisioned for the LAMM, then the XLSG
steers the request to the LAMM.

The XLSG provides a steering rule called Application ID that allows
the definition of a location server for each Application.

If the XLSG is provisioned with the alternative Application ID rule,
then the XLSG allows the provisioning of the Request Type rule, and the Data
Plan rule for the LAMM.

If the Application ID rule is in effect, the XLSG steers all location
requests to the location server associated the Application sending the location
request.

If the Application ID rule is provisioned for the LAMM, the XLSG
steers to the LAMM.

After the location server is selected from the steering rules, the
XLSG provides a function to send the location request to the Location Server.

If the steering is for a triggered request, and the triggered request
contains more than one type of triggered function (e.g. periodic, change of area
or mobile event) then the XLSG verifies that the selected location server supports
all of the requested triggered location types and invokes the fallback procedure if
they are not supported.

If the selected location server is the LAMM, then the XLSG verifies
that the target Subscriber has the XLSA agent installed on its corresponding

device and invokes the fallback procedure if it is not installed.
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The XLSG transmits a location request (SLIR, EME_LIR, or
TLRR) to the Location Server selected by the steering rules where that location
request is as defined by other requirements.

Unsuccessful Scenario - Fallback

The XLSG provides the capability known as fallback which causes
the XLSG to attempt a location request to a second location server if the
response from the first selected location server was unsuccessful.

The XLSG selects a fallback location server for the Standard
Location Immediate Service and the Emergency Location Immediate Service if
the first attempted location server returned an error.

If the location request was a Triggered service, then the XLSG
returns an MLP response with an error.

If the fallback location server is selected for any msid in a
synchronous batch request, the XLSG waits for responses from all location
servers before sending the corresponding response to the LCS Client. (SLIA,
EME_LIA).

The XLSG provides a function to select a fallback location server if
the initial location attempt is not successful or returns an error to the requesting
LCS Client. .

If the Application ID rule was the final LS selector, then the XLSG
searches all other defined Location Servers for a match between 1.) The
supported location technologies for the device; and 2.) Location technologies
supported by a Location server, and sends the request to the first LS found that
is not the same one as the LS that failed. Upon failure of the last retry (including
the case no other location server found), the XLSG returns the original error
received from the location server in the 1% attempt.

If the Device Type rule was the final LS selector, then the XLSG
searches all other defined Location Servers for a match between 1.) The
supported location technologies for the device; and 2.) Location technologies
supported by a Location server, and sends the request to the first LS found that
is not the same one as the LS that failed. Upon the failure of the last retry

38



10

15

20

25

30

WO 2012/082151 PCT/US2011/001971

(including the case no other location server found), the XLSG returns the original
error received from the location server in the 1% attempt.

If the Data Plan rule was the final LS selector, and the request was
for a Subscriber with a data plan, then the XLSG searches all other defined
Location Servers for a match between 1.) The supported location technologies
for the device; and 2.) Location technologies supported by a Location server, and
sends the request to the first LS found that is not the same one as the LS that
failed. Upon failure of the last retry (including the case no other location server
found), the XLSG returns the original error received from the location server in
the 1% attempt.

If the Data Plan rule was the final LS selector, and the request was
for a Subscriber with no data plan, then the XLSG returns an MLP response with
the original error received from the location server in the 1% attempt.

If the Request Type rule was the final LS selector and the request
was for commercial, then no fallbacks are applicable. If the Request Type rule
was the final LS selector and the request was for emergency, then the XLSG
sends the location request to the other location server defined by the other
Request Type rule(S) of the same enterprise. The selection of other location
servers follows the same logic defined for the corresponding rule(s), with an
extension that for emergency request a subscriber with Data Plan can fallback to
non-data plan location server. Upon failure of the last retry (including the case no
other location server was found), the XLSG returns the original error received
from the location server in the 1% attempt.

If Enterprise rule is defined, then the XLSG returns an MLP
response with the original error received from the Jlocation server in the 1%
attempt. The XLSG provides a function to return an error response to LCS
Clients for location requests that were not completed.

The XLSG sends an SLIA, EME_LIA, or TLRA with an error code
MLP.UNSPECIFIED ERROR to the LCS Client if the message received from the

location server could not be correctly parsed.
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The XLSG sends an SLIA, EME_LIA, or TLRA with an error code
MLP.SYSTEM FAILURE to the LCS Client if the LS is not available.

The XLSG sends an SLIA, EME_LIA, or TLRA to the LCS client
with error code MLP. SYSTEM FAILURE if no response is received from the LS
within the time specified by eqop.resp_timer or a system default timer (where

eqop.resp_timer does not apply to the triggered service).

Location Agent Management Module (LAMM)

The LAMM component of the XLSG interfaces with the TCS
Xypoint Location Agent (XLSA) via any appropriate protocol. The LAMM
component may be the sole interface to a Location Agent on the handset to
maintain control of the interface between the XLSA and a Location Gateway.
The LAMM supports sending geofencing to the handset and receiving location
reports from the handset. The LAMM supports Network-initiated location
requests. The LAMM is able to determine if a mobile device has a Location
Agent, and is able to determine what version of the Location Agent a mobile
device may be using. A Third Party Application is able to cancel a location
request/session. If an operator-controlled mechanism allows users to opt-out,
then the Network Element must be able to cancel the session. The type of
handset may be determined (BREW, RIM, Windows Mobile, etc.) so that the
XLSG-LAMM can craft the payload in the MT SMS message appropriately. The
Location Agent differentiates multiple LBS applications through a unique ID
associated with each LBS application. The system provides a mechanism to
make sure that cancelled geofences are removed from the XLSG-LAMM to avoid
dangling geofences. All triggered-periodic TLRR messages may be coordinated
from within the SSPE (Server Side Polling Engine). The system generates a log
for each Location Agent downloaded by mobile phone number. The system
generates a log for each Location Agent downloaded by the wireless operator.
The system generates a log for each Location Agent downloaded by the device
Operating System. This download is implemented by an external system, but
may simply log each agent registration in the LAMM. The system generates a
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log each time a subscriber denies a location request upon receiving a location
notification (Position Report). The system generates a log of all location fix types
(Cell ID, A-GPS, etc.) by MDN. The system generates a log of all location fix
types (Cell ID, A-GPS, etc.) by MSISDN. The system generates a log indicating
the fix type requested for each location transaction. The system generates a log
indicating the actual fix type result for each location transaction. The system
generates a log indicating the uncertainty of result for each location transaction.
The system generates a log indicating that a location failtjre resulted from the E-
911 setting on a handset. The Location Agent supports Store & Forward SMS.
Privacy Profile Register (PPR)

The Privacy function receives requests from a Location Server or
external system to authenticate requestors and authorize location requests. This
function also outputs notifications to location servers when the provisioning data
of a Subscriber (msid) changes.

Location Privacy Assertion

Location privacy assertion is used between a Location Server
requesting Privacy status and the XLSG implementing the Privacy Checking
Entity. The XLSG receives an LPARequest message which contains the
parameters to be authorized such as the target Subscriber and the application
requesting to locate the subscriber. The XLSG performs a set of authentication
and authorization functions such as checking that the target subscriber has
enabled the requesting application. For emergency or lawful interception
requests the privacy check functions are bypassed. The XLSG responds with
the LPAResponse message which contains the results of the privacy check.

If Privacy check was set as Chargeable event in Charging Trigger
Profile and the charging entity for the transaction is Prepaid, then charging is
processed Online.

The XLSG provides 5 privacy definition concepts: Application
Based Privacy; Requestor Based Privacy; App-Requestor Based Privacy; Time
Based Privacy; and Subscriber Default Privacy.
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Application Based Privacy: A subscriber can define the privacy
settings for each Application that the subscriber has enabled, optionally date and
time can be used.

Requestor Based Privacy: A subscriber can define the privacy
settings for each “requesting” Subscriber that the target subscriber has enabled,
optionally date and time can be used.

App-Requestor Based Privacy: A subscriber can define the privacy
settings per requestor and application, i.e., only the selected requestor uses the
selected application is allowed, optionally date and time can be used.

Time Based Privacy: A subscriber can define the privacy settings
based on date and time.

Subscriber Default Privacy: A subscriber can define the default
privacy settings to be applied to privacy requests in the absence of any
identifiable requesting application and/or requesting subscriber. A default setting
may be “Not Allowed".

There are 3 levels of privacy checking: (1) Global “location”
allowed; (2) Location requests allowed or disallowed for each individual
application and/or requestor; and (3) Temporal location settings for each
application and/or requesting subscriber.

The XLSG supports privacy decision rules as specified in Table 1.

In particular, for each subscriber, there is a Global Privacy Setting..
If the Global Privacy Setting is set to not allowed, “not allowed” is returned as a

privacy action for all the privacy checking requests.
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On a per enterprise basis, there is a flag for enabling/disabling
Application Based Privacy. When Application Based Privacy is enabled,
additional date/time based rules are allowed.

On a per enterprise basis, there is a flag for enabling/disabling
Requestor Based Privacy. When Requestor Based Privacy is enabled, additional
date/time based rules are allowed.

On a per enterprise basis, there is a flag for enabling/disabling
Time Based Privacy. Time Based Privacy cannot be enabled if any of Application
Based Privacy and/or Requestor Based Privacy is enabled.

On a per enterprise basis, Application Based Privacy and
Requestor Based Privacy can be enabled at the same time, in which case
additional date/time based rules is allowed.

For each subscriber, there is a Subscriber Default Privacy Setting,
which is used when Application Based Privacy and/or Requestor Based Privacy
is/are enabled, but the mandatory information element(s) is missing in the
received LPARequest. Subscriber Default Privacy may be hard coded to “Not
Allowed”.

In Table 5, the scenarios where none of the privacy modes (i.e.
Application Based Privacy, Requestor Based Privacy and Time Based Privacy) is
enabled need not be made applicable.

Fig. 11 illustrates exemplary call flow for a successful privacy
request, in accordance with the principles of the present invention.

In particular, as shown in Fig. 11, the XLSG provides a message
validation and sender authentication function as follows. _

The XLSG validates the format and syntax of the Location Privacy
Assertion Request (LPARequest).

The XLSG validates the version of the Location Privacy Assertion
Request (LPARequest) is, e.g., 1.0.

The XLSG validates that the LPARequest contains a pcp_hdr and
that the pceClient.id element contains the identifier for a Location Server in the

profiles and the pceClient.pwd matches the password provisioned for that LS.
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The XLSG ensures that the ueid (target Subscriber) contains a
valid Subscriber msid that has been defined in the profiles.

If the clientCategoryin the LPARequest is set to Emergency or
Lawful Interception and the Override Allowed is enabled in the LCS Client
profile, then the XLSG does not perform additional privacy checks.

The XLSG provides a privacy check function. The XLSG ensures
that the target Subscriber has globally authorized location requests. |If
Application Based Privacy is enabled and the LPARequest contains the
applicationID, then the XLSG validates that the applicationID element is an
Application that has been authorized for location requests by the target
Subscriber.

If Application Based Privacy is enabled and the LPARequest
contains the applicationiD, then the XLSG verifies that the current day and time
are allowed for the requesting application in the Privacy profile if temporal privacy
is set for the applicationID.

The XLSG performs Application privacy checks only if the
Application Privacy is enabled as defined in the Enterprise (MVNO) profiles.

If Requestor Based Privacy is enabled and the requestor parameter
is present in the LPARequest, then the XLSG validates that the requestor
parameter is another msid that has been authorized by the target Subscriber.

If Requestor Based Privacy is enabled and the requestor parameter
is present in the LPARequest, then the XLSG verifies that the current day and

~ time are allowed for the requestor in the Privacy profile if temporal privacy is set

for the requestor.

The XLSG performs Requestor privacy checks only if the
Requestor Privacy is enabled as defined in the Enterprise (MVNO) profiles.

If both Application Based Privacy and Requestor Based Privacy are
enabled, and both the requestor parameter and the applicationID are present in
the request, then the XLSG validates the requestor and appplicationlID that have
been authorized by the target Subscriber .
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If both Application Based Privacy and Requestor Based Privacy are
enabled and both the requestor and applicationiD parameters are present in the
LPARequest, then the XLSG verifies that the current day and time are allowed
for the requestor and applicationiD in the Privacy profile if temporal privacy is set
for the requestor and applicationID.

The XLSG performs Requestor and Application Privacy checks only
if both Requestor Based Privacy and Application Based Privacy are enabled as
defined in the Enterprise (MVNO) profiles.

If Time Based Privacy is enabled, then the current day and time are
allowed by the target Subscriber.

The XLSG performs Time Based Privacy checks only if both Time
Based Privacy is enabled as defined in the Enterprise (MVNO) profiles.

If Application Based Privacy and/or Requestor Based Privacy is/are
enabled, but the requestor parameter is not present in the request and/or the
applicationID is not present in the request, then the XLSG uses the Subscriber
Default Privacy.

If nhone of Application Based Privacy, Requestor Based Privacy
and/or Time Based Privacy is enabled, the XLP uses the subscriber's Global
Privacy Setting for all privacy check requests.

The XLSG provides a function to perform billing to the OCS for
privacy checks when either the target subscriber or the requestor are prepaid.

If the Application profile indicates that the target Subscriber is the
Charging Party, Privécy check was set as Chargeable event in Charging Trigger
Profile, and the target Subscriber is prepaid, then the CCR message is sent to
OCS with the Subscriber-Ild AVP in the Credit Control Request (CCR) message
populated with target Subscriber MSISDN or IMSI.

If the Application profile indicates that the Requestor is the
Charging Party, and the requestor element is present in the LPARequest,
Privacy check was set as Chargeable event in Charging Trigger Profile, and the
Requestor is prepaid, then the CCR message is sent to OCS with the
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Subscriber-Ild AVP in the CCR message populated with Requestor MSISDN or
IMSI. .

The XSLG sends the CCR with a Rating Group AVP based on the
information in the received message and other corresponding AVPs as in the
Charging Profile.

Upon receipt of the Credit Control Answer (CCA) message from the
OCS the XLSG verifies that the DIAMETER_SUCCESS (2001) Result-Code and
Granted Service Unit are in the CCA message.

The XLSG verifies that the CCA message is received within the
configured Tx Timer.

The XLSG sends the LPAResponse with the privacyAction
parameter set to the value provisioned in the Privacy profile.

Unsuccessful Scenarios

If the format of the LPARequest is not valid, the XLSG sends a
LPAResponse to the requesting LS with a Result Code of FORMAT ERROR.

If the syntax of the LPARequest is not valid, the XLSG sends a
LPAResponse to the requesting LS with a Result Code of SYNTAX ERROR.

If the version of the LPARequest is other than, e.g., “1.0”, the
XLSG sends a LPAResponse to the requesting LS with a Result Code of
UNSUPPORTED VERSION.

If the pceClient.id or pceClient.pwd of the LPARequest are not
for a valid Location Server, the XLSG sends a LPAResponse to the requesting
LS with a Result Code of MISCONFIGURATION OF PRIVACY CHECKING
ENTITY.

If the ueid does not contain a valid Subscriber msid that has been
defined in the profiles, the XLSG sends a LPAResponse to the requesting LS
with a Result Code of UNKNOWN SUBSCRIBER.

If the XLSG cannot find a matching applicationlD based on the
received LPARequest, the XLSG treats as if applicationID is absent and uses the
Subscriber Default Privacy for the privacy checking (i.e. “Not Allowed” in the
initial XLSG release).
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If Application Based Privacy is enabled and the ApplicationiD
parameter is an Application that has not been authorized for location requests by
the target Subscriber, the XLSG sends a LPAResponée to the requesting LS
with a privacy action_type of POSITION_NOT_ALLOWED.

If Requestor Based Privacy is enabled and the requestor
parameter is a Subscriber that has not been authorized for location requests by
the target Subscriber, the XLSG sends a LPAResponse to the requesting LS
with a privacy action_type of POSITION_NOT_ALLOWED. '

If online charging was invoked for the transaction, the OCS server

'responds in the CCA message with a result-code other than Succeeded, the

XLSG sends a LPAResponse to the requesting LS with the result code
UNSPECIFIED ERROR and with addinfo containing either *“PREPAID
CHARGING ERROR” or OCS SYSTEM ERROR. The mapping of the error
codes are shown in Table 22. ' v
} If the XLSG does not receive the CCA message from the OCS

server within the time defined by the OCS Response Timer, then the XLSG
sends a LPAResponse to the requesting LS with result code UNSPECIFIED
ERROR and with the addinfo containing “OCS TIMEOUT".

If Time Based Privacy is enabled or temporal privacy is set when
Application Based Privacy and/or Requestor Based Privacy is/are enabled, the
current date / time are not allowed by the Subscriber for the application and/or
the requestor, then the XLSG sends a LPAResponse to the requesting LS with a
privacy action_type of POSITION_NOT_ALLOWED..
Privacy Profile Update Notification

The updaté notification function is a message output to a location
server when the Subscriber profile is updated and an MLP TLRS session is
active. The notification message simply contains the msid and no further
information. The response from the location server is an acknowledgment which
is received by the XLSG with no further processing.

Fig. 12 shows communication between an LS or external server,

and the XLSG, in accordance with the principles of the present invention.
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In particular, as shown in Fig. 12, if the Subscriber Privacy changes
(i.e. changes to the existing privacy settings via any possible profile management
methods), then the XLSG outputs the Location Privacy Profile Update Notification
(LPUNotification) to all the Home Location Server(s) configured in the XLSG.
The XLSG receives back a Location Privacy Profile Update Notification Ack
(LPUACcK). '

Profile Management

Provisioning is focused on add, change, delete and view (ACD) of
the Enterprise, Location Server, LCS Client, Application, Device, Subscriber,
Charging, Charging Trigger, Steering and Privacy profiles in the XLSG. The
profiles are the repository of the data elements used in the authentication,
authorization, and steering functions of the XLSG.

The provisioning interface comprises both a browser/web interface
and an APl such as SOAP. The purpose of the API is to enable easier
integration with other systems and support deployment of the XLSG with different
user interfaces as needed. For example a carrier may integrate the XLSG
Subscriber self management capability into the carrier's web site (white labeled).

The provisioning interface enforces access control rules through a
definition of “user” roles defining which roles have rights to perform each function
over the provisioning interface.

OCS and Charging Profiles

The OCS profile defines the parameters for communication with the
OCS. Before online charging is invoked, charging trigger profile is checked to
see if the request type is set as chargeable event in Charging Trigger profile.
Only then online charging processing starts. The Charging profile provides a
mapping from the information received via location request or privacy check

message to Rating Group. The database is’ queried upon receipt of an MLP

message that is configured in the Charging Trigger profile.

The XLSG ensures that a valid Enterprise Profile is created before
an OCS Profile is created. The XLSG allows the provisioning of up to two OCS
profiles per Enterprise.
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Table 6 shows items provided by the XLSG associated with the
OCS Profile. The XLSG ensures that a valid Enterprise Profile is created before a
Charging Profile is created.

Table 7 shows items provided by the XLSG associated with the
Charging Profile. The XLSG allows the provisioning of one or more Charging
profiles per Enterprise. The XLSG ensures that a valid Enterprise Profile is
created before a Charging Trigger Profile is created.

Table 8 shows items provided by the XLSG associated with a
Charging Trigger Profile. The XLSG allows the provisioning of one or more
Charging Trigger profiles per Enterprise.

Table 9 shows items provided by the XLSG associated with a
Location Server Profile. The Location Server Profile provides a data repository
that contains Location Server characteristics such as location technologies
supported. There is at least one Location Server for each Enterprise, and no
Location Server is associated with more than one Enterprise. The XLSG
ensures that a valid Enterprise Profile is created before a Location Server Profile
is created. The XLSG supports one or more Location Servers per Enterprise.

Table 10 shows items provided by the XLSG associated with an
LCS Client Profile. The LCS Client Profile provides a data repository that
contains characteristics of each LCS Client such as authentication and
authorization parameters. An LCS Client can be associated with more than one
Enterprise and zero or more Applications. The XLSG ensures that a valid
Enterprise Profile is created before an LCS Client Profile is created, and ensures
that a valid LCS Client Profile is created before an Application Profile is created.
The XLSG allows the definition of an LCS Client without an Application defined.
The XLSG associates an LCS Client with one Enterprise, and an Application with
one or more LCS Clients.

Table 11 shows items provided by the XLSG associated with an
Application Profile. The Application Profile (AP) provides a data repository that
contains characteristics of each Application such as authentication and

authorization parameters and its association with an LCS ‘Client. The default
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application may have the same levels as provided for each application: location
allowed and temporal settings. The privacy in the “default application” is used in
the privacy evaluation when no applicationID is specified in the privacy request.

Table 12 shows items provided by the XLSG associated with a
Device Profile. The Device Profile (DP) contains technical information about the
model of the handsets or mobile device that an Enterprise supports. Each
Device type can be associated with more than one Subscriber. The XLSG
ensures that a valid Enterprise Profile is created before a Device Profile is
created. The XLSG supports one or more Devices per Enterprise.

Table 13 shows items provided by the XLSG associated with a
Location Service Provider Profile. The Location Service Provider Profile provides
a data repository that contains the characteristics associated with the Location

Service Provider, such as LCS Client information and priority etc. There is at

least one Location Service Provider for each Enterprise. The XLSG ensures that
a valid Enterprise Profile is created before a Location Service Provider Profile is
created. The XLSG supports one or more Location Service Provider per
Enterprise.

Table 14 shows items provided by the XLSG associated with a
Subscriber Profile. The Subscriber Profile (SP) provides a definition of each
Subscriber such as personal information and preferences. It is associated with
only one Enterprise, one device, and one Privacy Profile. The XLSG ensures
that valid Enterprise and Device Profiles are created before a Subscriber Profile
is created. The XLSG ensures that a valid Subscriber Profile is created before a
Privacy Profile is created, and ensures that each Subscriber Profile is associated
with an Enterprise Profile and a Device Prbﬁle.

Table 15 shows items provided by the XLSG associated with a
Privacy Profile. The Privacy Profile (PP) provides a data repository that holds
authorization and privacy preferences for each target Subscriber. There is one
Privacy Profile for each LCS Client and each requesting Subscriber that are
enabled to locate a target Subscriber. There may be a default privacy setting
associated with each Subscriber called the “default Application”.

50



10

15

20

25

30

WO 2012/082151 PCT/US2011/001971

The XLSG outputs a descriptive and meaningful response to the
entity requesting a provisioning function if the request did not pass authentication
or data integrity checks. |

A logging function captures data as LDRs from location requests
and other XLSG activities. The data is captured in a set of records associated
with these activities. The purpose of logging is to allow insights to XLSG
processing, enable billing functions, and general reporting functions. The LDRs
are output to external systems for further analysis such as the Xypoint Reporting
Service (XRS) and an external billing system; a common LDR format serves both
of these functions. Log contents include a number of raw data elements such as
date/time stamps, requesting LCS Client / Subscriber, Enterprise, result codes,
and other details. As such they allow the XRS to create a variety of detailed and
summary views. The three functional areas that are logged include: (1) Location
requests including the end-to-end messaging with Location Servers; (2) Privacy
requests and results; and (3) Profile modifications.

LDRs are separate for each Enterprise, MVNO, non-TCS Location
Server, and each LCS Client. The XLSG uses independent FTP credentials
(usr/pwd) for each Enterprise, MVNO, Location Server, and each LCS Client.
The XLSG outputs LDRs to the Xypoint Reporting Service (XRS) and to an
external billing system.

Location Request LDRs

The log entries for location requests include not only the request
information but the results of the location request. The result may be successful
with a location returned from a Location Server or may end in an error response.

The XLSG processes location requests on a pass through basis by
receiving location requests from LCS Clients, forwarding them to Location
Servers, and then responding back to the LCS Client. A transaction is defined as
an aggregate of more than one of these events (equivalent to the term “session”).
An LDR that is logged by the XLSG is defined as one record that incorporates all
of the logged information for an entire transaction. For example the LDR for an

SLIR request from an LCS Client includes the parameters in the original SLIR,
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the SLIR sent to the LS, and SLIA received from the LS, and the SLIA sent to the
LCS Client.

Table 16 shows exemplary definitions of an LDR created by the
XLSG for each location request received on the LCS Client interface. The XLSG
creates an LDR for the Standard Location Immediate Request, Emergency
Location Immediate Request, Triggered Location Request, and each TLREP
message for the Triggered Location Reporting Service. The XLSG creates a
separate LDR for each msid in a batch request. The XLSG creates a log entry
for location requests that are successful, and for location requests that do not
pass validation or authorization functions and therefore result in an error code
response to the LCS Client. The XLSG logs the lack of a response from a |
Location Server, and may log a rejected MLP location request because the
maximum configured TPS has been exceeded. The XLSG includes a date/time
stamp for each LDR including a date/time stamp for each message sent /
received.

Table 17 shows exemplary Triggered Location Request Summary
LDR Contents.

Table 18 shows exemplary Triggered Location Request TLREP
LDR Contents.

Table 19 shows exemplary Privacy Request LDR Contents.
Logging for the Privacy interface involves capture of transactions comprising
request and response message details. The XLSG creates a Privacy LDR for
each LPARequest / LPAResponse transaction on the Privacy interface. The
XLSG includes a date/time stamp for each LDR including a date/time stamp for
each Privacy request. The XLSG logs failed authentication events on the Privacy
interface, and logs all Privacy Interface error codes as specified in Table 21 as
unshaded rows in the table. The LDR for the Privacy Request includes the
pceClient.id identifier of the system sending the LPARequest, and the date/time
that the message was received.

Logging on the provisioning interface focuses on capture of

changes to all the profiles. The XLSG generates a log entry for each add,
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change, and delete on the provisioning interface. The provisioning interface log
includes the authentication identifier and role associated with the request. The
XLSG also logs failed authentication events on the provisioning interface. The
provisioning interface log includes the date/time that the request was received,
the type of request: Add, Change, or Delete; the data in the request; and the
profile data that existed before the request to Add, Change, or Delete was
applied to the profile.

The XLSG processes location requests on a pass through basis by
receiving location requests from LCS Clients, forwarding them to Location
Servers, and then responding back to the LCS Client. A transaction is defined as
an aggregate of more than one of these events; the term transaction being
equated with the term “session”. The XLSG captures metrics for both the LCS
Client and Privacy interfaces, and records metrics for both requests and
responses. Request metrics include a breakdown by message type. Response
metrics include a breakdown of success and unsuccessful requests.

The logs are used for robust and comprehensive reporting and for
biling purposes. But the logs are detailed records that are filtered and
aggregated for a user to obtain meaningful data — functions that the XRS
performs. And logs are also intended for historical and flexible reporting. The
logs may be output to users or other systems through the administrative or
SNMP interfaces so that users can gain real time insights into XLG processing
and events.

The XLSG provides peg counts for messages received on the LCS
Client interface. The XLSG provides a peg count for each received SLIR,
EME_LIR, TLRR, and TLRSR. The XLSG provides a peg count for messages
received on the LCS Client interface which are either in error or not recognized
as a SLIR, EME_LIR, or TLRR. The XLSG also provides a peg count for Prepaid
Status messages received on the OCS Interface; for messages received on the
location server interface; and for each received SLIA, EME_LIA, TLRA, TLREP,
TLRSA. The XLSG also provides a peg count for each error response from

location servers as defined in Table 20.
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The XLSG provides a metric that records the average number of
concurrent immediate location request active sessions (SLIS, and ELIS) at any
time. The XLSG provides a metric that records the average number of
concurrent triggered location request active sessions at any time; and records
the maximum number of concurrent sessions at any time. The XLSG provides a
peg count to capture the average elapsed time (duration) required for completion
of transactions. The XLSG records transaction duration metrics by Subscriber,
Application, LCS Client, Location Server and Location Service Type. For each
Location Request that results in an error code the XLSG records the event as a
metric including the specific error code as specified in Table 21 as unshaded
rows. The XLSG supports the ability to write peg counts to a file. The XLSG is
capable of writing the peg count file in at specific time intervals. The specific time
intervals are configurable in minutes. The XLSG includes a date and time,
representing the time the peg counts were collected, in the file for each peg
counts. The XLSG supports Greenwich Mean Time and Local machine time for
peg count files.

The XLSG includes the configured time interval the peg counts in
the file that were collected. For example, if the system is configured to collect
peg counts on a 5 minutes interval, a 5 would be in the peg count lines in the file.

The XLSG names the peg count file in the following
format:'hostname’.pegcnt.YYYYMMDDhhmmss.log
Privacy Interface ' '

The XLSG provides a peg count for each received LPARequest.
The XLSG records the processing of each LPARequest by the Privacy interface
that was “successful” as a metric. The XLSG records the transmission of each
LPAResponse as a metricc. The XLSG provides a peg count for each
LPARequest.that resulted in an error. The XLSG records the processing of each
LPARequest by the Privacy interface that was “unsuccessful” as a metric. The
XLSG provides a peg count for each transmitted LPUNotification.

OCS Interface
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The XLSG may provide a peg count for each Capabilities-
Exchange-Request (CER), Capabilities-Exchange-Answer (CEA), Device-
Watchdog-Request (DWR), Device-Watchdog-Answer (DWA), Disconnect-Peer-
Request (DPR), Disconnect-Peer-Answer (DPA), "Diameter Credit Control
Application (DCCA) Messages, Credit-Control-Request (CCR), Credit-Control-
Answer message (CCA), and each of the above OCS interface messages that
were in error.

Provisioning Interface

The XLSG may also provide peg counts for each add, change, and
delete on the Enterprise Profile, OCS Profile, Charging Profile, Location Server
Profile, LCS Client Profile, Application Profile, Device Profile, Subscriber Profile,
and Privacy Profile.

External interfaces include an LCS Client Interface: Used for

application and subscribers to request location services. A Location Server

interface: After validation functions the XLSG forward location requests to

selected location servers and processes responses from LS. A Privacy Interface

is used for external Location Servers to access the authentication and
authorization capabilities of the XLSG. A Provisioning Interface is used to

configure the location services processing. An Online Charging Interface: The

Diameter interface is used for real time billing functions for prepaid services such
as checking availability of funds and asserting a service charge. A Reporting
Service: The XLSG outputs logs and metric data to the XRS for reporting. An

SNMP Interface. XLSG network and system management functions. An Admin

Interface. CLI level interface for XLSG system administration.
LCS Client Interface

The XLSG may receive and transmit MLP messages on the LCS
Client interface. The XLSG transports MLP messages over HTTP 1.1. The
XLSG uses the HTTP port defined in the Enterprise Profile for unencrypted MLP
traffic (defaulted to 9210). The XLSG uses the HTTPS port defined in the
Enterprise Profile for encrypted SSL/TLS (defaulted to 9211). The XLSG
supports the connection semantics of a single request per HTTP connection.
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This model may include multiple msids and may be referred to as a batch
request. The connection per request model may be the default connection
policy.

The XLSG supports the SLIR message using the HTTP POST
received from an LCS Client. The XLSG transmits the SLIA message using the
HTTP Response to an LCS Client. The XLSG supports the EME_LIR (HTTP
POST) message received from an LCS Client. The XLSG transmits the
EME_LIA Answer (HTTP Response) message to an LCS Client. The XLSG
supports the TLRR and TLRSR (HTTP POST) messages received from an LCS
Client. The XLSG transmits the TLRA, TLREP, and TLRSA (HTTP Response)
messages to an LCS Client. The request URL is defined in the Enterprise
Profile. For example: http:// location-
server.carrier.com:9211/XLSGLocationQueryService. The XLSG responds with
HTTP.METHOD_ NOT _ALLOWED error response upon receipt of any
unsupported message from an LCS Client. |

If the XLSG receives a message defined as an MLP Extension
message then it discards the message, i.e., does not process the contents of the
message.

If an MLP request (SLIR_ EME_LIR, or TLRR) has an extension
element, the XLSG passes the extension element to the corresponding location -
server. If a batch MLP request has an extension element, the XLSG passes the
extension element in each individbal SLIR for each msid in the batch request to
the corresponding location server.

Location Server Interface

The XLSG supports the following location servers and location
server types over the location server interface:

XLP - configured as GMLC for GSM environment.
XSS - SUPL Server.

LAMM - Location Agent Manager within XLSG.
XLP — configured as MPC in CDMA environment.
Non-TCS GMLC.
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Non-TCS SUPL Server.
Non-TCS ANSI compliant MPC.

The XLSG transports MLP messages over HTTP 1.1. The XLSG
sends all messages to the Location Server over the HTTP port defined in the LS
Profile for encrypted SSL/TLS. The XLSG transmits the SLIR, EME_LIR, TLRR
and TLRSR messages using the HTTP POST to a Location Server. The XLSG
supports the SLIA, EME_LIA, TLRA, TLREP, and TLRA messages using the
HTTP Response from a Location Server.

Privacy Interface

The Privacy interface is used for external Location Servers to
access the authentication and authorization capabilities of the XLSG. The
external Location Server is within a secure network. The purpose is for the
Location Server to query the XLSG with a request to locate a Subscriber and
respond with the results of authorization checks. The protocol is simply that the
XLSG receives a request message from the external system and then sends a
response. The request message includes a number of parameters that the
XLSG compares to the Profiles. The response message provides the result of -
the request with simple approval status.

The Privacy interface supports HTTP/1.1 as the transport protocol.
Location Agent Interface

The Location Agent interface is between the Location Agent
Manager (LAMM) function in the XLSG and a function executing on a mobile
device called the Location Agent (LA). The LAMM forwards immediate and
triggered requests to the LA which returns with locations. The LA obtains
locations from onboard GPS or through interactions with location services.

' The XLSG provides an interface to Location Agents.
Provisioning Interface

The provisioning interface is used to configure the location services
processing for the XLSG and reports. The functions on the interface include add,
change, delete, and view (ACD) the various parameters.

The XLSG provides four types of provisioning / user interfaces:
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Web interface: A typical Internet web based browser Ul.

Mobile web interface: Subscriber self-provisioning from the mobile

device.

API: B2B interface (e.g. web services, XML over SOAP) for real
time synchronization with carriers other OSS/BSS. This interface may allow
integration of the provisioning interface with other carrier OSS systems such as
an HLR, billing, or the carrier's CRM system. To clarify terminology, this XLSG
specification use the term “API” which is equivalent to the term “CLI".

Batch interface: for bulk loading of provisioning data, especially

devices and subscribers.

The XLSG provides the option for encryption of all messages and
data transferred on the provisioning interface. The XLSG provides an HTTP and
HTTPS web interface for browsers over HTTP 1.1. The XLSG uses the HTTP
port defined in the Enterprise Profile for unencrypted HTTP web provisioning
functions. The XLSG uses the HTTPS port defined in the Enterprise Profile for
encrypted SSL/TLS web provisioning functions. ‘

The XLSG supports the following browsers on the web interface:
Apple Safari 3.x, Google Chrome 1.x, Microsoft Internet Explorer 6 7, 8.x,
Mozilla Firefox 2, 3.x, and Opera 9.x.

The XLSG provides an HTTP mobile web interface for use on
mobile devices. The XLSG uses the HTTP port defined in the Enterprise Profile
for unencrypted HTTP mobile web provisioning functions. The XLSG also uses
the HTTPS port defined in the Enterprise Profile for encrypted SSL/TLS mobile
web provisioning functions. The XLSG supports the following browsers on the
mobile web interface: Apple Safari (iPhone, iPod Touch), Opera Mobile, RIM
Blackberry Bold.

The XLSG provides a real time APl for integration with other
systems. This interfface may be structured as XML over SOAP or similar
middleware technology. The XLSG supports provisioning of the profiles over the
API. The XLSG provides a batch provisioning interface.
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This interface may be structured as a set of well defined file formats
and an FTP server that allows other systems to load bulk provisioning data. This
interface may be a layer that utilizes the API for detailed provisioning of individuél
data sets. The XLSG supports provisioning of the profiles over the batch
provisioning interface.

OCS Interface

The OCS Interface is used for real time billing for prepaid
Subscribers. The interface comprises of the Diameter Base Protocol which
implements the connectivity between the XLSG and OCS. The base protocol
then is used to exchange credit control messages according to the 3GPP Ro
interface. The Diameter charging function and interface definitions are based on
3GPP and other relevant specifications.

The XLSG supports Credit Control Request (CCR) and Credit
Control Answer (CCA) messages as defined in 3GPP 32.299.

Xypoint Reporting Service / Logging Interface

The XRS is the reporting engine for reports about XLSG functions
and operations. The XLSG sends a set of data to the XRS which then uses that
data to provide static and dynamic reports to users. Data output to the XRS
include logs, metrics, and LDRs.

The XLSG provides an interface to the Xypoint Reporting Service
system. The XLSG outputs the XRS data to any other system connecting to this
interface, i.e., it does not require any specific version of the XRS to be
connected. The customer may connect some other reborting engine to this
interface, assuming that this other system can process the same data formats.

The XLSG provides an FTP server to allow other systems to
retrieve LDRs.

SNMP V2 Monitoring Interface

The XLSG' uses SNMPv2 for network management (RFC 2578 -
RFC 2579). The XLSG implements the TCS-BASE-MIB.mib[27] for reporting
faults (traps) to an Element or Network Management System.
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The XLSG implement the TCS-EMS_APP-METRICS.mib[28] for
reporting metrics (query) to an Element or Network Management System.

The XLSG resets metrics if an Element or Network Management
System issues a query with the attribute tcsmPegCountResetControl contains a
value of 1.

The XLSG generates an alarm if the disk utilization TBD% for the
disk containing the logs exceeds a configurable %.

The XLSG asserts a fault over the SNMP interface if the MLP prio
parameter is set to High and Normal is the maximum priority that is provisioned
for the LCS Client. The XLSG asserts a fault over the SNMP interface if the
number of queued location requests on the MLP interface exceeds a
configurable parameter. The XLSG asserts a critical alarm over the SNMP
interface if the number of queued location requests on the MLP interface
exceeds a configurable parameter.

Admin Interface

The Admin Interface is used by a System Administrator to control
the operation of the XLSG. The system administrator ensures that the XLSG is
properly configured, and remains operational. It is a system administrator for
other back office systems such as the Location Server. It installs the XLSG,
implements XLSG upgrades, and configures the hardware, operating system,
and XLSG subsystems such as database. It obtains periodic reports showing
resource utilization, fault logs, monitors alerts, and solves problems. It is an
employee/agent of the Enterprise where the XLSG is installed, e.g. in an
Information Technology (IT) department.

The XLSG provides a mechanism for the Platform Administrator to
create additional users for provisioning functions where each user is assigned to
a role. The XLSG provides the Administrator User Group access to system root
and system administration, operations, and maintenance functions. The XLSG
Admin interface implements a command to clear all metric counters. The XLSG
Administrator Interface provides the capability to configure the product license

options.
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The XLSG provides a dashboard view for the Platform
Administrator to view summary information about the system. The XLSG
provides a capability for the Platform Administrator to start and stop the system.
The XLSG provides the capability for the Platform Administrator to manage log
creation and log access controls for other systems to access the logs, and the
capability for the Platform Administrator to view system events.

Table 20 contains exemplary result codes returned to the LCS
Client. The shaded rows are result codes that are possible but not supported in
the disclosed embodiments of the XLSG.

Table 21 contains exemplary result codes returned on the Privacy
Interface. The shaded rows are result codes that are possible but not supported
in the disclosed embodiments of the XLSG.

Table 22 defines exemplary error codes received in the CCA
message returned on the OCS Interface and the corresponding error code sent
to an LCS Client. All Online charging specific errors are mapped to
UNSPECIFIED ERROR for both PCP and MLP interface, and then addinfo field
has additional info regarding to error type.

Provisioning of the XLSG is preferably accomplished via a browser
using HTTPS that utilizes the Provisioning Interface to maintain the profiles. For
instance, the XLSG preferably provides the ability to provision an Enterprise
Profile; a Location Server Profile; an LCS Client Profile; a Device Profile; a
Subscriber Profile; and/or a Privacy Profile, using a browser. The XLSG utilizes
HTTPS as the preferred protocol for communicating with browsers.

The XLSG provides the ability to “bulk load” subscriber profiles for
an Enterprise. The system supports the. ability to perform manual backup and
recovery options in less than, e.g., 2 hours.

Configuration Management

The following are the requirements for configuration management
of the XLSG. The MLP LCS Client Interface port # for HTTP is preferably
configurable., as is the MLP LCS Client Interface port # for HTTPS. The Privacy
Interface port # for HTTPS is configurable, as is the LS Server Interface Port #
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for HTTPS. The Provisioning Interface port # for HTTPS is configurable, as is
the directory for the Location Request logs, and the directory for the Privacy
Request logs.

A threshold for queued location requests on the MLP interface that
generate a fault is preferably configurable, as is a threshold for queUed location
requests on the MLP interface that generate a critical alarm.

Function Enabling

The XLSG supports the ability to enable or disable certain classes
of functions and XLSG capabilities. These functions may include call flows
depending on the network type, location service type, XLSG functional module,
and others. For example if the XLSG is not licensed to support CDMA networks,
then the provisioning functions for CDMA network are disabled, and as a result
the customer would not be permitted to define a location server for CDMA
networks. '

The XLSG implements a configuration item to enable / disable
Triggered Location Reporting Service. The ’XLSG implements a configuration
item to enable / disable the Application Interface Module (AIM). In this scenario
the XLSG may be deployed to provide only the Privacy Profile Register (PPR)
module. The XLSG implements a configuration item to enable / disable the
Location Agent Management Module (LAMM).

When the configuration disallows certain types of encryption, the

. allowed encryption methods may include: 1. Mass market encryption

commodities and software with key lengths not exceeding 64-bits; and 2.
Encryption items (including key management products and company proprietary
implementations) with key lengths not exceeding 56-bits for symmetric
algorithms, up to 512-bits for asymmetric key exchange algorithms, and 112 bits
for elliptic curve algorithms.

The performance and Capacity Management capabilities of the
disclosed embodiments of an XLSG are as follows. ldeally the XLSG supports
the definition of no fewer than 128 Enterprises, a minimum of 20 Location

Servers per Enterprise. There is ideally no maximum number of LCS Client and
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Applications except through limitations of XLSG platform system resources, nor
is there a maximum number of Devices except through limitations of XLSG
platform system resources. There is no maximum number of Subscriber and
Privacy Profiles Devices except through limitations of XLSG platform system
resources. |

The XLSG supports a minimum of 75 Transactions Per Second
(TPS is equivalent to location request sessions) (TPS) on a Model 5000 SA
platform of 2 servers. The XLSG processes an additional 75 TPS for each
additional Model 5000 SA server added to the system beyond the initial 2 servers
for a single instance of the XLSG. Transactions per Second (TPS) are defined
as the sum of Location Requests and Privacy Evaluation Requests.

When the XLSG receives a location request from an LCS Client the
XLSG outputs a corresponding location request to the location server, or
responds to the LCS Client, within 250 milliseconds for 99.9% of location
requests. When the XLSG receives a privacy request, the XLSG outputs a
response within 250 milliseconds for 99.9% of Privacy requests.

Fault Management _

The XLSG reports SNMP traps for fault conditions. , and generates
alarms and events in the SNMP 2.0 version format. The XLSG is capable of
automatically clearing alarms when the condition is alleviated. The XLSG sends
clear alarm message when the fault condition is cleared. The XLSG supports
alarm filtering based on severity, the severity level used for alarm filtering being
configurable. Exemplary alarm severity codes are as follows:
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Severity code 5: Critical. Service delivery is impaired. Must be
investigated immediately.

Severity code 4. Major. Serious problems are likely to occur, or
may occur if something else goes wrong. Must be investigated very soon.

Severity code 3: Minor. Should be investigated, but is not urgent.

Severity code 2: Warning. Something abnormal happened. It may
or may not require action.

Severity code 1. Indeterminate. Something happened whose
significance or impact is unknown.

Severity code 0: Clear. Informational; does not indicate a problem.

The XLSG provides alarms, events, and predefined severity levels
for reporting on the SNMP interface. The XLSG provides an alarm for a XLSG
database error (Severity 5), an alarm when given location request errors are sent
on the LCS Client interface within a window of a given number of minutes
(Severity 2). The XLSG provides an alarm when 3 consecutive timeouts occur
for a location server (Severity 4). The XLSG provides an alarm when the CPU
usage has reached the high water mark (Severity 4). The XLSG provides an
alarm when disk storage utilization has reached the high water mark (Severity 4).

The XLSG implements a method for external Billing / Accounting
systems to extract LDRs for the purpose of billing for location requests.

The XLSG allows data backup and data recovery to perform online
backup and recovery of the system.

Table 23 defines various definitions, abbreviations and acronyms.

With respect to steering of a received location request, each LCS
Client may be provisioned to be paired to a specific location determination
server. Based on an incoming subscriber ID, a location request may be steered
to a specific server.

Moreover, the quality of position may be used to determine which
location determination device to steer a received location request to. For
instance, it may be advantageous to steer all precise requests to XSS and all

coarse positions to XLP.
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Alternatively, or additionally, steering could be based at least in part
on the state of the handset. For instance, MLP Request Type — depending if the
request is a SLIR or TLRR, different servers could be picked.

Local area location determining methods may be steered to, within
the principles of the present invention. For instance, a location may be reported
based on a Wi-Fi or WIMAX network with which the user is present in.

The LDAP interface may be used to acquire the subscriber profile.

While the invention has been described with reference to the
exemplary embodiments thereof, those skilled in the art be able to make various
modifications to the described embodiments of the invention without departing

from the true spirit and scope of the invention.
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Table 1: XLSG Processing Priorities
Priority | Priority Name Affected events
Level
1 Emergency ° EME_LIR and all messages for the Emergency
Services.
2 High . PCP messages.
. High priority MLP requests and all
corresponding Standard and Triggered messages
including LAMM and Diameter interactions.
3 Normal e . Normal priority MLP requests and all
corresponding Standard and Triggered messages
including LAMM and Diameter interactions.
Notes:

The XLSG does not prioritize any one Enterprise over

another except as defined by the above event priorities.
The XLSG does not preempt the processing of one

event for higher priority events.
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Table 2: Charging Models and Charging Process for Triggered Location

Services

Received
Message

Charging
Model

Charging Process

Notes

TLRR

Flat Rate

Initiate a CCR message with the
correspond Rating Group AVP.

Per Report

Initiate a CCR message with the
Rating Group AVP for Session
Imitation.

TLREP

Flat Rate

No action

Flat Rate model will
not initiate charge for
the report
individually.

Per Report

Initiate a CCR message for every
error-free report (TLREP) with
the Rating Group AVP.

If the received report contains
error, no charging action.

If online charging failed (CCA
was received with error), the
XLSG send TLREP with an error
MLP.UNSPECIFIED ERROR to
the client. The XLSG then initiate
cancellation for the session
(deferred).

Failed TLRA

Flat Rate

Initiate a CCR for refund of the
session.

Per Report

Initiate a CCR for refund of the
Session.

Note: Flat Rate Charging Model is enabled if the corresponding
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Table 3: Concurrency of Steering Rules

Precedence

Rule

Concurrency

1

Enterprise

Is exclusive, no other parameter can be defined if the
Enterprise parameter is defined.

2

Request Type

There are 2 alternative configurations for this parameter:
1. All emergency requests are steered to a specific LS,
and all commercial requests are steered to a specific
LS.

2. All emergency requests are steered to a specific LS
and all commercial requests are steered by lower
precedence parameters in the following table rows.

Data Plan

Non-emergency requests for subscribers who have no
data plan are steered to the GMLC (there must be one
defined) and all subscribers with a data plan may be
steered by lower precedence rules.

Device Type

(Exclusive to Application ID)

All requests which are not “emergency” and are for a
Subscriber with a data plan be steered by the Device
type. Each supported device type in the Enterprise
profile must have one and only one LS defined for that
device type.

Application ID

(Exclusive to Device Type)

All requests which are not “emergency” and are for a
Subscriber with a data plan be steered by the
Application ID. Each defined Application must have a
defined Location Server.

Fallback

Fallback is the lowest precedence parameter, and is
discussed in the follow section outside of this table.
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Precedence | Cause (Provisioned) Combinations
1 Enterprise parameter is set Y I[N [N [N [N [N |N
2 Request type a: both emergency | - Y IN I[N I[N IN |N
and commercial
2 Request type b: emergency only - - Y |[Y |[Y [N |N
3 Data plan a (both data plan and|- |- |[Y [N [N [N |N
non)
3 Data Plan b (only non data plan) - - - Y [Y [N [N
4 Device type - - - Y [N [Y [N
4 Application |D - - - N |[Y I[N |Y
Effects (how to steer)
Steer by Enterprise LS X
Steer by Request Type LS X
Steer by Data plan X
Steer by Device Type X X
Steer by Application 1D X X
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Table 1: Privacy Decision Table
icause [ e TV T

'Al_tppljca_tig_n_bas_gq Pprivacy is enabled
japplicationlD is present .
{Requestor based privacyis enabled

z'ziz

ifequestor is present

zlz i< <2
zjz<'z z

ziz

iTime based privacy is enabled

“.....‘_.A*,‘ AN

Effect
Evaluate by Application privacy

Evaluate by Requestor privacy _
Evaluate by Application privacy &
Requestor privacy

Evaluate by_‘nme Based Privacy ; H : ;
Evaluate by Subscriber Default Privacy X oexix i ooXopX:d X!
Evaluate by Subscriber Global Privacy | P ; Xy
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Field Name

Description 4

Host Name

Host name of the OCS belongs to the Enterprise, it is
included in CCR message to be sent. It is also used to
extract the IP address and port number of the OCS from
the configuration.

Realm Name

Realm Name of the OCS belongs to the Enterprise. It is
included in CCR message sent. It is also used to extract the
IP address and port number of the OCS from the
configuration.

IP Address The IP Address of the OCS belongs to the Enterprise.
Note: this field is not currently used.
Port Number The Port number used in OCS belongs to the Enterprise.

Note: this field is not currently used.

Tx timer value

CCR timeout

Tw timervalue

Watchdog timer

Failure
configuration,
default CCFH/DCFH
value

It describes the expected behavior when CCA message is
not received, continue or terminate.

Security type

Flag to indicate security option, TLS or IPSec

Transport  protocol

type

Flag to indicate transport protocol, TCP or SCTP
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Field Name

Description

Charging Profile Name

Location Request Type

One from the list of SLIR, TLRR, TLREP, Privacy
Request

LCS Client

The definition of the LCS Client for which this rating
group applies.

Rating Group

The definition of the rating group based on all the
parameters in this profile.

Qos Class

Assured, Best_Effort
Note: this field may be used only for TLREP.

Location Estimate Type

Current_Location, Current_Last_Known_Location,
Initial_Location, Activate_Deferred_Location,
Cancel Deferred Location
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Table 8: Charging Trigger Profile

Field Name Description
Charging Trigger Profile Name It is part enterprise profile
Trigger Type One from the list of SLIR, TLRR, TLREP,

Privacy Request
Indication of ON/OFF on whether online is

applicable.

Chargeable
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Table 9: Location Server Profile

Field Name

Description

Location Server Name

Name of the location server

Enterprise ID

Enterprise that owns the Location Server

LS Technology List

The location Technologies the LS supports (used for
steering fallback)

Access Technology List

The access technologies the LS supports (CDMA, GSM,
WIFi, etc.) For future XLSG functions.

MLP versions supported

Which versions of MLP are supported: 3.0, 3.1, 3.2,
and 3.3.

Location Server Type

XLP - configured as GMLC for GSM environment
XSS - SUPL Server

LAMM - Location Agent Manager within XLSG
XLP — configured as MPC in CDMA environment
Non-TCS GMLC

Non-TCS SUPL Server

Non-TCS MPC

Home Location Server
Indicator

Indicating whether the Location Server is configured as
Home Location Server which use the PPR function
provided by XLSG, and to which XLSG send privacy
update notifications.

Supported triggered | Used for steering: The list of triggered services
request types (deferred) | supported by the LS:

. Periodic

. Mobile event

. Change of area

pceClientlD

Identifier for the location server to send LPARequest
over the Privacy interface.

Location Server PWD

Password for the location server to send LPARequest
over the Privacy interface.

pceURL

URL that the LS uses for Privacy Requests

Assigned MLP URL

The URL the XLSG submits the http requests to the LS

Assigned Secure MLP
URL

The URL XLSG submits secure http requests to the LS

Privacy Update
notification credentials

pceServe.id
pceServer.pwd
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Table 10: LCS Client Profile

Field Name Description

LCS Client Name Name of LCS Client

LCS Client ID The client.id

LCS Client Pwd LCS Client Password

LCS Client Pwd |A ‘flag’ indicating if a password is required for this LCS
Required Client

LCS Client | Type of LCS Client Name:

Identification Logical Name

MSISDN

Email address
URL

SIP URL

IMS public Identity

LCS Client Contact
Name

Contact Information for the person responsible for this LCS
Client.

MLP Request Types

List of possible MLP request types the LCS Client may
send.
i.e. used to verify rights to send an EME LIR

LCS Client Category

-For

Valid LCS Client types:

Value Added Service.

Emergency;

Lawful Interception.

location requests from Emergency and Lawful
Interception clients, the privacy settings of the target
subscriber can be overridden during privacy checks.

Max Priority The maximum priority that an LCS Client can Request
Default Priority If the LCS doesn't provide a prio in the SLIR, this is the

queue that the XLSG should process the request in
Default Charging | If the charging party is not specified in the Application
Party profile.
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Table 11: Application Profile

Field Name

Description

Application Name

Application Name

LCS Client ID / PWD

The LCS client offering the application

Release Number

The application release number.

Location Allowed

A flag to set to disable all location requests for an
application

Valid Subscriber List

A list of authorized subscribers for the application.

Application Emergency Services

Consumer Type Value Added Services (Default)
PLMN Operator Services
Lawful Intercept Services

Location Service | The list of request types (SLIS, ELIS, TRLS) that the

Types application supports.

Max Priority | The maximum priority that application can request

Default Priority If the LCS client doesn't provide a prio in the SLIR, this is

the queue that the XLSG should process the request in

Charging Party

Target Subscriber, or
Requestor
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Table 12: Device Profile

Field Name Description
Device Name Convenient identifier
Device Type Device manufacturer (e.g. Motorola, Nokia, ...)

Device Model (e.g. Blackberry Storm, iPhone, ...)

Location Is device location enabled?
Enabled

LS Technology | The location Technologies the Device supports
List
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Table 13: Location Service Provider Profile

Field Name Description
Location Server | Name of the Location Service Provider
Name

Enterprise ID

Enterprise that the Location Service Provider is associated.

LCS Client List

The LCS Clients associated with the Location Service |

| Provider.

Allowed Priority

The allowed the highest priority for the location requests
initiated by the LCS Clients associated with the Location
Service Provider.

Allowed Accuracy

The allowed best accuracy for the location requests
initiated by the LCS Clients associated with the Location
Service Provider.
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Table 14: Subscriber Profile

Field Name Description
Enterprise Subscriber’s Enterprise or Carrier
Msids MSIDs for a subscriber (2 max)
dirNum (MSISDN or MDN)
netNum (IMSI or MIN)
Billing Plan Prepaid or not
Device The device that a subscriber has.
Data Plan Defines if the Subscriber has a data plan, used for Steering
XLSA Agent | Yes/No: Defines if the Subscriber device has the XLSA
Installed

agent installed and registered in the LAMM (used for
steering). _

Applications / LCS
Clients

A list of clients that can locate this target subscriber.
LCS Clients

Application

Subscribers

[PMM-1] [PMM-2] [PEM-6] [PEM-7]

Location Allowed

Field that identifies that the subscriber allows being located.

Triggered service | For triggered services the XLSG may have to save data

info about active services. This data is not provisioned, but is
identified here for clarity of this specification.

Subscriber Passwords that may be needed, for example for self

Password provisioning.
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Table 15: Privacy Profile

Field Name Description

Application A subscriber may have more than one Privacy profile, one
for each application.

Requesting A subscriber may have more than one Privacy profile, one

Subscriber for each subscriber that the target allows to locate them.
Includes the temporal settings.

Privacy Action This should indicate if the subscriber requires authorization

or not and notification. [PMM-3]

Location Parameters

This can include parameters that support privacy features
like:

Limit locations to a specific day / time of day

[PEM-8] [PEM-9]
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Table 16: Immediate Location Request LDR Contents

Field Name Description
LDR Type 58 = Immediate Service LDR
Service Type 0 = Value Added Services

1 = Emergency Services

Batch Transaction 1D

This is the parent transaction id for the location request.

Request Transaction
ID

The unique id for the location request.

Related Session IiD

The related session ID when the request is session related
request.

Request Time

The time the request was received in milliseconds since
January 1, 1970 (UTC).

Response Time

The time the response was returned in milliseconds since
January 1, 1970 (UTC) for data sent to the OSA or MLP client.

Enterprise Name

The Enterprise Name from the provisioned database.

Location Service
Provider Name

The Location Service Provider Name from the provisioned
database.

LCS Client Name

Name of the LCS Client.

Client ID The external ID for the recipient LCS client. This field be used
for identifying the client that submitted the request.

Subclient ID If subclient ID was received and indicated as “last client”

Application ID The Application ID extracted from client.serviceid

Location Server | The URL of the location server that provided the response.

Address

Location Server Type

o 0x0001:  XLP - configured as GMLC for GSM
environment

. 0x0002: XSS - SUPL Server

o 0x0003: LAMM - Location Agent Manager within XLSG
o 0x0004: XLP - configured as MPC in CDMA
environment

° 0x0005: Non-TCS GMLC

. 0x0006: Non-TCS SUPL Server

. 0x0007: Non-TCS MPC
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Field Name

Description

Target MSID Type

The type of MSID, in practice only MSISDN and IMSI may be
used (for SlIMless emergency, IMEI be converted in

MSISDN)..

0 = MSISDN

1 =IMSI

2 = IMEI

3=MIN

4 = MDN

5 = EME_MSID

6 = ASID

7=0PE_ID

8 = IPV4

9=1PV6

10 = SESSID
Target MSID MSID value.

Requestor ID

The originating entity which has requested the location of the
target UE from the LCS client. This filed should only be the id
element of requestor in OMA XML definition

Charging Type

A flag indicating the charging type.
0 = Postpaid

1 = PrePaid - Target

2 = PrePaid - Requester

OCS Debit Request
processing status

The code indicating the status of Direct Debit Request
processing

0 = Not chargeable event

1 = Debit Request Processed, charged

2 = Debit Request Processed, free

3 = Debit Request Processed, internal error

4 = Debit Request Processed, OCS error

OCS Refund Request
processing status

The code indicating the status of Refund Request processing
0 = Refund not needed '
1 = Refund Request process successful

2 = Refund Request process unsuccessful, internal error

3 = Refund Request process unsuccessful, OCS error

OCS Debit Request
error code

The error code be logged using following values:
1 = OCSProtocolError

2 = OCSSystemError

3 = Internal OCSIFError

4 = OCSUnknownSubscriber

5 = NotEnoughCredit

6 = ServiceDenied
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Field:Name

| Description

OCS Refund Request

The error code be Iogged usmg following values:

error code 1 = OCSProtocolError

2 = OCSSystemError

3 = InternalOCSIFError

4 = OCSUnknownSubscriber
PositionReqType The position requested values supported are:

0 = CURRENT

1=LAST

2 = CURRENT_OR_LAST_KNOWN

3 = LAST_KNOWN_OR_ CURRENT
4 = INITIAL

5 = CURRENT AND INTERMEDIATE

QORP resp_req

The following QOP response requested values are supported.
0 = NO_DELAY

1 =LOW_DELAY

2 = DELAY_TOLERANT

3 =USE_RESP_TIMER

QOP resp_timer

QOP response timer value

QOP hor_acc QOP Horizontal Accuracy or Requested accuracy for an OSA
request.
QoP class hor_acc Qos_class of hor_acc in the request.
0 = ASSURED
1=BEST _EFFORT
QOP alt_acc QOP Altitude Accuracy
QoP class alt_acc Qos_class of alt_acc in the request.
0 = ASSURED

1=BEST_EFFORT

QOP max loc_age

QOP Maximum age of cached location

Alt

Location Altitude

Direction Location Direction
Speed Location Speed
Lev conf Level of confidence
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Field Name

| Déscription

Position Source

Position source identifies the type of the position. A OMA
Position Method is mapped to one of the following numeric
values.

0 = UNKNOWN
1=CELL
2 =0TDOA
3=GPS
4 = A-GPS
5=E-OTD
6 = U-TDOA
10 = OTHER
11 =E-CID
7=AFLT
8 =EFLT
Priority Priority values supported are:
0 = NORMAL
1=HIGH
Shape Shape types:
0 = No Shape
1 = Point
2 = Ellipsoid Point with Uncertainty Circle
3 = Ellipsoid Arc
4 = Ellipsoid Point With Uncertainty Ellipse
5 = Ellipsoid Point with Altitude and Uncertainty Ellipsoid
6 = Ellipsoid Point With Altitude
X (Lat) Latitude * 1,000,000.
Y (Long) Longitude * 1,000,000.
OffsetAngle If shape type is 3 (CircularArcArea) then this field be set.
IncludedAngle If shape type is 3 (CircularArcArea) then this field be set.
OffsetMajorAxis If shape type is 4 or 5 (EllipticalArea) then this field be set.

MajorlinnerRadius

If shape type is 3 (CircularArcArea) then this field be set.

MinorinnerRadius

Not set at this time. (This field is not required based on the
MLP shapes the XLP supports at this time.)

MajorOuterRadius

If shape type is. 2, 3, 4 or 5 (CircularArea, CircularArcArea,
EllipticalArea) then this field be set.

MinorOuterRadius If shape type is 4 or § (EllipticalArea) then this field be set.
UncertaintyAltitude The uncertainty altitude for the location result.
PositionTime Date and Time of the position report in milliseconds since

January 1, 1970 (UTC).
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Field Name

Description

Resid

For an OMA MLP request, the Result ID be logged using the
values as follows:

0=0K

1=SYSTEM FAILURE

2=UNSPECIFIED ERROR

3=UNAUTHORIZED APPLICATION

4=UNKNOWN SUBSCRIBER

6=POSITION METHOD FAILURE

7=TIMEOUT

104=TOO MANY POSITION ITEMS

105=FORMAT ERROR

106=SYNTAX ERROR

107=PROTOCOL ELEMENT NOT SUPPORTED
108=SERVICE NOT SUPPORTED

110=INVALID PROTOCOL ELEMENT VALUE
113=PROTOCOL ELEMENT ATTRIBUTE VALUE NOT
SUPPORTED '
114=CANCELLATION OF TRIGGERED © LOCATION
REQUEST

201=QOP NOT ATTAINABLE

202=POSITIONING NOT ALLOWED

203=CONGESTION IN MOBILE NETWORK

Add_info

The additional info field as it was received or transmitted in ény
messages. Note that there should not be any comma (") in
this field.
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Table 17: Triggered Location Request Summary LDR Contents

Field:Name

Description

LDR Type

A flag indicating the LDR type
60 = Triggered Location Service (TLS) Summary

Batch Transaction ID

This is the parent transaction id for the location request.

Request Transaction
ID

The unique id for the location request.

Related Session ID

The related session ID when the request is session related
request.

Request Time

The time the request was received in milliseconds since
January 1, 1970 (UTC).

Response Time

The time the response was returned in milliseconds since
January 1, 1970 (UTC) for data sent to the OSA or MLP
client.

Enterprise Name

The Enterprise Name from the provisioned database.

Location Service
Provider Name

The Location Service Provider Name from the provisioned
database.

LCS Client Name

Name of the LCS Client

Client ID The external ID for the recipient LCS client. This field be
used for identifying the client that submitted the request.

Subclient ID If subclient ID was received and indicated as “last client”

Application ID The Application ID extracted from client.serviceid

Location Server | The URL of the location server that provided the response.

Address

Location Server Type

. 0x0001: XLP - configured as GMLC for GSM
environment

° 0x0002: XSS - SUPL Server

o - 0x0003: LAMM - Location Agent Manager within
XLSG

o 0x0004: XLP - configured as MPC in CDMA

environment

. 0x0005: Non-TCS GMLC.
° 0x0006: Non-TCS SUPL Server
Non-TCS MPC

o 0x0007:
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Field'Name " | Description . © .
MSID Type The type of MSID, for XLP in practice only MSISDN and IMSI
may be used.
0 = MSISDN
1 =IMSI
2 = IMEI
3=MIN
4 = MDN
5= EME_MSID
6 = ASID
7=0PE_ID
8 = IPV4
9=IPV6
10 = SESSID
MSID MSID value.

Requestor ID

The originating entity which has requested the location of the
target UE from the LCS client. This filed should only be the id
element of requestor in OMA XML definition

Charging Type

A flag indicating the charging type.
0 = Postpaid

1 = PrePaid - Target

2 = PrePaid — Requester

No of Report
requested

The value indicating number of Report requested with TLRR.

OCS Debit Request
processing status

The code indicating the status of Direct Debit Request
processing

0 = Not chargeable event

1 = Debit Request Processed, charged

2 = Debit Request Processed, free

3 = Debit Request Processed, internal error

4 = Debit Request Processed, OCS error

Note: This field is set based on TLRR/TLRA exchange in
TLRS LDR.If it is set to 0 in. TLRS LDR, then it refers to
TLRR trigger. TLREP might still be chargeable event.

OCS Refund Request
processing status

The code indicating the status of Refund Request processing
0 = Refund not needed

1 = Refund Request process successful

2 = Refund Request process unsuccessful, internal error

3 = Refund Request process unsuccessful, OCS error

Note: This field is set based on TLRR/TLRA exchange in
TLRS LDR. The Refund Request process refers to the error
occurring before TLRA message is returned back. Any error
occurring after TLRA message sent, due to missing TLREP
be processed by Offline System.
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Field Name

Description

OCS Debit Request

error code

The error code be logged using following values:
1 = OCSProtocolError

2 = OCSSystemError

3 = InternalOCSIFError

4 = OCSUnknownSubscriber

5 = NotEnoughCredit

6 = ServiceDenied

OCS Refund Request

error code

The error code be logged using following values:
1 = OCSProtocolError

2 = OCSSystemError

3 = InternalOCSIFError

4 = OCSUnknownSubscriber

tirr_event Type

The deferred location request types:
0 = MS Available Event;
3 = Area Change Event

Start time

The received Start time

Stop time

The received Stop time

Actual Stop Time

The time the triggered session was terminated. Termination
may include early termination due to cancellation.

Interval The received Interval value

Duration The received duration value

Pushaddr URL The received pushaddr URL value.
PositionReqType The position requested values supported are:

0 = CURRENT
1= LAST

2 = CURRENT_OR_LAST_KNOWN

3 = LAST_KNOWN_OR_ CURRENT
4 = INITIAL

5 = CURRENT AND INTERMEDIATE

QORP resp_req

The following QOP response requested values are
supported.

0 = NO_DELAY

1 =LOW_DELAY

2 = DELAY_TOLERANT

3 =USE_RESP TIMER

QOP resp timer

QOP response timer value

QOP hor_acc

QOP Horizontal Accuracy or Requested accuracy for an OSA
request.

QoP class hor_acc

Qos_class of hor_acc in the request.

0 = ASSURED
1=BEST_EFFORT

QOP alt_acc QOP Altitude Accuracy

QoP class alt_acc Qos_class of alt_acc in the request.
0 = ASSURED

1 =BEST_EFFORT
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Field'Name

Description

QOP max loc age

QOP Maximum ége of cached location

Priority

Priority values supported are:
0 = NORMAL
1= HIGH

Number of reports

Total number of reports that have been sent.

Resid

For an OMA MLP request, the Result ID in the returned
TLRA be logged using the values as follows:

0=0K
1= SYSTEM_FAILURE

2 = UNSPECIFIED_ERROR

3 = UNAUTHORIZED_APPLICATION

4 = UNKNOWN_SUBSCRIBER

5 = ABSENT_SUBSCRIBER

6 = POSITION_METHOD_FAILURE
101=CONGESTION_IN_LOCATION_SERVER
102=CONGESTION_IN_MOBILE_NETWOR
103 = USUPPORTED_VERSION

104 = TOO_MANY_POSITION_ITEMS

105 = FORMAT_ERROR

106 = SYNTAX_ERROR

107 = PROTOCOL_ELEMENT_NOT_SUPPORTED
108 = SERVICE_NOT_SUPPORTED

109 = PROTOCOL_ELEMENT_ATTRIBUTE_NOT
_SUPPORTED

110 = INVALID_PROTOCOL_ELEMENT_VALUE

111 =  INVALID_PROTOCOL_ELEMENT ATTRIBUTE
_VALUE

112 = PROTOCOL_ELEMENT _VALUE_NOT _
SUPPORTED

113 =  PROTOCOL_ELEMENT ATTRIBUTE_VALUE

_NOT_SUPPORTED

201 = QOP_NOT_ATTAINABLE

202 = POSITIONING_NOT_ALLOWED

204 = DISALLOWED_BY_LOCAL_REGULATIONS
207= MISCONFIGURATION_OF LOCATION_SERVER
208=TARGET MOVED TO NEW MSC/SGSN

Add_info

The additional info field as it was received or transmitted in
any messages. Note that there should not be any comma
(,") in this field.
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Table 18: Trlg_gered Locatlon Request TLREP LDR Contents

FieldiNam ~.s|'Déescription
LDR Type A flag indicating the LDR type
65 = Triggered Location Service (TLS) Report
Request Transaction | The unique id for the location request.
ID
Report Transaction ID | The unique id for each received report message.
Report Time The time the report was returned in milliseconds since

January 1, 1970 (UTC) .

Remaining time

The remaining time of the deferred location session, in
milliseconds.

MSID Type The type of MSID, for XLP in practice only MSISDN and IMSI
may be used.
0 = MSISDN
1 =IMSI
2 = IMEI
3=MIN
4 = MDN
5=EME_MSID
6 = ASID
7=0PE_ID
8 =IPV4
9=1PV6
10 = SESSID
MSID MSID value.

Requestor ID

The originating entity which has requested the location of the
target UE from the LCS client. This filed should only be the id
element of requestor in OMA XML definition

processing status

Charging Type A flag indicating the charging type.
‘ . 0 = Postpaid
1 = PrePaid - Target
2 = PrePaid - Requester
OCS Debit Request | The code indicating the status of Direct Debit Request

processing

0 = Not chargeable event

1 = Debit Request Processed, charged

2 = Debit Request Processed, free

3 = Debit Request Processed, internal error
4 = Debit Request Processed, OCS error

OCS Refund Request
processing status

The code indicating the status of Refund Request processing
0 = Refund not needed

1 = Refund Request process successful

2 = Refund Request process unsuccessful, internal error

3 = Refund Request process unsuccessful, OCS error
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Field Name Description
OCS Debit Request | The error code be logged using following values:
error code 1 = OCSProtocolError

2 = OCSSystemError

3 = InternalOCSIFError

4 = OCSUnknownSubscriber
5 = NotEnoughCredit

6 = ServiceDenied

OCS Refund Request
error code

The error code be logged using following values:
1 = OCSProtocolError

2 = OCSSystemError

3 = InternalOCSIFError

4 = OCSUnknownSubscriber

trl_trigger Report Type

The received trl_trigger value:
0 = PERIODIC,
1=MS_AVAIL,

2 = CHANGE_AREA

Alt Location Altitude
Direction Location Direction
Speed Location Speed

lev conf Level of confidence

Position Source

Position source identifies the type of the position. A OMA
Position Method is mapped to one of the following numeric
values.

0 = UNKNOWN

1=CELL

2 = OTDOA

3=GPS

4 = A-GPS

5=E-OTD

6 = U-TDOA

10 = OTHER

11 = E-CID

7 = AFLT

8 = EFLT

Shape

Shape types:

0 = No Shape

1 = Point

2 = Ellipsoid Point with Uncertainty Circle

3 = Ellipsoid Arc

4 = Ellipsoid Point With Uncertainty Ellipse

5 = Ellipsoid Point with Altitude and Uncertainty Ellipsoid
6=

X (Lat)

Latitude * 1,000,000.

Y (Long)

Longitude * 1,000,000.
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Field Name | Déseription” .

OffsetAngle If shape type is 3 (ClrcularArcArea) then this field be set.
IncludedAngle If shape type is 3 (CircularArcArea) then this field be set.
OffsetMajorAxis If shape type is 4 or 5 (EllipticalArea) then this field be set.

MajorinnerRadius

If shape type is 3 (CircularArcArea) then this field be set.

MinorinnerRadius

Not set at this time. (This field is not required based on the
MLP shapes the XLP supports at this time.)

MajorOuterRadius

If shape type is 2, 3, 4 or 5 (CircularArea, CircularArcArea,
EllipticalArea) then this field be set.

MinorOuterRadius

If shape type is 4 or 5 (EllipticalArea) then this field be set. -

UncertaintyAltitude

The uncertainty altitude for the location result.

PositionTime

Date and Time of the position report in milliseconds since
January 1, 1970 (UTC).

Resid

For an OMA MLP/RLP request, the Result ID be logged
using the values as follows:

0= OK
1= SYSTEM_FAILURE

2 = UNSPECIFIED_ERROR

3 = UNAUTHORIZED APPLICATION

4 = UNKNOWN_SUBSCRIBER

5 = ABSENT_SUBSCRIBER

6 = POSITION_METHOD_FAILURE
101=CONGESTION_IN_LOCATION_SERVER
102=CONGESTION_IN_MOBILE_NETWOR

103 = USUPPORTED_VERSION

104 = TOO_MANY_POSITION_ITEMS

105 = FORMAT_ERROR

106 = SYNTAX_ERROR

107 = PROTOCOL_ELEMENT _NOT_SUPPORTED

108 = SERVICE_NOT_SUPPORTED

109 = PROTOCOL_ELEMENT ATTRIBUTE_NOT
_SUPPORTED

110 = INVALID_PROTOCOL_ELEMENT_VALUE

111 =  INVALID_PROTOCOL_ELEMENT ATTRIBUTE
_VALUE

112 =
SUPPORTED
113 =  PROTOCOL_ELEMENT ATTRIBUTE_VALUE
_NOT_SUPPORTED

201 = QOP_NOT_ATTAINABLE

202 = POSITIONING_NOT_ALLOWED

204 = DISALLOWED_BY_LOCAL_REGULATIONS

207= MISCONFIGURATION_OF LOCATION_SERVER

PROTOCOL_ELEMENT VALUE_NOT _

Add info

The additional info field as it was received or transmitted in
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Field Name

Description ,

any messages. Note that there should not be any comma
(*,”) in this field.

Table 19: Privacy Request LDR Contents

Field Name

‘Description

LDR Type

61 = Privacy Service

TransactionlD

A unique Transaction ID assigned to the privacy check
transaction.

Request Time

The time the request was received in milliseconds since
January 1, 1970 (UTC).

Response Time

The time the response was returned in milliseconds since
January 1, 1970 (UTC) for data sent to the OSA or MLP
client.

Location Server ID

The PCECIientID that sent the request

ueid

Identity of the target subscriber

Ueid Type 0 = MSISDN
1=IMSI
2 = IMEI
3 =MIN
4 = MDN
5=EME_MSID
6 = ASID
7=0PE_ID
8 = IPV4
9=1PV6
10 = SESSID
LCS Client ID The identity of the LCS client that initiated the location

request.

LCS Client ID Type

0 = External client, in E.164 Number
1 = Internal client

LCS Client Category

0 = Value Added

1 = Emergency

2 = PLMN Operator

3 = Lawful Interception

LCS Client Name

The name of the client that initiated the location request.

LCS Client Name Type

0 = MSISDN

1 = logical ID

2 =email ID

3 = absolute HTTP URL
4 = SIP URI

5 = IMS Public ID

ApplicationiD

The applicationID is present in the LPARequest as the TCS
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extension.

serviceType

Indicates the category of service

requestor

Identifies the mobile subscriber requesting the location based
service

locationType

Type of location, supported values are:
0 = CURRENT

1=LAST

2 = CURRENT_OR_LAST_KNOWN

3 =LAST_KNOWN_OR_ CURRENT
4 = INITIAL

5 = CURRENT AND INTERMEDIATE

servingNode

Address of the serving node — E.164 number
And, if needed, LCS capability set of serving node

actionType

o 0x00 - PositionNotAllowed

o 0x01 - Notify_PositionlfGranted

o 0x02 - NotifyPositionlfNoResponse
o0 0x03 - NotifyPosition

0 0x04 - PositionWithoutNotify

additionalLocationChe
ck

Indicator on additional privacy check with location estimate
For the location request to be fully authorized, an additional
Location Privacy Assertion Request with location estimate is
needed when the Location Server has received the location
information of the target UE.

Charging Type A flag indicating the charging type.
0 = Postpaid
1 = PrePaid - Target
2 = PrePaid - Requester
OCS Debit Request | The code indicating the status of Direct Debit Request

processing status

processing

0 = Not chargeable event

1 = Debit Request Processed, charged

2 = Debit Request Processed, free

3 = Debit Request Processed, internal error
4 = Debit Request Processed, OCS error

OCS Refund Request
processing status

The code indicating the status of Refund Request processing
0 = Refund not needed

1 = Refund Request process successful

2 = Refund Request process unsuccessful, internal error

3 = Refund Request process unsuccessful, OCS error

OCS Debit
error code

Request

The error code be logged using following values:
1 = OCSProtocolError

2 = OCSSystemError

3 = InternalOCSIFError

4 = OCSUnknownSubscriber
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Field Name

Description

5 = NotEnoughCredit
6 = ServiceDenied

OCS Refund Request
error code

The error code be logged using following values:
1 = OCSProtocolError

2 = OCSSystemError

3 = InternalOCSIFError

4 = OCSUnknownSubscriber

Resid

For an Privacy request, the Result ID be logged using the
values as follows:

0=0K

3=UNAUTHORIZED APPLICATION

4=UNKNOWN SUBSCRIBER

103=UNSUPPORTED VERSION

105=FORMAT ERROR

106=SYNTAX ERROR

207=MISCONFIGURATION OF PRIVACY CHECKING
ENTITY

Add_info

The additional info field as it was transmitted in any
messages. Note that there should not be any comma (%) in
this field.
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Table 20: Error Codes returned to LCS Client

Res | Slogan Description

id

0 OK No error occurred while processing the
request.

1 SYSTEM FAILURE The request can not be handled because of a
general problem in the location server.

2 UNSPECIFIED ERROR An unspecified error used in case none of the
other errors apply. This can also be used in
case privacy issues prevent certain errors from
being presented

3 UNAUTHORIZED The requesting location-based application is

APPLICATION not allowed to access the location server or a
wrong password has been supplied.

4 UNKNOWN Unknown subscriber. The user is unknown, i.e.

SUBSCRIBER no such subscription exists.
5 ABSENT SUBSCRIBER Absent subscriber. The user is currently not
reachable.
6 POSITION METHOD | Position method failure. The location service
FAILURE failed to obtain the user’s position.

7 TIMEOUT Timer expiry for the requested event trigger

101 | CONGESTION IN | The request can not be handled due to
LOCATION SERVER congestion in the location server.

103 | UNSUPPORTED The Location server does not support the
VERSION indicated protocol version.

104 | TOO MANY POSITION | Too many position items have been specified
ITEMS in the request.

105 | FORMAT ERROR A protocol element in the request has invalid
format. The invalid element is indicated in
ADD _INFO.

106 | SYNTAX ERROR The position request has invalid syntax. Details
may be indicated in ADD INFO.

107 | PROTOCOL ELEMENT | A protocol element specified in the position

NOT SUPPORTED request is not supported by the Location
Server, or the position result is not supported
by the LCS Client. The element is indicated in
ADD _INFO.

108 | SERVICE NOT | The requested service is not supported in the

SUPPORTED Location Server. The service is indicated in
ADD _INFO.

109 | PROTOCOL ELEMENT | A protocol element attribute is not supported in

ATTRIBUTE NOT | the Location Server. The attribute is indicated

SUPPORTED in ADD_INFO.
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Res | Slogan Description

id

110 | INVALID PROTOCOL | A protocol element in the. request has an
ELEMENT VALUE invalid value. The element is indicated in

ADD INFO.

111 | INVALID PROTOCOL | A protocol element attribute in the request has
ELEMENT ATTRIBUTE | a wrong value. The element is indicated in
VALUE ADD INFO.

112 | PROTOCOL ELEMENT | A specific value of a protocol element is not
VALUE NOT | supported in the Location Server. The element
SUPPORTED and value are indicated in ADD INFO.

113 | PROTOCOL ELEMENT | A specific value of a protocol element attribute
ATTRIBUTE VALUE NOT |is not supported in the Location Server. The
SUPPORTED attribute  and value are indicated in

ADD _INFO.

114 | CANCELLATION OF | The requested triggered location report is
TRIGGERED LOCATION | cancelied
REQUEST

201 | QOP NOT ATTAINABLE [ The requested QoP cannot be provided.

202 | POSITIONING NOT | The subscriber does not allow the application
ALLOWED to position him/her for whatever reason

(privacy settings in location server, LCS
privacy class).

203 | CONGESTION IN| The request can not be handled due to
MOBILE NETWORK congestion in the mobile network.

204 | DISALLOWED BY LOCAL | The location request is disallowed by local
REGULATIONS regulatory requirements.

207 | MISCONFIGURATION OF | The location server is not completely
LOCATION SERVER configured to be able to calculate a position.

208 | TARGET MOVED TO | The triggered Location Request has been
NEW MSC/SGSN aborted due to that target has moved to

another MSC/SGSN. This result code only be
used towards The Home Location Server.
Restrictions: '

- This code only be used in RLP.

- This result code only be used towards The
Home Location Server.

500 Vendor specific errors

-599

601 | STANDARD LOCATION | The MLS Client does not support the standard
REPORT SERVICE NOT | location report service.

SUPPORTED
602 | MLS CLIENT ERROR An error occurred in the MLS Client.
603 | STANDARD LOCATION | The standard location report was not accepted

REPORT SERVICE NOT
ACCEPTED

by the MLS Client
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Res | Slogan Description

id .

604 | SUBSCRIBER IN | The subscriber in the Standard Location

STANDARD LOCATION
REPORT SERVICE NOT

VALID

Report is not valid to the MLS Client

605

INVALID SERVICE ID IN
STANDARD - LOCATION
REPORT SERVICE

The service identity in the Standard Location
Report is not valid to the MLS Client
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Table 21: Error Codes returned on the Privacy Interface

Res | Slogan Description
id
0 OK Reserved for future use.
‘ No error occurred while processing the request.
1 SYSTEM FAILURE The request can not be handled because of a
general problem in the privacy checking entity.
2 UNSPECIFIED ERROR An unspecified error used in case none of the other
errors applies.
3 UNAUTHORIZED The requesting location-based application is not
APPLICATION allowed to access the location server or a wrong
password has been supplied.
4 UNKNOWN Unknown subscriber. The user is unknown, i.e. no
SUBSCRIBER such subscription exists.
101 | CONGESTION IN PCE | The request cannot be handled due to congestion
in the Privacy Checking Entity.
103 | UNSUPPORTED The Privacy Checking Entity does not support the
VERSION indicated protocol version.
105 | FORMAT ERROR A protocol element in the request has invalid
format.
106 | SYNTAX ERROR The request has invalid syntax.
107 | PROTOCOL ELEMENT | The Privacy Checking Entity does not support
NOT SUPPORTED some protocol element(s) specified in the request.
108 | SERVICE NOT | The requested service is not supported in the
SUPPORTED Privacy Checking Entity.
109 | PROTOCOL ELEMENT | A protocol element attribute is not supported in the
ATTRIBUTE NOT |Privacy Checking Entity.
SUPPORTED 1 .
110 |INVALID  PROTOCOL | A protocol element in the request has an invalid
ELEMENT VALUE | value.
111 | INVALID PROTOCOL |‘A-protocol element attribute in the request has a
‘ELEMENT  ATTRIBUTE | wrong value.
VALUE =
112 | PROTOCOL ELEMENT | A specific value of a protocol element is not
VALUE NOT | supported in the Privacy Checking Entity.
SUPPORTED
113 | PROTOCOL ELEMENT | A specific value of a protocol element attribute is
ATTRIBUTE VALUE NOT | not supported in the Privacy Checking Entity.
SUPPORTED
204 | DISALLOWED BY LOCAL | The request is disallowed by local regulatory
REGULATIONS requirements.
207 | MISCONFIGURATION OF | The Privacy Checking Entity is not completely
PRIVACY CHECKING | configured to be able to respond to the request.
ENTITY
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Table 22: CCA Message Result Codes

Result-Code AVP Value

addinfo mapping for both PCP and MLP
interface

DIAMETER_USER_UNKN
OWN

OCS SYSTEM ERROR

DIAMETER_AUTHORIZATI
ON_REJECTED

PREPAID CHARGING ERROR

DIAMETER_END_USER_S
ERVICE DENIED

PREPAID CHARGING ERROR

DIAMETER_RATING_FAIL
ED

PREPAID CHARGING ERROR

DIAMETER_CREDIT_LIMIT
REACHED

PREPAID CHARGING ERROR

DIAMETER_UNABLE_TO_
DELIVER

OCS SYSTEM ERROR

DIAMETER_TOO_BUSY

OCS SYSTEM ERROR

Timeout case

OCS TIMEOUT
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Table 23: Definitions, Abbreviations and Acronyms

Term Definition

AP Application Profile (synonymous with LCS Client)

Application An LBS external to wireless carrier networks that has
access to Subscribers.

Authentication Process of confirming the identity of an LCS Client by
verifying that the ID and password in a location request
are identical to the ID and password in the Application
Profile.

Authorization Process of allowing access to locations only to those
entities permitted to access them within the constraints
defined in profiles.

CCA Credit Control Answer

CCR Credit Control Request

Device A mobile device that is defined to the XLSG and has an
associated Subscriber.

DP Device Profile

EME_LIA Emergency Location Immediate Answer

EME_LIR Emergency Location Immediate Request

Enterprise A organization that operates one or more mobile
networks.

EP Enterprise Profile

HTTP Hypertext Transfer Protocol

LA Location Agent: an application executing on a mobile
device that provides location functions on the mobile such
as reporting locations to the LAMM function in the XLSG.

LAMM Location Agent Management Module: a function of the
XLSG that interfaces to the LA on a mobile device.

LBS Location Based Services

LCAP LCS Client/Application Profile

LCS Carry forward from MLP spec.

LCS Client Carry forward from MLP spec.

LDR Location Detail Record.

LS Location Server

MLP Mobile Location Protocol

Network A mobile network as defined by a “network ID”

NP Network Profile

OCS Online Charging System

Platform Admin The XLSG system administrator who configures and
manages the XLSG over the System Administration
interface.
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Term Definition

PPR Privacy Profile Register

Privacy Authentication and Authorization for Mobile Privacy

Product Operations

A role responsible for provisioning the Enterprise,
Network, Device and Application profiles.

QoP Quality of Position

Service A role aligned with a carrier customer care person who |

Representative handles provisioning of the Subscriber Profile on behalf of
the Subscriber.

SLIA Standard Location Immediate Answer

SLIR Standard Location Immediate Request

SLIS Standard Location Immediate Service

SP Subscriber Profile

Subscriber A role available to a customer of the carrier who
provisions options for location services in the Subscriber
Profile.

TLRS Triggered Location Reporting Service

TDR Transaction Detail Record.

User An instance of a location access service enabled by the
XLSG that has an associated Subscriber.

XLSG Xypoint Location Services Gateway server
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CLAIMS

What is claimed is:

1. A method of directing a location request in a wireless system to
a serving location server based on emergency status, comprising:

steering a given location request to a given location server if said
location request is a non-emergency location request; and

if said location request is related to an emergency, instead steering

said location request to a different location server.

2. A method of directing a location request in a wireless system to
a serving location server based on data plan status, comprising:

steering a location request of a subscriber wireless device that has
a valid data plan, to a given location server using a control plane; and

if said location request is related to a subscriber wireless device
that has no valid data plan, instead steering said location request to a different

location server.

3. A method of directing a location request in a wireless system to
a serving location server based on device type, comprising:

steering a location request of a subscriber wireless device of a first
type, to a first location server; and

if said location request is related to a subscriber wireless device of
a second type, instead steering said location request to a different location

server.
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4. A method of directing a location request in a wireless system to
a serving location server based on application type, comprising:

steering a location request of a subscriber wireless device running
an application of a first type, to a first location server; and

if said location request is related to a subscriber wireless device
running an application of a different, second type, instead steering said location
request to a different location server.

5. A method of directing a location request in a wireless system to
a serving location server with a fallback, comprising:

steering a location request of a subscriber wireless device, to a first
location server; and

if said steered location request fails, and sufficient time remains,

instead steering said location request to a different location server.
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