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MECHANISM TO CONVEY DISCOVERY INFORMATION IN A WIRELESS
NETWORK

BACKGROUND

Wireless communication techhologies such as 802.11x, Ultrawideband (UWB),
and Bluetooth enable devices to communicate wirelessly over a relatively short range,
e.g., less than 100 meters. To discover other wireless devices, a device broadcasts
wireless messages and listens for wireless messages from otﬁer devices. If another
device is discovered, a wireless connection may be established between the devices.
Once a connection is established, devices may exchange various types of information.
For example, devices may exchange information related to providing a service (e.g.,
printing, headset connectivity, PDA synchronization, etc.) provided by one of the
devices.

A variety of services may be provided by communicating wirelessly between
devices. As one example, a laptop computer may communicate wirelessly with a printer
to print documents Once a wireless connection is established between the computer and
the printer, the computer may dlscover the print services prov1ded by the printer. The
computer may then take advantage of printing services offered by the printer via the
wireless connection.

Previously developed IP-based methods of discovering services require a
connection to be established with a device before services provided by a device can be
discovered. For example, network discovery protocols such as SSDP (Simple Service
Discovery Protocol), WS-Discovery (Web Services Discovery), and SLP (S ervice
Location Protocol) require network layer connectivity (Layer 3 of the OSI model) to be.
established prior to the discovery of services on the network. Once connected, services
provided by a device send broadcast or multicast messages over the IP network to
advertise their services. Previously developed IP-based methods of service dlscovery did
not provide a way of determining whether the device that provides the service was in the

proximity of the device that required the service.

SUMMARY

In prior systems, services provided by a device could be discovered after
establishing a connection with the device. The Applicants have appreciated that it may

be desirable to discover a service provided by a device prior to establishing a connection

-1 -
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with the device. Enabling discovery of services prior to establishing a connection may
facilitate finding a desired service 1in an 802.11x, Ultrawideband (UWB), Bluetooth,
WiMax, GPRS, or other suitable wireless environment. Such discovery may be
particularly useful 1n a wireless context in which a wireless signal may only be
transmitted effectively over a relatively short distance, since service discovery may
therefore be limited to only those devices within close proximity of the user. For
example, a computer user entering an unfamiliar building may wish to determine
whether she can print a document using a nearby printer. The user may not wish,
however, to establish a connection with a local wireless network or individual device
only to find out whether a suitable printer is located nearby.

To discover the desired service, the user may send a wireless request from her
computer effectively asking local devices whether a suitable print service is offered. In
response, a printer or other device acting on behalf of the printer may send a response to
the computer indicating the type of print service(s) that are available. In accordance with
one aspect of the invention, the response may be a wireless message that includes an
information element (IE). The information element may include information about the
type of service discovery to be used, the type of service offered by the device and/or any
other suitable information. One or more portions of the information element may be sent
in a compressed format to reduce the amount of information that needs to be sent. Once
the user’s computer receives the information element, the compressed information in it
may be de-compressed. Based on this information, the user’s computer may establish a
connection with the network and/or a particular device (such as a printer) to obtain the
desired services.

In another implementation of service discovery, the user’s computer may
passively listen to service messages advertised by nearby devices. The service messages
may include an information element or a truncated information element. Once the user’s
computef receives the information element or truncated information element, the user
may establish a connection with the device to obtain the desired services.

One embodiment of the invention relates to an information element for wirelessly
conveying information to a first device about a service provided by a second device,
prior to establishing a ¢onnection between the first device and the second device that 1s
suitable for providing the service. The information element includes at least one first

portion and at least one second portion. The first portion includes information related to

-9 .
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the service provided by the second device. The second portion includes information
representing a service discovery protocol used by the first device for discovering the
service.

Another embodiment of the invention relates to a method of accessing, by a first
device, a service provided by a second device that is in the proximity of first device. The
method includes receiving an information element comprising compressed information
related to the service provided by the second device, prior to establishing a connection
between the first df:vice and the second device that is suitable for providing the service.
The method also includes determining if the service is desired. The method further

Includes establishing a connection between the first device and the second device, if the

service 1s desired.

A further embodiment of the invention relates to a method of obtaining
information related to a service provided by a second device that is in the proximity of
the first device. The method includes receiving an information element comprising
compressed information identifying a type of service discovery, prior to establishing a
connection between the first device and the second device that is suitable for providing

the service. The method also includes determining, using the identified type of service

discovery, information related to the service provided by the second device.

BRIEF DESCRIPTION OF DRAWINGS
The accompanying drawings are not intended to be drawn to scale. In the
drawings, each identical or nearly identical component that is illustrated in various

figures is represented by a like numeral. For purposes of clarity, not every component

may be labeled in every drawing. In the drawings:

FIG. 1 1s diagram illustrating an example of a network environment in which
services may be discovered according to some embodiments of the invention;
FIG. 2 1s a flowchart illustrating an example of a method of accessing a particular

type of service;

FIG. 3 1s a flowchart illustrating an example of a method of providing

information related to a service;

FIG. 4 1s a diagram illustrating an example of an information element that may

include information about a service;
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FIG. 5 is a diagram illustrating an example of a truncated information element:
and

FIG. 6 is a block diagram illustrating an example of a distribution of functional .

entities that may be used for implementing aspects of a proximity service discovery

system.

DETAILED DESCRIPTION

As discussed above, prior wireless network arrangements typically required a
user to establish a connection with a device and/or with the network to determine
whether a desired service is offered. For example, a guest may bring a laptop computer
to a meeting in an unfamiliar office building. If he wishes to print a document, he may
first have to establish a connection between his laptop and a local network within the
office building. After a connection is established, the laptop computer may determine if
a printer is connected to the network. There may be many printers available on the
network, some of which are nearby and some of which may be far away, such as on a
different floor of the building. In some cases, it may be difficult to determine which
printers are nearby. Furthermore, it may be undesirable to provide guests with access to
the local network for security reasons. For example, connecting to the local network
may allow the guest access to confidential information stored on the network.

As another example, several wireless devices, e.g., printers capable of
communicating wirelessly, may be present in the proximity of the wireless-enabled
device. In previous systems, a device that desires a particular service from another
device would first have to connect to a device and then determine the services that it
provides. It may be time consuming to connect to several devices until a device is found
that provides the desired service.

As a further example, users of portable video game devices may wish to find
other users in their proximity that are playing the same game. The users may wish to
play together over a wireless connection. However, in crowded areas such as airports
and coffee shops there may be many wireless de%/icés in the area, and it may be difficult
to determine which devices have the capability of playing the same game, without trying
to connect to several other devices.

In accordance with aspects of the invention, discovery of services prior to

establishing a connection with a device may enable a user of a wireless-enabled device

-4 -
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(e.g., a laptop cofnputer, PDA or telephone) to find a device that provides a desired
service in the proximity of the wireless-enabled device. For example, in one aspect of
the invention, a service provided by a local device may be discovered by sending and
receiving radio :;nessages prior to establishing a connection with the device. The services
that are discovered are likely to be nearby because they are within the radio range of the
wireless-enabled device seeking the service(s). For example, if a person brings a laptop
to a meeting in an unfamiliar office building, the laptop may exchange wireless messages
with devices nearby. His laptop screen may display a list of devices that provide services
nearby, €.g., nearby wireless printers, and the types of services they provide. He may
then select an appropriate device with which a wireless connection will be established.
As a result, obtaining the desired service may be facilitated.

In a first implementation, a wireless-enabled device may send radio messages to
discover services provided by other devices and may actively seek out a particular
service. In another implementation, the device may passively discover services by
listening to advertised service messages provided by other local devices. Either an active
implementation, passive implementation, or a combination of the two may be used to
discover services.

In accordance with the invention, information about the services offered by a
device may be provided by sending a wireless message that includes an information
element (IE). An IE is a block of data suitable for providing information related to
service discovery. An IE may include one or more portions of information, as will be
discussed in further detail below. In some circumstances, one or more portions of the IE
may be compressed prior to the transmission. The Applicants have appreciated that
compreésing one or more portions of the IE may enable discovery of services provided
by another device prior to establishing a connection with the device. Compression may
facilitate service discovery in pre-connection wireless messaging protocols where there is
a relatively small amount of data that can be transmitted. For example, the broadcast
frames and broadcast response frames of 802.11 beacon or probe response signals may
be limited to 2300 bytes. Embodiments of the invention enable using various standard
IP-based discovery protocols, e.g., WS-Discovery, UPnP-SSDP, SLP and Rendezvous,
in an environment in which the amount of data that may be exchanged is relatively
limited. In particular, embodiments of the invention enable using such standard

discovery protocols prior to establishing a connection by compressing service

-5 .
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information and wirelessly conveying it to a device in an IE. (Thus, service discovery can

take pléce prior to establishing a connection between the devices. Embodiments of the
invention may be used with any suitable wireless technology, such as IEEE standard

802.11, Bluetooth, UWB, Worldwide Interoperability for Microwave Access (WiMax),

and cellular protocols, e.g., general packet radio service (GPRS).

FIG. 1 is a diagram illustrating an example of a network environment 100 in
which devices may communicate regarding service discovery according to some
embodiments of the invention. FIG. 1 illustrates an example of a wireless-enabled
device 102, e.g., a laptop computer, and examples of other devices with which device
102 may communicate wirelessly, including: printer 104, personal digital assistant |
(PDA) 106, camera 108 and access point 110. FIG. 1 also illustrates an example of a
spéaker system 112 and wired network 114 that are communicatively coupled to access
point 110. Devices in the network environment 100 may communicate wirelessly using
any suitable wireless standard such as 802.11x, Bluetooth or Ultrawideband (UWB).

Wireless-enabled device 102 may be a laptop computer or any other device
configured to send and receive wireless communications, such as a PDA, a cell phone, or
any other suitable device. Wireless-enabled device 102 may be configured to interface
with a humah user, 1.€., using a screen, keyboard, touchpad and/or any other suitable
interface.

A user of wireless-enabled device 102 may desire a particular service. For
example, the user may wish to establish a wireless connection between wireless-enabled
device 102 and a printer for printing documents. The user may command wireless-
enabled device 102 to find a particular service, e.g., a print service.

F1G. 2 1llustrates an example of a method 200 of accessing a service that may be
used by device 102 in the environment shown in FIG. 1. In step S202, wireless-enabled
device 102 may send a request message that requests a particular service. Wireless-
enabled device 102 may broadcast the request message, e.g. a radio message, requesting
a particular service, e.g., a printing service. In one aspect of the invention, the request

message may be included in an 802.11x probe message. The request message may be

‘encoded with information that represents the type of service sought by wireless-enabled

device 102. For example, the radio message fnay be encoded with information, which,

when received and decoded, indicates that a printing service has been requested. The
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request message may be broadcast repeatedly until wireless-enabled device 102 receives
a response message. For example, the request message may be broadcast periodically.

As 1llustrated 1n FIG. 1, devices that receive the requesf message may be present
in the proximity 116 of wireless-enabled device 102. The proximity 116 of wireless-
enabled device 102 may be defined by the radio range of wireless-enabled device 102
and/or ? range of devices receiving the request message. As one example, the proximity
116 of wireless-enabled device 102 may include the space within approkimately 100
meters of wireless-enabled device 102. The radio range may be greater than or less than
100 meters depending on various factors including the technology used, the strength of
the transmitter, the amount of noise present on the channel, the physical environment in
which wireless-enabled device 102 operates, etc. However, the proximity 116 of
wireless enabled device 102 need not necessarily be defined by the radio range, but may
be determined based on other factors, as will be discussed in further detail below. A
device 1n the proximity 116 of wireless-enabled device 102 may receive the request
message. ‘

In step S204, wireless-enabled device 102 may receive service information from
another device in the network. This service information may include information
regarding details of the service provided, such as whether a print service offered by the
printer 104 1includes a color printing option or not. For example, wireless-enabled device
102 may receive an IE, which will be discussed in further detail below.

In step S206, the device 102 may determine whether the offered service i1s desired
and may establish a connection to the device in step S208 if a determination is made that
the service is desired. For example, wireless-enabled device 102 may indicate to a user
that the requested service, e.g., a print service, 1s available. This indication may be made
in any suitable way, e.g., by displaying a visual iﬁage that represents to the user the
availability of the print service. If desired, the user may then initiate a connection
between wireless-enabled device 102 and printer 104 using an appropriate command.
However, the connection need not necessarily be initiated by the user. Wireless-enabled
device 102 may be programmed to establish a connection based on one or more criteria.
For example, wireless-enabled device 102 may be prograinmed to automatically connect
to certain desirable “preferred” services once they are In range. As another example, a
wireless-enabled device may be programmed to connect to the closest device that

provides a particular service, €.g., the closest printer. For example, a user may command

-7 -
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the device 102 to print a document, whereupon the device 102 may initiate the method
200, resulting in the establishment of a connection with the printer 104 and printing of
the document. To facilitate connecting to the closest device, the distance between
devices may be determined using mechanisms provided by the wireless technology used,
e.g., 802.11 or UWB. As another example, information in the IE may be compared with
a block/deny list to determine whether wireless-enabled device 102 should communicate
further with the device. Based on the IE, the wireless-enabled device 102 may determine
whether the device provides the requested service, for example, by comparing the
received information about the service provided with the type of service that was
requested. This determination may be made in any suitable way. For example, fields of
the received IE may be compared with fields of a “desired” IE. Any suitable matching
criteria may be used to determine whether the discovered service is appropriate.

In some circumstances, a device such as printer 104 may require authentication
for a connection to be established. If authentication is required, the user of wireless-
enabled device may be prompted to enter a password, pin or other identification number
such as an identification number derived from biometric information, e.g., a fingerprint, |
or retinal scan. Authentication may be provided using any suitable security protocol,
such as IPsec. Authentication may alternately be based on payment or billing
information, e.g., so that services are only provided once a payment agreement has been
reached. If the authentication is successful, a connection may then be established.

Once a connection has been established between a wireless-enabled device and a
device that provides a service, the devices may communicate further with respect to

providing the requested service. For example, wireless-enabled device 102 may

communicate wirelessly with printer 104 to print documents. The service that is

provided may be provided in any suitable known manner or in any suitable manner

developed hereafter.
As applied to 802.11x, UWB or any other suitable wireless standard, the term

“establishing a connection” means that a first device sends a connection request to a
second device and the second device resﬁonds to agree on the connection parameters and
accept the connection. The connection that is established may be suitable for providing a
service. In an 802.11 context, service discovery messages may be sent and received via
Layer 2 802.11 beacon and probe messages. However, Layer 2 messages may not

provide the capability for wirelessly providing a large amount of information describing

-
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- the service, e.g., a print service. Services may be advertised using Layer 3 or higher

layer messages, in which a connection has been established that is suitable for providing
the service. In an IEEE 802.11 context, service discovery may be provided using
wirelessly broadcast beacon messages. Once a first device receives a beacon message
that includes information related to a service provided by a second device, the first
device may send an association request to the second device. The association request

may contain information about the parameters of the connection that is to be established.

Once the second device receives the association request, it may respond with an

association response message that indicates agreement on the connection parameters and
acceptance of the connection. The connection may be considered as established once the
first device receives the association response message. In a Bluetooth context, service
discovery may be provided using inquiry and inquiry response messages. However, a
connection may not be considered as established until page and page response messages
have been exchanged. Once these messages have been exchanged, the devices may be

synchronized with one another because a particular frequency hopping pattern has been

agreed upon. As another example, the two devices may have agreed on times for

transmitting and/or receiving data. These are examples of situations in which a
connection has been established that is suitable for providing a service. However, it
should be appreciated that any suitable wireless technologies may be used, and any

communication scheme, timing pattern, frequency pattern or other communication means

may be established that is suitable for providing a service.

FIG. 3 illustrates an example of a method 300 of providing information related to
a service that may be performed by a device, e.g., printer 104, that provides a particular
service and may respond to a request message sent from device 102.

In step S302, the request for a particular service may be received, e.g., from the
device 102. The request message may be received by printer 104, PDA 106, camera 108
and access point 110 because they are in the radio range of wireless-enabled device 102.
Once the request message 1s recelved by printer 104, the request message may be
decoded to determine the service requested.

In step S304, a device that received the request message may determine whether
it provides the requested service. Once printer 104 determines the service that has been
requested, printer 104 may compare the type of service requested with the type of

services that printer 104 provides. This comparison may be made in any suitable way.

-9 .
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For example, fields in received request may be compared to fields of a data structure that
represents a type of service provided by the device. In this example, printer 104 provides
the printing services requested by wireless-enabled device 102.

In response to determining that 1t provides the requested service, printer 104 may
respond by sending a response message, e.g., a radio message that includes an IE, to
wireless-enabled device 102 in step 5306. PDA 106, camera 108 and access point 110
may also receive the request message, but may not respond to the request message
because they do not provide the type of service requested. Alternatively, the request
received in step S302 may be a general request for local devices to provide an indication
of services provided, regardless of service type. In this case, PDA 106, camera 108, |
access point 110, etc. flaay respond accordingly.

The response message may include information about the service(s) provided by
the deviée. For example, the responée message sent by printer 104 may include
information about the printing services provided by printer 104. The response message
may be encoded with information about whether printer 104 is a color printer, whether it
can print on both sides of a page and/or or other information. Information about services
may be sent as an information element (IE) discussed below. Thereafter, if the device
102 wishes to establish a connection, the connection may be established in step S308 so
that the device 102 may obtain the desired service.

The description above with respect to FIGS. 2 and 3 relates to an embodiment in
which a device 102 actively seeks out whether desired services are available 1n a given
area. In another embodiment of the invention, a device 102 may passively listen to
determine which services that are available. For example, a device that provides a
service may send an advertisement message to advertise the service that it provides to the
device 102 and/or other devices in range. The advertisement message may be a radio
message that advertises a particular service, e.g., a printing service, provided by the
device, e.g., printer 104. In one aspect of the invention, the advertisement message may
be broadcast as part of an 802.11x or UWB beacon message. This broadcast may be
included in OS] Layer 2 communications prior to establishing Layer 3 connectivity
between the devices. The advertisement message may be encoded with information

about the service provided by the device. For example, the advertisement message may

include an IE, as discussed above.

- 10 -
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In accordance with this embodiment, a device may advertise the services it
provides as part of performing the method of Fig. 3, e.g., by not performing steps S302
and S304, and instead jumping to step S306. In step 306, one or more advertisement
messages may be sent (without prompting by a request message) .that include information
related to one or more .services provided by the device. The advertisement messages

may be broadcast repeatedly. As one example, the advertisement message may be

broadcast periodically.

In this embodiment, a wireless-enabled device 102 that passively determines
available services may perform the method of FIG. 2 without performing step S202.
That is, the device 102 may listen for service advertisement messages, and receive an
advertisement message in step S204. Once wireless-enabled device 102 receives an
advertisement message it may read the message to obtain the information about the
service. Wireless-enabled device 102 may thus discover that a print service is available,
provided by printer 104.

In step S206, the desirability of the advertised service may be determined. As
one example, information related to the advertised service may be displayed for a user of
wireless-enabled device 102. The user may decide whether to initiate a connection with
the device that provides the advertised service. The desirability of the advertised service
may be determined based on whether or not the user chooses to initiate a connection to
take advantage of the service or other criteria.

As another example, information related to the advertised service may be
examined by wireless-enabled device 102. The desirability of the service may be
determined by comparing the characteristics of the service with one or more criteria.
Wireless-enabled device 102 may be programmed to connect to devices that advertise
services with particular characteristics, e.g., to synchronize with a particular type of
PDA. Any suitable criteria could be used for determining the desirability of a particular
service.

Aspects of an IE that may be used for wirelessly conveying service discovery
information will now be discussed with reference to FI1G. 4, which 1s a diagram
illustrating an example of an IE 400. An IE is a format for sending service-related
information recognized by devices that communicate according to one or more wireless
standards. For example, the format of the IE may match the capabilities of the

underlying standard, e.g. 802.11 or UWB. An IE may be transmitted in TLV (type,
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length, value) format. In the example illustrated in FIG. 4, IE 400 includes an 1E ID 401,
a format identifier 402, a service type identifier 403, an instance identifier (UUID) 404, a
sequence numbet 405, security information 406, a checksum 407, a PnP ID 408, a user-
friendly name 409, and an address identifier 410.

IE ID 401 inay be a protocol header that identifies the information as an IE.

Format identifier 402 may include information representative of the coding
format of the IE. A variety of IE formats may be used, and unique format identifiers
may be used for each type of discovery protocol that is used by wireless-enabled device
102. Format identifier 402 may represent the type of service discovery protocol that 1s
used by a higher level in the protocol stack. Any suitable service discovery protocols
may be used, such as SSDP, WS-Discovery, SLP and Rendezvous. Using the format
identifier, wireless-enabled device 102 can identify a type of service discovery that may
be used to recognize the information in IE 400. If, for example, the format identifier
identifies an IE format associated with WS-Discovery, wireless-enabled device 102 may
extract information from IE 400 and deliver it to the WS-Discovery module in an
appropriate format for discovering the service. The IE may be parsed to separate the
different portions of the IE in accordance with the format identified. Information about
the service may then be determined by examining the appropriate portion of the IE. In
one aspect of the invention, IE 400 enables using higher-layer service discovery
protocols with Layer 2 messages, e.g., IEEE 802.11 beacon messages, prior to
establishing a connection, e.g., a Layer 3 connection. Information may be exchanged
between Layer 2 and Layer 3 of the protocol stack using an extensible markup language
(XML) structure using appropriate schema, or any other suitable structure. In one
implementation, format identifier 402 may be approximately 4 bytes in length. To
reduce the amount of data that needs to be sent, format identifier 402 may be compressed
prior to transmitting IE 400.

In another aspect of the invention, one or more portions of IE 400 may be
compressed to reduce the amount of information that is transmitted. It may be desirable
to compress one or portions of the IE because a relatively small amount of bandwidth
may be available for sending service discovery messages. For example, IEEE 802.11
beacon messages may be limited to 2300 bytes. In particular, XML strings may be
greatly reduced in size using a suitable compression technique. Any suitable

compression technique may be used, such as a hash function, e.g., the secure hash
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algorithm (SHA-1). Hash algorithms may be particularly useful because of the low
likelihood of hash collisions. Once the IE is received, it may be parsed to separate the
different portions, and the compressed portion(s) may be decompressed. If a hash
function is used to compress information, the receiving device may look up the hashed
information in a hash table to determine the decompressed information. For example,
wireless-enabled device 102 may have a hash table that associates a hashed format
idéntiﬁer with the full format information and service discovery information for the IE.

Service type 1dentifier 403 may include information that represents a type of
service, €.g., a print service, that is provided by the device. To conserve space in the IE,
service type identifier 403 may be compressed using any of the techniques discussed
above, or any other suitable technique. In one implementation, service type identifier
403 may be approximately 4 bytes in length.

UUID 404 may be a unique identifier that identifies the device. For example, a
UUID may be a permanent address associated with the device that sent the IE or the
device that provides the IE. Alternatively, a UUID may be used to identify a particular
Instance of a service across various interfaces and protocols. In some circumstances,
UUID 404 may correspond with a WS-Discovery UUID, for example. In one
implementation, UUID 404 may be approximately 16 bytes in length.

Sequence number 405 may be a number used to represent a change in the service.
If the sequence number 405 is different from the number expected by the wireless-
enabled device 102, wireless-enabled device 102 may send a message to determine more
recent information about the service. For example, a printer may indicate that the status
of the printer has changed by incrementing the sequence number 405. When queried, the
printer may respond to indicate, for example, that it is out of paper. In one
implementation, sequence number 405 may be approximately 4 by;tes in length

Security information 406 may include information that represents the type of
security required by the device. As one example, security information 406 may indicate
whether authentication and/or encryption are required, and the method(s) that should be
used. For example, a particular type of encryption and/or authentication may be required
to establish a connection with the device, e.g., layer 3 transport layer security (TLS). In
one implementation, security information 406 may be approximately 2 bytes in length.

A checksum 407 may be included to allow for error checking and reduce hash

collisions. Checksum 307 may be a CRC-32 checksum for the Format Identifier, Service
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Type Identifier, UUID and Sequence Number fields. In one implementation, checksum
407 may be approximately 4 bytes in length

The PnP ID 408 (plug-and-play identifier) may include information about a
specific software driver that 1s suitable for providing the service, .g., a driver for a
specific brand of printer. The PnP ID can be more specific about the type of service than
the service type field. A PnP-X framework may be called to authenticate the user, and to
install the required driver if it is not already installed. If no specific driver is available, a
generic driver may be used. In one implementation, PnP 1D 408 may be approximately 6
bytes in length. |

A user-friendly name 409 may be an identifier that identifies the device to a user,
e.g., “Building 3 Printer.” It is possible that user-friendly name 409 could be
compressed, for example, using a suitable ASCII compression technique. In one
implementation, user-friendly name 409 may be approximately 32 bytes in length

Address identifier 410 may include a URL for a location that can be accessed to
obtain further information about services provided by the device. For example, the URL
may point to a description page that provides information about the details of functions
performed by a printer, €.g., color printing or two-sided printing. The description page
may be present on the local device, or may be on a page accessible via the internet.
Address identifier 410 may include an IPv6 link local address and port number. In some
implementations, address identifier 410 may be between 0 and 128 bytes in length.

In another embodiment of the invention, service discovery may be provided by
enabling both active searching for services, and unprompted advertisement of services to

allow devices to passively identify them. For example, a device that requires a particular

_service may repeatedly send request messages, and a device that provides a service may

repeatedly send advertisement messages to advertise its services. Enabling both
searching for services and advertisement of services may allow either the device that
requests the service or the device that provides the service to send information to the
other device.

In one aspect of the invention, if both searching for services and advertisement of
services (active and passive service discovery) are enabled, the advertisement of services
messages may include less information about the service than a response message. For

example, a truncated IE may be sent by those devices advertising their service(s) which
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contains less information than a full-sized IE. Advertising services by sending truncated
[Es may reduce the overhead associated with repeated transmissions.

F1G. S is a diagram illustrating an example of a truncated IE 500. Truncated IE
500 may include an IE ID 401, a format identifier 402, a service type identifier 403, an
instance identifier (UUID) 404, a sequence number 405 and a checksum 407. ‘These
portions of the truncated IE may be similar to the corresponding portions of a full 1E.
Some portions of the truncated IE may be compressed using any suitable hash function.

As one example, a device providing a service may send advertisement messages
with a shortened IE, and a wireless-enabled device 102 may receive them. For example,
the IE may advertise that a device provides printing services, but may not include further
detail about the printing services.

If wireless-enabled device 102 seeks more information about the service, 1t may
then send a request message (€.g., relafing to step S202 or S302) which may be similar to
the request message discussed above, and the steps previously described with respect to
methods 200 and 300 may be performed. |

- Inresponse to receiving the request, the service providing device may send a full-
size IE, for example, in a response message as discussed above (e.g., relating to step
S204 or S306). Once the response message is received, the wireless-enabled device may
establish a connection to the device as discussed above (e.g., relating to step S208 or
S308).

In one aspect of the invention, the proximity 116 of the wireless-enabled device
102 may not necessarily be defined by the radio range of wireless-enabled device 102.
As one example, the devices may take advantage of additional ‘mechanisms provided by
the wireless protocol, e.g., UWB, for determining the distance between the devices.
Thus, the proximity 116 of the wireless-enabled device 102 may be limited to a smaller
range than the radio range. Limiting the range at which services can be discovered may
provide various benefits. For example, reducing the range may provide increased
security by making it more difficult for communications to be intercepted by unintended
recipients.

As used herein, the terms “received by a device,” and “sent by a device™ mean
that the messages may be received and/or sent wirelessly by the device itself or by a
device that is in communication with the device. The terms “received from a device™

and “sent from a device” mean that the messages may be received and/or sent wirelessly
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by the device itself or by a device that is in communication with the device. For
example, a device 102 may send wireless request messages by communicating by wire
with a WLAN access point or other device that may send a wireless request message on
behalf of the device 102.

In another embodiment, a user may desire to use a service provided by a device
that does not itself have wireless capabilities, €.g., speaker system 112. In one aspect of
the invention, discovery of services may be provided for service(s) provided by a device
that does not have wireless capabilities. For example, speaker system 112 may be in the
ﬁroximity 116 of wireless-enabled device 102, but may not be equipped to communicate
wirelessly with wireless-enabled device 102 without a connection to another device, e.g,,
access point 112. Speaker system 112 may be connected to access point 110 via another
type of connection, such as a wired connection.

A discovery of services anﬁouncement may be provided for the speaker system
112 by the access point 110. For example, the exchange of messages may proceed in a
similar manner as discussed in the above embodiments, however, wireless-enabled
device 102 may communicate wirelessly with the speaker system 112 via access point
110 rather than directly with the speaker system 112. Access point 110 may receive
messages from wireless-enabled device 102 and send the messages to the device, e.g.,

speaker system 112, via a different type of connection, e.g., a wired connection. Access

point 110 may receive messages from the device that provides the service, e.g., speaker

system 112, and send the messages wirelessly to wireless~enabled device 102. Thus,
access point 110 may convert messages from one format into another format and forward
messages to their destinations in the appropriate medium, e.g., wired or wireless.

In one aspect of the invention, access point 110 or another device may maintain a
list of devices in the proximity of the access point 110, e.g., printers in the proximity of
the access point. The devices may be connected to the access point via wired
connection. If services are advertised, access point 110 may send radio messages
advertising services for devices that are on the list. If a wireless-enabled device 102
actively searches for a particular service, the request message may be sent via the access
point by a wired connection to an appropriate device on the list. A response message

may then be sent via thé wired connection and transmitted wirelessly from the access

point to the requesting device.
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In another aspect of the invention, wireless-enabled device 102 may access wired
network 114 via access point 110. Access point 110 may exchange radio messages with
wireless-enabled device 102 to enable discovery of the services that may be provided by
the network 114 via the access point 110. Discovery of the wired network services may
be provided using any suitable technique discussed above.

Discovery of services may also be provided for a device 102 that is not wireless-
enabled. For example, a desktop computer may be connected to access point 110 via a
wired connection. The desktop computer may discover services in the proximity by
communicating with access point 110. By communicating with access point 110, the
desktop computer may discover services provided by wireless devices such as printer
104, camera 106 and PDA 108. For example, the exchange of messages may proceed
using any of the techniques discussed above, however, the wireless devices may
communicate wirelessly with access point 110 rather than directly with the device that is
not wireless-enabled, e.g., the desktop computer.

FIG. 6 1llustrates an example of a distribution of functional entities 600 of a
proximity service discovery system. However, this distribution of functionality and the

choice of entities are chosen merely by way of example, and may be different in other

embodiments.

The architecture includes four functional entities: MiniPort Driver/NIC 608, IM
Drniver 606, Autoconfig Service 604, and API Layer 602. The MiniPort Driver and NIC

608 may interface with the IM Driver 606. The IM driver 606 may interface with the

Autoconfig Service 604. The Autoconfig Service 604 may interface with the API Layer
604. One or more applications 601 may interface with the API layer.

On the device that provides a service, applications may register a specific service
IE corresponding to their service identification with the API layer 602. The API layer
602 may be able to aggregate multiple IEs from different applications to form a train of
IEs. Since the duration of an advertisement message (e.g., beacon) may be limited, the
API layer 602 may ensure that all IEs fit within the advertisement message. Additional
requests to add an IE may be rejected by the API layer 602 if they would exceed the
maximum advertisement or request message duration. Applications 601 may also de-
register an IE. The API layer 602 may perform application monitoring, i.e. if
applications 601 close without de-registering the IE, the API layer 602 may remove the

corresponding IEs from the aggregate list. It may do this by keeping an open handle to
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the application 601 upon registration. The Autoconfig service 604 may be responsible

for the connection management, i.e. association, authentication, creating and joining and

an ad hoc network.

In embodiments in which searching for particular services is enabled, the device
that provides the service may be a member of a network already or passively listening to
requests. The device may be transmitting and receiving on a preferred channel or select
any free channel in accordance with the regulatory requirements that apply to the
geographic location in which the station operates. The IM driver 606 may receive

request messages forwarded from the Miniport/NIC 608. The IM driver 606 may

:subsequently match the service IE contained in the probe request with the services

registered. Upon match, the IM driver 606 may return the probe response containing the
corresponding full service IE that matches the service IE previously registered by one of
the applications/services. Due to the timing requirements between probe request and

probe response, the matching operation may be performed in real time and thus may not

involve process switching delays.

In embodiments in which services are advertised, the Autoconfig Service 604
may create or join an ad-hoc network after an IE is registered. The IM driver 606 may
configure the beacon that is subsequently sent out by the MiniPort/NIC following the
medium access rules for the selected mode of’operation, 1.e. ad hoc, or infrastructure.

Any addition or removal of an IE at the API layer 602 may result in an update of the

beacon.

On the device that requires a service (e.g., client device), applications 601
interested in services provided in the proximity may register IEs at the API layer 602
corresponding to the services they are interested in. IEs may contain wildcards or be left

blank in case the application is interested in multiple or all services within the proximity.

If searching for services is enabled, the client device may periodically send
requests messages (¢.g., probe messages) to discover the existence of services it is
interested in. Once a service is discovered and a connection is established, the API layer
002 may instruct the IM driver 606 to stop probing for this service. To reduce the
overhead associated with “blind” probing, the IM Driver 606 may instruct the Miniport

driver 608 to send out probe requests only if networks are detected.
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Service IEs that are associated with a network may be passed to the API layer

602 following channel scans while listening for advertisement messages. The device

may monitor each channel for a certain period of time. If an IE is received, the IE may
be filtered out and passed to the API layer 602. The API layer 602 may subsequently

notify applications 601 that have registered a matching service request.

Particular implementation details of computer systems that may execute aspects
of the invention will now be described. These implementation details are provided by

way of example only, and the invention is not limited to any particular implementation.

Methods described herein, acts thereof and \}arious embodiments and variations
of these methods and acts, individually or in combination, may be defined by computer-
readable messages tangibly embodied on or more computer-readable media, for example,
non-volatile recording media, integrated circuit memory elements, or a combination
thereof. Computer readable media can be any available media that can be accessed by a
computer. By way of example, and not limitation, computer readable media may
comprise computer storage media and communication media. Computer storage media
includes volatile and nonvolatile, removable and non-removable media implemented in
any method or technology for storage of information such as computer readable
instructions, data structures, program modules or other data. Computer storage media
includes, but is not limited to, RAM, ROM, EEPROM, flash memory or other memory
technology, CD-ROM, digital versatile disks (DVD) or other optical storage, magnetic
cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices, other

types of volatile and non-volatile memory, any other medium which can be used to store

the desired information and which can accessed by a computer, and any suitable

combination of the foregoing.

Computer-readable messages embodied on one or more computer-readable media
may define instructions, for example, as part of one or more programs that, as a result of
being executed by a computer, instruct the computer to perform one or more of the
functions described herein, and/or various embodiments, variations and combinations
thereof. The computer-readable media on which such instructions are embodied may
reside on one or more of the components of any of systems described herein, may be
distributed across one or more of such components, and may be in transition
therebetween. Various aspects of the invention may be implemented in a non-

programmed environment (e.g., documents created in HTML, XML or other format that,
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when viewed in a window of a browser program, render aspects of a graphical-user
interface (GUI) or perform other functions). Various aspects of the invention may be
implemented as programmed or non-programmed elements, or any combination thereof.

The computer-readable media may be transportable such that the instructions
stored thereon can be loaded onto any suitable computer system resource to implement
the aspects of the present invention discussed herein. In addition, it should be
appreciated that the instructions stored on the computer-readable medium, described
above, are not limited to instructions embodied as part of an application program running
on a host computer. Rather, the instructions may be embodied as any type of computer
code (e.g., software or microcode) that can be employed to program a processor to
implement the above-discussed aspects of the present invention.

Various embodiments according to the invention may be implemented on one or
more computer systems. For example, various aspects of the invention may be
implemented as specialized software executing in a general-purpose computer system,
for example, on wireless-enabled device 102 and/or a peripheral device. The computer
system may include a processor connected to one or more memory devices, such as a
disk drive, memory, or other device for storing data. Memory is typically used for
storing programs and data during operation of the computer system. Components of the

computer system may be coupled by an interconnection mechanism, which may include

one or more busses (e.g., between components that are integrated within a same
machine) and/or a network (e.g., between components that reside on separate discrete
machines). The interconnection mechanism enables communications (e.g., data,
Instructions) to be exchanged between system components. The computer system also
iIncludes one or more input devices, for example, a keyboard, mouse, trackball,
microphone, touch screen, and one or more output devices, for example, a printing
device, display screen, speaker. In addition, the computer system may contain one or
more interfaces that connect the computer system to a communication network (in
addition or as an alternative to the interconnection mechanism.

Network 114 may be any suitable type of network such a local area network
(LAN),J wide area network (WAN), intranet, Internet or any combination thereof. For
illustrative purposes, a limited number of devices are shown in this example. The
devices may be coupled to the network through one or more servers, routers, proxies,

gateways, network address translation devices or any suitable combination thereof
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It should be appreciated that the invention is not limited to executing on any

particular system or group of systems. Also, it should be appreciated that the invention

1s not limited to any particular distributed architecture, network, or communication

protocol.

Having now described some embodiments of the invention, it should be apparent
to those skilled in the art that the foregoing is merely illustrative and not Iimiting, having

been presented by way of example only. Numerous modifications and other

by way of example only. In particular, although many of the examples presented herein
Involve specific combinations of method acts or system elements, it should be
understood that those acts and those elements may be combined in other ways to
accomplish the same objectives. Acfs, elements and features discussed only in
connection with one embodiment are not intended to be excluded from a similar role in
other embo dimeﬁts.

Use of ordinal terms such as “first”, “second”, “third”; etc., 1n the claims to
modify a claim element does not by itself connote any priority, precedence, or order of
one claim element over another or the temporal order in which acts of a method are
performed, but are used merely as labels to distinguish one claim element having a
certain name from another element having a same name (but for use of the ordinal term)
to distinguish the claim elements. The use of “including,” “comprising,” or “having,”
“containing,” “involving,” and variations thereof herein, is meant to encompass the items

listed thereafter and equivalents thereof as well as additional items.

What 1s claimed is:
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CLAIMS

1. An information element for wirelessly conveying information to a first
device about a service provided by a second device, prior to establishing a connection.

between the first device and the second device that is suitable for providing the service,

the information element comprising:

at least one first portion comprising information related to the service provided by

the second device; and

at least one second portion comprising information representing a service

discovery protocol used by the first device for discovering the service.

v

2. The information element of claim 1, wherein the at least one first portion

represents a type of service provided by the second device.

3. The information element of claim 1, wherein the at least one first portion

and/or the at least one second portion is in a compressed format.

4, The information element of claim 3, wherein the compressed format

comprises a hashed format.

5. The information element of claim 1, further comprising:

at least one third portion comprising information representative of a unique

identifier for the service.

6. The information element of claim 1, further comprising:

at least one third portion comprising information representative of a security

parameter required for the connection to be established.

7. The information element of claim 1, further comprising:

at least one third portion comprising information representative of a driver

suitable for providing the service.

8. The information element of claim 1, further comprising:
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at least one third portion comprising information representative of a network

location at which information related to the service can be accessed.

9. At least one computer-readable medium having computer-executable
instructions for performing steps of a method of accessing, by a first device, a service
provided by a second device that is in a proximity of first device, the method comprising:

prior to establishing a connection between the first device and the second device
that is suitable for providing the service, receiving an information element comprising
compressed information related to the service provided by the second device;

determining if the service is desired; and

establishing a connection between the first device and the second device, if the

service 1s desired.

10. The at least one computer-readable medium of claim 9, wherein the
compressed information related to the service comprises compressed information that

represents a type of the service provided by the second device.

11.  The at least one computer-readable medium of claim 9, wherein the

compressed information comprises hashed information.

12. A method of obtaining information related to a service provided by a
second device that is in a proximity of a first device, the method comprising:

prior to establishing a connection between the first device and the second device
that is suitable for providing the service, receiving an information element comprising
compressed mformation identifying a type of service discovery; and

determining, using the identified type of service discovery, information related to

the service provided by the second device.

13. The method of claim 12, wherein the identified type of service discovery

1s Web Services Discovery.
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14, The method of claim 12, wherein the compressed information identifying

the type of service discovery comprises hashed information identifying the type of

service discovery.

15. The method of claim 14, wherein the hashed information comprises

information identifying the type of service discovery, hashed using a secure hash
algorithm.

16. The method of claim 12, wherein determining information related to the
service provided by the second device comprises parsing the information element

according to an information element format associated with the identified type of service

discovery.

17. The method of claim 12, further comprising:

de-compressing the information identifying the type of service discovery.

18. The method of claim 17, wherein de-compressing the information
comprises looking up the compressed information in a hash table to determine de-

compressed information identifying the type of service discovery.

19. The method of claim 12, wherein the information element comprises a

truncated information element.

20. The method of claim 12, wherein the establishing of the connection
comprises receiving, by the first device, an association response message from the

second device indicating acceptance of the connection and agreement on at least one

connection parameter.
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