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METHODS AND APPARATUS FOR USE IN REDUCING TRAFFIC OVER
A COMMUNICATION LINK USED BY A COMPUTER NETWORK

RELATED APPLICATION
This application claims the benefit of U. S. Provisional Application No.
60/140,906, filed June 23, 1999 and entitled “Method and Procedure for
Transporting TCP/IP Datagrams Over the PWAN to Other Data Networks,”

which is incorporated herein in its entirety.

The following application, assigned to the Assignee of the current
invention, and being filed concurrently, contains material related to the
subject matter of this application, and is incorporated herein by reference:

Attorney Docket: 1999-0340A (STG204) by H. Chien et al., entitled
“Reverse Tunneling Methods and Apparatus for Use with Private Computer

Networks,” Serial No. , filed

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates generally to the fields of computer
networks, address assignment within such networks (such as those involving
dynamic host configuration protocol (DHCP) servers), and fixed wireless

systems.

2. Description of the Related Art

A private computer network, such as one found in a fixed wireless
system (FWS), involves the use of a communication link that is shared
between multiple computer devices. When the communication link is shared
amongst a large number of computer devices, communications might not

achieve a maximum high-speed rate since every communication link has a
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bandwidth that is limited. If the number of computer devices is
advantageously maximized for system efficiency, communication issues
might arise if nothing is done to enhance the performance of the shared
communication link. In a fixed wireless system, the shared communication
link is a wireless communication link between many local home networks
(each having a wireless transceiver unit) and a wireless base unit. In some
cases, bandwidth may be even more limited using a wireless communication
link than for a wired communication link. Wired communication links, on the
other hand, are burdensome with respect to installation and maintenance,
especially in geographic areas with difficult terrain.

Technologies that are related to the present iﬁvention include
conventional repeaters, bridges, and smart bridges associated with computer
networks. A repeater is basically an unintelligent signal amplifier that can be
used to extend a local area network (LAN) beyond the range of the normal
physical medium. A bridge or transparent bridge basically interconnects and
“unifies” separate LAN segments by capturing, checking for errors, storing,
and forwarding, from one side of the bridge to the other, all frames received.
Some intelligence and electronics are typically required. In addition, some
preconfiguration is typically required, especially if the bridge has more than
two ports to define what source and destination addresses are mapped from
one port to another port. A smart bridge helps to solve the problems
associated with preconfiguration. This type of bridge hears what addresses
exist on a given port’s LAN via snooping of source addresses in traffic on that
port’'s LAN. When the address is a destination of traffic seen on another port,
the bridge knows that it must be exercised to get traffic on the other port into
the LAN on which the destination address is known to exist.

What are needed are methods and apparatus for reducing traffic over a
communication link used by a computer network, such as a computer
network in a fixed wireless system. Similarly, what are needed are methods
and apparatus for controlling the use of resources in a computer network,

such as a computer network in a fixed wireless system.
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SUMMARY OF THE INVENTION

Methods and apparatus for use in reducing traffic over a
communication link used by a computer network are described. One method
includes the steps of monitoring, at a gateway, communications involving
address assignment between an address-assigning computer device and one
or more computer devices; storing, at the gateway, at least one computer
device identifier corresponding to at least one computer device that was
assigned an address by the address-assigning computer device; receiving, at
the gateway, traffic associated with a first computer device of the one or more
computer devices; identifying, at the gateway using the at least one computer
device identifier, that the first computer device is one that was assigned an
address by the address-assigning computer device; transmitting, from the
gateway over the communication link, traffic associated with the first
computer device based on identifying that it was assigned an address by the
address-assigning computer device; receiving, at the gateway, traffic
associated with a second computer device of the one or more computer
devices; failing to identify, at the gateway using the at least one computer
device identifier, that the second computer device is one that was assigned an
address by the address-assigning computer device; and inhibiting
transmission, from the gateway over the communication link, traffic
associated with the second computer device based on failing to identify that it
was assigned an address by the address-assigning computer device.

Other methods and apparatus for controlling the use of resources in a
computer network are also described. A preferred method here involves the
steps of receiving, at an address-assigning computer device, an address
request from a computer device of a local computer network; reading, at the
address-assigning computer device, subscription data associated with the
computer device, the subscription data including data indicative of a
maximum allowable number of addresses for simultaneous use by the local
computer network; and determining, at the address-assigning computer

device, whether to assign an address to the computer device based on the
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maximum allowable number of addresses and an actual number of addresses
simultaneously assigned to the local computer network. This method may
include the further steps of assigning an address to the computer device if it is
determined that the actual number of addresses is less than the maximum
allowable number of addresses, and/or declining to assign an address to the
computer device if it is determined that the actual number of addresses is
equal to the maximum allowable number of addresses.

A computer network involving another aspect of the present invention
includes a plurality of gateway devices and a service-providing network
including one or more servers. Each gateway device is coupled to one or
more computer devices associated with the device. The plurality of gateway
devices and the service-providing network are operative to communicate
over a communication link. Each gateway device is operative for receiving
traffic from a computer device; masking a destination address of the traffic
with a mask which allows addressing to the service providing network but
disallows direct addressing to computer devices associated with the plurality
of gateway devices; and transmitting, over the communication link, traffic
addressed to the service providing network. This method includes the further
steps of not transmitting, over the communication link, traffic addressed to
the computer devices associated with the plurality of gateway devices.
Preferably, the computer network is part of a fixed wireless system which
includes a wireless base unit coupled to the service providing network and to
the plurality of gateway devices via a wireless communication link.

Finally, a method for use in facilitating communication in a computer
network involving one or more computer devices coupled to a gateway is
also described herein. The method involves monitoring, at the gateway,
communications involving address assignment between an address-assigning
computer device and a computer device; identifying, from the
communications involving the address assignment, a physical address of the
computer device and an address that was assigned to the computer device by
the address-assigning computer device; and storing, at the gateway, an

association between the physical address and the assigned address. The
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method may include the further steps of receiving, at the gateway, traffic
having the same address that was assigned to the computer device; and
sending, from the gateway, the traffic to the computer device based on the
stored association. In the detailed embodiment, the computer device is a
personal computer (PC), the address-assigning computer device is a dynamic
host configuration protocol (DHCP) type server, the physical address is a
Medium Access Channel (MAC) address, and the address assigned is an IP
address. The gateway may be a wireless transceiver of a fixed wireless

system.
BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is an illustrative representation of a private computer network

which embodies the present invention;

FIG. 2 is an illustrative representation of another private computer
network which embodies the present invention, including a fixed wireless

system;

FIG. 3 is a flowchart describing a method for use in reducing traffic

over a communication link used by the computer network of FIG. 1 or FIG. 2;

FIG. 4 is a flowchart describing a method for use in controlling the use

of resources in the computer network of FIG. 1 or FIG. 2;

FIG. 5 is an illustrative representation of more detailed structure and

functionality in the fixed wireless system of FIG. 2;

FIG. 6 is an illustrative representation of more detailed structure and

functionality of the local resources of the fixed wireless system of FIG. 2;



10

15

20

25

30

WO 00/79733 PCT/US00/16424

6

FIG. 7 is a flowchart describing a method employed by a remote unit

(RU) for Ethernet frame filtering;

FIG. 8 is a flowchart describing a method employed by the RU for

airlink frame processing;

FIG. 9 is an illustrative representation of a format of an Address
Resolution Protocol (ARP) message used for Internet to Ethernet address
resolution;

FIG. 10 is an illustrative representation of a format of an ARP entry;

FIG. 11 is an illustrative representation of a format of an Internet

Control Message Protocol (ICMP) echo request and reply;

FIG. 12 is an illustrative representation of a format of an IP datagram

header;

FIG. 13 is an illustrative representation of more detailed structure and

functionality of a base unit of the fixed wireless system of FIG. 2;

FIG. 14 is an illustrative representation of an IP numbering architecture

for use in connection with the fixed wireless system of FIG. 2; and

FIG. 15 is an example of a user address space deployment and
migration strategy for use in connection with the fixed wireless system of FIG.
2.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

FIG. 1 is an illustrative representation of a private computer network

100 which embodies the present invention. Private computer network 100
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includes a plurality of local networks 102, such as local networks 104, 106, and
108. Each one of local networks 102 includes one or more computer devices.
For example, local network 104 includes a personal computer (PC) 128 and a
computer device 130; local network 106 includes a PC 132, a PC 136, and a
computer device 138; and local network 108 includes a PC 140, a PC 142, a PC
144, a computer device 146, and a computer device 148. The PCs have access
to the Internet 120. Although shown only as PCs and computer devices, the
computer devices may be laptop computers, cordless or cellular telephones,
personal digital assistants (PDAs), home appliances, etc.

Each one of local networks 102 is coupled to local resources 118 via a
communication link 116. Local resources 118 may be referred to as a service-
providing site. A gateway device 110-114 is provided between each one of
local networks 102 and communication link 116. Each one of the gateway
devices is operative to receive traffic from its associated local network, and
either transmit or inhibit transmission of such traffic over communication link
116. In the preferred embodiment, communication link 116 is a wireless
communication link and the gateways include wireless transceivers.

As shown in FIG. 1, local resources 118 include one or more servers
122, which may include database servers, Web servers, etc. Local resources
118 also include an address-assigning computer device 124 having access to
one or more databases 126. Database 126 includes a pool of private addresses
for dynamic assignment to computer devices of local networks 102. In
addition, database 126 includes a plurality of subscription data associated
with local networks 102. More particularly, each one of local networks 102
has its own subscription data that describes features and/or restrictions
associated with its use of private computer network 100. One restriction in
the subscription data for each local network includes data indicative of a
maximum allowable number of addresses for simultaneous use by the local
network. This information is used by addressing assigning computer device
124 to assign or prohibit assignment of addresses to PCs in local networks
102.

PCT/US00/16424
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Referring ahead to FIG. 3, a flowchart describing a method for use in
reducing traffic over a communication link used by a computer network is
shown. Beginning at a start block 302, a gateway device monitors
communications involving address assignment between an address-assigning
computer device and the computer devices (step 304). The gateway device
stores computer device identifiers corresponding to computer devices that
were assigned addresses by the address-assigning computer device (step 306).
The following steps are repeatedly performed by the gateway device at
substantially the same time as the previously described steps 304 and 306.
The gateway device receives traffic from a first computer device of the
computer devices (step 308) and identifies, using the éomputer device
identifiers, that the first computer device is one that was assigned an address
by the address-assigning computer device (step 310). The first computer
device may be, for example, PC 132 of FIG. 1. The gateway device transmits,
over the communication link, traffic from the first computer device based on
identifying that it was assigned an address by the address-assigning
computer device (step 312).

On the other hand, the gateway device receives traffic from a second
computer device of the computer devices (step 314) and fails to identify, using
the computer device identifiers, that the second computer device is one that
was assigned an address by the address-assigning computer device (step 316).
The second computer device may be, for example, computer device 138 of
FIG. 1, which may be a printer, scanner, etc. The gateway device inhibits
transmission, over the communication link, traffic from the second computer
device based on failing to identify that it was assigned an address by the
address-assigning computer device (step 318).

Each computer device identifier stored and utilized by the gateway
device may be, as examples, the physical address of the computer device (e.g.,
its MAC address), or the private address that was actually assigned to the
computer device by the address-assigning computer device (e.g., its private IP
address). The stored address is compared to a source address in the

communication traffic. The communication link may be, for example, a
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wireless communication link. The address-assigning computer device may
be, for example, a DHCP server.

As described, a gateway device may monitor source addresses of
communication traffic to allow or prohibit that traffic from being broadcast
over the communication link. Preferably, the gateway device monitors
destination addresses of the communication traffic as well. In one preferred
method, the gateway device disallows direct communication from one local
network (e.g., local network 106 of FIG. 1) to all other local networks (e.g.,
local network 108 of FIG. 1). This is done, for example, by employing a
routing filter at the gateway device configured in accordance with the
addresses assigned for use in local resources 118, passing only that traffic
destined to addresses in local resources 118.

Each gateway device may monitor communications involving address
assignment for additional advantageous reasons. In another method, the
gateway device identifies communications involving address assignment and
stores, in memory, a mapping between each physical address (e.g.,, MAC
address) of each computer device and its assigned address (e.g., private IP
address). The physical and IP address relation is contained in one or more
messages of such communications. When receiving subsequent traffic for a
computer device, the gateway device identifies the destination address, looks
up the physical address associated therewith in the stored mapping, and
forwards the traffic to the computer device using that physical address. Thus,
another benefit from monitoring on the address-assigning exchange is the
ability to build an “ARP” table at the gateway device, which allows the
gateway device to send IP packets to the computer devices without needing
to perform conventional “ARPing” to first identify the corresponding
physical address.

Referring ahead to FIG. 4, a flowchart describing a method for use in
controlling the use of resources in a computer network is shown. This
method describes an aspect of the communications involving address
assignment between the address-assigning computer device and the

computer devices, such as those communications described in relation to step
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304 in FIG. 3. Beginning at a start block 402, an address-assigning computer
device receives an address request from a computer device of a local network
(step 404). In response to receiving the request, the address-assigning
computer device reads subscription data associated with the computer device
(step 406). As described above, the subscription data includes data indicative
of a maximum allowable number of addresses for simultaneous use by the
local network. The address-assigning computer device determines whether to
assign an address to the computer device based on the maximum allowable
number of addresses and an actual number of addresses simultaneously
assigned to the local network (step 408). The flowchart ends at a finish block
410, but the method may repeat for future requests. |

For step 408, the address-assigning computer device assigns an address
to a computer device if it is determined that the actual number of addresses is
less than the maximum allowable number of addresses. Referring back to
FIG. 1, for example, the maximum allowable number of addresses for local
network 104 may be one. In this case, if PC 128 requests an address from
address-assigning computer device 124, an address should be assigned
assuming that no other computer devices in local network 104 have been
assigned addresses. On the other hand, the address-assigning computer
device declines to assign an address to a computer device if it is determined
that the actual number of addresses is equal to the maximum allowable
number of addresses in step 408. Referring back to FIG. 1, for example, the
maximum allowable number of addresses for local network 108 may be two.
In this case, if PC 144 requests an address from address-assigning computer
device 124, it should not be assigned an address if computer devices 140 and
142 have already been assigned addresses. This does not necessarily
completely prohibit computer device 144 from using local resources 118, since
addresses may be de-assigned from computer devices in local network 106
upon, for example, disconnection or power off. For this method, addresses
may be dynamically assigned to computer devices or be fixed based on a
predetermined relationship between the addresses and physical addresses of

the computer devices.
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Any suitable maximum number of simultaneous addresses may be
indicated in the subscription data for each local network. For example, the
maximum could be two addresses, eight addresses, etc. In addition, the
subscription for each local network may be unique and have a corresponding
cost associated therewith. Thus, resource use in computer network 100 may
be advantageously controlled. The methods described in relation to FIGs. 3
and 4 may be employed in connection with FIG. 1, and are even further
advantageous in connection with a wireless communication link as described
in relation to the fixed wireless system in FIG. 2.

Referring back to FIG. 2, an illustrative representation of a computer
system 200 having a private computer network involving a fixed wireless
system 202 is shown. Fixed wireless system 202 may be referred to as a
“Digital Broadband” system. This computer system similarly embodies the
present invention as described in relation to FIGs. 1, 3, and 4. Fixed wireless
system 202 involves a plurality of residences 204, including residences 206-
210. For example, residence 206 has a computer device 212; residence 208 has
a computer device 214 and a computer device 216; and residence 210 has a
computer device 218, a computer device 220, and a computer device 222,

Fixed wireless system 202 includes a plurality of remote units (RUs)
224, which are and may be referred to as wireless transceiver units. Each one
of residences 204 includes a remote unit; for example, residence 206 has
computer device 212 coupled to a remote unit 226, residence 208 has
computer devices 214 and 216 coupled to a remote unit 228, and residence 210
has computer devices 218, 220, and 222 coupled to a remote unit 230.
Although shown only as PCs and computer devices, the computer devices
may be laptop computers, cordless or cellular telephones, personal digital
assistants (PDAs), home appliances, etc.

Remote units 224 serve as the gateways as described in relation to FIG.
1. As indicated in FIG. 2, remote units 224 communicate with a base unit 232
via a wireless communication link. A plurality of other base units which
serve other remote units are involved as well, such as a base unit 234 and its

associated remote units. Base unit 232, as well as other base units such as base
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unit 234, are coupled to a service node 236 (i.e., local network resources).
Service node 236 includes an access router 242, a tunnel server 240, a dynamic
host configuration protocol (DHCP) server 246, and a Web server 248. Base
unit 232 is more particularly coupled to access router 242, which is in turn
coupled to an access port of tunnel server 240. Access router 242 is also
coupled to DHCP server 246 and Web server 248. The fixed wireless system,
which includes service node 236, is a private network that utilizes private IP
addresses.

DHCP server 246 is one type of address-assigning device. DHCP
server 246 is operative to dynamically assign private IP addresses as
necessary to computer devices within residences 204. The private addresses
utilized may include addresses within the range of 10.0.0.0 - 10.255.255.255.
Access router 242 is operative to receive IP packets from remote units 224
through base unit 232, and route them to either private resources (e.g., Web
server 248) or to public resources (e.g., ISP 238 for the Internet) through
tunnel server 240.

Tunnel server 240 may be a conventional Network Access Server
(NAS). As indicated, tunnel server 240 has its access port coupled to access
router 242 and a resource port coupled to ISP 238. If PC 214 wishes to
communicate with server 252 over the Internet, it invokes a request to tunnel
server 240. The request is sent through remote unit 228, base unit 232, and
access router 242. In response, tunnel server 240 establishes an IP tunnel for
communication therebetween. An IP tunnel 250 is represented in FIG. 2 by
dashed lines, having terminal points at remote unit 228 and tunnel server 240.
For outbound communication (from PC 214 to tunnel server 240 to server
252), tunnel operation for remote unit 228 involves wrapping the appropriate
public IP addresses with private IP addresses for communication within the
private computer network, and tunnel operation at tunnel server 240 involves
unwrapping the public IP addresses from within the private IP addresses for
communication to server 252. For inbound communication (from server 252
to tunnel server 240 to remote unit 228), tunnel operation at tunnel server 240

involves wrapping the incoming public IP addresses with the private IP
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addresses for communication within the private computer network, and
tunnel operation for remote unit 228 involves unwrapping the incoming
private IP addresses to reveal the underlying public IP addresses. Although
some tunnel operations are described as being performed by remote unit 228,
these operations may be performed by the PCs as well.

Remote units 224 function as do the gateways of FIG. 1, as described in
relation to FIG. 3. Remote unit 228, for example, monitors communications
involving address assignment between DHCP server 246 and the computer
devices 214 and 216, and stores computer device identifiers corresponding to
computer devices that were assigned addresses by DHCP server 246. So, for
example, remote unit 228 receives traffic from PC 214 and may identify, using
the stored computer device identifiers, that PC 214 is one that was assigned
an address by DHCP server 246. Remote unit 228 therefore transmits, over
the wireless communication link, traffic from PC 214 based on identifying that
it was assigned an address by DHCP server 246. On the other hand, remote
unit 228 receives traffic associated with computer device 216, fails to identify
that computer device 216 is one that was assigned an address by DHCP server
246, and inhibits transmission of traffic associated with computer device 214
based on failing to identify that it was assigned an address by DHCP server
246.

Preferably, remote unit 228 (as well as the others) monitors destination
addresses of the communication traffic as well. More particularly, remote
unit 228 disallows direct residence-to-residence communication, i.e., from
residence 206 to residences 208 and 210. This is done, for example, by
employing a routing filter at the remote unit that is configured in accordance
with the addresses assigned for use in service node 236 which passes only that
traffic destined to addresses in service node 236.

Remote unit 228 (as well as the others) monitors communications
involving address assignment between DHCP server 246 and the computer
devices for additional advantageous reasons. Remote unit 228 identifies
communications involving address assignment and stores, in memory, a

mapping between each physical address (e.g, MAC address) of each
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computer device and its assigned address (e.g., private IP address). The
physical and private address relation is contained in one or more messages of
such communications. When receiving subsequent traffic for a computer
device, remote unit 228 identifies the destination address, looks up the
physical address associated therewith in the stored mapping, and forwards
the traffic to the computer device using that physical address. Thus, another
benefit from monitoring the DHCP exchange is the ability to build an ARP
table at the remote unit, which allows the remote unit to send IP packets to
the computer devices without needing to perform conventional ARPing to
identify the corresponding MAC address. Because the DHCP exchange
identifies the relationship between destination PC IP addrésses in the home
and the corresponding PC MAC address, a remote unit can forego the
implementation of conventional ARP software and look directly to previously
observed PC-to-MAC information in the DHCP exchanges to properly set the
MAC address of the IP packet heading to the PC.

Base unit 232, as well as the other base units in fixed wireless system
202, also utilizes special methods to facilitate proper communication. Base
unit 232 communicates traffic to and from multiple computer devices in
multiple residences and service node 236. Traffic from remote units 224 is
forwarded by base unit 232 (“IP Forwarding”) to its appropriate address
destinations. On the other hand, traffic from service node 236 to the
computer devices (“IP Switching”) is handled differently. Base unit 232 has a
routing table in memory which maps unique addresses of the computer
devices to network addresses (i.e., local network addresses, or residence
addresses). Each network address is unique to each network served by base
unit 232. Upon receiving traffic destined to one of the computer devices, base
unit 232 identifies the network address associated therewith and transmits a
broadcast message having the network address. Only the receiver unit
associated with that network address receives and forwards traffic associated
therewith to its associated computer devices.

What is now described are even further details for implementing such

a system as one skilled in the art will readily appreciate. FIG. 5 is an
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illustrative representation of more detailed structure and functionality in the
fixed wireless system of FIG. 2. The fixed wireless system (FWS) high speed
data (HSD) infrastructure is comprised of four major components and three
interfaces that allow the transport of the data from hosts at a user’s home to
an Internet Service Provider (ISP) of choice for Internet access. The four major
components of the HSD infrastructure are a Home Phoneline Networking
Alliance (HPNA) Interface Adapter 502 on the PC, a transceiver unit referred
to as a remote unit (RU) 504, a base 506, and a data service node (DSN) 508.
Connecting these components together are the three interfaces - a Home
(H)-interface 510 that connects the PCs to the RU 504; an airlink (A)-interface
512 between RU 504 and base 506; and a Network (N)-interface 514 that links
the base 506 to the router on the DSN 508. Although HPNA is preferably
used, any suitable home networking technology with an Ethernet appearance
which integrates well with the features of DHCP could be utilized. Such
technologies follow the Ethernet signaling protocol and MAC/IP addressing
formats which allow them to coexist with DHCP advantageously.

The RU 504 serves as the gateway of a home local area network
(HLAN) subnet; the base 506 performs the switching function between the RU
504 and the router on the DSN 508. More generally, the RU 504 has three
goals to achieve. The first goal is to facilitate the proper communication
protocol needed to relay IP packets between the home nodes and the FWS
infrastructure. The second goal is to prevent the airlink from carrying
superfluous traffic. Lastly, the RU 504 needs to ensure the security of the
network.

FIG. 6 is an illustrative representation of more detailed structure and
functionality of a service site (DSN 508 of FIG. 5) of the fixed wireless system.
The DSN 508 connects the HSD infrastructure to the public Internet. It
maintains several servers and databases to make the IP infrastructure
possible. The DSN 508 contains one router that routes between the base 506
and the interface to the Internet or Internet Service Provider (ISP). The router
should have a LAN interface that connects to a DHCP server 602. The router
function is split into two parts, an Access Router (AR) 604 that gets traffic

PCT/US00/16424
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from the Bases, and Border Router (BR) 606 that connects to the ISPs. The AR
604 is the interface between DSN 508 and base 506; the BR 606 is the interface
between DSN 508 and the ISPs. AR 604 performs the access concentration
function and routes the packets to the servers and/or the BR 606 on the DSN
508 whereas the BR 606 performs normal routing and filtering functions to
direct the user traffic to/from different ISPs. The DSN 508 should also
contain DHCP server 602 to perform IP address and PC configuration
management.

In the HSD architecture, the DHCP server 602 assigns the IP address
and the local configuration parameters based on the bootstrap protocol
(BOOTP) relay agent IP address and the network it is representing. More
particularly, if the DHCPDISCOVER message contains a giaddr value (i.e., the
client is not on the same LAN segment as the server), the server uses a giaddr
value (the IP address) to go over the list of the networks that it is responsible
for. If the search fails, it should ignore the request. If the search is successful,
it selects an unused IP address along with the configuration parameters for
that local network and returns the offer back to the relay agent. The selection
of the IP address could be static or dynamic. That is, the association between
the MAC address and the IP address could be fixed (static) so that the same
PC client always gets the same IP address. Otherwise, the selection is
dynamic. Table1 is an example of part of the DHCP network table on a
Solaris 2.6, UNIX system.

Table 1. DHCP Network Table

Name Type Value

angel m Include=Locale:Timeserv=10.255.254.2:LeaseTim=8640
0:LeaseNeg:MTU=576:Subnet=255.0.0.0:Broadcst=10.25
5.255.255:

In this example, what is defined is a profile name “angel” that
represents the local configuration parameter.  The profile contains

information that server includes in the response sent back to the client. In this



10

15

20

25

30

WO 00/79733

17

case, since the subnet mask is 255.0.0.0, the client treats the entire Net 10 as a
flat network, including the servers on the DSN 508. The RU acts as a relay
agent for DHCP requests. Notice that since the RU proxy-ARPs (Address
Resolution Protocol) for the entire HSD infrastructure and the only traffic
going out of the HLAN is destined to the infrastructure including the tunnel
server, there is no need for the DHCP server 602 to send the Router option
back to the client to configure the default gateway. The PC simply sends out
the ARP request for the IP address of the server because the address range for
the HSD infrastructure, 10.255.254.0/23, is considered on the same physical
LAN when the client is configured, with the mask 255.0.0.0. ’

As apparent, the subnet mask 255.0.0.0 causes the entire 10 net to be
viewed as one subnet, with PC’s assigned to anywhere in the lower portion of
10 and the servers in the higher portion of 10. This causes the PC to ARP for
anything in the 10 network and the RU responds to anything in the 10 net. In
another variation, user subnets may be allocated from a point that is
somewhere above the lowest possible 10.0.0.0 address. For example, if user
subnets were to start by definition from 10.128.0.0 and upward, and with the
highest addresses reserved for DSN infrastructure, then the subnet in which
the PC’s and DSN co-exist can still be viewed as a contiguous block from
10.128.0.0 through 10.255.255.255. That being so, a subnet mask can be
assigned by DHCP that is more selective (not inclusive of all addresses down
to 10.0.0.0) and causes the PC to ARP for only the addresses in that range,
thereby freeing the lower half of the 10 net for other potential uses by the PC
or in the home LAN. Thus, the use of other specific settings in the DHCP-
assigned settings sent to the PC would result in behaviors familiar to those
skilled in the art.

There are also host tables created, one for each HLAN. One typical
example on a Solaris implementation is given in Table 2 below. When a
DHCP request arrives, the server uses the relay agent IP address to figure out
which subnet the request came from. For example, if the giaddr (router IP) is
10.6.1.1, the server uses the subnet mask information from “/etc/netmasks,”

which has the value of 255.255.255.248 pre-configured for Net 10. (Note that
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“/etc/netmasks” is the complete path to the filename in a typical Unix system
where the network address masks are typically stored.) In this case, the
subnet for the request is 10.6.1.0. The server uses the DHCP Network
database with the name “10.6.1.0 for the IP address assignment.

If the DHCP request is for renewal, the source IP address (PC IP) is
used along with the netmask to locate the DHCP Network database. For
example, if the PC IP is 10.6.1.2, by masking 10.6.1.2 with the subnet mask
(255.255.255.248), the server knows that the request comes from the subnet
10.6.1.0; subsequently, the associated DHCP network database is used for
extending the lease. An example of the IP address table for network 10.6.1.0 is

shown in Table 2.

Table 2. DHCP Network Database for Network 10.6.1.0

Client ID (MAC) Flags | ClientIP - Server IP Lease Macro
010080C881FB55 0 10.6.1.2 10.255.254.2 879835356 angel
0100C023698087 0 10.6.1.3 10.255.254.2 879809556 angel
0100C02369807B 0 10.6.1.4 10.255.254.2 881954992 angel
01080007818B51 0 10.6.1.5 10.255.254.2 879365458 angel
01080307435567 0 10.6.1.6 10.255.254.2 879364411 angel

Table 2 only shows five usable addresses (the host addresses that have all
zeros and all ones are not available). As demonstrated here, the first field of
each entry is the MAC address of the device that uses the IP address. The
second field defines the use of the IP address. It is a bitmap value where a ‘0’
indicates that the address is available for DHCP allocation, and a ‘3’ indicates
that the address is a permanent (no lease expiration) and manual (cannot be
assigned) address. The third field indicates the IP address itself. The fourth
field shows the IP address of the DHCP server. The fifth field is the lease
expiration time stamp (a negative one, -1, means never expires). The last field

indicates the profile name for the local configuration parameters to use.
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In summary, the DHCP needs the provisioning of the following data:
(1) Standard RU subnet tables. Each table contains five IP addresses. The first
subnet starts from 10.0.0.0 and ends 10.108.255.248. If the Expanded RU
subnet is not used, one can continue the use of the first half from 10.109.0.0 to
10.127.255.248 and extend to the second half of the Net 10 (from 10.128.0.0 to
10.191.255.248).  Therefore the total number of standard tables to be
provisioned is either 737,280 or 1.5 M. (2) (Optional) Expanded RU subnet
tables. Each table contains 13 IP addresses. The subnet starts from 10.128.0.0
and ends 10.223.255.240. The total number of this Expanded subnet to be
provisioned is 368,640. (3) Globally, the Subnet Mask, the Broadcast Address,
the Lease Time, and the DHCP Server IP Addresses. |

Provisional Parameters. Each RU is preconfigured with a HPNA
device MAC address (as part of the HPNA chipset setting on the RU). In
addition, the RU are provisioned with the RU IP address, the home LAN

subnet mask, DHCP Helper IP address, HSD Infrastructure network address,
and the HSD network subnet mask. The RU proxies all the requests to the
HSD infrastructure servers, represented by the HSD infrastructure network
address and its associated mask. In this design, the IP address for the RU is
the first IP address from the home LAN subnet. The subnet masks are used
by the RU to speed up the ARP table lookup for both the routing (traffic
coming from the airlink) and the filtering (traffic coming from the HSD
HLAN) purposes.

Ethernet Frame Filtering. The HPNA Ethernet controller on the RU is

instructed to deliver only three types of MAC frames to the RU processor --
physical (unicast) address frame, group (multicast) address frame, and the
broadcast address frame. The physical address is programmed into the
HPNA chipset. Multicast address framing recognition and filtering is needed
if IP multicast is supported.

FIG. 7 is a flowchart describing a method that the RU processor
executes to perform Ethernet frame filtering for packets arriving from the
HLAN. The processing begins at a start block 702, which is labeled “Ethernet
Frame Filtering.” (1) If the frame is a broadcast frame, check the EtherType to
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see if the frame is an ARP request. If the frame is an ARP frame (EtherType
0x0806), proceed to perform ARP (Broadcast) Processing. If the frame is an IP
datagram (EtherType 0x0800) of user datagram protocol (UDP) (Prot=17) with
Dest Port 67 (BOOTPS), proceed to perform DHCP Processing. Everything
else is dropped. (2) If the frame is a unicast frame (RU MAC physical
address), check whether it is an IP datagram. If not, drop the frame. If yes,
check whether it is UDP with port 67. If yes proceed to perform DHCP
Processing (Unicast). If not, check whether the destination IP is the RU IP. If
yes, check whether this is an Internet Control Message Protocol (ICMP)
message (Prot=l). If it is an ICMP type 8 (echo request) message, perform
ICMP Echo Processing. Otherwise, proceed to perform Uniéast [P Processing.
(3) Multicast frames are not processed and therefore are dropped.

Airlink Packets Filtering. FIG. 8 is a flowchart describing a method

that the RU executes to perform airlink packet filtering. IP packets from the
airlink side also need the filtering process before the RU relays the packets to
the desired PC on the HLAN. The method begins at a start block 802, labeled
“Airlink Frame Processing.” (1) RU first checks if the destination IP address
matches the RU IP address. If it matches, proceed to Step 2, else proceed to
Step 3. (2) Check the type of IP packet. If it is of type ICMP type 8, proceed to
perform ICMP Echo Processing. If the type is BOOTP (UDP with destination
port 67, BOOTPS), proceed to perform DHCP processing. Everything else is
dropped. (3) Proceed to perform Unicast IP Processing for forwarding the IP
datagram.

ARP (Broadcast) Processing. ARP is a mechanism used by the network

devices to determine the physical (MAC) addresses based on the IP address.
This is always sent in the broadcast mode and from the home LAN. FIG. 9
shows the ARP format 902. Field HARDWARE specifies a hardware interface
type for which the sender seeks an answer; it is 1 for Ethernet. Field
OPERATION specifies an ARP request (1) or an ARP response (2). Fields
HLEN and PLEN allow ARP to be used with arbitrary networks since they
specify the length of the physical hardware address and the length of the
protocol address. In this case, the HLEN is 6 and PLEN is 4. The sender
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supplies its hardware address and the IP address in fields SENDER HA and
SENDER IA. When making a request (OPERATION=1), the sender also
supplies the target IP address in TARGET IA field. A response (i.e.,
OPERATION=2) carries both the target machine’s hardware and IP address in
TARGET HA and TARGET IA fields.

When the RU sees the ARP request, it checks if the TARGET IA
matches its IP (RU IP) address or falls into the HSD infrastructure network
range. If it matches one of the conditions, the RU constructs an ARP response
by filling in its hardware address in the TARGET HA, swapping the two
sender addresses with the two target addresses, setting the OPERATION to 2,
and sending the reply out. It also updates the ARP‘ table using the
information provided by the ARP request in addition to the learning from
observing DHCP activity (described later below). As previously described,
this could also be accomplished by applying a suitable mask to identify a
desired higher range of infrastructure addresses as one ordinarily skilled in
the art will appreciate.

Learning from the ARP allows the user to manually configure a home
appliance which does not support DHCP mechanism. This is also needed in
case the RU loses the ARP table due to any failures while the PC is still up and
running. Otherwise, the RU can only re-acquire the IP address to MAC
address mapping by observing the four-phase DHCP activity. Building the
ARP entry by learning from the ARP requests from the PCs therefore speeds
up recovery process in case of the RU failure, since the normal ARP cache on
the PC times out periodically so that the PC always sends out an ARP request
to resolve the RU IP address every few minutes. Also note that the
information carried in the DHCP negotiation should preempt the learning
from the ARP request.

DHCP/BOOTP Relay (Broad-/Unicast) Processing - ARP_Table

Learning. The RU performs the BOOTP Relay Agent function as defined in
Request For Comments (RFC)-1542 to allow the BOOTP/DHCP message
exchanges between the clients and the server(s) not residing on the same IP

subnet. Since the BOOTP relay agent is not simply forwarding the messages -
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a distinction from the router function - it may be thought to receive
BOOTP/DHCP messages as a final destination and then generate new
BOOTP/DHCP messages consequently. As an added value to relaying the
BOOTP messages, the RU uses the content of the ‘chaddr’ and ‘yiaddr’ fields
to create an ARP-table entry in exactly the same way the normal ARP protocol
would have. This saves the development of the ARP protocol on the RU to
perform the PC IP address to hardware address translation. As described
earlier above, the DHCP processes involved in the HSD are limited to the
initial client request and the client renewing the request. The following
description relates to the process performed by the RU in serving the role as a
DHCP relay agent and building the ARP table based on the ‘chaddr’ and
'yiaddr’ fields learned in relaying the DHCP messages.

DHCP Received From Home LAN. If the message arrives in broadcast
mode, insert the RU IP address as the giaddr without altering anything else in
the original DHCP message. The RU should reconstruct the UDP by using
RU IP as the source IP and DHCP server IP as the destination IP. Both the
source and destination ports should be set to 67 (BOOTP Server port). Once
the relay message is constructed, the RU forwards it to the airlink stack for
further processing. The UDP checksum also needs to be re-computed as
specified in RFC-768. If the message arrives in the unicast mode, the IP
unicast address must be the DHCP server IP address. The RU is not required
to perform such check. Nevertheless, this check may be desirable to filter out
erroneous DHCP unicast requests to conserve the airlink resource. The RU
should forward every unicast DHCP message to the airlink stack. With
respect to “ARP Learning” -- if the DHCP message is a DHCPDECLINE
message (Message Type 4) or a DHCPRELEASE (Type 7), the RU should
remove the corresponding ARP entry from the table and forward the message
to the airlink.

DHCP Received From Airlink. If the message is sent to the RU IP
address, the RU should change the UDP header so that the source IP is the RU
IP and the destination IP is the client IP specified in the yiaddr field. The RU
may check the MSB of the flags field to see whether the broadcast flag is set or

PCT/US00/16424



10

15

20

25

30

WO 00/79733

PCT/US00/16424
23

not. If this flag is set, the destination IP address should be set to
255.255.255.255 (broadcast). (Per RFC-1542, the use of the broadcast should be
discouraged, and the RU can ignore the flag and also assume the unicast
mode.) The RU then uses the client MAC address contained in the chaddr
field to construct the Ethernet header. With respect to ARP learning, the RU
should also check whether the message is a DHCPACK message and refresh
the ARP table. (To increase the process efficiency, the RU may elect not to
check the MsgType option and act upon any DHCP message addressed to the
RU.  This includes both the DHCPOFFER and DHCPACK messages.
Although two ARP updates are done per initial DHCP request, this removes
the need for the RU to scan through every DHCP optibn to locate the
MsgType option.) The RU looks up the ARP table based on the yiaddr value.
If the entry does not exist already, the RU should create an entry that maps
the IP address to the MAC address specified by the chaddrr field. FIG. 10
depicts an ARP entry format 1002 that is preferred. The optional Reserved
field can be used for anything from access control to priority treatment in the
future. If the entry exists already, the RU updates the ARP entry with the
MAC address specified in the current chaddrr field. This is to guarantee that
the RU has the up-to-date ARP entry even if the IP address is assigned to a
different device when every other mechanism failed (e.g., lease expiration,
proper lease release, etc.) If the DHCP message is sent to a PC, the RU would
have processed the packet by following the unicast to non-RU address logic.
If the ARP entry does not already exist, RU silently discards the message.
There is no need for ARP learning in this scenario.

ICMP Echo Request (Unicast) Processing. Since the RU is not required

to initiate the ICMP echo-request, every ICMP message destined to an RU (a
unicast from either side of the network) must be an ICMP echo-request. That
is, the RU should not see any echo-reply as a response to the echo-request; if it
does, the RU should silently ignore the ICMP echo-reply messages addressed
to its IP address. A format 1102 of ICMP message for echo request and reply
is shown in FIG. 11. As described previously, the TYPE field indicates the
Echo type, 0 for reply and 8 for request. CHECKSUM is computed the same
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way as the IP header checksum generation (described below) and it should be
computed over the entire ICMP message. When the RU receives an echo
request, it performs the ICMP checksum check to verify packet integrity. If
the check fails, no reply should be generated. The IDENTIFIER, the
SEQUENCE NUMBER, and the OPTIONAL DATA fields should be copied as
is in the reply message.

The following is a description of the steps needed to construct an ICMP
echo reply. (1) IP header generation (refer to a format 1202 in FIG. 12): the
address of the source in an echo message is the destination of the echo reply
message. To form an echo reply message, the source and destination
addresses in the IP header are simply reversed, the TYPE OF SERV code
changed to 0, and the checksum recomputed. (2) ICMP reply message
generation: TYPE field set to 0 for echo reply, type CODE set to 0, the data
received in the echo message must be returned in the echo reply message.
These include the Identifier, the Sequence Number, and any optional data
included in the original request message. (3) ICMP Checksum generation:
The checksum is the 16-bit ones complement of the ones complement sum of
the ICMP message starting with the ICMP Type. For computing the
checksum, the checksum field should be zero. If the total length is odd, the
received data is padded with one octet of zeros for computing the checksum.

IP Packet Relay (All Other Unicast) Processing. All the unicast IP

packets that are not addressed to the RU itself are filtered based on the IP
address in the IP header. For the packets from the HLAN side, the source IP
address is used for filtering purposes. The RU only forwards packets to the
airlink if the source address falls in the HLAN subnet range. This is the
equivalent of the source address filtering. In addition, the destination should
fall in the HSD infrastructure subnet range. Otherwise, the packet should be
dropped. For the packets from the airlink side, the destination IP address is
used for filtering purposes. The RU only forwards the packets to the HLAN
when an ARP entry exists for that IP address. The IP packets are framed with
the corresponding MAC address obtained from the entry as the destination
physical address. This removes the need for performing the ARP function. If
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the filtering failed, the IP packet should be silently discarded. (There is no
need to generate ICMP host-unreachable message. This is compatible with
the modem dialup Internet access scenario.)

IP Header Checksum Check. In the design of the TCP/IP protocol

suite, the integrity of the IP header was deemed very important since the IP
works with any unreliable transport. If the IP header integrity can be
validated, the routers can then decide whether the IP has valid header
information to further deliver the packet. FIG. 12 shows the IP header format.
The length field (LEN) gives the IP datagram header length in 32-bit words.
The most common header, without the options, contains 20 octets, and has a
length field equal to 5. The IP header checksum is generatéd by treating the
header as a sequence of 16-bit integers (in network byte order), adding them
together using one’s complement arithmetic, and then taking the one’s
complement of the result. For purposes of generating the checksum, field
HEADER CHECKSUM is assumed to contain zero. At the receiving end,
because the calculated checksum also includes the checksum stored in the IP
header received, the receiver’s checksum should be all one bits if nothing in
the header was modified. If the result is not all one bits, it is a checksum
error. Both the RU and base perform the IP header checksum check, not only
to be compliant to the specification made in the TCP/IP standards, but also
for the purpose of an early detection of Cipher key out-of-sync situation.

The following steps describe the procedure on the RU to perform the
IP header checking as well as the detection of the cipher key out-of-sync
problem. (1) Packets coming from the H-interface (HLAN side) are
scrutinized for the correct IP header checksum. If the checksum check fails,
drop the packet and process the next packet. If the checksum check is
successful, pass the IP packet to the airlink stack for encryption and Link
Access Protocol Wireless (LAPW) processing; LAPW is a modified version of
LAPB, which is a standard link layer protocol. (2) After airlink stack
processing and decryption, packets coming from the A-interface (airlink side)
are checked for the correct IP header checksum. If the checksum check is

successful, pass the IP packet to the H-interface to continue the proper
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Ethernet framing and deliver to HLAN. If the checksum check fails, the
packet is dropped and the recovery procedure is triggered. The recovery
procedure may include re-establishment of the airlink to clear all the buffers
and to re-negotiate the cipher keys for encryption.

Base Functions. The primary function of the base is to forward the IP

packets to the router when the traffic comes from the airlink and to switch the
IP packets to the RU in the opposite direction. The switching is based on the
routing table that is learned via the provisioning process to provision the RUs
via the Base. The following description is provided for the base: an IP
forwarding function, followed by an IP switching function, and an IP header
checksum check process required to ensure not only the integrity of the IP
packets but also the synchronization of the encryption process performed
between the RU and the Base. FIG. 13 shows an illustrative representation of
base unit 506 of FIG. 5.

IP Forwarding. IP forwarding describes the scenario where the base
relays the received IP packets to the next hop without making any routing
decisions. This applies to the traffic coming from the airlink side. After
recovering the IP packets from the Sub-Network Layer (SNL) of the airlink
data stack, the base simply performs the Point-to-Point Protocol (PPP)
framing function to encapsulate the IP packets and forwards the PPP frame to
the Digital Signal Level 1 (DS1) interface. By performing only the IP
forwarding on the traffic coming from the airlink, it dramatically reduces the
switching overhead on the Base. This is because the majority of the traffic in
this direction flows to the Internet rather than to other PCs served by the
same Base. In the case of traffic destined to the PC served by the same Base,
those packets are re-routed back to the Base. They are switched to the correct
RU that serves the PC using the IP switching capability on the Base.
Preferably, however, no traffic can flow directly from PC to PC because of the
RU filtering and the DSN AR which prevent such flow. With this feature, PC
to PC traffic is only realizable if tunnels are established as described earlier.

[P Switching. The purpose of the base IP switching is to shuffle IP

packets from the network side to the RU that serves the intended recipient via
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the LAPW connection designated by the Terminal Equipment Interface (TEI).
This function is identical to the routing function performed by the ordinary
router. It is not referred to as “routing” because the base only performs half
of the routing (i.e., for one-way) and the algorithm is not the same as the one
used by a commercial router. Once the PPP frame arrives at the N-interface,
the IP packet (payload of the PPP frame) is recovered and is passed through
the process of switching decision. The process maps the destination IP to a
TEI and forwards the packet to the associated LAPW connection.

The following discusses the content of the routing table and a scheme
to speed up the routing table lookup. The routing table is described first. In
order to reduce the complexity of the switching and the rbute construction
processes, the content of the routing table is assumed to be subnet based.
That is, the base is operated under the subnet mode when the subnet-based
architecture is enforced, and the routing table contains one subnet per route.
Each route entry logically may contain the Network IP address, the network
mask, and the TEL. The routing decision is made by first applying the mask to
the destination address of the IP packet and comparing to the network ID. If
there is no match, the next entry is used. If a match is found, the TEI is used
to further relay the IP packet. Obviously, the search for a right match has to
be more efficient in case the number of entries is large. Commercial routers
typically employ a scheme that rank-orders the routes and uses a sequential
bit-by-bit mapping to determine the match (the RADIX sort algorithm.) This
is particularly efficient for a routing table containing both the host and the -
network entries. In the base development, other schemes may be used
because the table contains only network entries. One example is described
below. Here, the direct routing table look-up is described. In the case of
routing in the subnet mode, one improvement can be made to the linear
search described previously by creating a lookup table to store fixed-record
route entries, one for each subnet. A description of this table is provided
below in connection with the description on route creation. Upon receiving
an [P packet from the router, the base follows the steps described below to

find a route: (1) Based on the destination IP address (10.0.0.0/9 or
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10.128.0.0/9), a proper netmask is used (0.0.31.248 or 0.0.31.240) to obtain the
condensed network IP address. (2) Perform the offset into the route table
based on the network IP. If the entry pointed by the offset exists, use the TEI
to route the packet. (3) If the offset points to an empty entry, the packet is
dropped.

IP Header Checksum Check. As described above, both the RU and
base need to perform the IP header checksum check to be compliant to the
TCP/IP standard and to allow the early detection of the Cipher key out-of-
sync situation. The following steps describe the procedure on the base to
perform the IP header checking as well as the detection of the cipher key
out-of-sync problem. (1) Packets coming from the N-interface (router side)
are scrutinized for the correct IP header checksum. If the checksum check
fails, the base drops the packet and processes the next packet. If the checksum
check is successful, the base passes the IP packet to the airlink stack for the
encryption and LAPW processing. (2) Packets coming from the A-interface
(airlink side) are also checked for the correct IP header checksum after the
proper airlink stack and decryption processing. If the checksum check is
successful, the base passes the IP packet to the N-interface to continue the
proper PPP framing and delivering to the next hop router. (3) If the
checksum check fails, this is the indication of a cipher out-of-sync situation;
the packet is dropped and the recovery procedure is triggered. The recovery
procedure may include re-establishment of the airlink to clear all the buffers
and to re-negotiate the cipher keys for encryption.

Route Creation. As part of the provisioning process, the base is used as
the conduit to pass the RU IP address and the associated subnet mask to each
RU to which it connects. The base constructs the routing table via this
provisioning process. Each subnet route entry is created by performing an
AND operation on the RU IP and the subnet mask to obtain the subnetwork
address (Network IP) represented by the RU subnet. Each route entry is used
to route all the network devices of that subnet including the RU itself, as

described above in connection with the routing table.
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To speed up the routing lookup, the entire table is cached in the
memory. This requires compacting the routing table using a prior knowledge
of the subnet mask. The subnet mask is used in two ways. First it is used in
the routing table creation in deriving the subnets of the HLANSs based on the
RU IP addresses. It is then used to derive the network IP based on the
incoming IP datagram for routing. Because of the proper IP numbering
planning, the subnet mask can be implied based on the IP address range used.
Combining with the contiguous assignment of the subnets within the Base,
this allows the base to perform a direct table lookup instead of a linear
lookup. ‘

The user address space, including the subnet sizes of 8 & 16, uses the
private Class A. The subnet 10.0.x.x has a subnet mask of 255.255.255.248; the
subnet addresses 10.128.x.x have the mask of 255.255.255.240, if the range is
used to support the subnet size of 16. To save the amount of memory needed
to store the network routes for all the RUs, the base only reserves the table
space for as many entries as the maximal RUs supported by the base. This
can be achieved by using a special subnet mask such that the mask-out
portion of the Network IP is unique within the base and has a maximal value
equal to the number of HSD RUs supported by that base.

Assuming the maximal number of the HSD RUs with subnet of 8 that
can be served by the base is 1024, the aggregated subnet for the base has the
mask of 255.255.224.0. A special subnet mask for the purpose of routing can
now be created by negating the base subnet mask, then ANDing it with the
RU subnet mask. This operation results in a special mask that, once ANDed
with the IP address, generates a condensed network IP (a number between 0
and 1023) which uniquely identifies the RU served by this Base. For Net
10.0.x.x, this special netmask is 0.0.31.248 (10 ones). Similarly if the number
for the subnet of 16 (10.128.x.x) is 512, then the mask for routing is 0.0.31.240
(9 ones).

Once these special masks are derived, the condensed network IP for
each RU can be obtained by ANDing the RU IP address with the special mask.

These condensed network IP addresses become the pointers to the memory
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locations where the TEI information should be stored. In order to distinguish
between these two address spaces, all the routes for subnet size of 16 is placed
after the entries for subnet size of 8 if the subnet size 16 is supported. In this
case, a total of 1536 entries is created. First 1K entries are for subnet size of 8
and last 512 entries are for subnet size of 16. Each entry contains the TEI (the
route) for the corresponding network. This requires only 1536 bytes of
memory if TEI is one byte.

Once the routing table is created, the base applies the special mask to
the destination IP address of the incoming datagram to identify the pointer to
the routing table. (The base first applies the mask 255.128.0.0 on the
destination IP. If the result is 10.0.0.0, the portion of the roﬁting table for the
subnet size of 8 is used. Otherwise, the portion for the subnet size of 16 is
used. On the other hand, the base can check the first bit of the second byte, in
the network byte order; if the bit is zero, the subnet type is the size of 8,
otherwise it is 16. This check is needed only when the subnet size of 16 is
supported.) Subsequently, the route entry is allocated by offsetting directly
into the table based on the derived pointer.

Numbering Plan. The unassigned global IP addresses of the

worldwide Internet are depleting quickly due to the widespread of the
Internet services. Given the potential number of addresses required for HSD
service, it is very difficult to share the address space with the existing IP users,
not to mention getting the addresses from the worldwide public Internet
address space. The RFC-1918 private address space is utilized in the
embodiment described.

In RFC-1918, the hosts needing IP address are classified into three
categories: (1) Hosts that do not require access to hosts in other enterprises or
the Internet at large; hosts within this category may use IP addresses that are
unambiguous within an enterprise, but may be ambiguous between
enterprises. (2) Hosts that need access to a limited set of outside services (e.g.,
E-mail, FTP netnews, remote login) which can be handled by mediating
gateways (e.g., application layer gateways). For many hosts in this category

an unrestricted external access (provided via IP connectivity) may be
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unnecessary and even undesirable for privacy/security reasons. Just like
hosts within the first category, such hosts may use IP addresses that are
unambiguous within an enterprise, but may be ambiguous between
enterprises. (3) Hosts that need network layer access outside the enterprise
(provided via IP connectivity); hosts in the last category require IP addresses
that are globally unambiguous.

The RFC refers to the hosts in the first and second categories as private
and the hosts in the third category as public. A set of address space is
reserved for private hosts and is called private IP addresses. The remainder
of the IP address space continues to be used for the public hosts (category 3
hosts). The HSD hosts including the HLAN network devices (PC, EPBS, etc.)
and infrastructure hosts fall under category 2 in that the hosts have access to
the public Internet by accessing the tunnel gateway provided by the ISP of
choice. When not accessing the Internet, the PC traffic is mostly confined to
within the HLAN, such as printing and file sharing. By using the private
address space, a numbering structure may be employed without any
coordination with IANA (Internet Assigned Number Authority) or an
Internet registry. The address space can also be used repeatedly by many
FWS Local Serving Areas (LSA). (From the IP number planning point of
view, the definition of an LSA is a region where the addresses are unique.
This implies that HSD users can have direct IP connectivity if they are in the
same LSA. When FWS deploys multiple LSAs, users from different LSAs
require the help of a proxy to have IP connectivity. From the Operations
Support System (OSS) point of view, an area covers up to 360 bases. An LSA
may consist of up .to two OSS areas.) Addresses within this private address
space are unique within the area, or the set of areas which choose to cooperate
over this space so they may communicate with each other in their own private
Internet. The latter case is applicable when a number of areas can be merged
into one super area to serve one major metropolitan area. Private hosts can
communicate with all other hosts inside the area. However, they cannot have
IP connectivity to any host outside the area including other private areas

reusing the same private space and the public Internet. While not having
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external (outside of the area) IP connectivity, private hosts can still have
access to the external services via mediating gateways (e.g., proxy or tunnel
server).

The numbering plan calls for using Net 10 address space for two types
of the private network: the lower Class A 10 network address for the user
space, and the top Class A address (10.255.254.0/23) for the infrastructure
space. See FIG. 14 which shows an architecture 1400 that includes DSN 508 of
FIG. 5. The following description relates to the lower Class A address. The
tirst step is to make use of RFC 1918 Class A address range, 10.0.0.0 through
10.223.255.255. This address space is used for every HLAN network device
including the RU of the HLAN. The entire address space .is subnetted into
user HLAN subnets with size of eight addresses each. To use the Class A
effectively, what is needed is the use of a routing protocol that allows a break
up of the Class A into smaller sized sub-networks. The routing protocol that
is preferred is the OSPF. It supports the supernetting and partitioning of the
address space (a technology called VLSM, Variable Length Subnet Mask) and
provides support for a two-level geographic routing hierarchy. OSPF is
supported by the major router vendors and is currently in use in many
networks, including the WorldNet. The OSPF is used only between the access
routers if there are more than one router inside a DSN.

Allocation Policy. To keep routing tables from getting huge, it is
advantageous to ensure that addresses are allocated to an OSPF area that can
be aggregated for advertisement to other areas. This can only be done if they
are contiguous. This also helps in simplifying the static route provisioning on
the router. There may be no need to create other OSPF areas than the area
zero, but at least the static routes to other routers within area zero is
advertised. To ensure the subnets are contiguous, the numbering plan utilizes
a fixed allocation of the addresses per base. Each router is given an
aggregated space in the unit of number of bases. The first number specifies
the administrative limit on the number of HSD subscribers one base can have.
The second number specifies the maximum number of bases that are

connected to one access router. Initially, from the IP numbering point of
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view, these two numbers are set to 2K HSD subscribers per base and 512
bases per router respectively. In reality, there may be more than one router
used to serve these 512 bases; but from the IP Numbering point of view, the
total number of bases within one area (LSA) cannot exceed 512. This means
that for every LSA deployment, first 2K HLAN subnets from the Class A
address space is reserved for the first base connecting to the first Access
Router; the next 2K HLAN subnet is reserved for the second base connecting
to the same router; and so on. All the subsequent introductions of a base are
assigned the address space from the Net 10 subnet cluster until the limit of
bases within an area is reached. (The administrative limit is 512 bases per
LSA, but the Operations Support System (OSS) limit is 360 béses per LSA))
Table 3 below depicts this plan, assuming 256 base connections but
only 180 bases are connected per router to support one OSS area. (A

continuation is provided later in Table 4.)

Table 3. Class A Addresses Allocation Map.

Access Router (256 Bases) Base (2K HLANS) Home LAN (8 IPs)
Net IP Net Mask Net IP Net Mask Net [P Net Mask

10.0.0.0 Home 1: 10.0.0.0 255.255.255.248

(Base 1) 255.255.192.0  "Home 2K: 10.0.63.248 255.255.255.248

1?1;?;8;0 25519200 | 100640 HI: 10.0.64.0 255.255.255.248

Router) (Base3) | 2552551920 ppK: 10.0.127.248 255.255.255.248

10.44.192.0 Hi: 10.44.192.0 255.255.255.248

(Base 359) | 255.255.192.0 ["HpK: 10.44.255.248 255.255.255.248

10.64.0.0 H1: 10.64.0.0 255.255.255.248

106400 (Base2) | 2552551920 ["{o:"10.64.63.248 255.255.255.248

(Second 255.192.0.0 10.64.64.0 H1: 10.64.64.0 255.255.255.248
Router) (Base 4) 255.255.192.0

H2K: 10.64.127.248 255.255.255.248

10.108.192.0 H1: 10.108.192.0 255.255.255.248

(Base 360) | 255.255.192.0 \"ro1710.108.255.248 255.255.255.248

The first router, with the administrative capacity of 256 bases, spans the
address space from 10.0.0.0 to 10.63.255.255. Therefore the router only has to
advertise the route 10.0.0.0/10 to other routers. The second router has the
space from 10.64.00 to 10.127.255.255 can also advertise one route,
10.64.0.0/10, to other routers. With this arrangement, using only half of the
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Net 10 can already support the 360 base limit set by the OSS addressing
scheme. This leaves the other half of the address available for numbering
another area to form a super autonomous area, supporting upwards to 720
bases, or to be available to number the HLANSs with a subnet size of 16 within
the same area.

Super Area. In a service deployment area where the expected number
of bases exceeds 360, the HSD numbering plan recommends the use of the
remaining first half and some part of the second half of the Net 10 address
space to support another 360 bases. By exhausting the first half of the Net 10
space (ends in the HLAN subnet of 10.127.255.248), a total of 512 bases can be
supported. By using the address space from 10.128.0.0 to 191.255.255, 256
more or a total of 768 bases can be supported. (This is valid only if the second
half of the Net10 is also used for the standard HLAN subnet of eight. If the
second half of the address is used for subnet size of 16, the number of bases
that can be supported will be limited to 360.) This is enough to cover the
support of merging two OSS OSPF areas (720 bases) in the same LSA.
Consequently, in anticipating the expansion of any LSA, the assignment of the
OSS OSPF areas for each rollout should not be continuous. This way, it leaves
the OSS address space available to assign up to two contiguous OSS OSPF
areas to one LSA where more than 360 base are needed. In an LSA where the
expanded HLAN subnet scheme (subnet 16) is used and there is a need to
grow beyond 360 bases to support more subscribers, a second LSA with
address reuse can be added to the same market area. These two areas form
two independent LSAs with two non-aggregated OSS OSPF areas to serve the
same market. The subscribers in different LSAs but within the same Market
cannot communicate with each other without the help of proxy gateway or
via the public Internet.

In Table 4, the usage of the remaining half and the second half of the
Net 10 address space in a super area is shown. This table is a continuation of

Table 3 above.
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Table 4. Class A Address Allocation Map - Extended Table for Super

Area

Access Router (256 Bases) Base (2K HLANs) Home LAN (8 Ips)
Net IP Net Mask Net IP Net Mask Net IP Net Mask
10.45.0.0 Home 1: 10.45.0.0 255.255.255.248
10.0.0.0 (Base 361) | 255.255.1920 "Home 2K: 10.45.63.248 255.255.255.248
(First 255.192.0.0
Router. 10.45.64.0 H1: 10.45.64.0 255.255.255.248
Continued (Base 363) | 255.255.1920 "HpK: 10.45.127.248 255.255.255.248
Tf;cim3 10.63.192.0 H1: 10.63.192.0 255.255.255.248
able 3) (Base511) | 255.255.1920 ["fyoK; 10.63.255.248 255.255.255.248
10.64.0.0 10.109.0.0 Ht: 10.109.0.0 255.255.255.248
(Second (Base 1) 255.255.192.0
Router. 255.192.0.0 H2K: 10.109.63.248 255.255.255.248
Continued
from 10.127.192.0 H1: 10.127.192.0 255.255.255.248
3 (Base 512 | 255.255.192.0
Table 3) H2K: 10.127.255.248 255.255.255.248
10.128.0.0 Home: 10.128.0.0 255.255.255.248
10.128.0.0 | 255224.00 | (Base513) | 255.255.192.0
(Third Home 2K- 10.128.63.248 |  255.255.255.248
Router) 10.128.64.0 HI: 10.128.64.0 255.255.255.248
(Base 515) | 255.255.192.0
H2K: 10.128.127.248 255.255.255.248
10.159.192.0 HI: 10.159.192.0 255.255.255.248
(Base 767) 255.255.192.0
H2K: 10.159.255.248 255.255.255.243
10.160.0.0 H1: 10.160.0.0 255.255.255.248
10.160.0.0 (Base 514) | 255.255.192.0
H2K: 10.160.63.248 255.255.255.248
(Fourth | 255.224.0.0 0.63.24
Router) 10.191.192.0 H1: 10.191.192.0 255.255.255.248
(Base 768) | 255.255.192.0
H2K: 10.191.255.248 255.255.255.248

Based on this plan, within a super area the maximal number of HLANs with
the subnet size of eight that can be supported is 1.5 million. In this case, there
are four aggregated routes advertised by the routers - 10.0.0.0/10,
10.64.0.0/10, 10.128.0.0/11, and 10.160.0.0/11. Although four routers were
operated in the redundant mode for the entire LSA to support 720 bases, the
first two routers can be used for connecting to the bases beyond 512nd base as
long as the routers have enough slots to put more DS3 cards and can keep up
with the performance. If only two routers are used to handle all the base
connections without using the third and the fourth routers, these two routers
must advertise the last two aggregated routes since no further route
aggregation is possible.

HLAN with Subnet Size of 16. As mentioned previously, the second
half of the class A address space from 10.128.0.0 to 10.223.255.255 can also be
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used for the expanded HLAN subnets, each with 16 addresses. In order to
ensure proper route aggregation, the numbering plan specifies a fixed
allocation of the addresses per base. There are two numbers for determining
the address allocation. The first number specifies the administrative limit on
the number of HSD subscribers with the expanded subnet (size of 16
addresses) per base. The second number specifies the maximal number of
bases that are connected to one access router. Since the second number
follows the one used in the standard HLAN subnet address allocation
scheme, it is needed to determine only the first number. Since the size of the
expanded subnet is twice that of the standard subnet, in order to support the
same number of the bases supported in the case of the staﬁdard subnets, the
number of the expanded subnets (size of 16 IP addresses) per base is half of
that supported with a subnet size of eight. This gives rise to 1K expanded
subnets per base. Furthermore, if the expanded subnet scheme is adopted,
since support is provided for 360 bases in one LSA, the address space from
10.128.0.0 to 10.223.255.255 will be enough. (The space can support 384 bases.)
This allows the use of the address space from 10.224.0.0 to 10.255.255.255 for
other purposes, e.g., HSD infrastructure routers and servers.

Table 5 shows the allocation of the second half of the Net10 in the

same redundancy mode for supporting the expanded subnets.
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Table 5. Expand User Address Space Allocation Map

Access Router (256 Bases) Base (2K EHLANS) Expanded Home LAN (16 IPs)
Net IP Net Mask Net IP Net Mask Net IP Net Mask
10.128.0.0 Home 1: 10.128.0.0 255.255.255.240
(Base 1) 255.255.192.0
10.128.0.0 Home 1K: 10.128.63.240 255.255.255 240
R(Fiftst 255.24000 ™75128.64.0 Hi: 10.128.64.0 55,255 255.240
outer.
(Base 3) 255.255.1920 ["HIK: 10.128.127.240 255.255.255.240
10.143.192.0 H1: 10.143.192.0 255.255.255.240
(Base127) | 255.255.1920 ["H§iK; 10.143.255.240 255.255.255.240
10.144.0.0 H1: 10.144.00 255.255.255.240
10.144.0.0 (Base 129) | 255.255.192.0
(First 255.240.0.0 H1K: 10.144.63.240 255.255.255.240
Router)
10.159.192.0 H1: 10.159.192.0 255.255.255.240
(Base 255) | 255.255.192.0
H1K: 10.159.255.240 255.255.255.240
10.160.0.0 H1: 10.160.0.0 255.255.255.240
10.160.0.0 (Base 257) | 255.255.192.0
(First 255.240.0.0 HIK: 10.160.63.240 255.255.255.240
Router)
10.175.192.0 H1: 10.175.192.0 255.255.255.240
(Base 383) | 255.255.192.0
H1K: 10.175.255.240 255.255.255.240
10.176.0.0 Home 1: 10.176.0.0 255.255.255.240
(Base 2) 255.255.192.0
10.176.0.0 255.240.0.0 Home 1K: 10.176.63.240 255.255.255.240
(se“t’“d 10.176.64.0 HI: 10.176.64.0 255.255.255.240
outer) (Base 4) 255.255.192.0
H2K: 10.176.127.240 255.255.255.240
10.191.192.0 H1: 10.191.192.40 255.255.255.240
(Base 128) | 255.255.192.0
H1K: 10.191.255.240 255.255.255.240
10.192.0.0 Hi: 10.192.0.0 255.255.255.240
(Base130) | 255.255.192.0
10192.00 | 255.240.0.0 HIK: 10.192.63.240 255.255.255.240
(Ife“t’“‘)i 10.207.192.0 H1: 10.207.192.0 255.255.255.240
outer (Base 256) | 255.255.192.0
HIK: 10.207.255.240 255.255.255.240
10.258.0.0 Hi: 10.208.0.0 255.255.255.240
10.208.0.0 (Base 258) | 255.255.1920 [
1K: 10.208.63. 255.255.
(Second 255.240.0.0 240 255.255.255.240
Router) 10.223.192.0 H1: 10.223.192.0 255.255.255.240
(Base 384) | 255.255.192.0
HIK: 10.223.255.240 255.255.255.240

Each router now advertises three extra routes each with the mask of

255.240.0.0. By using the second half of the Net 10 on the expanded subnets,

the LSA with 360 bases in that area is limited to supporting 737,280 homes.

Out of which, up to 368,640 homes can be the Expanded HLANSs. In contrast,
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when applying the space for a super area, one LSA supports 1.5 M standard
HLANSs with 720 bases in that area.

The following description relates to the use of Upper Class A
addresses. The assignment of the address space for the DSNs, including the
HSD extension of the ISP routers and servers, should be such that, no matter
how the user address space is reused, the servers and routers should be
manageable directly without going over any gateway or proxy. This means
that, from the OSS point of view, the address space for the DSNs, or
infrastructure, should not be reused and should be globally unique no matter
how the user space is reused. On the other hand, the address assignment of
the HSD infrastructure should be independent of the OSS address scheme
such that the provisioning of the HSD network elements can be repeated from
area to area. This implies the reuse of the address space even for the HSD
infrastructure. In order to satisfy both goals, and also for added security, the
numbering plan specifies that each OSS manageable network element on the
DSN have two interfaces, one with the unique OSS IP address (172.x.x.x) and
the other one with the HSD repeatable IP address from the upper Net 10
address space. All the OSS interfaces are on LAN segments separated
physically from the interfaces that HSD user traffic flow through. This allows
a better access control between the HSD user network and the OSS network.

From the OSS network point of view, the HSD network elements are
always globally unique and are manageable directly without the help of a
gateway or proxy. Since, according to the OSS Numbering Plan, there are two
Class C worth of the unique address space reserved for the HSD within an
OSS area, the numbering plan specifies to supernet two private Class Cs,
10,255.254.0/23, a total of 510 addresses, for the HSD Infrastructure and the
HSD extension of the ISP infrastructure if needed.

HSD Infrastructure. Depending on the geographic areas where the
FWS is deployed, there are two types of the access network architectures. Ina
densely populated area, it is possible to have a single DSN connecting to all
the bases in that area with many Access Routers, since the backhaul from the

base to the DSN is moderately short. In a sparsely populated area, on the
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other hand, a network needs to be setup such that traffic can be concentrated
from remote sites on a few high speed links back to the DSN. It reduces the
cost on hauling user traffic to the Access Router from every base if the bases
are far from the DSN. The address space allocated for the DSN covers all the
routers and the servers under the auspices of the DSN, including the remote
access routers that concentrate the remote bases back to the main Access
Router (AR) when the service is deployed in a sparsely populated area. The
numbering plan specifies the use of 10.255.254.0/23 for the HSD
infrastructure within an area. The allocation of the HSD infrastructure space
should start from the low end of the space for the router and the high end for
the servers. If further subnetting of the space is needed tb support remote
router complex in a sparsely populated area, the DSN should start from the
lower numbered subnet, and the remote complex should start from the higher
numbered subnet.

ISP Address Space. A subnet of address space 10.255.254.0/23 may be
reserved for ISP service complex that contains servers directly accessible by
the HSD subscribers. Those servers may include the PPTP/tunnel server and
HTTP servers (needed for subscription or other services accessible by
privately addressed clients before a tunnel is established.) This address space
should be subnetted in order to accommodate connections to different ISPs.
With subnet sizes of 16 and 32 addresses (14 and 30 usable addresses), this
addressing scheme can support eight small ISPs and four large ISP per DSN,
that is, a total of 12 ISP choices for the subscribers within the areas served by
the same DSN. Table 6 shows this arrangement.

Table 6. Class C ISP Addresses Space Allocation Map

HSD Extension on the ISP Complex
ISP Net IP Net Mask
(Small ISP 1) 10.255.255.0 255.255.255.240
(Small ISP 2) 10.255.255.16 255.255.255.240
{Small ISP 8) 10.255.255.112 255.255.255.240
(Large ISP 1) 10.255.255.128 255.255.255.224
(Large ISP 2) 10.255.255.160 255.255.255.224
(Large ISP 4) 10.255.255.224 255.255.255.224
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Migration and Evolution Architecture. What is discussed next is a

numbering strategy to support multi-LSA in a nation-wide service
deployment scenario. FIG. 15 shows an example of a deployment map 1500.
Here, two LSAs are introduced for the first two scheduled rollouts. Each LSA
uses the Net 10 address space and is assigned an OSS OSPF area, one is
assigned as Area 1 and the other is Area 127. As the demand grows, the FWS
introduces the third LSA meanwhile expanding the first LSA. In the this case,
the third LSA gets the OSS OSPF area assignment from the middle section of
the areas. The individual LSA can further grow by being assigned with more
OSPF areas, thus adding more bases to the LSA, until the Net 10 address
space in that LSA reaches the administrative limit. Similarly, new LSAs will
also be introduced as new market areas are found. The new LSA can be
introduced, or the existing LSA can be expanded, until all the OSS OSPF areas
are assigned, based on the OSS numbering plan. When the numbering plan
reaches this limit, the entire nation will have 63 LSAs, each with two OSS
OSPF areas supporting 720 bases, with a total of 93 million subscribers. Once
the limit is reached, the migration from the current IPv4 addressing scheme
(four-byte IP address) to the IPv6 addressing scheme (16-byte IP address)
should take place. In this case, a range of public IPv6 address space can be
allocated so that any inconveniences introduced by using the private address
are removed.

Described above are methods and apparatus for use in reducing traffic
over a communication link used by a computer network. One method
includes the steps of monitoring, at a gateway, communications involving
address assignment between an address-assigning computer device and one
or more computer devices; storing, at the gateway, at least one computer
device identifier corresponding to at least one computer device that was
assigned an address by the address-assigning computer device; receiving, at
the gateway, traffic associated with a first computer device of the one or more
computer devices; identifying, at the gateway using the at least one computer

device identifier, that the first computer device is one that was assigned an
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address by the address-assigning computer device; transmitting, from the
gateway over the communication link, traffic associated with the first
computer device based on identifying that it was assigned an address by the
address-assigning computer device; receiving, at the gateway, traffic
associated with a second computer device of the one or more computer
devices; failing to identify, at the gateway using the at least one computer
device identifier, that the second computer device is one that was assigned an
address by the address-assigning computer device; and inhibiting
transmission, from the gateway over the communication link, traffic
associated with the second computer device based on failing to identify that it
was assigned an address by the address-assigning computer device.

Other methods and apparatus for controlling the use of resources in a
computer network are also described. A preferred method here involves the
steps of receiving, at an address-assigning computer device, an address
request from a computer device of a local computer network; reading, at the
address-assigning computer device, subscription data associated with the
computer device, the subscription data including data indicative of a
maximum allowable number of addresses for simultaneous use by the local
computer network; and determining, at the address-assigning computer
device, whether to assign an address to the computer device based on the
maximum allowable number of addresses and an actual number of addresses
simultaneously assigned to the local computer network. This method may
include the further steps of assigning an address to the computer device if it is
determined that the actual number of addresses is less than the maximum
allowable number of addresses, and/or declining to assign an address to the
computer device if it is determined that the actual number of addresses is
equal to the maximum allowable number of addresses.

Finally, a computer network of another aspect of the present invention
includes a plurality of gateway devices and a service-providing network
including one or more servers. Each gateway device is coupled to one or
more computer devices associated with the device. The plurality of gateway

devices and the service-providing network are operative to communicate
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over a communication link. Each gateway device is operative for receiving
traffic from a computer device; masking a destination address of the traffic
with a mask which allows addressing to the service providing network but
disallows direct addressing to computer devices associated with the plurality
of gateway devices; and transmitting, over the communication link, traffic
addressed to the service providing network. This method includes the further
steps of not transmitting, over the communication link, traffic addressed to
the computer devices associated with the plurality of gateway devices.
Preferably, the computer network is part of a fixed wireless system which
includes a wireless base unit coupled to the service providing network and to
the plurality of gateway devices via a wireless communicatién link.

It should be readily apparent and understood that the foregoing
description is only illustrative of the invention and, in particular, provides
preferred embodiments thereof. Various alternatives and modifications can
be devised by those skilled in the art without departing from the true spirit
and scope of the invention. Accordingly, the present invention is intended to
embrace all such alternatives, modifications, and variations which fall within

the scope of the appended claims.

What is claimed is:
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CLAIMS
1. A method for use in reducing traffic over a communication link

used by a computer network, the computer network including one or more
computer devices coupled to the communication link by a gateway, the
method comprising;:

monitoring communications on the communication link involving
address assignment to one or more computer devices on a computer network;

storing at least one computer device identifier corresponding to at least
one computer device having an assigned address received in a
communication on the communication link; |

receiving, at the gateway, traffic from the computer network that is
associated with a computer device of the one or more computer devices;

determining at the gateway using the at least one computer device
identifier, whether the computer device has an assigned address; and

if the computer device does not have an assigned address received on a
communication on the communication link, blocking the traffic from the
communication link;

otherwise, transmitting the traffic through the gateway to the
communication link based upon an assigned address for the computer device

received on the communication link.

2. The method according to claim 1, wherein storing the at least
one computer device identifier further comprises:
storing the assigned address in association with the at least one

computer device identifier.

3. The method according to claim 1, wherein storing the at least
one computer device identifier further comprises:
storing at least one physical address corresponding to the at least one

computer device.
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4. The method according to claim 1, wherein the communication

link comprises a wireless communication link.

5. The method according to claim 1, wherein the communication

link comprises a wireless communication link of a fixed wireless system.

6. The method according to claim 1, wherein the gateway device

comprises a wireless transceiver unit.

7. The method according to claim 1, wherein the address-assigning
computer device comprises a dynamic host configuration protocol (DHCP)-

type server.

8. A computer network, comprising:
a service-providing network including an address-assigning computer
device;
a gateway device connected to the service-providing network for:
monitoring communications involving address assignment
between the address-assigning computer device and one or more computer
devices;
storing at least one computer device identifier corresponding to
at least one computer device that was assigned an address by the address-
assigning computer device;
receiving traffic from a computer device of the one or more
computer devices;
using the at least one computer device identifier, determining
whether the computer device is one that was assigned an address by the
address-assigning computer device; and
if the computer device does not have an assigned address received on a
communication on the communication link, blocking the traffic from the

communication link;
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otherwise, transmitting the traffic through the gateway to the
communication link based upon an assigned address for the computer device

received on the communication link.

9. The computer network according to claim 8, further comprising:
the gateway device further for:
storing the assigned address in association with the at least one

computer device identifier.

10.  The computer network according to claim 8, further comprising:
the gateway device being further operative for:
storing the at least one physical address corresponding to the at

least one computer device.

11. The computer network according to claim 8, wherein the

communication link comprises a wireless commmunication link.

12. The computer network according to claim 8, wherein the

gateway device comprises a wireless transceiver unit.

13. The computer network according to claim 8, wherein the
address-assigning computer device comprises a dynamic host configuration
protocol (DHCP)-type server.

14. A fixed wireless system, comprising:

a wireless transceiver unit; ‘

the wireless transceiver unit having an input for coupling to a plurality
of computer devices;

a wireless base unit;

the wireless base unit and transceiver unit operative to communicate

over a wireless communication link;
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an address-assigning computer device coupled to the wireless base
unit;

the wireless transceiver unit operative to transmit address requests for
the computer devices to the eddress-assigning computer device;

the wireless transceiver unit operative to transmit, over the wireless
communication link, traffic from a computer device that was assigned an
address by the addressing assigning computer device; and

the wireless transceiver unit operative to inhibit transmission of traffic
over the wireless communication link from one or more other computer
devices that were not assigned an address by the address-assigning computer

device.

15. The fixed wireless system according to claim 14, further
comprising:

the wireless transceiver unit operative to store a computer device
identifier to identify the traffic from the computer device that was assigned
the address by the address-assigning computer device.

16, The fixed wireless system according to claim 14, further

comprising: _
the wireless transceiver unit operative to store the address to identify

the traffic from the computer device that was assigned the address by the

address-assigning computer device.

17. The fixed wireless system according to claim 14, further
comprising:
wherein the address-assigning computer device comprises a private

address-assigning computer device.

18.  The fixed wireless system according to claim 14, wherein the
computer device comprises a first computer device and the address comprises
a first address, the fixed wireless system further comprising:
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the wireless transceiver unit operative to transmit, over the wireless
communication link, traffic from a second computer device that was assigned
a second address by the addressing assigning computer device.

19. A method for controlling the use of resources in a computer
network, the method comprising:

receiving, at an address-assigning computer device, an address request
from a computer device of a local computer network;

reading, at the address-assigning computer device, subscription data
associated with the computer device, the subscription data including data
indicative of a maximum allowable number of addresses for simultaneous use
by the local computer network; and

determining, at the address-assigning computer device, whether to
agsign an address to the computer device based on the maximum allowable
number of addresses and an actual number of addresses simultaneously
assigned to the local computer network.

20,  The method according to claim 19, further comprising:
assigning an address to the computer device if it is determined that the
actual number of addresses is less than the maximum allowable number of

addresses.

21. The ix1ethod according to claim 19, further comprising:

declining to assign an address to the computer device if it is
determined that the actual number of addresses is equal to the maximum
allowable number of addresses.

22.  The method according to claim 19, wherein the local computer
network comprises a first local computer network, the computer device
comprises a first computer device, and the subscription data comprises first
subscription data, the method further comprising:
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receiving, at the address-assigning computer device, an address
request from a second computer device of a second local computer network;

reading, at the address-assigning computer device, second subscription
data associated with the second local computer network, the second
subscription data including data indicative of a maximum allowable number
of addresses for simultaneous use by the second local computer network; and

determining, at the address-assigning computer device, whether to
assign an address to the second computer device based on the maximum
allowable number of addresses and an actual number of addresses
simultaneously assigned to the second local computer network.

23, The method according to claim 19, wherein the address-
assigning computer device comprises a dynamic host configuration protocol

(DHCP)-type server.

24, The method according to claim 20, wherein the computer
network further comprises a gateway coupled between the local computer
network and the address-assigning computer device over a communication
link, the method further comprising:

monitoring, at the gateway, communications involving the address
assignment between the address-assigning computer device and the
computer device;

storing, at the gateway, a computer device identifier corresponding to
the computer device that was assigned the address by the address-assigning
computer device;

receiving, at the gateway, traffic from the computer device;

identifying, at the gateway using the computer device identifier, that
the computer device is one that was assigned an address by the address-
assigning computer device; and

transmitting, from the gateway, traffic from the computer device based
on identifying that it was assigned an address by the address-assigning

computer device.
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25.  The method according to claim 24, further comprising:

receiving, at the gateway, traffic from another computer device in the
local computer network;

failing to identify, at the gateway, that the other computer device is one
that was assigned an address by the address-assigning computer device; and

inhibiting transmission. from the gateway, traffic from the other
computer device based on failing to identify that it was assigned an address
by the address-assigning computer device.

26. An address-assigning computer device for coﬁtzol]ing use of
resources in a computer network, the address-assigning computer device
operative to receive an address request from a computer device of a local
computer network; read subscription data associated with the local computer
network, where the subscription data includes data indicative of a maximum
allowable number of addresses for simultaneous use by the local computer
network; and determine whether to assign an address to the computer device
based on the maximum allowable number of addresses and an actual number
of addresses simultaneously assigned to the local computer network.

27. The address-assigning computer device according to claim 26,
wherein the address-assigning computer device is further operative to assign
an address to the 'computer device if it is determined that the actual number
of addresses is less than the maximum allowable number of addresses.

28.  The address-assigning computer device according to claim 26,
wherein the address-assigning computer device is further operative to decline
to assign an address to the computer device if it is determined that the actual
number of addresses is equal to the maximum allowable number of

addresses.
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29,  The address-assigning computer device according to claim 26,
wherein the local computer network comprises a first local computer
network, the computer device comprises a first computer device, and the
subscription data comprises first subscription data, and wherein the address-
assigning computer device is further operative to receive an address request
from a second computer device of a second local computer network; read
second subscription data associated with the second local computer network,
where the second subscription data includes data indicative of a maximum
allowable number of addresses for simultaneocus use by the second local
computer network; and determine whether to assign an address to the second
computer device based on the maximum allowable number of addresses and
an actual number of addresses simultaneously assigned to the second local

computer network,

30. The address-assigning computer device according to claim 26,
comprising a dynamic host configuration protocol (DHCP)-type server.

31. An address-assigning computer device for controlling use of
resources in a computer network which involves a first local computer
network and a second local computer network:

wherein the address-assigning computer device is operative to:

receive an address request from a first éomputer device of the
first local computer network;
read first subscription data associated with the first local

" computer network, where the first subscription data includes data indicative

of a maximum allowable number of addresses for simultaneous use by the
first local computer network; ,

determine whether to assign an address to the first computer
device based on the maximum allowable number of addresses and an actual
number of addresses simultaneocusly assigned to the first local computer
network;
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wherein the address-assigning computer device is further operative to:

receive an address request from a second computer device of the
second local computer network;

read second subscription data associated with the second local
computer network, where the second subscription data includes data
indicative of a maximum allowable number of addresses for simultaneous use
by the second local computer network; and

determine whether to assign an address to the second computer
device based on the maximum allowable number of addresses and an actual
number of addresses simultaneously assigned to the second local computer

network.

32.  The address-assigning computer device according to claim 31,
comprising a dynamic host configuration protocol (DHCP)-type server.

33. A computer network; comprising:
a plurality of gateway devices, each gateway device for coup]mg to one
or more computer devices associated therewith;
a service-providing network including one or more servers;
the plurality of gateway devices and the service-providing network
operative to communijcate over a communication link;
each gateway' device operative for:
receiving traffic from a computer device;
masking a destination address of the traffic with a mask which
allows addressing to the service providing network but disallows direct
addressing to computer devices assocfated with the plurality of gateway
devices; and
transmitting, over the communication link, traffic addressed to

the service providing network.
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34. The computer network according to claim 33, {further
comprising:
the gateway device being further operative for:
not transmitting, over the communication link, traffic addressed
to the computer devices coupled associated with the plurality of gateway

devices.

35. The computer network according to claim 33, wherein the

communication link comprises a wireless communication link.

36. The computer network according to claim 33, wherein the

gateway device comprises a wireless transceiver unit.

37. The computer network according to daim 33, further
comprising:

wherein each gateway device comprises a wireless transceiver unit;
and

a wireless base unit coupled to the service providing network: and

the wireless base unit for facilitating a wireless communication link
between the wireless base unit and the plurality of wireless transceiver units.

38. A method for use in facilitating communication in a computer
network involving one or more computer devices coupled to a gateway, the
method comprising:

monitoring, at the gateway, communications involving address
assignment between an address-assigning computer device and a computer
device; and |

storing, at the gateway, an association between a physical address of
the computer device and an address that was assigned to the computer device

by the address-assigning computer device.

39,  The method according to claim 38, further comprising:
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receiving, at the gateway, traffic with the same address that was
gssigned to the computer device; and
' sending, from the gateway, the traffic to the computer device using the

stored association.

40.  The method according to claim 38, further comprising:
identifying, from the communications involving the address
assignment, the physical address and the assigned address.

41.  The method according to claim 38, wherein the address that was

assigned to the computer device comprises an IP address.

42.  The method according to claim 38, wherein the physical address
comprises 2 Medium Access Channel (MAC) address of the computer device.

43.  The method according to claim 38, wherein the computer device
comprises a personal computer (PC).

44. The method according to claim 38, wherein the gateway
comprises a wireless transceiver and the one or more computer devices

comprises personal computers (PCs),

45. The method according to claim 38, wherein the address-
assigning computer device comprises a dynamic host configuration protocol

(DHCP)-type server.

H#HH

RECTIFIED SHEET (RULE 91)
ISA/EP



PCT/US00/16424

WO 00/79733

1712

LINY3LNI

ocl

¢ol

7

00l
_
Mo
p
NOISSV
SS3yaav d3AH3S
J J
7¢i ra4l —

¢ gL —{391A3q| [FOIAIAR
[ ]
| | 87l
1 J |
AYMILYO o o o
o ] ] ]
oL T 0Yl
SNYOMLAN 1v201
80!
l_ | | ]
><>>E~<o 391A30 9d 3d
) ) /
ch g€l g€l zZel
MYOMLAN V207
A | |
AVMILYO 321A3a| | 2d
ol ) ]
o€l 8zl
MYOM L3N

1vJ071

701



PCT/US00/16424

WO 00/79733

2/12

~
o
N

zze
301A30] )

0¢c

¢od| )
8LC

13d

mNNJJ

912
30I1A30[ )

Ny

71

nyd
[
* Ny
® o o *
AVN
9€¢ ~
)
[ 1
— d11H _
vz~ |
0rz dJHd _
LINYILNI D Taye
43AH3as | &
T3aNNNL |
o v d31noy
43AY3S dSl — 55339V
‘ vy
00

¢ 'Ol

mNNl/

—{13d |

80¢C

Ny

Uz~

ad

90¢



WO 00/79733 PCT/US00/16424

3/12

START 302
304

MONITOR COMMUNICATIONS INVOLVING ADDRESS J

ASSIGNMENT BETWEEN AN ADDRESS-ASSIGNING

COMPUTER DEVICE AND ONE OR MORE ‘
COMPUTER DEVICES

' 306

STORE AT LEAST ONE COMPUTER DEVICE IDENTIFIER J

CORRESPONDING TO AT LEAST ONE COMPUTER
DEVICE THAT WAS ASSIGNED AN ADDRESS

BY THE ADDRESS-ASSIGNING COMPUTER DEVICE

* : 308
RECEIVE TRAFFIC FROM A FIRST COMPUTER |/
DEVICE OF THE ONE OR MORE COMPUTER DEVICES

IDENTIFY, USING THE AT LEAST ONE 310
COMPUTER DEVICE IDENTIFIER, THAT THE J

FIRST COMPUTER DEVICE IS ONE THAT WAS
ASSIGNED AN ADDRESS BY THE ADDRESS—
ASSIGNING COMPUTER DEVICE

Y 312
TRANSMIT, OVER THE COMMUNICATION LINK, TRAFFIC | )
FROM THE FIRST COMPUTER DEVICE BASED ON
IDENTIFYING THAT IT WAS ASSIGNED AN
ADDRESS BY THE ADDRESS—ASSIGNING
COMPUTER DEVICE

! 314

RECEIVE TRAFFIC FROM A SECOND COMPUTER J
DEVICE OF THE ONE OR MORE COMPUTER DEVICES

! 316
FAIL TO IDENTIFY, USING THE AT LEAST ONE | )

COMPUTER DEVICE IDENTIFIER, THAT THE SECOND
COMPUTER DEVICE IS ONE THAT WAS ASSIGNED
AN ADDRESS BY THE ADDRESS—ASSIGNING
COMPUTER DEVICE

1 8
INHIBIT TRANSMISSION, OVER THE COMMUNICATION j
LINK, TRAFFIC FROM THE SECOND COMPUTER
DEVICE BASED ON FAILING TO IDENTIFY
THAT IT WAS ASSIGNED AN ADDRESS BY
THE ADDRESS—ASSIGNING COMPUTER DEVICE

320
FIG. 3




WO 00/79733

L/12

PCT/US00/16424

L04

RECEIVE AN ADDRESS REQUEST FROM A
COMPUTER DEVICE OF A LOCAL
COMPUTER NETWORK

406

READ SUBSCRIPTION DATA ASSOCIATED
WITH THE COMPUTER THE SUBSCRIPTION
DATA INCLUDING DATA INDICATIVE OF
A MAXIMUM ALLOWABLE NUMBER OF ADDRESSES
FOR SIMULTANEOUS USE BY THE LOCAL
COMPUTER NETWORK

DETERMINE WHETHER TO ASSIGN AN ADDRESS
TO THE COMPUTER DEVICE BASED ON THE
MAXIMUM ALLOWABLE NUMBER OF ADDRESSES
AND AN ACTUAL NUMBER OF ADDRESSES
SIMULTANEOUSLY ASSIGNED TO THE
LOCAL COMPUTER NETWORK

408

410

FIG. 4



PCT/US00/16424

WO 00/79733

5712

S "Old

00S
(18}noy auogxopg auoqopg jdodsupud pNjaulaju]
/48jnoy Japiog) /Hodsupui) dSl al1qnd
SNQ
/dLLH
/dIHQ
a o
m SWIo4 JB8AJSS \I.:m \JN—m 29D m\cll S
r/_. Bunnoy 99D JI3}UI-N ) JUEIT v JdajuI-H
® }3Uqns dl OHPiS 1Sa_ | AHd AHd | AHd
o AHd | 1sd IVIWG OVWQ | JYW AHd
= ddd | MdY1 MdV1 | 183114 1 | ovw
_ OVHW | ddd NS ] NS [swpJa4 .A._ dI
| A T
]
__ n_wmwoo piomio Buipiomioyd dI w \Hd
oy v mm<m\ ny ‘ _um. YN
dI
il
805 \ a0s - o 108

¢0s§




PCT/US00/16424

WO 00/79733

6/12

805 9 "9ld
mowl/
Bujynoy
\zn,_mw*s | sejnoy sepiog }auqns 41 21pis
AHd | 150 €L pezijauuby)
| Bujwoiy apisuy| |1
igad/isuiayiy JVW | O7aH pazjjauunyoun
/ddd (‘sjsugns NY 7§ SeAlas aspg
dI yooa ‘ajdwoxa s|y} uj) ‘aspg
lajnoy sse8doy auo sjuasaidal 8oD}48}jUl-gNS YoDT
qow.\ 0°¢61'SSC'SGC 0'8CL'0°0L £0S
0 9000l 0] ' 0'Z6l'SSC'SSC  0°79'00L C0S
0 GS000l 0 10M 0'C61°'GSC'SSC 0’0’00l 1'0S
0 70000 g Heso SSOW yougns di il
21089698 €£0°0°0L AAAA SS0
21249698 T0'00L XXX | [lanses
—— 09 a|qo|
aJjdx3 dl  OVW]| |/doHa Bunoy
2|qel 0707070l i®N
009 6°0'0'0l 8YC'SSC'SGC'SSC 8'0'0°'0L GGZ'SSZ'SSZ 0L
009 1’000l 8YZ'SSZ'SSZ'SSZ 0000 £0:0'0°0l
35051 dI_ M9 SDW_}2uUans dI]  8poN 99lAdeS Dpjo(

919rl d1008/d3Hd




PCT/US00/16424

WO 00/79733

7/12

ONISS3004d
oys3 dWJI

L "9l
ONISS30
h meo_m_m ONISSII0Yd ONISS3I0Yd
doHa dIH{

¢dl N

& ONISS3J0dd
(LSvaavousg)
éL9=Hodisa ¢ L9=140d1sq dyv
? ddN 2 ddn sax
ON
¢di—aod sax
¢dyv

S3A

ONI¥3 L4
dNVH4 LINY3H13

d0dyd ,




WO 00/79733 PCT/US00/16424

8/12

AIRLINK FRAME |~ _ g0,
PROCESSING

YES Dest IP= NO

RU IP?

NO

|

UNICAST 1P
PROCESSING

UDP & Dst
Port=677?

ICMP Echo
PROCESSING

DHCP
PROCESSING

FIG. 8

bit position O 8 16 31
Hardware Protocol 902
HLEN PLEN Operation )
Sender HA (octets 0-3)
Sender HA (octets 4-5) Sender 1A (octets 0-1)
Sender IA (octets 2-3) Target HA (octets 0-1)

Target HA (octets 2-5)
Target IA (octets 0-3)

FIG. 9



WO 00/79733 PCT/US00/16424

9/12

1002
IP Address (4) | MAC Address (6) | * Reservedl(1) J
*optional
FIG. 10
1102
bit position O 8 16 1)
Type (0 or 8) | CODE (0O) Checksum
Identifier Sequence Number
Optional Data
FIG. 11
bit position 0 4 8 16 19 24 31
vers | len |[Type of Serv Total Length 1202
IDENT Flags Fragment Offset j
TTL Proto Header Checksum
Source [P Address
Destination IP Address
Options Padding

FIG. 12



PCT/US00/16424

WO 00/79733

10/12

¢l "Oold

'sny 8y} bBupnbijuos Joj SWIM wody
pjop bBujuoisiaoud oy} up paplroid ojul 8yj
Bujuipa) Aq Ajvoiwpudp }Ing st 8)1qp} ayj

'S8sSSalppp d] 8 ©} dn ypm jauqns auo
sjuasaidas Ny yovoa ‘sjdwoxs S|y} Ul

87C'GST'SSC'GSC gl'oo’ol el
87C°'9GC'SSC'SSC 8°0°0°01 9Ll
872'9GC'SSC'SSC ooool el
ASDW }augns dI I91/NSH

Buiyoyms dr
Bujpiomio4 (I

~ut}-

-

11 pPezZnsuuoyoun

1Sd AHd

Bujwoiy OV
ddd MdV1 N Nd 0} Aulply

NS

Buipiomio 4
pup Bulyoyms dI ¢ NY o} uljy

uolyp}s asog

90S 7

I NY O} uilly



PCT/US00/16424

WO 00/79733

1712

¥l "Old

4zl Daly o} £7/0°7ST'E€TTLL  onbun Ajpqoig

', Daly Ul @injonJispbiu] SM4 peboubw SSO  EZ/0°7V0TTLL
yszaszol [25P8 @ uoums w7z ssinod [

‘sassaJlppp d| 0lG }Joddns 'sjgpjpaday

'(NSQ) @4njonijsoiiul SMd €2/0°
‘(sNS@ @ydijnw Jo auo) uolbal D ulyIM anbjun
‘(ajqpjpades) J8opds iasq

6C/0°0°0L Ny @8

‘a4d adm viA
NSg o} bBunosuuo)
dVN }jo bupsad
dS[ |PUORDN

a119nd

0'0'891°¢C6l

007l

dYN@) SYN/dLddE

07C°'GGC'SST'SSC
0°GSC’'SSC0L

0'GGC'GSC'SS¢
0°'7S2'SSC°0)

72/0°1'891°261
Kjuo

ajnoy ds3
0} 921}4pJ4} Josqn

7¢/0°0°891°C61
Aluo ajnoy
‘01}§DJ} 4asn ON

‘oyypay B80S

2opds JesM g
0'0°0°01

| v3ayv



PCT/US00/16424

WO 00/79733

12/12

HOA MON
-59 vasy
4dS0 550

R JRIY
ot} jo uojsuvdxa
o y|im
pus yg7 pap
40 uojjonpanuy
wenbasgng

VS oBeoyd

seyeq
- | sy

3dS0$S0

VS sejivQ

1 v§ sejeQ

s8lieg
‘pus oBwdpyo
- 3yS7 oM
GUm Judwhojdep
epimuonsy BRIy



	Abstract
	Bibliographic
	Description
	Claims
	Drawings

