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(57) Abstract: Techniques for user authentication are provided. In one aspect, an authentication request form a user device may be
received. The authentication request may include a username. A time stamp may be sent to the user device. An encrypted response
may be received form the user device. The response may have been encrypted with a user and device specific authentication agent.

o The encrypted response may be based on the time stamp. The authentication agent may include user and device specitic parameters.
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DEVICE AUTHENTICATION AGENT
BACKGROUND

(0001} Authentication of users of computer systems ensures that only
authorized users are able 1o access the system. Many authentication systems
are buill around three authentication factors: 1)Something you know, 2}
Something you have, and 3) Something vou are. Something you know may
relate to knowledge that an authorized user has, but should not be available o
others, such as a password or personal identification number (PIN). Something
vou have may refer {6 a physical object that is in the possession of the user. For
example, a SecurelD token from RSA™. Something you are may refer to
immutable characteristics of a user, such as biometric identification information.
For example, a user's fingerprints, retinal scans, or BNA are characteristics that
may define the user and are difficult, if not impossible, to alter or reproducs.
Authentication systems may ulilize one, two, or three of these factors in order to

properly authenticate users.

BRIEF DESCRIPTION OF THE DRAWINGS

[6002] FIG. 1 is an example of a system that may ulilize the device
authentication agent described herein.

[003] FIG. 2 is ancther example of a system that may ulilize the device
authentication agent described herein.

[0004] FIG. 3 is an example of & flow diagram for generating an
authentication agent according to the techniques described herein.

[0065] FIG. 4 is another example of a flow diagram for generating an

authentication agent according to the technigues described herein.
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[0008] FIG. 5 is an example of a flow diagram for receiving a request to
authenticate a user according to the technigues described herein.

[0067] FiG. 6 is another example of a flow diagram for receiving a
request 1o authenticate a user according 1o the techniques described hergin.
[30038] FIG. 7 is an example of a flow diagram for a user device
requesting authentication according 1o the techniques describad herein.
(0009 FIG. 8 is an example of a flow diagram for a user device

requesting authentication according 1o the lechnigues described herein.

DETAILED DESCRIPTION

[0010] The techniques describad herein maks use of all three factors in
order to authenticate a user. The user may provide a password that ensures
the user satisfies the "something you know” factor. The user may also provide
biometric identification data, such as a fingerprint or retinal scan o satisfy the
“something you are” factor. To satisty the third factor, “something you have,”
the present disclosure provides for an authentication agent. An authentication
agent may be a software program, which may be a set of instructions
executable by a processor of a computer, which is tied to both the user and the
device that the user is using fo request authentication.

{0011 Because the authentication agent is tied to a partlicular device, use
of the authentication agent during the authentication process ensures that the
user has access to the device for which the authentication agent was created.
The reason for this is that the authentication agent cannot be successfully used
on any other device, other than the device for which it was created. Because of
this characteristic, this ensures that the user attempling to be authenticated is in
possession of that device (e.g. somsthing you have). In combination with the
other two factors, authentication of user may be made more secure.

(0612} FIG. 1 is an example of a system that may ulilize the device
authentication agent described herein. Systern 100 may include a user device
110, a server 140, and a network 180. The network 180 may allow

communication belween the user device and the server. The natwork may be a
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wired or wireless network. The network may be an intranet, the Intemet, or any
other type of network that may allow communication between a user device and
a server. The techniques described herein are not dependent on any particular
form of network 190.

[G0613] User device 110 may be any type of device that may be used by a
user. For example, the user device may be a deskiop or laplop computer, a
mobile phone, a tablel, an e-book reader, or any other type of computing
device. The fechnigues described hersin are not dependent on any particular
tvpe of device. The user device may include a processor 112, Coupled o the
processor may be a non-transitory processor readabie medium 114, The
processor readable medium may contain thereon a set of instructions, which
when gxecuted by the processor may causs the processor fo implement the
technigues described herain.

[0014] For example, the medium 114 may include authentication agent
instructions 116 10 cause the processor to implement an authentication agent
that is associated with the user device 110. The medium may also include
authentication instructions 118 which cause the processor to use the
authentication agent instructions to authenticale a user. Operation of the
authentication agent is described in further detaill below.

[0015] Server 140 may include a processor 142, Coupled o the
processor 142 may be a non-transitory processor readable medium 144, The
processor readable medium may contain thergon a set of instructions, which
when executed by the processor may cause the processor {0 implement the
technigues described herein. For example, the medium 144 may include
authentication agent generaling instructions 146 {0 cause the processor 1o
generate an authentication agent for the user device 110, The medium may
also includs authentication instructions 148 o aliow the server o authenticale a
user. Operation of the authentication agent generation instructions and
authentication instructions is described in further detall below. The server 140
may also include a database 170. The database may siore various parameters

used in the authentication process, as will be described below.
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[0018] In operation, a user device may reguest gengration of an
authentication agent using the authentication instructions. The request for
generation of an authentication agent may include an identifier associated with
the user device. For examplg, the identifier may be a serial number of the
device or a media access control (MAQC) address of the device. The particular
form of the identifier is unimportant. Any identifier that may uniguely identify the
device may be suilable. The request may be sent o the server. As part of the
authentication agent generation reguest, the user using the user device may
aiso establish a password that is known 1o the user and the server, The
password may be established with the server over a secure channel, such as a
secure sockels layer (851) connection over the network 180, In other ¢cases,
the password may be established by other means, such as a phone call {o a ¢all
center. Regardless of implementation, what should be understood is that a
password that should only be known by the user and the server is established.
The technigues described herein are not dependent on how the password is
established.

00173 in addition, biometric identification information of the user may be
provided 1o the server in a secure manner. This may be done over a secure
channel, such as an S8L connection, or may involve the user physically visiting
a location o provide biometric identification information o the server. The
particutar mechanism by which the server obtains the biometric identification
information is relatively unimportant. What should be undersiood is that the
server has access to biomelric identification information for the user.

{0018} The server may then generate an authentication agent using the
authentication agent instructions. The authentication agent may include a
random number of tags randomly inserted within the authentication agent.
These tags may be used in an encryplion operation that is described below.
The number and location of the tags may be stored by the server in a database.
in addition, the server may take the user device identifier and generale a
derived device identifier. The derivation process, such as a hash, may be a

process such that given the derived value it is impractical {o recover the original
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value. The derived identifier may also be included in the authentication agent.
The generaled authentication agent may then be sent {0 the user device.

[0019] A user of the user device may wish 10 be authenticaled. The user
may provide the previously established password 1o the server along with
information identifyving the user (e.g. a username). In some implementations,
the password may be provided over a secure link, such as an SSLlink. In some
implementations, the actual password may not be provided, but rather a hash of
the password. Regardless of implementation, the user identifier and password
is passed {o the server. The server may then verify that the password is
correct, thus satisfying the “something you know” authentication factor.

[0020] The server may then send a time stamp 1o the user device. For
example, the time stamp could be the approximate time when the authentication
request was received. The server may store this time for later use, as will be
described below. The lime stamp may also be accompanied by a request for
the user device o provide user biometric data. The user may receive the
request for biometric data and provide the biomestric data through & biometric
device {not shown). As mentioned above, the technigues described herein are
not dependent on the particular type of biomelric data thatl is collectad.

(006217 The user device, using the authentication agent, may then prepare
a response. The authentication agent may first retrieve the device identifier
from the user device. The derived device identifier may then be determined
using the same derivation process that was used when the authentication agent
was generated. The fwo derived identifier may then be comparsd. If they do
not match, that means that the authentication agent is not running on the same
device for which the authentication agent was generated {e.g. the authentication
agent may have been copied from one computer to a different computer). As
such, the “something you have” factor cannot be satisfied, and the
authentication may fail.

[0022] Assuming that the derived identifiers match, the biometric data
and the time stamp may be encrypled using the authentication agent. The
exact mechanism for encryption is relatively unimportant, but rather the

characteristics of the encryplion process may be such that any message
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encrypted using the encryplion agent may only be decrypled by an entity that
knows the number and locations of the tags used in the generation of the
authentication agent. As such, because the server generated the encryplion
agent for the user, the server is able 1o decrypt anything encrypted with the
particular encryption agent.

(06023} The user device may then send the encrypled biomelric data and
time stamp in a response (o the server. The server may then decrypt the time
stamp and the biomelric data using the same user parametlers (e.g. number and
focations of tags within the authentication agent). f the message is successiully
decrypted, then this ensures that the response was generated suing the
authentication agent created for that user (because the tags and locations
matched) on the same device for which the authentication agent was created
{because the derived identifiers match). As such, it can be ensured that the
authentication attempt is coming from the device associated with the user,
satistying the “something you have” factor.

[0024] The time stamp may then be compared with the current time to
determine how miuch time has slapsed betweaen when the time stamp was sent
and when the encrypled response was received. If too much time has passed,
it may be possible that the biometric data was not obiained at the same time as
the authentication request. For example, if the data was recorded from a
previous successiul authentication request, and is now being replaved. i ioo
much fime has elapsed, the authentication may fall. Assuming that the elapsed
time has not exceaded the threshold, the biometric data may be compared with
the previously stored biometric data. If there is a maich, the user has salisfied
the “something you are” authentication factor. Thus, the user has now passed
all threg authentication factors and can be authenlicated.

[3025] FIG. 2 is ancther example of a system that may ulilize the device
authentication agent described herein. System 200 contains many components
that are similar to those in Fig. 1. For example, the user device 110, processor
112, medium 114, instructions 116 and 118 from Fig. 1 are substantially
squivalent {0 elements 210, 212, 214, 218, and 218 of FIG. 2. Likewiss, server

140, processor 142, medium 144, insfructions 148 and 148, and database 170
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are substantially equivalent 1o elemenis 240, 242, 244, 248, 248, and 270 of
Fig. 2. The description of those elements will not be repeated here for the sake
of ease of description. For ease of descriplion, the network connecling the user
device and server has been omitted, howegver it should be undersiood that the
user device and server are able {o communicale with each other.

[0028] System 200 depicts a biometric reader 220 as part of the user
device. The biometric reader can be of any suitable for to oblain user biometric
identification information. For example, the biometric reader may be a
fingerprint reader, a retinal scanner, a2 DNA scanner, or any other type of
biometric reader. Techniques described herein are not dependent on any
particular type of biometric parameter.

(0271 System 200 aiso depicts some of the specific data that may be
stored in database 270. For example, table 270{a) depicls an example of some
of the data thal may be stored in database 270. For example, the table shows
three users, John, Cheryl, and David. The database may store a password for
each of those users, as well as biometric identification information for each user.
in addition, the lable may show the user specific parameters that were used
{2.g. the number and locations of the tags) when generaiing the authentication
agent.

[0028] The techniques described herein may be betler understood by
way of an example. For purposes of this description, assume that initially, the
system has no knowledge of the user with the user name John. Also assume
that user device 210 belongs to and is being opserated by the user named John.
initially, at step 280, the user John may request an authentication agent. The
request may include a device identifier of the user device 210 (e.g. a serial
number). In addition, the user may provide biometric information {(e.g. a
fingerprint) of the user John as well as a password for the user dohn {o the
server. As mentioned above, the particular mechanism by which this
information is provided o the server {e.g. SSL, manual entry, elc.) is not
important. The techniques described herein are independent of how the

information is oblained by the server.
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[0028] The server 240 may then store the information related 1o the user
John in the database. This may include the username, the password, and the
biometric identification information. The server may then select a random
number of tags. As part of the process of generating the authentication agent,
the server may insert the random number of tags into randomly selected
tocations within the authentication agent. The number and locations of those
tags may be stored in the database. As shown in fable 270(g), for user John, 3
tags were selecled. The tags are labsled as X{(1), X(3), and Y{2) which may
represent the locations within the authentication agent where the tags are lo be
placed.

[B030] The server may than use the received device identifier and
generate a derived device identifier (DD, There is generally no nesd {o store
the DD in the database, as verification of the DD may be done by the user
device, as will be explained below. Authentication agent 216(g) depicts the
authentication agent created for user John. The authentication agent may then
be sent 281 to the user device. It should be undersiood that the steps of
generaling the authentication agent may occur one time and may occur prior {o
any authentication alternpt.

(68311 The user John may then wish to perform an authentication. Using
the user device, the user John may send an authentication request 284,
including his usermname and password 1o the server. The server may receive
the request and retrieve user John's information from the database 270, based
on the usemame. The server may then compars the received password o the
password stored in the database. I they match, the server may delermine that
user John has passed the "something you know” authentication factor. It should
be understood thai the password nesd not be sentin clear text (o the server.
The password may be encrypted, or a hash of the password may be sent. What
should be understood is that the server is able o verify that the user purporting
to be user John knows the password associated with John.

[0032) The server may then send 285 a request for biometric data to the
user device. The request may include a lime stamp which may be the

approximate ime the request for biometric dala is sent. The server may slore



WO 2016/014120 PCT/US2015/018483

this time stamp in the database 270. As shown, the lime 3:46 PM is sltored in
table 270{a).

[0033] Upon receipt of the reguest for biometric data, the user device
may first confirm that the authentication agent is executing on the device for
which it was created. The authentication agent may relrieve the device
identifier and compute the DD The computed DDI may then be compared o
the DDI stored in the authentication agent 216(a). If there is a mismatch, the
agent is not running on the device for which it was created. As such, the
authentication attempt may fail at this point.

10034 Assuming a match in the DD, the user device may then obtain the
biometric dala from the user using the biomelric reader 220, For example, the
biometric data may be a fingerprint and the biometric reader mav be a
fingerprint reader. It should be understood that the technigues described herein
are not dependent on any particular type of biometric identifier. The
authentication agent may then encrypt the biometric data and the time stamp
based on the random number of randomly placed tags within the authentication
agent. As mentioned before, the specific form of the encryption is unimportant,
s0 long as certain criteria are met. Firs, it should be possible for any entity that
knows the parameters used to generate the authentication agent to decrypt a
message encrypted by that authentication agent. Second, it should be
substantially impossible to determine the number and placement of the random
tags by analyzing the encrypted message.

[0035] The user device may then send the encrypted response 286 {o the
server. The server may first decrypt the response based on the random number
and locations of the tags. As mentioned above, the server may have stored this
information when the authentication agent was created, and is thus able to
decrypt any message encrypled with the authentication agent generated for
user John. If the decryption is successiul, the server can confirm that the
response was generaled by the authentication agent that was created for the
user dohn, because ctherwise the decryption operation would have failed.
Furthermore, the server is ensured that the authentication agent is running on

the device for which it was created because the DD comparison would have
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failed otherwise. As such, the server is able to confirm the “something you
have” authentication factor.

[00386] The server may then compare the time stamp in the encrypled
response with the current time stamp as well as the time stamp stored in the
database. If the time stamp stored in the database does not match the
decrypled lime stamp, then the authentication request may fall. Likewiss, if too
much fime has elapsed belween when the fime slamp was sent and the current
time, the authentication may also fall. I the time stamp maiches that which was
sent, and too much time has not elapsed, the server can be ensured that this is
not a replayed encrypled response message. Furthermore, because the
timestamp is included when encrypling the biometric data, the server can be
ensured that the biometric data was captured substantially contemporaneously
with the authentication request. If the biomelric data matches that stored in the
database, the user has provided the “something you are” authentication factor.
At that point, a response 287 indicating authentication success may be sent (o
the user.

[0037] FIG. 3 is an example of a flow diagram for generating an
authentication agent according to the techniques described herein. The
technigues described in FIG. 3 may be execuisd by the user device described
above. In block 310, a request to generate an authentication agent may be
received from a device. As explained above, an authenticalion agent may be
used by the device to allow the user {0 be authenticated according to the
techniques described herain.

[0038] in block 320, the authentication agent may be generated. The
authentication agent may be associated with a user of the device and the device
itself. In other words, the authentication agent is tied to both the user and the
user's device. The authentication will not work on a device different from the
one for which it was created. The authentication agent will also not work for a
different user. As such, the authentication agent is created for a specific user
using a specific device. In block 330, the authentication agent may be sentto

the device.
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[0039] FIG. 4 is another example of a flow diagram Tor generating an
authentication agent according to the techniques described herein. The
fechnigues described in FIG. 4 may be executed by the user device described
above. In block 405, just as above in block 310, a request to generate an
authentication agent may be received form a device. in block 410, a device
identifier that is uniquely associated with the device may be received. For
example, the device identifier may be a serial number of the device. As ancther
example, the device identifier may be a media access control (MAC) address of
the device. The techniques describad harein are not dependent on the
particutar type of device identifier. Any device identifier that may uniquely
identify the device may be suitable.

(30407 in block 415, a derived identifier may be included in the
authentication agent. The derived identifier may be derived from the device
identifier that is uniguely associated with the device. The derivalion may be a
one way derivation. In other words, a derived identifier may be generated from
the unique device identifisr. The derivation may be a one way derivation in that
it is not possible (o recover the unique device identifier from the derived
identifier. For example, a derived identifier may be generated by running the
device serial number through a hashing algorithm, such as Secure Hashing
Algorithm (SHA}1. The characteristics of SHA-1 ensure that given the derived
identifier, it is not praclically possible to recover the original serial number.
Tachniques described herein are not dependent on any particular type of
derivation algorithm. Any derivation algorithm that ensures that the device
identifier cannot be recovered from the derived device identifier would also be
suitable.

[B041] in block 420, a randomly selected number of tags may be
generated. In block 425, the randomly selected number of tags may be inssrisd
inte randomiy selected locations within the authentication agent. In block 430,
an association between the number and locations of the tags within the
authentication agent and the user may be stored. In block 435, the
authentication agent may be generated. The authentication agent may be

associated with a user of the daevice and the device itself.
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[0042] In other words, a number of tags are randomly selected for a user,
Thus, the number of tags for any given user is not fixed. The probability that
any fwo users have the same number of {ags seleclad is then dependent on the
total number of possible {ags. For example, if there can be from 1 1o 20 tags,
the probabiiity thatl two users have the same number of randomily selecled tags
is 1/20. Likewise, the lags may be inserled into random focations within the
authentication agent. Therefore, even If two users do have the same number of
randomly selected tags, the probability that the selected locations are the same
for each user is reduced.

10043 The end result may be that the autheniication agent is, within a
defined probability, unigue for each user. Furthermore, when combined with the
derived identifier that is also included within the authentication agent, the
fikelihood of two users having the same authentication agent generaled is
minimal. In block 440, the authentication agent may be sent {o the device.
[0044] FIG. § is an example of a flow diagram Tor receiving a request to
authenticate a user according to the techniques described herein. The
technigues described in FIG. 5 may be exsculed by the server described above.
in block 510, an authentication request may be received Tor a user device. The
authentication request may include a username. As mentioned above, the
username may be used {o lookup paramelers, such as password and
authentication agent detlails, Tor the specific user atlempling authentication.
[0045] In block 520, a time stamp may be sent {0 the user device. The
time stamp may indicate the current time of day. The time stamp may be
ytitized later o determing the time elapsed between sending the time stamp and
when a response is received, as will be described below.

[304¢6] in block 530, an encrypted response may be recsived form the
user device. The response may be encrypted with a user spedific and device
specific authentication agent. The encrypled response may be based on the
time stamp. The authentication agent may include user and device specific
parameters. in other words, afier the user device receives the time stamp, a
response may be sent. The response may be encrypled by an autheniication

agent that is specific to the user and the particuiar device. The encrypled
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response may include the time stamp previcusly sent 1o the user device, such
that the slapsed time between sending the time stamp and the receipt of the
encrypted response may be determined.

100471 FIG. 6 is another example of a flow diagram for receiving a
request to authenticate a user according to the techniques described herain.
The techniques described in FIG. 8 may be executed by the server described
above. In block 810, just as above in block 510, an authentlication request may
be received form a user device. The authentication request may include a
username. in block 620, user and device specific paramsiers may be relrieved
based on the user name. As mentioned above, the server may slore the
parameters used 1o create the authentication agent for a specific combination of
user and user device. Given the usermname, the server may retrieve the
parameters used o create the authentication agent.

[0048] In block 830, just as above in block 520, a time stamp may be sent
to the user device. In block 840, just as above in block 530, an encrypted
response may be received from the user device. The response may have been
encrypted with a user specific and device specific authentication agent. The
encrypled response may be based on the timestamp. The authentication agent
may include the user and device specific paramsters.

[0049] in block 650, the response may be decrypled using the user and
device specific parameters. In other words, the server knows how the
authentication agent was created, and thus knows how the authentication agent
would have sncrypled the response. Thus, the server may have the information
needed o decrypt the response. As part of the decryption, the time stamp may
be refrieved from the decrypted response. In block 660, the current ime stamp
{e.q. the current time) can be compared 1o the time stamp sent 1o the user
device in block 830.

[0050] In block 870, the guthentication request may be denied if the
difference between the current time stamp and the ime stamp sent to the
device exceeds a threshold. For example, the threshold may be one second,
one minute, one hour, or any other suitable threshold. The threshold may

ensure that the encrypted response includes data that was collectad
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substantially contemporaneocusiy with the authentication reguest. For example,
if a previous encrypted response from a pravious successiul authentication
atternpt were inlercepled by a malsvolent acior, thatl actor may altempt o
“repiay” the response 1o fool the server. Howsver, the timestamp from the
previcus response would indicate the time at which the previous authentication
request was initially sent. Thus, the time slamp may indicate that the response
was “old” and was likely not generated in response to the current authentication
reguest.

{0051} in block 680, the user may be authenticated when the encrypted
response was generated by the user specific and device specific authentication
agent, the response was recelved prior to an expiration of the time stamp, and
the response includes user biometric data. In other words, proper decryption of
the response means that the response was encrypted by the authentication
agent that was created for the specific user and the specific device, thus
ensuring that the user i3 in possession of the authentication agent and is using
the device for which the authentication agent was created. The lime stamp
having been within the threshold indicates that the response was generaled
substaniially contemporaneously with the authentication request. Finally, by
including biometric data that actually belongs to the user, it can be ensure that
the user was present at the time the encrypled response was generated.
[0052] FIG. 7 is an example of a flow diagram for a user device
requesting authentication according 1o the fechnigues described hersin. The
techniques described in FIG. 7 may be exscuied by the user device described
above. In block 710, a request for authentication may be sent from a user
device. The request may include user identification information. For example,
the request may include g usemame. The request may also include a
password. The password may be encrypled or a hash of the password may be
sant. What should be understood is thatl the request for authentication includes
information that aliows the user {0 be identified.

{0053 In block 720, a ime stamp may be received in response {o the
request. As explained above, the time stamp may be used later {o ensure that a

previous authentication response is not replaved. The time stamp may also be
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used to ensurg that the biomelric data is captured at the time of the
authentication request instead of having been previously captured, as is
described in further detall below. In block 730, user biometric data may be
obtained. For example, biomelric data may include fingerprints, retinal scans,
DNA information, or any other type of daia that is uniquely associated with the
user's physical being. The particular form of biometric data is unimportant, and
the technigues described herein are not dependent on any particular type of
biomeiric data.

[0054] in block 740, the biomeltric identification information and the time
stamp may be sent in an encrypled response. The response may be encrypled
by a user and user device specific authentication agent running on the user
device. In other words, the biometric identification data and the time stamp are
encrypted using an authentication agent that is tied {o the specific user and the
specific device. A malevolent user would not be able io pretend o be the
authorized user, because a malevolent user would not know the proper
password (2.¢g. something you know). Furthermore, because the authentication
agent is tied to the specific user device through the derived identifier, copying
the authentication agent to a different device renders the authentication agent
useless {e.g. the device is something you have). Finally, by including the time
stamp data in the encrypled response, it can be ensured that the biomelric data
{e.g. something vou are) was caplured at the same lime as the autheniication
request, and is not simply a replay of a previous authentication session.

[0055] FIG. 8 is an example of a flow diagram for a user device
requesting authentication according o the technigues described herein. The
technigues described in FIG. 8 may be executed by the user device described
above. In block 810, a request for the user and user device specific
authentication agent may be sent. The reguest may include identification for the
user and the user device. For example, the user ideniification information may
include a username and a password or a hash of a user password. The user
device identification information may include identification information such as a

serial number or a MAC address. The identification information may be used by
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the server to generale a user and user device specific authentication agent, as
has been described above.

[0056] In block 820, the user and user device specific authentication
agent may be received. The user and user device specific authantication agent
may have been created based on the identification information for the user and
user device. In other words, the authentication agent that was specifically
created Tor the user using a parficular device is sent to that device. The
authentication agent is thus only usable by that specific user using that specific
device. Any attempis by a different user o use the authentication agent or
atternpts to use the authentication agent on a different device may fail.

[B057] in block 830, just as above in block 710, a request for
authentication may be sent from the user device. The request may include user
identification information. In block 840, just as above in block 720, a time stamp
may be received. In block 850, as above in block 730, user biomelric
information may be obtained. In block 860, as above in block 740, the biometric
identification information and the time stamp may be sent in an encrypted
response. 1he response may be encrypled by the user and user device specific
authentication agent running on the user device. The authentication agent may
have been previously received in block 820.

[0058] in block 870, an authentication response may be received. The
authentication response may indicate authentication success when the
biomeiric identification is verified, a difference between the current time and the
time stamp is within a threshold, and the response was delermined to have
been encrypted by the user and user device specific authentication agent. In
other words, authentication may be successiul if it is determined that the
specific user, using the specific device for which the authentication agent was
created provided biometric data that was collecied at substantially the same
time that the authentication request was made and that biomelric data maiches

the biometric dala associated with the user.
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We Claim:

1. A method comprising:
receiving, from a device, a request {0 generatle an authentication agent;
generating the authentication agent, the authentication agent associated
with a user of the device and the device itself; and

sending the authentication agent to the device.

2. The method of claim 1 further comprising:
receiving a device identifier uniquely associated with the device,; and
including a derived identifier in the authentication agent, the derived
identifier being derived from the device identifier uniquely assodiated with the

device, wherein the derivation is a one way derivation.

3. The method of claim 2 wherein the device identifier is a serial number of the

device and the derived identifier is a checksum of the serial number.

4. The method of claim 1 further comprising:

inserting user identification information within the authentication agent.

5. The method of claim 4 wherein inserting user identification information
further comprises:

generating a randomly selected number of {ags;

inserting the randomiy selected number of tags inlo randomiy selected
focations within the authentication agent; and

storing an association betwsen the number and locations of the tags

within the authentication agent and the user.

8. A non-transitory processor readable medium containing theraon a set of
instructions which when executed by a processor cause the processor {0
receive an authentication request from a user device, the autheniication

request including a usemams;
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send a time stamp o the user device; and

receive an encrypled response from the user device, the response
encrypled with a user spacific and device specific authentication agent, the
encrypied response based on the time stamp, the authentication agent including

user and device specific parameters.

7. The medium of claim & further comprising instructions to:
retrieve the user and device specific parameters based on the username;
and

decrypt the response using the user and device specific parametlers.

8. The medium of claim 6 further comprising instructions fo:

compare a current time stamp with the time stamp sent to the device,
and

deny the authentication request if the difference between the current time

stamp and the time stamp sent {0 the device excesds a thrashold.

9. The medium of claim 6 wherein the encrypled response includes encrypled
biometric data of the user.

10, The medium of claim 6 further comprising instructions o

authenticate the user when the encrypted response was generated by
the user specific and device spedific authentication agent, the response being
recelved prior 1o an expiration of the time stamp, and the response including

user biomelric data.

11. A method comprising:

sending, from a user device, a request for authentication, the request
including user ideniification information;

receiving a time stamp in response 1o the reguest;

obtaining user biometric identification information; and
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sending the biometric identification information and the time stamp in an
encrypled responss, the response encrypled by a user and user device specific

authentication agent running on the user device.

12. The method of claim 1 further comprising:

sending a request for the user and user device specific authentication
agent, the request including identification information for the user and the user
device; and

receiving the user and user device specific authentication agent, wherein
the user and user device specific authentication agent is ¢reated based on the

identification information for the user and the user device.

13. The method of claim 1 wherein the user device authentication information is
a serial number, and the user and user device specific authentication agent

includes a hash of the serial number.

14. The method of claim 1 further comprising:

receiving an authentication response indicating authentication success
when the biometric identification is verified, a difference between the current
time and the time stamp is within a threshold, and the response was determined
to have been encrypled by the user and user device specific authentication

agent.

15. The method of claim 11 where in the authentication request further

comprises an encrypted password.
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310-~_ RECEIVE, FROM A DEVICE, A REQUEST TC GENERATE
AN AUTHENTICATION AGENT

v
290 GENERATE THE AUTHENTICATION AGENT, THE
" AUTHENTICATION AGENT ASSOCIATED WITH A USER OF
THE DEVICE AND THE BEVICE ITSELF

¥

339“\-— SEND THE AUTHENTICATION AGENT TO THE DEVICE
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405~ _

RECEIVE, FROM A DEVICE, A REQUEST TG GENERATE
AN AUTHENTICATION AGENT

RECEIVE A DEVICE IDENTIFIER UNIQUELY ASSCCIATED
WITH THE DEVICE

INCLUDE A DERIVEDIDENTIFIER IN THE
AUTHENTICATION AGENT, THE DERIVED IDENTIFIER
BEING DERIVED FROM THE DEVICE IDENTIFIER
UNIQUELY ASSOCIATED WITH THE DEVICE, WHEREIN
THE DERIVATION IS A ONE WAY DERIVATION

l

GENERATE A RANDOMLY SELECTED NUMBER OF TAGS

INSERT THE RANDOMLY SELECTED NUMBER OF TAGS
425~

INTO RANDOMLY SELECTED LOCATIONS WITHIN THE
AUTHENTICATION AGENT

STORE AN ASSOCIATION BETWEEN THE NUMBER aND
LOCATIONS OF THE TAGS WITHIN THE AUTHENTICATION
AGENT AND THE USER

L

435 _

GENERATE THE AUTHENTICATION AGENT, THE
AUTHENTICATION AGENT ASSOCIATED WITH A USER OF
THE DEVICE AND THE DEVICE ITSELF

440 _

SEND THE AUTHENTICATION AGENT TG THE DEVICE

PCT/US2015/018483
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510 RECEIVE AN AUTHENTICATION REQUEST FROM A USER
DEVICE, THE AUTHENTICATION REQUEST INCLUDING A

5/8

USERNAME

¥

SEND A TiME STAMP TO THE USER DEVICE

¥

530~

RECEIVE AN ENCRYPTED RESPONSE FROM THE USER

DEVICE, THE RESPONSE ENCRYPTED WITH A USER
SPECIFIC AND DEVICE SPECIFIC AUTHENTICATION
AGENT, THE ENCRYPTED RESFONSE BASED ON THE

TIME STAMP, THE AUTHENTICATION AGENT INCLUDING

USER AND DEVICE SPECIFIC PARAMETERS

PCT/US2015/018483
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810~ _

RECEIVE AN AUTHENTICATION REQUEST FROM A USER
DEVICE, THE AUTHENTICATION REQUEST INCLUDING A
USERNAME

:

620~

RETRIEVE THE USER AND DEVICE SPECIFIC
PARAMETERS BASED ON THE USERNAME

:

SEND A TIME STAMP TO THE USER DEVICE

:

640~ _

RECEIVE AN ENCRYPTED RESPONSE FROM THE USER
DEVICE, THE RESPONSE ENCRYPTED WiTH A USER
SPECIFIC AND DEVICE SPECIFIC AUTHENTICATION

AGENT, THE ENCRYPTED RESPONSE BASED ON THE

TIME STAMP, THE AUTHENTICATION AGENT INCLUDING

USER AND DEVICE SPECIFIC PARAMETERS

;

650~

DECRYPT THE RESFONSE USING THE USER AND
DEVICE SPECIFIC PARAMETERS

;

660—_

COMPARE A CURRENT TIME STAMP WiTH THE TiME
STAMP SENT TO THE DEVICE

:

670~

DENY THE AUTHENTICATION REQUEST IF THE
DIFFERENCE BETWEEN THE CURRENT TIME STAMP AND
THE TIME STAMP SENT TO THE DEVICE EXCEEDS A
THRESHOGLD

4

680~

AUTHENTICATE THE USER WHEN THE ENCRYPTED
RESPONSE WAS GENERATED BY THE USER SFECIFIC
AND DEVICE SPECIFIC AUTHENTICATION AGENT, THE

RESPONSE BEING RECEIVED PRIOR TO AN EXFPIRATION
OF THE TIME STAMP, AND THE RESPONSE INCLUDING
USER BIOMETRIC DATA

PCT/US2015/018483
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710 SEND, FROM A LISER DEVICE, A REQUEST FOR
e AUTHENTICATION, THE REQUEST INCLUDING USER
IDENTIFICATION INFORMATION

¥

?Zﬁ}u\“ RECEIVE A TIME STAMP IN RESPONSE TO THE REQUEST

¥
?36"\." OBTAIN USER BIOMETRIC IDENTIFICATION
INFORMATION

¥
SEND THE BIOMETRIC IDENTIFICATION INFORMATION
740 | AND THE TIME STAMP IN AN ENCRYPTED RESPONSE,
m\w THE RESPONSE ENCRYPTED BY A USER AND USER
. DEVICE SPECIFIC AUTHENTICATION AGENT RUNNING
ON THE USER DEVICE
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SEND A REQUEST FOR THE USER AND USER DEVICE

SPECIFIC AUTHENTICATION AGENT, THE REQUEST

INCLUDING IDENTIFICATION INFORMATION FOR THE
USER AND THE USER DEVICE

RECEIVE THE USER AND USER DEVICE SPECIFIC
AUTHENTICATION AGENT, WHEREIN THE USER AND

82&m\wj« USER DEVICE SPECIFIC AUTHENTICATION AGENT IS

CREATED BASED ON THE IDENTIFICATION
INFORMATION FOR THE USER AND THE USER DEVICE

SEND, FROM A USER DEVICE, A REQUEST FOR
AUTHENTICATION, THE REQUEST INCLUDING USER
IDENTIFICATION INFORMATION

840“\-—1‘ RECEIVE A TIME STAMP IN RESPONSE TO THE REQUEST

850~ _

CETAIN USER BIOMETRIC IDENTIFICATION
INFORMATION

SEND THE BIOMETRIC IDENTIFICATION INFORMATION
AND THE TiME STAMP IN AN ENCRYPTED RESPONSE,
THE RESPONSE ENCRYPTED BY A USER AND USER
DEVICE SPECIFIC AUTHENTICATION AGENT RUNNING
ON THE USER DEVICE

RECEIVE AN AUTHENTICATION RESPONSE INDICATING
AUTHENTICATION SUCCESS WHEN THE BIOMETRIC
IDENTIFICATION IS VERIFIED, A DIFFERENCE BETWEEN
THE CURRENT TIME AND THE TIME STAMP [S WITHIN A
THRESHOLD, AND THE RESPONSE WAS DETERMINED
TO HAVE BEEN ENCRYPTED BY THE USER AND USE

DEVICE SFECIFIC AUTHENTICATION AGENT

PCT/US2015/018483
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