
US 2011 01 07079A1 

(19) United States 
(12) Patent Application Publication (10) Pub. No.: US 2011/0107079 A1 

MINAMI et al. (43) Pub. Date: May 5, 2011 

(54) TARGET DEVICE, METHOD AND SYSTEM (30) Foreign Application Priority Data 
FORMANAGING DEVICE, AND EXTERNAL 
DEVICE Jan. 18, 2006 (JP) ................................. 2006-01 0354 

Jun. 7, 2006 (JP) ................................. 2006-158718 
(75) Inventors: Kouichi MINAMI, ISHIKAWA Publication Classification 

(JP); Seigo KOTANI, 
KANAGAWA (JP) (51) Int. Cl. 

H04L 9/00 (2006.01) 
(73) Assignees: PFU LIMITED, Ishikawa (JP); (52) U.S. Cl. ........................................................ 713/150 

Erist LIMITED, Kanagawa (57) ABSTRACT 
A device management system is configured with a target 

(21) Appl. No.: 12/872,627 device including at least one unit that includes a tamper 
resistant chip, a management apparatus that manages or uses 

(22) Filed: Aug. 31, 2010 the target device, and an authentication apparatus including a 
9 database for authentication, connected via a network in a 

O O communicable manner. In the target device, each unit is 
Related U.S. Application Data equipped with the tamper-resistant chip that collects device 

(63) Continuation of application No. 1 1/624,082, filed on information specific to a unit, stores collected device infor 
Jan. 17, 2007. mation, and stores a confidential-key. 

f-------------------------------- 100 swar w sweet 

UNITA ---------. V s 

UNIT-ENFORMATION CONFIRMATION REQUEST 
UNIT-PROGRAM CONFIRMATION RECUEST 

ADO.NETWORK 

MANAGEMENT 
APPARAS UNT B : DEVICE INFORMATION OF 

TARGE DEVICE 
EVALUATION RESULT 

UNIT C 

s ARGE EVCE : 
(IMAGE READING DEVICE) : 

REGSEREC 
CONTENTS REQUEST 

Rs.3 

REGISTERED 
CONTENS 

AUNCATEON 
APPARAUS DATABASE 

- - - - - - - -- a-- - - -w- - - -ses as as a a -w - - - www - - - - - 

    

  

    

  

  

  

  

    

  



US 2011/0107079 A1 

9 
D 

- 
CC 
2 

l 
X 

L'SD|- 

öö?********* • = = • • • • • • • • • • • • 

Patent Application Publication 

  

  

  



Patent Application Publication May 5, 2011 Sheet 2 of 8 US 2011/0107079 A1 

FG.2 100 
IMAGE READING DEVICE 110 

tri----------------. MECHANICAL UNIT 

MOTOR 

SENSOR PM CHIP 

APF UNIT 
FAT BED UNT UNIT INTERFACE 

- - - - - - - - - - - - - - - - - - - - -------- 

CONTROL UN 

UNT INTERFACE 10 

PM CHP 

CONTRO 
PROGRAM 

MAGE 
PROCESSING UNIT 

FINGERPRINT 
ACQUIRING UNIT 

EXTERNAL 
INTERFACE 

OPTICAL UNIT 

ir- UNT INTERFACE 
10 

: 
TPM CHIP 

GHT SOURCE 

OPTICAL SYSTEM 
DEVICE : 

    

  

  

  

  

  

  

  

  

  

  

  

  

  

    

  

  

  

  

  

  

  



Patent Application Publication May 5, 2011 Sheet 3 of 8 US 2011/0107079 A1 

FIG.3 

TPM CHP 12 

CONTROL 
PROGRAM 

13 

CONFIDENTIAL 
KEY FE 

UNT-NFORMATION FILE 
15 

INDIVIDUAt 
AUTHENTICATION. 
INFORMATION FILE 

FG.4 
200, 300 

NPUT 
DEVICE 

OUTPU 
DEVICE 

MONTOR 

PRINTER CONTROL DEVICE 

  



Patent Application Publication May 5, 2011 Sheet 4 of 8 US 2011/0107079 A1 

FIG.5 

DEVICE 
INFORMATION OB 

NDIVIDUAL 
AUTHENTICATION 
INFORMATION DB 

PROGRAM DB 

DATABASE 

  



Patent Application Publication May 5, 2011 Sheet 5 of 8 US 2011/0107079 A1 

FG.6 

MANAGENG/USING UNT 200 TRANSMTS UNIT-INFORMATION 
CONFIRMATION REQUEST TO TARGET DEVICE 100 SA-1 

(UNIT-INFORMATION CONFIRMATION REQUESTING UNIT) 

TARGET DEVICE 100 RECEIVES UNIT-NFORMATION 
CONFIRMATION REQUEST (UNIT-INFORMATION CONFIRMATION SA-2 

REQUESTING UNIT 

TARGET DEVICE 100, FOREACH UNIT, ENCRYPTSDEVICE 
NFORMATION INCLUDING UNIT INFORMATION AT LEAST 

NCLUDING UNIDENTIFICATION NUMBER STORED IN TPM CHIP SA-3 
10 WITH CONFEDENTIAL KEYSTORED IN CHP AND TRANSMIT TO 

AUTHENTICATION APPARATUS 300 (DEVICE-INFORMATION 
TRANSMITTING UNIT) 

AUTHENCATEON APPARATUS 300 RECEIVES DEVICE SA-4 
INFORMATION (DEVICE-INFORMATION RECEIVING UNIT) 

AUTHENTCATIONAPPARATUS 30D DECRYPTS RECEIVED DEVICE 
INFORMATION USING CORRESPONDING DECRYPTION KEY 

(PUBLICKEY, ETC) TO EVALUATE WHETHER DEVICE 
INFORMATION CORRESPONDS TO REGISTERED CONTENTS OF 

DEVICE INFORMATION PRELMINARLY STORED IN DATABASE 350 
(DEVICE INFORMATION DATABASE 351) ANDTRANSMITS 

EVAUATION RESULT TO TARGET DEVICE 100 AND MANAGING/ 
USINGAPPARATUS 200 (EVALUATING UNIT) . 

SA-5 

  

    

  



Patent Application Publication May 5, 2011 Sheet 6 of 8 US 2011/0107079 A1 

FIG.7 

SAR 

MANAGNG/USENGAPPARATUS 200 TRANSMTS UNIT-PROGRAM 
CONFIRMATION REQUEST TO TARGET DEVICE 100 (UNIT- SB-1 

PROGRAM CONFERMATION REQUESTING UNIT 

TARGET DEVICE 100 RECEIVES UNT-PROGRAM CONFIRMATION 
REQUEST (UNIT-PROGRAM-CONFIRMATION- SE3-2 

REQUEST RECEIVING UNIT 

TARGET DEVICE 100, FOREACH UNIT, ENCRYPTS WITH 
CONFEDENTIA. KEY DEVICE INFORMATION THAT INCLUDESUN 

NFORMATION AT LEAST INCLUDING UNT DENIFICATION 
NUMBER STORED IN TPM CHP 10 AND PROGRAMVERSION 
NUMBER NFORMATION RELATENG TOVERSION NUMBER OF 

PROGRAM EXECUTED BY UNT AND TRANSMTS TO 
AUTHENTICATIONAPPARATUS 300 (DEVICE-INFORMATION 

TRANSMITTING UNIT) 

AUTHENTICATION APPARATUS 300 RECEIVESOEVICE SB-4 
NFORMATION (DEVICE-NFORMATION RECEIVING UNIT 

AUTHENTCATION APPARATUS 300 DECRYPTS ACQUIRED DEVICE 
INFORMATION TO EVALUATE WHETHER CORRESPONDENCE 
RELATIONSHP EE WEEN UNIT DENTIFICATION NUMBER 

NCLUDED NOEVICE INFORMATION AND PROGRAMVERSION 
NUMBER INFORMATION CORRESPONDS TO CORRESPONDENCE 

RELATIONSHIPBE WEEN UNT DENTEFICATION NUMBER 
PRELIMINARELY STORED IN DATABASE 350 (PROGRAMDATABASE 

353) OF AUTHENTICATION APPARATUS 300 AND PROGRAM 
VERSION NUMBER INFORMATION, AND WHENRELATIONSHIPSDO 
NOT CORRESPOND, AUTHENTICATION APPARATUS 300 ACQUIRES 

PROGRAM FLE CORRESPONDING TO CORRECTPROGRAM 
VERSION NUMBER FROM PROGRAM DATABASE 353 AND 

RANSMS TO TARGETAPPARATUS 

SB-3 

SB-5 

END 

  

    

    

    

    

    

    

    

    

    

    

  



Patent Application Publication May 5, 2011 Sheet 7 of 8 US 2011/0107079 A1 

FG.8 100 
MAGE READING DEVICE 110 

MECHANCAL UN 

: : 10 
; MOTOR 

TPM CHP 
150 

SENSO 
R OTHER-UNT DEVICE 

APFUNIT : INFORMATION FLE 
FLATBED UNT UNIT INTERFACE 

120 

CONTROL UNIT 

UNIT INTERFACE 10 

OTHER-UNT DEVICE- TPM CHIP NFORMATION FILE TPM CHIP 

CONTROL 
PROGRAM 

MAGE 
PROCESSING UNIT 

FINGERPRINT 
ACQURING UNIT 

EXTERNAL 
INTERFACE 

130 

OPTICA UNIT 

UNT NTERFACE 150 

OTHER-UNT DEVICE 
INFORMATION FILE 

: LIGHT SOURCE : TPM CHP 

OPTICAL SYSTEM : 
DEVICE 

  

  



Patent Application Publication May 5, 2011 Sheet 8 of 8 US 2011/0107079 A1 

FIG.9 100 
IMAGE READING DEVICE 110 

MECHANICAL UNIT 
APF UNT 

FLAT BED UNT 

ROLLERI MOTOR 
PAD 
BEL SENSOR TPM CHIP 

s 

- - - - - - - - - - - - - - - - - - - - 

UNIT INTERFACE 

g 

CONTROL UNIT 

UNT INTERFACE 10 

EXPENDABLE-PART. MANAGEMENT FILE TPM CHIP CHP 

CONTROL 
PROGRAM 

MAGE 
PROCESSING UNIT 

FNGERPRENT 
ACQUIRING UNIT 

EXTERNA 
INTERFACE 

OPTICAL UNIT 

UNIT INTERFACE 
10 

TPM CHIP 

LIGHT SOURCE: 
OPTICAL SYSTEM 

: DEVICE 
res - was as r - - - - - - - - as a - a - - - - 

  

    

    

    

    

  

  

  

  

  

    

    

      

    

    

  

  

  

  

  



US 2011/0107079 A1 

TARGET DEVICE, METHOD AND SYSTEM 
FORMANAGING DEVICE, AND EXTERNAL 

DEVICE 

RELATED APPLICATIONS 

0001. The present application is a continuation of U.S. 
application Ser. No. 1 1/624,082, filed on Jan. 17, 2007, which 
is based on, and claims priority from, Japanese Application 
Number 2006-010354, filed Jan. 18, 2006 and Japanese 
Application number 2006-158718, filed Jun. 7, 2006, the 
disclosures of which are hereby incorporated by reference 
herein in their entirety. 

BACKGROUND OF THE INVENTION 

0002 1. Field of the Invention 
0003. The present invention relates to a target device such 
as an image reading device, a device management System, a 
device management method, and an external device. 
0004 2. Description of the Related Art 
0005 Conventionally, a remote maintenance system col 
lectively conducting remote monitoring of target devices 
Such as a plurality of types of terminal devices exists (see, 
e.g., Japanese Patent Application Laid-open No. 1995 
210729). A remote maintenance system that can remotely 
write latest programs to target devices also exists (see, e.g., 
Japanese Patent Application Laid-open No. 2000-267857). 
0006. In respect to the security enhancement that each 
enterprise individually pursued, enterprises with technology 
providing a PC platform assembled to form TCG (Trusted 
Computing Group), addressing to create new hardware/soft 
warehaving higher reliability and safety as an industry group. 
In the TCG, specifications of a TPM(Trusted Platform Mod 
ule) chip pertaining to a security chip are stipulated for the 
computing platform (see Japanese Patent Application Laid 
open No. 2005-317026). 
0007. However, conventional remote maintenance sys 
tems shown in Japanese Patent Application Laid-open Nos. 
1995-210729 and 2000-267857 had problems that identity 
and validity of units composing the target devices cannot be 
ensured. 
0008. In other words, the conventional arts had problems 
that validity and identity cannot be confirmed if a part of the 
units composing the target device is illicitly tampered or 
replaced when remotely using or managing (maintaining, etc) 
the target devices. 

SUMMARY OF THE INVENTION 

0009. It is an object of the present invention to at least 
partially solve the problems in the conventional technology. 
0010. A target device according to one aspect of the 
present invention includes at least one unit that includes a 
tamper-resistant chip. The tamper-resistant chip includes a 
device-information storing unit that stores device informa 
tion specific to the unit; and a confidential-key storing unit 
that stores a confidential key. 
0011. A device management system according to another 
aspect of the present invention is configured with a target 
device including at least one unit that includes a tamper 
resistant chip, a management apparatus that manages or uses 
the target device, and an authentication apparatus, connected 
via a network in a communicable manner. The management 
apparatus includes a requesting unit that transmits a unit 
information confirmation request to the target device. The 
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target device includes a request receiving unit that receives 
transmitted unit-information confirmation request; and a 
transmitting unit that encrypts device information including 
unit information that includes a unit identification number 
stored in the tamper-resistant chip with a confidential key 
stored in the tamper-resistant chip, and transmits encrypted 
device information to the authentication apparatus, for each 
unit. The authentication apparatus includes a device-informa 
tion receiving unit that receives the device information; and 
an evaluation unit that decrypts received device information, 
evaluates whether decrypted device information corresponds 
to device information that is stored in a database of the 
authentication apparatus in advance, and transmits a result of 
evaluation to the target device and the management appara 
tuS. 

0012. A device management system according to still 
another aspect of the present invention is configured with a 
target device including at least one unit that includes a 
tamper-resistant chip, a management apparatus that manages 
or uses the target device, and an authentication apparatus, 
connected via a network in a communicable manner. The 
management apparatus includes a requesting unit that trans 
mits a unit-program confirmation request to the target device. 
The target device includes a request receiving unit that 
receives transmitted unit-program confirmation request; and 
a first transmitting unit that encrypts device information 
including unit information that includes a unit identification 
number stored in the tamper-resistant chip and program-ver 
sion information relating to a version of a program that is 
executed by the unit with a confidential key stored in the 
tamper-resistant chip, and transmits encrypted device infor 
mation to the authentication apparatus, for each unit. The 
authentication apparatus includes a device-information 
receiving unit that receives the device information; and a 
second transmitting unit that decrypts received device infor 
mation, evaluates whether a correspondence relationship 
between the unit identification number and the program-ver 
sion information included in the device information matches 
with a correspondence relationship between unit identifica 
tion number and program-version information stored in a 
database of the authentication apparatus in advance, when the 
relationships do not match, acquires a program file corre 
sponding to a correct program version from the database, and 
transmits acquired program file to the target device. 
0013. A device management system according to still 
another aspect of the present invention is configured with a 
target device configured with at least one unit that includes a 
tamper-resistant chip including a device-information storing 
unit that stores device information specific to a unit and a 
confidential-key storing unit that stores a confidential key, 
and an external device that manages or uses the target device, 
connected via a network in a communicable manner. The 
target device includes an encrypting unit that encrypts stored 
device information using the confidential key; and a first 
transmitting unit that transmits encrypted device information 
to the external device connected to the target device. The 
external device includes a device-information receiving unit 
that receives transmitted device information; an evaluating 
unit that decrypts received device information, and evaluates 
whether the device information corresponds to device infor 
mation that is stored in a database in advance; and a second 
transmitting unit that transmits a result of evaluation by the 
evaluating unit to the target device. 
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0014. A device management method according to still 
another aspect of the present invention is for a device man 
agement system in which a target device configured with at 
least one unit that includes a tamper-resistant chip including 
a device-information storing unit that stores device informa 
tion specific to a unit and a confidential-key storing unit that 
stores a confidential key, and an external device that manages 
or uses the target device are connected via a network in a 
communicable manner. The device management method 
includes encrypting including the target device encrypting the 
device information using the confidential key; transmitting 
including the target device transmitting encrypted device 
information to the external device connected to the target 
device; receiving including the external device receiving 
transmitted device information; evaluating including the 
external device decrypting received device information, the 
external device evaluating whether the device information 
corresponds to device information that is stored in a database 
in advance, and the external device transmitting a result of 
evaluation the target device. 
0015. An external device according to still another aspect 
of the present invention manages or uses a target device that 
is configured with at least one unit that includes a tamper 
resistant chip including a device-information storing unit that 
stores device information specific to a unit and a confidential 
key storing unit that stores a confidential key. The external 
device is connected to the target device via a network in a 
communicable manner. The external device includes a 
device-information receiving unit that receives, upon the tar 
get device encrypting stored device information using the 
confidential key and transmitting encrypted device informa 
tion, transmitted device information; an evaluating unit that 
decrypts received device information, and evaluates whether 
the device information corresponds to device information that 
is stored in a database in advance; and a transmitting unit that 
transmits a result of evaluation by the evaluating unit to the 
target device. 
0016. The above and other objects, features, advantages 
and technical and industrial significance of this invention will 
be better understood by reading the following detailed 
description of presently preferred embodiments of the inven 
tion, when considered in connection with the accompanying 
drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0017 FIG. 1 is a schematic diagram for explaining a fun 
damental principle of the present invention; 
0018 FIG. 2 is a block diagram of an example of an image 
reading device to which the present invention is applied; 
0019 FIG. 3 is a block diagram of an example of a TPM 
chip to which the present invention is applied; 
0020 FIG. 4 is a block diagram of an example of a man 
agement apparatus and an authentication apparatus to which 
the present invention is applied; 
0021 FIG. 5 is a block diagram of an example of a data 
base stored in a storage device of the authentication appara 
tus; 
0022 FIG. 6 is a flowchart of a processing procedure for a 
unit-information confirmation process of a system according 
to an embodiment of the present invention; 
0023 FIG. 7 is a flowchart of a processing procedure for a 
unit-program confirmation process of the system according to 
the present embodiment; 
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0024 FIG. 8 is a block diagram for explaining an example 
of an inter-unit authentication process of the system accord 
ing to the present embodiment; and 
0025 FIG. 9 is a block diagram for explaining an example 
of a management process of an expendable part of the system 
according to the present embodiment. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

0026 Exemplary embodiments of the present invention 
will be described below in detail with reference to the accom 
panying drawings. However, the present invention is not lim 
ited to the present embodiments. Specifically, although an 
image reading device as a target device and a TPM chip as a 
chip having tamper resistance are cited as examples in the 
present embodiments, the present invention is not limited to 
the present embodiments. 
0027 FIG. 1 is a schematic diagram for explaining a fun 
damental principle of the present invention. 
0028 Briefly, the present invention has following funda 
mental features. The system is roughly configured by com 
municably connecting through a network 400, a target device 
(for example, image reading device 100) having one or more 
than two units at least including a chip having tamper resis 
tance (for example, TPM chip 10), a management apparatus 
200 that manages or uses the target device 100, and an authen 
tication apparatus having a DB 350 for authentication. The 
management apparatus 200 and the authentication apparatus 
300 conceptually function as external devices connected to 
the target device through the network 400. 
0029. In the system configured this way, a chip (TPM chip 
10) is installed in each unit, the chip that gathers, stores, and 
signs device information of each unit having tamper resis 
tance at the target device 100 configured with one or a plu 
rality of units (units A to C of FIG. 1). TPM chip 10 is fixed in 
a housing of each unit so that the chip cannot be easily 
removed from outside, and the units can be configured so that 
the units cannot operate when the TPM chips 10 are removed. 
0030 The “device information' at least includes one of 
unit information at least including a unit identification num 
ber, expendable-part information relating to an expendable 
part, program-version information relating to a version of the 
program, measurement-value information relating to envi 
ronment of the unit at least including a temperature, a humid 
ity, and an altitude, setting information of the unit during 
operation, and operation-result information relating to an 
operation result of the unit. 
0031. In FIG. 1, the TPM chip 10 includes a device-infor 
mation storing unit that stores device information specific to 
the unit and a confidential-key storing unit that stores a con 
fidential key. 
0032. In FIG. 1, each unit includes an other-unit device 
information storing unit that stores device information of 
another device, an encrypting unit that encrypts the device 
information stored in the device-information storing unit 
using the confidential key stored in the confidential-key Stor 
ing unit, an inter-unit transmitting unit that transmits the 
device information encrypted by the encrypting unit to 
another unit, a decrypting unit that decrypts the device infor 
mation transmitted by the inter-unit transmitting unit using 
the confidential key stored in the confidential-key storing 
unit, an inter-unit inspecting unit that inspects whether the 
device information decrypted by the decrypting unit corre 
sponds to the device information stored in the other-unit 
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device-information storing unit, and an external device trans 
mitting unit that transmits the device information encrypted 
by the encrypting unit to the external device connected to the 
target device. 
0033. In FIG. 1, the external device (the management 
apparatus or the authentication apparatus) includes a device 
information receiving unit that receives the device informa 
tion transmitted from the external device transmitting unit, an 
evaluating unit that decrypts the device information received 
by the device-information receiving unit to evaluate whether 
the device information corresponds to device information 
preliminarily stored in the database, and an evaluation result 
transmitting unit that transmits the evaluation result of the 
evaluating unit to the target device. 
0034. As shown in FIG. 1, in response to a unit-informa 
tion confirmation request from the management apparatus 
200 that uses or manages the target device 100 (step S-1), the 
system configured as described above encrypts the device 
information using the confidential key stored in the TPM chip 
10, and then transmits the device information to the authen 
tication apparatus 300 (step S-2). 
0035. After decrypting the device information with refer 
ence to registered contents of the DB350, the authentication 
apparatus 300 determines which device a destination of infor 
mation transmitted from the target device and evaluates valid 
ity of the contents of each unit information, etc., (step S-3 and 
step S-4). The authentication apparatus 300 then transmits the 
evaluation result to the target device 100 or the management 
apparatus 200 (step S-5). 
0036. The external device (management apparatus 200 or 
authentication apparatus 300) includes an operation-informa 
tion storing unit that stores operation information corre 
sponding to each information included in the device informa 
tion, a device-information receiving unit that receives the 
transmitted device information, an operation extracting unit 
that decrypts the device information received by the device 
information receiving unit to extract operation information 
stored in the operation-information storing unit correspond 
ing to the device information, and a operation information 
transmitting unit that transmits the operation information 
extracted by the operation extracting unit to the target device 
or other external devices. 
0037. One example of the contents of the operation infor 
mation will now be shown below. 
1) The target device 100 and the management apparatus 200 
separate the target device 100 from the network when deter 
mined by the evaluation result to be unusable. 
2) The target device 100 displays an alarm itself. 
3) The target device 100 cuts off power supply itself. 
4) The management apparatus 200 halts starting up the sys 
tem. 

5) The management apparatus 200 transmits to other external 
devices in the system that the target device 100 is unusable. 
6) Transmit a message to the target device 100 or other exter 
nal devices, the message that notifies a service unit of infor 
mation of a unit that should be replaced. 
7) Transmit a message to the target device 100 or other exter 
nal devices, the message that notifies a Supplier of informa 
tion of an expendable part that should be replaced. 
8) The target device 100 and the management apparatus 200 
update a program. 
0038 A case of the target device 100 and the management 
apparatus 200 updating a program shown in 8) above will be 
described as one example of the operation information. 
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0039. As shown in FIG. 1, in the target device 100, in 
response to a unit-program confirmation request (step S-1), 
the system encrypts unit information at least including a unit 
identification number stored in a chip and device information 
including program-version information relating to a version 
of a program executed by a unit, using the confidential key 
stored in the TPM chip 10, and the system transmits the 
encrypted information to the authentication apparatus 300 
(step S-2). 
0040. After decrypting the device information with refer 
ence to the registered contents of the DB350, the authenti 
cation apparatus 300 determines from which target device 
100 the device information is transmitted and evaluates 
whether the correspondence relationship between the unit 
identification number included in the device information and 
the program-version information corresponds to the corre 
spondence relationship between the unit identification num 
ber preliminarily stored in the DB350 of the authentication 
apparatus 300 and the program-version information (step S-3 
and step S-4). When the relationships do not correspond, the 
authentication apparatus 300 acquires a program correspond 
ing to the correct program version from the DB350, and the 
authentication apparatus 300 then extracts operation informa 
tion from the operation-information storing unit (for 
example, DB 350) to transmit to the target device 100 and 
transmits the operation information (step S-6). 
0041. By installing an individual authentication device in 
the target device 100 or a management apparatus 200, the 
system may be configured such that only predetermined indi 
viduals can execute processing. 
0042 FIG. 2 is a block diagram of an example of the image 
reading device 100 to which the present invention is applied, 
in which only parts of the configuration related to the present 
invention are conceptually illustrated. 
0043. As shown in FIG. 2, the image reading device 100 is 
configured to at least roughly provide a mechanical unit 110. 
an optical unit 130, and a control unit. For each unit, a TPM 
chip 10 that is a chip having tamper resistance and that gathers 
information related to the units and stores the information is 
installed. Device information, a confidential key required for 
signature and encryption, etc., are stored in the TPM chip 10. 
and individual authentication functions such as a fingerprint 
may also be installed. The TPM chip 10 is fixed in the housing 
of each unit in a manner that the chip cannot be easily 
removed from outside, and the unit is configured so that the 
unit cannot operate when the chip is removed. 
0044. In the mechanical unit 110, an automatic paper feed 
ing (APF) unit/flatbed unit including a motor, a sensor, etc., 
and a TPM chip 10 are interconnected through a unit inter 
face. 
0045. In the control unit 120, an MPU, a memory device 
storing a control program, an image processing unit, a finger 
print acquiring unit, an external interface, a RAM, and TPM 
chip 10 are interconnected through the unit interface. 
0046. In the optical unit 130, a CCD, an optical system 
device including a light source, etc., and a TPM chip 10 are 
interconnected through the unit interface. 
0047. The environment of the unit (temperature, humidity, 
altitude, etc.) may be measured at each unit (110, 120, and 
130) and various sensors may also be provided. 
0048 FIG.3 is a block diagram of an example of the TPM 
chip 10 to which the present invention is applied, in which 
only parts of the configuration related to the present invention 
are conceptually illustrated. 
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0049. As shown in FIG. 3, the TPM chip 10 is configured 
to at least include an MPU 11, a control program 12 that 
controls a unit, a confidential-key file 13 that encrypts device 
information, a unit-information file 14 that stores unit infor 
mation at least including a unit identification number, an 
individual-authentication-information file 15 that stores fin 
gerprint information for individual authentication, etc., pro 
gram-version information relating to a version executed by a 
unit, expendable-part information relating to an expendable 
part, a measurement value relating to the environment of a 
unit (temperature, humidity, altitude, etc), setting information 
of a unit during operation, and a RAM 16 that stores log 
information, etc., including the operation result. 
0050 FIG. 4 is a block diagram of an example of the 
management apparatus 200 and the authentication apparatus 
300 to which the present invention is applied, in which only 
parts of the configurations related to the present invention are 
conceptually illustrated. 
0051. The management apparatus 200 and the authentica 
tion apparatus 300 may be configured with a commercially 
available information processing device Such as a worksta 
tion and a personal computer or with an attached device 
thereof. Functions of the management apparatus 200 and the 
authentication apparatus 300 are realized by a control device 
Such as a CPU configuring a hardware, a hard disk drive, a 
storage device such as a memory device (RAM, ROM, etc), 
an input device, an output device, an input/output controlling 
interface, a communication controlling interface, programs 
controlling the devices, etc. 
0052 FIG. 5 is a block diagram of an example of the DB 
350 stored in the authentication apparatus 300, in which only 
parts of the configuration related to the present invention are 
conceptually illustrated. As shown in FIG. 5, the DB350 is 
configured to at least provide a device-information DB 351, 
an individual-authentication-information DB352, and a pro 
gram DB 353. 
0053 For each target device, the device-information DB 
351 stores by associating unit information including the unit 
identification number that constitutes the target device, infor 
mation relating to the measurement values regarding the envi 
ronment of the unit at least including a temperature, a humid 
ity, and an altitude, log information including the device 
information and the operation results during unit operation, 
etc 

0054 The “unit information' may include, in addition to 
the unit identification number, a product name, a name of the 
manufacturer, a version, etc. 
0055 For each target device, the individual-authentica 
tion-information DB 352 stores by mutually associating the 
authentication information relating to an individual allowed 
to operate the object device (for example, a password and 
fingerprint information). 
0056. For each target device, the program DB 353 stores 
by mutually associating a unit identification number, pro 
gram-version information relating to a version of the program 
executed by the unit, and a program file corresponding to the 
version. Although the program DB 353 is described as an 
example of the operation information database, other than 
this, an expendable part database that stores by mutually 
associating an expandable part, a durable number ofuses and 
period, etc., may be used. 
0057. One example of the process of the system according 

to the present embodiment configured this way will then be 
described in detail with reference to FIG. 6, FIG. 7, etc. 
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0.058 FIG. 6 is a flowchart of a processing procedure for 
the unit-information confirmation process according to the 
present embodiment. 
0059. In FIG. 6, the management apparatus 200 transmits 
a unit-information confirmation request to the target device 
100 (unit-information confirmation requesting unit: step 
SA-1). The request may be conducted from the target device 
1OO. 

0060. The target device 100 then receives the unit-infor 
mation confirmation request (unit-information confirmation 
requesting unit: SA-2). 
0061 For each unit, the target device 100 encrypts the 
device information including the unit information that at least 
includes the unit identification number stored in the TPM chip 
10 with the confidential key stored in the chip, and the target 
device 100 transmits the information to the authentication 
apparatus 300 (device information transmitting unit: SA-3). 
0062. In other words, the object information 100 receives 
the request, and for example, the TPM chip 10 of the control 
unit 120 gathers unit information (unit identification number, 
etc.) of the TPM chip 10 of the units (110, 120, and 130), and 
encrypts the information with the confidential key and trans 
mits the information to the authentication apparatus 300. 
0063. The authentication apparatus 300 then receives the 
device information (device-information receiving unit: Step 
SA-4). 
0064. The authentication apparatus 300 decrypts the 
received device information with a corresponding key (a pub 
lic key, etc) and evaluates whether the device information 
corresponds to the registered contents of the device informa 
tion preliminarily stored in the DB350 (the device-informa 
tion DB351), and the authentication apparatus 300 transmits 
the evaluation result to the target device 100 and the manage 
ment apparatus 200 (evaluating unit: step SA-5). 
0065. By decrypting the transmitted device information 
with the public key, the authentication apparatus 300 identi 
fies the target device 100 that transmitted the data, and the 
authentication apparatus 300 obtains the unit information 
(unit identification number, etc.) of the target device 100 
preliminarily registered in the DB350 and compares the unit 
information with the transmitted unit information. The 
authentication apparatus 300 then makes a report of evalua 
tion results of whether the device information correspond or 
which part is different, etc., and transmits the report to the 
device that sent out the request. 
0066. The evaluation results may be encrypted with the 
public key. By encrypting with the public key, the apparatus 
that received the report of the evaluation results can confirm 
that the evaluation results are transmitted from a safe authen 
tication apparatus. 
0067. The device information may include measurement 
values relating to the environment of the device such as a 
temperature, a humidity, and an altitude, or may include 
operation values of each unit (a light quantity, an image 
processing value, an operation value of a mechanism, a sensor 
level, etc.), or the device information may include log infor 
mation Such as an operation result of the unit (error informa 
tion). 
0068 A unit-program confirmation process conducted in 
the system will then be described with reference to FIGS. 2 to 
5 and FIG. 7, etc. FIG. 7 is a flowchart of a processing 
procedure for the unit-program confirmation process of the 
system according to the present embodiment. 
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0069. In FIG. 7, the management apparatus 200 transmits 
a unit-program confirmation request to the target device 100 
(unit-program confirmation request unit: step SB-1). The 
request may be conducted from the target device 100. 
0070. The target device 100 then receives the unit-pro 
gram confirmation request (unit-program confirmation 
request receiving unit: Step SB-2). 
0071. For each unit, the target device 100 encrypts, with 
the public key stored in the TPM chip 10, the unit information 
at least including the unit identification number stored in the 
TPM chip 10 and the device information including the pro 
gram-version information relating to the version of the pro 
gram executed by the unit, and the target device 100 then 
transmits the information to the authentication apparatus 300 
(device information transmitting unit: step SB-3). 
0072. In other words, after the target device 100 receiving 
a request, for example, the TPM chip 10 of the control unit 
120 gathers device information including the unit informa 
tion (unit identification number, etc.) of the units (110, 120, 
and 130), program-version information, etc., and the TPM 
chip 10 encrypts the information with the confidential key and 
transmits the information to the authentication apparatus 300. 
0073. The authentication apparatus 300 then receives the 
device information (device-information receiving unit: Step 
SB-4). 
0074 The authentication apparatus 300 decrypts the 
received device information and evaluates whether the corre 
spondence relationship of the unit identification number 
included in the device information and the program-version 
information corresponds to the correspondence relationship 
of the unit identification number preliminarily stored in the 
DB350 (program DB 353) of the authentication apparatus 
300 and the program-version information, and when the cor 
respondence relationships do not correspond, the authentica 
tion apparatus 300 acquires a program file corresponding to 
the correct program version from the program DB 353 and 
transmits the program file to the target device (program trans 
mitting unit: step SB-5). 
0075. In other words, the authentication apparatus 300 
acquires the unit information (unit identification number) of 
the target device 100 preliminarily registered in the program 
DB353 and the corresponding program-version information 
and then compares the information with the transmitted 
device information. When the unit information (unit identifi 
cation number) and the program version are different, the 
authentication apparatus 300 transmits the program file of the 
correct version. 
0076. The program file may be encrypted with the public 
key and transmitted to the target device 100. Receiving the 
program, the target device 100 decrypts the program with the 
public key, and the target device 100 can confirm that the 
program is transmitted from the safe authentication apparatus 
3OO. 
0077. In addition to a program used in the target device, 
the program includes a program necessary to use the target 
device (for example, a driver software), etc. 
0078 FIG. 8 is a block diagram for explaining an example 
of the inter-unit authentication process of the system accord 
ing to the present embodiment. 
0079. As shown in FIG. 8, the image reading device 100 
Such as an image scanner consists of the mechanical unit 110. 
the control unit 120, and the optical unit 130. 
0080. In the TPM chip 10 of each unit, specific informa 
tion Such as a version of the unit and a program version is 
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stored. In each unit, information of other units usable by the 
unit (other-unit device-information file 150) is also stored. 
I0081. When necessary, each unit encrypts (signs) the 
device information using the confidential key stored in the 
TPM chip 10 having tamper resistance and transmits the 
information to another unit. The device information may be 
converted to a hash value and transmitted. 
I0082. The unit that received the information then decrypts 
the device information and determines whether the informa 
tion is transmitted from an authorized unit and from which 
unit the information is transmitted. The unit that received the 
information further determines, from the contents of the 
device information, whether the unit is usable. 
I0083. The compliance determination is conducted, for 
example, when a version B and a version C of the mechanical 
unit 110 are usable for a version A of the control unit 120 and 
the version A is unusable. 
I0084 Confirming all units are usable, the image reading 
device 100 switches to an operable state. When the units are 
unusable, the image reading device 100 displays an alarm, 
and transmits an error signal through the control unit 120. 
I0085 FIG. 9 is a block diagram for explaining an example 
of the management process of an expendable part of the 
system according to the present embodiment. 
I0086. As shown in FIG. 9, the image reading device 100 
Such as an image scanner consists of the mechanical unit 110. 
the control unit 120, and the optical unit 130. The image 
reading device 100 includes expendable parts such as a roller, 
a pad, and a lamp. An expendable part is a part that the 
characteristics deteriorate after certain time and certain 
operations and that requires to be replaced by a new part, such 
as a toner cartridge or a photosensitive drum in a printer. 
I0087. The replacing timing of the roller and the pad can be 
recognized from the number of operations of a motor and the 
replacing timing of the lamp can be recognized from the 
lighting time. This information is stored in an expendable 
part-managing file of the control unit 120. 
I0088. The TPM chip 10 of the control unit 120 gathers 
information of the expendable parts and creates device infor 
mation, and the TPM chip 10 then attaches a signature (en 
crypts with a confidential key) to the information and trans 
mits the information to the authentication apparatus. 
I0089. By decrypting the transmitted device information 
with the public key, the authentication apparatus 300 can 
specify the image reading device 100 that transmitted the 
device information. 
0090 The authentication apparatus 300 then acquires pre 
liminarily registered device information (expendable-part 
information) of the image reading device 100 from the DB 
350 and compares (evaluates) the information with the trans 
mitted expendable-part information. The authentication 
apparatus 300 notifies the evaluation result to the scanner 
device or the management apparatus. 
0091 For example, in a case of the lamp, if 2000 hours is 
a reference value, the authentication apparatus 300 notifies an 
evaluation result of a caution level when the lighting time 
exceeds 1800 hours and notifies an evaluation result of a 
warning level when the lighting time exceeds 2000 hours. 
0092 Although an embodiment of the present invention 
has been described, other than the present embodiment 
described above, the present invention may be implemented 
in various other embodiments within the technical scope of 
the claims described above. 
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0093. For example, the present invention may be config 
ured by installing an individual authentication device in the 
target device or in the management apparatus 200 for the 
processes described above so that only individuals (for 
example, a system administrator and a maintenance person) 
specified by the device can conduct the processes. 
0094. Of the processes described in the present embodi 
ment, all or parts of the processes that are described to be 
conducted automatically can be conducted manually and all 
or parts of the processes that are described to be conducted 
manually can be conducted automatically with known meth 
ods. 
0095. The information including the parameters of pro 
cessing procedures, control procedures, specific names, vari 
ous registration data, search conditions, etc., the image 
examples, and the database configurations described in the 
document and drawings above can be arbitrarily changed 
unless otherwise stated. 
0096. The components of the drawings are functional and 
conceptual and do not necessarily have to be physically con 
figured as illustrated. 
0097. For example, all or arbitrary parts of the processing 
functions provided by the units of the controlling device or by 
the devices can be realized by the CPU (Central Processing 
Unit) or by the programs interpreted and executed by the 
CPU, or the processing functions can be realized as a hard 
ware with wired logic. The programs are stored in a recording 
medium described below, and the controlling device 
mechanically reads the programs as necessary. 
0098. In a storage device such as a ROM or an HD, a 
computer program is stored that collaborates with an OS 
(Operating System) and gives a command to the CPU to 
conduct various processes. The computer program is 
executed by being loaded to a RAM, etc., and the computer 
program collaborates with the CPU and configures the con 
trollingapparatus. The computer program may be recorded in 
an application program server connected through an arbitrary 
network, and all or a part of the computer program can be 
downloaded as necessary. 
0099. The programs of the present invention can be stored 
in computer readable recording media. The “recording 
media include arbitrary “portable physical media' such as a 
flexible disk, a magneto-optical disk, a ROM, an EPROM, an 
EEPROM, a CD-ROM, an MO, a DVD, arbitrary “fixed 
physical media' such as a ROM, a RAM, an HD that are 
mounted on various computer systems, and "communication 
media' that hold the programs for a short period Such as a 
communication line and a carrier wave when transmitting the 
programs through the network represented by a LAN, a 
WAN, and Internet. 
0100. The “program' is a data processing method 
described with an arbitrary language or a description method, 
and the program can be any format such as in Source code or 
in binary code. The “program' is not necessarily limited to a 
single configuration, but includes the programs having dis 
persed configurations with a plurality of modules or libraries 
and the programs achieving functions by collaborating with 
other programs represented by an OS (Operating System). 
Known configurations and procedures can be used for, Such 
as, specific configurations for reading the recording media at 
each unit according to the present embodiment, reading pro 
cedures, and installing procedures after reading. 
0101 Specific configurations of distribution and integra 
tion of the devices are not limited to the configurations in the 
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drawings, and all or some of the configurations can be con 
figured by functionally or physically distributing and inte 
grating in arbitrary units in compliance with various loads, 
etc. For example, each database may be independently con 
figured as an independent database device, and a part of the 
processes may be realized by using the CGI (Common Gate 
way Interface). 
0102 The target device, the device management system, 
the device management method, and the external device of 
the present invention accomplish Successful outcomes of 
accurately figuring out current states of the apparatuses and of 
safely and Surely determining whether the apparatuses are 
properly used and whether the apparatuses are setup in proper 
States. 

0103 Although the invention has been described with 
respect to a specific embodiment for a complete and clear 
disclosure, the appended claims are not to be thus limited but 
are to be construed as embodying all modifications and alter 
native constructions that may occur to one skilled in the art 
that fairly fall within the basic teaching herein set forth. 
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17. A device management system in which a target device 

configured with plural units that include a tamper-resistant 
chip, a management apparatus that manages or uses the target 
device, and an authentication apparatus are connected via a 
network in a communicable manner, wherein 

the management apparatus includes 
a requesting unit that transmits a unit-information con 

firmation request to the target device, 
the target device includes 

a request receiving unit that receives transmitted unit 
information confirmation request; 

a transmitting unit that 
gathers device information including unit information of the 
units that includes a unit identification number stored in the 
tamper-resistant chip, encrypts the device information with a 
confidential key stored in the tamper-resistant chip, and trans 
mits encrypted device information to the authentication appa 
ratus, and 

the authentication apparatus includes 
a device-information receiving unit that receives the 

device information; and 
an evaluation unit that decrypts received device infor 

mation, evaluates whether decrypted device informa 
tion corresponds to device information that is stored 
in a database of the authentication apparatus in 
advance, and transmits a result of evaluation to the 
target device and the management apparatus. 
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18. A device management system in which a target device 
configured with plural units that include 
a tamper-resistant chip, a management apparatus that man 
ages or uses the target device, and an authentication appara 
tus, wherein the system is connected via a network in a 
communicable manner, wherein 

the management apparatus includes 
a requesting unit that transmits a unit-program confir 

mation request to the target device, 
the target device includes 

a request receiving unit that receives transmitted unit 
program confirmation request; and a first transmitting 
unit that gathers device information including unit 
information of the units that includes a unit identifi 
cation number stored in the tamper-resistant chip and 
a program-version information relating to a version of 
a program that is executed by the unit, encrypts the 
device information with a confidential key stored in 
the tamper-resistant chip, and transmits encrypted 
device information to the authentication apparatus, 
and 

the authentication apparatus includes 
a device-information receiving unit that receives the 

device information; and 
a second transmitting unit that decrypts received device 

information, evaluates whether a correspondence 
relationship between the unit identification number 
and the program-version information included in the 
device information matches with a correspondence 
relationship between unit identification number and 
program-version information stored in a database of 
the authentication apparatus in advance, when the 
relationships do not match, acquires a program file 
corresponding to a correct program version from the 
database, and transmits acquired program file to the 
target device. 

19. A device management system in which a target device 
configured with plural units that include a tamper-resistant 
chip including a device-information storing unit that stores 
device information specific to a unit and a confidential-key 
storing unit that stores a confidential key, and the system 
including an external device that manages or uses the target 
device, wherein the system is connected via a network in a 
communicable manner, wherein 

the target device includes 
an encrypting unit that gathers stored device information 

of the units, and encrypts the device information using 
the confidential key; and 

a first transmitting unit that transmits encrypted device 
information to the external device connected to the 
target device, and 

the external device includes 
a device-information receiving unit that receives trans 

mitted device information; 
an evaluating unit that decrypts received device infor 

mation, and evaluates whether the device information 
corresponds to device information that is stored in a 
database in advance; and 
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a second transmitting unit that transmits a result of 
evaluation by the evaluating unit to the target device. 

20. The device management system according to claim 19, 
wherein 

the external device further includes 
an operation-information storing unit that stores opera 

tion information corresponding to each piece of infor 
mation included in the device information; 

an operation extracting unit that decrypts the received 
device information, and extracts the operation infor 
mation corresponding to decrypted device informa 
tion from the operation-information storing unit; and 

a third transmitting unit that transmits extracted opera 
tion information to the target device or other external 
device. 

21. A device management method for a device manage 
ment system in which a target device configured with plural 
units that include a tamper-resistant chip including a device 
information storing unit that stores device information spe 
cific to a unit and a confidential-key storing unit that stores a 
confidential key, and the device management system further 
including an external device that manages or uses the target 
device, wherein the system is connected via a network in a 
communicable manner, 

the device management method comprising: 
the target device 

encrypting information, including the target device gath 
ering the device information of the units, and encrypting 
the device information using the confidential key: 
transmitting information, including the target device 

transmitting encrypted device information to the 
external device connected to the target device; 

receiving information, including the external device 
receiving transmitted device information; and 

the external device evaluating information, including 
decrypting received device information; 

evaluating whether the device information corresponds to 
device information that is stored in a database in 
advance; and transmitting a result of evaluation the tar 
get device. 

22. The device management method according to claim 21, 
further comprising: 

storing information by the external device, including the 
external device, including storing operation information 
corresponding to each piece of information included in 
the device information; 

extracting information by the external device, including 
decrypting the received device information; and extract 
ing the operation information corresponding to 
decrypted device information; and 

transmitting information by the external device, including 
transmitting extracted operation information to the target 
device or other external device. 

c c c c c 


