
(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(10) International Publication Number
(43) International Publication Date
2 December 2010 (02.12.2010) WO 2010/138124 Al

(51) International Patent Classification: CA, CH, CN, CO, CR, CU, CZ, DE, DK, DM, DO, DZ,
H04L 29/08 (2006.01) EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT, HN,

HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP, KR,
(21) International Application Number: KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,

PCT/US2009/045557 MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO,

(22) International Filing Date: NZ, OM, PG, PH, PL, PT, RO, RS, RU, SC, SD, SE, SG,

29 May 2009 (29.05.2009) SK, SL, SM, ST, SV, SY, TJ, TM, TN, TR, TT, TZ, UA,
UG, US, UZ, VC, VN, ZA, ZM, ZW.

(25) Filing Language: English
(84) Designated States (unless otherwise indicated, for every

(26) Publication Language: English kind of regional protection available): ARIPO (BW, GH,

(71) Applicant (for all designated States except US): DIS- GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,

PLAYLINK CORPORATION [US/US]; 480 South ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ,

California Avenue, Suite 304, Palo Alto, CA 94306 (US). TM), European (AT, BE, BG, CH, CY, CZ, DE, DK, EE,
ES, FI, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,

(72) Inventor; and MC, MK, MT, NL, NO, PL, PT, RO, SE, SI, SK, TR),
(75) Inventor/Applicant (for US only): THOMPSON, OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW, ML,

Bernard, J. [US/US]; c/o Displaylink Corporation, 480 MR, NE, SN, TD, TG).
South California Avenue, Suite 304, Palo Alto, CA 94306
(US). Declarations under Rule 4.17:

— as to applicant's entitlement to apply for and be granted
(74) Agents: JOBSE, Bruce, D. et al; Burns & Levinson,

a patent (Rule 4.1 7(U))
LLP, 125 Summer Street, Boston, MA 021 10 (US).

Published:(81) Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM, — with international search report (Art. 21(3))
AO, AT, AU, AZ, BA, BB, BG, BH, BR, BW, BY, BZ,

(54) Title: LOOPBACK PROXY

(57) Abstract: A method of optimising the
connection of multiple terminals to a single
server is provided, whereby the server runs its
standard remote terminal protocol while ter
minal devices may use their own proprietary,
higher performance busses and protocols. The
translation of these protocols between server
and terminal is handled by a loopback service
running on the server. The method is opti
mized to provide a direct connection between
the user session on the server and the thin
client device for certain terminal components,
especially the graphics component. This a l

lows the overhead of the loopback service to
be avoided for the most performance sensitive
components of the terminal.

Fiα. 3



LOOPBACK PROXY

DESCRIPTION

This invention relates to a server and to a method of operating a server. In one

embodiment, the invention provides a co-ordinated direct and loopback proxying of a

terminal service protocol.

Remote Desktop Services (RDS), also known as terminal services, is one of

the components of Microsoft Windows (both server and client versions) that allows a

user to access applications and data on a remote computer over a network. Terminal

services is Microsoft's implementation of terminal server computing, where Windows

applications, or even the entire desktop of a computer running terminal services, are

made accessible to a remote client machine. The client can either be a fully-fledged

computer, running any operating system as long as the terminal services protocol is

supported, or a lighter machine powerful enough to support the protocol. With

terminal services, only the user interface of an application is presented at the client.

Any input to it is redirected over the network to the server, where all application

processing takes place.

Remote clients connect to a Windows terminal service using the Remote

Desktop Protocol (RDP). RDP is a protocol for receiving user input from the client,

sending graphics data to the client, and sending messages between client and server

to control the connection. However, Microsoft's implementation only allows for full

desktop clients to connect via the network. It does not allow for non-network

connections such as USB, or thin clients which do not have a full operating system of

their own. Further, it does not allow for other graphics encapsulation protocols (which

may be more efficient than RDP in some scenarios).

It is therefore an object of the invention to improve upon the known art.

According to a first aspect of the present invention, there is provided a method

of operating a server comprising operating a terminal service, the terminal service

including a graphics driver, installing a connection manager, the connection manager

including a second graphics driver, detecting the connection of a client to the server,



at the connection manager, creating a new session for the connected client, the

session including the second graphics driver, connecting the client to the second

graphics driver, operating one or more applications within the session, rendering

graphic output from the or each application via the second graphics driver directly to

the client, and routing all session management commands from the client to the

connection manager.

According to a second aspect of the present invention, there is provided a

server arranged to operate a terminal service, the terminal service including a

graphics driver, install a connection manager, the connection manager including a

second graphics driver, detect the connection of a client to the server, at the

connection manager, create a new session for the connected client, the session

including the second graphics driver, connect the client to the second graphics driver,

operate one or more applications within the session, render graphic output from the

or each application via the second graphics driver directly to the client, and route all

session management commands from the client to the connection manager.

According to a third aspect of the present invention, there is provided a

computer program product on a computer readable medium for operating a server,

the product comprising instructions for operating a terminal service, the terminal

service including a graphics driver, installing a connection manager, the connection

manager including a second graphics driver, detecting the connection of a client to

the server, at the connection manager, creating a new session for the connected

client, the session including the second graphics driver, connecting the client to the

second graphics driver, operating one or more applications within the session,

rendering graphic output from the or each application via the second graphics driver

directly to the client, and routing all session management commands from the client

to the connection manager.

Owing to the invention, it is possible to provide a method for combining a

standard RDP client, running in loopback mode on the server, with a replacement

display driver running in the client session also on the server, in order to proxy

terminal services clients to hardware devices that themselves do not support RDP.



There are three primary benefits of this invention, support for connecting thin clients

via non-network busses such as USB, increased graphics performance for clients

implemented via a loopback interface and increased scalability of multiple clients due

to reduced overhead.

The invention allows thin clients to connect to Windows Terminal Server via

USB or any other bus. The software on the server connects to Terminal Server via a

loopback connection within the server. The connection manager can accept

connections via any bus chosen to be implemented. The penalty of this design is

decreased graphics performance, each session's graphics output must be captured

by Terminal Server, encoded into RDP1sent to the connection manager, and possibly

re-encoded into the graphics protocol of the client. To eliminate this overhead, as well

as to allow use of its own, highly optimized graphics encapsulation protocol, the

connection manager will make use of its own graphics driver. This driver will replace

the Terminal Server graphics driver in each session, and communicate directly with

the client, thus bypassing the performance penalty mentioned above.

The invention is the combination of the two ideas of creating a loopback

connection manager to manage sessions, and replacing the terminal server graphics

driver with a second driver. In essence, this combination replaces all of the network

transport portions of terminal server, leaving the terminal server to operate strictly as

a session manager.

Embodiments of the present invention will now be described, by way of

example only, with reference to the accompanying drawings, in which:

Figure 1 is a schematic diagram of a server and client,

Figure 2 is a further view of the server and client of Figure 1,

Figure 3 is a more detailed schematic diagram of the server and client,

Figure 4 is a schematic diagram showing installation of software on the server,

and

Figure 5 is a flowchart of a method of operating a server.



Figure 1 shows a client 10 connected to a server 12. The client 10 is a thin

client with a connected display device 10. Figure 2 shows the architecture in more

detail. The client 10 runs a thin client 16 and the server 12 runs a terminal service 18.

The terminal service 18 allows remote clients 10 to connect to the server 12 and

access applications that are executed on the server 12, as if those applications were

available locally to the client 10. Only the user interface is run locally by the client 10

and communication traffic flows between the client 10 and server 12 as a user

interacts with the user interface via the client 10.

In implementations of a terminal service 18 such as Microsoft's terminal

service, the client 10 must have a minimum level of processing power to interact with

the terminal service 18. The client 10 must be capable of supporting a standard

operating system, which means that the client-server relationship in an

implementation of Microsoft terminal service does not allow clients 10 that are too

"thin" to connect to the terminal service 18. Additionally, the nature of the terminal

service 18 is such that limitations are placed on the connection technology that is

used to connect the client 10 to the server 12. For example, Ethernet can be used as

a connection technology, but USB cannot be used.

However, the system of Figures 1 and 2 is adapted so that it is possible to

provide a method for combining a standard RDP client, running in loopback mode on

the server 12, with a replacement display driver running in the client session also on

the server 12, in order to proxy terminal services clients to hardware devices that

themselves do not normally support connection to the terminal service 18. The

system allows thin clients 10 to connect to an implementation of Windows terminal

service 18 via USB or any other bus. Software on the server 12 connects to the

terminal service 18 via a loopback connection within the server 12.

Figure 3 shows the implementation of the client-server system in more detail.

In addition to the terminal service 18, there is also a connection manager 20 present

on the server 12. The connection manager 20 connects to the terminal service 18 via

a loopback connection 22. The purpose of the loopback connection 22 is so that the

connection manager 20 will appear to the terminal service 18 as if the connection



manager 20 is a remote client. This allows the connection manager 20 the benefit of

the terminal service 18, without having any of the drawbacks that would not allow a

connection to the terminal service 18 , such as insufficient processing capability or

unsupported connection technology.

The connection manager 20 connects to external clients 10 via a USB driver

stack 24. USB is only an example of a connection technology that can be used to

connect the clients 10 to the server 12. The nature of the driver stack 24 will reflect

the connection protocol that is being used to connect the thin client 10 to the server

12. Once a new client 10 connects to the server 12, then the connection manager 20

creates a new session 26 for that client 10. The session 26 will include a new

graphics driver 28 that has been provided by the connection manager 20 either in

addition or instead of the driver that would be used by the terminal service 18. The

session will also include the relevant applications 30.

Figure 3 shows both parts of the system together, being the loopback between

the connection manager 20 and the terminal service 18 and the use of a new

graphics driver 28. The loopback connection manager 20 appears within the session

0 box of the server 12. The replacement graphics adapter 28 is shown within the

client session 26. A setup program will install both the loopback connection manager

20 and the additional graphics driver 28. Preferably, the setup program will install the

new graphics driver 28 in such a way that it will load in place of the standard driver

when new sessions 26 are created. The new graphics driver 28 is needed so that the

light connection technology (such as USB) and the thin client 10 are provided with

graphics information in a working manner.

The terminal service 18 performs the session management with the session

26, which is session 1 as far as the terminal service 18 is concerned. The connection

manager 20 performs the connection management with the graphics driver 28 and

operates a dedicated loopback 22 with the terminal service. If additional client

devices are connected to the server 12, then additional sessions 26 are created

(session 2 and so on). For each new session a new loopback 22 is also created

between the connection manager 29 and the terminal service 18 of the server 12.



The installation of the software on the server 12 is illustrated in Figure 4 . A

setup program 32, which may be provided on a suitable storage media such as a CD-

ROM, installs the connection manager 20. The setup program 32 also initiates a

connection 22 between the terminal service 18 and the connection manager 20. This

connection 22, as discussed above, is a loopback connection 22, which is being used

to represent the connection manager 20 as a remote client, when in fact it is located

directly on the same server 12 as the terminal service 18. The terminal service 18 will

treat the connection manager 20 as if it is a client remote from the server 12.

Once installed, the operation of the components of the server 12 is as shown

in Figure 5. In step S1, the loopback connection manager 20 listens for new clients

10 using the operating system's standard network, USB or other peripheral device

drivers. When the connection manager 20 detects a new client 10, it calls the

terminal service 18 to create a new RDP session 26 for that client 10. At step S2, the

terminal service 18 creates a new session 26, which in turn loads the new graphics

driver 28. At step S3, the graphics driver 28 signals to the connection manager 28

that it has loaded. The connection manager 20 then hands off the client connection to

the graphics driver 28.

At step S4, one or more applications 30 are operated within the session 26. At

step S5, all graphics output from the applications 30 within the session 26 will be

rendered by the new driver 28 and sent directly to the client 10. All user input from

the client 10 goes to the graphics driver 28 which will send the input to the session

26. The terminal service 18 still operates the session 26 but is communicating with

the connection manager 20 as if the connection manager 20 is the remote client 10.

The loopback connection 22 ensures that this relationship continues, while all the

time the graphics driver 28 is actually communicating with the real client 10.

At step S6, the graphics driver 28 also receives session management

commands from the client 10, such as close session, and forwards the appropriate

commands to the connection manager 20, to communicate to the terminal service 18,

via the RDP loopback connection 22. When the session 26 is complete, the

connection manager 20 closes the RDP session 26 with terminal service 18. The



terminal service 18 shuts down the session 26 and unloads the graphics drivers 28.

In this way, the terminal service 18 is never aware of the real client 10 that was

interacting with the session 26, but the terminal service 18 will still continue to

operate normally the whole time.



CLAIMS

1. A method of operating a server comprising:

o operating a terminal service, the terminal service including a graphics

driver,

o installing a connection manager, the connection manager including a

second graphics driver,

o detecting the connection of a client to the server, at the connection

manager,

o creating a new session for the connected client, the session including

the second graphics driver,

o connecting the client to the second graphics driver,

o operating one or more applications within the session,

o rendering graphic output from the or each application via the second

graphics driver directly to the client, and

o routing all session management commands from the client to the

connection manager.

2 . A method according to claim 1, wherein the step of creating a new

session for the connected client, the session including the second graphics driver,

further comprises deleting the first graphics driver from the session.

3. A method according to claim 1 or 2 , and further comprising routing all

user commands from the client to the second graphics driver.

4 . A method according to claim 1, 2 or 3, and further comprising receiving

an instruction from the client to terminate the session at the connection manager, the

connection manager instructing the terminal service to terminate the current session.



5. A method according to any preceding claim, and further comprising,

following detecting the connection of a client to the server, at the connection

manager, initiating a loopback connection between the connection manager and the

terminal service.

6 . A server arranged to:

o operate a terminal service, the terminal service including a graphics

driver,

o install a connection manager, the connection manager including a

second graphics driver,

o detect the connection of a client to the server, at the connection

manager,

o create a new session for the connected client, the session including the

second graphics driver,

o connect the client to the second graphics driver,

o operate one or more applications within the session,

o render graphic output from the or each application via the second

graphics driver directly to the client, and

o route all session management commands from the client to the

connection manager.

7. A server according to claim 6, wherein the server is further arranged,

when creating a new session for the connected client, the session including the

second graphics driver, to delete the first graphics driver from the session.

8. A server according to claim 6 or 7, wherein the server is further

arranged to route all user commands from the client to the second graphics driver.

9 . A server according to claim 6, 7 or 8, wherein the server is further

arranged to receive an instruction from the client to terminate the session at the



connection manager, the connection manager instructing the terminal service to

terminate the current session.

10. A server according to any one of claims 6 to 9 , wherein the server is

further arranged, following detecting the connection of a client to the server, at the

connection manager, to initiate a loopback connection between the connection

manager and the terminal service.

11. A computer program product on a computer readable medium for

operating a server, the product comprising instructions for:

o operating a terminal service, the terminal service including a graphics

driver,

o installing a connection manager, the connection manager including a

second graphics driver,

o detecting the connection of a client to the server, at the connection

manager,

o creating a new session for the connected client, the session including

the second graphics driver,

o connecting the client to the second graphics driver,

o operating one or more applications within the session,

o rendering graphic output from the or each application via the second

graphics driver directly to the client, and

o routing all session management commands from the client to the

connection manager.

12. A computer program product according to claim 11, wherein the step of

creating a new session for the connected client, the session including the second

graphics driver, further comprises deleting the first graphics driver from the session.



13. A computer program product according to claim 11 or 12, and further

comprising routing all user commands from the client to the second graphics driver.

14. A computer program product according to claim 11, 12 or 13, and

further comprising receiving an instruction from the client to terminate the session at

the connection manager, the connection manager instructing the terminal service to

terminate the current session.

15 . A computer program product according to any one of claims 11 to 14,

and further comprising, following detecting the connection of a client to the server, at

the connection manager, initiating a loopback connection between the connection

manager and the terminal service.
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