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THREE-WAY ENCRYPTION/DECRYPTION SYSTEM

FIELD OF THE INVENTION

The present invention relates generally to computer networks, and more
specifically, to an encryption and decryption process for the transmission of digital

data.

BACKGROUND OF THE INVENTION

The Internet is basically a public network, but the messages sent over it often
need to be kept private. Because of this, data encryption has become a fundamentally
important aspect of data communication over the Internet and other public and private
computer networks. Indeed, the success of the burgeoning electronic commerce
industry relies on effective encryption means to protect sensitive data.

Traditional encryption methods rely on the concept of a key based cipher
system to encode and decode transmitted data. A key is a piece of data, basically a
long random number that can be used to encrypt or decrypt a given message. There
are two basic type of encryption schemes, symmetric or single-key (one-way)
encryption, and asymmetric or public key (two-way) encryption.

A symmetric-key cryptography system is an encryption system in which the
sender and receiver of a message share a single, common key that is used to encrypt
and decrypt the message. The key must be known at both ends of a connection, which
poses a challenge with regard to communicating and protecting the integrity of the
key. The problem with secret key cryptography, from the standpoint of transactions

over the Internet, is that anyone who can get both the key and the encrypted
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information can decrypt the information. Although symmetric-key systems are
relatively simple and fast, their main drawback is that the two parties must somehow
exchange the key in a secure way. The most popular symmetric-key system is the
Data Encryption Standard (DES).

An asymmetric or public key encryption system is a cryptographic system that
uses two keys, a public key known to everyone and a private known only to the
recipient of the message. The sender uses the recipient’s public key to encrypt the
message. The recipient then uses his private key to decrypt it. Together the public
and private keys make an 'asymmetric key pair'. Using this system, a message
encrypted with a public key can only be decrypted with the matching private key, and
vice versa. If a public key is used at encryption time, the message can only be
unscrambled using the matching private key. This technique can safely be used to
transmit a secret key, because only the intended recipient can decipher it. Public-key
encryption represents an improvement over symmetric-key systems because the
public key can be distributed in a non-secure way, and the private key is never
transmitted.

A public-key scheme can also be used to show that a particular message is
genuine. If a private key is used at encryption time, then the message can be read
only with the corresponding public key. Without the private key, it is virtually
impossible to forge an intelligible message that will unscramble with the public key,
or to tamper successfully with a message that has already been encrypted.

An important characteristic of public key systems is that the public and private
keys are related in such a way that only the public key can be used to encrypt

messages and only the corresponding private key can be used to decrypt them. One
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difficulty with public-key systems is that the sender need;s to know the recipient's
public key to encrypt a message for the recipient. Because of this, public-key
cryptography systems are not foolproof. One risk is that a sender must be certain of
who owns a public key. It is usually necessary to have public keys verified by a
trustworthy third party. Companies, such as VeriSign™, offer a commercial service
for verifying and signing the public keys of other organizations.

An inherent disadvantage associated with in public-key schemes is that there
is a fixed relationship between the public key and private key because one key
unravels messages bound up by the other. Given the public key and knowledge of the
encryption algorithm used, it can be possible to calculate the missing private key. In
many cases, the calculation is very complex and time consuming, and given
sufficiently long keys, public-key cryptography systems can be very difficult to break.
However, breaking a public key system is not necessarily impossible.

Present electronic commerce (“e-commerce”) applications rely on Certificate
Authorities, which are trusted third-party organization or company to issue digital
certificates used to create digital signatures and public-private key pairs. The role of
the Certificate Authority in this process is to guarantee that the individual granted the
unique certificate is the proper individual. To accomplish this, the Certificate
Authority usually has an arrangement with a financial institution, such as a credit card
company, to obtain information to confirm an individual's claimed identity.
Certificate Authorities are a critical component in data security and electronic
commerce because they guarantee that the two parties exchanging information are
really who they claim to be. The most widely used standard for digital certificates is

the X.509 standard. One significant disadvantage of present key distribution and
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certificate processes is that keys are recycled. This creates a situation in which
breaking one key results in the compromise of many other keys.
Thus, although present cryptography systems are effective in providing a
reasonable level of security for most e-commerce transactions, the inherent limitations
5 of current one-way and two-way systems are not impervious to attack. Given enough
resources, a determined attacker can still break the standard cryptography systems

currently in place.

SUBSTITUTE SHEET (RULE 26)



WO 02/05481

10

15

20

SUMMARY AND OBJECTS OF THE INVENTION

It is an object of embodiments of the present invention to provide a secure
method for the exchange of private and confidential financial transaction information
over the Internet for the purpose of conducting business between a consumer and a
business entity.

It is a further object of embodiments of the present invention to provide
alternative levels of encryption and decryption based on the sensitive nature of
financial transactions.

It is yet a further object of embodiments of the present invention to provide
various delivery mechanisms for the distribution and housing of key information
through the use of chip cards or proprietary client computer software.

A three-way encryption/decryption process for use in digital data transmission
is described. In one embodiment, a message is encrypted using public key/private key
encryption methods. Subsequent to public key encryption, the encrypted message text
is bit manipulated to further code the secret message text. In one embodiment, the bit
manipulation process includes a process of rearranging bits in a byte, thus preventing
an attacker from deciphering any readable text even though an attacker might
successfully-decipher the encrypted message or acquire either the password and/or
private key to decipher the encrypted message. A bit recovery process is used by the
receiver after a public key decryption step to recover the bit manipulated encoded
text.

Other objects, features, and advantages of the present invention will be
apparent from the accompanying drawings and from the detailed description that

follows below.
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BRIEF DESCRIPTION OF THE DRAWINGS

The present invention is illustrated by way of example and not limitation in
the figures of the accompanying drawings, in which like references indicate similar
elements, and in which:

Figure 1 illustrates a block diagram of a computer network system that
implements embodiments of the present invention;

Figure 2 is a flowchart that illustrates the steps of performing digital data .
transmission using a three-way encryption/decryption process, according to one
embodiment of the present invention,;

Figure 3 is a flowchart that illustrates the steps of distributing a key using a
three way encryption/decryption process according to one embodiment of the present
invention;

Figure 4 is a flow chart that illustrates the step of encrypting a message using a
three way encryption/decryption process according to one embodiment of the present
invention;

Figure 5 is a flow chart that illustrates the step of decrypting a message using a
three way encryption/decryption process according to one embodiment of the present
invention;

Figure 6 is a flow diagram that illustrates a three-way encryption/decryption
method for a key distribution process implemented in an Internet-based e-commerce
transaction system, according to one embodiment of the present invention;

Figure 7 is a flow diagram that illustrates a three-way encryption/decryption
method for an encryption process implemented in an Internet-based e-commerce

transaction system, according to one embodiment of the present invention; and
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Figure 8 is a flowchart that illustrates a three-way encryption/decryption
method for a decryption process implemented in an Internet-based e-commerce

transaction system, according to one embodiment of the present invention.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

A three-way encryption/decryption system for digital data transmission is
described. I_n the following description, for purposes of explanation, numerous
specific details are set forth in order to provide a thorough understanding of the
present invention. It will be evident, however, to one of ordinary skill in the art, that
the present invention may be practiced without these specific details. In other
instances, well-known structures and devices are shown in block diagram form to
facilitate explanation. The description of preferred embodiments is not intended to
limit the scope of the claims appended hereto.

Hardware Overview

Aspects of the present invention may be implemented on one or more
computers executing software instructions. According to one embodiment of the
present invention, server and client computer systems transmit and receive data over a
computer network or standard telephone line. The steps of accessing, downloading,
and manipulating the data, as well as other aspects of the present invention are
implemented by central processing units (CPU) in the server and client computers
executing sequences of instructions stored in a memory. The memory may be a
random access memory (RAM), read-only memory (ROM), a persistent store, such as
a mass storage device, or any combination of these devices. Execution of-the
sequences of instructions causes the CPU to perform steps according to embodiments
of the present invention.

The instructions may be loaded into the memory of the server or client
computers from a storage device or from one or more other computer systems over a

network connection. For example, a client computer may transmit a sequence of
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instructions to the server computer in response to a message transmitted to the client
over a network by the server. As the server receives the instructions over the network
connection, it stores the instructions in memory. The server may store the instructions
for later execution, or it may execute the instructions as they arrive over the network
connection. In some cases, the downloaded instructions may be directly supported by
the CPU. In other cases, the instructions may not be directly executable by the CPU,
and may instead be executed by an interpreter that interprets the instructions. In other
embodiments, hardwired circuitry may be used in place of, or in combination with,
software instructions to implement the present invention. Thus, the present invention
is not limited to any specific combination of hardware circuitry and software, nor to
any particular source for the instructions executed by the server or client computers.

Figure 1 illustrates a computer network system 100 that implements one or
more embodiments of the present invention. In system 100, a network server
computer 104 is coupled, directly or indirectly, over line 125 to one or more network
client computers 102 and 103 through a network 110. The network interface between
server computer 104 and client computer 102 may also include one or more routers
that serve to buffer and route the data transmitted between the server and client
computers over lines 121 and/or 123. Network 110 may be the Internet, a Wide Area
Network (WAN), a Local Area Network (LAN), or any combination thereof.

In one embodiment of the present invention, the server computer 104 is a
World-Wide Web (WWW) server that stores data in the form of ‘web pages’ and
transmits these pages as Hypertext Markup Language (HTML) files over the Internet

network 110 to the client computer 102 as hidden field(s). For this embodiment, the
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client computer 102 typically runs a “web browser” program to access the web pages
served by server computer 104 and content provider 103.

In one embodiment of the present invention, server 104 in network system 100
is a server that executes an encryption/decryption software program 112. Client
versions of the encryption/decryption software program 105 may also be executed on
the client computers, such as client computer 102. The encryption/decryption
program 112 may represent one or more executable program modules that are stored
within network server 104 and executed locally within the server. Alternatively,
however, it may be stored on a remote storage or processing device coupled tq server
104 or network 110 and accessed by server 104 to be locally executed. In a further
alternative embodiment of the present invention, encryption/decryption prd gram 112
may be implemented in a plurality of different program modules, each of which may
be executed by two or more distributed server computers coupled to each other, or to
network 110 separately.

In one embodiment of the present invention, wherein network 110 is the
Internet, network server 104 and content provider 103 execute a web server process
(not shown to avoid obscuring the illustration) to provide HTML documents to client
computers coupled to network 110. To access the HTML files provided by server
104, client computer 102 runs a web client process (typically a web browser, such as
Netscape Navigator™ or Microsoft Explorer™) that accesses and provides links to
web pages available on server 104 and other Internet server sites. It should be noted
that a network system 100 that implements embodiments of the present invention may

include a larger number of interconnected client and server computers than shown in
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Figure 1. For this embodiment, the client computer 102 may access the Internet
network 110 through an Internet Service Provider (ISP) 107.

As can be appreciated by those of ordinary skill in the art, the representative
networked computers of Figure 1, such as network server computer 104 can be
implemented as any standard computer that includes a CPU coupled through a bus to
various other devices. These devices could include random access memory (RAM), a
read only memory (ROM), and mass storage devices (e.g., a magnetic disk, optical
compact disk, or tape drive for storing data and instructions). The computer also
typically includes input/output devices, such as, a display device, keyboard, and
network interface device, along with other similar devices or interfaces. Any of the
computers in Figure 1 could be implemented in the form of personal computers,
laptop computers, mainframe computeré, or other type of workstation computers.

Encryption/Decryption Process

In one embodiment of the present invention, the client and server
encryption/decryption software processes 112 and 105 serve to encrypt data
transmitted between the network client 102 and the network server 104 and other
networked computers, such as content providers on network 110. It is assumed that
network client 102 implements known versions of a public key encryption system,
such as the RSA Encryption system. In one embodiment, the encryption/decryption
software processes 112 and 105 add a further level of encryption to the RSA system.

The encryption/decryption process described herein may be implemented to be
run from the client computer 102 as a client side application 105 or applet.

Preferably, however, the encryption/decryption process is executed from the server

computer 104 as a server side program 112 or servlet. Alternatively, the
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encryption/decryption process can consist of modules that reside on both the server
and client computers.

In typical RSA Public Key Cryptography Systems (PKCS), a secret key is first
generated using a one-way method, such as a DES method. The secret key is then
used to encrypt the message, and the PKC key is used to encrypt the secret key. The
PKC-encrypted secret key is then attached to the secret key-encrypted message. The
standard RSA system thus includes two levels of encryption comprising

encryption/decryption of the secret key (password) and the PKCS message

' encryption/decryption.

Embodiments of the present invention add a third level of encryption
comprising a bit manipulation step prior to the PKCS encryption step, and a bit
recovery step after the private key retrieval process. In one embodiment, the
encryption/decryption process uses a simple methodology of rearranging bits in a
byte, thus preventing an attacker from deciphering any readable text even though an
attacker might successfully decipher the encrypted message, or acquire either the
password and/or private key to decipher the encrypted message.

By providing different depths or levels of encryption, embodiments of the
present invention enhance the security of private and confidential financial
information transmitted over the Internet and increase throughput of the Certificate
Authority engine where the validation of key information occurs. In typical e-
commerce applications, the three-way encoding process of the present invention has
several different applications.

For example, the bit manipulation step can be used when encoding a digital

envelope with a user provided password or private key and revoking the
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authentication certificate if it fails the password/private key decryption process prior
to actual PKCS private key decryption. A digital envelope is a type of security that
uses two layers of encryption to protect a message. First, the message itself is
encoded using symmetric encryption, and then the key to decode the message is
encrypted using public-key encryption.

In a second example, by arranging plain text in a predefined and secured
mathematical layout that can only be recognized by all parties involved, the
Certificate Authority can revoke the authentication certificate after a light decryption
process such as DES or password based encryption prior to actual PKCS private key
decryption.

In yet another example, by placing the Secure Hashing Algorithm (SHA)
result of the public key as a part of the encrypted text, the Certificate Authority can
validate the SHA value and revoke the certificate prior to the actual PKCS private key
decryption. The SHA result refers to a 'hash' process that is used to generate a smaller
digest of a message that depends on the contents of the large message, since, in
practice, it is not necessary to scramble all of a large message when signing it. If the
original is changed even slightly, the hash will generate a different result. The digest
alone is encrypted using the private key, and sent out alongside the main message as a
certificate. The recipient can apply the same hash algorithm to the incoming main
message to create a new digest, decrypt the sender's certificate, and compare the two
results. If the digests are identical then the code cannot have been altered and must
have been sent by the owner of the appropriate pul;lic key.

Figure 2 is a high-level flowchart that illustrates the steps of a three-way

encoding/decoding process, according to one embodiment of the present invention. In
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general, the message recipient provides his or her public key to the message sender,
the message sender then uses the public key to encrypt the message and sends the
encrypted message to the recipient. The recipient then uses his or her private key to
decrypt the sent message. Although the public key can be distributed to the message
sender using known PKCS techniques, such as looking up the key on an Internet site
or key registry or asking the recipient to provide his or her public key, for the
embodiment illustrated in Figure 2, the public key is distributed to the user using a bit
manipulation encryption process.

Thus, for the flowchart of Figure 2, in step 202, the public (PCKS) key for the
recipient is distributed to the message sender. In general, this step entails retrieving a
public key, performing a bit manipulation process on the key, encrypting the key, and
then distributing the key to the sender. In step 204, the sender encrypts the message
to be sent to the recipient. Step 204 generally entails decrypting the key and any
password that may be used, rebuilding the public key, performing PKCS encryption,
and certifying the key with a Certificate Authority. In step 206 the transmitted
message is decrypted at the recipient’s computer. This step generally entails the
recipient retrieving his or her private key, performing PKCS decryption, checking the
consistency of the secure hashing algorithm, and rebuilding the secret message. In
accordance with embodiments of the present invention, during the message
encryption and message decryption steps, 204 and 206, bit manipulation and bit
recovery processes are executed to further encode the message being sent. The bit
manipulation and bit recovery processes can also be used to encrypt the public key
when it is distributed from the message recipient to the message sender. Each of the

steps of flowchart of Figure 2 will be described in greater detail below.
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If the three-way encryption process illustrated in Figure 2 is used in an e-
commerce environment in which a transaction is processed between a buyer and a

merchant site, payment processing of the transaction is performed in step 208. This

-step may entail various process specific steps, such as validating the buyers credit,

validating the transaction, and fulfilling the order.

Figure 3 is a flowchart that illustrates the steps of distributing a public key
from a message recipient to a message sender, using a three way
encryption/decryption process according to one embodiment of the present invention.
In step 302, the message recipient retrieves his or her public key. In step 304, a
password that is used to code the public key for distribution to the message sender is
then determined. Next, a salt value is determined using standard RSA salt routines.
Salt is an additional string, usually 40 to 88 bits long, that can be added to a message
as an additional measure to thwart attackers who try to precompute a large look-up
table of possible encryption. The salt is appended to the encryption key, and the
lengthened key is then used to encrypt the message.

In step 308, the key text is built by combining the recipient’s public key, the
sender’s password, and the salt. In step 310 a bit manipulation process is performed
on the key text. In one embodiment of the present invention, the bit manipulation
process comprises a nibble exchange among pairs of nibbles that make up the
message. Alternatively, the bit manipulation process can comprise a bit exchange
process. The bit manipulation process is described in greater detail in the description
that follows below. The bit manipulation process of step 310 serves to further
scramble the key text so that an attacker cannot rebuild the key by breaking the

password and salt values.
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After the bit manipulation step of 310, the key text is encrypted with the
password, step 312. The encrypted key is then distributed to the message sender, step
314. In one embodiment, the distribution step is accomplished by transmitting the
encrypted key message to the recipient over the Internet using a secure electronic mail
(e-mail) communication, or similar communication method.

Once the recipient’s public key has been distributed to the sender, the sender
encrypts the secret message to be sent to the recipient. Figure 4 is a flow chart that
illustrates the steps of encrypting a message using a three way encryption/decryption
process according to one embodiment of the present invention.

In step 402, the character string of the recipient’s public key is decrypted using
the password and the salt value. The key text is then recovered using a bit recovery
process, step 404. In one embodiment, the bit recovery process is the opposite of the
bit manipulation process performed in step 310. Thus, if the bit manipulation
swapped the position of every two nibbles (four bits) comprising the original
message, the bit recovery process would swap the nibbles back to their original
position. In step 406, the recovered password is checked. If the password is
approved, the expiration date of the recovered password is checked, step 408. In step
410, the recipient’s public key is rebuilt.

Once the recipient’s public key is rebuilt, the secret message is encrypted by
the message sender. In step 412, the sender builds the message text by encrypting the
text and the SHA of the public key. In step 414, a bit manipulation process is
performed on the message text. The bit manipulation process performed in step 414
can be either a nibble exchange or a bit exchange of the ASCII characters that

comprise the message. Such a process is described in the description that follows
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below. In step 416, standard PKCS encryption is performed on the bit manipulated
message text. This step is performed as many times as required for full encryption of
the message. Multiple encryption steps might be required for messages that are
longer than the maximum allowable length specified by present PKCS systems. In
step 418, the public key is passed to a Certificate Authority to verify that the message
recipient is a valid entity authorized to receive the message.

After the secret message has been encrypted, it is sent to the recipient for
decryption. Figure 5 is a flow chart that illustrates the step of decrypting a message
using a three way encryption/decryption process according to one embodiment of the
present invention. In step 502, the message recipient retrieves his or her matching
private key. A PKCS decryption process is then performed on the encrypted message,
step 504. The decrypted message is now a bit manipulated version of the message,
since a bit manipulation process was performed by the sender, step 506, as described
in step 414 of Figure 4. To recover the message, the recipient performs a bit recovery
process on the decrypted text. After the text is recovered, the consistency of the SHA
value is checked, step 508. If the SHA value is consistent, the secret message is
rebuilt, step 510.

Bit Manipulation Process

In one embodiment of the present invention, the three-way
encryption/decryption method includes a bit manipulation/bit recovery scheme to
further encrypt transmitted data. Suth data could include keys, passwords,'and the
message data itself. For purposes of explanation, ‘bit manipulation’ refers to re-
ordering the sequence of bits during encryption of a data string, and ‘bit recovery’

refers to recovering the original order of the sequence of bits during decryption of the
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data string by performing the opposite sequence of the bit manipulation sequence.
The bit manipulation and recovery steps are performed as part of the three-way
encryption/decryption method as illustrated as part of the processes shown in Figures
3,4,and 5.

Techniques for bit manipulation according to embodiments of the present
invention include a nibble exchange, for example changing x34 to x43; or bit
alteration, for example, chgnge x34 =b0011 b0100 to xC1 =b1100 b0001, where ‘x..”
denotes a hexadecimal number and ‘b..” denotes a binary number, in accordance with
conventional usage.

For purposes of simplicity, nibble exchange examples will be illustrated,
however, it should be noted that any form of bit alteration can be implemented for the
process of three-way encryption/decryption described herein. As an example of a
nibble exchange process, the following plain text sentence “This is the cat who ate the
mouse!” is bit manipulated. The hexadecimal values of the ASCII format characters
before nibble exchange are as follows:

54 68 69 73 20 69 73 20 74 68 65 20 63 61 69 20 77 68 6F 20 68 74 65 20 74
68 65 20 6D 6F 70 73 65 21

After a nibble exchange process, the values of the sentence are basically the inverted
hexadecimal values as follows:

458696370296 370247 86 56 0236 16 96 02 77 86 F6 02 86 47 56 02 47
86 56 02 D6 F6 07 37 56 12

The resulting value of the nibble exchange in ASCII format is as follows:

“Bt—7_-7_GtV_6_- wtd_tGV_G1V_06 7V ”
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Thus, it can be seen that the nibble exchange procedure effectively encrypts
the original text message, and the actual nibble exchange scheme used by the sender
must be known by the recipient in order to reconstruct the original message.

Key Distribution For Transaction Processing

In one embodiment of the present invention, the bit manipulation process is
used as part of a key distribution process, as illustrated in the flowchart of Figure 3.
Figure 6 is a flow diagram that illustrates a three-way encryption/decryption method
for a key distribution process implemented in an Internet-based e-commerce
transaction system, according to one embodiment of the present invention. In Figure
6, a client computer 602 executing a web browser program, such as Netscape
Navigator™ or Microsoft Explorer™ establishes communication with an e-commerce
site web server 608 through a local ISP 604 and e-commerce ISP 606. For a typical e-
commerce transaction, the client computer 602 typically transmits sensitive
information such as order and payment information. In system 600, the
encryption/decryption process to provide the public key to the client 602 is provided
by an encryption server 612, which is coupled to the e-commerce site server 608
through a private encryption server ISP 610.

An example of a bit manipulation process used to encrypt a public key in the
transaction system 600 illustrated in Figure 6 is as follows. First, a proper public key
or X.609 certificate based on floor level authorization is selected by the user of the
client computer 602. For example, by choosing a 768 RSA public key, the public key

will expressed in the following hexadecimal format:
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E526 A1 E3 EF 61 71 2D EB OC EB 4E 91 27 OF 8A 95 D7 FF 46‘E8 7F 2D

2AFBE1 7FD8OEE5823B223DE1C3 1F3C 85 CBBC35DE 11 61 28

C738 81 52 EF FE F7 0B 4C 22 5F BB 7D B6 0C 1F 3C 3C 40 C2 73 44 99

C4 8172 C2B93AEA 6599 BC6A 7141367028 C4C2433B8821ES

ID C8 83 67

For the transaction system illustrated in Figure 6, the password for the key is
transmitted from the client computer 602 to the e-commerce web server 608 through
the appropriate networking apparatus. The e-commerce web server 608 determines if
a public key exists for the client computer user, step 621. If a public key does exist,
that public key is used, and the process ends, since there is no need for further key
distribution processing. If a public key for the user does not exist the password and
transaction data is passed from the e-commerce web server 608 to the encryption
server 612. The encryption server 612 then builds an input to the password based
encryption process, step 622. The input to the password based encryption process in
plain text is then constructed using the following formula to produce the secret
message:

Key(byte[n]) + Nibble exchanged Password (byte[8]) + expiration date time

stamp as CCCCYYDD (bytes(8)) + Key Length Type(byte(1)) + Key

Sequence on database (byte[3]) + x’BB’(bytes[?])
In the above equation, ? is the number of x’BB’s (padding characters) to make the
length of the plain text to be a multiple of 8 bytes and if the resulting byte is 0x00, it
will be changed to x’BB’.

For example, using the public key given above, a password ‘redcoral’, an

expiration date of 20010101, a key length of ‘96’ and a key sequence of ‘274, prior

to nibble exchange produces the following hexadecimal format string:
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ES 26 A1 E3 EF 61 71 2D EB 0C EB 4E 91 27 OF 8A 95 D7 FF 46 E8 7F 2D
2AFBE1 7FD8OEES5823B 223D E1 C3 1F3C85CBBC35DE 116128
C738 81 52 EF FE F7 0B 4C 22 5F BB 7D B6 0C 1F 3C 3C 40 C2 73 44 99
C4 8172 C2B93A EA 6599 BC 6A 7141367028 C4 C2433B 8821 ES

5 ID C8 83 67 72 65 64 63 6F 72 61 6C 32303031 30313031 60BB 01 12
BB BB BB BB BB BB BB BB BB BB BB BB BB BB BB BB BB BB BB 00

In step 624, a nibble exchange process is performed on the key string.

Performing a nibble exchange process on the above key sequence produces the
10  following constructed secret message for the public key:

S5E 62 1A3EFE 16 17 D2 BE C0 BE E4 19 72 FO A8 59 7D FF 64 8E F7 D2

A2BF 1IEF78DEOSE28B322D3 1IE3CF1C358BCCBS3ED 111682

7C 83 18 25 FE EF 7F B0 C4 22 F5 BB D7 6B CO F1 C3 C3 04 2C 37 44 99

4C18272C9B A3 AE5699 CB A6 17 1463 07 824C2C 34 B3 88 12 5E

15 D18C387627564636F62716C6230303 1303130313 06BB 1021

BB BB BB BB BB BB BB BB BB BB BB BB BB BB BB BB BB BB BB 00

Prior to password based encryption, an eight byte randomly generated number
hexadecimal number is generated as a salt value to be used aé part of the password

20 éncryption process. For example, the salt value could be the string: A1 3E D0 69 67
37 BD B2.

In step 626, standard RSA encryption is performed on the key information
using the salt. The resulting password-based encrypted value resulting from the
combination of the constructed secret message shown above, plus the salt value

25  exemplified immediately above, in hexadecimal format is shown as follows:
228B46 A1 052EBE 3511 DD A0 SEBA 78 3A D5 C575F5 1D 77 2D

3BF1 98 FE 8593 FC 33 35 BA 59 81 8A 8C 6C AF 24 61 F9 D5 55 A5 19

B4 93 AA 30 7E27 B4 0B 72 74 EF 7C 7D 85 2B FE 3A OF B6 B8 5B 64 72

2F 7A 66 BC 6F 5B 56 05 D9 43 6E 92 8E 04 45 CB 2E B9 54 B4 66 11 68

30 22716213 14 FA2B 78 9B 1A 31 ED 73 CED4 51 95 D7 7D F1 B2 44 58

FA 9B 70 18 4B A8 6A 40 95 35 CA CO FD C4 79 BF DA AE 74 95 48 69 68

E749 23 87 91 74 6F

The above encrypted value and salt value can then be distributed to either a

35  client computer desktop using Secure Sockets Layer, a Smart Card or an e-commerce
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database repository 614. The Secure Sockets Layer (SSL) is a security-enhanced
abstraction of sockets that provides transaction security at the link or transport level.
With SSL, security properties are attached to the link or channel of communication
between two parties, not the documents themselves.

In step 628 it is determined whether a smart card service is to be used to
distribute the encrypted key to the client computer user. If the smart card service is to
be used, the smart card is personalized to the user using the encrypted key and the salt
value, step 630. The smart card is then mailed or otherwise delivered to the client
computer user, step 632.

If a smart card is not used, as determined in step 628, the encrypted key is
distributed to the user through the e-commerce site ISP 606 and e-commerce web
server 608. The encrypted key is then uitimately delivered to the user through the
user’s local ISP 604 using SSL transmission processes.

Message Encryption For Transaction Processing

In one embodiment of the present invention, the three-way
encryption/decryption process is used in an e-commerce application in which
sensitive information, such as address and credit card information is transmitted from
a buyer (message sender) to an e-commerce merchant web site (message recipient)
over a network.

Figure 7 is a flow diagram that illustrates a three-way encryption/decryption
method for an encryption process implemented in an Internet-based e-commerce
transaction system, according to one embodiment of the present invention.

For the exemplary transaction illustrated as process 700 in Figure 7, the client

computer user (buyer) 602 may pass information that comprises the secret message,
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password, salt, and the encrypted public key to an e-commerce site web server
through one or more ISP’s 604 and 606. For example, in plain text readable format,
the message could be as follows: 4211232155678123 HITAE LEE 4319 N. LARWIN
AVE. CONCORD CA 94521 0912 0001200.34 WORLD MUSIC AND VIDEO
5  EQUIPMENT 1223-3451-1 BANK OF AMERICA. In hexadecimal format, this
message is represented as follows:
343231313233323135353637383132332048495451454C4545
3433 3139204E 2E 4C 41 52 57 49 4E 20 41 56 2E 20 43 4F 4E 43 4F 52
442043 41203934353231203039313220303030313230302E 33
10 3420 57 4F 53 4C 44 20 4D 55 53 49 43 20 41 4E 44 20 56 49 44 45 4F 20 45
515549 504D 454E 5420313232332D333435312D312042414E
4B 20 4F 462041 4D 45 424943 41 BB
In one embodiment of the present invention, the secret message is encrypted
15 using an encryption server, such as encryption server 612 of figure 6. The encryption
server performs a series of operations illustrated as process steps within block 702. In
step 704, the e-commerce site 608 decrypts the encrypted public key using the
provided password and salt. Successful decryption requires the proper password and
salt value. If the recipient, or a would be attacker supplies an incorrect password; for
20 example, ‘joel’, the decryption process will generate the following value:
9E 07 C6 02 6D FC F3 EB 34 5F B7 4C 40 OE 28 72 77 89 5A D6 4C ED 1F
7B CD 89 F4 DB 69 FF 30 73 C6 B3 FE A4 FA 4F DD 75 6E BB ED 06 F0
124D CD 7D 1A 59 52 E9 09 3A CA 01 E7 8C 38 46 99 44 85 FA AA 29 32
DCBB 63 DC C4 0BDC 69 C9 03 24 30 C6 0237 92 3E 84 3F 58 C9 CC 4B
25 A17014 95 DF 8B 3A 1B 96 2F 5F 4D 75 83 44 2F 78 80 3F 42 C§ B§ CD
514390822BF9 58 EC 1A 2B4F 11 E8 98 87 44 D5 C9 FD 72 0D C8
If a would be attacker tries to decipher this value by displaying the contents of
this returned value it would display as a random selection of characters such as:
30 z_C_miiégd_L@Nrw%eZOLi {{%:0Ui 0sCmaOYun»i @ Mf} YR

:E_¢S8F™D. ..u$)2UncUAUIE_$0C_7°>, 7XBEK"p_+Bc:_—
/ MuOD/x??BC,IQCO,+3X& +0_&¢0iD OFyrC
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The next step is to compute the offset of the password using the key length.
Before a nibble exchange step, the hexadecimal value of the offset is: 8B 3A 1B 96
2F 5F 4D 75. After the nibble exchange step, the hexadecimal value of the offset is:
B8 3A B1 69 F2 F5 D4 57, which is not ‘joel’, so the password is in fact incorrect.

If a recipient enters the correct password (‘redcoral’), the decryption process
will generate the following value:

5E 62 1A 3E FE 16 17 D2 BE C0O BE E4 19 72 FO A8 59 7D FF 64 8E F7 D2

A2BF 1IEF78DE0SE28B322D3 1E3CF1C358BCCBS53ED 111682

7C 83 18 25 FE EF 7F B0 C4 22 F5 BB D7 6B CO F1 C3 C3 04 2C 37 44 99

4C18272C9B A3 AE5699 CB A6 17 1463 07 824C 2C 34 B3 88 12 5E

D18C387627564636F62716C6230303130313031313BB1021

BB BB BB BB BB BB BB BB BB BB BB BB BB BB BB BB BB BB BB 00

If a would be attacker tries to decipher this value by displaying the contents of
this returned value it would display as the following string:
o >p  O%AYE 187Y}ydZ+0¢;—+ aC"O-<aAXYViESI | |f %pi

7D, 'HZE®VIME! ¢ 1,43 ANESV'VF66' F# PR RPN NN
PO

Thus, even though the returned deciphered value is correct, an attacker will
not recognize or consider it as a decrypted text value since this value still needs to be
passed through the nibble exchange process.

The next step is to compute the offset of the password using the key length
and retrieve the password from the decrypted public key and perform the nibble
exchange, step 706. For example, the retrieved password before the nibble exchange
could be: 27 56 46 36 F6 27 16 C6. If a would be attacker tries to decipher this value
by displaying the contents of this returned value it would display as: 'VF6s' &

The retrieved password after nibble exchange is as follows: 72 65 64 63 6F 72

61 6C. This produces the following string ‘redcoral’, which is the proper password.
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In step 708 it is determined whether the password matches. If the retrieved
password does not match, the transaction is declined, this produces an ‘authorization
failed’ situation. If the password validation process fails more than a pre-determined
maximum number of failures, as determined in step 710, the certificate is revoked and
the registered owner is informed, such as through e-mail using the owner’s registered
e-mail address or through other validated means, step 712.

If the password matches, the server next checks whether the key is expired,
step 714. If a key has expired or is revoked, the transaction is declined and the e-
commerce site is informed and instructed to expel or terminate the shopping process,
step 712.

If, in step 714, it is determined that the password has not expired, it is assumed
that the password is valid, and the process continues from step 716. In step 716, a
nibble exchange process is performed on the retrieved public key. An exemplary
public key, after a nibble exchange process can be expressed as:

E526 A1 E3 EF 61 71 2D EB 0C EB 4E 91 27 OF 8A 95 D7 FF 46 E§ 7F 2D

2AFBE1 7F D8 OE E5 82 3B 223D E1 C3 1F 3C 85 CB BC 35 DE 11 61 28

C738 8152 EFFEF70B 4C 22 5F BB 7D B6 0C 1F 3C 3C 40 C2 7344 99

C4 8172 C2B93A EA 6599 BC6A 7141367028 C4C2433B8821ES

1D C8 83 67

A hashing operation is then performed on the nibble-exchanged public key,
step 718. For this step, SHA1 hashing is performed on the recovered public key to
produce a 20-byte SHA1 hexadecimal value as follows: 4A F8 29 C9 55 43 C2 D0 83
43 DF 0D 32 D8 95 5D.

In step 720, the secret message to be sent from client computer user to the e-

commerce site is built for PKCS encryption. This step entails bit manipulating

(nibble exchanging) the hexadecimal characters comprising the ASCII text of the
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message. For example, a nibble exchange for an exemplary secret message can be as
shown:

432313 13233323 135353637383132333028494451554C45454

433313 93 02 E4 E2 C4 14 25 75 94 E4 02 14 65 2E 02 34 F4 E4 34 F4 25

4402431402934353231302039313230203030313230303E233 |

4302 75 F4 35 C4 44 02 D4 553594 34 02 14 E4 44 02 65 94 44 54 F4 02 54

15559405 D4 54 E4 450213232333 D233435313D2130224 14E4

B4 02 F4 64 02 14 D4 54 24 94 34 14 BB

In one embodiment of the present invention, certain encryption adjustments
must be performed since RSA PKCS processes generally cannot encrypt a string
longer than the length of the public key, that is 11 bytes. For the above example, the
secret message is broken into two groups, one group of 64 bytes and the second group
of 72 bytes. Standard PKCS encryption techniques are then performed on the nibble
exchanged secret message. For a broken down message, such as that described above,
PKCS encryption will be performed on each group. Thus, as shown in step 722,
multiple PKCS processes are performed on the nibble exchanged secret message.

For our example, the first encryption produces the plain text string (in
hexadecimal):

4323 1313233323 135353637383132333028494451554C45454

43331393 02 E4 E2 C4 14257594 E4 02 14 65 2E 02 34 F4 E4 34 F4 25

440243140293435323130203931323
The encrypted text for this string, in hexadecimal, is:

OF 1A 25 A3 FA 07 7D D8 C7 05 EA BA 28 D5 5E CB 98 D8 0B 5D 98 FC

2D 0D A7 D8 48 E3 AC DA BF C4 DF D1 C3 B4 6D A3 BB A4 BA2C 7E

451C A1 16 1F 87 4E 69 D5 6B A0 E4 42 94 70 98 CD 6A BF DC A9 4F F5

C880D524 D733 CA3B56C249 A304F981D1EA2456DB A224 51

50 C2 8B 57 BD 93 D8 ‘

The second encryption operation (for the second group) produces the plain text (in

hexadecimal):
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0203030313230303E233430275F435C44402D4553594340214
E4 44 02 65 94 44 54 F4 02 54 15 55 94 05 D4 54 B4 45 02 13 23 23 33 D2
334353 13D213 0224 14 E4 B4 02 F4 64 02 14 D4 54 24 94 34 14 BB

The encrypted text for this string, in hexadecimal, is:
9E C273 DF 0BD3 7D D7 01 75B0 19 5B 78 61 E3 21 12 87 A1 3F 8D 9C
ED CE A1 EDD7DC 7A 3C 02 B9 CB 53 8F 8F 93 29 2E E3 63 E8 61 21 61
16 CO 6B 74 C1 45 AE 852931 B9 65 C2 04 5A D2 B0 82 B6 2F 93 41 15
A1307D 24 51 FE 9C C3 F7 CO EE FO 76 19 0A 2F 24 0B 92 5E 86 73 82
A14D 8F 14
In step 724, the encrypted secret message is built using the SHA1 of the public
key and the encrypted message text. In one embodiment, the encrypted message is

built using the following equation:

First block of Encrypted plain text + SHA1 of public key + Second block of
Encrypted plain text + length of the first secret message block + key
length(byte[2]) + key sequence(byte[4])

The encrypted message is then passed to a Certificate Authority for validation, step

726.

Message Decryption For Transaction Processing

In one embodiment of the present invention, decryption of the encrypted
message using the three-way encryption/decryption process for an e-commerce
application is performed by a Certificate Authority.

Figure 8 is a flowchart that illustrates a three-way encryption/decryption
method for a decryption process implemented in an Internet-based e-commerce
transaction system, according to one embodiment of the present invention. In step
802, the Certificate Authority retrieves the key length and key sequence from the
encrypted message. In step 804, the Certificate Authority retrieves the matching
public key from the Certificate Authority repository using the key length and key

sequence. The Certificate Authority performs hashing (SHA1) on the retrieved public
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key. Inthe above example message, an SHA1 value is placed after first block of the
encrypted text which starts at 97 to 106. An example of an SHA1 string for a
particular secret message is: 4A F8 29 C9 55 43 C2 DO 83 43 DF 0D 32 D8 95 5D 85
73 DC 14 BB BB BB BB

The Certificate Authority next retrieves the SHA1 from the secret message
and validates the public key/private key pair, step 806. If, in step 808, it is determined
that the recovered SHA1 and resulting SHA1 of the retrieved public key do not
match, the transaction/certificate is revoked, and a rejection is sent to the e-commerce
site, step 828.

If the SHA1 values do match, the encrypted secret message information
(called signed application data) blocks are retrieved by joining the blocks of the
message together, step 810. For the message example provided above, the first and
second part of the encrypted message from bytes 1 to 96 and bytes 121 to 216 are
joined to retrieve the message. Next, the proper RSA PKCS private key is retrieved
using key length and key sequence information. The RSA PKCS private key has the
following components: Public Key Modulus, Public Exponent, Private Exponent,
Primary Modulus 1, Primary Modulus 2, Primary Exponent 1, Primary Exponent 2,
and Coefficient. In step 812 PKCS decryption is performed on the private key.
Again, if the string is too long, repeated decryption on the encrypted message may be
performed. In step 814, it is determined whether all of the blocks have been retrieved.
If not, the process loops back from step 810. Once all the message blocks have been
decrypted, the decrypted blocks are combined, step 816. In step 818, a nibble

exchange process is executed on the combined message blocks to rebuild the original
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secret message. In step 820, the original secret message is rebuilt, and the message is
then sent to the e-commerce site, step 820.

At this point, the further processing of the secret message conforms to the
requirements of the system in which the e-commerce transaction is being performed.
For example, if the transaction is being performed using a credit system, certain
validation steps may need to be implemented using a credit bureau and/or other
financial institutions. Ultimately, the secret rﬂessage is transmitted to the e-commerce
site for fulfillment of the transaction.

In one embodiment of the present invention, the transmission client/server
software is implemented in a network that utilizes point to point telephony
infrastructure. It is to be noted, however, that alternative embodiments can be
implemented for use with point to point video conferencing or point to multi-point
homing, or similar network systems. In addition, embodiments of the present
invention can be implemented over networks that partially or wholly implement
wireless data communication technology.

Although some of the Figures and associated description are largely directed
to embodiments that utilize technology that is specific to the Internet and the World
Wide Web, it should be noted that embodiments of the present invention can also be
used in the context of other networked compﬁter systems, such as local area networks,
wide area networks, and other proprietary networks.

In the foregoing, a system has been described for increasing the security of
messages transmitted over a network through a three-way encryption/decryption
method. Although the present invention has been described with reference to specific

exemplary embodiments, it will be evident that various modifications and changes
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may be made to these embodiments without departing from the broader spirit and
scope of the invention as set forth in the claims. Accordingly, the specification and

drawings are to be regarded in an illustrative rather than a restrictive sense.
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CLAIMS
What is claimed is:
5 L A method of transmitting data from a first computer to a second computer,

comprising the steps of:
receiving a public key for a user of the second computer;
obtaining a password for the first user;
encrypting the public key using asymmetric encryption;
10 rearranging the order of the bits that comprise the encrypted public key;
encrypting the rearranged encrypted public key with the password; and

distributing the encrypted key text to the user of the first computer.

2. The method of claim 1 further comprising the steps of:
15 decrypting the encrypted key text using the password;
recovering the key text by reversing the step of rearranging the order of the
bits that comprise the encrypted public key;
encrypting the message comprising the data to be transmitted from the first
computer to the second computer;
20 rearranging the order of the bits that comprise the message; and

encrypting the message using asymmetric encryption.

3. The method of claim 2 further comprising the steps of:

retrieving a private key corresponding to the public key of the second user;
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performing an asymmetric decryption process on the encrypted message; and
recovering the message data by reversing the step of rearranging the order of

the bits that comprise the encrypted message.

4. The method of claim 1 wherein the step of rearranging the order of the bits
that comprise the encrypted public key comprises the step of switching the position of

each pair of nibbles comprising the hexadecimal representation of the key.

5. The method of claim 2 wherein the step of rearranging the order of the bits
that comprise the message comprises the step of switching the position of each pair of

nibbles comprising the hexadecimal representation of the message.

6. The method of claim 1 wherein the step of rearranging the order of the bits
that comprise the encrypted public key comprises the step of switching the position of

each pair of bits comprising the binary representation of the key.

7. The method of claim 2 wherein the step of rearranging the order of the bits

that comprise the message comprises the step of switching the position of each pair of

bits comprising the binary representation of the message.

8. The method of claim 3 wherein the first computer and the second computer

are coupled over a network.
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9. The method of claim 8 wherein the network comprises the Internet, and
wherein the first computer and second computer respectively execute server and client
processes operable to transmit and receive data files over the World Wide Web
portion of the Internet, and further wherein the document data comprises Hypertext
Markup Language (HTML) data executable by the first computer and second

computer

10. A system for transmitting secret message data from a first computer to a
second computer, comprising one or more distributed computers configured to:
receive a public key for a user of the second computer;
obtain a password for the first user;
encrypt the public key using asymmetric encryption;
rearrange the order of the bits that comprise the encrypted public key;
encrypt the rearranged encrypted public key with the password; and

distribute the encrypted key text to the user of the first computer.

11.  The system of claim 10 wherein the one or more distributed computers are
further configured to:

decrypt the encrypted key text using the password;

recover the key text by reversing the step of rearranging the order of the bits
that compr{se the encrypted public key;

encrypt the message comprisiﬁg the data to be transmitted from the first
computer to the second computer;

rearrange the order of the bits that comprise the message; and

SUBSTITUTE SHEET (RULE 26)



WO 02/05481

10

15

20

34

encrypt the message using asymmetric encryption.

12.  The system of claim 11 wherein the one or more distributed computers are
further configured to:
retrieve a private key corresponding to the public key of the second user;
perform an asymmetric decryption process on the encrypted message; and
recover the message data by reversing the step of rearranging the order of the

bits that comprise the encrypted message.

13.  The system of claim 10 wherein the one or more distributed computers are
further configured to rearrange the order of the bits that comprise the encrypted public
key by switching the position of each pair of nibbles comprising the hexadecimal

representation of the key.

14.  The system of claim 11 wherein the one or more distributed computers are
further configured to rearrange the order of the bits that comprise the encrypted public
key by switching the position of each pair of nibbles comprising the hexadecimal

representation of the message.

15.  The system of claim 10 wherein the one or more distributed computers are
further configured to rearrange the order of the bits that comprise the encrypted public
key by switching the position of each pair of bits comprising the binary representation

of the key.
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12.  The system of claim 11 wherein the one or more distributed computers are
further configured to:
retrieve a private key corresponding to the public key of the second user;
perform an asymmetric decryption process on the encrypted message; and
recover the message data by reversing the step of rearranging the order of the

bits that comprise the encrypted message.

13.  The system of claim 10 wherein the one or more distributed computers are
forther configured to rearrange the order of the bits that comprise the encrypted public
key by switching the position of each pair of nibbles comprising the hexadecimal

representation of the key.

14.  The system of claim 11 wherein the one or more distributed computers are
further configured to rearrange the order of the bits that comprise the encrypted public
key by switching the position of each pair of nibbles comprising the hexadecimal

representation of the message.

15.  The system of claim 10 wherein the one or more distributed computers are
further configured to rearrange the order of the bits that comprise the encrypted public
key by switching the position of each pair of bits comprising the binary representation

of the key.

16.  The system of claim 11 wherein the one or more distributed computers are

further configured to rearrange the order of the bits that comprise the encrypted public
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key by switching the position of each pair of bits comprising the binary representation

of the message.

17.  The system of claim 12 wherein the one or more distributed computers

comprise a first computer and the second computer coupled over a network.

18.  The system of claim 17 wherein the network comprises the Internet, and
wherein the first computer and second computer respectively execute server and client
processes operable to transmit and receive data files over the World Wide Web
portion of the Internet, and further wherein the document data comprises Hypertext
Markup Language (HTML) data executable by the first computer and second

computer.
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