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PERIPHERAL DEVICE SERVER ACCESS

Background

[0001] Service processors are processors, or other types of integrated
circuits, that are used to manage or co-manage, alongside with or as part of
another processor, specific functionality in a computer system. This
functionality may include computer system diagnostics, power resource

management, and remote computer system configuration and management.

Brief Description of the Drawings

[0002] Figure 1 illustrates a diagram of an example of a system suitable
with peripheral device server access according to the present disclosure.

[0003] Figure 2 illustrates a diagram of an example of a peripheral device
manager suitable with peripheral device server access according to the present
disclosure.

[0004] Figure 3 illustrates a flow diagram of an example of a method
suitable with peripheral device server access according to the present

disclosure.

Detailed Description

[0005] Service processors are processors, or other types of integrated
circuits, that are used to manage or co-manage, alongside with or as part of
another processor, specific functionality in a computer system. Service
processors may be employed in conjunction with servers. Servers may rely on

a host operating system (OS) being on-line (e.g., function as desired) to function
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as intended. However, for various reasons, a host OS may go off-line (e.g., not
function as intended). In such a case, it may be desirable to access a server
associated with the off-line host OS. For example, it may be desirable to
retrieve server log information and/or to store recovery firmware in examples
where the server too is off-line, among other possibilities. Yet, accessing a
server when a host OS and/or the server is off-line may be challenging. For
instance, accessing a server when a host OS is off-line and is not powered may
be particularly challenging.

[0006] Some approaches may employ a host controller such a host
universal serial bus (e.g., a USB) controller stored in a management processor
and/or a multiplexor in an effort to provide access from a peripheral device to a
server. However, such approaches may be costly and/or ineffective (e.g.,
unable to access a server when an associated host OS is offline and/or not
powered), among other difficulties.

[0007] Examples in accordance with this disclosure provide peripheral
device server access. In various examples, peripheral device server access
utilizes a server including a platform controller hub (PCH), where the PCH
includes a peripheral device manager, a management processor coupled to the
peripheral device manager, and a peripheral device interface to couple with a
peripheral device and provide out of band access of the peripheral device via
the management processor and peripheral device manager to a memory of the
server.

[0008] Out of band access to a memory of the server refers to an ability
of the peripheral device to communicate with (e.g., to read and/or write to)
internal memory (e.g., other management processors and associated internal
memory) without using the host OS. Desirably, out of band access to the
memory of the server can be provided to the peripheral device even when a
host OS associated with the server is off-line and/or the server itself is off-line.
However, the present disclosure is not so limited. That is, out of band access
can be provided to the peripheral device even when a host OS associated with

the server is on-line and/or the server itself is on-line
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[0009] Figure 1 illustrates a diagram of an example of a system 142
suitable with peripheral device server access according to the present
disclosure. As illustrated in Figure 1, the system 142 can include a server 144,
a host OS 174 associated with the server 144, and a peripheral device 175.
The server 144 can include a PCH 150, a management processor 156, memory
162, and a number of peripheral device interfaces 164-1,...., 164-U.

[0010] The peripheral device 175 refers to an electronic device such as a
laptop, a cellphone, a USB storage device, and/or a blue-tooth device, among
other electronic devices suitable with peripheral device server access, as
described herein. The peripheral device 175 can be directly coupled to a
peripheral device interface of the peripheral device interfaces 164-1,...., 164-U
using hardware included in the peripheral device and/or hardware included in
the server 144 and/or can be coupled in a wired or wireless manner, for
example, via a suitable cable (e.g., a USB compliant cable) or other
connection(s) to the peripheral device interface.

[0011] The PCH 150 can include a peripheral device manager 152 and a
peripheral device controller 154. The peripheral device manager 152 and a
peripheral device controller 154 are located in the PCH south bridge. Having
the peripheral device controller 154 located in the PCH south bridge can provide
a direct connection between the PCH 150 and the peripheral device interfaces
164-1, ..., 164 and facilitate peripheral device server access, as described
herein.

[0012] The peripheral device manager 152 can include a computing
device. The computing device, as detailed herein with respect to Figure 2, can
be any combination of hardware and program instructions to share information
and/or otherwise promote peripheral device server access.

[0013] The peripheral device controller 154 refers to a controller such as
host controller suitable for use in conjunction with a peripheral device interface
of the peripheral device interfaces 164-1, ..., 164 to communicate with a
peripheral device coupled to and/or capable of being coupled to the peripheral
device interface. For instance, the peripheral device controller 154 can refer to

a USB controller (e.g., a host USB controller) to permit communication with the
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peripheral device via a USB peripheral device interface. Put another way, in
some examples, a peripheral device interface is a USB included in the server
144.

[0014] In various examples, the peripheral device 175 can be coupled via
a peripheral device interface such as a USB to the PCH 150 of the server 144
directly (i.e., without any intervening components between the peripheral device
interface 164-1 and the PCH 150). Such a direct coupling can promote out of
band access of the peripheral device 175 via the management processor 156
and the peripheral device manager 152 to the memory 164 of the server 144, as
described herein. For example, the peripheral device manager 152 can act as a
communication intermediary to permit communication between the peripheral
device 175 and the management processor 156 (e.g., a virtual peripheral device
(not shown) coupled to a virtual peripheral device interface 160).

[0015] While Figure 1 illustrates a particular number of components the
present disclosure is not so limited. That is, a total number of and/or a type of
the peripheral device controller 154 and a type of the peripheral device
interfaces 164-1, ..., 164, etc., can be varied to promote communication with
peripheral devices such as peripheral device 175. For example, a peripheral
device interface of the peripheral device interfaces 164-1, ..., 164 may by a USB
peripheral device interface while another peripheral device interface of the
peripheral device interfaces 164-1, ..., 164 may be a microSD peripheral device
interface, among other possibilities.

[0016] For various reasons, the host OS 174 may go off-line. Desirably,
in some examples, out of band access of the peripheral device 175 via the
management processor 156 and the peripheral device manager 152 to the
memory 164 of the server 144 can occur when the host OS is off-line. Put
another way, the host OS may be off-line when the peripheral device 175
assesses the memory 164 of the server 144, in contrast to other approaches
utilizing the host OS to access the memory 175 and/or that rely on the host OS
when accessing the memory. Access of the memory 175 without use of the
host OS 175, as described herein, may be facilitated in part due to power being

provided to various components of the server 144 such as to the PCH 150
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and/or the peripheral device manager 152 even when the host OS 174 is off-line
and/or not powered. That is, a power supply or power rails to the server 144
may be independent of a power supply to the host OS 174 such that when the
host OS 174 is without power the server 144 may remain powered.

[0017] In various examples, the peripheral device manager 152 can
expose the peripheral device interface such as peripheral device interfaces 164-
1, ..., 164-U to the management processor 156 (e.g., exposing peripheral device
interface 164-1 to the management processor 156) among other possibilities to
promote peripheral device server access, as described herein. That s, in
various examples, a peripheral device interface can couple with a peripheral
device 175 and provide out of band access of the peripheral device 175 via the
management processor 156 and the peripheral device manager 152 to the
memory 164 of the server 144. For instance, server log information can, in
various examples, be communicated via a data path 170, as described herein,
extending from the non-volatile memory through the management processor
and the PCH to the peripheral device

[0018] The management processor 156 includes a management
processor device manager 158 and a virtual peripheral device interface 160.
The management processor device manager 158 manages a number of virtual
peripheral devices (e.g., a virtual USB) (not shown) associated with (e.g.,
virtualized as being coupled to) the virtual peripheral device interface 160. For
example, the management processor device manager 158 can enable and/or
disable the virtual peripheral device interface 160 and/or functionality associated
therewith alone or in combination with the management processor 156 to
authorize communication to and/or from the number of virtual peripheral devices
coupled to the virtual peripheral device interface 160 with the peripheral device
controller 154.

[0019] In some examples, a physical interface (not shown) can couple
the PCH 150 (e.g., the peripheral device controller 154) to the management
processor 156. For instance, a physical interface (e.g., peripheral component
interconnect (PCl), peripheral component interconnect express (PCle), or other

suitable physical interface) can couple the peripheral device controller 154 to
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the virtual peripheral device 160 and/or couple the peripheral device manager
152 to the management processor device manager 158, among other
possibilities to promote peripheral device server access, as described herein.
[0020] As mentioned, out of band access to the memory 164 of the
server 144 refers to an ability of the peripheral device 175 to communicate with
(e.g., to read and/or write to) the memory 164 without using the host OS 174.
Desirably, such out of band access can be enabled without having a host
controller such a host USB controller stored in a management processor and
without a multiplexer as neither component is employed with peripheral device
server access, as described herein, even when a host OS and/or the server is
off-line. In various examples, exposing a peripheral device interface of the
peripheral device interfaces 164-1, ..., 164-U to the management processor 156
using the peripheral device manager 152 and/or the peripheral device controller
154 included in the PCH can facilitate such out of band access.

[0021] The management processor 156 can be a Baseboard
Management Controller (BMC) unit and/or an integrated lights out (iLO) unit.
The BMC unit can be a specialized microcontroller embedded on the
motherboard of the server 144 that manages an interface between system
management software and platform hardware. Other types of system firmware
such as BIOS can be used to perform the various examples described in this
disclosure. That is, actions described as being performed by management
processor 156 (e.g., a BMC unit) can be performed by the BIOS and/or other
types of system firmware

[0022] The management processor can be an iLo unit. The iLo unit
refers to an intelligent remote management processor integrated in a server to
provide information technology (IT) professionals or others with a virtual
presence. The IT professional or others may have complete control of the
server 144 from a remote site(s) and/or the host OS 174 that is the same or
similar to being at the server 144. Features of the iLo may include simplified
setup, group configuration, remote power-on/off, Secure Socket Layer (SSL)
security, detailed server status, virtual indicators, and diagnostics, in addition to

system reboot capability, among other capabilities.
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[0023] Regardless of whether the management processor 156 is a BMC
unit and/or an iLo it is noted that the management processor 156 does not
include a host controller (e.g., a host USB controller) in contrast to other
approaches that employ of host controller as part of the BMC unit and/or iLO.
Desirably, peripheral device server access utilizing the management processor
156 without a host controller provides for an effective, efficient (e.g., utilizing
management processors that are not modified with a host controller), and OS
agnostic approach to communication with a server.

[0024] Figure 2 illustrates a diagram of an example of a peripheral device
manager 220 suitable with peripheral device server access according to the
present disclosure. The peripheral device manager 220 can include a
computing device that can utilize instructions (e.g., software and/or firmware),
hardware, and/or logic to perform a number of functions including those
described herein. The computing device can be a combination of hardware and
program instructions to share information. The hardware, for example, can
include a processing resource 222 and/or a memory resource 226 (e.g., CRM,
MRM, database, etc.).

[0025] The memory resource 226 can be in communication with the
processing resource 222. The processing resource 222, as used herein, can
include a processor capable of executing instructions stored by a memory
resource 226. The processing resource 222 may be implemented in a single
device or distributed across multiple devices. The program instructions (e.g.,
computer readable instructions (CRI)) can include instructions stored on the
memory resource 226 and executable by the processing resource 222 to
implement a desired function (e.g., create an instance of a virtual peripheral
device

[0026] A memory resource 226, as used herein, can include memory
components capable of storing instructions that can be executed by processing
resource 222. Such memory resource 226 can be a non-transitory CRM or
MRM. Memory resource 226 may be integrated in a single device or distributed
across multiple devices. Further, memory resource 226 may be fully or partially

integrated in the same device as processing resource 222 or it may be separate
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but accessible to that device and processing resource 222. Thus, it is noted
that the peripheral device manager 220 may be implemented on a on a server
(e.g., server 144 as illustrated in Figure 1) and/or on a collection of server
devices, among other possibilities.

[0027] The memory resource 226 can be in communication with the
processing resource 222 via a communication link (e.g., a path) 224. The
communication link 224 can be local or remote to a machine (e.g., a server, a
peripheral device manager, and/or a computing device) associated with the
processing resource 222. Examples of a local communication link 224 can
include an electronic bus internal to a machine (e.g., a server, a peripheral
device manager, and/or a computing device) where the memory resource 226 is
one of volatile, non-volatile, fixed, and/or removable storage medium in
communication with the processing resource 222 via the electronic bus.

[0028] A module and/or modules 228, 229 can include CRI that when
executed by the processing resource 222 can perform a number of functions
including those described herein. The number of modules 228, 229 can be sub-
modules of other modules. For example, create module 228 and provide
module 229 can be sub-modules and/or contained within the same computing
device. In another example, the number of modules 228, 229 can comprise
individual modules at separate and distinct locations (e.g., CRM, etc.).

[0029] The create module 228 can include instructions that when
executed by the processing resource create an instance of a virtual peripheral
device. For instance, create module can create an instance of a virtual
peripheral device associated with a management processor to form a data path
extending from a memory of a server through a virtual peripheral device and a
PCH to a peripheral device interface.

[0030] The data path (e.g., 170 is illustrated in Figure 1) interconnects the
memory, the management processor, the PCH, and at least one of the
peripheral device interfaces to the peripheral device to enable communication
(e.g., read and/or write capability) between a peripheral device and the memory
and/or the instance of the peripheral device that appears to the peripheral

device as being coupled to the virtual peripheral device interface. In some
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examples, the data path can be formed of a USB (e.g., USB 2.0, USB on the go
(OTG), etc.) and/or a serial peripheral interface (SPI) capable component and/or
interconnections to provide communication from the peripheral device to the
memory and/or the virtual peripheral device interface.

[0031] In various examples, the create module 228 can create the virtual
peripheral device (i.e., creating an instance of the virtual peripheral device) in
response to a peripheral device interface being exposed to a management
processor. For instance, in some examples, a peripheral device manager, as
described herein, can expose a peripheral device interface to a management
processor prior to formation of a data path by the create module 228 and prior
to handling communication requests (e.g., data requests from the management
processor). In some examples, a visual representation and/or other type of
representation of the virtual peripheral device can be displayed via a graphical
user interface of the peripheral device. Creation of the virtual peripheral device
and/or display of a visual representation of the virtual peripheral device can
promote communication of information to and/or from the virtual peripheral
device to the peripheral device via the data path.

[0032] The provide module 229 can include instructions that when
executed by the processing resource provide out of band access, as described
herein, of a peripheral device coupled to the peripheral device interface via the
data path to the memory of the server. In some examples, the provide module
229 can provide the out of band access without communication to a host OS
associated with the server. As discussed, out of band access without
communication to the host OS can be desirable, for example, when the host OS
is off-line and/or without power.

[0033] In various examples, information can be communicated between
the peripheral device and the memory of the server via the data path. As
mentioned, such communication and subsequent storage, described herein, can
oceur out of band. For instance, out of band communication can occur between
a virtual peripheral device (e.g., utilizing a virtual peripheral device interface)
and a peripheral device coupled to a peripheral device interface. Again, such

out of band communication can be facilitated via the data path, as described
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herein. Other approaches employing in band communication (e.g., utilizing the
host OS) may not be able to form such a data path, for instance, when the host
OS is offline.

[0034] In some examples, a store module (not shown) can include
instructions that when executed by the processing resource store information
communicated via the date path from the peripheral device to the virtual
peripheral device in the memory of the server. Such storage can promote
various functions such as facilitating diagnosing of the server, backing up server
data, and/or restore operations such as downloading a recovery firmware image
to the memory of the server, among others.

[0035] The store module can, in some examples, include instructions to
store information communicated via the data path from the memory of the
server to the peripheral device in memory (not shown) associated with the
peripheral device. Alternatively or in addition to storage of information
communicated to the peripheral device, such communicated information can be
displayed on a GUI of the peripheral device. For instance, server log
information and/or configuration data associated with the server, among other
information, can be displayed on a GUI of the peripheral device. Such display
and/or storage of the information communicated via the data path to the
peripheral device can promote diagnosing of the server such a storing server
log information (e.g., server log files communicated from the memory of the
server to the memory associated with the peripheral device when a host OS
associated with the server is off-line), backing up server data, and/or restore
operations related to the server, among others.

[0036] Figure 3 illustrates a flow diagram of an example of a method
suitable with peripheral device server access according to the present
disclosure. As illustrated in Figure 3, the method 380 can include storing
information associated with a server in non-volatile memory (e.g., a NAND flash
memory) of the server, where the stored information includes server log
information, as illustrated at 384. However, the present disclosure is not so

limited. That is, the stored information can include a variety of information such

10
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of version information, recovery images (e.g., recovery firmware images),
among other types of information.

[0037] As illustrated at 386, the method 380 can include providing out of
band access of a peripheral device to the stored information when the
peripheral device is coupled to a PCH of the server. Providing out of band
access can include causing communication of information to and/or from the
memory of the server to the peripheral device (e.g., to and/or from memory
associated with the peripheral device). The memory associated with the
peripheral device can be a non-volatile memory included in the peripheral
device and/or a memory at another location but in communication with the
peripheral device (e.g., via a wired or wireless connection to a cloud in
communication with the peripheral device).

[0038] In some examples, providing the out of band access to the
memory of the server can be initiated based upon a peripheral device being
coupled to a peripheral device interface (e.g., in response to authentication of a
peripheral device coupled to a peripheral device and/or authentication of a user
providing identifying user and/or device information via the peripheral device)
and/or can be initiated based upon a state of a host OS and/or a state of a
server itself. For instance, when a peripheral device is coupled to a peripheral
device interface and/or when the server is in an off-line state out of band access
of the peripheral device to a memory of the server can be enabled by initializing
the peripheral device interface and/or authorizing communication between the
peripheral device and the memory of the server along a data path, as described
herein. As mentioned, such initializing and authorizing can be performed
without communication with the host OS associated with the server.

[0039] The method 380 can include communicating the server log
information, such as information stored at 384, via a data path extending from
the non-volatile memory through the management processor and the PCH to
the peripheral device, as illustrated at 388. For example, communicating the
server log information can include reading a server log file stored in memory of

the server and communicating the server log file and/or information included in

11
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the server log file via the data path extending from the non-volatile memory
through the management processor and the PCH to the peripheral device.
[0040] In some examples, the method 380 can include communicating
the server log information to the peripheral device without communication with
the host OS associated with the server. Put another way, communication of the
server log information to the via the data path extending from the non-volatile
memory through the management processor and the PCH to the peripheral
device can be performed out of band. Thus, in some examples, the method 380
can include providing the out of band access of the peripheral device to the non-
volatile memory of the server without communication with the host OS
associated with the server.

[0041] In some examples, the method 380 can including creating, via the
management processor, a virtual USB to form a portion of the data path. For
example, the virtual USB or other type of virtual peripheral device and/or virtual
peripheral interface can be created, displayed to a peripheral device coupled to
a peripheral device interface, and/or promote communication of information
between the memory of the server and the peripheral device. The display of the
virtual USB or other type of virtual peripheral device interface can be displayed
to a user of the peripheral device as a graphical icon or other visual element on
a GUI of the peripheral device to promote peripheral device server access, as
described herein. For example, such display can promote communication of
information between the memory of the server and the peripheral device.

[0042] In the foregoing detailed description of this disclosure, reference
is made to the accompanying drawings that form a part hereof, and in which is
shown by way of illustration how examples of the disclosure may be practiced.
These examples are described in sufficient detail to enable those of ordinary
skill in the art to practice the examples of this disclosure, and it is to be
understood that other examples may be utilized and that process, electrical,
and/or structural changes may be made without departing from the scope of this
disclosure. It is understood that when an element is referred to as being "on,"

"connected to", “coupled to”, or "coupled with" another element, it can be
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directly on, connected, or coupled with the other element or intervening
elements may be present.

[0043] The figures herein follow a numbering convention in which the first
digit corresponds to the drawing figure number and the remaining digits identify
an element or component in the drawing. Elements shown in the various
figures herein can be added, exchanged, and/or eliminated so as to provide a
number of additional examples of this disclosure. In addition, the proportion and
the relative scale of the elements provided in the figures are intended to
illustrate the examples of this disclosure, and should not be taken in a limiting
sense. Further, as used herein, "a number of” an element and/or feature can

refer to one or more of such elements and/or features.
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What is claimed:

1. A system, comprising:

a server including a platform controller hub (PCH), where the PCH
includes a peripheral device manager;

a management processor coupled to the peripheral device manager; and

a peripheral device interface to couple with a peripheral device and
provide out of band access of the peripheral device via the management

processor and peripheral device manager to a memory of the server.

2. The system of claim 1, including a host operating system (OS)
associated with the management processor, where the host OS is off-line when

the peripheral device assesses the memory of the server.

3. The system of claim 1, where the management processor is a Baseboard

Management Controller (BMC) unit.

4. The system of claim 1, where the management processor is an
integrated lights out (iLO) unit.

5. The system of claim 1, where peripheral device interface is a universal
serial bus (USB) included in the server, where the peripheral device is coupled
via the USB to the PCH of the server.

6. The system of claim 1, where the PCH includes a host controller to
communicate with the peripheral device and where the management processor

does not include a host controller.

7. A non-transitory computer readable medium storing a set of computer
executable instructions to:
create an instance of a virtual peripheral device associated with a

management processor to form a data path extending from a memory of a

14
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server through the virtual peripheral device and a platform controller hub (PCH)
to a peripheral device interface; and
provide out of band access of a peripheral device coupled to the

peripheral device interface via the data path to the memory of the server.

8. The medium of claim 7, where the instruction to provide include
instructions to provide the out of band access without communication to a host

operating system associated with the server.

9. The medium of claim 7, including instructions to store information
communicated via the data path from the memory of the server to the peripheral

device in memory associated with the peripheral device.

10.  The medium of claim 7, including instructions to store information
communicated via the date path from the peripheral device to the virtual

peripheral device in the memory of the server.

11.  The medium of claim 7, including instructions in the peripheral device
manager to expose the peripheral device interface to the management
processor prior to formation of the data path and handling communication

requests from the management processor.

12. A method, comprising:

storing information associated with a server in non-volatile memory of the
server, where the stored information includes server log information;

providing out of band access of a peripheral device to the stored
information when the peripheral device is coupled to a platform controller hub
(PCH) of the server; and

communicating the server log information via a data path extending from
the non-volatile memory through the management processor and the PCH to

the peripheral device.
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13.  The method of claim 12, including communicating the server log
information to the peripheral device without communication with the host OS

associated with the server.

14.  The method of claim 12, including providing the out of band access

without communication with a host operating system associated with the server.

15.  The method of claim 12, including creating, via the management

processor, a virtual universal serial bus (USB) to form a portion of the data path.
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