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oo, = 5" (H(c; || 1:))

471 (i) - 2vkE mE (Sl o3 & Al Sl g FAAQ darg]E 32 = 8o AlHe] 9l
ot

Cc;i = Enc(SMm,) = gSM""Ih”
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[0101]

[0102]

[0103]

[0104]

[0105]

[0106]
[0107]

[0108]

[0109]
[0110]
[0111]

[0112]

[0113]

[0114]
[0115]

[0116]

[0117]

[0118]

[0119]
[0120]

[0121]

ZIHSd 10-2024-0025303
[s=<k4 9]
Osmpage = s';'"l-ux.e (H(Ci ” ti))

47 (iv) B 2=0hE e (Aggregator SWelAe] Z6 A WAlel d@ FAA AuelE 4= % 9o %A
o] git}.

(v) 7] ==(FN)A19 #A

BoAQely A7) wE(N)E GEE oo 27 7] PE o =a sniE mE©DY 4Ee A9 selsa 1

o.oolu, SM;e] AR ME o7t HEHA @2 AS dolgrr AAE $ k. old mhE, 7] =E=(FN)2
A4 2ntE HH (M) ZFH 2413 dolEe & 7 (aggregation)shAl T}

—

S84 10]
n

Cf,, - HC,'

i=1

el 7 JASEE 7] ==(FN)+ 582 113 Zo] JAE GEi dolgd yAd Ayg& AAdsA At
[4~8F4) 11]

O = SJZI(H(Cﬁ: I fi)

471 (v) @71 ==EN Al HA GAll gk FAA] dae]F 5= = 1000 =AHo] Sl
(vi) Eeh%= Aol A (CCONA =23t

Aol X FH9E Aol AH(CCOE UAY ABe Hlsn ddn d7] mEE)A AR Holge ¥
5818 #as) B olu) Aol fEsd e 12 WA £84 13¢ Bal BERE FRsA Ao
(5814 12]

im _
olu, b9 Aol ME(CCOE o4t U4E Fal £ 2 AT 94 149 2ol Pollarde] Frh
& Abgake] Mg A A

[58t4) 14]

Msum — E m;

A7] (vi) FE$-= Aol AE(CCOANA Exd Aol digh #A42 daueg]F 62 = 119 TAHo] Q)

ole] whel, B AWeol o AAdo] wE AutE ag|=oe dlolE FJA W T 129 Zo] FddE
ATk = 129 EF Lo E AnlE nE (M), 7] =E=(FN), 2855 Ao AE(CC) 3+ doly H3 &&
S Yeldth. = 12004 M= ARl wE S -ErdO}*’ 9 o] ~AntE nE (M)} HEe dRES T}
A "o, ool we}, o] AulE mE(SM)E A FES Axbeta O A3E UE AvlE 7] E (Aggregator
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[0122]

[0123]

[0124]

[0125]

[0126]

[0127]

[0128]

[0129]

[0130]

[0131]

[0132]

[0133]

[0134]
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SSh FHETh UlE AvhE WE (Aggregator SN oL AnE WEH(SDEFE FAF g JNow AF

v ghs ATt AT $ dlolE = Paillier 93 A|2HS &3] dostEa M-S ECDSAE AHE-3)o]
A= A7) dlelH et AW & o J7(aggregation) & 3l 7] ==(FN) 2 Al&H ).

olof whel, I wge] o HAld wE AutE ag=oale doly [A WHdAE o

B35 9 FDI(False Data Injection) @ A4 32 (replay attack)el &Aooz th3a 4= YA Hr}.

o Aol mrE AvtE TmolM o] diolel A el SH vEE dHeolE s '@e ¥

whgo A SM; dlo] Bl SMPC(Secure Multi-Party Computation)Z %3 A3l 2| D=
&4l Fol SAAA ", 7|4, M= o SMI ofEff 3k 159 o] tEk e f(x)E AMESt] A ¥
E5HA "), o], o] SN2 15 X7 (Langrage Interpolation) P(x)& AF&3te] v
s @k Askar SMi7F AEEE SM = AESte] o] SMemFH O HeolE S AstAl drh. Mg
o] % SMegRE FAF HolHE FHAStA SME thalste] W ==EFENE HEE. 7 =E=(FN), 5

= Aol AE(CCC) W A% AvRE D dEsel #A AgHdSE SN delHE ATYE
gom, S delee ATAS AL FRE £9 ol AvkE vE (S Al FA Sestelol b

f(‘x) = ao + aix + axx + 612)C2 + ...+ ak_lxk"l

o714 ap> SM I HIoJE] So|il, aj, a, ...aw FARIE AEE o] Agolnt. ol we, AV f(E
ol TS Tkl H(x, )& AAEH, A7 A SWok FRskAl A vE AvtE vE (SOl dkEE

Al okl 423H2 163} o] @i BIHH (Langrage Interpolation)& &3l A4 4+ St

k
P(x) =) pjw
=1
BE THAE Mgl o3kl FatEo] AE" 4 k.

k
X — Xy

m=].m;éjxj — Xm
(2) =3, & o] o Ao mtE AvtE ag=oA o) HolE HA WelA, AR HlelHE A& vt
E M7 =88 FFole a2 AvtE vE(QD) ] AA Ade] =EHE AS AT & A

ofol whz}, ol A= FAATE ~vtE vEH (SN AEE E4A7])E A9 22 2~utE e (SH)e] Al

219 ﬁﬁx}i"ﬂ A wEHE o] UxE 4 g}, B Aoz, B dgos ¢HE A2 vjd
Z(modified Shamir's secret scheme)E& ©]&3le] ZmlE WH(SW7F ZFo& vyo] A ¢ dvk(= 39
(A)). olel wet, SHi7F 54 el ==(FN)E diolH & Ffrataal & of ¥1E(x,y) FEHH=E dlolHE wjxst

A EH, 7] TIEE 25 Wl o) AvtE vE ()% sfdnt. B3, M= ol AvtE E (S o245
Bl Aldbe A5 AAE FAlste] JAT SMusS AT ool mel, SMai= SWE thalste] JAE #s

A =EFENR AFdnh. 47 ZRAAE dolE Al (aggregation)ol AAle] HolHE wgstaal sk &
© 2PE mE (Ol ol vbgste] dE ¢ ok, oW, AR A7 M B SIS Afel= 27

olEfol A A2 SME AT = gle, dEstE #@ o= BEE ol AvE ME DY e
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[0135]

[0136]
[0137]

[0138]

[0139]
[0140]

[0141]

[0142]
[0143]

[0144]

[0145]

[0146]

[0147]

[0148]

[0149]

[0150]
[0151]

[0152]

[0153]

[0154]

[0155]
[0156]
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(554 18]
Ci = EnC((Xi,Yi), SMLagg’ L, r)

ojuwf, & dolE Value;&= 7t o] % 2~utE HlE| (Sl ¢Jste] At&EdE 4 dr).

T3, dsshE @S ol ZutE mE (Sl AFE 2ntE W (M) 2 & TET.

ofel wet, &7] A TRk ofel 4 213} o] HAl(aggregation)E AUt

A

el ) 2 SMiE tHAlSk] SMjell osted A& A €Tt
(3) 3k, I dge] A Ao wg AntE gj=oA e oy [JA WA E, Seh¢= Aol AlE(CC
O7F At ete A AREAFS] dlolH7E =& 5 e AL BAE 5 A ddt.

B FAHo R, FEhe= Aol AE(CCC) W9 dF Au7t Wy gAou o5 ow <l
= FAAE 2vtE vE (S A dlelE 7t obd dlo]E YAl (aggregation) #hibE

2= Alo] AE (CCO)7F N 2=utE wE (S dlol§7F obd bl :==(FN)ol A FAE dlolHE
wolth. olo] me}, FH$-= Ao AE(CCO)E FHAE dolHE H3sst & F oH AMEH g 48 &
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[0157]

[0158]

[0159]

[0160]

[0161]

[0162]

[0163]

[0164]
[0165]

[0166]

[0167]

[0168]
[0169]

[0170]

[0171]

[0172]

[0173]

[0174]

[0175]
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e
)
Lo
°
>,
>
2
2
=)
il
[
g,
(m
M
A
(11
2
>
Lo
fin}
o
Ay
N,
X
o
i)
2
>
|
ofl
i
R
N
2
ox
ok
i
tlo
offt

il
CRES

Ach, weh FAReR, B wgels Ane wE ()7 AE
b AR, ok} #8426 9

(5) wR¥, B wwe] 9 AAde] me sehE aeselMe] dole A WAL, FAAI W wEEN)
1

AAZE AA 2=rtE mE Q)Y A FE(ID)E 54 7P dHoly #7ls B
< WAUSES Sl A" 5 Ao B 2HdA, BEE AvE E (SN snis ¢E

T ocolA A 7] Tk & ALgstel @A Bl ATt B AR A AW owE AR HH, =8 oE

g 7] ==(FN) 2 A|EH ).

Osm, = sy (H(ci || ;)

o,
=

L A7) wmEEDE okl £34 208 A8l A% AW 04,2 A B
(4514 2]

om = pi"(H(c) || #:)

o, osmi % 04,9 gl FAKA P c7h HEHD FAH delE FEF hxolA & Ao

=
& ogom, %X 2o oW 9ne] FAAI I ¥4 B3l A% F9 dolgE FRsnty vud 5
o)
b

3B ggelsel uek 42 wwstel EASI gor}, ¥ 1394 ¥ 5 9

=y 2
H WA 1ok FA FHAAM F3 34 A3 (Colluding Resistance)e] F7F

Hop FAAo R, B woA ARl Fre gdeel (Paillier) §3 estE Fa @4dE 5 dom, 744
2 QS B 4 71 gA"E MR (EDSA) & E3 32 5 Ao

© AolM= FDI &Aol oste] AF & MAS FAstd dEd dide] da MEE wlaste] A

7bestar, A A0l daid= B wAA e BY ARES S ¥l BYdagzs vites o I

e AFE o, 2ntE vl Aol = B FA TEALE ol ofEsHA] o A& ¢
=
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[0178]

[0179]
[0180]

[0181]

[0182]

[0183]

[0184]

[0185]
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tlo
k)
ofN
o
ol
rir
mz
et
2

ofgflofl = E wtgo] o Arjdo] wE AnlE Ig|zoA 9] dlolg A W 1 3 A4S
& Bl 1 oA At vlE, B4 8-S, WA uste] Hrlslal A gt

CORRCE
2 dge] o HAAdd mE ~utE aE=dae deoly A WY 7ES 93] PyCharm IDESF ¥ Python
3.8.1 A2 Alg3tlon, A% A= Intel Core 17-8550U, 1.8GHz CPU, 8GB DDR3 RAM 2 Windows 10 €<
AA7F gD A 2EE o]fete] ofd:M=(Irish) AntE T =(S6) dHolH AEE £3] AEHAn. dojrt
51291 EQl 5 e & AF q ¥ g Fdg ol (Paillier) 7] Aol AF&% 1 ECDSA SHA-256 RIE & A7} A

B ARl AgEth E@, B ouwel o AAdd] W svhe agselAe] deld A wWels e
Y BdelE 2zte] AvhE e (NEPE A dolHE FAsHE nA] A wE(FN)7 FHlR,

(W) 4% A%

(U-1) A%k B &

H gl o] 2

B}ol
o]

A AAlofo] mpE ~utE g =o A dlolE] A WA At W& (i) ZukE wE (S A
E’ﬁ& AlZE, (1) 0 ==FEN)AlA ] dlele A, (iii) E9-= Ao AME(CCO)AA ] HEst=2
2 4 otk olu], Ax ALS 8 3719 ol == fny, fny ¥ o] LHFYLH, 7t <) =
o & 100~1000 7He] AwlE nE 7} FzEn), oju] AilbE v]E2 2] Z(ms) GHE AEFHAC. = 14004
= 10709 2=utE mE () g gig B2 A, w2 AT HES JERY, & 154 Qb =E(FN)
9 E2he-= Aol AH(CCC) ol Aol A (aggregation) H]-Eo] AlH o] Qlrk, B = 1601]/‘1% ol 9} fAk
stAl Z=utE BE (), S ==(FN), E2H= Al AEI(CCC) #delA el Qtsst &8 H&& wAleta

)

=

=
0~

B oubgo] o AAdd] wE AntEe ggl=o e doly A WHe 7]Ee HA ok wmE 7wk AntE g

WA} B il% —’F Art. olw, T 99 due]F 45 AMgate] ¢hws HES AN A = 173 2
= Hhek Qo] Holtyo] w2 sl w)go] Ayl F(Saleem et al.)[7]9 AS-HTE
et al.)[8]¥ W&ty , Wle 5 (Bao et al.)[5]RT= 2 A& & 5 3.

AN
of e BEsh MgE J1Ee] A b Py mEun 48 o
=

T3, = 1904 = 5l vbke o] B oudy o

T Ut} O]UH, 2 a3 7]E] [71, [8]& 1‘1_]_0 Eloﬂ(Paillier) o} 5 3} Hc],/g'o Apg3kal glo L}, Are)

(Saleen et al.) (719045 F3AAE T4 70010 7] e 4832 o8, vhe 5o et al )51
H&

= 3teg o33} H]go] A}, Bl S (Bao et al.)[5] ® A2 S(Saleem et al.)
719 ¢% 3 H% u]%g] A5 B 2utE " H (S 7F e A9 AF JASHF(TA)(140) 90 dA=kste] A ujst ~w}
E(SM) el 2 v QTS Esof 3] wtol| B W R b8 AXA HH, 4E 5 52

E 1 &l

Adet ~ntE v (SN) dlogel wpe} DefAA =y, 2 wde] A9 A7l F(Saleem et al.) [7]1RY §-¢
235 Yehlle S 98 vk ole & ¥ WATE JAE s8] A8 BRE 2rtE ulE (SN
Zhol wid wiRiS BAE7F FesEkA @] wlEeR, I Wiz uE JA 2 43 &lE AdS s
o Adgto] 9 2vutE uEH(SDH7F e A9 o) ==EEN)E dF 5EE5S HE T AE(broadcast)dHAl ®
ot old], 7 =E=(FN)7F Aste] = &AutE v (SMRFE doldE FAISHH JA oy x3=m, &
Gt o ¢l =E(FN)E este ~ntE mlE((S)e FJA diolge} s Aol & ~rtE 1E (SW)
525 S5 Ao AEHCCOZ 2uiA €.

(H=2) BAIH]

2w ol o Al mE ~nlE oo dlolE [A WA FAl vl v Eu] H AT (L)
E v (S A =E(FN) =, 0}7H LEFEN) A E89-= Ao AME(CCO)R)S A8l dhutel 2vlE HY

(Sl A o] 2=mtE WE|(SM) 2 HEsts WAIX9] o A7|E ALlste] HwE = Q. o)w, & o)X
2ulE wlE (S oA ¢t J—g(FN)W}X] AFste Be wAAY A7 [20E vE(S) 9] <A x [1024H]|E

o33} to|E + 512H|E A ™ + 328|E B} A=z (7} frb, bk AR S (Saleem et al.)[7]19 Uﬂ AlA] A7)
t [2rE mE D)9 A x [10248]E ¢+% 3} dlo]E] + 5120|E A9 + 3208 E B¢ A®Z + 512 "D o)
Mg A7117F 99, gk, EYge] S (Tonyali et al.)[8]9] wIAIA] A71e [AvE U]Ei(SM)J <A

[32H]E ©lolE Z7] + 256H|E A + 328 E B} €= |7} "k, =3, uke S (Bao et al.)[5] A9 =
utE HE(S)olA SE2FH FERe] FAIe] A9 [256HIE 4Est tlolE + 20H|E AuWtE U]Ei(SM) 2 5
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[0187]

[0188]

[0189]

[0190]

[0191]

[0192]
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B(ID) + 209 E Fejsg S= AW PE(ID) + 32915 B 29E + 512 W whAES 27117} dek, 24
S(Saleen et al.)[7]9] A% BE 2AvkE vE (S0 el 1Y AREE Gk s 4T Aol gon
ool glom Bxs A4S $RT F ek,

ol o AAlde] mE AntE Tagso X9 oy [A HRel 1% d1eb e 2 Abgke] gl
, o 0ol 2mtE mE(SDA 7] ==FEN) R B4 eHd=2 nluste] TAs)
oh.oolw, 71&9] [5], [7], [8] ¥ £ W] wpE 2utE u]E (SM) A ﬁ 7] =E(EN)7HA 9] w A1 A]
Ztz} 840, 2080, 320, 1568M]E7} ©th. ¥l9 H(Bao et al.)[5]9 A E4 eHa=x 3 od53 &
= AHE dloJEoRt 328 ES

o
)

H
N
forr K1 o

>
>
oo 1>
ofr
ol

Argoz Qs f Hon, 3 Evde] F(Tonyali et al.)[8]9] 75l

Al #ct

(U4-3) 23 5%

2 e o AAde] mE AntE agl=dale dlolE FAl WA dF ArtE HEH (ST ofd o] f=
= Eﬂo]‘ﬂ% Xﬂ%ﬁ'ﬂ Fe AY- A7) ==(FN)& Adgh 2ulE bl (M) 55

S BRIZJ|2~E(broadcast)dtal
oy &S &4sHA dnt. o] 555 7vtew 4 ~ntE wH (S ol dHelH AES & AHg
gEYA dAgtste] AA 7]7tel tigk dHolHE ATeESF At ol FEYIL FHEEA Fow AuE
HEH (S th dloly AlE @e=s 98 JEUE A dnt. oolA, v gt old #He=
o #Al el tig ARE HolHE A AETTE. 7] ==(FN)= JAE dlolEle Adg ~ntE vy
(S) H5& FH5-= Aol AH (O = AE=3HA %EP K U]rﬁ‘r S9-= Alo] AH ()= HA= 1:1]0113

= d=alm Ag Aus Adad B, olw, J1Ee] [5] @ [7]o]A BE ~vlE uE S Holgt 4415
T AFe] = e wE D] A G gl zxg%_ Wm a5 A% wEol aum + @A A,
g, B ool o AAde] e svE aEsdae] dolE gA whielAE 28d aT Aol glem A}
2 7bset 2uE vE(SDToR Bas R4S Aeld - A o,

01 of whet, ¥ dre] o AAdel whE b =EvF HlEE AntE gE|=dxfe] Bk vk Ak 7)uk b
AA B, FA L Az"oA=, ~nfE ag=dA bk HolHE agdoew AT 4 3o, y
ob7b 7 e ARl digk Bk Zste 4 A "t

bz, 2 e A AN wE QP =&t FH|EE 2rtE oo Hek

A A, AX F A 2" E B8 T (colluded attack) S WA & A& Ec“& }‘43} lﬂé’%“é(fault—
tolerant)= 7FABE 47 zntE AF7|(AWNA 77 dAstH = volH e HAZE 7hs

FDI(False Data Injection) ¥ A4 &2 (replay attack)ol thald= &3}l th-g-o] 7}30}71] %E}.

oo Ame W V& APFE dAHoR AR Ao E3kd AomA, I Ho] &= Vs Eof
A g AAE Zh Ak o] 2R 540N HleluA] e WSl tdd 4 Bl Wgel 7b
T Aot mEbA @ W] ZjAE AAldEe B awe Ve AMEE @4sr] fAd Aol ohvet drs)
A%k Zelar, o Aol IAH = AL ofyrt.  wwe] HE WelE= ool Al JsA s
olof W, 19} BHa WY ol it BE V)& AR 2 owgo] Aweld TIHE Aoz sjAsojo}
& Aot

7z 4y

100 : 2vlE 8=

110 : Aol

120 @ I ==

130 @ AlS AA

130a @ A1 A5 &A
130n : A1 hE AZ ZA

140 @ AE JASH
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Symbol Description

SM Smart Meter

FN Fog Node

CCC Cloud Control Center

(A1) Private Key for Paillier

(N,g) Public parameters of Paillier

m; Message text

R Status bit (0 or 1)

c (x, y) SM Responsible for final value calculation on behalf of SM ;

t, Timestamp

g, Signature of Meter m ,

Oin Fog Node Signature

Ctn All SMs aggregated ciphertext

AQg g Aggregated value at CCC

H(c;) SHA-256 based hash function

M Usage data after decryption at CCC

mm\_ The Private key used by FN for Signature generation

Uﬁ: The Public key used by FN for Signature verification

mma The Private key used by SM for Signature generation

D, The Public key used by SM for Signature verification
Wo,_ S Every SM secret value
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6

: Procedure Key Generation

- Input: Large Prime numbers p,a, N = p.a, Function L(x) = =

- Qutput: Public Key is pk=(N,g) and private key is sk=(\,u)

: TA computes N = p.g by choosing two large prime numbers p,q
: Compute A=1cm(p-1.q,).

: Define a function L(x) = =

: Select a generator g € Zﬁg

: Compute p=(L(g™ mod N?))""mod N

: Generate s§™, pi™, s, p}" for signature generation and verification
: Return pk=(N,@), sk=(.,u), s™, pi™, s," ,and p}’

- end procedure

7
: Procedure Secret Shares Creation and Sharing
Input: Message m;, time t;, S M;
: Output: Cipher ¢, Signature 04y, , S M;
- f(x)=polynomial(d)
: S Miage = RandomSMsel(S M)
: S Mjust = RandomListGen(S M)
- for i=0;i<S M,:i++do
if SM;in S My, then
r=1
else
r=0

Ci:EnC((Xi,yi),S MLagg’t'\’r)
Ogn =Sy (H (c)lt;)

Return (O sm,.C1,S M;)
:end procedure
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:Procedure Share calculation by Neighbors SMs
“INpuUt: S M 450, Ci . O, » S M

Output: ¢;, 04, , SM, S M,

- Osm, = p™i (H (c;)IIt;)

"if ogy, = 04y, then

Signature is verified and c; is accepted
Value ; = f(x;)*I(x;)

c;=Enc(Value; ,t,)

Ogm = 8™ (H (c;)t;)

- else

Signature is non-verified and ¢ is discarded

:Return (¢j, Ogm,» S Mj, S Mj)
:end procedure

99

- Procedure Share Aggregation at Aggregator SM
“Input:c;, o5, SM;, S M,

-0utput: ¢y L Osmy,, s S M Lagg

FOsmy,, = Pr (H (g Ity)

rifogy,, = Osm, then

Signature is verified and C is accepted
S Mvawzzgzwok

- else

Signature is rejected and c; is discarded

{Cem,,= ENC (S My, 1)

Osm, = Pr o (H (ke g )T
tReturn (Csmy, 08 M, » S Miagg )
: end procedure

_21_
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: Procedure Aggregation at FN
: Input: Csm,, Os M Lagg SM Lagg
:output: ¢, oy

10t = pp M (H () IIt)

‘if o, = 0ogu,, then

Signature is verified and ¢ ¢, is accepted
— W
fnagg =T i=1 Csmva|

- else

Signature is rejected and ¢, is discarded

: CMew = Enc (fn 4gq, t)
: Return (CMe oy, )
:end procedure

EH]I

I IS O N )

0N oA WD =

: Procedure Decryption at CCC
tInput: ¢ M, oy,

: Qutput: M

106 = PI(H (CM=) IIt))

tif 0 = 01, then

Signature is verified and C3Mw is accepted

- else

Signature is rejected and C*™w is discarded

-t = fna
P Cinan= z?ogﬂ C Maga
:Cd:Cfnall
;Cdzgrzi&]m h'

gri‘":‘m‘

Cy=7

:Cyh™ = ngLm.

: CCC through discrete log get M = g ™= =™
: Return (M)

-end procedure

_22_
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SM 4 SM.,S

|.A S=V +V,+V,#V+Vy

SM,

SM ¢

SM

SMyg |

*
SM, shares its secret parts with all its neighbors

Secret shares V,,V,.V,.V,.Vg calculated by SM3,SM,,SMg,SMg,SM,,
S: Secret calculated by neighbors SM
SMy: Submits encrypted value to Fog node
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EHI3

Comparison of Security Properties.

_24_

Properties [5] [7] [8] Proposed Scheme
Privacy Yes Yes Yes Yes
Integrity Yes Yes Yes Yes
FOI Yes Yes Yes Yes
Colluding Resistance No No No Yes
Fault Tolerance Yes Yes Yes Yes
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Group—wise Secret Distribution and Reconstruction

Time.
Group Time Taken (ms)
Group#1 2.96
Group#?2 5.004
Group#3 5.94
Group#4 3.9899
Group#5 3.989
Group#6 3.99

_25_
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EHI15

Aggregation Cost at Fog Nodes.

_26_

SMPC based Aggregation Cost

Fn, Level Fn, Level Fng Level CCC Level

#of SMs  Time(ms) #0of SMs  Time(ms) #of SMs  Time(ms) #of SMs  Time(ms)

100 16.95 100 16.25 100 17.15 300 50.35
200 22.96 200 23.00 200 23.05 600 69.01
400 66.60 300 56.52 300 56.52 1000 179.64
600 101.94 400 66.60 400 66.45 1400 234.99
800 114.75 500 77.84 500 77.25 1800 269.84
1000 181.55 600 101.43 800 114.93 2400 397.91
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Cryptographic Operation Computation Cost.

_27_

Level Encryption Signature—Generation Signature—Verification Decryption

SM; 329 per SM 4 per SM - -

FN; - 4 per FN 10 per EN -

CCC - - 11 per FN 91.75 per 100 SM

EWI6
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Encryption Cost at the SM Level.

No. of SM Bao et al.[5] Saleem et al.[7] Tonayli et al.[8] Proposed Scheme
100 599 34163.76 33987.22 33022.68

200 614 69156.90 67256.45 66491.57

300 625 10122.78 100348.23 99673.23

400 640 141900.11 336963.76 135889.75

500 661 18723.45 175127.96 174653.61

EHI17
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