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METHODS AND APPARATUS FOR DETERMINING AUTHENTICITY OF
AN INFORMATION BEARING DEVICE

Field

[001] The present disclosure relates to methods and apparatus for determining authenticity of an

information bearing device.
Background

[002] Counterfeiting is a major problem adversely affecting business concerns and people of many
countries. Many counterfeiting activities involve copying of articles and identification materials
such as labels, packaging, products, and/or certificates attached to or relating to such articles.
Anti-counterfeiting means and devices have been devised to combat counterfeiting or as means
to control flow of genuine goods. Anti-counterfeiting devices are also known as authentication
devices and the terms are used interchangeably herein. Data-coded image patterns have been
incorporated into product or article identification materials to function as anti-countering devices
or part thereof. A typical data-coded image pattern of an authentication device usually comprises
non-human readable or non-human perceivable transformed authentication data which are
embedded in a background device. A background device may be or may include a picture, a figure,
a photograph, a drawing, a word, a mark, a sign, a symbol, etc. As the transformed authentication
data are non-human readable or non-human perceivable, machines, for example microprocessor-
based machines, are commonly used to facilitate determination of authenticity of a device

purporting to be an authentic authentication device.

[003] During authentication operations, authentication machines usually require presentation of
an authentication device to the machine. The machine captures an image of the authentication
device and performs operations to analyze and determine whether the captured image
corresponds to an authentic authentication device or a non-authentic authentication device. A non-
authentic authentication device may be a copy of an authentic authentication device or a fake

authentication device.

[004] Data-coded image patterns of authentication devices are formed with ever increasingly
higher resolution with ever increasingly higher definition of details in order to outperform
counterfeiting means and equipment of ever-increasing sophistication and fidelity, and this race is

expected to continue.
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[005] However, with the increasingly higher definition of the data-coded image patterns, it has
become increasingly difficult even for microprocessor-based authentication machines to
differentiate between an authentic authentication device and a non-authentic authentication
device which is a high-fidelity reproduction of an authentic authentication device, for example, due
to limitation in image capturing processes by human operators.

Disclosure

[006] An authentication tool, an authentication apparatus and a method to devise an
authentication tool for facilitating determination of authenticity or genuineness of an article with
reference to a captured image or a purported primary image of the article using a neural network
is disclosed. To facilitate verification of authenticity of an article, an article is commonly
incorporated with an authentication device which includes an information bearing device such as
a label, a tag or an imprint. The information bearing device comprises a data-embedded image
pattern and the data-embedded image pattern is covertly encoded with a set of data so that the
data is not perceivable by a reasonable person reading the data-embedded image pattern. In
example embodiments. Each data is a discrete data having characteristic two- or three-
dimensional coordinate values in data domain and the coordinate values are transformed into
spatial properties of image-defining elements which cooperate to define the entirety of the data-
embedded image pattern. The spatial properties include, for example, brightness or amplitude of
an image-defining element at a specific set of coordinates on the data domain. The data may be
covertly coded by a transformation function which operate to spread the coordinate values of a
data into spatial properties spread throughout the image-defining elements. The set of data or
each individual discrete data point has characteristic signal strengths. The authenticity or
genuineness of an article is determined with reference to whether a captured image is a primary
image of an authentic information bearing device. In example embodiments, the authentication
tool comprises a neural network structure. The neural network structure may comprise an input
layer, an output layer and a plurality of neural network layers intermediate the input layer and the
output layer. The neural network may have a different structure due to advance in technology as
time effluxes. Each example neural network layer has a set of filters comprising a plurality of
learned filters. Each learned filter comprises a plurality of filter elements and each filter element
has a filter value. The learned filters and filter values are composed or constituted by computer
based-deep-learning using a plurality of training images. The training images may comprise a
plurality of primary images of the data-embedded image pattern and a plurality of non-primary
images of the data-embedded image pattern of the data-embedded image pattern. The training
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images comprises imperfect images having varying degrees of image imperfections. The image
imperfections are controlled imperfections which are intentionally introduced into the imperfect
images under controlled conditions in the course of image capture processes or due to different
image capture conditions. The image imperfections are controlled within acceptable ranges which
would facilitate meaningful training and determination of authenticity. Images having imperfections
at a degree outside the acceptable range or ranges are not used for training the neural network.

[007] Experiments showed that an authentication tool obtained by training a neural network using
a large number of training images, say, several thousand training images, having controlled image

imperfections substantially increases recognition rate and reliability of determination.
[008] In some embodiments, the neural network is a convolutional neural network (CNN).

[009] In some embodiments, the image imperfections comprise imperfections in brightness,

contrast, blurriness, image pixel dimension and/or background noise.

[0010] In some embodiments, the imperfections comprise imperfections in brightness, and the
imperfections in brightness are measured with respect to a reference brightness of the authentic
information bearing device; and the imperfections in brightness include deviation of brightness
from the reference brightness due to illumination settings, exposure setting, or other lighting

settings of an image capture apparatus.

[0011] In some embodiments, the imperfections comprise imperfections in contrast, and the
imperfections in contrast are measured with respect to a reference contrast of the authentic
information bearing device; and the imperfections in contrast include deviation of contrast from
the reference contrast due to illumination settings, exposure setting, or other lighting settings of
an image capture apparatus; or due to texture of a formation medium on which the data-embedded
image pattern is fixed.

[0012] In some embodiments, the imperfections comprise imperfections in blurriness, and the
imperfections in blurriness are measured with respect to a reference blurriness of the authentic
information bearing device; and the imperfections in blurriness include deviation of blurriness from
the reference blurriness due to focus settings or focusing limitation of an image capture apparatus,
due to focusing distance or focusing defects of a user operator during image capture, or due to
texture of a formation medium on which the data-embedded image pattern is fixed.

[0013] In some embodiments, each type of imperfection is within a prescribed range having an
upper limit and/or a lower limit, and the prescribed range is selected according to trainability of the
CNN.
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[0014] In some embodiments, the data-embedded image pattern comprises a set of encoded data,
wherein the encoded data is a discrete data which is spread and distributed in the data-embedded
image pattern as a spread pattern which is non-human readable or non-human perceivable; and
the set of encoded data has a characteristic signal strength, and the characteristic signal strengths
of the primary images of the data-embedded image pattern are above a signal strength threshold
which is a threshold of trainability of the CNN.

[0015] In some embodiments, the set of data embedded in the data-embedded image pattern
comprises a plurality of discrete data, and the discrete data are transformed into spatially
distributed pattern defining elements which are spread in the data-embedded image pattern and

which are non-human readable or non-human perceivable using naked eyes.

[0016] In some embodiments, the set of data embedded in the data-embedded image pattern
comprises a plurality of discrete frequency data, and the discrete frequency data are transformed
into spatially distributed pattern defining elements which are spread in the data-embedded image
pattern and which are non-human readable or non-human perceivable using naked eyes; and the
spatially distributed pattern defining elements and the discrete frequency data are correlated by

Fourier transform.

[0017] In some embodiments, the set of data embedded in the data-embedded image pattern
comprises a first plurality of frequency data, and the frequency data have a first characteristic
frequency and different angles with respect to a set of frequency axes.

[0018] In some embodiments, the set of data embedded in the data-embedded image pattern
comprises a second plurality of frequency data, and the frequency data have a second
characteristic frequency and different angles with respect to the set of frequency axes, the second

characteristic frequency being lower than the first characteristic frequency.
[0019] In some embodiments, the first characteristic frequency is at or above 100 LPI.
[0020] In some embodiments, the second characteristic frequency is at or below 200 LPI.

[0021] In some embodiments, the set of data embedded in the data-embedded image pattern
comprises a plurality of frequency data and the frequency data have a characteristic frequency,
wherein the frequency data are definable on a frequency domain plane and adjacent frequency
data have an angular separation of 22.5° or less on the frequency domain plane.

[0022] In some embodiments, the input layer comprises one or a plurality of channels, and the
channel has 128x128 pixels or less.
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[0023] In some embodiments, the output layer comprises a plurality of channels, and each
channel has 4x4 feature data or less.

[0024] In some embodiments, the CNN comprises four convolutional layers.

[0025] In some embodiments, the convolutional layers are sequentially connected and each
convolutional layer comprises a number of channels defining a plurality of channels, and the
number of channels of a convolutional layer increases on progressing from the input layer to the

output layer.

[0026] In some embodiments, each channel has a number of feature data defining a plurality of
feature data, and the number of feature data per channel decreases on progressing from the input

layer to the output layer.

[0027] In some embodiments, the tool comprises an FCN and output of the CNN is to input to the
FCN, and the FCN is to process the input and gives an output of probability of authenticity.

[0028] In some embodiments, the tool is storable as a set of computer executable instructions.

[0029] There is disclosed an authentication apparatus comprising a microprocessor, a display, a
data storage device, and an authentication tool stored in the data storage device.

[0030] In some embodiments, the apparatus comprises an image capturing device, and the
microprocessor is operable to execute stored instructions to obtain an image of the purported

information bearing device.

[0031] The term imperfection herein and the associated term imperfect is a relative and non-
absolute term.

[0032] For example, where the best blurriness of a primary image that can be obtained by using
a reference authentication apparatus is say around 1-2, a blurriness level of 1-2 is regarded as
perfect, while a blurriness level higher than 2 is regarded as imperfect.

[0033] For example, where the best signal strength under best capturing condition for data D is
45.17, a signal strength below the best signal strength is regarded as an imperfect condition.

[0034] For example, where the contrast value of an original or a primary copy of data-embedded
image pattern is C, a deviation from Cis regarded as imperfect.

[0035] For example, where the brightness (or lightness) level of an original or a primary copy of
data-embedded image pattern is B, a deviation from B is regarded as imperfect.
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[0036] For example, where the data-embedded image pattern has NxM pixels, an image pattern
captured by a variant image capture device having N'xM’ pixels, where N = N’ or M # M’ is
regarded as imperfect.

[0037] In this specification, a data-code image pattern and a data-embedded image pattern are
used interchangeably. The authentication apparatus may be a smart phone or other portable
apparatus loaded with an application software containing authentication tool or instructions of the
disclosure.

Figures

[0038] The disclosure will be described by way of example and with reference to the

accompanying figures, in which
Figure 1 block diagram of an example authentication apparatus according to the disclosure,
Figures 2A and 2B are example flow diagrams of methods of authentication,

Figure 3 is an example CNN comprising an example plurality of n convolution layers between the
input layer and the output layer of the present disclosure,

Figure 3A is an example CNN implemented in an example authentication apparatus comprises an
example plurality of four convolution layers between the input layer and the output layer,

Figures 3B1-3B6 are schematic diagrams of the example component layers of the CNN of Figure
3A,

Figure 3C is a schematic diagram of an FCN connected to the CNN of Figure 3A,
CNN of Figure 3A,
Figure 3D is s schematic diagram depicting example processing at input of FC1 of Figure 3C,

Figure 4A is an example information bearing device for determination of authenticity for use in the

disclosure,

Figure 4B is a data domain diagram showing authentication data of the example information
bearing device in a data domain,

Figure 4C is the authentic data-embedded image pattern of the example information bearing

device in Figure 4A,

Figures 5A and 5B are front and rear views of an example authentication apparatus in the form of
a smart phone,
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Figures 6A1, 6A2 and 6A3 are example images formed from processed features maps of the 1

convolutional layer of the CNN of Figure 3A,

Figures 6B1, 6B2 and 6B3 are example images formed from processed features maps of the 2™

convolutional layer of the CNN of Figure 3A,
Figures 6B1’, 6B2’ and 6B3’ depict corresponding frequency data of Figures 6B1, 6B2 and 6B3,

Figures 6C1, 6C2 and 6C3 are example images formed from processed features maps of a
subsequent convolutional layer of the CNN of Figure 3A,

Figures 7A1, 7A2, 7A3, 7A4 and 7A5 are examples of appearance of an authentic information
bearing device under different lightness conditions when viewed through an image capture device,

Figures 7A11, 7A21, 7A31, 7A41 and 7A51 are data domain representations of the information
bearing device of Figures 7A1, 7A2, 7A3, 7A4 and 7A5,

Figures 8A1, 8A2, 8A3, 8A4 and 8A5 are examples of appearance of an authentic information

bearing device having different blurriness when viewed through an image capture device,

Figures 8A11, 8A21, 8A31, 8A41 and 8A51 are data domain representations of the information
bearing device of Figures 8A1, 8A2, 8A3, 8A4 and 8A5,

Figures 9A1, 9A2, 9A3, 9A4 and 9A5 are examples of appearance of an authentic information
bearing device having different contrasts when viewed through an image capture device,

Figures 9A11, 9A21, 9A31, 9A41 and 9A51 are data domain representations of the information
bearing device of Figures 9A1, 9A2, 9A3, 9A4 and 9A5,

Figures 10A1, 10A2 and 10A3 are examples of appearance of an authentic information bearing
device having different printing densities when viewed through an image capture device,

Figures 10A11, 10A21 and 10A31 are data domain representations of the information bearing
device of Figures 10A1, 10A2 and 10A3,

Figures 11A1, 11A2 and 11A3 are examples of appearance of an authentic information bearing

device having different printing medium textures when viewed through an image capture,

Figures 11A11, 11A21 and 11A31 are data domain representations of the information bearing
device of Figures 11A1, 11A2 and 11A3,

Figures 12A1, 12A2, 12A4, 12A4 and 12A5 are examples of appearance of a non authentic
information bearing device having different blurriness when viewed through an image capture

device,
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Figures 12A11, 12A21,12A31, 12A41 and 12A51 are data domain representations of the
information bearing device of Figures 12A1, 12A2, 12A4, 12A4 and 12A5,

Figure 13 is a flow chart depicting training process of neural network, and

Figures 14A, 14B and 14C are graphs showing relations between signal strength vs contrast,
lightness and blurriness respectively.

Description

[0039] An example authentication apparatus 10 comprises a processor 12, a data storage device
14, a display device 16, a communication frontend device 18, an image capture device 20 and a
light emitting device 22, as depicted in Figure 1. The processor 12 may be a solid-state device
such as a microprocessor, a multi-core microprocessor, an array or cluster of microprocessors,
an array or cluster of multi-core microprocessors, or other forms of microprocessors or solid-state
processors without loss of generality. The image capture device 20 and the light emitting device
22 are optional devices to facilitate capturing of an image of a target where necessary or desired.
In some applications, the apparatus is to capture an image of a target using the image capture
device 20. The captured image of the target is used for instantaneous analyses and determination
of authenticity of the target. A target herein includes a target article or part thereof. An image of a
target herein is a target image which is to be analyzed to facilitate, for example, verification or
determination of authenticity of the target. In some applications, the apparatus is to receive a
target image from another apparatus or another source. In some embodiments, the apparatus 10
is to receive a target image or target images from an external source, for example, via the
communication frontend device 18 or from a portable storage device such as a USB-type memory
stick. Irrespective of the source of the target image, the apparatus is to execute stored instructions
to verify or determine authenticity of the target on the bases of a target image or target images.

[0040] The apparatus 10 is stored with a set of authentication instructions. The authentication
instructions may be stored on the data storage device 14. The data storage device may comprise
volatile memories such as RAM and non-volatile memories such as ROM, SSD (solid state drive)
or HDD (hard disk drive).

[0041] To perform authentication operations, the microprocessor 12 is to load the stored
authentication instructions from the non-volatile data storage portion of the data storage device
14, to activate and execute the loaded authentication instructions so that the apparatus enters into
an authentication mode, and then to operate the apparatus as an authentication machine. When
in the authentication mode, the apparatus 10 is operable to perform authentication operations on
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a target image, whereby authenticity of the source of the target image is verified or determined. In
most example applications, the target image is purported to be a direct image of an authentic
authentication device. A direct image of a source means the image is obtained directly from the
source without intervening copying, that is, the image is not captured from an image of the source.
An example source may be an information bearing device which is covertly coded with a security
data designed to function as an authentic authentication device. The authentic authentication
device is a target for the purpose of the present disclosure and the source is therefore also a
target. The covertly coded data is typically not human readable or perceivable and the data coding
may be by means of steganographic techniques such as transform domain coding techniques.
Example transform domain coding schemes include data transformation coding by using Fourier
transform, Bessel transform, Henkel transform, cosine transform or other transform functions.
Example transform functions or transformation functions suitable for covert data coding for security
applications, including authentication applications for the present disclosure, are characterized by
the capability to transform a discrete data into an image pattern defined by a plurality of pattern-
defining elements, wherein the pattern-defining elements are spread or distributed through-out the
pattern, defined by a pattern boundary, to define spatial distribution properties and/or
characteristics of the pattern. In example embodiments, the discrete data comprises a set of data.
The set of data may comprise a single discrete data or a plurality of discrete data. Each data is a
data that can be represented or characterized by a set of data coordinates in the data domain A
data in the domain can be represented with reference to a pair of orthogonal data domain axes
u, v. In example embodiments, each data may be a data point that can be represented by a set of
data coordinates, for example, a set of multiple-dimensional coordinates such as 2-dimensional
or 3-dimensional coordinates. The image pattern is a data-coded image pattern obtained by
transformation of the set of data in the data domain into the plurality of image-defining elements
distributed throughout the pattern boundary. The spatial properties and characteristics of the data-
code image pattern, and those of the plurality of distributed image-defining elements, are
determined by the coordinates of the discrete data forming the set of data. In some embodiments,
for example, in examples using Fourier transform, the spatial properties and characteristics of the
data-code image pattern, and those of the plurality of distributed image-defining elements defining
the data-coded image pattern, formed by transformation operation on a set of data comprising a
plurality of discrete data, and those formed by superimposition of image patterns formed by
transformation operations individually on each of the plurality of discrete data individually, are the

same.
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[0042] An example information bearing device herein comprises a data-encoded image pattern
which is encoded with a set of discrete data. The set of data is human non-perceivable in its
encoded state such that the data is not readily readable or readily decodable by a human reader
looking at the data-encoded image pattern using naked eyes. The data-encoded image pattern is
formed collectively by a plurality of pattern defining elements which are distributed or spread
spatially according to its data coordinates to correspond to the set of data. The set of data may
comprise a plurality of discrete data and each discrete data has a specific corresponding set of
distributed or spread properties due to its coordinate values. For example, a data and a
corresponding image pattern formed by transformation operation on the data may be uniquely
correlated by a transformation function or having properties described herein or an inverse
transformation function of the transformation function. In example embodiments, a set of discrete
data, expressible as a plurality of data points having individual data coordinates in a first domain
u, v, has a corresponding image pattern defined by a set of image-defining elements, the image-
defining elements having continuous and amplitude varying properties, for example, oscillatory
amplitude properties or asymptotic oscillatory amplitude properties distributed or spread in a
second domain x,y, which is a spatial domain of the image pattern. For example, the set of
discrete data may comprise a plurality of frequency domain data in the frequency domain (say,
first domain) and the data-encoded image pattern has continuous and varying amplitude
properties which are distributed or spread in the spatial domain (say, second domain). The
continuous and varying amplitude properties which are distributed or spread in the spatial domain
are referred to herein as transformed domain properties.

[0043] Due to its unique properties, for example, a specific or one-to-one correspondence
between a set of data and a set of spatial image pattern having spread or distributed pattern
defining elements to represent the set of data, the information bearing device can be used as an
authentication device, with the encoded coordinate data or encoded set of coordinate data
functioning as a security data or a security feature. An authentication device herein comprises an
information bearing device and is also referred to as an authentication mark, an authentication
information bearing device. Where an information bearing device containing a data-coded image
pattern is used as an authentication device, the data-coded image pattern will function as an anti-
counterfeiting mark and the encoded data will function as an authentication data.

[0044] An authentic authentication device herein is also referred to as an authentic information
bearing device or a genuine information bearing device herein, while a non-authentic

authentication device is also referred to as a non-authentic information bearing device or a non-

10
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genuine information bearing device where appropriate. The target image may be captured by the

apparatus or received from an outside source.

[0045] During authentication operations, the apparatus 10 is to operate as an authentication
machine comprising or resembling a convolutional neural network (“CNN’) 30 in combination with

a fully connected network (“FCN’) 50, as depicted in Figure 2.

[0046] An example CNN 30 comprises an input layer 300, an output layer 399, and a plurality of
convolutional layers 301-30n interconnecting the input layer 300 and the output layer 399. CNN is
a class of deep, feed-forward, artificial neural networks in machine learning. Each convolutional
layer 301, ...,30i, ..., 30n comprises a set of channels and a set of learned filters. A channel is
also referred to as a feature map or an activation map. Each channel comprises a set of feature
data having a data size. The feature map is two-dimensional and the set of feature data has a
matrix width (or width in short) and a matrix height (or height in short). Each feature data is referred
to as a neuron. The convolutional layers are sequentially connected in series. Each convolutional
layer is to apply a convolutional operation to its input and to pass results of the convolutional
operation to the next layer. The process is described as a convolutional operation in neural
networks, which is mathematically a cross-correlation operation. Channels of a or the same
convolutional layer have the same data size, that is, they have the same number of data or
neurons. The convolutional layers are sequentially organized and convolution output of a previous
layer is input for a next or subsequent layer, and the output layer is the last layer of the CNN. The
convolutional layers are structured such that a channel of a subsequent layer has a lesser number
of data than a channel of an earlier layer, and the number of channels of a subsequent layer is
larger than the number of channels of a previous layer. Conversely, a channel of an earlier layer
has a larger number of data than a channel of a subsequent layer, and the number of channels of
a previous layer is smaller than the number of channels of a subsequent layer. As the number of
channels increases on progressing from the input layer to the output layer, the number of filters
also increases on progressing from the input side to the output side of the CNN.

[0047] Each channel is associated with a set of filters and each filter is a weighting template
comprising a plurality of weighting factors and the weighting factors are learned weighting factors
which were obtained by learning prior to implementation of the authentication tool. As the number
of channels decreases while the number of channels increases on progressing from the input side
to the output side, the number of filters also increases on progressing from the input side to the

output side.

11
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[0048] During forward pass, each filter is convolved across the width and height of the input
volume, which is a feature map of the previous layer, computing the dot product between the
entries of the filter and the input layer and producing a 2-dimensional activation map of that filter.

[0049] In the above example CNN, the convolution layers are sequentially connected in series.
However, in some embodiments, at least some of the convolution layers may be interconnected
or connected recurrently. The layers in the above example CNN are structured such that a channel
of a subsequent layer has a lesser number of data than a channel of an earlier layer and the
number of channels of a subsequent layer is larger than the number of channels of a previous
layer. However, in some embodiments, a channel of a subsequent layer may have a larger number
or some number of data than a channel of an earlier layer and the number of channels of a
subsequent layer is larger than the number of channels of a previous layer, and in some
embodiments, the number of channels of a subsequent layer may be less than or equal to the
number of channels of a previous layer. In the example CNN, the number of filters increases on
progressing from the input side to the output side. However, in some embodiments, the number
of filters may decrease or stay the same on progressing from the input side to the output side

[0050] The fully connected network (“FCN”) is connected to output of the CNN, such that output
of the CNN is fed as input to the FCN, as depicted in Figure 2. The FCN will perform classification
operations on the processed data of the CNN, for example, to determine whether, or how likely,
the processed data of a target image CNN corresponds to an authentic authentication device or a

non-authentic authentication device.

[0051] An example CNN of an example authentication apparatus comprises a plurality of
convolution layers between the input layer and the output layer, as depicted in Figure 3. The
convolution layers of the CNN are serially connected to form an ensemble of serially connected
convolution layers. Each convolution layer comprises a plurality of filters, and each filter is a
convolution filter which is to operate with an input data file to generate an output data file. A
plurality of output data files is generated as a result of convolution operations among the
convolution filters and the input data files at the input of a convolution layer. Each output data file
is referred to as a feature map in CNN terminology. Therefore, the feature maps are data files
which are products of convolutional operations (that is, correlation operations) between the
convolution filters and the input data files, wherein each input data file is also referred to as an
input matrix. An input data file presented at the input of a first convolution layer of the CNN is
intended to be a data file of a target image containing a plurality of image data representing a
plurality of image-defining elements. Each image-defining element has spatial properties and
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characteristics such that the spatial properties and characteristics of all the image-defining
elements of a target image define the entirety of the target image. The spatial properties and
characteristics include spatial coordinates and signal amplitude or strength of the image-defining
elements. Where a target image is digitally captured or stored, each image-defining element is
stored as a pixel in a data file. An image, or more specifically a target image, is at least two
dimensional. Therefore, the pixels of an image are typically arranged as a 2- or 3-dimensional
data file or data matrix, with a specific pixel identifiable with reference to its position in the image,
for example, with reference to its spatial coordinates, for example, in row and column numbers,

on the image.

[0052] Each output data file of a convolution layer has a smaller data file size than its input data
file while is presented at the input of the convolution layer. In general, salient features are extracted
during convolution operations so that a feature map contains salient features extracted from the
input file or makes salient features more prominent, but with less details. Each feature map, as a
data file, when reconstructed as a 2- or 3-dimensional data file or data matrix correlating to the
input data file and presented on a display device appeas as a visible image.

[0053] A data file of a target image presented at the 1%t convolution layer is transformed into a
plurality of output data files at the output of the 15! convolution layer. Each data file at the output
of the 1%t convolution layer is a feature map having a data size which is smaller than the input data
file, while the number of output data file is a multiple of the number of input data files. This trend

continues when the data files (that is, feature maps) progress through the convolution layers. The
data file of a target image or a feature map at a convolution layer g is representable as fgme™ (x,v),
where g stands for the identification number of the convolution layer, n stands for the dimension
of the image pattern, and ¢ is the number of the input channels. The dimension n of a data file

represents the number of pixels in a matrix row or in a matrix column of the image pattern.

[0054] The example authentication apparatus depicted in Figure 3A comprises an example
plurality of four convolution layers between the input layer and the output.

[0055] Animage pattern for presentation at the input layer 300 has a prescribed plurality of image-
defining elements. The image-defining elements are digitally distributed to form a matrix of pixels,
wherein each pixel is an example image-defining element. The example image pattern at the input
layer 300 has an example plurality of 128 x 128 pixels arranged into a two-dimensional input

matrix having 128 rows and 128 columns. Where an image pattern is a spatial pattern

representable as 19'"'Cin(x, y), an image pattern presented at the first convolution layer 301 has
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g =1,n=128,c™ = 1. Adimension of n = 128 herein means that there is a plurality of 128 pixels
in a first spatial direction x and a plurality of 128 pixels in a second spatial direction x which is
orthogonal to the first direction x. A square matrix is used herein for convenience by a non-square
matrix can be used without loss of generality. The example image is a gray-scaled image and the
example input layer has a single input channel (¢ = 1). Where the image is colored, the input
layer would have three input channels, corresponding to an R (red) input channel for red pixels, a
G(green) input channel for green pixels, and a B(blue) input channel for green pixels.

[0056] The first convolutional layer 301 (also referred to the first hidden layer) comprises a set of
convolution filters. The example first convolutional layer 301 consists of an example plurality of
k = 32 convolution filters. The convolution filters are to operate with the input image 11281 (x, y)
to generate and output a plurality of kK = 32 feature maps. Each feature map is a product of
convolutional operations (that is, correlation operations) between the convolution filters and the
input data matrix. An output feature map has a reduced number of feature data compared to the
input data matrix. In this example, the feature map of the first convolution layer has 64 x 64
feature data, which is 4 of the data of the input data matrix. A feature map at the output of the first
convolutional layer is represented as 12%*32(x,y, ch). Each feature map is an output data file of
the first convolutional layer which is for input to the next, second, convolutional layer. The output
feature map of the first convolutional layer has an example plurality of 64 pixels in the first spatial
direction X and an example plurality of 64 pixels in the second spatial direction Y which is
orthogonal to the first direction X.

[0057] Convolution operation at the g* convolutional layer may be performed using the below

example convolution equation Con/5P¢9 (197<™Y:

[0058] Con/ P (19'"'6““) = pool? (@ <convf's'°'g (1971))) where fis filter size, which is usually

an odd number, s is a stride size, p is a pooling factor, c represents the number of channels of the
output, and ci™ is the number of output channels. The pooling factor represents a linear or array
scale of reduction between the input data file and the output data file, that is, pool? reduces the
spatial dimension by a factor of p. For example, where p = 2, the number of pixels in an array (row
or column of the data matrix) reduces from 128x128 image to 64x64. If s>1, additional reduction
in spatial dimension may be introduced. @ is an activation function which is to add element-wise
non-linearity. The Exponential Linear Unit (ELU) function is an example activation function suitable
for the present disclosure.
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[0059] An example convolution operation equation convs€ is defined below:

[0060] convisce (I 9'"'Cin) xy D=

: £ £ in . i in .
[0061] ¥/t ! i 21_2’]: 19 (sx + sy + KD ij{flzji;i e 1€ [0,c—1], where f is
G 2+

odd number, W is an fx f x cI" x ¢ matrix consisting of a plurality of learnable parameters,

Wjﬂf;?'c'g is one of the weight parameters in w5, which is a set of weight parameters. In addition,

adding may be made to 79™<" when calculating conv 197"} where necessary.
Y g may

[0062] Therefore, the convolutional operation of the first convolutional layer can be represented
by the expression: Con/sP9 (19'"'Ci“), where fis afilter size, s is a stride size, p is a pooling factor,

c represents the number of channels of the output, and 197" is the feature map of input channel
number ¢ that is input to the g*" convolution layer, and n is the width (or height) of the feature
map matrix. With the 32 feature maps each having 64 x 64 feature data, there are a total of
64 x 64 x 32 neurons in the first convolutional layer. An example convolutional operation of the
first convolutional layer is Con3%2321(J41281)(j e, Con>12321([11281)(x y,ch)) so that f =3 is
the filter size, s = 1is the stride size, p = 2 is the pooling factor, ¢ = 32, ¢ = 1 and ch can be a
natural number between 1-32. A filter size of 3 herein means the filter has a total of 9 weights
arranged into 3 rows in the X-direction and 3 columns in the Y-direction. Each of the weights is a
weighting factor, also referred to as a weighting neuron. The value of each weight factor or weight
neuron is established through machine learning, for example, through deep learning. With a
pooling factor of 2, the number of feature data in a channel of this layer is half the number of
feature data the previous layer. In other words, each of the spatial dimensions (n) of the feature
matrix is reduced by 50% and the spatial dimensions (n x n) of the feature matrix are reduced by
75% on progressing from the input layer to the first convolutional layer. On the other hand, the
number of channels is increased by 32 times on progressing from the input layer to the first

convolutional layer.

[0063] Example convolution operations at the first convolution layer Con®%2321(J%1281) may be

expressed as below:

[0064] Con®12321(J11281) = pool? ((Z)(conv3'1'32'1(11'128'1))), where, @ is an element-wise ELU

function defined below:
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X, X>0

[0065] @(X) = {eXp(X) -1,X<0

[0066] X is the output of the conv operation (X = conv31321(j1128.1Y)) ‘wherein

[0067] poolP(Y) = maxpool”*(Y), Y = ¢(X), and wherein p is the stride size and ¢ is the filter size
for pooling similar to the convolution step, in the example case, p = t = 2, and maxpool?2(Y) =

maxpool®>?(Y)(x,y,ch) = max W& ",y ",ch)) forvche[0,32), where ®
(x .y )el2x2x+2)R[2y,2y+2)

means computation of the Cartesian product.

[0068] The second convolutional layer (also referred to the second hidden layer) consists of an
example plurality of 64 feature maps each having 32 x 32 feature data and a set of filters
comprising 64 filters. The feature maps of the second convolutional layer are represented as
133264(x,y, ch), where ch can be a number between 1 and 64, and are obtained by convolutional
operations (that is, correlation operations) of the 64 filters on the 32 input feature map matrixes of
the first convolutional layer, each having 64 x 64 feature data. The feature data of a channel of
the second convolutional layer has an example plurality of 32 feature data in the first spatial
direction X and an example plurality of 32 feature data in the second spatial direction Y which is
orthogonal to the first direction X. An example convolutional operation of the second convolutional
layer is represented by the expression: Con312642(126432y(x v ch), using the same symbol
conventions. With a pooling factor of 2, the number of feature data in a channel of this layer is half
the number of feature data the previous layer. In other words, each of the spatial dimensions (n)
of the feature matrix is reduced by 50% and the spatial dimensions (n x n) of the feature matrix
are reduced by 75% on progressing from the input layer to the first convolutional layer. On the
other hand, the number of channels increased by 2 times on progressing from the first

convolutional layer to the second convolutional layer.

[0069] The third convolutional layer (also referred to the third hidden layer) consists of an example
plurality of 128 feature maps each being a feature map matrix having 16 x 16 feature data and a
set of filters comprising 256 filters, each being a 3 x 3 filter matrix. The feature maps of the third
convolutional layer are represented as I*¢128(x,y, ch), where ch can be a number between 1
and 128, and are obtained by convolutional operations (that is, correlation operations) of the 128
filters of the second convolutional layer on the 64 input feature map matrixes of the last

convolutional layer, each having 32 x 32 feature data.

[0070] The fourth convolutional layer (also referred to the fourth hidden layer) consists of an

example plurality of 256 feature maps each being a feature map matrix having 8 x 8 feature data
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and a set of filters comprising 512 filters, each being a 3 x 3 filter matrix. The feature maps of the
third convolutional layer are represented as 1°825¢(x,y, ch), where ch can be a number between
1 and 256, and are obtained by convolutional operations (that is, correlation operations) of the 256
filters of the last convolutional layer on the 128 input feature map matrixes of the last convolutional
layer, each having 16 x 16 feature data.

[0071] The output convolutional layer consists of an example plurality of 512 feature maps each
being a feature map matrix having 4 x 4 feature data. The feature maps of the output
convolutional layer are represented as 154512(x, y, ch), where ch can be a number between 1 and
512, and are obtained by convolutional operations (that is, correlation operations) of the 512 filters
of the last convolutional layer on the 256 input feature map matrixes of the last convolutional layer,
each having 8 x 8 feature data.

[0072] An example learned filter for con®'2321(]1.1281) for the first output channel is is depicted in
the Table A below.

0.043 [0.957 [0.788 |0.695
0.082 10.011 0.072

0.118 [1.182 [1.501 318
0.069 0.081 0.019

1381 |0.838 |1.371 0.607
0033 o008 1o 0.422 |1.816 l0.422 |1.185
Table A Table B

[0073] An example feature map 1645%2(x, y, ch) at the output layer for input to the FCN is depicted
in the Table B above.

[0074] The trend of reducing spatial dimensions while increasing the number of channels
continues until reaching the output layer of the CNN, when the example output layer has
dimensions of 4 x 4 x 512, meaning that there are 512 channels and each channel has spatial

dimensions of 4 x 4 feature data.
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[0075] On progressing from a layer (an earlier layer) to a next layer (a later layer), a pooled

convolution operation Con/-$P1¢9 (1«9'"'Cin)(x, v, ch) is performed on the earlier layer and the result
is passed on to the next layer. Pooling from an earlier layer to a next layer may be by maximum
pooling (Max Pooling), average pooling or other pooling schemes as preferred.

[0076] During the forward pass on progressing from an earlier layer to a next layer, each filter is
convolved across the spatial dimensions of the input volume, computing a dot product between
the entries of the filter and the input and producing a 2-dimensional activation map of that filter.
The entries of the filter collectively define a weight matrix and the weight matrix was learned by
the CNN during deep learning training of the CNN.

Example information bearing device 60

[0077] An example information bearing device 60 suitable for working with the authentication tool
for determination of authenticity is depicted in Figure 4A. The example information bearing device
60 comprises an alignment device and an image pattern. The alignment device comprises a
plurality of alignment components and each alignment component is in the form of a set of nested
squares having contrasting colors. There is an example plurality of four alignment components
and the alignment components are distributed at far corners of a square defining an outer
boundary of the information bearing device 60. The information bearing device 60 comprises an
image pattern which is a data bearing pattern embedded or encoded with frequency domain data.
The data which are embedded in the image pattern are frequency domain data as shown in Figure
4B. The frequency domain data comprises a first subset and a second sub-set. The first subset
comprises a plurality of frequency data points each having a first spatial frequency and the second
subset comprises a plurality of frequency data points each having a second spatial frequency
which is higher than the first spatial frequency. Each frequency data point has a characteristic
angle with respect to the origin of the u — v axes and a characteristic magnitude. Each data point
is characterized by a two-dimensional Cartesian coordinate (u, v) or identifiable by a pair of polar
coordinates (r, 8). Data points in a data subset has the same radius (r) value and different angle

values (8).

[0078] The frequency domain data points are related to the spatial properties of the image pattern
by the relationships:

[0079] f(x,y) = Re [ENzh ZHZ3 P, v)exp(Dyexp ()] ... (Eqn. 0)
[0080] F(2,9) = ENh BM=h (', yYexp(— 22 exp(— 2722 .. (Egqn. 1)
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[0081] In the above equations, j = V—1, and magnitude of a frequency data point is given by the

expression: ||F(u,v)|| = \/(Re(F(u,v)))Z + (Im(F(u,v)))2 ....(Eqn. 2)

[0082] Where F (ﬁ —MxH (ﬁ — %)N *H (1? — %) — 1?) = F(4,9) is to perform DFT (Discrete

Fourier Transform) shift, and H is a unit step function, and an example value of M and N is 512
pixels. The frequency domain data points are scattered in the frequency domain plane to form a
more sophisticated or complicated data bearing pattern in the spatial domain plane.

[0083] The frequency domain data points may be angularly and frequency dispersed or scattered.
For example, a plurality of frequency domain data points may be distributed at a plurality of
different frequencies and at a plurality of angles with respect to the origin of the frequency domain
plane, which is also referred to as the u-v axes plane or the u-v plane in short. Intuitively, a
frequency domain data point at an angle to the origin of the u-v plane corresponds to distribution
of featured spatial components in a specific orientation in the spatial plane, which is also referred
to as the x-y plane herein.

[0084] The frequency domain data points of the information bearing device 60 comprises an
example plurality of 8 frequency domain data points of a first spatial frequency of 100LPI and an
example plurality of 8 frequency domain data points of a second spatial frequency of 200LPI in
the real frequency plane. There example frequency domain data points are distributed at uniform
angular spacings such that adjacent frequency domain data points of the same spatial frequency
have an angular spacing of 22.5°. The example frequency domain data points of the first and
second spatial frequencies are radially aligned as an option in this example. In frequency domain
terms, the image pattern of the information bearing device 60 of 1 line-per-domain size. The
example information bearing device 60 is set to have an physical size of a one-cm square, with
original frequency domain size of 512 pixels in each orthogonal direction, and will be printed by a
1200DPI printer. In this case, the domain size is 512 pixels and the image pattern of the
information bearing device 60 of 1/512 line-per-pixel.

[0085] To print the information bearing device using a 1200 DPI printer on alcmx1cm medium,
the information bearing device 60 need to be resized and quantized. Specifically, the information
bearing device is needed to resize to a width and height of 472 pixels in each orthogonal direction,
since 472 pixels per cm is equivalent to 1200DPI. Each pixel of the data-embedded image pattern
is a real number and the resized information bearing device is quantized from real number to bi-

level.
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Signal strength

[0086] Signal strength is defined by the distance between the magnitude of the data point and the
average of the magnitude of the background points surrounding the data point.

[0087] Difference between signal strength and magnitude is that the signal strength is
standardized by the magnitude of the background points, therefore it is independent of the range
of the brightness levels of the restored image of the information bearing device 60, while

magnitude is dependent on the range of the brightness levels.

[0088] A general equation for determining signal strength of a data point having coordinates (u, v)

is:
[IE(u,v)||-Mean(u,v) S vhyepuvrl[Furvn||
[0089] S(u,v) = SO , where Mean(u,v) = ] , and
Z(u C )epu'v'r(HF(u v )||—Mean(u,v))2 . . .
[0090] SD(u,v) = T , wherein P*¥" is a set of data points

defining a square neighborhood centered at (u,v) with radius r excluding (u,v) (square region).
ie. P"Y"I'=Ju—ru+r]®[v—-rv+r1]\ (uv), Mean(u,v) is the mean of signal strength over set

PY¥T and SD(u,v) is the standard deviation of signal strength over set P*“V".

[0091] In some embodiments, a weighted sum of the magnitude of all selected data points is used
as signal strength.

[0092] An example equation for signal strength is S(T)= % X Y vher S(W, V"), wherein T is a set

of selected data points For the example information bearing device 60, the signal strength of
selected data points, say at 200 LPI, may be expressed as follows:

_ 1 F',v)|| — Mean(u', v’ . Egqn. 3
STy =L IIF @/, v)l W, v") q
8 SD(u',v")
[((RD=

[0093] In equation 3, T is the set of 8 data points at 200LPlI, and Mean =

Sy e ol

(Egn. 4).

(20x2+1)2—-1

[0094] The example information bearing device has a one-cm width, or a width of ﬁ inch. When

applying Fourier transform with a pixel domain size 512 pixels, r = 20 lines. This corresponds to
20 points. Other values of r can be selected according to the distribution of data points in the set
T such that the square region of each data point without including adjacent data points. The

20



10

15

20

25

WO 2019/167007 PCT/IB2019/051653

maximum value without including adjacent data points of r in this example is 25 points

200LPIx——inch
2.54

3 —1).

Example authentication apparatus

[0095] In example embodiments, the authentication apparatus is implemented by way of a smart
phone executing a set of instructions in the form of an application software. The instructions stored
and resident on volatile memories, such as RAM on execution. Referring to Figures 1, 5A and 5B,
a smart phone 80 comprises a processor 12, a data storage device 14, a display device 16, a
communication frontend device 18, an image capture device 20 and a light emitting device 22

which are contained in a main housing 82.

[0096] To operate the smart phone as an authentication apparatus, a user is to activate the
application software. Upon activation of the application software on the smart phone, a user may
capture an image of a target information bearing device 60 by using the image capture device of
the smart phone, and the captured image will appear on the display screen of the smart phone,
as depicted in Figure 4A. In some embodiments, the captured image has 512 x 512 pixels.

[0097] The authentication apparatus will next proceed to perform the authentication processes
defined by the authentication tool and to evaluate whether the captured image corresponds to that
of an authentic information bearing device 60 or a non-authentic information bearing device 60.

[0098] To process the captured image, a portion, 128 x 128 pixels, of the data-bearing portion of
the captured image sufficient to facilitate analyses is cropped, for example, by the apparatus, from
the captured image. A portion having a size 0f128 x 128 pixels is selected since the input layer of
the authentication model is set a size 0f128 x 128 pixels. It will be appreciated that the image size
to be examined by the authentication apparatus will be adjusted when the size of the input layer

is changed or according to the size of the input layer.

[0099] The cropped image (I1%128(x,y)) is subject to convolutional operations at the first
convolutional layer by the convolutional function Con®12321(j11281y(x vy ch) and the set of 32

filters.

[0100] Output of the first convolutional layer, that is, 1%6*32(x,y, ch), is fed to the second
convolutional layer and subject to convolutional operations at the second convolutional layer by

the convolutional function Con312642(126432)(x,y,ch) and the set of 64 filters.
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[0101] Output of the second convolutional layer, that is, I33%%*(x,y, ch), is fed to the third
convolutional layer and subject to convolutional operations at the third convolutional layer by the
convolutional function Con3121283( [33264)(x vy ch) and the set of 128 filters.

[0102] Output of the third convolutional layer, that is, 1*1©128(x,y, ch), is fed to the fourth
convolutional layer and subject to convolutional operations at the fourth convolutional layer by the

convolutional function Con3122564([416128Y(x v ch) and the set of 256 filters.

[0103] Output of the fourth convolutional layer, that is, 15%256(x,y, ch), is fed to the CNN output
layer and subject to convolutional operations at the output layer by the convolutional

function Con®Y2512(I5(x, vy, ch) and the set of 512 filters.

[0104] Images formed from selected feature maps at the output of the input layer are depicted in
Figure 6A1 to 6A3, 6B1 to 6B3 and 6C1 to 6C3.

[0105] Figure 6A1 to 6A3 are images formed from features maps of the 1 convolutional layer
(input to the 2nd convolutional layer) at representative channels 24 (12°432(x,y,24)), 27
(1%5%32(x,y,27))and 28(1%%*32(x, y, 28)), respectively, before max pooling. It is noted that each
of the feature maps contains brightness information, indicating that the neurons in this layer are

more sensitive to the lower dimension parameters such as brightness, contrast and blurriness.

[0106] Figure 6B1 to 6B3 are images formed from features maps of the 2" convolutional layer at
representative channels 12 (13326%(x,y,12)), 39 (I332%%(x,y,39)) and 44 (I332%%(x,vy,44)),
respectively. It is noted that each of the feature maps contains orientation or directional information,
indicating that the neurons in this layer are more sensitive to directional properties of the image
pattern.

[0107] Figure 6C1 to 6C3 reveal that higher dimensional features are extracted at later CNN

layers.

[0108] To determine whether a purported authentication device is authentic or non-authentic, an
authentication apparatus will execute stored instructions to examine authenticity of the purported
authentication device with reference to a stored image. The stored image is an image purporting
to be an image of the purported authentication device, and the stored image is also referred to as
a target image herein. The target image is an image for examination of authenticity, and may be
an image of a purported authentication device captured by a user operator using the authentication
apparatus or an image of a purported authentication device captured by a user operator using
another apparatus and transferred to the authentication apparatus for examination of authenticity.
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[0109] The authentication apparatus utilizes and processes the stored target image to examine
authenticity of the purported authentication device with reference to the target image, for example,
details of the target image, and with reference to a set of predetermined authentication criteria.

[0110] In order to make a decision on authenticity, the authentication apparatus would need to
determine or decide whether the target image is an image of an authentic authentication device
or not. Animage of an authentic authentication device is a primary copy of an authentic information
bearing device, while an image of a non-authentic authentication device may be a secondary copy
of an authentic information bearing device or a copy of a fake information bearing device. A
primary copy herein means a directly captured image of an authentic information bearing device
while a secondary copy herein means an indirect copy of an authentic information bearing device,
for example, a copy of a primary copy. In order to determine whether a target image is an image
of an authentic information bearing device, the authentication apparatus will process the target
image with reference to a set of predetermined authentication criteria. The authentication criteria
may include information, data and/or physical details which are inherent or present in the authentic

information bearing device.

[0111] Itis observed that when an image of an authentic information bearing device for facilitating
authentication is captured, many physical details which are characteristic of the authentic
information bearing device and are inherent or present in the authentic information bearing device
are lost. Loss of details herein includes both total loss, substantial loss, partial loss and/or
degradation of details. As a result, the details are no longer present in the captured image, or, if
present, are noticeably degraded or distorted.

[0112] On the other hand, many physical details which are inherent or present in the authentic
information bearing device are not present in a secondary image of the authentic information
bearing device or a fake authentic information bearing device, and/or are lost when an image of
the secondary image or an image of the fake authentic information bearing device is captured.

[0113] The loss of details in primary image makes authentication based on a captured image a
major challenge, especially when there are overlapping loss of details.

[0114] Modern authentic information bearing devices contain data-embedded image patterns
which are digitally formed and consist of pixels. Each pixel has characteristic physical properties
including size, shape, color, brightness, etc., and the entirety of pixels collectively define a data-
embedded image pattern. Each data-embedded image pattern has characteristic physical
properties including brightness, contrast, blurriness, sub-pattern shapes, sub-pattern frequencies,
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sub-pattern orientations, sub-pattern signal intensities, etc. Some of the characteristic physical
properties suffer degradation or loss of fidelity during image capture and/or reproduction.

Brightness (Br)

[0115] For example, where an authentic information bearing device comprises a data-embedded
image pattern which consists of gray-scale coded pixels, each pixel has a gray level having a
value between 0 and K — 1, where K is typically a natural number in the form of 2", andnis a

natural number.

[0116] When the data-embedded image pattern of the authentic information bearing device is
captured by an image capture apparatus, the gray levels of the pixels forming the captured image
may be changed. For example, the gray levels may be shifted linearly, non-linearly, randomly or
may have an entirely different gray-scale distribution of pixels compared to those of the data-
embedded image pattern. The change may be due to internal setting of the image capture
apparatus (for example, exposure setting), calibration of the image capture apparatus, ambient
illumination, sensitivity and/or linearity of the image sensor of the capture apparatus, angle of
image capture, and/or other parameters.

[0117] In the example information bearing device 60 of Figure 4A, each of the pixels is coded on

one of K = 256 = 28 levels and the pixel distributions are designed such that the data-embedded

image pattern has an average brightness level Br = Z(x,,y,)ec% of 152, where G is the set of

gray level of pixel (x,y) excluding pixels corresponding to alignment devices and I(x,y) is a

restored image of the captured information bearing device .

[0118] When a smart phone having a built-in image capture device is used to capture an image
of the information bearing device 60, the resulting captured images have different average
brightness levels ranging from 19 to 252, as depicted respectively in Figures 7A1 to 7A5,
compared to the designed brightness value of 152 of the information bearing device 60 of Figure
4A. Example average brightness values and the corresponding signal strength values S of a

selected frequency (200LPI) are set out in Table 1 below.

[0119] Table 1
Figure 4C | Fig. 7A1 Fig. 7A2 | Fig. 7A3 Fig. 7A4 Fig. 7A5
Br 152 19 45 147 192 252
S 45.17 29.7 37.68 38.85 39.91 27.95
100LPI
S 74.30 4.8 17.68 33.65 40.29 14.04
200LPI
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[0120] A graph of the above signal strength verse brightness (lightness) is illustrated in Figure
14B.

[0121] Among the captured images, the captured image (Figure 7A1) having the lowest
brightness is captured with no supplementary illumination of the smart phone on and is under-
exposed in photography terms. The captured image (Figure 7A5) having the highest brightness

level 252 is captured with excessive illumination and/or exposure time.

[0122] It will be appreciated that differences in brightness will also result when the information
bearing device 60 is printed in different sizes and therefore have different printing densities, as
illustrated in Figure 10A1 to 10A3.

[0123] While average brightness is used as a reference brightness parameter herein, it should be
appreciated that the brightness parameter can be a measure of brightness distribution in a specific
orientation or in specific orientations, brightness in a selected portion of the image pattern, etc.

without loss of generality.

[0124] Where pixels are coded in colors, each pixel may have three color components, and each

has one of a plurality of color levels.
Contrast

[0125] When the data-embedded image pattern of the authentic information bearing device is
captured by an image capture apparatus, the contrast of the pixels forming the captured image
may be changed. For example, the contrast can vary due to background texture of the medium
on which the information bearing device is formed, or due to background illumination and/or

exposure setting of the image capture apparatus when the image is being captured.

[0126] Example images of the information bearing device 60 of Figure 4A captured on medium of
different textures are depicted in Figures 11A1 to 11A3 and at different illumination levels and/or
different exposure time are depicted in Figures 9A1 to 9A5. The contrast values of the different
captured images and the corresponding signal strength values of the data points at 200LPI are

set out in Table 2 below.

[0127] Table 2
Figure 4C | Fig. 9A1 Fig. 9A2 | Fig. 9A3 Fig. 9A4 Fig. 9A5
c 124 8 20 26 31 37
S 45.17 35.67 33.96 39.03 39.78 40.7
100LPI
S 74.30 14.51 18.57 23.64 38.47 39.88
200LPI
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[0128] A graph of the above signal strength verse contrast is illustrated in Figure 14A.

[0129] The value of contrast C is obtained using the standard deviation relationship below:

Y yhecI(X',y') — Br)?
|Gl

Wherein G is the set of pixels in the restored
image excluding alignment devices

Blurriness

[0130] When the data-embedded image pattern of the authentic information bearing device is
captured by an image capture apparatus, the images captured are almost inevitably blurred to
some extent and the degree of blurriness is dependent on many factors, for example, due to auto-
focusing setting or limitation of the image capture apparatus, hand tremor or poor focusing of a

user operator.

[0131] Example images of the information bearing device 60 of Figure 4A having different degrees
of blurriness are depicted in Figures 8A1 to 8A5. The degrees of blurriness of the different images

and the corresponding signal strength values of the data points at 200LPI are set out in Table 3

below.
[0132] Table 3
Figure 4C | Fig. 8A1 Fig. 8A2 | Fig. 8A3 Fig. 8A4 Fig. 8A5

Bl 1.45 3.91 5.31 6.27 9.93 11.04
S 4517 4211 38.82 40.91 36.75 31.14
100LPI
S 74.30 47.98 36.80 19.25 17.62 17.29
200LPI

[0133] A graph of the above signal strength verse blurriness is illustrated in Figure 14C.

[0134] Blurriness may be determined using different methodologies. For example, blurriness
herein may be determined using methods such as using edge map from edge detection methods.

[0135] In example, the blurriness may be determined by applying the following steps on the

restored image:
[0136] Performing de-noising using convolution with a Gaussian filter

[0137] Calculate gradient (edge map) using convolution with Sobel filter from the de-noised image
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[0138] Use a scaled version of a representative (e.g. median or 75-percentile) of the reciprocal of
the gradient without pixels corresponding to the alignment device as the measure of blurriness

[0139] A set of equation to performing de-noising using convolution with a Gaussian filter on the
restored image 1(x,y) with M columns and N rows, may be:

[0140] i(x,y) = {I(X;Y); xy) € [8;2{15; 1] ® [0,N—-1]

exp( a _k)z)exp( G- _k)z)

202 262

k ~ —k)? 1° —k)2
2]2(]E=0212]—(=06Xp( ( 202 )exp( ( 202) )

[0142] An equation to calculate gradient (edge map) using convolution with Sobel filter from the

[0141] Ga“ (D(xy) = X B oI +1 7,y +j ") x

de-noised image, may be:

[0143] S(Ga*3(D)(xy) =

1 0 -1 1 2 1 2
[(Gal'o-g(l) * [2 0 —ZD xy) (Gal'O-S(I) * [ 0 0 0 D 6. y)]
1 0 —1 -1 -2 -1

[0144] An example equation for calculating blurriness,

2
+

Bl, of, using 50-th percentile (median) as the representative, may be:

K
Q50 (S(Ga1,o.8 M)(x Ty ))

(x"y )eG

[0145] BIL =

[0146] wherein

[0147] QP (S(Gal")-8 M)y~ )) is the value of S(Ga®#(1))(x ",y 7 ) that is closest to p-
( ")EG

th percentile for (x ",y ") € G

[0148] K is a positive number.

[0149] G is the set of pixels outside the alignment device.
Non-authentic information bearing devices

[0150] It is observed that the physical features of a captured image of an authentic information
bearing device can be somewhat different to those of the authentic information bearing device. It
is also observed that the physical features of a captured image of a non-authentic information
bearing device are somewhat different to those of the authentic information bearing device.
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Physical features include physical properties and characteristics such as brightness, contrast, and

blurriness.

[0151] An authentication apparatus would need to be capable to differentiate between whether
an image is that of an authentic information bearing device or that of a non-authentic information

bearing device to determine authenticity and provide useful output.

[0152] It is observed that some of the changes or differences in physical features due to image
capture processes result in a change in the physical properties of the data embedded in the data-
embedded image pattern.

[0153] It has also been observed that there are differences between the degrees or extents of
changes present in an image of an authentic information bearing device and in an image of a non-

authentic information bearing device, both with respect to the authentic information bearing device.

[0154] It has also been observed that details of certain characteristic features of the information
bearing device are more adversely affected in the case of a non-authentic information bearing
device compared to that of an authentic information bearing device.

[0155] The characteristic features may relate or correspond, for example, to some characteristic
data embedded in the data-embedded image pattern.

[0156] For example, the characteristic signal strength of a captured image of an authentic data-
embedded image pattern is found to be higher than the characteristic signal strength of a captured
image of a non-authentic data-embedded image pattern, given the same image capture conditions.

[0157] It is also observed that higher spatial frequency contents of the data-embedded image
pattern are more prone to degradation than lower spatial frequency contents, although the
degradation is usually non-human perceivable.

[0158] In order to facilitate fast, efficient and effective determination of authenticity of a presented
image which purports to be a primary image of an authentic information bearing device, deep
learning (also known as deep structured learning or hierarchical learning) is utilized to facilitate
building of authentication tools for subsequent determination of authenticity.

[0159] In an example, CNN is trained to learn to distinguish between an image of an authentic
data-embedded image pattern and an image of a non-authentic data-embedded image pattern so
that the trained CNN can provide classification information on the likelihood of whether an input
image is an image of an authentic data-embedded image pattern or an image of a non-authentic
data-embedded image pattern.
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CNN structure

[0160] An example CNN which can be trained to learn and develop an authentication tool has a
structure comprising an input layer, an output layer and a plurality of convolutional layers, as
depicted in Figures 2A and 3. The structure of the CNN described herein-above is incorporated

herein by reference for succinctness.

[0161] On defining the CNN structure, the input layer is set to have a single channel since the
example information bearing device 60 has a data-embedded image pattern which is defined by
pattern defining elements in gray-scale coding. In embodiment where the information bearing
device 60 is color coded, the input layer may have three channels, corresponding to R (Red), G
(Green), B (Blue), without loss of generality.

[0162] It has been observed that while the information bearing device consists of 512 x 512
pixels, a portion of the data-embedded image pattern is sufficient to facilitate learning and
determination of authenticity. Trials and experiments show that a portion consisting of
128 x 128 pixels appears to be a minimum to facilitate meaningful learning and processing by a
CNN. Therefore, the input layer is set to have a pixel size of 128 x 128 pixels. It will be noted that
the input layer contains a portion of the raw image to be processed.

[0163] As the convolutional layers move further from the input layer, the number of features to be
learned and the complexity of features increases. As a result, the number of channels increases
and the number of feature data per channel decreases as the distance of a convolutional layer
away from the input layer increases, or the as the distance of a convolutional layer away from the

output layer decreases.

[0164] The output layer has an output dimension of 4 x 4 x 512 such that there are 512 feature
maps each having 4 x 4 feature data for input to the FCN. The FCN processes the 8192
(4 x 4 x 512) elements and generates an output, that indicate, the probability that the information

bearing device is real.

[0165] In order to train a CNN, images of authentic and non-authentic data-embedded image
patterns having varying degrees of imperfections are used. The imperfections include brightness,
contrast and blurriness different to that of the data-embedded image pattern of an authentic
authentication device. The data-embedded image pattern itself is also used optionally.

[0166] In order to build an authentication tool of practical utilities, only images having imperfection
values which are within acceptable ranges are used. An image having imperfection values which
are within acceptable ranges means the characteristic features of the image which can be used
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to differentiate between an image of an authentic authentication device and a non-authentic

authentication device can be machine recognizable.

[0167] The training images are selected according to some selection criteria such that the
imperfection values are within the acceptable ranges.

[0168] Using the information bearing device 60 as an example, the selected training images have
an acceptable range of blurriness of between 3 and 10, while the authentic data-embedded image
pattern has a reference blurriness of around 1 or 2. The selected training images have an
acceptable range of brightness of between 45 and 215, while the authentic data-embedded image
pattern has a reference brightness of around 152. The selected training images have an
acceptable range of contrast of at least 20, while the authentic data-embedded image pattern has
a reference contrast of around 124.

[0169] As the highest frequency data of the information bearing device 60 are at 200 LPI, the
signal strength of those data is used as a bench mark of feasibility. In the example, a signal
strength of 17.5 or above is used as a selection threshold.

[0170] The selection threshold is set above the maximum signal strength of images of a
secondary copy with blurriness close to the lower end. In the example in Figure, the maximum
signal strength of the clearest image of the secondary copy is around 17.45; therefore the
threshold is set just above 17.45 and the threshold is 17.5. This secondary copy is made using a
copier with a printing resolution of 1200DPI, in this example.

[0171] A large number of about 6000 training images having a wide variety of combination of
imperfections is used to train a CNN. The training images include images of authentic and non-

authentic information bearing devices.
Training process

[0172] Figure 13 is a flow chart depicting a training process for a neural network using a process
known as back propagation. The process of back propagation comprises the step 1300 to step
1308. At step 1300 the weight parameters,w;; are initialized, wherein w; is the ith weight in the jth
neural network layer of a neural network. The weight parameters may be initialized according to
a uniform distribution or a Gaussian distribution and 0 for all biases, for example. At step 1301,
each image of a subset from the 6000 training image, which is labeled as 1 if it is a primary copy
(i.e. Yiapelea = 1) and 0 if it is a secondary copy (i.e. Yiapeleq = 0), is passed into the initialized

neural network to obtain a predicted output, Y, egicted, Which is a function of wp, g, i.€. Ypredicted =

f(wm,g) wherein the g-th layer is the output layer of the FCN that produces Ypredicted- At step 1302,
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a loss function, L, is calculated in terms of Yj,peieq and Ypreqictea from each of the image of the

subset. At step 1303, a partial derivative for each of the weight parameters, wy, g, i.e. %, is

m,g

computed. At step 1304, each of the weight parameters, wiy, is adjusted, i.e. replaced by w;y —
oL

learning_rate X At step 1305, each of the weight parameters of each of the layers of the

Wy
neural network is adjusted in a similar manner according to step 1303 and step 1304. At step 1306,
the steps 1302-1305 are repeated for another subset of images that are substantially different to
the subsets trained previously. At step 1307, when all of the 6000 training images are passed
through the neural network at least once, the neural network is determined for convergence. If the
convergence condition is satisfied, the training process ends at step 1308. Otherwise steps 1302
to 1307 are repeated again until the neural network converges.

[0173] Initially, a plurality of images of the authentic authentication devices is fed into the CNN for

learning.

[0174] After learning had complete, a plurality of sets of filters having learned weights is formed.
The filters, other with the structure, collectively define an authentication tool. The authentication
tool may be incorporated into an application software for download by a computer, such as a smart
phone, for subsequent authentication use.

[0175] The data-coded image pattern (“image pattern”) of example authentication devices herein
is typically devised using or defined by a plurality of pixels, say NxM pixels, and the image pattern
is usually arranged as a 2-dimensional pixel matrix. Therefore, an ideal primary copy (“expected
primary copy”) of a genuine authentication purposes would be expected to be an image pattern
having the same number of pixels, that is, NxM pixels. An authentication apparatus having an
image capture device which when duly aligned with the target will produce an image having the
same pixel number (and pixel disposition) is referred to as a reference authentication apparatus
or a reference apparatus in short and the corresponding image capture device is referred to as a

reference image capture device.

Where a primary image of a genuine authentication device (“target”) is taken by an image capture
device which is not a reference image capture device, the primary image captured by the non-
reference image capture device will have a different number of pixels, say N'xM’ pixels, compared

to an expected primary copy, where N’ > or <N orM' > or < M.

[0176] While the qualities of primary images captured by non-reference image capture devices
are expected to be different to those captured by reference image capture device, the
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authentication device is no less than a genuine authentication device, and the neural network
needs to be trained to recognize such captured images as corresponding to a genuine
authentication device, that is a genuine target.

[0177] Therefore, differences in image quality due to differences in qualities image capture
devices used by users need to be taken into consideration during the training process.

[0178] Where a target is originally defined by NxM pixels, but a primary image of the target when
captured by an image capture device under due conditions, including due alignment conditions
etc., will result in different pixel quantities, such an image capture device is referred to as a variant
image capture device or a variant device in short, and the associated authentication apparatus is

referred to as a variant authentication apparatus or non-reference authentication apparatus.

[0179] To train the neural network, primary image copies of the target which are captured by a
variant image capture device are input to the neutral network and the neutral network is trained to

recognize such captured images as corresponding to a genuine target.

[0180] In example embodiments, an information bearing pattern as part of an authentication
device is embedded with a first set of security data D; and a second set of security data D, , as

depicted in Figure 4B.

[0181] For example, the data-coded image pattern of Figure 4A is designed with N = M = 512,
with D; at 100LPI and D, at 200LPI. When a primary image of the data-coded image pattern is
captured by areference apparatus, D, has an example first reference strength of 45.17 and D, has

a second reference strength of 74.30.

[0182] When a primary image of the data-coded image pattern is captured by a variant apparatus
having a lower image size of N’ = M’ = 399, the signal strength at D, drops to 25.25 and the signal
strength at D, drops to 14.56.

[0183] When a primary image of the data-coded image pattern is captured by a variant apparatus
having a lower image size of N’ = M’ = 450, the signal strength at D; drops to 39.42 and the signal
strength at D, drops to 41.83.

[0184] When a primary image of the data-coded image pattern is captured by a variant apparatus
having a lower image size of N’ = M’ = 499, the signal strength at D; drops to 40.84 and the signal
strength at D, drops to 46.81.
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[0185] When a primary image of the data-coded image pattern is captured by a variant apparatus
having a higher image size of N' = M’ = 569, the signal strength at D, drops to 41.67 and the
signal strength at D, drops to 49.71.

[0186] When a primary image of the data-coded image pattern is captured by a variant apparatus
having a higher image size of N' = M’ = 652, the signal strength at D, drops to 43.23 and the
signal strength at D, drops to 52.48.

[0187] When a primary image of the data-coded image pattern is captured by a variant apparatus
having a higher image size of N' = M’ = 659, the signal strength at D, drops to 39.83 and the
signal strength at D, drops to 45.00.

[0188] Therefore, a drop of image quality or data quality as reflected by the drops in signal
strengths of the security data can be expected when the number of captured pixels deviates from
the number of devised pixels.

[0189] ltis noted that the blurriness of primary images of a genuine target obtained by non-variant
device also deteriorates (that is, drops).

[0190] As an example, a reference primary image of the genuine target has a blurriness of
between 1-2 while the primary images of the genuine target when target by the above example
variant apparatus has a blurriness of between 2 or 3 and10. It is noted that a primary image
captured by a hand-held reference authentication apparatus has at best a blurriness of around 2.
In relation to blurriness, a higher blurriness value means more blurriness which is undesirable and
represents an inferior quality compared a lower blurriness. In other words, a low blurriness in

always preferred.

[0191] Therefore, in training the neural network using primary images of the genuine target, the
range of blurriness of primary images used is between 2 or 3 and10.

[0192] Where a primary image has a blurriness value that is too high, for example, higher than an
upper threshold, say 10 in this example, such primary images are not used for neural network
training since the data quality has been too much impaired. It is noted that blurriness of higher
frequency contents drops more rapidly than lower frequency contents. Therefore, the blurriness
of a selected data frequency may be selectively used for training purposes. In example
embodiments, the data, say D, = 200DPI having a higher spatial frequency content is used as a

criterion for determining whether a primary image is suitable for training the neural network.
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[0193] In addition to using variant image capture device of differentimage sizes when duly aligned,
additional primary images of different image sizes of the genuine target are also taken by, for
example, moving the hand-held image capture device back and forth with respect to the target
such that different degrees of out-of-focus due to the auto-focus mechanism can be captured.

[0194] The get primary images of different blurriness, a plurality of images of the genuine target
are taken by a handheld authentication apparatus. The primary image may be taken under
different conditions, for example, by moving the hand-held image capture device back and forth
with respect to the taregt such that different degrees of out-of-focus due to the auto-focus
mechanism can be captured, and/or by Introducing small motions, for example, shaking motion to
the handheld image capturing device in different directions.

[0195] The above example imperfect primary images of the target are fed to the neural network
in order to train the neural network that such images correspond to primary images of the target,
and the neural network is trained to recognize such images as corresponding to genuine, authentic,

or real.

[0196] Imperfect images of a non-genuine target, for example images obtained using the above
capture approaches (which are incorporated herein by reference and to apply mutatis mutandis)
are fed to the neural network in order to train the neural network that such images correspond to
non-primary images of the target, and the neural network is trained to recognize such images as
corresponding to fake, counterfeit or copied.

[0197] Where a captured image has a different number of pixels compared to the designed pixel
number, a restoration process is required. The captured image is a data file 1(x,y) having N'xM’
pixels and the restored image is a data file I(%,§) having NxM pixels. To transform an image data
file having N'xM’ into an image data file having NxM pixels, it is noted that pixels in the captured

image domain and restored image domain are related by a homography matrix G, such that: X =

[G11X+G12Y+G33] and [G21X+G22Y+G23

ndy =
G31X+G3zy+Gaz

], wherein (%, 9) are pixel data coordinates of the restored
G31X+G325+G33

image and (x,y) are pixel data coordinates of the captured image.

[0198] To prepare for restoration, four corners for each of the example four alignment device of
the example information bearing device are detected using methods such as Harris corner
detector, totaling sixteen corners from the captured image. The sixteen corners are represented

as (%, y, ) fork € [1,16]. It will be appreciated that the corresponding location of (x,y, ) in the
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restored image is ()”(k, ?k).lt is expected that an appropriate homography matrix G would result in

minimum back-projection error, and an example homographic matrix is depicted below.

G11Xk’+G12yk’+G13>2 <,\ G217ﬁ(’+G22yk’+G23>2]>
—t——) 4 |§ -

Gg1x, 1 +G32y, ' +G33 Ggyx 1 +G32y,  +Gg3

[0199]G = argmin <Zk'e[1,16] [()’Zk
G

[0200] In example applications where the restored image size has NxM = 512 pixels x 512 pixels,
for each of (%,§) € [0,512) &® [0,512), the corresponding back projection in the captured image is
_1)11)’2+(G_1)12§7+(G_1)13 (6_1)2152"'(6_1)223}-"(6_1)23
_1)31)’2+(G_1)32§7+(G_1)33 ’ (G_l)31)"<+(G_1)32§7+(G_1)33

(G
expressed as (G

(6_1)1124_(6_1)12y+(a_1)13 and (6_1)21)“(4_(6—1)22y+(a—1)23
(6_1)3124-(6_1)32y+(a_1)33 (6_1)3124_(6_1)32?4'(6_1)33

interpolation method such as bilinear interpolation may be used to obtain the pixel

[0201] If any of the

is not an integer,

value/brightness level at (%,§).

[0202] While the disclosure has been described herein with reference to examples, the examples

are not intended and should not be used to limit the scope of disclosure.

[0203] Table of numerals

10 authentication apparatus 12 Processor

14 data storage device 16 display device

18 communication frontend 20 image capture device
device

22 light emitting device 60 information bearing device

80 smart phone 82 main housing

30 convolutional neural network | 50 fully connected network

300 input layer 399 output layer

301-30n convolutional layers
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Claims

1.

An authentication tool to facilitate determination of whether a captured image is a primary
image of an authentic information bearing device, wherein the authentic information bearing
device comprises a data-embedded image pattern and the data-embedded image pattern is
encoded with a set of data, and the set of data has characteristic signal strengths; wherein
the authentication tool comprises a neural network structure and the neural network structure
comprises an input layer, an output layer and a plurality of neural network layers intermediate
the input layer and the output layer, and each neural network layer has a set of filters
comprising a plurality of learned filters; wherein each learned filter comprises a plurality of
filter elements and each filter element has a filter value, and wherein the learned filters and
filter values are composed or constituted by computer based-deep-learning using a plurality
of training images; wherein the training images comprises a plurality of primary images of the
data-embedded image pattern and a plurality of non-primary images of the data-embedded
image pattern of the data-embedded image pattern, and wherein the training images
comprises imperfect images having varying degrees of image imperfections, and the image
imperfections are introduced into the imperfect images in the course of image capture
processes or due to different image capture conditions.

An authentication tool according to Claim 1, wherein the neural network is a convolutional

neural network (CNN)

An authentication tool according to Claim 1, wherein the image imperfections comprise
imperfections in brightness, contrast, blurriness, image pixel number or dimension, and/or

background noise.

An authentication tool according to Claims 1 or 2, wherein the imperfections comprise
imperfections in brightness, and the imperfections in brightness are measured with respect
to a reference brightness of the authentic information bearing device; and wherein the
imperfections in brightness include deviation of brightness from the reference brightness due
to illumination settings, exposure setting, or other lighting settings of an image capture

apparatus.

An authentication tool according to any of the preceding Claims, wherein the imperfections
comprise imperfections in contrast, and the imperfections in contrast are measured with
respect to a reference contrast of the authentic information bearing device; and wherein the

imperfections in contrast include deviation of contrast from the reference contrast due to
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ilumination settings, exposure setting, or other lighting settings of an image capture
apparatus; or due to texture of a formation medium on which the data-embedded image
pattern is fixed.

An authentication tool according to any of the preceding Claims, wherein the imperfections
comprise imperfections in blurriness, and the imperfections in blurriness are measured with
respect to a reference blurriness of the authentic information bearing device; and wherein the
imperfections in blurriness include deviation of blurriness from the reference blurriness due
to focus settings or focusing limitation of an image capture apparatus, due to focusing
distance or focusing defects of a user operator during image capture, or due to texture of a

formation medium on which the data-embedded image pattern is fixed.

An authentication tool according to any of the preceding Claims, wherein each type of
imperfection is within a prescribed range having an upper limit and/or a lower limit, and the

prescribed range is selected according to trainability of the CNN.

An authentication tool according to any of the preceding Claims, wherein the data-embedded
image pattern comprises a set of encoded data, wherein the encoded data is a discrete data
which is spread and distributed in the data-embedded image pattern as a spread pattern
which is non-human readable or non-human perceivable; and wherein the set of encoded
data has a characteristic signal strength, and the characteristic signal strengths of the primary
images of the data-embedded image pattern are above a signal strength threshold which is
a threshold of trainability of the CNN.

An authentication tool according to any of the preceding Claims, wherein the set of data
embedded in the data-embedded image pattern comprises a plurality of discrete data, and
the discrete data are transformed into spatially distributed pattern defining elements which
are spread in the data-embedded image pattern and which are non-human readable or non-

human perceivable using naked eyes.

An authentication tool according to any of the preceding Claims, wherein the set of data
embedded in the data-embedded image pattern comprises a plurality of discrete frequency
data, and the discrete frequency data are transformed into spatially distributed pattern
defining elements which are spread in the data-embedded image pattern and which are non-
human readable or non-human perceivable using naked eyes; and wherein the spatially
distributed pattern defining elements and the discrete frequency data are correlated by

Fourier transform.
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An authentication tool according to any of the preceding Claims, wherein the set of data
embedded in the data-embedded image pattern comprises a first plurality of frequency data,
and the frequency data have a first characteristic frequency and at one or more than one

angles with respect to a set of frequency axes.

An authentication tool according to Claim 10, wherein the set of data embedded in the data-
embedded image pattern comprises a second plurality of frequency data, and the frequency
data have a second characteristic frequency and at one or more than one angles with respect
to the set of frequency axes, the second characteristic frequency being higher than the first
characteristic frequency.

An authentication tool according to Claim 11, wherein the first characteristic frequency is at
or above 100 LPI.

An authentication tool according to Claims 11 or 12, wherein the second characteristic

frequency is at or below 200 LPI.

An authentication tool according to any of Claims 11 to 13, wherein the set of data embedded
in the data-embedded image pattern comprises a plurality of frequency data and the
frequency data have a characteristic frequency, wherein the frequency data are definable on
a frequency domain plane and adjacent frequency data have an angular separation of 22.5°

or less on the frequency domain plane.

An authentication tool according to any of the preceding Claims, wherein the input layer

comprises one or a plurality of channels, and the channel has 128x128 pixels or less.

An authentication tool according to any of the preceding Claims, wherein the output layer
comprises a plurality of channels, and each channel has 4x4 feature data or less.

An authentication tool according any of the preceding Claims, wherein the CNN comprises

at least four convolutional layers.

An authentication tool according to any of the preceding Claims, wherein the convolutional
layers are sequentially connected and each convolutional layer comprises a number of
channels defining a plurality of channels, and wherein the number of channels of a

convolutional layer increases on progressing from the input layer to the output layer.
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An authentication tool according to any of the preceding Claims, wherein each channel has
a number of feature data defining a plurality of feature data, and wherein the number of
feature data per channel decreases on progressing from the input layer to the output layer.

An authentication tool according any of the preceding Claims, wherein the tool comprises an
FCN and output of the CNN is to input to the FCN, and wherein the FCN is to process the
input and gives an output of probability of authenticity.

An authentication tool according any of the preceding Claims, wherein the tool is storable as

a set of computer executable instructions.

An authentication apparatus comprising a microprocessor, a display, a data storage device,
and an authentication tool stored in the data storage device, wherein the authentication tool
is the authentication tool according to any preceding claims.

An apparatus according to Claim 23, wherein the apparatus comprises an image capturing
device, and the microprocessor is operable to execute stored instructions to obtain an image
of the purported information bearing device.

A method of devising an authentication tool for resident on a computer-based mobile
apparatus, wherein the authentication tool comprises a set of executable instructions and the
instructions are to be executed by the mobile apparatus during authentication operations
when the mobile apparatus is to operate as an authentication apparatus, wherein the method
comprises training a computer-based neural network to learn to determine whether a target
image is a primary image of a data-coded image pattern, wherein the method comprises
feeding the neural network with a plurality of training files, wherein each training file is a data
file of a training image comprising a plurality of image-defining elements, wherein the training
images comprises a plurality of primary images of the data-coded image pattern and a
plurality of non-primary images of the data-coded image pattern; wherein the method
comprises feeding the neural network with a plurality of the primary images to train the neural
network to learn to recognize primary images, and feeding the neural network with a plurality
of the non-primary images to train the neural network to learn to recognize non-primary
images, wherein the method comprises providing imperfect training images to train the neural
network, wherein the imperfect training images comprises image imperfections which are
intentionally introduced into the training images and the image imperfections are controlled

imperfections.
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26. The method of Claim 25, wherein the image imperfections comprise imperfections in
brightness, contrast, blurriness, and/or background noise, and wherein the imperfections are
introduced by capturing sample images using different capture image capture devices and/or
using imperfect capture schemes.
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Initialize the artificial neural network with weight parameters,
namely w;;, in uniform distribution, for example
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