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(57) ABSTRACT

The present invention relates to a method and system for the
management of the mobility, the management of an idle
mode, the registration management (management of attach-
ment and detachment), and the location management (man-
agement of tracking area) of a terminal by using a non-access
stratum (i.e., network stratum, hereinafter referred to as
“NAS”) in a mobile telecommunication network. To this end,
the method for the management of mobility, the management
of an idle mode, the registration management, and the loca-
tion management of a terminal by using a NAS protocol, i.e.,
messages, according to an embodiment of the present inven-
tion, includes a terminal (hereinafter, referred to as “UE”) and
a mobility management entity (hereinafter, referred to as
“MME”), and addresses to a method for efficiently process-
ing security protected NAS messages if received messages
are security protected NAS messages, in a case of sending or
receiving messages serving as EMM (EPS Mobility Manage-
ment) messages, i.e., mobility management messages, in a
network such as an EPS (Evolved Packet System) of 3GPP,
when the terminal performs handover in an active mode,
performs location management in an idle mode, and registers
to a network, thereby achieving improved efficiency in the
mobility management, the position management, and the reg-
istration management of a terminal.

20 Claims, 10 Drawing Sheets
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SECURITY PROTECTED NON-ACCESS
STRATUM PROTOCOL OPERATION
SUPPORTING METHOD IN A MOBILE
TELECOMMUNICATION SYSTEM

CROSS-REFERENCE TO RELATED
APPLICATION(S)

The present application is related to International Applica-
tion No. PCT/KR2009/004570filed Aug. 14, 2009 entitled
“SECURITY PROTECTED NON-ACCESS STRATUM
PROTOCOL OPERATION SUPPORTING METHOD IN A
MOBILE TELECOMMUNICATION SYSTEM” which
claims priority to Korean Patent Application No. 10-2008-
0080205 filed Aug. 15, 2008. International Application No.
PCT/KR2009/004570 is assigned to the assignee of the
present application and is hereby incorporated by reference
into the present disclosure as if fully set forth herein. The
present application hereby claims priority under 35 U.S.C.
§119(a) to International Patent Application No. PCT/
KR2009/004570 and Korean Patent Application No.
10-2008-0080205.

TECHNICAL FIELD

The present invention relates to a method for managing a
user equipment of a mobile communication system and, in
particular, to a method for supporting mobility, location, and
registration managements of the User Equipment (UE) with
NAS protocols efficiently.

BACKGROUND

As one of the representative mobile communication stan-
dardization organizations, the 3rd Generation Partnership
Project (3GPP) has developed Evolved Packet System (EPS)
and defined Mobility Management Entity (MME). In order to
meet the high speed mobility and reinforced security require-
ments of such a next generation mobile communication sys-
tem, it has been proposed to improve the NAS protocol used
in the conventional mobile communication systems, espe-
cially the 3G system of 3GPP.

However, the NAS protocols and mobility, location, and
registration management schemes of the NAS based on the
NAS protocols are not matures to provide definitions of accu-
rate procedures and properties for supporting the aforemen-
tioned functions. Also, the currently defined procedures and
messages have malfunctioned and brought out unclear prob-
lems in association with the mobility, location, and/or regis-
tration managements in the real system. There is therefore a
need of the definitions on the procedures for efficiently sup-
porting the mobility, location, and registration managements,
security protection of NAS protocols, and the roles of the UE
and MME.

SUMMARY

In order to solve the problems of the prior arts, the present
invention provides a method for supporting mobility, loca-
tion, and registration managements protectively and effi-
ciently with security protected NAS messages in an evolved
mobile communication system such as 3GPP EPS. Also, the
present invention defines the operations of the NAS protocols
with the NAS messages between UE and MME. Accordingly,
the present invention provides a method for supporting
mobility, location, and registration managements of the UE
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using NAS protocols even between the 3GPP EPS and other
radio access technology, i.e., non-3GPP system, as well as
within the 3GPP EPS.

The present invention provides a method for supporting
mobility management, idle mode management, registration
management (attach and detach management), and location
management (tracking area management) of the UE with the
Non-Access Stratum (NAS) protocols in mobile communi-
cation networks. That is, the present invention provides a
method for the support of mobility management, idle mode
management, registration management, and location man-
agement of the UE using the NAS protocols, i.e., NAS mes-
sages. The mobile communication system of the present
invention includes a User Equipment (UE) and a Mobility
Management Entity (MME) and proposes a method for effi-
ciently utilizing the security protected NAS messages in the
network such as 3GPP EPS when the UE performs handover
in active mode, location management in idle mode, and reg-
istration to the network.

In accordance with an aspect of the present invention, a
method for processing state information of a UE in a mobile
communication system includes sending, at the UE, a state
transition request message to a new MME; receiving, at the
new MME, an old key information from the an old MME; and
sending, at the new MME, aresponse message after analyzing
the request message using the old key information to the UE.
Preferably, the old key information includes KSlasme and
Kaseme.

Preferably, the method further includes sending, at the new
MME, the UE a NAS security mode command message con-
taining a new key information generated when failing inter-
pretation of the request message; and sending, at the UE, the
new MME a response to the NAS security mode command
message generated with the new key information of the UE.

Preferably, the new key information generated by the new
MME includes a NAS cipher key (K,s..,,.) and an integrity
key (Kyysmne); the NAS security mode command message
includes a security identifier (KSI), a UE security capability,
a ciphering algorithm to be used, and an integrity algorithm;
and the new key information generated by the UE includes a
ciphering key (K,,s.,..) and an integrity key (K., ;,,) gener-
ated based on a basic security key (K g,,) indexed by a
security identifier (KSI) of the NAS security mode command
message.

Preferably, the method further includes sending, at the new
MME, a user authentication request message when failing
interpretation of the request message with the old key and
responding, at the UE, to the user authentication request
message. Preferably, the user authentication request message
comprises an authentication vector (AUTN) and a security
key identifier (KSIASME).

Preferably, the state transition request message is one of a
handover request message, a TAU request message, and
attach (detach) request message.

In accordance with another aspect of the present invention,
amethod for processing state information of a UE in a mobile
communication system includes sending, at the UE, a state
transition request message which is security protected with a
new key to anew MME; responding, at the new MME, to the
state transmission request message by sending a user authen-
tication request message to the new MME; generating, at the
new MME, a new key and sending a NAS security mode
command message having the new key to the UE; and gen-
erating, at the UE, a new key based on the new key informa-
tion of the new MME and responding to the NAS security
mod command message.
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In accordance with another aspect of the present invention,
a method for processing a handover in a mobile communica-
tion system includes sending, at an old MME, a forward
relocation request message having old key information of the
UE to a new MME; sending, at the UE, a TAU request mes-
sage which is security protected with the old key to the new
MME; and interpreting, at the new MME, the TAU request
message with the old key. Preferably, the method further
includes sending, at the new MME, a user authentication
request message when failing interpretation of the TAU
request message with the old key and responding, at the UE,
to the user authentication request message; generating, at the
new MME, a new key and sending a NAS security mode
command message having information on the new key to the
UE; generating, at the UE, the new key using the new key
information of the new MME and responding to the NAS
security mode command; and sending, at the UE, a TAU
request message which is security protected with the new key
to the new MME and processing, at the new MME, the mes-
sage with the new key.

In accordance with another aspect of the present invention,
a method for processing location update of a UE in a mobile
communication system includes ending, at the UE, a TAU
request message which is security protected with an old key to
a new MME; requesting, at the new MME, the old MME for
information related to an old key of the UE and receiving the
old key information; and interpreting, at the new MME, the
TAU request message with the old key and sending a TAU
accept message which is security protected with the old key to
the UE. Preferably, the method further includes sending, at
the new MME, a user authentication request message when
failing interpretation of the TAU request message with the old
key and responding, at the UE, to the user authentication
request; generating, at the new MME, a new key and sending
a NAS security mode command message having information
on the new key to the UE; generating, at the UE, a new key
based on the new key information of the new MME and
responding to the NAS security mode command; and send-
ing, at the UE, a TAU request message which s security
protected with the new key to the new MME and processing,
at the new MME, the message with the new key.

In accordance with still another aspect of the present inven-
tion, a method for processing registration of a UE in a mobile
communication system includes sending, at the UE, a regis-
tration request message which is security protected with an
old key to a new MME; requesting, at the new MME, an old
MME for information related to the old key of the UE and
receiving the old key information; and interpreting, at the new
MME, the registration request message and sending a regis-
tration Accept message which is security protected with the
old key to the UE. Preferably, the method further includes
sending, at the new MME, a user authentication request mes-
sage when failing interpretation of the registration request
message with the old key and responding to the user authen-
tication request message; generating, at the new MME, a new
key and sending a NAS security mode command message
having information on the new key to the UE; generating, at
the UE, a new key based on the new key information of the
new MME and responding to the NAS security mode com-
mand message; and sending, at the UE, a registration request
message which is security protected with the new key to the
new MME and processing, at the new MME, the message
with the new key.

Advantageous Effects

As aforementioned, the present invention relates to a
method and system for supporting the idle mode manage-
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4

ment, registration management (Attach and detach manage-
ment), and location management (tracking area management)
of UE using the Non-Access-Stratum (NAS) in a mobile
communication system. The method for supporting the
mobility management, idle mode management, registration
management, and location management using NAS protocols
includes User Equipment (UE) and Mobility Management
Entity (MME) and proposes a method for processing security
protected NAS message efficiently when the EPS Mobility
Management (EMM) as the mobility management message is
sent or received in the network such as 3GPP EPS especially
in cases of handover of the UE in active mode, location
management of the UE in idle mode, registration of the UE
with the network, thereby improving the mobility, location,
and registration management efficiency.

BRIEF DESCRIPTION OF THE DRAWINGS

FIGS. 1 and 2 are drawings illustrating the structure and
operations for handover in the mobile communication system
according to an embodiment of the present invention;

FIGS. 3 and 4 are drawings illustrating the structure and
operations for location management in a mobile communica-
tion system according to an embodiment of the present inven-
tion;

FIGS. 5 and 6 are drawings illustrating the structure and
operations for registration procedure of UE according to an
embodiment of the present invention;

FIGS. 7 t0 9 are a flowchart illustrating mobility manage-
ment, location management, and registration management
procedures of an MME in a mobile communication system
according to an embodiment of the present invention; and

FIG. 10 is a flowchart illustrating mobility management,
location management, and registration management proce-
dures of a UE in an embodiment of the present invention.

DETAILED DESCRIPTION

Exemplary embodiments of the present invention are
described with reference to the accompanying drawings in
detail. The same reference numbers are used throughout the
drawings to refer to the same or like parts. Detailed descrip-
tion of well-known functions and structures incorporated
herein may be omitted to avoid obscuring the subject matter
of the present invention. The following terms are defined in
consideration of functions in the present invention, and the
meanings thereof may vary according to the intention of a
user or an operator or according to usual practice. Therefore,
the definitions of the terms must be interpreted based on the
entire content of the present specification.

In the following description, the term “state transition
request message” means any of handover request message,
Tracking Area Update (TAU) request message, and attach
(detach) request message. The term “old key” means the
information related to the security key used in the old MME
(serving MME) to which the UE is connected, and the term
“new key” means the information related to the security key
to be used by a new MME (target MME) to which the UE
connects according to the state transition.

The term “old key information” means the information
received from the old MME and includes the security infor-
mation such as basic security key identifier (KSIASME) and
a basic security key (KASME), and the KASME (Key access
security management entity) can include a cipher key
KNASenc) for ciphering the NAS message, an integrity key
(KNASint) for integrity protection of NAS message, and a
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security key for generating an evolved Node B key (KeNB)
for protecting the AS (Access Stratum) message at the radio
interface.

The term “user authentication request message” means an
authentication message for generating a new key between the
new MME and UE and can include an authentication token
(AUTN), as authentication vector, and the security identifier
(KSIASME).

The term “NAS Security mode command message” means
the message which the new MME sends to the UE after
creating the new key and can include a key set index, a UE
security capability as the information on the security algo-
rithm supported by the UE, a ciphering algorithm to be used,
and an integrity algorithm to be used.

The present invention provides a method for supporting
mobility management, location management, and registra-
tion management in a mobile communication system using
NAS protocols between UE and MME. Although the descrip-
tionis directed to the 3GPP EPS system, the present invention
can be applied to other mobile communication systems using
NAS.

Although the embodiment of FIG. 1 is directed to the case
where two 3GPP EPS networks exist, the present invention
can be applied for handover of the UE from a 3GPP EPS to
another 3GPP EPS, 3GPP UMTS network, 3GPP GPRS net-
work, WiMAX network, or 3GPP2 radio access network
using NAS. The method for supporting mobility manage-
ment, location management, and registration management
using NAS protocols according to the present invention can
be applied to other types of mobile communication systems
having similar technical background and channel formats
without departing from the spirit and scope of the present
invention.

FIG. 1 is a diagram illustrating a handover situation in a
mobile communication system environment according to an
embodiment of the present invention. In this embodiment, a
description is made of a 3GPP EPS.

Referring to FIG. 1, an evolved Node Base Station (here-
inafter, interchangeably referred to as E Node B or eNB) 112
establishes radio connection with the User Equipment (here-
inafter, referred to as UE) 110 located within the cell as the
service coverage of the eNB. The UE 110 is the terminal
accessing a packet data network such as Internet via a serving
gateway (hereinafter, interchangeably referred to as Serving
GW or SGW) 116. In the following description, a Packet Data
Network Gateway (hereinafter, referred to as PDN GW) 118,
as an important network entity of the packet data network of
the present invention, acts as the role of Home Agent (here-
inafter, referred to as HA).

There exists interface and data paths for managing mobility
of UEs between the eNB 112(132) and Serving GW 116(136)
and between MME 114(134) and Serving GW 116(136). In
an embodiment of the present invention, the UE 110 and
MME 114(134) have a NAS protocol stack for supporting
mobility management, location management, registration
management, and session management.

In an embodiment of the present invention, the UE 110 can
make a handover from NW1 141 to NW2 143 or from NW2
to NW1. In an embodiment of the present invention, there can
be interfaces between the MMEs 114 and 134 and between
the eNBs 112 and 132 for the mobility management, location
management, and registration of the UE 110.

In an embodiment of the present invention, the description
is directed to the NAS protocol operating between the MME
114 and the UE 110, the MME being introduced for mobility,
location, and session managements of the UE. That is, the
NAS protocol operating between the UE 110 and the MME
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114 for the mobility, location, and session management is
evolved to reinforce the security along with the modification
in the mobility and session management functions.

FIG. 2 is a signaling diagram illustrating a procedure for
handover with the NAS protocol between MME and UE in a
mobile communication system structured as shown in FIG. 1
according to an embodiment of the present invention.

Referring to FIGS. 1 and 2, in the handover situation, the
new MME 134 can operate in three ways as follows. An
embodiment is the case 2 including steps 151 to 153 of FIG.
2 in which the new MME 134 uses the security-related infor-
mation received from the old MME 114. Another embodi-
ment is the case 1 corresponding to steps 151,153,171 t0 179,
181, 191 and 193 which includes a procedure for interpreting
messages using new security-related information along with
the authentication procedure (171 and 173) and security
mode command procedure (175 to 181). Another embodi-
ment is the case 3 in which steps 151,153,161, 163, and 171
to 181 are performed, and particularly, when the result of the
interpretation of the TAU request with the old security key at
step 163 after performing steps 151, 153, 161, and 163 has
failed the security authentication, steps 171 to 181 are per-
formed.

Referring to FIG. 2, in case 2, the serving MME (old
MME) 114 sends a Forward Relocation Request message to
the target MME (new MME) 134 at step 151. Here, the
Forward Relocation Request message contains UE security
context. Upon receipt of the Forward Relocation Request
message, the target MME 134 sends a Forward Relocation
Response message to the serving MME 114. Afterward, the
UE 110 sends a TAU Request Message to the target MME 134
atstep 161, the TAU request message being security protected
by old key. Upon receipt of the TAU Request message, the
target MME interprets the TAU Request message using the
old key.

As aforementioned, in case 2 of FIG. 2, the serving MME
(i.e., old MME before handover) sends the Forward Reloca-
tion Request message containing the UE security context o
the target MME (i.e., new MME) 134. The UE security con-
text can be included. Upon receipt of the Forward Relocation
Request message, the new MME 134 sends the Forward
Relocation Response message to the old MME 114. After-
ward, the UE 110 sends the TAU Request message which is
security protected by the old key to the new MME 134 which
interprets the TAU request message using the old key.

Referring to FIG. 2, in case 1, the serving MME 114 and
target MME 134 performs steps 151 and 153 to exchange the
Forward Relocation Request message and Forward Reloca-
tion Response message. Next, the target MME 134 sends a
User Authentication Request message to the UE 110 at step
171. The User Authentication Request message contains the
authentication vector (AUTN) and the security identifier
(KSIASME). In response to the User Authentication Request
message, the UE 110 a User Authentication Response mes-
sage to the target MME 134 at step 173. Upon receipt of the
User Authentication Response message, the target MME 134
generates a cipher key (KNASenc) and integrity key (KNAS-
int).

Afterward, the target MME 134 sends a NAS Security
Mode Command containing key set index (KSI), UE security
capabilities, ciphering algorithm, integrity algorithm, etc to
the UE 110 at step 177. Upon receipt of the NAS Security
Mode Command, the UE 110 generates a cipher key (KNAS-
int) and an integrity key (KNASint) based on the KASME
indexed by KSI at step 179. As a result of step 179, the target
MME 134 and the UE 110 share the same key value. Next, the
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UE 110 sends a NAS Security Mode Complete message to the
target MME 134 at step 181 and ends the NAS security mode
command process.

Afterward, the UE sends a TAU Request message which is
security protected by the new key, i.e. new cipher key
(KNASenc or integrity key (KNASint), and the target MME
134 interprets the TAU Request message using the new key.

As aforementioned, in case 1 of FIG. 2, the old MME 114
and the new MME 134 exchange the Forward Relocation
Request message and the Forward Relocation Response mes-
sage. Afterward, the new MME 134 sends the UE 110 the
User Authentication Request message containing the AUTN
and KSI, q,z). In response to the User Authentication
Request message, the UE sends the User Authentication
Response message. Upon receipt of the User Authentication
Response message, the new MME 134 generates the cipher
key (Ky.4sene) and integrity key (K,,s:,,,) and sends the NAS
Security Mode Command message to the UE 110. At this
time, the NAS Security Mode Command message contains
key set index (KSI), UE security capabilities, ciphering algo-
rithm, integrity algorithm, etc. Upon receipt of the NAS Secu-
rity Mode Command message, the UE 110 generates the
cipher key (K, ,s.,,.) and integrity key (K., ;,,) based on the
KASME indexed by KSI such that the MME 134 and UE 110
share the same key values. Next, the UE 110 sends a NAS
Security Mode Complete message to the target MME 134 so
as to end the NAS security mode command process, and then
sends the TAU Request message protected by new security
key, i.e. the new cipher key (K, s.,.) or integrity key
(KNASint)'

Referring to FIG. 2, the case 3 can be the case where the
case 1 where the TAU Request message has failed security
authentication. That is, after performing steps 151, 153, and
161, if the target MME 134 fails the security authentication at
the TAU Request message interpretation using the old secu-
rity key at step 163, the target MME 134 and the UE 110
performs the process corresponding to the case 2 at steps 171
to 181 to generate a new security key and carries out the NAS
Security Mode by sharing the new security key. Afterward,
the UE 110 sends the TAU Request message which is security
protected by the new key, i.e. new cipher key (KNASenc or
integrity key (KNASint), and the target MME 134 interprets
the TAU Request message using the new key, and the target
MME 134 interprets the TAU Request message using the new
key.

As described above, in case 3 of FIG. 2, if the security
authentication has failed through the result of the TAU
Request message interpretation using the old security key, the
new MME 134 and the UE 110 generate and share a new
security key and processes the TAU Request message using
the new security key.

FIG. 3 is a diagram illustrating a location management
situation in a mobile communication system environment
according to an embodiment of the present invention. In this
embodiment, the description is made under the assumption
that the mobile communication system is the 3GPP EPS.

Referring to FIG. 3, the functional entities and structural
configuration environment of the mobile communication is
similar to that of FIG. 1. For example, the mobile communi-
cation system environment illustrated in FIG. 3 includes a UE
210, an eNB 212, an MME 214, a Serving GW 216, a PDN
GW 218, an eNB 232, an MME 234 and a Serving GW 236
similar to the mobile communication system environment
illustrated in FIG. 1. In FIG. 3, the description is directed to
the location management functionality. That is, unlike FIG. 1
in which the UE 110 is in active mode, the UE 210 in FIG. 3
is in idle mode for saving power consumption or moves from
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an tracking area 1 (TA 1) 241 to a tracking area 2 (TA2) 243
after handover in active mode in the environment of FIG. 3. In
this case, it is necessary to manage the location ofthe UE. The
tracking area (TA) is a concept used for managing location
roughly although it locates the UE accurately as in unit of cell.

FIG. 4 is a signaling diagram illustrating operations of
MME for location management in the mobile communication
system structured as shown in FIG. 3 according to an embodi-
ment of the present invention. In the location management
situation, the new MME 234 can operate in three ways as
follows.

In the location management situation of case 2, the new
MME 234 uses the security-related information received
from the old MME through steps 251 to 259. The location
management situation of case 1 includes steps 251 to 257,261
10269,271,and 181. Thatis, case 1 includes the procedure for
interpreting the message using the new security-related infor-
mation in addition of the authentication procedure (261 and
263) and the security mode command procedure (265 to 271).
In case 1, when the attempt for interpreting the message with
the old security context received from the old MME 214 fails,
the new MME 234 and UE 210 performs the authentication
and security procedure through steps 261 to 271 to generate
and share a new security information and, as a consequence,
performs the procedure in which a message is sent with the
new security information and the reply message is interpreted
with the new security information. Case 3 is the case where
the message verification fails through steps 251 to 257 and,
when the authentication procedure or the security procedure
fails through steps 261 to 271 in need of the new security
authentication procedure, the MME 234 sends the location
registration reject message to the UE 210 at step 291 unlike
case 1.

The procedures of case 1, case 2, and case 3 are described
in association with the operations of the UE and MME for the
location management of the UE are described in more detail
hereinafter. In case 2, the UE 210 sends a TAU Request
message which is security protected by the old key to the new
MME 234 at step 251. Upon receipt of the TAU Request
message, the new MME 234 sends a Context Request mes-
sage to the old MME 214 to request for the information on the
UE. The old MME 214 sends a Context Response to the new
MME 234 in response to the Contact Request message at step
257. The Context Response message includes the UE security
information such as basic security key identifier (KSIASME)
and basic security key (KASME). Here, the KASME (Key
access security management entity) is used for generating the
security key (KNASenc) used for ciphering protection of the
NAS message, NAS integrity key (KNASint) used for the
integrity protection, and the evolved Node B key (KeNB)
used for protecting the Access Stratum (AS) message.

Next, the new MME 234 interprets the TAU Request mes-
sage received from the UE 210 at step 251 using the old key
(257). That is, if the TAU Request message as the location
registration message sent from the UE 210 to the new MME
234 is security protected with the old key, the new MME 234
interprets the TAU Request message using the old key at step
257. Here, the old key includes the NAS cipher key
(KNASenc) and NAS integrity key (KNASint) used for pro-
tecting the NAS in the communication between the UE 210
and old MME 214. Next, the new MME 234 sends TAU
Accept message, which is security protected using the old
key, to the UE 210 (259).

Incase 2 for the location management of the UE, ifthe TAU
Request message which is security protected by the old key is
received from the UE 210, the new MME 234 sends the
Context Request message to the old MME 214 to request for
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the information on the UE 210. Upon receipt of the Context
Request message, the old MME 214 sends the Context
Response message containing the security information of the
UE such as KSIasme and Kasme to the new MME 234. The
new MME 234 interprets the TAU Request message received
from the UE 110 using the old key carried in the Context
Response message sent by the old MME 214 and sends the
TAU Accept message which is security protected using the
old key to the UE 210. That is, if the TAU Request message
which is security protected with the old key is received, the
new MME 234 requests the old MME 214 for the old key
information of the UE 210, interprets the TAU Request mes-
sage using the old key to register the location, and sends the
TAU Accept message which is security protected using the
old key to the UE 210.

In case 1 for location management of UE, steps 251 to 257
are performed in the same manner as case 2. If it fails to
interpret the TAU Request message using the old key at step
257, the new MME 234 sends a User Authentication Request
message to the UE 210 (261). The User Authentication
Request message includes an authentication vector, i.e.
AUTN (authentication token) and a security key identifier
(KSIASME). In response to the User Authentication Request
message, the UE 210 sends a User Authentication Response
message to the new MME 234.

Upon receipt of the User Authentication Response mes-
sage, the new MME 234 generates new security information,
i.e. cipher key (KNASenc) and integrity key (KNASint).
Next, the new MME 234 sends a NAS Security Mode Com-
mand message to the UE 210 (267). The NAS Security Mode
Command message contains the cipher key identifier (key set
index), UE security capability, ciphering algorithm, and
integrity algorithm. Upon receipt of the NAS Security Mode
Command message, the UE 210 generates KNASenc and
KNASint based on the KASME indexed by KSI (269). As a
consequence of step 269, the new MME 234 and the UE 210
share the same cipher key value. Next, the UE 210 sends a
Security Mode Complete message to the new MME so as to
finish the NAS security mode command procedure (271).
Upon receipt of the NAS Security Mode Complete message,
the new MME 234 sends a TAU Accept message, which is a
location registration response message protected using the
new cipher key (KNASenc) or integrity key (KNASint), to the
UE 210 (281).

If it fails for the new MME 234 to interpret the TAU
Request message protected by the old key or to acquire the old
key, the new MME 234 generates new security keys
(KNASenc and KNASint) and sends the NAS Security Mode
Command message to the UE 210 such that the UE 210
generates new security keys (KNASenc and KNASint). As a
consequence of the NAS Security mode procedure, the new
MME 234 and the UE 210 share the same security keys.

In case 3 for the location management of the UE 210, steps
251 to 257 and 261 to 271 are performed in such a manner
that, when it fails to interpret the TAU Request message using
the old key at step 257, steps 261 to 271 are performed. Unlike
case 2, in case 3 if the authentication procedure of steps 261
and 263 fails or, although the authentication procedure suc-
ceeds, the Security Mode Command (SMC) procedure is
erroneous at any of steps 267 to 271, the UE 210 and the new
MME 234 have different security keys. In this case, the new
MME 234 sends a TAU Reject message to the UE (291).

In case 3 for the location management procedure, if the
user authentication or the NAS Security mode procedure fails
between the new MME and the UE fails in the situation where
the TAU Request message is not interpreted with the old key,
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10
the new MME and the UE have different security keys and
thus the new MME sends the TAU Reject message to the UE.

FIG. 5 is a diagram illustrating a UE registration situation
in a mobile communication system environment including
the UE 310, an eNB 312, an MME 314, a Serving GW 316, a
PDN GW 318, and a HSS 321 according to an embodiment of
the present invention.

Referring to FIG. 5, when the UE 310 first attempts to
connect to the network, an attach procedure can be per-
formed. Meanwhile, when the UE 310 is not need to be
connected to the EPS network, a detach procedure can be
performed; and also when the UE 310 has no communication
with the MME 314 for a long time or the network operations
determines disconnection, the UE 110 can perform the detach
procedure.

FIG. 6 is a signaling diagram illustrating UE attach and
detach procedure in the mobile communication system struc-
tured as in FIG. 5.

Referring to FIGS. 5 and 6, the new MME 334 can operate
in three manners (case 1 to case 3) in UE attach procedure as
follows.

Incase 2, steps 351, 361 to 365, and 371 can be performed,
and the new MME 334 use the security information received
from the old MME 314. In case 1, steps 351, 361 to 365, 381
to 391, and 395 can be performed and a procedure for inter-
preting a message using new security information in addition
to the authentication procedure of steps 381 and 383 and a
security mode command procedure of steps 385 to 391. Case
1 is the case where it fails to interpret the message using old
security context received from the old MME 314 and includes
the procedure in which messages are exchanged using the
new security information acquired through the authentication
and security procedure of steps 381 to 391 and the messages
are interpreted using the new security information. Case 3 is
the case where the security authentication of the message fails
after performing steps 351 and 361 to 365, and unlike case 1,
when the authentication procedure or security procedure fails
through steps 381 to 391 in need of the new security authen-
tication procedure, the MME sends the attach reject message
to the UE 310 in response to a UE registration (attach or
detach) request.

The procedures of the three cases are described in detail
hereinafter.

In the procedure of case 2, the UE 310 sends an Attach
Request message, which is security protected by the old key,
to the new MME 334 (351). Upon receipt of the Attach
Request message, the new MME 334 sends an Identification
Request message to the old MME 314 to request for the
information on the UE 310 (361). In response to the Identifi-
cation Request message, the old MME 314 sends an Identi-
fication Response message to the new MME 334 (363). The
Identification Response message contains the basic security
identifier (KSIASME) and the basic security key (KASME)
as the security information of the UE. The KASME (Key
access security management entity) is used for generating the
security key (KNASenc) used for ciphering protection of the
NAS message, NAS integrity key (KNASint) used for the
integrity protection, and the evolved Node B key (KeNB)
used for protecting the Access Stratum (AS) message. Upon
receipt of the Identification Response message, the new
MME 334 interprets the Attach Request Message sent by the
UE 310 at step 351 using the old key (365). The old key
includes the NAS security key (KNASenc) and NAS integrity
key (KNASint) for protecting NAS messages used in com-
munication between the UE 310 and the old MME 314. After
interpreting the Attach Request message using the old key, the
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new MME 334 sends an Attach Accept message which is
security protected using the old key to the UE 310 (371).

In the procedure of case 1, steps 351 and 361 to 365 are
performed in the same manner as case 2. However, when it
fails to interpret the Attach Request message, which is secu-
rity protected using the old key, at step 365, the new MME
334 sends a User Authentication Request message to the UE
310 (381). The User Authentication Request message con-
tains the authentication vector, i.e., AUTN (authentication
token), and the authentication key identifier (KSIASME). In
response to the User Authentication Request message, the UE
310 sends a User Authentication Response message to the
new MME 334 (383).

Once the user authentication is successful with the User
Authentication message exchange, the MME 334 generates a
cipher key (K, .....) and an integrity key (K, ;,,) (385).
Next, the new MME 334 sends a NAS Security Mode Com-
mand message to the UE 310 (387). The NAS Security Mode
Command message contains the security key identifier (key
set index, KSI), the UE security capability as the information
about the security algorithm supported by the UE, the cipher-
ing algorithm to be used, and the integrity algorithm to be
used. Upon receipt of the NAS Security Mode Command
message, the UE 310 generates the cipher key (K, c.,..) and
integrity key (Ku.s,.,) based on the K, indexed by the
KSI (389) and, as a consequence, shares the same key value
with the new MME 334 (389). Next, the UE 310 sends a
Security Mode Complete message to the new MME 334 to
complete the NAS security mode command procedure. After-
ward, the new MME 334 sends an Attach Accept message, as
the attach registration response, protected by the security key,
i.e. Ky ysone OF Knzysinp to the UE 310 (395).

In the procedure of case 3, steps 351, 361 to 365, 381, and
391 are performed in such a manner that when the new MME
334 fails to authenticate the user as the consequence of the
interpretation of the Attach Request message using the old
key, steps 371 to 191 are performed. Unlike case 2, in case 3,
when the authentication procedure fails at any of steps 381
and 383 or Security Mode Command (SMC) procedure fails
at any of steps 367 to 391 even with the successful authenti-
cation procedure, the UE 310 and the new MME 334 have
different security keys. In this case, the new MME 334 sends
the Attach Reject message to the UE 310 (399).

The description has been directed to the cases where, if a
state transition message (here, handover, TAU, and attach
(detach) request message) is received, the new MME receives
the old key from the old MME and interprets the correspond-
ing request message using the old key. However, the MME
can generate a new key and interprets the message with the
new key without the process for interpreting a mess with the
old key. that is, when a state transition message (here, han-
dover, TAU, attach (detach) request message) is received, the
MME can generates a new key to process the request message
without the old key-based request message interpretation pro-
cess (steps 151, 153, and 163 of FIG. 2, 253, 255, 257, and
259 of FIG. 4, and 361, 363, 365, and 371 of FIG. 6).

FIGS. 7109 are aflowchart illustrating a mobility, location,
and registration management procedure of an MME in the
mobile communication system according to an embodiment
of the preset invention. FIG. 10 is a flowchart illustrating a
mobility, location, and registration management procedure of
a UE in a mobile communication system according to an
embodiment of the present invention. Although the descrip-
tions made with reference to FIGS. 7 to 10 are directed to the
case when the MME interprets a message sent by the UE, the
present invention can be applied to the case where the UE
interprets the message sent by the MME unless the operation
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features do not differ from each other. Detailed descriptions
on the messages, excluding the context to be exchanged for
the operations of the MME and UE as shown in FIGS. 710 10,
are omitted herein.

Referring to FIGS. 7 to 9, the NAS protocols are used for
supporting the aforementioned management procedures
between the UE and MME. The NAS protocols include a
security protected NAS protocol and a non-security protected
NAS protocol, and there are EPS Mobility Management
(EMM) NAS messages and EPS Session Management
(ESM) NAS messages for supporting the EPS NAS protocols.
If a request message (handover request, TAU Request, or
attach (detach) request) is received, the MME analyzes the
types of the request (401) and operates depending on which
message (i.e. handover, location management, registration
request message) is received.

If it is determined that a handover request message is
received at step 401, the procedure goes to step 411 such that
the MME performs handover-related process. In an embodi-
ment of the present invention, it is assumed that the UE 110
moves from the network NW 1 141 under control of the MME
114 to the network NW 2 143 under control of the MME 134
in the environment of FIG. 1. Although there can be the case
where the Serving GW is switched for another GW for a
handover, it is also possible to switch the MME for another
MME without changing the Serving GW.

In case of handover, the serving MME (or old MME) 114
sends the information on the UE to the target MME by means
of a FORWARD RELOCATION REQUEST/RESPONSE
message. The information includes the security-related
parameters, i.e. KSI (key set identifier), authentication
parameter or authentication vector, and security Key includ-
ing NAS KSI (key set identifier), NAS cipher key (KNASenc)
or integrity key (KNASint). The target MME determines
whether to perform the new user authentication and/or secu-
rity mode command procedure with the UE (413). If it is
determined to perform the new authentication procedure and/
or security mode command (SMC) procedure with the UE,
the MME acquires the security key including new security-
related parameters, i.e. KSI (key set identifier, authentication
parameter or authentication vector, NAS KSI (key set identi-
fier), and NAS cipher key (KNASenc) or integrity key
(KNASint) through the authentication procedure or security
mode command procedure.

If Accordingly, if it is determined to perform the authenti-
cation, SMC, or NAS SMC procedure (413), the target MME
receives a TRACKING AREA UPDATE REQUEST (here-
inafter, referred as TAU REQUEST) NAS message which is
security protected using the security key including the NAS
KSI (key setidentifier), NAS cipher key (K., s....) O integrity
key (Ky4s:,,) from the UE (415). Once the TAU Request NAS
message is received, the MME interprets the TAU REQUES
message using the security key including the new security-
related parameters, i.e. KSI (key set identifier), authentication
parameter or authentication vector, NAS KSI (key set identi-
fier), and NAS cipher key (K45, or integrity key (K <.,
(417).

If it is determined not to perform the authentication, SMC,
and NAS SMC (413), the MME receives the TAU REQUEST
message which is security protected using the old key includ-
ing the security parameters used between the MME and UE,
i.e. the old parameters such as old KSI (key set identifier), old
authentication parameter or authentication vector, old NAS
KSI (key set identifier), and old NAS cipher key (KNASenc)
or old integrity key (KNASint) from the UE (419). Next, the
MME interprets the TAU REQUEST message using the old
security key including the security parameters used between
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the MME and UE, i.e. the old parameters such as 0ld KSI (key
set identifier), old authentication parameter or authentication
vector, old NAS KSI (key set identifier), and old NAS cipher
key (KNASenc) or old integrity key (KNASint) (421).

If it is determined that a TRACKING AREA UPDATE
(hereinafter, referred to as TAU) message is received at step
401, the procedure goes to step 431 such that the target MME
performs TAU REQUEST process. The TAU REQUEST
message is security protected using the old security key
including the old security parameters used between the old
serving MME and the UE 110 such as KSI (key set identifier),
old authentication parameter or authentication vector, old
NAS KSI (key set identifier), and old NAS cipher key
(KNASenc) or old integrity key (KNASint). In this case, the
new MME receives the security-related parameters from the
old MME by means of the CONTEXT RESPONSE message.
Inorderto receive the security parameters form the old MME,
the new MME has to know the old MME and the UE. That is,
when the TAU REQUEST message is received at step 431, the
new MME must know the Last visited registered Tracking
area identity (TAI) and the UE identifier, i.e. the old globally
unique temporary identifier (GUTI) in order to recognize the
old MME and UE, and, although being security protected, it
must not be ciphered such that the new MME can requests the
old MME for the security parameter information. Once the
security parameters (NAS KSI, key, authentication param-
eter, and KSI) are received from the old MME at step 433, the
new MME interprets the TAU REQUEST message with old
security parameters (the NAS key, authentication parameters,
and KSI of the old MME) (435).

Next, the new MME decides whether to perform authenti-
cation procedure (437). If the integrity check fails, then the
new MME performs authentication procedure. Particularly,
when the security authentication fails at step 435, the new
MME has to perform the authentication procedure at step
439. Ifit is decided to perform the authentication, NAS SMC,
or SMC procedure at step 439, the new MME sends a TAU
ACCEPT message, which is protected using the new security
parameters, to the UE (441). Otherwise, if it is decided not to
perform the authentication, NAS SMC, or SMC procedure at
step 439, the new MME sends the TAU ACCEPT message,
which is protected using the old security parameters, to the
UE (443).

If it is determined that the attach request message is
received at step 401, the procedure goes to step 461 such that
the new MME performs attach-related process. The ATTACH
REQUEST message received at step 460 is protected using
the old security key including the old security parameters
used between the old serving MME and the UE such as KSI
(key set identifier), old authentication parameter or authenti-
cation vector, old NAS KSI (key set identifier), and old NAS
cipher key (KNASenc) or old integrity key (KNASint). In this
case, the new MME determines whether it has the security
parameters for the UE 110 (463) and, if so, interprets the
ATTACH REQUEST message with the security parameters
(469). If the procedure progresses from step 463 to step 469,
this means that the UE has been registered to the new MME
but detached due to any reason and the UE and the MME
share the same security-related parameters. If the new MME
has no security parameter for the UE, the new MME deter-
mines whether it is possible to acquire new security-related
parameters from the old MME (465). If it is impossible to
acquire the security-related parameter from the old MME, the
new MME fails message interpretation and thus sends an
error message to the UE (479). This is for the UE sending
non-security protected message or resending the security pro-
tected message.
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Once the security-related parameters are received from the
old MME (467), the new MME interprets the ATTACH
REQUEST message using the security parameter informa-
tion sent by the old MME at step 469). In order to acquire the
security parameters from the old MME at step 469, the new
MME has to know the old MME and the corresponding UE
when the ATTACH REQUEST message is received at step
461. Such information can acquire with the knowledge about
the Last visited registered TAI and the UE identifier of GUTI,
i.e. OLD GUTI, and, although being security protected, it
must not be ciphered such that the new MME can request the
old MME for the security parameter information.

Next, the new MME decides to perform authentication
(471) and thus the authentication procedure begins (473),
whereby, particularly when the security authentication has
failed at step 469, the new MME performs the security pro-
cedure at step 473. In case that the authentication, NAS SMC,
or SMC procedure is performed at step 473, the new MME
uses the new security parameters to send and receive the NAS
messages (475). In case that the authentication, NAS SMC, or
SMC procedure is not performed at step 473, the new MME
uses old security parameters to send and receive the NAS
messages (477).

FIG. 10 is a flowchart illustrating a procedure for support-
ing a mobility, location, and registration management of a UE
in a mobile communication system according to an embodi-
ment of the present invention. The description is directed to
the processes for generating, sending/receiving, and authen-
ticating the NAS messages.

Referring to FIG. 10, the UE determines whether it has
security keys including available KSI (key set identifier),
authentication parameter or authentication vector, NAS KSI
(key set identifier), NAS cipher key (KNASenc) or integrity
key (KNASint) (501). Here, the KSI is the identifier of the
keys used in the authentication procedure between the UE and
MME, and the authentication parameter or authentication
vector are necessary for the authentication procedure. And,
the NAS KST1 is the identifier for discriminating the keys to be
used for ciphering the NAS messages, and the key is the
security-related key such as NAS security-related key neces-
sary for communicating the UE and MME with the NAS
messages, i.e. the NAS cipher key (K, ,s..,..) Or integrity key
(Kpusing)s as well as the keys shared by the UE and MME.
Here, the KSI is identical with the NAS K SI. The KSI can be
the KSI ;- or KSISGSN value that is used in the handover
situation. That is, the KSIAME basic security identifier is
used for identifying the basic security key KASME and, since
the NAS cipher key (KNASenc) or integrity key (KNASint) is
generated from the basic security key KASME, the KSI is
equal to the NAS KSI. In case of the KSISGSN which is used
in the handover situation from a GERAN/UTRAN in which
KSI is not KSIASME to an E-UTRAN of 3GPP LTE , the
KSIAME basic security identifier is the value related to
K'ASME generated from the cipher key (CK) and integrity
key (IK), i.e. the value related to the key K'ASME generated
through a new authentication procedure or by mapping to the
EPS SECURITY CONTEXT. Accordingly, if the UE has no
available security-related values, particularly, NAS KSI or
NAS-related security key, i.e. NAS cipher key (KNASenc) or
integrity key (KNASint) at step 501, the UE sends a non-
security protected NAS message (513). If the UE has the
available NAS K ST or NAS-related security key, the UE deter-
mines whether to send security protected message (503). If
the UE does not want to send security protected message, the
procedure goes to step 513.
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If it is wanted to send security protected messages, the UE
generates a NAS message using the KSI (key set identifier),
authentication parameter or authentication vector, NAS KSI
(key set identifier), and security key and sends the NAS mes-
sage (505). Next, the UE receives new security-related
parameters for the MME (507). Here, the security-related
parameters include KSI (key set identifier), authentication
parameter or authentication vector, NAS KSI (key set identi-
fier), NAS cipher key (KNASenc) or integrity key (KNAS-
int). Such security-related parameters can be acquired from
the MME through the authentication procedure or the secu-
rity mode command procedure. After performing step 507,
the UE verifies the new security-related parameters, i.e. the
security key including KSI (key set identifier), authentication
parameter or authentication vector, NAS KSI (key set identi-
fier), NAS cipher key (KNASenc) or integrity key (KNASint)
(509). After the verification process, the UE uses the new
security-related parameters to generate and send the NAS
message (511).

Although exemplary embodiments of the present invention
have been described in detail hereinabove, it should be clearly
understood that many variations and/or modifications of the
basic inventive concepts herein taught which may appear to
those skilled in the present art will still fall within the spirit
and scope of the present invention, as defined in the appended
claims.

What is claimed is:

1. A method for processing state information of a user
equipment (UE) by a new mobility management entity
(MME) in a mobile communication system, the method com-
prising:

receiving a state transition request message from the UE;

receiving an old key information from an old MME;

generating new key information when interpretation of the
request message using the old key information failed;

sending the UE a non-access stratum (NAS) security mode
command message including the new key information;

receiving a new state transition request message from the
UE; and

interpreting the new state transition request message using

the new key information.

2. The method of claim 1, wherein the old key information
comprises a basic security key identifier (KSI ;) and a
basic security key (K c/2)-

3. The method of claim 1, further comprising:

receiving, before the new state transition request message,

aresponse to the NAS security mode command message
including new key information generated by the UE.
4. The method of claim 3, wherein:
the new key information generated by the new MME com-
prises a NAS cipher key (K, 4s....) and an integrity key
Kinvasime):

the NAS security mode command message comprises a
security identifier (KSI), a UE security capability, a
ciphering algorithm to be used, and an integrity algo-
rithm; and

the new key information generated by the UE comprises a

cipher key (Ky.ss....) and an integrity key (Ky;;,,,) gen-
erated based on a basic security key (K ;) indexed by
the security identifier (KSI) of the NAS security mode
command message.

5. The method of claim 1, further comprising, before gen-
erating the new key information, sending a user authentica-
tion request message to the UE when failing interpretation of
the request message with the old key information and receiv-
ing a response to the user authentication request message
from the UE.
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6. The method of claim 5, wherein the user authentication
request message comprises an authentication vector (AUTN)
and a security key identifier (KSI ¢, /x)-

7. The method of claim 1, wherein the state transition
request message is one of a handover request message, a
tracking area update (TAU) request message, and an attach
(detach) request message.

8. A method for processing state information of a user
equipment (UE) by a new mobility management entity
(MME) in a mobile communication system, the method com-
prising:

receiving a state transition request message which is secu-

rity protected with an old key from the UE;
generating new key information;
sending a non-access stratum (NAS) security mode com-
mand message having the new key information to the
UE; and

receiving a response to the NAS security mode command
message including new key information generated by
the UE.

9. The method of claim 8, wherein:

the new key information generated by the new MME com-

prises a non-access stratum (NAS) cipher key (K,,,....)
and an integrity key (K453

the NAS security mode command message comprises a

security identifier (KSI), a UE security capability, a
ciphering algorithm to be used, and an integrity algo-
rithm; and
new key information generated by the UE comprises a
cipher key (Ky.ss....) and an integrity key (K, <;,,,) gen-
erated based on a basic security key (K ¢, ) indexed by
a security identifier (KSI) of the NAS security mode
command message.
10. The method of claim 9, wherein the user authentication
request message comprises an authentication vector (AUTN)
and a security identifier (K, ca/z)-
11. A method for processing a handover in a mobile com-
munication system by a new mobility management entity
(MME), the method comprising:
receiving a forward relocation request message having old
key information of a user equipment (UE) from an old
MME;

receiving a tracking area update (TAU) request message
which is security protected with the old key information
from the UE;

generating new key information when the interpretation of

the TAU request message with the old key information
failed;
sending a non-access stratum (NAS) security mode com-
mand message including the new key information to the
UE;

receiving a response to the NAS security mode command
message including new key information generated by
the UE; and

receiving a TAU request message which is security pro-

tected with the new key generated by the UE and pro-
cessing the message with the new key information gen-
erated by the new MME.

12. The method of claim 11, further comprising, before
generating the new key information:

sending a user authentication request message when failing

interpretation of the TAU request message with the old
key information; and

receiving a response to the user authentication request

message from the UE.
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13. A method for processing location update of a user
equipment (UE) by a new mobility management entity
(MME) in a mobile communication system, the method com-
prising:

receiving a tracking area update (TAU), request message

which is security protected with an old key information
from the UE;
sending a request to an old MME for old key information of
the UE and receiving the old key information;

generating new key information when the interpretation of
the TAU request message with the old key information
failed;
sending a non-access stratum (NAS) security mode com-
mand message including the new key information to the
UE;

receiving a response to the NAS security mode command
message including new key information generated by
the UE; and

receiving a new TAU request message which is security

protected with the new key generated by the UE and
processing the new TAU request message with the new
key information generated by the new MME.

14. The method of claim 13, further comprising, before
generating the new key information:

sending a user authentication request message when failing

interpretation of the TAU request message with the old
key information; and

receiving a response to the user authentication request from

the UE.

15. A method for processing registration of a user equip-
ment (UE) in a mobile communication system by a new
mobility management entity (MME), the method comprising:

receiving a registration request message which is security

protected with old key information from the UE;
sending a request to an old MME for old key information of
the UE and receiving the old key information;
generating new key information when the interpretation of
the registration request message with the old key infor-
mation failed;
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sending a non-access stratum (NAS) security mode com-
mand message including the new key information to the
UE;

receiving a response to the NAS security mode command
message including new key information generated by
the UE; and

receiving a new registration request message which is

security protected with the new key generated by the UE
and processing the new registration request message
with the new key information generated by the new
MME.

16. The method of claim 15, further comprising, before
generating the new key information:

sending a user authentication request message when failing

interpretation of the registration request message with
the old key information; and

receiving a response to the user authentication request

message from the UE.

17. The method of claim 3, wherein the new state transition
request message is one of a handover request message, a
tracking area update (TAU) request message, and an attach
(detach) request message.

18. The method of claim 5, wherein the state transition
request message is one of a handover request message, a
tracking area update (TAU) request message, and an attach
(detach) request message.

19. The method of claim 8, wherein the state transition
request message is one of a handover request message, a
tracking area update (TAU) request message, and attach (de-
tach) request message.

20. The method of claim 8, wherein:

the information about the new key generated by the new

MME sent to the UE in the NAS security mode com-
mand message comprises a security identifier (KSI), a
UE security capability, a ciphering algorithm to be used,
and an integrity algorithm, and

the UE generates the new key based on the KSI such that

the new key generated by the new MME and the new key
generated by the UE have a same value.

#* #* #* #* #*



