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SYSTEM FOR MONITORING AND MANAGING DATACENTERS

RELATED APPLICATIONS

1] This application claims priority to U.S. Provisional Application No. 62/171,899, entitled
“SYSTEM FOR MONITORING AND MANAGING DATACENTERS”, filed 5 June 2015,

which is incorporated herein by reference in its entirety.

TECHNICAL FIELD

[2] The present technology pertains to network monitoring and more specifically pertains to

analyzing network traffic based on data retrieved throughout a datacenter.

BACKGROUND

[3] As data centers grow in size and complexity, the tools that manage them must be able to
effectively identify inefficiencies while implementing appropriate security policies.
Traditionally, network administrators have to manually implement security policies, manage
access control lists (ACLs), configure firewalls, identify misconfigured or infected machines,
etc. These tasks can become exponentially more complicated as a network grows in size and
require an intimate knowledge of a large number of data center components. Furthermore,
malicious attacks or misconfigured machines can shut down a data center within minutes while it
could take a network administrator hours or days to determine the root problem and provide a

solution
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BRIEF DESCRIPTION OF THE FIGURES

[4] In order to describe the manner in which the above-recited and other advantages and
features of the disclosure can be obtained, a more particular description of the principles briefly
described above will be rendered by reference to specific embodiments that are illustrated in the
appended drawings. Understanding that these drawings depict only example embodiments of the
disclosure and are not therefore to be considered to be limiting of its scope, the principles herein
are described and explained with additional specificity and detail through the use of the

accompanying drawings in which:

[5] FIG. 1 shows an example network traffic monitoring system according to some example

embodiments;

[6] FIG. 2 illustrates an example network environment according to some example

embodiments;
(71 FIG. 3 shows an example method according to some embodiments; and

[8] FIGS. 4A and 4B illustrate example system embodiments.
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DESCRIPTION OF EXAMPLE EMBODIMENTS

OVERVIEW

[9] An example method includes detecting, using sensors, packets throughout a datacenter.
The sensors can then send packet logs to various collectors which can then identify and
summarize data flows in the datacenter. The collectors can then send flow logs to an analytics

module which can identify the status of the datacenter and detect an attack.

DESCRIPTION

[10] Various embodiments of the disclosure are discussed in detail below. While specific
implementations are discussed, it should be understood that this is done for illustration purposes
only. A person skilled in the relevant art will recognize that other components and configurations

may be used without parting from the spirit and scope of the disclosure.
SYSTEM

[11] FIG. 1 shows an example network traffic monitoring system 100 according to some
example embodiments. Network traffic monitoring system 100 can include configuration and
image manager 102, sensors 104, external data sources 106, collectors 108, analytics module
110, policy engine 112, and presentation module 116. These modules may be implemented as
hardware and/or software components. Although FIG. 1 illustrates an example configuration of
the various components of network traffic monitoring system 100, those of skill in the art will
understand that the components of network traffic monitoring system 100 or any system
described herein can be configured in a number of different ways and can include any other type
and number of components. For example, sensors 104 and collectors 108 can belong to one
hardware and/or software module or multiple separate modules. Other modules can also be

combined into fewer components and/or further divided into more components.
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[12] Configuration and image manager 102 can provision and maintain sensors 104. In some
example embodiments, sensors 104 can reside within virtual machine images, and configuration

and image manager 102 can be the component that also provisions virtual machine images.

[13] Configuration and image manager 102 can configure and manage sensors 104. When a
new virtual machine is instantiated or when an existing one is migrated, configuration and image
manager 102 can provision and configure a new sensor on the machine. In some example
embodiments configuration and image manager 102 can monitor the health of sensors 104. For
instance, configuration and image manager 102 may request status updates or initiate tests. In
some example embodiments, configuration and image manager 102 can also manage and

provision virtual machines.

[14] In some example embodiments, configuration and image manager 102 can verify and
validate sensors 104. For example, sensors 104 can be provisioned a unique ID that is created
using a one-way hash function of its basic input/output system (BIOS) universally unique
identifier (UUID) and a secret key stored on configuration and image manager 102. This UUID
can be a large number that is difficult for an imposter sensor to guess. In some example
embodiments, configuration and image manager 102 can keep sensors 104 up to date by
installing new versions of their software and applying patches. Configuration and image manager

102 can obtain these updates automatically from a local source or the Internet.

[15] Sensors 104 can reside on nodes of a data center network (e.g., virtual partition,
hypervisor, physical server, switch, router, gateway, other network device, other electronic
device, etc.). In general, a virtual partition may be an instance of a virtual machine (VM) (e.g.,
VM 104a), sandbox, container (e.g., container 104c), or any other isolated environment that can
have software operating within it. The software may include an operating system and application
software. For software running within a virtual partition, the virtual partition may appear to be a
distinct physical server. In some example embodiments, a hypervisor (e.g., hypervisor 104b)
may be a native or “bare metal” hypervisor that runs directly on hardware, but that may
alternatively run under host software executing on hardware. Sensors 104 can monitor
communications to and from the nodes and report on environmental data related to the nodes
(e.g., node IDs, statuses, etc.). Sensors 104 can send their records over a high-speed connection

to collectors 108 for storage. Sensors 104 can comprise a piece of software (e.g., running on a
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VM, container, virtual switch, hypervisor, physical server, or other device), an application-
specific integrated circuit (ASIC) (e.g., a component of a switch, gateway, router, standalone
packet monitor, or other network device including a packet capture (PCAP) module or similar
technology), or an independent unit (e.g., a device connected to a network device’s monitoring
port or a device connected in series along a main trunk of a datacenter). It should be understood
that various software and hardware configurations can be used as sensors 104. Sensors 104 can
be lightweight, thereby minimally impeding normal traffic and compute resources in a
datacenter. Sensors 104 can “sniff” packets being sent over its host network interface card (NIC)
or individual processes can be configured to report traffic to sensors 104. This sensor structure
allows for robust capture of granular (ie., specific) network traffic data from each hop of data

transmission.

[16] As sensors 104 capture communications, they can continuously send network traffic data
to collectors 108. The network traffic data can relate to a packet, a collection of packets, a flow, a
group of flows, etc. The network traffic data can also include other details such as the VM BIOS
ID, sensor ID, associated process ID, associated process name, process user name, sensor private
key, geo-location of a sensor, environmental details, etc. The network traffic data can include
information describing the communication on all layers of the Open Systems Interconnection
(OSI) model. For example, the network traffic data can include signal strength (if applicable),
source/destination media access control (MAC) address, source/destination internet protocol (IP)

address, protocol, port number, encryption data, requesting process, a sample packet, etc.

[17] In some example embodiments, sensors 104 can preprocess network traffic data before
sending to collectors 108. For example, sensors 104 can remove extraneous or duplicative data or
they can create a summary of the data (e.g., latency, packets and bytes sent per flow, flagged
abnormal activity, etc.). In some example embodiments, sensors 104 can be configured to only
capture certain types of connection information and disregard the rest. Because it can be
overwhelming for a system to capture every packet in a network, in some example embodiments,
sensors 104 can be configured to capture only a representative sample of packets (e.g., every

1,000th packet or other suitable sample rate).

[18] Sensors 104 can send network traffic data to one or multiple collectors 108. In some

example embodiments, sensors 104 can be assigned to a primary collector and a secondary
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collector. In other example embodiments, sensors 104 are not assigned a collector, but can
determine an optimal collector through a discovery process. Sensors 104 can change where they
send their network traffic data if their environments change, such as if a certain collector
experiences failure or if a sensor is migrated to a new location and becomes closer to a different
collector. In some example embodiments, sensors 104 can send different types of network traffic
data to different collectors. For example, sensors 104 can send network traffic data related to one
type of process to one collector and network traffic data related to another type of process to

another collector.

[19] Collectors 108 can serve as a repository for the data recorded by sensors 104. In some
example embodiments, collectors 108 can be directly connected to a top of rack switch. In other
example embodiments, collectors 108 can be located near an end of row switch. Collectors 108
can be located on or off premises. It will be appreciated that the placement of collectors 108 can
be optimized according to various priorities such as network capacity, cost, and system
responsiveness. In some example embodiments, data storage of collectors 108 is located in an in-
memory database, such as dashDB by International Business Machines. This approach benefits
from rapid random access speeds that typically are required for analytics software. Alternatively,
collectors 108 can utilize solid state drives, disk drives, magnetic tape drives, or a combination of
the foregoing according to cost, responsiveness, and size requirements. Collectors 108 can utilize

various database structures such as a normalized relational database or NoSQL database.

[20] In some example embodiments, collectors 108 may only serve as network storage for
network traffic monitoring system 100. In other example embodiments, collectors 108 can
organize, summarize, and preprocess data. For example, collectors 108 can tabulate how often
packets of certain sizes or types are transmitted from different nodes of a data center. Collectors
108 can also characterize the traffic flows going to and from various nodes. In some example
embodiments, collectors 108 can match packets based on sequence numbers, thus identifying
traffic flows and connection links. In some example embodiments, collectors 108 can flag
anomalous data. Because it would be inefficient to retain all data indefinitely, in some example
embodiments, collectors 108 can periodically replace detailed network traffic flow data with
consolidated summaries. In this manner, collectors 108 can retain a complete dataset describing
one period (e.g., the past minute or other suitable period of time), with a smaller dataset of

another period (e.g., the previous 2-10 minutes or other suitable period of time), and

10
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progressively consolidate network traffic flow data of other periods of time (e.g., day, week,
month, year, etc.). By organizing, summarizing, and preprocessing the network traffic flow data,
collectors 108 can help network traffic monitoring system 100 scale efficiently. Although
collectors 108 are generally referred to herein in the plurality, it will be appreciated that

collectors 108 can be implemented using a single machine, especially for smaller datacenters.

[21] In some example embodiments, collectors 108 can receive data from external data
sources 106, such as security reports, white-lists (106a), IP watchlists (106b), whois data (106c),

or out-of-band data, such as power status, temperature readings, etc.

[22] In some example embodiments, network traffic monitoring system 100 can include a
wide bandwidth connection between collectors 108 and analytics module 110. Analytics module
110 can include application dependency (ADM) module 160, reputation module 162,
vulnerability module 164, malware detection module 166, etc., to accomplish various tasks with
respect to the flow data collected by sensors 104 and stored in collectors 108. In some example
embodiments, network traffic monitoring system 100 can automatically determine network
topology. Using network traffic flow data captured by sensors 104, network traffic monitoring
system 100 can determine the type of devices existing in the network (e.g., brand and model of
switches, gateways, machines, etc.), physical locations (e.g., latitude and longitude, building,
datacenter, room, row, rack, machine, etc.), interconnection type (e.g., 10Gb Ethernet, fiber-
optic, etc.), and network characteristics (e.g., bandwidth, latency, etc.). Automatically
determining the network topology can assist with integration of network traffic monitoring
system 100 within an already established datacenter. Furthermore, analytics module 110 can

detect changes of network topology without the need of further configuration.

[23] Analytics module 110 can determine dependencies of components within the network
using ADM module 160. For example, if component A routinely sends data to component B but
component B never sends data to component A, then analytics module 110 can determine that
component B is dependent on component A, but A is likely not dependent on component B. If,
however, component B also sends data to component A, then they are likely interdependent.
These components can be processes, virtual machines, hypervisors, virtual local area networks
(VLANS), etc. Once analytics module 110 has determined component dependencies, it can then

form a component (“application”) dependency map. This map can be instructive when analytics

11
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module 110 attempts to determine a root cause of a failure (because failure of one component
can cascade and cause failure of its dependent components). This map can also assist analytics
module 110 when attempting to predict what will happen if a component is taken offline.
Additionally, analytics module 110 can associate edges of an application dependency map with

expected latency, bandwidth, etc. for that individual edge.

[24] Analytics module 110 can establish patterns and norms for component behavior. For
example, it can determine that certain processes (when functioning normally) will only send a
certain amount of traffic to a certain VM using a small set of ports. Analytics module can
establish these norms by analyzing individual components or by analyzing data coming from
similar components (e.g., VMs with similar configurations). Similarly, analytics module 110 can
determine expectations for network operations. For example, it can determine the expected
latency between two components, the expected throughput of a component, response times of a
component, typical packet sizes, traffic flow signatures, etc. In some example embodiments,
analytics module 110 can combine its dependency map with pattern analysis to create reaction
expectations. For example, if traffic increases with one component, other components may

predictably increase traffic in response (or latency, compute time, etc.).

[25] In some example embodiments, analytics module 110 can use machine learning
techniques to identify security threats to a network using malware detection module 166. For
example, malware detection module 166 can be provided with examples of network states
corresponding to an attack and network states corresponding to normal operation. Malware
detection module 166 can then analyze network traffic flow data to recognize when the network
is under attack. In some example embodiments, the network can operate within a trusted
environment for a time so that analytics module 110 can establish baseline normalcy. In some
example embodiments, analytics module 110 can contain a database of norms and expectations
for various components. This database can incorporate data from sources external to the network
(e.g., external sources 106). Analytics module 110 can then create access policies for how
components can interact using policy engine 112. In some example embodiments, policies can be
established external to network traffic monitoring system 100 and policy engine 112 can detect
the policies and incorporate them into analytics module 110. A network administrator can
manually tweak the policies. Policies can dynamically change and be conditional on events.

These policies can be enforced by the components depending on a network control scheme

12
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implemented by a network. Policy engine 112 can maintain these policies and receive user input

to change the policies.

[26] Policy engine 112 can configure analytics module 110 to establish or maintain network
policies. For example, policy engine 112 may specify that certain machines should not
intercommunicate or that certain ports are restricted. A network and security policy controller
(not shown) can set the parameters of policy engine 112. In some example embodiments, policy
engine 112 can be accessible via presentation module 116. In some example embodiments,
policy engine 112 can include policy data 112. In some example embodiments, policy data 112
can include endpoint group (EPG) data 114, which can include the mapping of EPGs to IP
addresses and/or MAC addresses. In some example embodiments, policy data 112 can include

policies for handling data packets.

[27] In some example embodiments, analytics module 110 can simulate changes in the
network. For example, analytics module 110 can simulate what may result if a machine is taken
offline, if a connection is severed, or if a new policy is implemented. This type of simulation can
provide a network administrator with greater information on what policies to implement. In some
example embodiments, the simulation may serve as a feedback loop for policies. For example,
there can be a policy that if certain policies would affect certain services (as predicted by the
simulation) those policies should not be implemented. Analytics module 110 can use simulations
to discover vulnerabilities in the datacenter. In some example embodiments, analytics module
110 can determine which services and components will be affected by a change in policy.
Analytics module 110 can then take necessary actions to prepare those services and components
for the change. For example, it can send a notification to administrators of those services and

components, it can initiate a migration of the components, it can shut the components down, etc.

[28] In some example embodiments, analytics module 110 can supplement its analysis by
initiating synthetic traffic flows and synthetic attacks on the datacenter. These artificial actions
can assist analytics module 110 in gathering data to enhance its model. In some example
embodiments, these synthetic flows and synthetic attacks are used to verify the integrity of
sensors 104, collectors 108, and analytics module 110.Over time, components may occasionally
exhibit anomalous behavior. Analytics module 110 can analyze the frequency and severity of the

anomalous behavior to determine a reputation score for the component using reputation module

13
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162. Analytics module 110 can use the reputation score of a component to selectively enforce
policies. For example, if a component has a high reputation score, the component may be
assigned a more permissive policy or more permissive policies, while if the component
frequently violates (or attempts to violate) its relevant policy or policies, its reputation score may
be lowered and the component may be subject to a stricter policy or stricter policies. Reputation
module 162 can correlate observed reputation score with characteristics of a component. For
example, a particular virtual machine with a particular configuration may be more prone to
misconfiguration and receive a lower reputation score. When a new component is placed in the
network, analytics module 110 can assign a starting reputation score similar to the scores of
similarly configured components. The expected reputation score for a given component
configuration can be sourced outside of the datacenter. A network administrator can be presented
with expected reputation scores for various components before installation, thus assisting the
network administrator in choosing components and configurations that will result in high

reputation scores.

[29] Some anomalous behavior can be indicative of a misconfigured component or a
malicious attack. Certain attacks may be easy to detect if they originate outside of the datacenter,
but can prove difficult to detect and isolate if they originate from within the datacenter. One such
attack could be a distributed denial of service (DDOS) where a component or group of
components attempt to overwhelm another component with spurious transmissions and requests.
Detecting an attack or other anomalous network traffic can be accomplished by comparing the
expected network conditions with actual network conditions. For example, if a traffic flow varies
from its historical signature (packet size, transport control protocol header options, etc.) it may

be an attack.

[30] In some cases, a traffic flow may be expected to be reported by a sensor, but the sensor
may fail to report it. This situation could be an indication that the sensor has failed or become
compromised. By comparing the network traffic flow data from multiple sensors 104 spread
throughout the datacenter, analytics module 110 can determine if a certain sensor is failing to

report a particular traffic flow.

[31] Presentation module 116 can include serving layer 118, authentication module 120, web

front end 122, public alert module 124, and third party tools 126. In some example embodiments,
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presentation module 116 can provide an external interface for network monitoring system 100.
Using presentation module 116, a network administrator, external software, etc. can receive data
pertaining to network monitoring system 100 via a webpage, application programming interface
(API]), audiovisual queues, etc. In some example embodiments, presentation module 116 can
preprocess and/or summarize data for external presentation. In some example embodiments,
presentation module 116 can generate a webpage. As analytics module 110 processes network
traffic flow data and generates analytic data, the analytic data may not be in a human-readable
form or it may be too large for an administrator to navigate. Presentation module 116 can take
the analytic data generated by analytics module 110 and further summarize, filter, and organize

the analytic data as well as create intuitive presentations of the analytic data.

[32] Serving layer 118 can be the interface between presentation module 116 and analytics
module 110. As analytics module 110 generates reports, predictions, and conclusions, serving
layer 118 can summarize, filter, and organize the information that comes from analytics module
110. In some example embodiments, serving layer 118 can also request raw data from a sensor or

collector.

[33] Web frontend 122 can connect with serving layer 118 to present the data from serving
layer 118 in a webpage. For example, web frontend 122 can present the data in bar charts, core
charts, tree maps, acyclic dependency maps, line graphs, tables, etc. Web frontend 122 can be
configured to allow a user to “drill down” on information sets to get a filtered data representation
specific to the item the user wishes to drill down to. For example, individual traffic flows,
components, etc. Web frontend 122 can also be configured to allow a user to filter by search.
This search filter can use natural language processing to analyze the user’s input. There can be
options to view data relative to the current second, minute, hour, day, etc. Web frontend 122 can
allow a network administrator to view traffic flows, application dependency maps, network

topology, etc.

[34] In some example embodiments, web frontend 122 may be solely configured to present
information. In other example embodiments, web frontend 122 can receive inputs from a
network administrator to configure network traffic monitoring system 100 or components of the
datacenter. These instructions can be passed through serving layer 118 to be sent to configuration

and image manager 102 or policy engine 112. Authentication module 120 can verify the identity
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and privileges of users. In some example embodiments, authentication module 120 can grant

network administrators different rights from other users according to established policies.

[35] Public alert module 124 can identify network conditions that satisfy specified criteria and
push alerts to third party tools 126. Public alert module 124 can use analytic data generated or
accessible through analytics module 110. One example of third party tools 126 is a security
information and event management system (SIEM). Third party tools 126 may retrieve
information from serving layer 118 through an API and present the information according to the

SIEM’s user interfaces.

[36] FIG. 2 illustrates an example network environment 200 according to some example
embodiments. It should be understood that, for the network environment 100 and any
environment discussed herein, there can be additional or fewer nodes, devices, links, networks,
or components in similar or alternative configurations. Example embodiments with different
numbers and/or types of clients, networks, nodes, cloud components, servers, software
components, devices, virtual or physical resources, configurations, topologies, services,
appliances, deployments, or network devices are also contemplated herein. Further, network
environment 200 can include any number or type of resources, which can be accessed and
utilized by clients or tenants. The illustrations and examples provided herein are for clarity and

simplicity.

[37] Network environment 200 can include network fabric 212, layer 2 (L2) network 206,
layer 3 (L3) network 208, endpoints 210a, 210b, ... , and 210d (collectively, “204”). Network
fabric 212 can include spine switches 202a, 202b, ... , 202n (collectively, “202”) connected to
leaf switches 204a, 204b, 204c, ... , 204n (collectively, “204”). Spine switches 202 can connect
to leaf switches 204 in network fabric 212. Leaf switches 204 can include access ports (or non-
fabric ports) and fabric ports. Fabric ports can provide uplinks to spine switches 202, while
access ports can provide connectivity for devices, hosts, endpoints, VMs, or other electronic
devices (e.g., endpoints 204), internal networks (e.g., L2 network 206), or external networks

(e.g., L3 network 208).

[38] Leaf switches 204 can reside at the edge of network fabric 212, and can thus represent the
physical network edge. In some cases, leaf switches 204 can be top-of-rack switches configured

according to a top-of-rack architecture. In other cases, leaf switches 204 can be aggregation
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switches in any particular topology, such as end-of-row or middle-of-row topologies. Leaf

switches 204 can also represent aggregation switches, for example.

[39] Network connectivity in network fabric 212 can flow through leaf switches 204. Here,
leaf switches 204 can provide servers, resources, VMSs, or other electronic devices (e.g.,
endpoints 210), internal networks (e.g., L2 network 206), or external networks (e.g., L3 network
208), access to network fabric 212, and can connect leaf switches 204 to each other. In some
example embodiments, leaf switches 204 can connect endpoint groups (EPGs) to network fabric
212, internal networks (e.g., L2 network 206), and/or any external networks (e.g., L3 network
208). EPGs can be used in network environment 200 for mapping applications to the network. In
particular, EPGs can use a grouping of application endpoints in the network to apply
connectivity and policy to the group of applications. EPGs can act as a container for buckets or
collections of applications, or application components, and tiers for implementing forwarding
and policy logic. EPGs also allow separation of network policy, security, and forwarding from
addressing by instead using logical application boundaries. For example, each EPG can connect

to network fabric 212 via leaf switches 204.

[40] Endpoints 210 can connect to network fabric 212 via leaf switches 204. For example,
endpoints 210a and 210b can connect directly to leaf switch 204a, which can connect endpoints
210a and 210b to network fabric 212 and/or any other one of leaf switches 204. Endpoints 210c
and 210d can connect to leaf switch 204b via L2 network 206. Endpoints 210c and 210d and 1.2
network 206 are examples of LANs. LANs can connect nodes over dedicated private
communications links located in the same general physical location, such as a building or

campus.

[41] Wide area network (WAN) 212 can connect to leaf switches 204c or 204d via L3
network 208. WANs can connect geographically dispersed nodes over long-distance
communications links, such as common carrier telephone lines, optical lightpaths, synchronous
optical networks (SONET), or synchronous digital hierarchy (SDH) links. LANs and WANSs can
include layer 2 (L2) and/or layer 3 (L3) networks and endpoints.

[42] The Internet is an example of a WAN that connects disparate networks throughout the
world, providing global communication between nodes on various networks. The nodes typically

communicate over the network by exchanging discrete frames or packets of data according to

17



WO 2016/196683 PCT/US2016/035348

predefined protocols, such as the Transmission Control Protocol/Internet Protocol (TCP/IP). In
this context, a protocol can refer to a set of rules defining how the nodes interact with each other.
Computer networks may be further interconnected by an intermediate network node, such as a
router, to extend the effective size of each network. Endpoints 210 can include any
communication device or component, such as a computer, server, hypervisor, virtual machine,
container, process (e.g., running on a virtual machine), switch, router, gateway, host, device,
external network, etc. In some example embodiments, endpoints 210 can include a server,
hypervisor, process, or switch configured with virtual tunnel endpoint (VTEP) functionality
which connects an overlay network with network fabric 212. The overlay network may allow
virtual networks to be created and layered over a physical network infrastructure. Overlay
network protocols, such as Virtual Extensible LAN (VXLAN), Network Virtualization using
Generic Routing Encapsulation (NVGRE), Network Virtualization Overlays (NVO3), and
Stateless Transport Tunneling (STT), can provide a traffic encapsulation scheme which allows
network traffic to be carried across L2 and L3 networks over a logical tunnel. Such logical
tunnels can be originated and terminated through VTEPs. The overlay network can host physical
devices, such as servers, applications, endpoint groups, virtual segments, virtual workloads, etc.
In addition, endpoints 210 can host virtual workload(s), clusters, and applications or services,
which can connect with network fabric 212 or any other device or network, including an internal
or external network. For example, endpoints 210 can host, or connect to, a cluster of load

balancers or an EPG of various applications.

[43] Network environment 200 can also integrate a network traffic monitoring system, such as
the one shown in FIG. 1. For example, as shown in FIG. 2, the network traffic monitoring system
can include sensors 104a, 104b, ... , 104n (collectively, “104”), collectors 108a, 108b, ... 108n
(collectively, “108”), and analytics module 110. In some example embodiments, spine switches
202 do not have sensors 104. Analytics module 110 can receive and process network traffic data
collected by collectors 108 and detected by sensors 104 placed on nodes located throughout
network environment 200. In some example embodiments, analytics module 110 can be
implemented in an active-standby model to ensure high availability, with a first analytics module
functioning in a primary role and a second analytics module functioning in a secondary role. If
the first analytics module fails, the second analytics module can take over control. Although

analytics module 110 is shown to be a standalone network appliance in FIG. 2, it will be
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appreciated that analytics module 110 can also be implemented as a VM image that can be
distributed onto a VM, a cluster of VMs, a software as a service (SaaS), or other suitable
distribution model in various other example embodiments. In some example embodiments,
sensors 104 can run on endpoints 210, leaf switches 204, spine switches 202, in-between
network elements (e.g., sensor 104h), etc. In some example embodiments, leaf switches 204 can
each have an associated collector 108. For example, if leaf switch 204 is a top of rack switch

then each rack can contain an assigned collector 108.

[44] Although network fabric 212 is illustrated and described herein as an example leaf-spine
architecture, one of ordinary skill in the art will readily recognize that the subject technology can
be implemented based on any network topology, including any data center or cloud network
fabric. Indeed, other architectures, designs, infrastructures, and variations are contemplated
herein. For example, the principles disclosed herein are applicable to topologies including three-
tier (including core, aggregation, and access levels), fat tree, mesh, bus, hub and spoke, etc. It
should be understood that sensors and collectors can be placed throughout the network as

appropriate according to various architectures.

[45] FIG. 3 shows an example method 300 according to some embodiments. Example method
300 example interactions between analytics module 110, sensors 104 and a collector 108.
Example method 300 can begin with analytics module configuring the sensors to send packet
logs to the collector (step 301). This can include identifying a collector or plurality of collectors
and instructing the sensors to send packet logs to the identified collectors based on a predefined
rule or formula. Various sensors can be configured differently; for example, one sensor can be
configured to send packet logs to one collector and another sensor can be configured to send its
packet logs to a different collector. A sensor can then capture a packet (step 302). The sensor can
then describe the packet in a packet log (step 304). For example, the packet log can contain the
packet, metadata/header info of the packet (e.g., source address, destination address, size,
protocol, sequence number, etc.), a summary of the packet (outgoing, incoming, packet type),
etc. In some embodiments, a packet log can describe multiple packets, even unrelated packets. In
some embodiments, the sensor can capture frames or other network items following the
principles related to packets. The sensor can then send the packet log to the collector (step 306).
In some embodiments, the sensor sends the packet log to the appropriate collector as configured

by the analytics module in step 301. It should be understood that the various sensors in example
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method 300 can perform steps 302-306 independently and related to different packets, packet

logs, and collectors where appropriate.

[46] Although the principles of example method 300 can be applied to a system with only one

sensor, it can be preferred to have two or more sensors.

[47] The collector can then receive the packet logs (step 308) sent from multiple sensors,
including the packet log described above. The collector can then determine that the log describes
a flow (step 310). A flow can be a connection between two endpoints in a datacenter. Step 310
can be achieved by comparing the description of the packets in the packet logs; for example,
determining that the source address, destination address, size, sequence number, protocol,
timestamps, etc. are similar. The collector can then describe the flow in a flow log (step 312).
This flow log can identify a source and destination host (e.g., address, name, location, etc.), a
protocol, a time period, bandwidth utilized, etc. The collector can then send the flow log to the

analytics module (step 314).

[48] The analytics module can then receive the flow log from the collector (step 316) and
determine the status of the datacenter using the flow log (step 318). In some embodiments, step
318 utilizes other flow logs from the above referenced collector in addition to flow logs from
other collectors in the datacenter. In some embodiments, step 318 includes: creating summary
statistics related to the datacenter, identifying components or hosts that are at capacity,
identifying components or hosts that are under-utilized or incapacitated, comparing current
activity to historical or expected activity, etc. The analytics module can then detect an attack
within the datacenter (step 320). An attack can include a misconfigured component that disrupts
datacenter operations. In some embodiments, step 320 is informed by the status of the datacenter
and the flow log(s) received from collector(s). The analytics module can then modify a security
policy based on the status of the datacenter (step 322). For example, the analytics module can
modify an access control list, a firewall, subnet assignments, etc. The analytics module can then
present a report describing the status of the datacenter (step 324), e.g., to an admuinistrator. Step
324 can include creating charts, graphs, illustrations, tables, notifications, etc. and presenting
such aforementioned report via a web-interface, message (e.g., email, SMS, instant message,
etc.), other audio-visual means, application program interface, etc. to a user, administrator,

customer, client, program, etc.
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[49] In some embodiments, example method 300 can be performed by a network monitoring
system 100 within a datacenter, wherein the datacenter is protected from a wide area network by

a firewall.
[S0] Example Devices

[S1] FIG. 4A and FIG. 4B illustrate example system embodiments. The more appropriate
embodiment will be apparent to those of ordinary skill in the art when practicing the present
technology. Persons of ordinary skill in the art will also readily appreciate that other system

embodiments are possible.

[52] FIG. 4A illustrates a conventional system bus computing system architecture 400 wherein
the components of the system are in electrical communication with each other using a bus 405.
Example system 400 includes a processing unit (CPU or processor) 410 and a system bus 405
that couples various system components including the system memory 415, such as read only
memory (ROM) 470 and random access memory (RAM) 475, to the processor 410. The system
400 can include a cache of high-speed memory connected directly with, in close proximity to, or
integrated as part of the processor 410. The system 400 can copy data from the memory 415
and/or the storage device 430 to the cache 412 for quick access by the processor 410. In this way,
the cache can provide a performance boost that avoids processor 410 delays while waiting for
data. These and other modules can control or be configured to control the processor 410 to
perform various actions. Other system memory 415 may be available for use as well. The
memory 415 can include multiple different types of memory with different performance
characteristics. The processor 410 can include any general purpose processor and a hardware
module or software module, such as module 1 437, module 7 434, and module 3 436 stored in
storage device 430, configured to control the processor 910 as well as a special-purpose
processor where software instructions are incorporated into the actual processor design. The
processor 410 may essentially be a completely self-contained computing system, containing
multiple cores or processors, a bus, memory controller, cache, etc. A multi-core processor may

be symmetric or asymmetric.

[S3] To enable user interaction with the computing device 400, an input device 445 can
represent any number of input mechanisms, such as a microphone for speech, a touch-sensitive

screen for gesture or graphical input, keyboard, mouse, motion input, speech and so forth. An
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output device 435 can also be one or more of a number of output mechanisms known to those of
skill in the art. In some instances, multimodal systems can enable a user to provide multiple
types of input to communicate with the computing device 400. The communications interface
440 can generally govern and manage the user input and system output. There is no restriction on
operating on any particular hardware arrangement and therefore the basic features here may

easily be substituted for improved hardware or firmware arrangements as they are developed.

[54] Storage device 430 is a non-volatile memory and can be a hard disk or other types of
computer readable media which can store data that are accessible by a computer, such as
magnetic cassettes, flash memory cards, solid state memory devices, digital versatile disks,
cartridges, random access memories (RAMs) 475, read only memory (ROM) 470, and hybrids
thereof.

[S5] The storage device 430 can include software modules 437, 434, 436 for controlling the
processor 410. Other hardware or software modules are contemplated. The storage device 430
can be connected to the system bus 405. In one aspect, a hardware module that performs a
particular function can include the software component stored in a computer-readable medium in
connection with the necessary hardware components, such as the processor 410, bus 405, display

435, and so forth, to carry out the function.

[56] FIG. 4B illustrates an example computer system 450 having a chipset architecture that
can be used in executing the described method and generating and displaying a graphical user
interface (GUI). Computer system 450 is an example of computer hardware, software, and
firmware that can be used to implement the disclosed technology. System 450 can include a
processor 455, representative of any number of physically and/or logically distinct resources
capable of executing software, firmware, and hardware configured to perform identified
computations. Processor 455 can communicate with a chipset 460 that can control input to and
output from processor 455. In this example, chipset 460 outputs information to output 465, such
as a display, and can read and write information to storage device 470, which can include
magnetic media, and solid state media, for example. Chipset 460 can also read data from and
write data to RAM 475. A bridge 480 for interfacing with a variety of user interface components
485 can be provided for interfacing with chipset 460. Such user interface components 485 can

include a keyboard, a microphone, touch detection and processing circuitry, a pointing device,
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such as a mouse, and so on. In general, inputs to system 450 can come from any of a variety of

sources, machine generated and/or human generated.

[§7] Chipset 460 can also interface with one or more communication interfaces 490 that can
have different physical interfaces. Such communication interfaces can include interfaces for
wired and wireless local area networks, for broadband wireless networks, as well as personal
area networks. Some applications of the methods for generating, displaying, and using the GUI
disclosed herein can include receiving ordered datasets over the physical interface or be
generated by the machine itself by processor 455 analyzing data stored in storage 470 or 475.
Further, the machine can receive inputs from a user via user interface components 485 and
execute appropriate functions, such as browsing functions by interpreting these inputs using

processor 455.

[58] It can be appreciated that example systems 400 and 450 can have more than one
processor 410 or be part of a group or cluster of computing devices networked together to

provide greater processing capability.

[89] For clarity of explanation, in some instances the present technology may be presented as
including individual functional blocks including functional blocks comprising devices, device
components, steps or routines in a method embodied in software, or combinations of hardware

and software.

[60] In some embodiments the computer-readable storage devices, mediums, and memories
can include a cable or wireless signal containing a bit stream and the like. However, when
mentioned, non-transitory computer-readable storage media expressly exclude media such as

energy, carrier signals, electromagnetic waves, and signals per se.

[61] Methods according to the above-described examples can be implemented using
computer-executable instructions that are stored or otherwise available from computer readable
media. Such instructions can comprise, for example, instructions and data which cause or
otherwise configure a general purpose computer, special purpose computer, or special purpose
processing device to perform a certain function or group of functions. Portions of computer
resources used can be accessible over a network. The computer executable instructions may be,
for example, binaries, intermediate format instructions such as assembly language, firmware, or

source code. Examples of computer-readable media that may be used to store instructions,

23



WO 2016/196683 PCT/US2016/035348

information used, and/or information created during methods according to described examples
include magnetic or optical disks, flash memory, USB devices provided with non-volatile

memory, networked storage devices, and so on.

[62] Devices implementing methods according to these disclosures can comprise hardware,
firmware and/or software, and can take any of a variety of form factors. Typical examples of
such form factors include laptops, smart phones, small form factor personal computers, personal
digital assistants, rackmount devices, standalone devices, and so on. Functionality described
herein also can be embodied in peripherals or add-in cards. Such functionality can also be
implemented on a circuit board among different chips or different processes executing in a single

device, by way of further example.

[63] The instructions, media for conveying such instructions, computing resources for
executing them, and other structures for supporting such computing resources are means for

providing the functions described in these disclosures.

[64] Although a variety of examples and other information was used to explain aspects within
the scope of the appended claims, no limitation of the claims should be implied based on
particular features or arrangements in such examples, as one of ordinary skill would be able to
use these examples to derive a wide variety of implementations. Further and although some
subject matter may have been described in language specific to examples of structural features
and/or method steps, it is to be understood that the subject matter defined in the appended claims
is not necessarily limited to these described features or acts. For example, such functionality can
be distributed differently or performed in components other than those identified herein. Rather,
the described features and steps are disclosed as examples of components of systems and
methods within the scope of the appended claims. Moreover, claim language reciting "at least
one of" a set indicates that one member of the set or multiple members of the set satisfy the

claim.
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AUTOMATIC DOWNLOAD AND LAUNCH NEW SOFTWARE VERSION ON A SENSOR
OF A COMPUTING NETWORK

Summary

[65] Each software package installed on a sensor of a computing node can contain a real
software packet and a control engine. The control engine can be configured to operate on various
operating systems and communicate with an upgrade server to control installation, launch, or

uninstallation of the software packet on a corresponding sensor.

Detailed Description

[66] Each software package installed on a sensor of a computing node can contain a real
software packet and a control engine. The control engine can be configured to operate on various
operating systems and communicate with an upgrade server to control installation, launch, or

uninstallation of the software packet on a corresponding sensor.

[67] The control engine can track software version installed on the corresponding sensor. In
response to a newer version of the software packet becoming available, the control engine can
download and launch the new version of the software. If the newer version is running stably over
a period of time, the control engine can complete the upgrade of the software and remove the
older version on the corresponding sensor. If the new version is not running stably or having
some issues, the control engine can uninstall the newer version, restore the old version of the

software on the corresponding sensor, and report the issues to the upgrade server.

[68] In some embodiments, based upon feedback from sensors in a computing network, an
upgrade server can authorize or reject upgrade requests from control engines of similar sensors in
the network. Further, the upgrade server may determine root causes of software issues on a

sensor based upon feedbacks from similar sensors.

[69] In some embodiments, an upgrade server can determine suitable software to be installed
on each sensor of a computing network. The upgrade server can also keep an identification of
each sensor in the computing network, together with software and its corresponding version on a

corresponding sensor.
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[70] In some embodiments, a control engine can verify authentication of software to be
uploaded onto a corresponding sensor. A newer version of the software can be uploaded only if it
is authenticated by the control engine. For example, the control engine can keep a security key of

corresponding software and use the security key to verify different versions of the software.

SENSOR UPGRADE PATH - DETECT NON CRITICAL TIME

Summary

[71] The present technology provides a control engine on each node of a computing network
to automatically download a new version of software installed on a corresponding node. The
control engine can be configured to detect traffic in and out of a corresponding node, and system
status of the node, and determine non-critical time on the corresponding node to launch

downloaded software version.

Detailed Description

[72] The present technology provides a control engine on each node of a computing network
to automatically download a new version of software installed on a corresponding node. The
control engine can be configured detect traffic in and out of a corresponding node, and system
status of the node, and determine non-critical time on the corresponding node to launch

downloaded software version.

[73] Insome embodiments, in response to a new version of software becoming available on an
upgrade server of a computing network, control engines or sensors of the computing network can
determine non-critical time to launch the new version of software on their corresponding nodes.
Control engines or sensors of the computing network may communicate with each other to take
turns to launch the new software version such that a threshold number of sensors are active to
detect any abnormal activities and a threshold number of nodes are active to support traffics or

loading of the computing network.
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AGGREGATION OF DATA FLOWS

Summary

[74] Packets pass through various nodes as they travel from a host to a client machine; in
order to get an accurate understanding of the traffic flow, it is helpful to monitor traffic at various
nodes in the network. This setup can be effective at finding problems, but it can generate a large
amount of data, much of which may be duplicative. For example, reports from a host, hypervisor,
switch and router may all include a record of an individual packet as it moves through the
network. These reports would likely include records of the response moving back again through

the network. It can be beneficial to select an optimal report and discard the rest.

Detailed Description

[75] The first node in the flow can be considered the optimal report to save. Because the some
nodes may not be efficient at monitoring traffic that passes through it, another node may be
selected as the optimal node. For example, a virtual machine may not be as efficient as an ASIC
on a switch at recording these data flows. An alternative approach can include a system that
takes a small sampling of reports from various nodes and select the reports that include the most
"packets seen." In other words, records from a node that has seen the most traffic from a specific
host can be preserved. The system can initially capture all reports of traffic flows and then

discard duplicate reports.

DETECTING SENSOR TYPE

Summary

[76] In some embodiments, it can be important to be able to detect the characteristics and
context of each sensor as this information can be used as part of the analytics. For example,
when analyzing and collecting data from a sensor, it would be very helpful to know if the sensor
resides in a VM, hypervisor, or switch, and what OS and environment is running on the sensor's

system.

[77] Detecting sensor type can provide essential information that drives the traffic monitoring

system. For example, the sensors in the VMs, hypervisors, and switches provide important
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analytics for the network. Elements of this disclosure can help us better understand the analytics
data collected by the sensors. This information can be used for security, planning, deployment,

determining dependencies, and troubleshooting.

Detailed Description

[78] The current disclosure can be used to identify the characteristics and context of each
sensor within the traffic monitoring system. Specifically, this disclosure can be used to determine
whether a sensor resides in a VM, hypervisor, or switch, and which OS or environment is

running on the system where the sensor resides.

For example, a sensor can monitor and analyze the system where the sensor resides and any
traffic associated with that system in order to determine whether the sensor is in a VM or
hypervisor, and identify the underlying environment (e.g., OS). By determining whether the
sensor is in a VM or hypervisor, we can make various types of inferences about the traffic
collected and monitored by the sensor as well as the statistics and activity at each hop. This
information can also help us identify the structure or topology of the network, the
communication path of traffic, and the security conditions of the network. Thus, this disclosure

provides very important information that drives the traffic monitoring system.

AUTO UPDATE OF CONFIGURATION IN SENSORS

Summary

[79] The present disclosure provides a centralized mechanism which tracks collector
information, such as status, location, and collector-to-sensor mappings, as well as sensor
information, such as location of specific sensors, and updates the configuration settings of

sensors as necessary to maintain accurate and up-to-date collector-to-sensor mappings.

[80] This disclosure can detect current collector and sensor status, conditions, and updates to
dynamically update and maintain proper collector-to-sensor mappings from a centralized
location. This disclosure can thus provide a feasible solution for ensuring that collectors and

sensors are always functioning properly.
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Detailed Description

[81] Sensors need to have certain configuration settings to run in the traffic monitoring
system, such as where their corresponding collectors are located. Elements of this disclosure can
provide a centralized mechanism which tracks collector information, such as status, location, and
collector-to-sensor mappings, as well as sensor information, such as location of specific sensors,
and updates the configuration settings of sensors as necessary to maintain accurate and up-to-
date collector-to-sensor mappings. For example, if a sensor is configured to send traffic data to a
specific collector and that collector goes down, the centralized system can detect that the
collector is down and the sensor needs updated configuration settings. The centralized system
can then determine which collector should be assigned to that sensor, and dynamically update the
configuration settings of the sensor to point the sensor to the new collector. In this way, the
centralized system can maintain the accuracy of the configuration settings of the sensors and
ensure that the sensors are always connected to a collector even when an assigned collector goes

down or the sensor otherwise experiences problems contacting its assigned collector.

[82] To identify if there are changes on collectors, we run analytics on the collectors. The
analytics can help identify which collectors are functioning and which are non-functioning. The
analytics are based on data pushed from the collectors to a monitoring system, which can be the
centralized system. In some cases, the trigger to switch from a collector to another collector can
be based on health, where health can include memory usage, CPU utilization, bandwidth, or
errors. In mapping collectors to sensors, the centralized system can use the analytics to load

balance collectors.

DETECTING VIRTUAL SWITCHING DEVICES AND FORWARDING MODELS USED BY
HYPERVISORS

Summary

[83] In some embodiments, a hypervisor may host multiple VMs which can communicate
with each other and the Internet. The hypervisor will also include virtual switching devices. The
virtual switching devices send and transmit the data between VMs and the Internet. When
handling or forwarding packets, the virtual switching devices typically use different forwarding

models depending on the type of virtual switching device, such as Linux bridge, Open vSwitch,
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vNic, or other software switch. It is important to understand what type of switching device and
forwarding model is used by a hypervisor in order to optimize connections and properly attach

VMs to the virtual switching device.

[84] Elements of this disclosure can provide a mechanism for identifying the type of virtual
switching devices and forwarding models used by hypervisors and VMs in the traffic monitoring

system.

[85] By identifying the type of virtual switching device used by the hypervisor and VMs, the
sensor can determine the forwarding model used by the particular virtual switching device(s).
This information can be used to determine how a component such as a VM should attach to the
virtual switching device(s). Thus, the device type information can help optimize the connections
between VMs, hypervisors, and virtual switching devices. In addition, by knowing the
forwarding model used by a virtual switching device, the sensors and collectors in the traffic
monitoring system can determine how to collect data and which data to collect or ignore. This

can be determined based on known behavior of a particular forwarding model.

Detailed Description

[86] The current disclosure provides sensors on the hypervisors in the traffic monitoring
system, which can capture and analyze packets to and from the virtual switching devices on the
hypervisors. The data extracted from the captured packets can be used to determine what type of
virtual switching device(s) are used by the hypervisors. For example, a sensor in a hypervisor
can analyze traffic to determine if a virtual switching device used by the hypervisor is a Linux
bridge, an open vSwitch, or a vNic. By identifying the type of virtual switching device used by
the hypervisor and VMs, the sensor can determine the forwarding model used by the particular
virtual switching device(s). This information can then be used to determine how a component
such as a VM should attach to the virtual switching device(s). Thus, the device type information
can help optimize the connections between VMs, hypervisors, and virtual switching devices. In
addition, by knowing the forwarding model used by a virtual switching device, which can be
ascertained from the device type, the sensors and collectors can determine how to collect data
and which data to collect or ignore. For example, by knowing the forwarding model of the virtual

switching device, the sensor can ensure that it does not collect redundant data as it can determine
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what data may be redundant based on the known behavior of the virtual switching device(s)

identified from the forwarding model.

SELF POLICING OF RESOURCES USED BY SENSORS IN VMS AND HYPERVISORS

Summary

[87] The traffic monitoring system can implement sensors in the VMs, hypervisors, and
switches in the ACI in order to perform analytics and collect information for troubleshooting,
planning, deployment, and security. As the amount of traffic seen by the sensors grows and
events such as errors or even potential attacks occur, the sensors can begin to consume more
resources, such as bandwidth, memory, CPU utilization, network traffic, etc. However, 1t is
important to monitor and manage the amount of resources used by the sensors to ensure that the
sensors themselves do not become a bottleneck or negatively impact the system's or network's

performance.

[88] Elements of this disclosure can allow sensors to track and monitor themselves inside of
the system (1i.e., the hypervisor or VM) to identify activity and resource usage. The sensors can
detect high resource usage and take corrective actions. The sensors can be designed with a core

layer running the sensor logic and an outer shell running the monitoring logic.

[89] The implementation of sensors in VMs, hypervisors, and switches can be very useful for
analytics, management, and troubleshooting. The self-monitoring mechanism allows the sensors
to run properly and efficiently and avoid creating unnecessary burdens on the network and

systems.

Detailed Description

[90] Elements of this disclosure can allow sensors to track and monitor themselves inside of
the system (i.e., the hypervisor or VM). The sensors can continuously monitor themselves. In
some cases, the sensors can perform synchronistic monitoring. Moreover, the sensor can track its
usage of resources, such as bandwidth, memory, CPU utilization, network traffic, etc. The sensor
can then detect resource usage above a particular threshold, which can be predetermined or
configured, and take corrective actions or develop a plan. Thresholds can be based on rules

which can be specific for a context, service, device, or performance requirement. In some cases,
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the sensor can relaunch itself if resource usage is above a threshold, as a mechanism of

corrective action.

[91] To implement this self-monitoring concept, the sensors can have a particular architecture
with two layers. The first layer can be a core layer which corresponds to the sensor's logic. The
second layer can correspond to an outer layer which contains the logic for performing the self-

monitoring and policing.

[92] In some embodiments, detected resource usage over a threshold can also be used to
identify potential issues or threats in the system or network. For example, collected resource
usage statistics of a sensor can identify normal or expected consumption of the sensor. If the
sensor detects a large spike in the amount of resources used by a sensor, this abnormal resource
consumption can be used to detect a threat or attach, such as a DDoS attack, as the number of
hits and consequently the number of used resources would be expected to spike significantly

during an attack.

[93] Further, the actions taken by a sensor can be based on the amount of resource usage
detected, the type of resource usage or pattern, prior resource usage information, predefined
rules, a current context, and other factors. The actions can include rebooting or relaunching the
sensor, turning off the sensor, sensing an alert, limiting usage of the sensor, or turning off or

systems, components, services, or even network segments.

[94] The conditions detected by the self-monitoring of the sensors can also be used to guide
what information should be reported by a sensor. For example, if the amount of resources used
by a sensor are determined to be excessive, the sensor can then be instructed to limit the amount

of information it reports to lower its consumption of resources through the reporting process.

DEALING WITH COMPROMISED SENSORS IN VMS AND HYPERVISORS

Summary

[95] Elements of this disclosure can allow for detection of compromised sensors in VMs and
hypervisors in a tenant space, and provides various mechanisms of correction for the
compromised sensors. The data from the compromised sensors can be manipulated to limit the

impact on the network and infer additional attacks or threats on other devices.
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[96] Elements of this disclosure can provide a mechanism for quick and accurate detection
and correction of compromised sensors in VMs and hypervisors. This provides numerous

performance and security advantages when running sensors for analytics.

Detailed Description

[97] Elements of this disclosure can allow for detection and correction of compromised
sensors in the VMs and hypervisors. Below we describe the detection aspect of this disclosure,

followed by corrective actions.
[98] Detection:

[99] Detection can be performed using two checkpoints. The first checkpoint can be based on
the data reported to the collector by the sensors. For example, the collector can collect historical
statistics and usage information to determine what amount of usage and what types of behaviors
are considered normal. Accordingly, as the collector receives data from the sensors, it can
compare the reported data with previous data to determine if there is abnormal activity or
behavior. For example, based on data and statistics reported by sensors to the collector, the
collector can determine one thousand hits to a mysql database associated with a sensor is the
average or expected amount of activity reported by the sensor. If the sensor suddenly reports a
million hits to the mysql database, the collector can determine that this amount of activity is

abnormal, which would raise a flag at the first checkpoint.

[100] The second checkpoint can be a comparison of data reported by the sensor in the
hypervisor with data reported by the sensor in the hardware switch. For example, if the sensor in
the hypervisor reports one million hits to the mysql database, then the sensor on the hardware
switch should also report one million hits. Thus, if the sensor on the hardware switch otherwise
reports a significantly different amount of hits, such as one thousand hits, then the collector can

infer that this discrepancy is a result of the sensor in the hypervisor being compromised.

[101] The first and second checkpoints can be used together as multiple layers of detection to
verify or confirm suspicious activity. However, in some cases, the disclosure can limit the
detection to one checkpoint or detection mechanism, which can be selected based on a context,

rule, or needs and requirements.

[102] Corrective Actions:
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[103] When a sensor is identified as being compromised, the flows from the sensor can be
annotated to indicate such data is not reliable. The annotation can ensure that the collector does
not rely on the data and statistics from the compromised sensor, or otherwise performs a

verification procedure.

[104] In addition, when a sensor is compromised, the data from the sensor can be aggregated or

summarized and the amount of data retained can be limited.

[105] Moreover, when a sensor is compromised, the snapshots or time frames of data reported
by the sensor can be modified. For example, the time frames can be increased so the
compromised sensor is forced to report data at larger intervals. This can reduce the amount of
data reported and collected, and the amount of bandwidth and resources used by the
compromised sensor in reporting data. In some cases, the reporting of data by a compromised
sensor can be stopped altogether for a period of time or indefinitely until the sensor is fixed. The
larger time frames or snapshots can also ensure that the amount of data from the compromised
sensor is less granular to reduce unnecessary or false/incorrect data reported by the compromised

sensor and collected by the collector.

[106] The data from a compromised sensor can also be analyzed to infer additional statistics or
details. For example, by detecting that a sensor is compromised, the system can also infer that
other sensors in the tenant space are also compromised. This can be based on the structure of the
tenant space, the topology, and the relationships between sensors, for example. Moreover, the
data from the compromised sensor can be analyzed to determine a state or condition of the

compromised sensor and system, and other sensors or systems.

[107] In some cases, corrective actions can be taken when either a sensor is detected as being
compromised and/or when a server is compromised. To protect the pipeline, the sensors can be
instructed to stop reporting flows or limit the amount of flows reported. The collector can also be
instructed to start dropping or shedding loads or data from the compromised sensors, and protect

the devices that sit behind the collector.
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COLLECTOR HIGH AVAILABILITY

Summary

[108] Sensors can send their data to a primary collector and a secondary collector, both of
which collect and report the data from the sensors at all times. A centralized system can receive
the data from the primary and secondary collectors and identify any duplicates in order to de-

duplicate the data before sending it to the pipeline.

[109] The current disclosure ensures that data is not lost during a transition of roles between

primary and secondary collectors.

Detailed Description

[110] For every flow, there can be a primary collector and a secondary collector. Every sensor
sends the same data to two different collectors, a primary collector and a secondary collector.
The different collectors can then send the data from the sensors to a centralized location which
runs a de-duplicator that knows what data to keep and what data to ignore. The centralized

location can then send the de-duplicated data to the pipeline for collection and analytics.

[111] For example, a sensor can be instructed to send its data to a primary collector and a
secondary collector. Some of this data will inherently be duplicate data. However, by sending the
data to both a primary collector and a secondary collector, the sensor can ensure that its data is
collected even in the case that a collector experiences a problem or fails to receive data from the
sensor. Both collectors then report the data from the sensor to the centralized location.
Accordingly, the centralized location is guaranteed to receive the data from the sensor even if
one of the collectors experiences problems or fail to receive data from the sensor as previously
noted. The centralized location can then deduplicate the data to remove any duplicate data
reported from the primary and secondary collectors to ensure that unnecessary data is not

ultimately reported to the pipeline.

[112] To deduplicate the data, the centralized system can analyze the data it receives from the
primary and secondary collectors to identify the respective sensors, flow IDs, and collectors
associated with each received flow. The centralized system can compare the received flows,

including the respective sensor, flow, and collector IDs of the received flows as well as the
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timestamps, to determine which flow it should keep. Any duplicate or redundant data can then be
discarded by the centralized system. The deduplicated data can then be pushed to the pipeline for

collection and analysis.

[113] This mechanism can ensure that data is not lost if a collector goes down for any period of
time or fails to receive data from a sensor. For example, in cases where high availability is
performed using heartbeats or a zookeeper, data can be lost at specific time frames (albeit often
small) between the time the active device experiences a problem and the inactive device takes
over. On the other hand, this mechanism ensures that data is not lost when a collector
experiences a problem because both collectors collect and report the sensor data at all times. The

duplicate or redundant data can then be deduplicated by the centralized system.

[114] The distribution of collectors to flows can be determined using a table with rows
containing hash values calculated by applying a hash function to a flow key. Thus, each row is

assigned a row in the table, and collectors are then assigned to each cell and row.

IDENTIFYING BOGON ADDRESS SPACES

Summary

[115] Bogons are bogus IP addresses in a computer network. Bogons are also packets that

claim to be from an IP space that is not reserved.

[116] This disclosure can implement a crawler to listen to BGP route advertisements in the
network to build a map of address spaces used in the network. The map of addresses spaces is
pushed to collectors which collect data sensed from distributed sensors within the VMs,
hypervisors, and switches on the network. The collects can use the mapping to identify and mark

bogon flows as bogon.

[117] This disclosure can provide an automated, dynamic, and intelligent mechanism for
mapping address spaces in the network, identifying bogon address spaces, and detecting bogon
packets.
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Detailed Description

[118] This disclosure can utilize a crawler that contacts the BGP routers and serve as BGP
listeners to identify all the addresses being addressed in the network. The crawler listens to BGP
route advertisements and builds a map of the address spaces in the network. The bogon addresses
are then identified based on the mapping of address spaces by combining the addresses identified
in the BGP route advertisements and treating any addresses outside of the mapped addresses and

ranges as bogon addresses.

[119] The address mapping information is transmitted to collectors in the network. The
collectors use the received mapping information to identify any bogon flows received from
sensors in the VMs and hypervisors and mark such flows as bogon flows. The bogon flows can
get discarded or ignored and any future bogon flows with similar characteristics (addresses or

address spaces) can also be filtered or ignored.

[120] The collectors in this context can be servers configured to receive data from sensors
placed within VMs, hypervisors, and switches in the network. The sensors capture packets from
their associated devices and report the captured packets to their assigned collector(s). This way,
the collectors can collect and gather packets from the various, distributed components in the
network, which can be used for analytics by an analytics engine, for example. See attached

documents for further details about the sensor-collector topology used here.

HIERARCHICAL SHARDING OF FLOWS FROM SENSORS TO COLLECTORS

Summary

[121] The data from a flow of two or more sensors assigned to different shards/collectors will
be fragmented as different portions of the flow are received by different collectors. Accordingly,

the collectors do not receive the complete flow from the multiple sensors.

[122] This disclosure can perform hierarchical sharding of sensors to collectors for scaling by
using at least two layers of sharding to ensure that flows captured by different sensors in a
communication are mapped to the same layer 2 collector regardless of which two sensors are

involved in the communication.
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[123] This disclosure can provide scaling without fragmenting flow data from different sensors
in a communication. This can allow for accurate and efficient scaling of sensors to collectors
without fragmenting flow data in scenarios where sensors involved in a communication are

assigned to different collectors/shards.

Detailed Description

[124] The hierarchical sharding can be performed in at least two layers.

[125] Layer 1- This layer maps sensors to shards and collectors. This is done by sharding a
large number of sensors to assign those sensors to a specific shard which can include a number
of assigned collectors. For example, ten thousand sensors can be assigned to one shard. The
shard for those ten thousand sensors can be assigned five collectors. A sensor from that shard can

then select a specific collector from the five collectors to send its flow to by hashing a flow key.

[126] Since the sensors involved in a communication can vary, some communications may
involve sensors which are assigned to different shards. Thus, each of the sensors will send the
data for that flow to different collectors. Accordingly, each collector will only receive a portion
of that flow. We resolve this issue by creating a second layer of sharding as described below.
When a collector receives a flow from a sensor, it can determine if it has also received the other
end of that flow (e.g., the flow from the other sensor in the communication). If the collector has
not received the other end of that flow, it can determine that the other sensor is assigned to a
different shard. This can trigger the collector to send the flow from that sensor to a different

collector on a layer 2 shard as below.

[127] Layer 2- Here we assign another group of collectors to a second layer shard. Each
collector can be assigned the same flow key and hash. Accordingly, a collector from a second
layer shard will receive all of the data from the same flow. Thus, if a collector from layer 1
receives a flow and determines that it has not received the other end of the flow, it can then send
that flow to the second layer collector assigned to the flow key and hash corresponding to that
flow. The second layer collector will also receive the other end of that flow from the other layer
one collector. This way, the second layer collector will be set to receive the complete flow from
the layer one collectors. The second layer collector can then aggregate the data related to that

flow.
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DATA AGGREGATOR AT COLLECTOR

Summary

[128] Network traffic coming out of a compute environment (whether from a container, VM,
hardware switch, hypervisor or physical server) is captured by entities called sensors which can
be deployed in or inside different environments as mentioned later. Such capturing agents will be
referred to as "Sensors". Sensors export data or metadata of the observed network activity to
collection agents called "Collectors." Collectors can be a group of processes running on a single
machine or a cluster of machines. For sake of simplicity we will treat all collectors as one logical
entity and refer to it as one Collector in our discussion. In actual deployment of datacenter scale,
there will be more than just one collector, each responsible for handling export data from a group

of sensors.

[129] Collectors are capable of doing preprocessing and analysis of the data collected from
sensors. It is capable of sending the processed or unprocessed data to a cluster of processes
responsible for analysis of network data. The entities which receive the data from Collector can
be a cluster of processes, and we will refer to this logical group as Pipeline. Note that sensors and
collectors are not limited to observing and processing just network data, but can also capture
other system information like currently active processes, active file handles, socket handles,

status of I/O devices, memory, etc.

[130] In this context, sensors can capture very large amounts of packets and data which may be
hard to scale particularly in larger data centers. Moreover, sensors on hardware switches
typically send data at very frequent intervals and very granular levels because of the limited
memory capabilities at the hardware switch make it difficult to store larger snapshots or intervals
of data. Accordingly, while the sensors on the hardware switches, and often other devices such as
VMs and hypervisors, must capture and send data at frequent intervals and granular levels, it is
extremely difficult to manage and scale this level and amount of information from the sensors.

Therefore, it is necessary to implement a mechanism to help scale and manage this information.

[131] This disclosure allows the collector to dynamically adjust the granularity of different

subsets of data for improved scalability while maintaining accuracy. Here, some subsets of data
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can be maintained as an exact record of events, while other subsets can be aggregated,

summarized, and/or sampled.

[132] Detect environment of sensor placement automatically from analyzing captured network
data. Detect relative placement of sensors automatically from analyzing captured network data

by the sensor.

[133] Elements of this disclosure can allow for management of large volumes of data by
limiting the data collected and maintain in a manner where accuracy is not lost or impacted.
Thus, this disclosure provides improved scalability while maintaining accuracy. This can be a
very valuable benefit for handling large volumes of data particularly in larger data centers. No
need to manually update sensor placement information. No need to integrate with and have
environment specific integration with hypervisor management software to detect that new VMs
have come up or that a VM has moved. Network hardware placement change can be tracked
automatically. Sensor placement can be used for differential analysis in diagnosing missing

packets, and malware flows.

[134] This disclosure can be very valuable for handling large volumes of data while
maintaining accuracy. This disclosure can be an important component for analytics in data

centers.

Detailed Description

[135] In this disclosure, the collector identifies different subsets of data reported from sensors,
and performs aggregation, sampling, summarizing, and exact reporting on the different subsets

of the data based on characteristics of each of the subsets.

[136] For example, the collector can identify a subset of data reported from the sensors that
requires a high level of granularity. This subset can be the flow features, such as number of
packets, packet count, byte counts, random packet number, etc. Since this subset of data requires
high levels of granularity, the collector can maintain and collect the exact data as captured. The
remaining subset of the data from the sensors requires a lower level of granularity and can be

aggregated and summarized or sampled to avoid having to maintain the full set of data.
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[137] Thus, for example, if we receive 8 signals with flow features and 100 other signals, we
can maintain the flow features from the 8 signals and for the 100 other signals, we can aggregate

and summarize the data.

[138] Accordingly, this disclosure allows the collector to dynamically adjust the granularity of
different subsets of data for improved scalability while maintaining accuracy. Here, some subsets
of data can be maintained as an exact record of events, while other subsets can be aggregated,

summarized, and/or sampled.

[139] The dynamic adjustment of granularity allows the collector to zoom in or zoom out on
data as necessary. For example, if we want to observe additional details about a specific subset of
data, the granularity of the collection and reporting of that data can be adjusted to provide
increased details. Once the added granularity is no longer necessary, the collection and reporting

for that specific subset can be dynamically re-adjusted to provide fewer details.
[140] Description

[141] Processes or agents that run on a system to capture network data are referred to as
capturing agents or simply “Sensors” in this document. Such sensors have ability to report
metadata about the packets that is observed or report a subset of captured network data to a
collection and aggregation entity that may be running on a different or same system. Apart from
network data, the sensor may also capture additional information about the system it is running
on. The additional data can consist of, but is not limited to data or metadata of active or
previously active processes of the system along with metadata of files that are present on the
system. The collection entity could be a single or a cluster of processes. A single collection entity

or process is referred to as Collector in this document.

[142] Sensors or network capture agents could be present and running inside multiple

environments. We list three such possible environments -

[143] a. As a process or kernel module or kernel driver on a guest Operating System installed in

a Virtual machine.

[144] b. As a process or kernel module or kernel driver on the host operating system installed at

the hypervisor layer.
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[145] c. As a process or a component in a physical network gear that is capable of routing or
switching. The network gear could provide a way to install such an agent, or the network gear
itself could act as such an agent. The network gear or its component would have to export

metadata about the packets or flows it observed, to a Collector.

[146] In each of the above scenarios where a sensor can be placed, the sensor has the ability to
observe all packets that flow through the system, and it can talk to the Collector using an IP
address. In a datacenter or a large deployment, there can be millions of Sensors running and
reporting network information to Collector. Collector can perform a number of processing
activities on the reported data ranging from network diagnostics to security related applications.
Having the knowledge of whether the reported sensor data was from a sensor deployed inside a
VM or from a sensor deployed inside Hypervisor or from a sensor deployed inside a networking
gear is very important for a number of algorithms that do processing on the gathered data. The

use cases of the algorithms will not be discussed in this disclosure.

[147] The network data observed by a sensor A inside a VM is a subset of the network data
observed by a sensor B inside the hypervisor on which the VM is running. Further, the network
data observed by a sensor B running inside a Hypervisor is again a subset of the network data
observed by a sensor C running either inside or as part of the networking gear to which the
hypervisor or the physical machine is connected to. The relationship information about whether
sensor B in placed in a hypervisor which contains the VM where sensor A is placed, is very
important for a lot of algorithms that do analysis on the captured data. This relationship about
sensor placement can be constructed manually by a person who has deployed the sensors. It
might be possible to query the hypervisor environment using hypervisor specific APIs, and
management interfaces provided by various hypervisor environments like Xen, Vmware, KVM,

etc.

[148] All sensors send information about the network traffic they have observed. This
information is sent to Collector. Sensor knows the IP address and port number used to send
information to the collector. All sensors periodically sends information about each and every
flow they have observed to the Collector. The information sent contains a list of flows that were
active between the current time and the time at which the last information was sent to the

collector. The communication channel between the sensor and the collector also creates a flow in
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every interval. Let us denote this flow as CF or control flow. The information sent by a sensor
will also contain information about the Control Flow since its also a valid flow in the system.
[149] The following setup is for purpose of explanation —

[150] 1. Sensor S1 is deployed in a VM that is running inside a Hypervisor. IP address of the
VM s IP1.

[151] 2. Sensor S2 is deployed in the hypervisor mentioned in 1 above. IP address of the
hypervisor is IP2 which is different from IP1.

[152] 3. Sensor S3 is deployed in or as part of the physical network switch or NIC. The IP
address of the switch is IP3. This network switch is placed such that all network traffic coming

out and going into the Hypervisor mentioned in 2, go through this switch.

[153] Based on above placement of sensors, the following holds true —

[154] 1. All flows seen and reported by S1 will also be seen and reported by S2.
[155] 2. All flows seen and reported by S2 will also be seen and reported by S3.
[156] Thus,

[157] 1. flow F1 that is generated inside the VM and seen by S1, will be reported by S1, S2, S3
to collector. So, the control flow denoting the communication between S1 and collector will be

seen and reported by S1, S2, S3 to Collector.

[158] 2. flow F2 generated inside the hypervisor will be seen and reported by S2, and S3 but
not S1. So the control flow denoting the communication between S2 and Collector will be seen

and reported by S2 and S3 to Collector.

[159] 3. flow F3 generated by switch will be seen only by the switch itself and reported to
Collector by F3 alone.

[160] At Collector, after collecting information from all sensors, we will have the following

relation -
[161] 1. F1 reported by S1, S2, S3
[162] 2. F2 reported by S2, S3

[163] 3. F3 reported by S3.
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[164] Here is the algorithm that determined the relationship of one sensor to others.

[165] 1. For each flow emit get the list the sensors reporting it. Call this list L. List L. contains

sensor ids of all sensors that reported the flow.

[166] 2. For every id ‘S1’ in list L, do the following —

[167] a. emit a Tuple - {S1, Set of all sensors in L. except Si}
[168] 3. Collect all the tuples at the end of Step 2.

[169] 4. For every sensor with id Si do the following -

[170] a. Get a list of all tuples where Si is the first element.

[171] b. Take a intersection of the sets that are second element in the tuples gathered above.
Call this intersection set ‘Front sensors’. It represents the list of sensors that can see all flows that

sensor Si can see. In our example, for S1, the set of Front sensors will be {S2, S3}.

[172] c. Take a union of the sets that are second element in the tuples generated in Step a.
Compute the difference between the union set and the intersection set. Call this ‘Difference set’
as the ‘Rear sensors’. It represents the list sensors whose all flows can be seen by sensor Si. In

our example, for S1, the set of Rear sensors will be empty set. For S2, the set of Rear sensors is
{S1}
[173] Using the above algorithm Collector or any process that analyzes the flow metadata

exported by the sensors can determine the relation placement of a sensor with respect to each

other.

DETECTING A COMPROMISED COLLECTOR

Summary

[174] A configuration server can expect specific reports from each data collector mixed in with
regular reports. If the specific report is not recorded by a data collector, then that data collector

may be compromised.
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Detailed Description

[175] In a traffic monitoring system, sensors typically need to report their data to one data
collector. If a collector becomes compromised with malicious software, it may incorrectly report

traffic in order to hide or mask malicious traffic.

[176] A technique to overcome this would be for sensors to periodically transmit synthetic
traffic reports. One technique involves sending these synthetic reports to multiple data collectors.
When the system analyses traffic reports on various collectors, it can look for the synthetic traffic
and, if one data collector fails to report the synthetic traffic, the system can question the integrity
of that data collector. The system can look at the data from other collectors as a way to know that
synthetic data should be expected. For example, if two collectors report a traffic flow, but a third
does not (but is expected to) then that collector may have been compromised. In another
technique, a sensor is assigned to report to one data collector and periodically the sensor will
duplicate its report and send it to a second data collector. The duplicate report can be flagged so
that the configuration server can look into the reports passing through the first data collector to

see if it correctly recorded the duplicated report.

[177] Alternatively, a configuration server can direct a sensor to send synthetic data. The

system can then verify that the collectors correctly report receiving the traffic flow.

[178] A simple, but less secure approach, could be for the sensor to periodically send a
heartbeat comprising synthetic data. If the data collector fails to report the heartbeat data, the

configuration server can question the integrity of that data collector.

[179] The synthetic data can comprise random values or be a function of: sensor ID, VM ID,

time stamp, etc.

DETECTING COMPROMISED SENSORS

Summary

[180] Ifa collector is compromised, the data maintained by such collector can be compromised

and the collector can even compromise the network.
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[181] Elements of this disclosure can collect data reported by a sensor at multiple collectors and
compares the data then reported by the multiple collectors to determine if any of the collectors is
compromised. To account for scenarios where a collector has modified the granularity of data,
we can use more than two collectors to perform the comparison and make a determination based

on a majority or some subset of the collectors.

[182] This disclosure can be used to automatically identify compromised systems and

collectors by simply analyzing the data reported by the systems or collectors.

Detailed Description

[183] For fault tolerance, sensors, both hardware and software, can send each flow information
to different collectors. In some cases, during a normal mode of operation, when no collectors or
path from sensors and collectors are down, every flow can be summarized by two or more
different collectors. The summaries of the collectors should match if the collectors are not
compromised. In the pipeline, we can compare aggregated flow information from the multiple

collectors to see which collectors are disagreement.

[184] For example, consider three Collectors A, B and C. Sensors S1. Say S1 observes flows 1,
2 and 3 and has flow information F1, F2 and F3 respectively.

[185] - F1 is sent to A and B.
[186] - F2issentto B and C.
[187] - F3issentto Cand A.

[188] Say Collector B is compromised. It modifies F1 and F2 and sends to pipeline. The

modified flow information can be called F1' and F2'.

[189] When comparing flows reported by A and B. F1 reported by A does not match F1'
reported by B. With this comparison it cannot be said who among A and B is compromised.
However, comparing flows from B and C and C and A shows that A and C reported flow which

is F3 matches. Hence, B is compromised.

[190] IfB decides to selectively modify flows; It modifies those flows that sent to A and B. Not
those sent to B and C. In the example, Collector B reports F1' instead of F1 and it sends F2 as is.
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Then it cannot be concluded that B is compromised. In pipeline both F1 and F1' can be kept for

analysis; marking them as untrusted data.

[191] To cover for above limitation the same flow information can be sent to three Collectors
(for a subset of flows). This subset can be compared to see if majority of Collectors agree. The
first two Collectors that a flow is sent to based on HA policy. The third Collector can be
randomly picked.

DIRECTED ACYCLIC GRAPH OF DOWN SERVICES TO PRIORITIZE REPAIR

Summary

[192] When multiple services fail, determining priorities in fixing services can be difficult.

Detailed Description

[193] When multiple services go down, it is useful to determine the root cause of the failure.
One way to predict the root cause of failure is to create a service dependency directed acyclic
graph (DAG) that represents how services depend from each other. When multiple services fail,
the system can try to fix the service that is highest on the hierarchy of down services. In other
words, the system can create a new DAG that only represents the services that are down and
focus on the root service. If multiple services are down, but there is not a clear root service, the
system can focus on fixing the service that is highest on the DAG (meaning it has the most

dependents, even if those dependents are currently functioning).

[194] If services appear to be running normally but the system detects cascading anomalies (or
events indicative of a problem), the system can use complex analysis to find the root cause of the

anomalous behavior.

[195] The system can determine the DAG by monitoring network data and discover what

services rely on different services.
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SYNTHETIC TRAFFIC FLOWS FOR PIPELINE HEALTH CHECK

Detailed Description

[196] In order to do a health check of attack prevention systems, a system can initiate a dummy
attack load and determine if the attack is correctly identified and flagged. A sensor, or
combination of sensors, can report what should indicate an attack to data collectors. Another
synthetic flow source can be from independent processes on machines specifically designed to
create such flows. Once the attack as been identified, the system can determine if each stage in
the detection process operated as expected. For example, some components should correctly
identify the attack, while others take action to mitigate the damage and shut down the source.
Because the system is initiating the dummy attack load, the system should be able to predict
what occurs at each stage of detection and flag components that do not respond according to the

system's expectations.

ENFORCING NETWORK POLICIES USING SENSORS

Summary

[197] The present technology enables sensors in a computing network to monitor network
flows in and out corresponding nodes, determines non-complying network flows, and enforces

suitable policies on demand.

Detailed Description

[198] The present technology enables sensors in a computing network to monitor network
flows in and out corresponding nodes, determines non-complying network flows, and enforces

suitable policies on demand.

[199] In some embodiments, sensors of a computing network may enforce suitable policies by

allowing or limiting certain types of traffic, or controlling transmission speed for certain types of

traffic flows.
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DIFFERENTIAL ANALYSIS FOR DETECTING HIDDEN

Summary

[200] Various techniques are used to hide the presence of malware and the network traffic
generated by malware. Network traffic generated by a malware or any agent that wishes to send
data out of the system can do so by placing itself at various levels in the Operating System stack.
Data can be sent out by various means, some of which can bypass the OS stack altogether. For
example, a compromised network device driver or firmware can send data out without being
detected by the OS (either Guest or Host OS in a virtualized environment). Sometimes, a
compromised device or service can generate and send packets which hide a process used by the
malware which may otherwise indicate the system is compromised (e.g., via the process).
Network traffic can often be detected by analyzing packets on the wire or the physical medium.
A packet analyzer system (hardware or software) placed on the wire can see all packets, but has
no means for identifying a process in a packet if the process is hidden from the host OS, making
it difficult to identify processes used or attacked by malware. Precisely, a packet analyzer cannot

identify a hidden process when a portion of the flow associated with the process is hidden.

[201] Elements of this disclosure can provide a method and system of detecting a hidden
process in a packet by observing traffic from two or more reference points. One of the reference
point is the system X where the traffic was generated and the other reference point is a system Y
through which all network traffic of system X must pass. We detect such packets by collecting
metadata of packets or the packet content itself that was seen at both reference point X and
reference point Y, and computing the difference between them. We identify the hidden process
by comparing the processes in the packets captured by system X with those captured by system

Y.

[202] This methodology and system can detect such packets in a datacenter having different
kinds of compute workloads ranging from containers, virtual machines, hypervisors, switches,

and bare metal servers.

[203] Network traffic coming out of a compute environment (whether from a container, VM,
hardware switch, hypervisor or physical server) is captured by entities called sensors which can

be deployed in or inside different environments as mentioned later. Such capturing agents will be
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referred to as "Sensors". Sensors export data or metadata of the observed network activity to
collection agents called "Collectors." Collectors can be a group of processes running on a single
machine or a cluster of machines. For sake of simplicity we will treat all collectors as one logical
entity and refer to it as one Collector in our discussion. In actual deployment of datacenter scale,
there will be more than just one collector, each responsible for handling export data from a group

of sensors.

[204] Collectors are capable of doing preprocessing and analysis of the data collected from
sensors. It is capable of sending the processed or unprocessed data to a cluster of processes
responsible for analysis of network data. The entities which receive the data from Collector can
be a cluster of processes, and we will refer to this logical group as Pipeline. Note that sensors and
collectors are not limited to observing and processing just network data, but can also capture
other system information like currently active processes, active file handles, socket handles,

status of I/O devices, memory, etc.

[205] In a compute environment, detecting a hidden process in network flows coming out of
that environment, by observing or doing packet analysis from two or more reference point with

at least one inside and one outside the above mentioned compute environment.

[206] Elements of this disclosure can provide an ability to pinpoint the system that generated
any packets having a hidden process, and ability to predict the presence of malicious entities

inside a compute environment because of the presence of a hidden process in a flow.

Detailed Description

[207] Methodology and technique for observing and capturing information about network
traffic in a datacenter is described below. Once placed on a physical network, packets will have
to pass through the networking gear (switch, etc.) attached to the compute environment. We can
leverage this to identify a hidden process in a flow. Note that for a packets coming out of a
virtual NIC, the packets will have to always pass through a virtual switch or virtual bridge, or
something similar based on the hypervisor technology. In all cases a network capture agent
sitting outside the above mentioned compute environment, and observing packets on the
interface which receives all the outgoing network traffic, can observe all packets including the

ones that are hidden to an observer inside the compute environment or have any hidden

50



WO 2016/196683 PCT/US2016/035348

processes. Using at least two observation reference points, out of which at least one is inside the
compute environment being monitored and one is outside the compute environment being

monitored, this disclosure can detect any hidden processes in network flows.

[208] The goal is to detect a hidden process in a flow, and attribute it back to the compute
environment generating such flows. Such a compute environment has a high chance of being
infected by a malware which is trying to send traffic while hiding a process in the flow to go

undetected.

[209] Network traffic coming out of a compute environment (whether from a container, VM,
hypervisor or physical server) is captured by entities called sensors which can be deployed in or
inside different environments as mentioned later. Such capturing agents will be referred to as
"Sensors". Sensors export data or metadata of the observed network activity to collection agents
called "Collectors." Collectors can be a group of processes running on a single machine or a
cluster of machines. For sake of simplicity we will treat all collectors as one logical entity and
refer to it as one Collector in our discussion. In actual deployment of datacenter scale, there will
be more than just one collector, each responsible for handling export data from a group of

sensors.

[210] Collectors are capable of doing preprocessing and analysis of the data collected from
sensors. It is capable of sending the processed or unprocessed data to a cluster of processes
responsible for analysis of network data. The entities which receive the data from Collector can
be a cluster of processes, and we will refer to this logical group as Pipeline. Note that sensors and
collectors are not limited to observing and processing just network data, but can also capture
other system information like currently active processes, active file handles, socket handles,

status of I/O devices, memory, etc.

[211] Using the network data captured by sensors deployed at various levels and locations, our
algorithm runs a comparison algorithm to solve the problem of detecting hidden processes in

flows.

[212] The algorithm performs a differential analysis of packets and processes detected and

captured at two reference points along a path in order to detect the hidden processes in flows.
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[213] Once a hidden process in a flow has been identified, the system can take corrective

actions and make adjustments to limit the harm caused by the malware or threat.

DIFFERENTIAL ANALYSIS FOR DETECTING HIDDEN FL.OWS

Summary

[214] Elements of this disclosure can provide a method and system of detecting such packets by
observing traffic from two or more reference points. One of the reference point is the system X
where the traffic was generated and the other reference point is a system Y through which all
network traffic of system X must pass. We detect such packets by collecting metadata of packets
or the packet content itself that was seen at both reference point X and reference point Y, and

computing the difference between them.

[215] This methodology and system can detect such packets in a datacenter having different

kinds of compute workloads ranging from containers, virtual machines and bare metal servers.

[216] In a compute environment, detect hidden network flows or packets coming out of that
environment, by observing or doing packet analysis from two or more reference point with at
least one inside and one outside the above mentioned compute environment. Hidden flows or
packets are those that originate from a system (VM, container, or physical machine) but cannot
be seen by packet sniffers or tools like netstat running on that system or the OS itself on that

system.

[217] Elements of this disclosure can provide an accurate, efficient, and dynamic mechanism
for analyzing traffic and identifying malware or other threats. This disclosure can provide a very
effective mechanism to limit the harm and threat of malware and other harmful traffic and

software.

Detailed Description

[218] Methodology and technique for observing and capturing information about network
traffic in a datacenter is described below. While most network traffic is legitimate, some network
traffic is generated by malicious code for the purpose of data theft or for other malicious intent

like communication with a remote command and control server. Malicious entities (eg rootkits,
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malware) have it in their best interest to hide these flows from administrators, firewalls, or IDS
systems. Traffic can be hidden at multiple levels depending on the sophistication of the
malicious code and level of infection. It is possible to send traffic out of a compute environment
without being detected by any packet capture agent or the OS itself installed on that compute
node. But once placed on the physical network, these packets will have to pass through the
networking gear (switch, etc.) attached to the compute environment. Note that for a packets
coming out of a virtual NIC, the packets will have to always pass through a virtual switch or
virtual bridge, or something similar based on the hypervisor technology. In all cases a network
capture agent sitting outside the above mentioned compute environment, and observing packets
on the interface which receives all the outgoing network traffic, can observe all packets including
the ones that are hidden to an observer inside the compute environment. Using at least two
observation reference points, out of which at least one is inside the compute environment being
monitored and one is outside the compute environment being monitored, there is mechanism to

detect the flows that were hidden.

[219] The goal is to detect such packets and flows, and attribute it back to the compute
environment generating such flows. Such a compute environment has a high chance of being
infected by a malware which is trying to send traffic without being detected by malware

detection programs.

[220] Network traffic coming out of a compute environment (whether from a container, VM,
hypervisor or physical server) is captured by entities called sensors which can be deployed in or
inside different environments as mentioned later. Such capturing agents will be referred to as
"Sensors". Sensors export data or metadata of the observed network activity to collection agents
called "Collectors." Collectors can be a group of processes running on a single machine or a
cluster of machines. For sake of simplicity we will treat all collectors as one logical entity and
refer to it as one Collector in our discussion. In actual deployment of datacenter scale, there will
be more than just one collector, each responsible for handling export data from a group of

sensors.

[221] Collectors are capable of doing preprocessing and analysis of the data collected from
sensors. It is capable of sending the processed or unprocessed data to a cluster of processes

responsible for analysis of network data. The entities which receive the data from Collector can
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be a cluster of processes, and we will refer to this logical group as Pipeline. Note that sensors and
collectors are not limited to observing and processing just network data, but can also capture
other system information like currently active processes, active file handles, socket handles,

status of I/O devices, memory, etc.

[222] Using the network data captured by sensors deployed at various levels and locations, our
algorithm runs a comparison algorithm described in the attached document to solve the problem

of detecting hidden packets mentioned earlier in the problem statement of this disclosure.

[223] The algorithm performs a differential analysis of packets detected and captured at two

reference points along a path in order to detect the hidden packets.

[224] Once the hidden flows have been identified, the system can take corrective actions and

make adjustments to limit the harm caused by the malware or threat.

LATE DATA DETECTION IN DATA CENTER

Summary

[225] Elements of this disclosure can provide a mechanism for calculating clocks and times of
the different systems on the network by determining a difference between the timestamp of a
reported event and the collector's timestamp upon receiving the reported event, and applying a
calculated latency for the reported data. Detect environment of sensor placement automatically
from analyzing captured network data. Detect relative placement of sensors automatically from

analyzing captured network data by the sensor.

[226] This disclosure can resolve the clock skew problem in data centers and can be applied in
a wide variety of scenarios and applications which depend on time. (1) No need to manually
update sensor placement information. (2) No need to integrate with and have environment
specific integration with hypervisor management software to detect that new VMs have come up
or that a VM has moved. (3) Network hardware placement change can be tracked automatically.
(4) Sensor placement can be used for differential analysis in diagnosing missing packets, and

malware flows.
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Detailed Description

[227] Network traffic coming out of a compute environment (whether from a container, VM,
hardware switch, hypervisor or physical server) is captured by entities called sensors which can
be deployed in or inside different environments as mentioned later. Such capturing agents will be
referred to as "Sensors". Sensors export data or metadata of the observed network activity to
collection agents called "Collectors." Collectors can be a group of processes running on a single
machine or a cluster of machines. For sake of simplicity we will treat all collectors as one logical
entity and refer to it as one Collector in our discussion. In actual deployment of datacenter scale,
there will be more than just one collector, each responsible for handling export data from a group

of sensors.

[228] Collectors are capable of doing preprocessing and analysis of the data collected from
sensors. It is capable of sending the processed or unprocessed data to a cluster of processes
responsible for analysis of network data. The entities which receive the data from Collector can
be a cluster of processes, and we will refer to this logical group as Pipeline. Note that sensors and
collectors are not limited to observing and processing just network data, but can also capture
other system information like currently active processes, active file handles, socket handles,

status of I/O devices, memory, etc.

[229] Collectors can use the collected data from sensors to then calculate an accurate clock for

each sensor/system as described below.

[230] When a sensor reports data to a collector, the reported data will include the timestamp
based on the clock at the system where the sensor resides. The collector can then compare the
timestamp from the sensor's data with its own timestamp to identify the difference. Based on the
difference, the collector can identify the clock of the sensor relative to the collector's clock. The
collector can then identify an error margin based on a latency calculated for communications
between the sensor and the collector. This latency can be calculated by sending a message from
the collector to the sensor, receiving a reply, and calculating the latency based on the time the
message was sent and the time of receipt. Using the latency and the calculated clock difference,

the collector can determine a clock time for the sensor and its system.
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[231] The collector can perform this mechanism for the various sensors it receives information
from. Thus, the calculated clocks for all of the sensors will be relative to the collector's clock and
will account for latency (error margins). Accordingly, the collector will be able to get a true
sense of the time of events reported by sensors, and will be able to identify which events

happened when and which events happened before other events.

[232] The collector can perform the calculation of sensor clocks on a continuous basis to ensure
it maintains accuracy over time. The intervals of time for re-calculating clocks can be

programmed based on settings, events, inputs, requests, etc.

[233] In a Virtualized compute infrastructure, detecting the placement relationship of various
components that can be used to capture packet or metadata of packets flowing through it. A
packet inspection agent called sensor can be deployed on a Virtual machine, or on a hypervisor
or inside a physical switch. All of the three types of sensors mentioned above can export
information of the captured packets or flows to a central entity called Collector for processing.
The sensor could read an externally maintained configuration file to figure out if it is deployed
on a virtual machine or hypervisor or physical switch. Use of an external file to solve this
problem requires either a person to update the configuration file each time new sensors are
deployed or the same sensor moves to a different virtual machine. Detecting the placement
relationship of sensor without external configuration file, based on just the packet or flow

information that is being exported by the sensor is the problem that is solved in this disclosure.
[234] Description

[235] Automatically detecting the environment in which such a sensor is placed by collectively
analyzing the data reported by all of the sensors is the new technique presented in this disclosure.
Another new technique presented in this disclosure is automatically detecting the relationship of

these sensors in terms of their placement.

[236] Processes or agents that run on a system to capture network data are referred to as
capturing agents or simply “Sensors” in this document. Such sensors have ability to report
metadata about the packets that is observed or report a subset of captured network data to a
collection and aggregation entity that may be running on a different or same system. Apart from
network data, the sensor may also capture additional information about the system it is running

on. The additional data can consist of, but is not limited to data or metadata of active or
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previously active processes of the system along with metadata of files that are present on the
system. The collection entity could be a single or a cluster of processes. A single collection entity

or process is referred to as Collector in this document.

[237] Sensors or network capture agents could be present and running inside multiple

environments. We list three such possible environments -

[238] a. As a process or kernel module or kernel driver on a guest Operating System installed in

a Virtual machine.

[239] b. As a process or kernel module or kernel driver on the host operating system installed at

the hypervisor layer.

[240] c. As a process or a component in a physical network gear that is capable of routing or
switching. The network gear could provide a way to install such an agent, or the network gear
itself could act as such an agent. The network gear or its component would have to export

metadata about the packets or flows it observed, to a Collector.

[241] In each of the above scenarios where a sensor can be placed, the sensor has the ability to
observe all packets that flow through the system, and it can talk to the Collector using a IP
address. In a datacenter or a large deployment, there can be millions of Sensors running and
reporting network information to Collector. Collector can perform a number of processing
activities on the reported data ranging from network diagnostics to security related applications.
Having the knowledge of whether the reported sensor data was from a sensor deployed inside a
VM or from a sensor deployed inside Hypervisor or from a sensor deployed inside a networking

gear is very important for a number of algorithms that do processing on the gathered data.

[242] The network data observed by a sensor A inside a VM is a subset of the network data
observed by a sensor B inside the hypervisor on which the VM is running. Further, the network
data observed by a sensor B running inside a Hypervisor is again a subset of the network data
observed by a sensor C running either inside or as part of the networking gear to which the
hypervisor or the physical machine is connected to. The relationship information about whether
sensor B in placed in a hypervisor which contains the VM where sensor A is placed, is very
important for a lot of algorithms that do analysis on the captured data. This relationship about

sensor placement can be constructed manually by a person who has deployed the sensors. It
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might be possible to query the hypervisor environment using hypervisor specific APIs, and
management interfaces provided by various hypervisor environments like Xen, Vmware, KVM,
etc. A new way of figuring out this relationship from the captured flow data is presented in this
disclosure. The technique is not dependent on a hypervisor environments or specific
management solutions provided by various environments. The technique also enables detection

of VM movements, and thus updating the relationship automatically.

[243] All sensors send information about the network traffic they have observed. This
information is sent to Collector. Sensor knows the IP address and port number used to send
information to the collector. All sensors periodically sends information about each and every
flow they have observed to the Collector. The information sent contains a list of flows that were
active between the current time and the time at which the last information was sent to the
collector. The communication channel between the sensor and the collector also creates a flow in
every interval. Let us denote this flow as CF or control flow. The information sent by a sensor

will also contain information about the Control Flow since its also a valid flow in the system.
[244] Let us imagine the following setup for purpose of explanation —

[245] 1. Sensor S1 is deployed in a VM that is running inside a Hypervisor. IP address of the
VM s IP1.

[246] 2. Sensor S2 is deployed in the hypervisor mentioned in 1 above. IP address of the
hypervisor is IP2 which is different from IP1.

[247] 3. Sensor S3 is deployed in or as part of the physical network switch or NIC. The IP
address of the switch is IP3. This network switch is placed such that all network traffic coming

out and going into the Hypervisor mentioned in 2, go through this switch.

[248] Based on above placement of sensors, the following holds true —

[249] 1. All flows seen and reported by S1 will also be seen and reported by S2.
[250] 2. All flows seen and reported by S2 will also be seen and reported by S3.

[251] Thus,
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[252] 1. flow F1 that is generated inside the VM and seen by S1, will be reported by S1, S2, S3
to collector. So, the control flow denoting the communication between S1 and collector will be

seen and reported by S1, S2, S3 to Collector.

[253] 2. flow F2 generated inside the hypervisor will be seen and reported by S2, and S3 but
not S1. So the control flow denoting the communication between S2 and Collector will be seen

and reported by S2 and S3 to Collector.

[254] 3. flow F3 generated by switch will be seen only by the switch itself and reported to
Collector by F3 alone.

[255] At Collector, after collecting information from all sensors, we will have the following

relation -

[256] 1. F1 reported by S1, S2, S3

[257] 2. F2 reported by S2, S3

[258] 3. F3 reported by S3.

[259] Here is the algorithm that determined the relationship of one sensor to others.

[260] 1. For each flow emit get the list the sensors reporting it. Call this list L. List L contains

sensor ids of all sensors that reported the flow.

[261] 2. For every id ‘S1’ in list L, do the following —

[262] a. emit a Tuple - {S1, Set of all sensors in L. except Si}
[263] 3. Collect all the tuples at the end of Step 2.

[264] 4. For every sensor with id Si do the following -

[265] a. Get a list of all tuples where Si is the first element.

[266] b. Take a intersection of the sets that are second element in the tuples gathered above.
Call this intersection set ‘Front sensors’. It represents the list of sensors that can see all flows that

sensor Si can see. In our example, for S1, the set of Front sensors will be {S2, S3}.

[267] c. Take a union of the sets that are second element in the tuples generated in Step a.
Compute the difference between the union set and the intersection set. Call this ‘Difference set’

as the ‘Rear sensors’. It represents the list sensors whose all flows can be seen by sensor Si. In
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our example, for S1, the set of Rear sensors will be empty set. For S2, the set of Rear sensors is
{81}
[268] Using the above algorithm Collector or any process that analyzes the flow metadata

exported by the sensors can determine the relation placement of a sensor with respect to each

other.

DETERMINING CAUSALITY OF EVENTS

Summary

[269] This disclosure can determine the chronology and causality of events in a data center
even when the events happened too close in time to accurately make this determination by
comparing timestamps. In particular, this disclosure compares the events in view of other
unrelated events from which we can extrapolate time and sequence information to allow us to

indirectly determine the chronological ordering of the events in question.

[270] Elements of this disclosure can allow us to determine the chronological ordering and
causality of events even when dealing with events that happened too close in time to rely on time

clocks. This information can be very useful for analytics and network management.

Detailed Description

[271] Network traffic coming out of a compute environment (whether from a container, VM,
hardware switch, hypervisor or physical server) is captured by entities called sensors which can
be deployed in or inside different environments as mentioned later. Such capturing agents will be
referred to as "Sensors". Sensors export data or metadata of the observed network activity to
collection agents called "Collectors." Collectors can be a group of processes running on a single
machine or a cluster of machines. For sake of simplicity we will treat all collectors as one logical
entity and refer to it as one Collector in our discussion. In actual deployment of datacenter scale,
there will be more than just one collector, each responsible for handling export data from a group

of sensors.
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[272] Collectors are capable of doing preprocessing and analysis of the data collected from
sensors. It is capable of sending the processed or unprocessed data to a cluster of processes
responsible for analysis of network data. The entities which receive the data from Collector can
be a cluster of processes, and we will refer to this logical group as Pipeline. Note that sensors and
collectors are not limited to observing and processing just network data, but can also capture
other system information like currently active processes, active file handles, socket handles,

status of I/O devices, memory, etc.

[273] Event chronology and causality can be determined directly using timing calculated
according to our mechanism for harmonizing time and clocks in the data center, as described
below, and indirectly by analyzing related and unrelated events and relationships as well as

timing information.
[274] Direct Determination-

[275] A direct determination can be ascertained by comparing timestamps between events. This
mechanism can leverage our system for harmonizing time and clocks in the data center. Here, we
use the time clock of a collector to harmonize the clocks of systems of those sensors reporting
data to the collector. In particular, a sensor can report data to a collector and include a timestamp
which corresponds to the sensor's (or rather the system where the sensor resides) clock. The
collector can then compare the time reported by the sensor with the time on its own clock to
determine the difference or discrepancy in time. The collector can also calculate a latency or
error margin by sending a message to the sensor and calculating the time when the message was
sent with the time when the reply was received and identifying the latency based on the
difference in these times. The collector can perform this timing calculation for the other sensors
in order to harmonize the time for all sensors. With the harmonized times, the collector can then

determine which events occurred before other events by comparing the harmonized times.

[276] However, this direct mechanism may not be sufficient in situations where the times are
very close (e.g., within error margin). Thus, the current disclosure can also implement an indirect
mechanism of comparing other events to infer causalities and chronologies indirectly. This

mechanism is further described below.

[277] Indirect Determination-
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[278] Indirect determinations can be performed by comparing events with other unrelated
events. We can use unrelated events for which we can ascertain whether they occurred before or
after the events in question to infer which event happened first. We can also use certain
knowledge and inferences of other events, such as our knowledge that we can infer that a
message send event at a sensor will necessarily happen before the message receive event at the

destination sensor.

[279] For example, say we have a process A at time 1 on sensor 1 and we want to determine
whether process A at sensor 1 happened before or after process B at sensor 4. We can then
observe other events happening at sensor 1 to use as a reference. To illustrate, say we know that
message 1 was sent by sensor 1 at time 2 after process A happened at sensor 1 (i.e., after time 1)
and message 1 was eventually received by sensor 4 before process B occurred at sensor 4, then
we can determine that process A occurred before process B as follows. We can determine that
message 1 was sent from sensor 1 at T2 to sensor 2 and received by sensor 2. Sensor 2 then sent
message 1 to sensor 3 at T3. Sensor 3 then sent message 1 to sensor 4 at T4. Thus, since we
know that sensor 4's receipt of message 1 must have happened after sensor 1's initial
transmission of message 1 to sensor 2, then we can infer that T2 (when message 1 was sent to
sensor 2) happened before T4 (when sensor 4 received message 1 from sensor 3). Moreover,
since we know that message 1 was received by sensor 4 before process B occurred at sensor 4,
then we know that T4 (when sensor 4 received message 1) occurred before process B.
Accordingly, since we know that process A occurred before T1 and process B occurred after T4,
and we know that T1 happened before T4, then we can determine that process A occurred before

process B.

[280] The above provides an example how we can determine between two processes which
processed occurred first by comparing the timing of each process at each sensor with other
unrelated events that occurred at each sensor and/or other sensors. The above example uses our
ability to determine that a message must be sent before it is received. However, other types of
inferences can also be used in other embodiments to make indirect correlations of time. For
example, we can infer that a parent command occurred before the resulting command and use
this time relationship in our determination. Other event relationships can also be used. For
example, if a specific type of event must occurred by a subsequent event (for example a

shutdown event must happen after a restart or initialization event or an event from an object must
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occur after the object is created), then we can use this relationship to perform our indirect

calculation.

CUSTOM EVENTS PROCESSOR FOR NETWORK EVENT

Summary

[281] Elements of this disclosure can collect sensed data to generate a lineage of every network
process. A statistical model can be implemented to then detect patterns based on the lineage of

the process and identify any anomalies or malicious events.

[282] This disclosure can provide a better understanding of processes, particularly with EPGs,
and help to detect any anomalies or malicious events when a command or process is executed in
the network. This disclosure can be implemented in a wide variety of contexts using statistical

models.

Detailed Description

[283] This disclosure can be implemented within an architecture for observing and capturing

information about network traffic in a datacenter as described below.

[284] Network traffic coming out of a compute environment (whether from a container, VM,
hardware switch, hypervisor or physical server) is captured by entities called sensors which can
be deployed in or inside different environments as mentioned later. Such capturing agents will be
referred to as "Sensors". Sensors export data or metadata of the observed network activity to
collection agents called "Collectors." Collectors can be a group of processes running on a single
machine or a cluster of machines. For sake of simplicity we will treat all collectors as one logical
entity and refer to it as one Collector in our discussion. In actual deployment of datacenter scale,
there will be more than just one collector, each responsible for handling export data from a group

of sensors.

[285] Collectors are capable of doing preprocessing and analysis of the data collected from
sensors. It is capable of sending the processed or unprocessed data to a cluster of processes
responsible for analysis of network data. The entities which receive the data from Collector can

be a cluster of processes, and we will refer to this logical group as Pipeline. Note that sensors and
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collectors are not limited to observing and processing just network data, but can also capture
other system information like currently active processes, active file handles, socket handles,

status of I/O devices, memory, etc.

[286] In this context, we can capture data from sensors and use the data to develop a lineage for

every process. The lineage can then be used to identify anomalies as further described below.

[287] Solution- Every process in a network can have some type of lineage. The current
disclosure performs an analysis of commands and processes in the network to identify a lineage
of a process. The lineage can be specifically important and relevant with endpoint groups
(EPGs). The lineage can help identify certain types of patterns which may indicate anomalies or

malicious events.

[288] For example, the system can identify a process at system Y when command X is
executed. Command X may have been observed to be triggered by command Z. We then know
that the lineage for the process at system Y is command Z followed by command X. This
information can be compared with processes and commands as they are executed and initialized

to identify any hidden command-in-control or other anomalies.

[289] To detect anomalies, other factors can also be taken into account. For example, factors
which are inherently dubious can be used in the calculus. To illustrate, a process for running a
scan on the network is inherently dubious. Thus, we can use the process lineage (i.e., lineage of
the process for scanning the network) to determine if the scan was executed by a malicious
command or malware. For example, if the scan follows the expected lineage mapped out for that
process then we may be able to determine that the scan is legitimate or an accident/fluke. On the
other hand, if the scan was triggered by an external command (i.e., command from the outside),
then we can infer that this scan is part of an attack or malicious event. Similarly, if the scan does
not follow the previously-established lineage (e.g., scan was started by a parent process that is

not in the lineage), we can determine that the scan is part of a malicious event.

[290] This disclosure can use a statistical model, such as markov chains, to study the lineage
patterns and detect anomalies. The lineage patterns ascertained through the statistical model can
be based on data collected by the sensors on the various devices in the network (VMs,
hypervisors, switches, etc.). The statistical models and lineage information can be used in other

contexts and may be applied with EPGs for understanding processes and anomalies.
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[291] The lineage information can be used to detect a command-in-control for a process and
determine if the command is a hidden command or not. For example, if the command is not in
the lineage, we can expect the command to be a hidden command. Hidden commands can be
inherently dubious and more likely to be malicious. However, based on our statistical model, we
can identify whether the hidden command may be a fluke or accident, or whether it is indeed a

malicious event.

SPOOF DETECTION BASED ON DISTRIBUTED TOPOLOGY MAPPING AND TRAFFIC
HISTORY

Summary

[292] The current disclosure provides a spoofing detection mechanism which uses distributed
sensors within VMs, hypervisors, servers, and switches (hardware and software) in the network
to capture flows at each point or hop and based on the captured flows, building a map of the
topology of the network, which can identify the network elements, connections, IP addresses,
and subnets in the network. The map of the topology can provide a historical snapshot of traffic
which can identify the sequence and order of network elements (VMs, hypervisors, switches)
and addresses (IP addresses and subnets) along different communication paths. This information
can be used to determine which elements, IP addresses, and subnets should be involved in a
particular communication. Thus, a spoofed packet can be detected by comparing the actual
elements, IP addresses, and subnets which handled the packet with those that are to be expected

based on the historical information and the map of the topology.

[293] Elements of this disclosure can use distributed sensors at VMSs, hypervisors, servers, and
switches to capture flows and build a historical map of the topology, communication paths, and
addressing in the network. This map can then be used to detect spoofed packets by comparing
actual sensed results for the packet with the historical map and detecting any deviations between
the network elements, IP addresses, and/or subnets actually involved in the communication

versus those that are expected based on the historical map.

[294] This mechanism can provide an accurate and efficient solution for spoofing detection

using a distributed sensor approach.
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Detailed Description

[295] This disclosure can be implemented within an architecture for observing and capturing

information about network traffic in a datacenter as described below.

[296] Network traffic coming out of a compute environment (whether from a container, VM,
hardware switch, hypervisor or physical server) is captured by entities called sensors which can
be deployed in or inside different environments as mentioned later. Such capturing agents will be
referred to as "Sensors". Sensors export data or metadata of the observed network activity to
collection agents called "Collectors." Collectors can be a group of processes running on a single
machine or a cluster of machines. For sake of simplicity we will treat all collectors as one logical
entity and refer to it as one Collector in our discussion. In actual deployment of datacenter scale,
there will be more than just one collector, each responsible for handling export data from a group

of sensors.

[297] Collectors are capable of doing preprocessing and analysis of the data collected from
sensors. It is capable of sending the processed or unprocessed data to a cluster of processes
responsible for analysis of network data. The entities which receive the data from Collector can
be a cluster of processes, and we will refer to this logical group as Pipeline. Note that sensors and
collectors are not limited to observing and processing just network data, but can also capture
other system information like currently active processes, active file handles, socket handles,

status of I/O devices, memory, etc.
[298] This architecture is used to detect spoofing as described below.

[299] Solution- The current disclosure provides a spoofing detection mechanism which uses
distributed sensors within VMs, hypervisors, servers, and switches (hardware and software) in
the network to capture flows at each point or hop and, based on the captured flows, building a
map of the topology of the network, which can identify the network elements, connections, IP
addresses, and subnets in the network. The map of the topology can provide a historical snapshot
of traffic and communications which can be used to identify the sequence and order of network
elements (VMs, hypervisors, switches) and addresses (IP addresses and subnets) along different
communication paths. This information can be used to determine which elements, IP addresses,

and subnets should be involved in a particular communication. Thus, a spoofed packet can be
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detected by comparing the actual elements, IP addresses, and subnets which handled the packet

with those that are to be expected based on the historical information and the map of the
topology.

[300] For example, if the captured flows from the various sensors indicate that traffic handled
by VM1 should flow to hypervisor 1, switch 1, and hypervisor 2 in order to reach VM2, we can
identify a spoofed packet when there is an actual deviation. Thus, if a sensor at one or more of
those points detects a packet which did not pass through the expected devices, we can identify
that packet as a spoofed packet. Similarly, if the historical information indicates that packets
from system X should have an IP address in subnet Y, when we detect a packet that has system
X as its source but does not have an IP address in subnet Y, we can determine that such packet is

a spoofed packet.

DETERMINING PACKET LOSS AT DIFFERENT POINTS IN A DISTRIBUTED SENSOR-
COLLECTOR ARCHITECTURE

Summary

[301] Network traffic coming out of a compute environment (whether from a container, VM,
hardware switch, hypervisor or physical server) is captured by entities called sensors which can
be deployed in or inside different environments as mentioned later. Such capturing agents will be
referred to as "Sensors". Sensors export data or metadata of the observed network activity to
collection agents called "Collectors." Collectors can be a group of processes running on a single
machine or a cluster of machines. For sake of simplicity we will treat all collectors as one logical
entity and refer to it as one Collector in our discussion. In actual deployment of datacenter scale,
there will be more than just one collector, each responsible for handling export data from a group

of sensors.

[302] Collectors are capable of doing preprocessing and analysis of the data collected from
sensors. It is capable of sending the processed or unprocessed data to a cluster of processes
responsible for analysis of network data. The entities which receive the data from Collector can
be a cluster of processes, and we will refer to this logical group as Pipeline. Note that sensors and

collectors are not limited to observing and processing just network data, but can also capture
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other system information like currently active processes, active file handles, socket handles,

status of I/O devices, memory, etc.
[303] Problem —

[304] A network will often experience different amounts of packet loss at different points
within the path of a flow. It is important to identify the amount of packet loss at each point to

fine tune and improve the network.

[305] Elements of this disclosure can allow a centralized system to collect and aggregate data
captured from sensors at each point within a communication path over a specific period of time

and compare the information reported at each point to identify packet loss at each point.

[306] Advantages include: This mechanism can be implemented in a live environment and can

accurately and efficiently ascertain packet loss at each point within a network.

Detailed Description

[307] The current disclosure implements sensors within VMs, hypervisors, servers, and
hardware switches which capture data sent and received at each of these points and reports the
data to a collector which can aggregate and maintain the reported, sensed data. The collector can
transmit the collected data from each sensor to the pipeline (e.g., Traffic monitoring system
engine), which can analyze the aggregated data and identify precise amounts of packet loss at

each point.

[308] The pipeline can identify packet loss at each point by comparing data or packets captured
and reported by sensors at each point. This comparison can be performed per flow, per link, or
on a host basis. Moreover, the pipeline can perform the comparison for data captured within a
specific time window. For example, the pipeline can compare data from each point within a 30
minute time window. The pipeline can then identify packet loss at each point and determine if

there is a problem at a specific point within the link, path, or flow.

[309] For example, the pipeline can analyze an aggregate of data captured for a 30 minute
window of communications from S1 to H1 to S2. Based on the aggregated data, the pipeline can

determine that S1 reported 100% of the packets, H1 reported 90% of the packets, and S2
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reported 80% of the packets. Here, the pipeline can thus determine that there is a 10% packet
loss at each of H1 and S2.

DETECTING SENSOR-COLLECTOR TOPOLOGY

Summary

[310] Problem to solve: In a Virtualized compute infrastructure, detect the placement
relationship of various components that can be used to capture packet or metadata of packets
flowing through it. A packet inspection agent called sensor can be deployed on a Virtual
machine, or on a hypervisor or inside a physical switch. All of the three types of sensors
mentioned above can export information of the captured packets or flows to a central entity
called Collector for processing. The sensor could read an externally maintained config to figure
out if it is deployed on a virtual machine or hypervisor or physical switch. Use of an external file
to solve this problem requires either a person to update the config each time new sensors are

deployed or the same sensor moves to a different virtual machine.

[311] Detecting the sensor-collector topology in a network for understanding the placement of

sensors and collectors associated with a reported flow.

[312] Advantages include: The topology and placement information ascertained through this
disclosure drives the traffic monitoring system and is used by most of the features which rely on
data captured by sensors and collected by collectors. This disclosure can be very important for

the analytics performed by the traffic monitoring system.

Detailed Description

[313] In a Virtualized compute infrastructure, detect the placement relationship of various
components that can be used to capture packet or metadata of packets flowing through it. A
packet inspection agent called sensor can be deployed on a Virtual machine, or on a hypervisor
or inside a physical switch. All of the three types of sensors mentioned above can export
information of the captured packets or flows to a central entity called Collector for processing.
The sensor could read an externally maintained config to figure out if it is deployed on a virtual
machine or hypervisor or physical switch. Use of an external file to solve this problem requires

either a person to update the config each time new sensors are deployed or the same sensor
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moves to a different virtual machine. Detecting the placement relationship of sensor without
external configuration file, based on just the packet or flow information that is being exported by

the sensor is the problem that is solved in this disclosure.
[314] Description

[315] Processes or agents that run on a system to capture network data are referred to as
capturing agents or simply “Sensors” in this document. Such sensors have ability to report
metadata about the packets that is observed or report a subset of captured network data to a
collection and aggregation entity that may be running on a different or same system. Apart from
network data, the sensor may also capture additional information about the system it is running
on. The additional data can consist of, but is not limited to data or metadata of active or
previously active processes of the system along with metadata of files that are present on the
system. The collection entity could be a single or a cluster of processes. A single collection entity

or process is referred to as Collector in this document.

[316] Sensors or network capture agents could be present and running inside multiple

environments. We list three such possible environments -

[317] a. As a process or kernel module or kernel driver on a guest Operating System installed in

a Virtual machine.

[318] b. As a process or kernel module or kernel driver on the host operating system installed at

the hypervisor layer.

[319] c. As a process or a component in a physical network gear that is capable of routing or
switching. The network gear could provide a way to install such an agent, or the network gear
itself could act as such an agent. The network gear or its component would have to export

metadata about the packets or flows it observed, to a Collector.

[320] In each of the above scenarios where a sensor can be placed, the sensor has the ability to
observe all packets that flow through the system, and it can talk to the Collector using a IP
address. In a datacenter or a large deployment, there can be millions of Sensors running and
reporting network information to Collector. Collector can perform a number of processing
activities on the reported data ranging from network diagnostics to security related applications.

Having the knowledge of whether the reported sensor data was from a sensor deployed inside a
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VM or from a sensor deployed inside Hypervisor or from a sensor deployed inside a networking
gear is very important for a number of algorithms that do processing on the gathered data. The

use cases of the algorithms will not be discussed in this disclosure.

[321] The network data observed by a sensor A inside a VM is a subset of the network data
observed by a sensor B inside the hypervisor on which the VM is running. Further, the network
data observed by a sensor B running inside a Hypervisor is again a subset of the network data
observed by a sensor C running either inside or as part of the networking gear to which the
hypervisor or the physical machine is connected to. The relationship information about whether
sensor B in placed in a hypervisor which contains the VM where sensor A is placed, is very
important for a lot of algorithms that do analysis on the captured data. This relationship about
sensor placement can be constructed manually by a person who has deployed the sensors. It
might be possible to query the hypervisor environment using hypervisor specific APIs, and
management interfaces provided by various hypervisor environments like Xen, Vmware, KVM,
etc. A new way of figuring out this relationship from the captured flow data is presented in this
disclosure. The technique is not dependent on a hypervisor environments or specific
management solutions provided by various environments. The technique also enables detection

of VM movements, and thus updating the relationship automatically.

[322] All sensors send information about the network traffic they have observed. This
information is sent to Collector. Sensor knows the IP address and port number used to send
information to the collector. All sensors periodically sends information about each and every
flow they have observed to the Collector. The information sent contains a list of flows that were
active between the current time and the time at which the last information was sent to the
collector. The communication channel between the sensor and the collector also creates a flow in
every interval. Let us denote this flow as CF or control flow. The information sent by a sensor

will also contain information about the Control Flow since its also a valid flow in the system.
[323] Let us imagine the following setup for purpose of explanation —

[324] 1. Sensor S1 is deployed in a VM that is running inside a Hypervisor. IP address of the
VM s IP1.

[325] 2. Sensor S2 is deployed in the hypervisor mentioned in 1 above. IP address of the
hypervisor is IP2 which is different from IP1.
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[326] 3. Sensor S3 is deployed in or as part of the physical network switch or NIC. The IP
address of the switch is IP3. This network switch is placed such that all network traffic coming

out and going into the Hypervisor mentioned in 2, go through this switch.

[327] Based on above placement of sensors, the following holds true —

[328] 1. All flows seen and reported by S1 will also be seen and reported by S2.
[329] 2. All flows seen and reported by S2 will also be seen and reported by S3.
[330] Thus,

[331] 1. flow F1 that is generated inside the VM and seen by S1, will be reported by S1, S2, S3
to collector. So, the control flow denoting the communication between S1 and collector will be

seen and reported by S1, S2, S3 to Collector.

[332] 2. flow F2 generated inside the hypervisor will be seen and reported by S2, and S3 but
not S1. So the control flow denoting the communication between S2 and Collector will be seen

and reported by S2 and S3 to Collector.

[333] 3. flow F3 generated by switch will be seen only by the switch itself and reported to
Collector by F3 alone.

[334] At Collector, after collecting information from all sensors, we will have the following

relation -

[335] 1. F1 reported by S1, S2, S3

[336] 2. F2 reported by S2, S3

[337] 3. F3 reported by S3.

[338] Here is the algorithm that determined the relationship of one sensor to others.

[339] 1. For each flow emit get the list the sensors reporting it. Call this list L. List L contains

sensor ids of all sensors that reported the flow.
[340] 2. For every id ‘S1’ in list L, do the following —
[341] a. emit a Tuple - {S1, Set of all sensors in L. except Si}

[342] 3. Collect all the tuples at the end of Step 2.
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[343] 4. For every sensor with id Si do the following -
[344] a. Get a list of all tuples where Si is the first element.

[345] b. Take a intersection of the sets that are second element in the tuples gathered above.
Call this intersection set ‘Front sensors’. It represents the list of sensors that can see all flows that

sensor Si can see. In our example, for S1, the set of Front sensors will be {S2, S3}.

[346] c. Take a union of the sets that are second element in the tuples generated in Step a.
Compute the difference between the union set and the intersection set. Call this ‘Difference set’
as the ‘Rear sensors’. It represents the list sensors whose all flows can be seen by sensor Si. In

our example, for S1, the set of Rear sensors will be empty set. For S2, the set of Rear sensors is
{81}
[347] Using the above algorithm Collector or any process that analyzes the flow metadata

exported by the sensors can determine the relation placement of a sensor with respect to each

other.

CREATING A HOST REPUTATION SCORE

Summary

[348] A system can assign a reputation score to each host from -1 to 1. As the host sends and
receives data according to policies, its reputation can increase. If the host sends or receives data

that is outside its policies or is characteristic of malicious activity, its reputation can decrease.

[349] This approach provides a dynamic time-based scale to asses a host's reputation, which is

superior to a binary one-time assessment.

Detailed Description

[350] A system can monitor traffic sent and received by a host and, based on the characteristics
of the traffic, determine a reputation score for the host. The reputation score can be a number
from 1 (reputable) to -1 (not reputable) with O being a neutral starting point. The reputation can
increase and decrease over time. Although the reputation would likely be determined by

outgoing traffic, incoming traffic can influence a host's reputation as well.
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[351] Malicious activity can hurt a host's reputation while normal behavior can increase its
reputation. Malicious activity can include serious activity such as that which comes from
malware or results in a DDOS attack. It can also include less serious activity, like traffic that
goes outside of the group policy for that host. The more serious an activity, the more the network
host's reputation will be hurt. Some types of activity may harm the reputation for an extended
period of time while other types can have a more transitory effect on reputation. Various
activities may not be serious if analyzed independently, but in concert they can be seen as more
serious. For example, a solitary connection attempt on a closed port may be an error, while a

sequence of such attempts may constitute a "port knock" - a secret message to malicious code.

[352] The reputation formula can fix a lower starting reputation for hosts from a certain
geographical region, subnet, manufacturer, with a certain stack, etc. Host learning techniques can
be used to determine which behaviors should increase or harm reputation. The system can also
have a feedback mechanism. For example, if a host with a strong reputation sends traffic that is
abnormal, the system can guess that the abnormal traffic is safe and when it sees similar traffic
from another host, it can increase that host's reputation. Similarly, the type of traffic that comes
from a host that has a poor reputation can be considered malicious; when it is seen coming from
another host it can hurt that host's reputation. In other words, the more similar a host's traffic is to
the reputable host's, the greater its reputation. In some cases, traffic from a reputable host will
have no effect on that host even though the same traffic, if coming from a disreputable host,

would harm that host's reputation.

[353] A host's reputation can be artificially set or reset in accordance to various principles. For

example, administrators can determine that it is reputable or has been cleaned of malicious code.

USING HOST REPUTATION DATA

Detailed Description

[354] If a system is calculating reputation scores of various hosts, the system can determine
resulting reputation scores associated with various policies, stacks, and hosts. When a new host
or stack is provisioned, the system can recommend a policy scheme that will likely result in the

most favorable reputation score. A favorable reputation should equate to stronger security. If
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multiple policies result in similar reputation scores, the least restrictive policy can be

recommended.

[355] Implementations of this system that are installed on various data centers can share
reputation information about policies and their related reputation scores. If the system is sharing
reputation data to systems outside of the secure network, it can remove proprietary or

confidential information and share generic reputation data.

[356] When a reputation score of a host falls below a certain threshold amount, the system can
take action to isolate the host and remove it from the network. The system can then look at other

traffic from similar hosts with increased scrutiny.

[357] Policies, stacks, or hosts with extreme reputation scores can effectively white-list or

black-list the policy, stacks, or host.

DETERMINING NETWORK GRAPH, AND ANNOTATING WITH LATENCY

Detailed Description

[358] One or more statistical algorithms can be used to determine an average of communication
latency between any two nodes of a computing network based upon time stamps of all packets
between the corresponding two nodes. Packets between all nodes in the computing network can
be tracked and collected. In some embodiments, bad flows between any two nodes of the
computing network can be eliminated from calculations according to a communication graph and

policies of the computing network.

[359] In some embodiments, a communication graph of a computing network can be

determined based upon an average latency between any two nodes in the computing network.

[360] In some embodiments, headers of packets between nodes in a computing network can be
inspected to determine attributes of the packets (e.g., types of packets, or sizes of the packets).
One or more statistical algorithms can classify packets according to attributes of the packets. For
packets with a particular attribute, the statistical algorithm can determine average communication
latency between any two nodes of the computing network based upon time stamps of packets

having the corresponding attribute between two corresponding nodes.
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DETECTING NETWORK ANOMALY/FAULTS USING ABOVE GRAPH AND LATENCY

Detailed Description

[361] The present technology can determine an average of network latency between any two
nodes of a computing network based upon time stamps of all packets between the corresponding
two nodes. Packets between all nodes in the computing network can be tracked and collected.
Anomaly or faults within the computing network may be determined based upon determined

network latencies between nodes of the computing network.

[362] In some embodiments, average network latency for a particular attribute can be
determined based upon time stamps of all packets with such attribute between nodes of the

computing network.

[363] In some embodiments, average network latency between any two nodes of a computing
network can be correlated to a communication graph of the computing network and used to

identify abnormal links.

[364] In some embodiments, an anomaly in network latencies can help identify abnormal

activities and used to determine corrective actions.

DETECTING CLOCK OFFSETS NODES

Detailed Description

[365] One or more statistical algorithms can be used to determine an average of communication
latency between any two nodes of a computing network based upon time stamps of all packets
between the corresponding two nodes. Based upon the average communication latency between

any two nodes, clock offsets between a corresponding two nodes can be determined.

[366] In some embodiments, headers of packets between nodes in a computing network can be
inspected to determine attributes of the packets (e.g., types of packets, or sizes of the packets).
One or more statistical algorithms can classify packets according to attributes of the packets. For
packets with a particular attribute, the statistical algorithm can determine average communication

latency between any two nodes of the computing network based upon time stamps of packets
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having the corresponding attribute between two corresponding nodes. Clock offsets between two

nodes can be determined based up the average communication latency between the two nodes.

DETECTING APPLICATION LATENCY

Detailed Description

[367] The present technology determines an average of network latency between any two nodes
of a computing network based upon time stamps of all packets between the corresponding two
nodes. Packets between all nodes in the computing network can be tracked and collected. The
present technology further distinguishes query packets from the packets between all nodes of the
computing network and determines an application latency of a node based upon time stamps of

query packets to the node and response packets from the node.

[368] In some embodiments, attributes of query packets to a node and response packets from
the node can be inspected. Average application latency for a particular attribute can be
determined based upon time stamps of all query packets with such attribute to the node and

corresponding response nodes with such attribute from the node.

CONDITIONAL POLICIES

Summary

[369] Policies can be defined to take into account a host's behavior (ie., "reputation” or
"vulnerability index"). Suppose a host can be designated as "Good," "OK," or "Bad," and can
move among these states over its lifetime. A policy can be established enabling connection to a

certain EPG based on one of these states.

[370] A host can move from one reputational EPG to another based on the host's behavior, and
policies do not need to be manually updated to account for the changes to the reputation of the

host.

Detailed Description

[371] The traffic monitoring system introduces the concept of "reputation” or a "vulnerability

index" for a host (discussed in detail elsewhere). Policies can be defined that can take into
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account a host's reputation (e.g., "Good," "OK," or "Bad"). For example, we can define "Good",
"OK," and "Bad" EPGs. Host A can initially have a "Good" or "OK" reputation, and thus is a
member of the "Good" or "OK" EPG. A policy P can be defined that allows members of the
"Good" or "OK" EPG to access EPG B. According to this policy, A will be able to connect to B.
Suppose that A is subsequently exposed to a malware attack resulting in A's reputation being
reduced to "Bad," and its EPG membership changing from the "Good" or "OK" EPG to the
"Bad" EPG. Because A is now in the "Bad" EPG, A cannot connect to B under policy P.

[372] As another example, suppose that policy Q is a rule that allows members of the "Bad"
EPG to access image update servers in EPG C. Under policy Q, A can access the image update

servers in C to update its software so that A can be remediated.

[373] As should be understood, there can be more or fewer classifications than "Good," "OK,"
and "Bad." Further, thresholds for the classifications can be configured by the user. For instance,
a host may be designated as "Good" if it has a reputation between 0.7 and 1 (assuming a
reputation scale of -1 to 1), "OK" if it has a reputation less than 0.7 but greater than 0, and "Bad"

if it has a negative reputation.

ROBUST HOST REPUTATION BASED ON EXTERNAL SOURCES

Detailed Description

[374] The traffic monitoring system introduces the concept of "reputation” or a "vulnerability
index" for a host (discussed in detail elsewhere). The reputation score or vulnerability index can
be helpful for a variety of use cases, such as enabling conditional policies based on
reputation/vulnerability, separating malicious versus non-malicious behavior, and determining

effectiveness of policies, among other examples.

[375] In an embodiment, a host can have a "Good," "OK," or "Bad" reputation, although there
can be more or fewer classifications in other embodiments. Further, thresholds for the
classifications can be configured by the user. For example, a host may be designated as "Good"
if it has a reputation between 0.7 and 1 (assuming a reputation scale of -1 to 1), "OK" if it has a

reputation less than 0.7 but greater than 0, and "Bad" if it has a negative reputation.
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[376] The reputation score can be calculated exclusively from analysis of network traffic in a
data center. But we can also leverage external sources for further enhancing reputation scores.
For example, we can crawl malware trackers which identify IP addresses that have been infected
by particular malware. The reputation of a host in a data center can be reduced if that host has

communicated with an external host that has been infected by malware.

[377] We can also crawl whois to determine what IP addresses have been properly allocated to
legitimate entities. If a host in a data center is communicating with an unallocated IP address, we

can reduce the reputation of that host.

POLICY UTILIZATION (AND GARBAGE COLLECTION)

Summary

[378] By including sensors at the various components of a data center (e.g., virtual machine,
hypervisor, physical network gear), network traffic in the data center can be analyzed to
determine which policies are being utilized (or not being utilized) and the extent (e.g., number of

flows, number of packets, bytes, etc.) those policies are being utilized.
[379] Advantages include:

[380] 1) Smart ordering of policies - policies can be ordered according to utilization. For
example, higher-usage policies can be ordered higher in the policy rule set or higher-usage

policies can be stored in memory of network gear)

[381] 11) Garbage collection - those policies that are not being utilized can be removed (e.g., no

flows, no packets, no IP addresses communicating on the connection)

Detailed Description

[382] The traffic monitoring system policy pipeline is composed of four major steps/modules:
[383] (1) Application Dependency Mapping

[384] In this stage, network traffic is analyzed to determine a respective graph for each
application operating in a data center (discussed in detail elsewhere). That is, particular patterns
of traffic will correspond to an application, and the interconnectivity or dependencies of the

application are mapped to generate a graph for the application. In this context, an "application"
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refers to a set of networking components that provides connectivity for a given set of workloads.
For example, in a conventional three-tier architecture for application, the servers and other

components of the web tier, application tier, and data tier would make up an application.
[385] (2) Policy Generation

[386] Whitelist rules are then derived for each application graph determined in (1) (discussed in

detail elsewhere).

[387] As an example of whitelist rule generation, suppose there is an edge of an application
graph between E1 (e.g., endpoint, endpoint group) and E2. Permissible traffic flows on a set of
ports of E1 to one or more ports of E2. A policy can be defined to reflect the permissible traffic
from the set of ports of E1 to the one or more ports of E2.

[388] (3) Flow Pre-Processing

[389] After the application dependencies are mapped and the policies are defined, network
traffic is pre-processed in the policy pipeline for further analysis. For each flow, the source
endpoint of the flow is mapped to a source endpoint group (EPG) and the destination endpoint of
the flow is mapped to a destination EPG. Each flow can also be "normalized" by determining

which EPG corresponds to the client, and which EPG corresponds to the server.
[390] (4) Flow Analysis

[391] Each pre-processed flow is then analyzed to determine which policies are being enforced
and the extent (e.g., number of packets, number of flows, number of bytes, etc.) those policies

are being enforced within the data center.

[392] This flow analysis occurs continuously, and the traffic monitoring system allows a user to
specify a window of time (e.g., time of day, day of week or month, month(s) in a year, etc.) to
determine which policies are being implemented (or not being implemented) and how often

those policies are being implemented.
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POLICY SIMULATION

Summary

[393] Policy changes and changes to endpoint group (EPG) membership can be evaluated prior
to implementing such changes in a live system. Historical ground truth flows can be used to
simulate network traffic based on the policy or EPG membership changes. Real-time flows can
also be used to simulate the effects on network traffic based on implementation of an

experimental policy set or experimental set of EPGs.
[394] Advantages include:

[395] 1) Capable of determining impact on an application due to changes to policies or EPG

membership.

[396] 11) Capable of determining impact of future attacks to a data center based on policy or
EPG membership changes.

Detailed Description

[397] The traffic monitoring system policy pipeline is composed of four major steps/modules:
[398] (1) Application Dependency Mapping

[399] In this stage, network traffic is analyzed to determine a respective graph for each
application operating in a data center (discussed in detail elsewhere). That is, particular patterns
of traffic will correspond to an application, and the interconnectivity or dependencies of the
application are mapped to generate a graph for the application. In this context, an "application"
refers to a set of networking components that provides connectivity for a given set of workloads.
For example, in a conventional three-tier architecture for application, the servers and other

components of the web tier, application tier, and data tier would make up an application.
[400] (2) Policy Generation

[401] Whitelist rules are then derived for each application graph determined in (1) (discussed in

detail elsewhere).

[402] As an example of whitelist rule generation, suppose there is an edge of an application

graph between E1 (e.g., endpoint, endpoint group) and E2. Permissible traffic flows on a set of
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ports of E1 to one or more ports of E2. A policy can be defined to reflect the permissible traffic
from the set of ports of E1 to the one or more ports of E2.

[403] (3) Flow Pre-Processing

[404] After the application dependencies are mapped and the policies are defined, network
traffic is pre-processed in the policy pipeline for further analysis. For each flow, the source
endpoint of the flow is mapped to a source endpoint group (EPG) and the destination endpoint of
the flow is mapped to a destination EPG. Each flow can also be "normalized" by determining

which EPG corresponds to the client, and which EPG corresponds to the server.
[405] 4) Flow Analysis

[406] Each pre-processed flow is then analyzed to determine various metrics, such as whether a
flow is in compliance with security policies, which policies and to what extent those policies are

being utilized, etc.

[407] This flow analysis occurs continuously, and the traffic monitoring system allows a user to
specify a window of time (e.g., time of day, day of week or month, month(s) in a year, etc.) to

determine the number of non-compliant events that occurred during that period.

[408] In addition to evaluating policies actually existing in the data plane, the policy pipeline
also enables "what if" analysis, such as analyzing what would happen to network traffic upon
adding a new policy, removing an existing policy or changing membership of EPG groups (e.g.,
adding new endpoints to an EPG, removing endpoints from an EPG, moving an endpoint from

one EPG to another).

[409] In one embodiment, historical ground truth flows are utilized for simulating network
traffic based on a "what if" experiment. This is referred to as back-testing. In another
embodiment, real-time flows can be evaluated against an experimental policy set or experimental
set of EPGs to understand how changes to particular policies or EPGs affect network traffic in

the data center.
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POLICY UTILIZATION (AND GARBAGE COLLECTION)

Summary

[410] By including sensors at the various components of a data center (e.g., virtual machine,
hypervisor, physical network gear), network traffic in the data center can be analyzed to
determine which policies are being utilized (or not being utilized) and the extent (e.g., number of

flows, number of packets, bytes, etc.) those policies are being utilized.
[411] Advantages include:

[412] 1) Smart ordering of policies - policies can be ordered according to utilization. For
example, higher-usage policies can be ordered higher in the policy rule set or higher-usage

policies can be stored in memory of network gear)

[413] 11) Garbage collection - those policies that are not being utilized can be removed (e.g., no

flows, no packets, no IP addresses communicating on the connection)

Detailed Description

[414] The traffic monitoring system policy pipeline is composed of four major steps/modules:
[415] (1) Application Dependency Mapping

[416] In this stage, network traffic is analyzed to determine a respective graph for each
application operating in a data center (discussed in detail elsewhere). That is, particular patterns
of traffic will correspond to an application, and the interconnectivity or dependencies of the
application are mapped to generate a graph for the application. In this context, an "application"
refers to a set of networking components that provides connectivity for a given set of workloads.
For example, in a conventional three-tier architecture for application, the servers and other

components of the web tier, application tier, and data tier would make up an application.
[417] (2) Policy Generation

[418] Whitelist rules are then derived for each application graph determined in (1) (discussed in

detail elsewhere).

[419] As an example of whitelist rule generation, suppose there is an edge of an application

graph between E1 (e.g., endpoint, endpoint group) and E2. Permissible traffic flows on a set of
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ports of E1 to one or more ports of E2. A policy can be defined to reflect the permissible traffic
from the set of ports of E1 to the one or more ports of E2.

[420] (3) Flow Pre-Processing

[421] After the application dependencies are mapped and the policies are defined, network
traffic is pre-processed in the policy pipeline for further analysis. For each flow, the source
endpoint of the flow is mapped to a source endpoint group (EPG) and the destination endpoint of
the flow is mapped to a destination EPG. Each flow can also be "normalized" by determining

which EPG corresponds to the client, and which EPG corresponds to the server.
[422] (4) Flow Analysis

[423] Each pre-processed flow is then analyzed to determine which policies are being enforced
and the extent (e.g., number of packets, number of flows, number of bytes, etc.) those policies

are being enforced within the data center.

[424] This flow analysis occurs continuously, and the traffic monitoring system allows a user to
specify a window of time (e.g., time of day, day of week or month, month(s) in a year, etc.) to
determine which policies are being implemented (or not being implemented) and how often

those policies are being implemented.

POLICY COMPLIANCE

Summary

[425] By including sensors at the various components of a data center (e.g., virtual machine,
hypervisor, physical network gear), network traffic in the data center can be analyzed and
compared to security policies to determine whether the traffic is in compliance with those

policies.
[426] Advantages include:

[427] 1) An auditor can query whether endpoint A was ever in communication with endpoint B,
and compliance can be established for a specified period of time by showing no non-compliant
events for the policy corresponding to A and B. But more generally, Traffic monitoring system is

capable of providing real time compliance reports.
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[428] 1ii1)) A network admin can configure the system to provide notifications when non-

compliant events occur.

Detailed Description

[429] The traffic monitoring system policy pipeline is composed of four major steps/modules:
[430] (1) Application Dependency Mapping

[431] In this stage, network traffic is analyzed to determine a respective graph for each
application operating in a data center (discussed in detail elsewhere). That is, particular patterns
of traffic will correspond to an application, and the interconnectivity or dependencies of the
application are mapped to generate a graph for the application. In this context, an "application"
refers to a set of networking components that provides connectivity for a given set of workloads.
For example, in a conventional three-tier architecture for application, the servers and other

components of the web tier, application tier, and data tier would make up an application.
[432] (2) Policy Generation

[433] Whitelist rules are then derived for each application graph determined in (1) (discussed in
detail elsewhere). As an example of whitelist rule generation, suppose there is an edge of an
application graph between E1 (e.g., endpoint, endpoint group) and E2. Permissible traffic flows
on a set of ports of E1 to one or more ports of E2. A policy can be defined to reflect the
permissible traffic from the set of ports of E1 to the one or more ports of E2.

[434] (3) Flow Pre-Processing

[435] After the application dependencies are mapped and the policies are defined, network
traffic is pre-processed in the policy pipeline for further analysis. For each flow, the source
endpoint of the flow is mapped to a source endpoint group (EPG) and the destination endpoint of
the flow is mapped to a destination EPG. Each flow can also be "normalized" by determining

which EPG corresponds to the client, and which EPG corresponds to the server.
[436] (4) Flow Analysis

[437] Each pre-processed flow is then analyzed to determine whether a flow is in compliance

with the policies generated in (2). A flow is not compliant when (a) a policy corresponding to the
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flow allows the flow but the flow is dropped or (b) a policy corresponding to the flow denies the
flow but the flow is forwarded.

[438] This flow analysis occurs continuously, and the traffic monitoring system allows a user to
specify a window of time (e.g., time of day, day of week or month, month(s) in a year, etc.) to

determine the number of non-compliant events that occurred during the specified period.

NETWORK VULNERABILITY QUANTIFICATION AND VISUALIZATION

Summary

[439] A vulnerability index can be calculated for various components of a data center (e.g.,
policies, EPGs, hosts, ports, etc.) based on historical flow attack data and other factors. Given a
host that is determined to be vulnerable, we can map out other hosts to which the vulnerable host
connects to/from and provide a GUI showing the vulnerability graph and the severity of the

vulnerabilities.
[440] Advantages include: Able to quantify vulnerabilities of network objects.
[441] Enable visualization of network vulnerabilities, including one or more vulnerable hosts

and a graph of other hosts to which a vulnerable host can connect.

Detailed Description

[442] The traffic monitoring system includes an abstraction called "vulnerability” that can be
applied to policies, EPGs, hosts, ports, etc. This is different from the concept of "reputation.”
Reputation is only applicable to hosts, and determines what actions a host can take based on
reputation. Vulnerability, on the other hand, quantifies susceptibility of the above objects to
network attacks. Historical flow attacks are analyzed with respect to each of these objects to
determine a vulnerability index (between 1 and -1) for each object. For example, the
vulnerability index for a policy can be calculated based on the historical number of attacks that
occurred when the policy was in force relative to when the policy was not in force. Likewise, the
differences between attacks when a certain port was open are compared to when the port is

closed using historical flow attack data. The vulnerability index for that port would be calculated
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based on the number of additional attacks that occurred when that port was open versus when it
was closed. Other factors that may affect vulnerability are policy compliance/non-compliance,
whether a policy is a whitelist policy or blacklist policy, whether certain applications are being

run in the data center, whether a certain OS is used by a host device, etc.

[443] The other component of the disclosure can be the ability to provide a vulnerability graph
based on vulnerability indexes. Given a first host that is determined to be vulnerable, we map out
other hosts to which the first host can connect to and determine the vulnerability indexes for
those other hosts. The severity of vulnerability can be indicated by color (e.g., red) intensity so
that we end up with a graph indicating vulnerability and severability of vulnerability in this sit.
For example, suppose that a host is an authentication server and its vulnerability index is severe.
In this sutation, the entire network topology would end up bright red because of the
authentication server potentially connects to/from every other host in the network. On the other
hand, suppose that a host is a log server. The vulnerability graph may only comprise of that host

because the log server doesn't connect to any other hosts, and is merely a repository for logs.

[444] In future releases, we can also provide A/B testing for vulnerabilities, such as
determining a respective number of attacks occurring when a particular port is open versus when

it is closed by analyzing historical flow attack data.

FLOW RANK ON A FLOW SEARCH PAGE

Summary

[445] This disclosure can be directed to creating a ranking system to bubble up the more
important search results after submitting a search request. First, the generated search results are
based on relevance between the indexed data gathered from the traffic monitoring system layer
and the search term used. Then a cross-ranking metric, business criticality (see above), is used to
bubble up the more important search results first. A third criteria can be used to help break any

ties of importance the search program encounters.

Detailed Description

[446] This disclosure can be directed to creating a ranking system to bubble up the more

important search results after submitting a search request. First, the generated search results are
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based on relevance between the indexed data gathered from the traffic monitoring system layer
and the search term used. Then a cross-ranking metric, business criticality (see above), is used to
bubble up the more important search results first. A third criteria can be used to help break any
ties of importance the search program encounters. For example the redundancy metric can be
used to break any ties of search results that are ranked equally business critical. Identifying
redundancy is the identification of logical entities tied to redundant systems. Logical entities tied
to redundant systems are ranked lower than logical entities not tied to redundant systems - as the
logical entities not tied to redundant systems are more vulnerable. Therefore business critical
logical entities not tied to redundant systems ranked higher than business critical logical entities

tied to redundant systems.

[447] In the search UI, for example, a user can search for a particular internet protocol (IP)
address. Any flow, host or application with the IP address gathered from the indexed data from
the traffic monitoring system layer. Next, application of the cross-ranking metric, business
criticality, to bubble up the important host, flow or application. For instance, a dataflow can be
bubbled up to the top 10 search results because infection of the flow with malware and the
system has determined the dataflow in question is business critical due to the infection and the
type of dataflow relative to the enterprise. However if two hosts determined to be equally
business critical, then another metric, for instance redundancy, can be used to break the tie. For
example, if one host communicates with several redundant servers, while the other host does not,
the system will bubble up the host without any redundancy before the host with redundancy.

Multiple searches can occur on one Ul without leaving to another UL

[448] Additionally, the search Ul is customizable to a specific datatype search. For example,
the search query can be just for hosts, or just for flow, or just for applications. Depending on the
searched data type, the Ul can have a specific visualization tied to the datatype searched. For
example, the host search will visually look different from the flow search and from the
application search. This is to create immediate visual recognition of the searched data type.
Furthermore datatypes can be filtered out after generation of the search results or as a parameter

before the search results are generated.
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PARALLEL COORDINATE CHARTS FOR FLOW EXPL.ORATION

Summary

[449] The disclosure can be directed to applying a parallel coordinate chart in the dataflow
context. The parallel coordinate chart allows a user to search for a protocol and explore the
various flows in the searched protocol. Exploration occurs by providing visualization of a
searched protocol's data flow(s) to ascertain the typical from the atypical flow. Each flow has a

record of many variables or dimensions. Displaying a dataflow in a parallel coordinate chart.

Detailed Description

[450] The disclosure can be directed to applying a parallel coordinate chart in the dataflow
context. The parallel coordinate chart allows a user to search for a protocol and explore the
various flows in the searched protocol. Exploration occurs by providing visualization of a
searched protocol's data flow(s) to ascertain the typical from the atypical flow. Each flow has a

record of many variables or dimensions. Displaying a dataflow in a parallel coordinate chart.

[451] Each data flow represented in a parallel coordinate chart is measured against various
dimensions (parallel lines). Examples of dimensions consumer host, open source host, provider
host, destination host, protocol, tags, packet counts, bit count, latency, etc. Furthermore, each

flow is overlaid on top of each other.

[452] Furthermore overlaying data flows in a protocol on top of each other, in the parallel
coordinate chart, represents a concentration of flows. The concentration of flows allows a user to
visualize, among other things, the relationship between the flows and observe typical flows.
Additionally the user can filter specific dimensions (to observe joint distributions between a pair
of dimensions - combined probabilities of what is occurring between two dimensions) or a

specific window of time.

[453] There is also an outlier view - flows that are atypical. The outlier view displays the
outlier flows. The visualization of the outliers should be an easily consumable number of outliers
(display the top 20 outliers, not the bottom 20% as that could be hundreds of flows). An outlier is

calculated by calculating each distribution per dimension weighed against all the dimensions.
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[454] Again all the data needed to build the parallel coordinate chart stems from the data
gathered from the traffic monitoring system layer. Furthermore, particular to the parallel
coordinate chart, the flow's attributes are most important in mapping them to a parallel

coordinate chart.

FLOW ANNOTATION

Summary

[455] A flow can be tagged with metadata to provide additional information about the flow
such that the flows are searchable based on tags, or flows having common tags can be aggregated
to visualize flow data. Users can also define custom tags and rules by which flows should be

tagged.

[456] Advantages include: capable of searching flows based on tags, enable improved

visualization of flows.

Detailed Description

[457] Flow Annotation —

[458] In the traffic monitoring system, a flow is a collection of packets having a same source
address, destination address, source port, destination port, protocol, tenant id, and starting
timestamp. But having only this key/signature may not be particularly helpful to users trying to
understand this data and we would like to be able tag flows to enable users to search the flow

data and to present the flow data more meaningfully to users.

[459] A high-level overview of the traffic monitoring system pipeline with the key components
for flow annotation is provided as the attached figure. Generally, flow data is collected by
sensors incorporated at various levels of a data center (e.g., virtual machine, hypervisor, physical
switch, etc.) and provided to a Collector. The Collector may perform certain processing on the
raw flow data, such as de-duping, and then that data is stored in the HDFS. The Compute Engine

processes the flow data in the HDFS, including annotating each flow with certain metadata based
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on specified rules in order to classify each flow. This enables the Ul to present meaningful views

of flows or allows users to search flows based on tags.
[460] Default Rules —

[461] Each flow is annotated according to certain default tags, such as Attack, Policy, Geo,
Bogon, Whitelist, etc. Attack refers to whether a flow has been determined to be a malicious
flow. Policy refers to whether a flow is compliant or non-compliant with policy. Geo refers to the
geographic location from which the flow originated. This is determined based on IP address.
Bogon refers to whether a flow corresponds to an IP address that has not yet been allocated by
the IANA. Whitelist refers to a flow that has been determined to be a "good" flow.

[462] Tagging can be hierarchical. For example, in addition to annotating a flow as an Attack
flow, the traffic monitoring system can also specify the type of attack, e.g., malware, scan,
DDoS, etc. As another example, the Geo tag can classify a flow according to country, state, city,

etc.
[463] Custom Rules —

[464] The traffic monitoring system also enables users to tag flows based on custom tags
according to rules that they define. The custom tags and rules can be input by users via the Ul
coupled to a Rules module. In an embodiment, the Rules module translates the user-defined tags
and rules into machine-readable code (e.g., JSON, XML) to integrate the new tags into the
HDFS. On the next iteration of the processing by the Compute Engine, the custom tags will be
applied to the flows.

[465] The rules can be managed according to a Rule Management module that enables users to
perform tag-based analytics (e.g., rank custom tags based on usage), share rules and custom tags
among different tenants, associate tags to a hierarchy (e.g., classify tags as associated with
certain organizations, or classify tags as relating to networking, etc.), alias tags (i.e., same rules

w/ different names).
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OVERCOMING AN ATTACK ON DDOS DETECTION SOFTWARE

Summary

[466] If the attack detection software is being attacked with a large number of spoofed IPs, it

can then use a more generic identifier to monitor the traffic.

Detailed Description

[467] Systems that monitor network traffic typically populate tables that represent data flows.
As traffic is monitored, the tables grow in size and the system can run analyses on the data to
detect anomalies. If the table becomes too large, such analyses can be unmanageable and slow
down the system. This slowdown can be so dramatic that the system will be incapable of
detecting any anomalous traffic. If the traffic monitoring system is disabled, the network can
then be vulnerable to attacks that otherwise could be prevented or mitigated. Therefore, a
malicious program might attempt to overcome the detection software and then attack the
network. One method for overloading the detection software is repeated IP spoofing, which

comprises sending traffic from a large number of random IP addresses.

[468] The instant disclosure can be concerned with disregarding an unmanageably diverse
identifier in order to focus on an aggregate identifier. For example, as the system is monitoring
traffic, one identifier (like source IP address) may have so many distinct values that it could
overwhelm the system, which could become a significant computational bottleneck. In effect,
this could be a result of a malicious process attempting to overwhelm the system through IP
spoofing (or similar). In order to overcome this possible vulnerability, the system could do its
computations ignoring the problematic identifier and can even replace it with a more generic
identifier that characterizes the diverse identifier (e.g., analyzing source virtual machine or

VLAN instead of reported source IP).
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SMART ENFORCEMENT OF POLICIES

Summary

[469] After detecting sources of undesirable traffic, a system can intelligently implement
policies that will terminate the sources of undesirable traffic while keeping normal traffic

running.

[470] Elements of this disclosure can grant administrators (or an autonomous system) control of
all network components down to a process level, so if an individual process is malfunctioning it

can be shut down without a more extreme remedy that might disrupt other, functioning services.

Detailed Description

[471] Smart Enforcement of Policies —

[472] Detecting malfunctioning software or malicious activity within a private network can
prove challenging. Although it is possible to implement rigorous security policies at every node
in a network, such an approach is costly, complicated, and contributes to an undesirable amount
of overhead. A system can be developed to monitor traffic as it flows naturally within the

network, detecting and flagging irregular traffic.

[473] The instant disclosure can be concerned with, once irregular traffic is detected and
profiled, enforcing a policy to eliminate or at least mitigate illegitimate traffic. The system can
block or disable an area of the network from which illegitimate traffic originates. For example,
the system can tell a virtual machine to close a specific process, tell a hypervisor to shut down a
virtual machine, tell a switch or router to block traffic from a certain hypervisor, etc. In some
embodiments, the system can create policies that do not necessarily follow network topology.
For example, the system can shut down virtual machines associated with a certain owner,

processes associated with a particular publisher, etc.

[474] This is possible because the system can have lightweight programs running on each
network component (down to the VM-level) which can monitor traffic and kill sources of bad

traffic if directed to.
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[475] Other policy enforcement regimes can be more involved. Because quarantining or
shutting down illegitimate data sources may be over-inclusive and will likely take down
legitimate resources, certain procedures can be implemented to preserve the functionality of
legitimate resources. For example, if a healthy VM shares a hypervisor with malfunctioning

VM, it can be migrated before the hypervisor is shut down.

[476] Before implementing a policy, the system can simulate the repercussions of the policy
(based on discovered interdependencies). Based on specified criteria, the system can choose not
to implement policies that would affect high-priority systems, favoring a less effective policy

that would maintain functionality of the high-priority systems.

INTRA-DATACENTER DDOS DETECTION

Summary

[477] A benefit of this system is that it does not require complicated rules and configurations;
instead, it relies on establishing a baseline and comparing traffic to that baseline. Further, it has

the ability to monitor and manage traffic at a process and virtual machine level.

Detailed Description

[478] A distributed denial of service (DDOS) attack is where illegitimate traffic overwhelms a
service, effectively shutting it down. Typically, these attacks come from a botnet or collection of
botnets where each infected computer in the botnet is instructed to attack an individual machine
or service. Various techniques are used to overcome these attacks, like using cloud-based
services to accommodate the excess traffic, firewalls to filter requests related to improper ports
or protocols, and "black holing" data by dropping all requests. These approaches are satisfactory
for external traffic, but, because they are implemented on the periphery, are ineffective at
combatting illegitimate intra-datacenter traffic. It would be too expensive to deploy firewalls
throughout the datacenter and usually administrators want a way to solve the problem instead of

weathering it.

[479] The instant disclosure can be to monitor traffic at a process, virtual machine, hypervisor,
top of rack, switch, etc. level, detect irregular traffic that might be indicative of a DDOS attack

or a misconfigured machine, and take appropriate action. Irregular traffic can be discovered by
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developing a signature of normal traffic from a particular process/virtual machine/hypervisor/etc.
and comparing it to current traffic. The signature can include packet count, byte count,
service/host connection counts, TCP flags, port, protocol, port count, geo-location, user (of a

process), process ID, etc. The signature can be created using statistics and analytics.

[480] The signature can be a long-term distribution. For a given period of time (second, minute,
hour, etc.) the system can record data pertaining to all of the above-listed parameters and include
the data in a running distribution. Individual parameters can be analyzed independently, or
aggregate values can be created by combining parameters. The system can then compare short
term data to the long term distribution and determine how likely it is that the short term data
describes illegitimate traffic. This determination can be calculated using a human created
formula or through machine learning techniques. The system can present a system administrator

with a confidence indicator that represents how likely it is that the traffic comprises illegitimate

traffic.

[481] When irregular traffic is discovered, a system administrator can be notified and presented
with appropriate actions that should correct the irregular traffic. Actions can include shutting
down the process or virtual machine, blocking traffic from the virtual machine (via the
hypervisor), or blocking the port/protocol/subnet corresponding to the traffic. More advanced
filtering can be applied according to the detected anomaly. For example, the system can detect
that short packets sent to port X from subnet Y in China are anomalous traffic and can filter
traffic that meets that criteria. The filtering criteria can be optimized to capture a limited

percentage of legitimate traffic while capturing a high amount of illegitimate traffic.
[482] The DDOS detection is done by running following three phases:

[483] 1. Typical traits- Stats during typical normal operations for EPG (manual configuration or
derived through ADM), hosts, host pairs, flows, etc. The stats could, for example, include
distribution of number of unique destination ports opened on a host/server in a fixed interval. We
can keep (mean, variance), or hand-crafted buckets (for example, 1, 2-10, 11-100, 100+ for
ports).

[484] 2. Anomaly detection - Detect when stats for a particular host, host-pair or flows are
outside the normal range. For example, if a host typically has src ports in the 1 and 2-10 range,

but the current batch saw src ports in 100+ range, this would be considered an anomaly.
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[485] 3. DDOS detection through Aggregation - By aggregating anomalies from multiple hosts
and host-pairs, we can detect a DDOS attempt.

[486] Keys for the table —

[487] The table contains data for datacenter, EPG, host, host-pair and server-flows (src + dst +
sr3port). We can use a single table for these. The idea is that we would aggregate anomalies from
a lower granularity, along with stats to more confidently detect DDOS. For example, within an
EPG, we would consider number of hosts reporting anomalies as well as stats for the EPG to

detect that an EPG is under attack.

[488] Values in the table —

[489] We would maintain a traits table in our BD pipeline, which would include following
features: (1) packets: a. mean and std of num packets, looking at some flow stats, it appears that
the distribution of log(packets) looks Gaussian, and hence we may keep the mean and std of
log(packets), b. change in packets from last period; (2) bytes: a. mean and std of log(sent_bytes),
log(receive4bytes), b. change in bytes from last period; (3) number of client/server ports: a.
Looking at stats from existing flows, it appears that distribution in the buckets (1, 110, 11100,
100+) would be interesting; (4) Connection rates: a. Number of unique connections in a unit
time, b. Number of unique flows in a unit time; (5) number of unique hosts: a. Total number of
unique hosts that given host communicates with; (6) Scan stats: a. Stats on stateless scans, b.

Stats on stateful scans like SYN, RST, etc.

NETWORK VULNERABILITY QUANTIFICATION AND VISUALIZATION

Summary

[490] A vulnerability index can be calculated for various components of a data center (e.g.,
policies, EPGs, hosts, ports, etc.) based on historical flow attack data and other factors. Given a
host that is determined to be vulnerable, we can map out other hosts to which the vulnerable host
connects to/from and provide a GUI showing the vulnerability graph and the severity of the

vulnerabilities.
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[491] Advantages include: able to quantify vulnerabilities of network objects; enable
visualization of network vulnerabilities, including one or more vulnerable hosts and a graph of

other hosts to which a vulnerable host can connect.

Detailed Description

[492] The traffic monitoring system includes an abstraction called "vulnerability” that can be
applied to policies, EPGs, hosts, ports, etc. This is different from the concept of "reputation.”
Reputation is only applicable to hosts, and determines what actions a host can take based on
reputation. Vulnerability, on the other hand, quantifies susceptibility of the above objects to
network attacks. Historical flow attacks are analyzed with respect to each of these objects to
determine a vulnerability index (between 1 and -1) for each object. For example, the
vulnerability index for a policy can be calculated based on the historical number of attacks that
occurred when the policy was in force relative to when the policy was not in force. Likewise, the
differences between attacks when a certain port was open are compared to when the port is
closed using historical flow attack data. The vulnerability index for that port would be calculated
based on the number of additional attacks that occurred when that port was open versus when it
was closed. Other factors that may affect vulnerability are policy compliance/non-compliance,
whether a policy is a whitelist policy or blacklist policy, whether certain applications are being

run in the data center, whether a certain OS is used by a host device, etc.

[493] The other component of the disclosure can be the ability to provide a vulnerability graph
based on vulnerability indexes. Given a first host that is determined to be vulnerable, we map out
other hosts to which the first host can connect to and determine the vulnerability indexes for
those other hosts. The severity of vulnerability can be indicated by color (e.g., red) intensity so
that we end up with a graph indicating vulnerability and severability of vulnerability in this sit.
For example, suppose that a host is an authentication server and its vulnerability index is severe.
In this situation, the entire network topology would end up bright red because of the
authentication server potentially connects to/from every other host in the network. On the other
hand, suppose that a host is a log server. The vulnerability graph may only comprise of that host

because the log server doesn't connect to any other hosts, and is merely a repository for logs.
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MICROBURST DETECTION

Summary

[494] The disclosure can be directed to configuring the specification of an ASIC to have a

faster granularity (100 milliseconds) for the detection of the max burst of the microbursts.

Detailed Description

[495] The disclosure can be directed to configuring the specification of an ASIC to have a
faster granularity (100 milliseconds) for the detection of the max burst of the microbursts. The
generated flow report has a more detailed reading of the max burst of the microbursts generated

in the network traffic detected by the ASIC, due to the higher granularity of the flow report.

MEASUREMENTS BASED ON SEQUENCE NUMBER

Summary

[496] This disclosure can be having a system detect a packet and determine, based on the

packet's sequence number and payload size, what the sequence number of the acknowledgment

should be.

Detailed Description

[497] Processes can easily calculate a packet's round trip time (RTT) by measuring the time
from when the packet is sent to when an acknowledgement is received. The present technology
pertains to analyzing packets throughout the network to determine RTT and detect network
degradation between two hosts. This can be accomplished without installing software on the

sending or receiving machine, but by recording traffic at a hypervisor/slice/switch/router level.

[498] Associating a sent packet with its acknowledgment can be difficult. The system can, by
looking at the sequence number and packet size of the sent packet, determine the expected
sequence number of the relevant acknowledgment. It can then calculate the time difference from
the sent packet and received packet. If the acknowledgment is not detected or if the packet is
resent, the system can determine that the packet was lost. The system can determine that a packet

was resent if it observes a packet using the same sequence number.
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[499] It can be useful to have one device record when a packet is sent with a separate one
recording when the acknowledgment is sent. Because it is difficult to communicate what
acknowledgment to look for, acknowledgments can be recorded that cover the monitored
sequence number. For example, if the last ACK number is An-1 and the current ACK number is
An and the system is monitoring X, then it should record acknowledgments where An-

1<=X<An.

[500] In some cases, the system may see a series of sequence numbers that are well out of
range. This may be indicative of a man-in-the-middle attack where a malicious program is

"fishing" for the correct sequence number.

[501] Although analyzing TCP sequence numbers will not account for all network traffic (other
L4 traffic, like UDP will be ignored); TCP is a significant proportion of total traffic and the
analysis should be representative. Based on RTT and packet loss rates, the system can develop

an indication of network congestion and degradation.

[502] Because analyzing every packet would be redundant and inefficient, the system can
monitor every nth packet. For example, every 10,000th packet. Instead of counting packets to
detect when the nth packet is sent, the system can choose a TCP sequence number or range and
monitor the packet that includes that number. For example, the chosen packet can be greater than
the packet's sequence number, but less than the packet sequence number + the number of bytes in
the packet. Because the TCP sequence number space is 2”32, the system can increase the
sampling rate by increasing the quantity of monitored numbers (i.e., the size of the range of

sequence numbers).

HEADER FIELD ENTROPY

Summary

[503] The disclosure can be to do entropy or pattern analysis on any of the packet's header
fields. The header fields that have the most predictive patterns are the best to analyze and
catalog. Therefore analysis of a packet that is outside the normal predictive header pattern gives

an indication that the packet is a spoof and part of an attack.
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Detailed Description

[504] The disclosure can be to do entropy or pattern analysis on any of the packet's header
fields. The header fields that have the most predictive patterns are the best to analyze and
catalog. Therefore analysis of a packet that is outside the normal predictive header pattern gives

an indication that the packet is a spoof and part of an attack.

[505] An example of a predictive header variable is the ID packet. The ID packet is used to
identify the packet. If the packet fragments, it can be put back together because each fragment
has an ID packet. Furthermore the ID packet increments linearly. Given the packet is a part of
the system, when the packet is traveling from the source to the destination, the ID packet behaves
in a predictive pattern. The predictive pattern can be indexed. As such any received packet can
be compared to the index to determine whether the packet has an ID packet outside the known

pattern. Any ID packet outside a known pattern will raise notice about a potential attack.

[506] Another example of a predictive header variable is the sequence number. The sequence
number also increments linearly. So the system's packets all have a known predictive sequence
number and can be indexed. As such any packet received packet can be compared to the index to
determine whether the packet has a sequence outside a known pattern. Any sequence outside a

known pattern will raise notice about a potential attack.

TTL CHANGED

Summary

[507] Detection of a change in TTL of a packet received is generally associated with an attack
or potential attack. Indexing all known system TTLs can be used to determine any deviations of

TTL in a packet.

Detailed Description

[508] The disclosure can be directed to entropy or pattern analysis on any of the packet's header
fields. The header fields that have the most predictive patterns are the best to analyze and
catalog. Therefore analysis of a packet that is outside the normal predictive header pattern gives

an indication that the packet is a spoof and part of an attack.
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[509] An example of a predictive header variable is the ID packet. The ID packet is used to
identify the packet. If the packet fragments, it can be put back together because each fragment
has an ID packet. Furthermore the ID packet increments linearly. Given the packet is a part of
the system, when the packet is traveling from the source to the destination, the ID packet behaves
in a predictive pattern. The predictive pattern can be indexed. As such any received packet can
be compared to the index to determine whether the packet has an ID packet outside the known

pattern. Any ID packet outside a known pattern will raise notice about a potential attack.

[510] Another example of a predictive header variable is the sequence number. The sequence
number also increments linearly. So the system's packets all have a known predictive sequence
number and can be indexed. As such any packet received packet can be compared to the index to
determine whether the packet has a sequence outside a known pattern. Any sequence outside a

known pattern will raise notice about a potential attack.

[S11] In some circumstances, a detected packet with a header variable outside the known
predictive pattern of the header variable almost always man an attack is or has occurred. In these
circumstances the header variable is very predictable. There is no need for pattern analysis of the
packet's header variables. Any detected deviations in these types of predictable header variables
are generally associated with an attack or potential attack. One type of this predictable header
variable is the time to live (TTL) header variable. Every packet has a limited life span and each
of the known system's packets will each have their own TTL. Within the data flow between two
logical entities, generally there will be a known type of packet. Indexing all known system TTLs
can be used to determine any deviations of TTL in a packet. Any deviations of TTL will

generally be associated with an attack or potential attack.

PROFILING A HOST BASED ON SENT PACKETS HISTOGRAM

Detailed Description

[§12] The present disclosure pertains to monitoring and identifying illegitimate traffic within a
network. Specifically, a system can look at packet sizes and count how many packets of different
size ranges a specific host has sent. As the system accumulates data, it can develop a signature
for the host. Instead of keeping track of each piece of data, packet size lengths can be aggregated
(1.e., 400 packets of size 0, 200 of size between 1-100, etc.). Once a host has been profiled, the
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system can compare the host's signature with a database of signatures and determine if the
signature is similar to a malicious host's signature. For example, a malicious host may send a
large number of empty or single byte packets while a legitimate host might send a larger number

of large packets.

[513] The system can also analyze the signature and predict what type of communication is
taking place to better profile the host. For example, an even distribution of packet sizes may be
indicative of one type of communication while a narrow distribution may be indicative of
another type of communication. This approach is highly scalable because it does not need to

account for every packet sent, just a sampling of them.

[S14] While packet size is one metric that the system can use to profile a host, other metrics are
equally useful in developing a signature of a host. For example, TCP header option and receive
window can also be monitored. Because TCP header option is typically only used by illegitimate
traffic, the more it is used the more likely traffic is illegitimate. A reduced window can show

congestion and can assist in performance and monitoring.

FLOW ANTI-ALIASING

Summary

Detailed Description

[515] As discussed, a flow is conventionally represented as a 5-tuple comprising a source
address, destination address, source port, destination port, and protocol. There are limitations to
this conventional approach of representing flows because separate flows having the same 5-tuple
may be created in quick succession such that the separate flows are identified as part of a same
flow. Further, over time, separate flows having the same 5-tuple will be created such that
separate flows may be indexed as part of a same flow when analyzing aggregate flows over a
window of time. Traffic monitoring system resolves these issues by using a flow start time as
part of a key of a flow. Thus, a flow key in Traffic monitoring system includes source address,
destination address, source port, destination port, protocol, tenant id, and a starting timestamp to

uniquely identify a flow. This solves the aliasing problem used by conventional approaches, such
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as Netflow, which aggregate packets having a same source/destination IP address,

source/destination ports, protocol that are not necessarily part of a same flow.

[516] The traffic monitoring system continuously collects flow data from all of the sensors in a

data center and determines unique flows over a window of time.

[517] For UDP flows, timeouts are used to distinguish between separate, successive flows that
may have a same 5-tuple. Let us assume that the sensor data indicates that there is a first UDP
flow with a particular 5-tuple. After a specified period of inactivity, the sensor data indicates that
there is flow data corresponding to the particular 5-tuple. A second UDP flow is then instantiated

using a new flow start time to distinguish from the first UDP flow.

[518] In TCP flows, TCP hand-shake information is analyzed to distinguish separate,
successive flows that may have a same S-tuple. For example, the three-way hand-shake can be
used to identify the start of the TCP flow, and the four-way hand-shake can be used to identify
the end of the TCP flow.

TCP STATE TRACKING OUTSIDE OF A HOST DEVICE

Detailed Description

[519] The traffic monitoring system data pipeline does not receive every packet forwarded in a
data center but instead receives summaries of flows that include information such as
source/destination address, protocol, number of packets in a flow, number of bytes in a flow,
TCP flags, etc. With only Summary views and even without packets, the traffic monitoring
system data pipeline can nevertheless track TCP state, such as whether a particular TCP flow is a

re-transmission or a new flow.

[520] The traffic monitoring system pipeline receives a Summary view and locates within the
Summary each TCP handshake to determine whether the handshake corresponds to a re-
transmission or a new flow. This can be accomplished by analyzing traffic unidirectionally. That
is, we track half of the TCP state based on TPC flags from egress traffic to a host, half of the
TCP state based on TCP flags from corresponding ingress traffic to the host, and keep a
reconciled view of the two half-states. These three different states are maintained for every flow

for tracking TCP state via Summary views.
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FLOW DE-DUPLICATION

Summary

[521] Advantages include: (1) multiple sources of flow data for a single flow are collected but
de-duped/compressed/summarized such that the big data pipeline analyzes single flow data for
the flow, potentially reducing the data to be analyzed by the big data pipeline by 1/6; (2) the flow
data is aggregated based on the sensor data determined to be most reliable, therefore the big data

pipeline analyzes the most accurate data for a flow.

[522] Detecting use: product documentation, Ul, claims that a product provides best flow data

from multiple views.

Detailed Description

[523] In the traffic monitoring system, sensors are placed at each VM, hypervisor, and switch
of a network in order to monitor traffic. As a result, multiple sensors will report flow data on a
same flow but from different perspectives (i.e., source/destination VMs, source/destination
hypervisors, switches, etc.). We don't want to process all this redundant data, and therefore need
approaches for de-deduping redundancies prior to feeding a single flow object to our big data

pipeline.

[524] In some embodiments, data for a single flow is collected from a sensor determined to be
the "best sensor" for collecting data regarding the flow. The best sensor may be sensor that

provides the best view (e.g., most packets sensed) of a flow.

[525] In other embodiments, data for a single flow is reconciled at a packet level based on the
multiple flow data collected for a single flow. For example, a single flow could be represented as

any, non-duplicative packet sensed by all of the sensors collecting flow data for the flow.

[526] Other reconciliation algorithms can also be used for consolidating a single flow data

object for a flow.
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SELECTIVE PACKET CAPTURE

Summary

[527] Advantages include: (1) can capture packets based on contextual information that is not
contained in packet data (e.g., host/machine information, flow attributes, policy compliance/non-
compliance, etc.); (2) provides for event-based packet capture; (3) gives users the ability to

define their own criteria for which packet capture should be invoked.

Detailed Description

[528] The traffic monitoring system generally collects flow data but this Summary data may
not necessarily provide sufficient information to troubleshoot a network anomaly. Thus, one of
the features of the traffic monitoring system is to enable packet capture according to Traffic
monitoring system-defined rules or custom rules. For example, suppose that a flow is recognized
as a malware spoofer based on the flow corresponding to a particular traffic pattern. The user can
then request that packets corresponding to the pattern be captured the next time the pattern
appears in the network. In this case, the pattern is a Traffic monitoring system-defined

algorithm/rule. However, the user can also define custom rules that invoke packet capture.

[529] The traffic monitoring system Ul also enables a user to invoke packet capture for a
specific host or rules based on host/machine information, such as process string, user name, time
of process, etc. Similarly, users can invoke packet capture based on other attributes of a flow
collected by the traffic monitoring system, such as type of attack, geography, policy

compliance/non-compliance, etc.

[530] When packets are captured, the packets will be associated with a flow. The traffic

monitoring system can then provide a more granular view of such flows, i.e., packets of a flow.

UNIQUE SENSOR ID CREATION

Detailed Description

[531] As a network system monitors traffic to detect security threats, the most effective attacks
attempt to compromise the monitoring system first. In a system that contains multiple "sensors"

reporting traffic flows from various nodes around the network, an attacker might attempt to
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create fake sensors to manipulate reports in order to mask illegitimate traffic or overwhelm the

system with false reports.

[532] After a sensor is installed on a virtual machine, the sensor can contact a control server
with some of its attributes (hostname, MAC address, BIOS_UUID, etc.). The BIOS_UUID is
part of the bios for the host VM. The control server utilizes a one-way hash function of the
BIOS_UUID and a secret key; the result of this function is then sent to the sensor as a sensor ID.
Subsequent communications from the sensor utilize this sensor ID. The traffic monitoring system
backend can verify that the sensor is valid if its ID matches the hash of the BIOS UUID and the

secret key.

[533] For purposes of authentication, non-repudiation, and integrity, each sensor is assigned a
unique key (signed certificate). The sensor can use a signed certificate for communications with

the traffic monitoring system backend.

[534] A system thus configured can easily migrate sensors around the network because they
will remain the same virtual machine, and thus their sensor ID (which is a function of the VM
bios) will remain the same. If the VM is cloned, it will have a new BIOS_UUID and the sensor

will need to acquire a new ID.

ANALYZE DHCP FOR FLOW ANALYSIS

Summary

[535] The present technology collects additional information, besides source and destination IP
addresses, source and destination port numbers and protocol, from network packets to conduct
network traffic analysis. The additional information may include a transaction ID generated
during a DHCP process, and MAC address (i.e., physical address of a corresponding node).

Network traffic can then be uniquely identified for a meaningful analysis.

Detailed Description

[536] The present technology collects additional information, besides source and destination IP
addresses, source and destination port numbers and protocol, from network packets to conduct

network traffic analysis. The additional information may include a transaction ID generated
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during a DHCP process, and MAC address (i.e., physical address of a corresponding node).
Network traffic can then be uniquely identified for a meaningful analysis.
[537] In some embodiments, uniquely identified network traffic can be analyzed for network

management and security control.

ANALYZE MULTICAST FOR FLOW ANALYSIS

Summary

[538] The present technology collects additional information from multicast packets from a
group node to interested user nodes. The additional information may include unique IP address
of a corresponding user node receiving the multicast packets from the group node. Network

traffic can then be uniquely identified for a meaningful analysis.

Detailed Description

[539] The present technology collects additional information from multicast packets from a
group node to interested user nodes. The additional information may include unique IP address
of a corresponding user node receiving the multicast packets from the group node. Network

traffic can then be uniquely identified for a meaningful analysis.

[540] In some embodiments, uniquely identified multicast packets can be analyzed for network

management and security control.

COLLAPSING AND PLACEMENT OF APPLICATIONS

Summary

[541] The disclosure can be directed to an application dependency map visualized in a
collapsible tree flow chart. The tree flow chart is collapsible and displays the
policies/relationships between each logical entity that carries a multi-tier application. The

collapsible multi-tier application Ul displays the data flows of a multi-tier application.
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Detailed Description

[542] The disclosure can be directed to an application dependency map visualized in a
collapsible tree flow chart. The tree flow chart is collapsible and displays the
policies/relationships between each logical entity that carries a multi-tier application. The
collapsible multi-tier application Ul displays the data flows of a multi-tier application. A multi-
tier application can have various aspects of the application running on various hosts. The Ul
displays the hierarchy and policies or dependencies between each logical entity running the
application. The Ul is collapsible allowing the user to drill down on any node/logical-entity
representing hosts, databases or application tier. By making the UI collapsible, it allows for a

more consumable UL

[543] The Ul displays various nodes and interacting with a node will show an exploded view of
that node. A node is any logical entity. For example, any application's tier of the multi-tier
application, database tiers, and host tiers. The exploded view of the node will explode new nodes
that have edges connecting the new nodes with the exploded node. The edges represent policies
between the new nodes and between the new nodes and the exploded node. For example, the
original node can be a host running the application. The exploded view displays new nodes. The
new nodes represent all neighbors the host communicates with. The new nods are usually

exploded right of the exploded node to demonstrate the hierarchy between the logical entities.

[544] The collapsible tree flow chart uses the data gathered from the traffic monitoring system
layer. Data used and made visible in the collapsible tree flow chart are (1) data flows from one
logical entity to another logical entity; (2) the policies that govern the data flows from one
logical entity to another logical entity; (3) what host the data flow came from; (4) what host

group the data flow came from; and (5) what subnet the data flow came from.

[545] The Ul is customizable. User can select elements to adjust subnet groupings and cluster
groupings. Additionally the user can upload side information. Examples of side information are

DNS names, host names, etc.
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COLLAPSING AND PLACEMENT OF ATTACK NEIGHBORS

Detailed Description

[546] The disclosure can be directed to provide visibility of an attacked logical entity's
neighboring logical entities that have been attacked or vulnerable to attacks. Such a Ul can help
the user determine which neighboring logical entity to isolate or to closely monitor. Business
criticality is a good indicator for which neighboring logical entity should be isolated and/or

monitored more closely.

[547] Business criticality is the best metric since it is enterprise adaptable. For example billing.
In another example, for a finance enterprise, logical entities with dataflows of data including
cadence files are less important than excel spreadsheet data files. Ideally business criticality can
be determined not invasively to the enterprise (either for privacy issues or because the data is
encrypted anyway). Inferring business criticality can be based on identifying the type of data, the
source of the data, and the destination of the data. Identification of the type of data, the source of
the data and the destination of the data flow can be done through analysis of data gathered from
the traffic monitoring system layer. Traffic monitoring system analysis (through the
software/code sensors) can map the host ports to to determine what process the flow is coming
from to see what application the data stream is originating from. Furthermore, the traffic
monitoring system layer can be analyzed to determine hosts the data flow came from, what host
group the data flow, and what subnet the data flow game from, what host port the dataflow came
from, what application the data stream is originating from, and the policies governing those
flows. For example, spreadsheet data flowing from a server from a financial enterprise will be

more important than sound data flowing from another server.

[548] Business criticality is inferred, as such, it is an administrator who categorizes the
enterprise and it is the analysis of the data in the enterprise that determines business critical
logical entities. A logical entity carrying the application of interest and the application of interest
are both ranked in terms of what is more business critical. Therefore sound data from a finance
enterprise is ranked lower and so the host carrying that application is also ranked lower.
Spreadsheet data from a finance enterprise is ranked higher and so the host carrying the
application producing spreadsheet data is also ranked higher.
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[549] The Ul's radial configuration can display the most important neighboring logical entities
that require the users attention. For example, the radial layout can be of the 10 most vulnerable to
attack or most severely attacked neighboring logical entities. Business criticality as the base
metric of will bubble up the most important neighboring logical to monitor/isolate first.
Additionally, other tie-breaking metrics can be applied when two business critical logical entities
are ranked similarly in importance. Examples of tie-breaking metrics can be the vulnerability to

attacks, redundancy, etc.

[550] Currently, Uls of this nature has a radial configuration displaying the attacked or
vulnerable neighbors and the logical entity of interest (patient zero of the attack) in the middle of
the configuration. However given the number of logical entities that one logical entity

communicates with, the Ul can be very difficult to consume.
[1]

GEO WITH NETWORK DATABASE AND GEO VISUALIZATION

Summary

[§51] The disclosure can be directed to mapping flow data and overlay it on a geographic map.
Furthermore the geographical map can also display attacks and the flow of an attack from the
source to a logical entity. The map additionally be accompanied with a pie chart relating to the

attacks and intensity of attacks.

Detailed Description

[§52] The disclosure can be directed to mapping flow data and overlay it on a geographic map.
The a part of the data gathered from the traffic monitoring system layer are attributes of a
dataflow. One attribute of the data flow can be the geographic location or positioning of the flow
of data traveling from one logical entity to another logical entity. Mapping this data on a
geographical map shows visualization of data flowing from one logical entity to another.
Furthermore the geographical map can also display attacks and the flow of an attack from the
source to a logical entity. Intensity of the attack or counts of an attack can also be shown. The

map additionally be accompanied with a pie chart relating to the attacks. The pie chart can show
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depth to represent the severity of the attacks. The pie chart can also be organized to show which
attacked logical entity is ranked higher in importance.

NETWORK MONITORING AND ANALYTICS SYSTEM

Detailed Description

[§53] This network monitoring system can comprise sensors, collectors, an analytics module,
and a presentation module. Sensors can reside on every node and component of the data center
(e.g., virtual machine, hypervisor, slice, blade, switch, router, gateway, etc.).Sensors can monitor
traffic to and from the component, report on environmental data related to the component (e.g.,
component IDs, statuses, etc.), and perform actions related to the component (e.g., shut down a
process, block ports, redirect traffic, etc.). Sensors can send their records over a high speed
connection to the collectors for storage. The collectors can be rack mounted servers placed on
each row of the data center specially designed to handle large datasets and provide high
throughput. By analyzing data stored in the collectors, the analytics module can determine
network topology, detect dependencies, check network health, and detect anomalies. The
presentation module can provide a Ul wherein a user can intuitively navigate data from the

collectors and the insights produced by the analytics module.

AN ADM PIPELINE TO GENERATE COMMUNICATION GRAPH

Summary

[554] Flow data and process information for each node of a computing network is collected.
Each node is then represented by one or more vectors using such data. Nodes in the computing
network can be grouped into cluster based upon similarities between the nodes. The clusters can

be used to generate communication graph.
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Detailed Description

[555] One advantage of generating communication graph is that it can help discover similar
nodes. In order to generate communication graph, information needs to be collected, e.g.,
communication between nodes in a normal setting. In addition, the communication graph built
from the network flow data has other uses: it provides visibility into the network, and makes the

task of building application profiles substantially more efficient.

[556] In some embodiments, a policy is built from a clustering as follows: for each observed
edge (communication) from a node in cluster A to a node in cluster B, on server port C, a
(‘white-list") policy is introduced such that any node in cluster A can communicated with any

node in cluster B on server port C.

[557] The ADM pipeline from a high level can be: network and process data + side information
-> graph and vector construction = similarity computation and clustering 2 policy induction

and UI presentation/interaction.

[558] User feedback from the UI can repeat this process (ie, re-run the pipeline). User feedback

is incorporated into the side information.

GENERATING VECTORS FOR NODES IN A COMPUTING NETWORK

Summary

[559] Flow information for each node of a computing network can be collected over a period of
time. This information is used to generate a communication graph (where client and served
nodes are connected via directed edges). One or more vectors can be constructed for each node

based upon the communication graph.

Detailed Description

[560] Machines (nodes) with sufficiently similar vectors (network/graph edges or neighbors)

can be grouped into a cluster. A vector for a given node A can be constructed as follows.

[561] If node B is a client of node A on port C, then create the feature (string)
'Serves 2on_port_C' (B and C can be IP addresses). If node A is a client of node D on port E,

then create the feature 'Client_of 4on_port_E' (in general, create a unique string based on the IP
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and port combination). Each such string is dimension. Another node G has the same feature (eg
'Serves_2on_port_C') is similar in this respect (dimension) to node A. The value of a feature can
be Boolean (0 or 1), or reflect 'persistence' (number of time snapshots the connection is seen) or
amount of traffic seen on that link (e.g., log number of packets sent in the time span in which the

flow data was gathered).

[562] There are a number of variations. For example, vector types can be based solely on server
ports, or solely based on destination addresses (IPs). The set of vectors can then be post-
processed, such as (frequent) feature pruning, tfidf re-weighting, and 12-normalization. These

steps can improve similarity computation.

[563] Frequent feature computation: features that have a positive value in a large fraction of
vectors (such as above 30%) can be dropped from all vectors (i.e., unless dropping them creates
0 vectors, they are sole features for some nodes). Similarity computation can be improved by

pruning frequent features.

[564] In some embodiments, standard tfidf re-weighting can be applied, and then the vector is

12 normalized.

[565] In some embodiments, the encoding of neighbors together with server ports and
persistence and/or amount of traffic can be used as weighted features. Post processing of the
vectors, such as tfidf transformation and 12 normalization can be used to improve subsequent

tasks (similarity computation and clustering).

GENERATE VECTORS BASED ON PROCESSES RUNNING ON COMPUTING NODES

Summary

[566] Process information may include full paths of executables and their parameters, user ids
and user names, and used to cluster nodes in a computing network. Features can be extracted

from the corresponding process information, and turned into a vector.
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Detailed Description

[567] In some implementations, user name and process information (eg. executable path) can
be concatenated. A machine with user name A and process /bin/P, may have the feature

"lran_bin/P".

[568] In some embodiments, the encoding of ps (process) information, including process full
path and user name, can be used as weighted features. The vector can be 12 normalized vectors,
such as tfidf transformation and 12 normalization to improve subsequent tasks (e.g., similarity

computation and clustering).

IMPROVED ADM PIPELINE

Summary

[569] Information, such as subnet masks and load balancer (SLB), can be used to partition
nodes of the computing network. The collapsing of different IPs to a common tag, such as a
subnet mask, can improve similarity computation, and clustering accuracy. In some
embodiments, bad traffic can be filtered out using classifiers and signature-based models

(security based algorithms) to prevent such data from being imported into an ADM pipeline.

Detailed Description

[570] Information, such as subnet masks and load balancer (SLB), can be used to partition
nodes of the computing network. For example, nodes from different subnet masks may not be
partitioned into the same cluster. Since similarity computation and clustering involve pair-wise
and therefore O(n"2) computations (given n nodes), the subnet mask and SLB information can
be used to substantially reduce the pipeline run-time, e.g., from hours to minutes, or days to

hours and/or require significantly less computing resources.

[§71] Subnet masks and partitions can also be used to replace IPs with tags in feature encoding
(e.g., vector construction). The collapsing of different IPs to a common tag, such as a subnet
mask, can improve similarity computation, and clustering accuracy. The information can also be
used to improve clustering accuracy which in turn affects policy induction (as policies are based

on clusters).
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[572] Furthermore, many networks already contain unwanted traffic (e.g., in the form of DDoS
attacks and port scans). It's desirable to avoid inputting such unwanted traffic into a pipeline to
generate a communication graph. Otherwise, policies generated from the communication graph
may allow such unwanted traffic. One solution is to filter out likely bad network traffic before
such data is imported into the ADM pipeline. Bad traffic can be filtered out using classifiers and

signature-based models (security based algorithms).

GENERATING AN OPTIMIZED NUMBER OF CLUSTERS USING A MINIMUM
DESCRIPTION LENGTH (MDL) APPROACH

Summary

[§73] A suitable number of clusters of nodes in a computing network can be determined by
using of the Minimum Description Length principle, or MDL. A MDL score can be determined
based on a directed communication graph, which may include client nodes, server nodes and
server ports, and an algorithm for MDL score optimizations in the presence of multiple

partitions.

Detailed Description

[§74] An optimized number of clusters of nodes in a computing network can be determined by
using of the Minimum Description Length principle, or MDL. A MDL score can be determined
based on a directed communication graph, which may include client nodes, server nodes and
server ports, and an algorithm for MDL score optimizations in the presence of multiple

partitions.

[575] According to MDL, an optimized theory (model) for a body of data is the one that
minimizes the size of the theory plus the amount of information necessary to specify the

exceptions relative to the theory.

[576] In this example, an edge is a communication from source (client) node to destination

(server) node using a (server) port.

[§77] Computing the MDL for a clustering:
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[578] - for all the observed edges (for the time-span in which a network was monitored and data
was collected), find the assigned source cluster, src cluster, and dst (destination) cluster. (Note
each node is belongs (or is assigned) a unique cluster in a clustering, where a cluster is simply a

non-empty set of nodes).
[§79] - for each src cluster * dst cluster * port combination:
[580] -- Let obs = the count of unique src nodes * dst nodes (= number of observed edges)

[581] -- Let unobs = the number of unobserved edges (number of nodes in the src cluster *

number of nodes in the dst cluster - the observed edges)
[582] -- the description length is the min of (obs, (1 + notobs))

[583] - MDL of a clustering is the sum of the description lengths across all src cluster * dst
cluster * port combinations (Note: in some implementations, the lower the MDL score is, the

better the clustering in a computing network)

[584] * Handling choice of (best) clustering when there are multiple (node) partitions. [NOTE:

this is a contribution too.]

[585] In a computing network, there may be multiple node partitions (based on routing
information, and subnet masks), where clusters cannot span multiple partitions, i.e., a cluster

may not contain nodes that belong to different partitions.

[586] However the choice with optimized clustering in one partition can affect the choice of
best clustering in another, because nodes from different partitions communicate with one

another, and the MDL criterion may depend upon the communications (edges).

[587] The MDL scores (for example, the one given above), can be used to improve the number
of clusters for each partition by using a randomized local search algorithm based upon local

searches.

[588] For the algorithm below, it can be assumed that each partition, for each k (1 <=k <=
number of nodes in partition), a clustering (e.g., via the kmeans algorithm) has been computed. n

is total number of nodes.

[589] Algorithm:
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[590] - Assign an initial selected k, say k =n / 3, for each partition. This choice of clustering for
each partition is the 'current state'.

[591] -- calculate the MDL metric for the current state (current energy)

[592] -- Repeat for n iterations (or until the change in energy is smaller than a delta)

[593] --- in each iteration, go through the partitions in a random order

[594] ----- for each partition, go through all clusterings (choices of k), compute MDL for it, and
pick best k.

[595] ----- assign the new state as the current state with this new value of k for this partition.

Calculate the MDL score (new energy) given the new k for each partition.

[596] -- If new energy is better than current energy, then assign new state to current state and

new energy to current energy.

[597] NOTE: nodes that are not assigned a cluster (because they don't have edges) are assigned

to their own 'singleton' clusters.

[598] In some embodiments, a MDL score can be determined based on a directed
communication graph (client nodes and server nodes and server ports), and an algorithm for

MDL score optimization in the presence of multiple partitions.

GENERATING AN OPTIMIZED NUMBER OF CLUSTERS USING A SILHOUETTE
SCORE

Summary

[599] An optimized number of clusters of nodes in a computing network can be determined by
using a Silhouette score. A clustering can be determined via the kmeans clustering algorithm
with a fixed k. The silhouette score of the clustering is the average silhouette of each node

(defined next): 1/n sum_(node A) silhouette(A), where n is the total number of nodes.

Detailed Description

[600] An optimized number of clusters of nodes in a computing network can be determined by

using a Silhouette score. A clustering can be provided (e.g., via the kmeans clustering algorithm
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for some fixed k). The silhouette score of the clustering is the average silhouette of each node

(defined next): 1/n sum_(node A) silhouette(A), where n is the total number of nodes.

[601] Silhouette of a single node: Let sim = sim(node) be the average similarity score of the
node to other nodes in its assigned clusters, and let sim' = sim'(node) be the average similarity
score of a node to another closest cluster (the cluster with highest sim', i.e., average similarity

value).

[602] A similarity score between two nodes may be based on cosine similarity, jaccard
similarity, and so on. Note that we assume a similarity matrix is provided. Then silhouette of the

node can be defined as either:

[603] A. silhouette(node) = (sim - sim') / Max(1 - sim, 1 - sim'), or
[604] B. silhouette(node) = (sim - sim') / Max(sim, sim')

[605] Remarks:

[606] * Choice A favors clusters that are cohesive while choice B favors clusters that are well
separated. In some implementations, choice A is often favored in current network clustering

applications.

[607] * A noise constant can be added in the denominator to down-weigh small similarity

scores and small differences in silhouette.

[608] * The above definition is undefined for singleton clusters, i.e., clusters with a single node.
Modeling singleton clusters is important as many partitions can be relative small and clusters

with a single node in them can be common.

[609] Such cases can either assign O silhouette for such nodes, or assign a positive silhouette
equal to some certain percentile (e.g., 10 percentile) in pairwise similarity scores among nearest
neighbors (for each node, collect the similarity score to its closest other node, and compute the
p'th percentile in that population). A user can change the percentile to obtain and explore

different number of clusters.

[610] * For a single cluster (when k = 1) sim' is defined as 0.
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[611] In some embodiments, a 1 - similarity can be used in the silhouette formula to obtain
cohesive clusters, and generalize silhouette to singleton clusters, based at least upon the value of

a singleton on a percentile of nearest similarity scores.

EXTRACTING AND DISPLAYING INFORMATIVE SUMMARIES ON A Ul

Summary

[612] Nodes and clusters in a computing network can be summarized by displaying their
'attributes’ in a ranked list. Each node can have one or more vector types. A tfidf computation can
be performed to reweight attributes by a measure of their informativeness for a node. Each
cluster can be represented by a single vector. A tfidf post-processing can be performed on the

vector.

Detailed Description

[613] Nodes and clusters in a computing network can be summarized by displaying their
'attributes' (features) in a ranked list. Each node can have one or more vector types, i.e. vectors
extracted from network communications and/or process-based features. A tfidf computation
(tfidf is an information retrieval technique) can be performed to reweight attributes by a measure
of their informativeness for a node. A similar algorithm can be performed on clusters (each
cluster can be represented by a single vector, then tfidf post-processing can be performed on such

set of vectors).

[614] By ranking and showing only the top few (tfidf-weighted) features, the most informative
of a node's (or cluster of nodes') communications or processes (or user names, etc) can be
displayed. The percentiled weight of the feature can also be displayed to provide more context on

the informativeness of a feature.

[615] * A similar process of percentiling can be applied to node-pair similarities, when
displaying the closest (most similar) neighbors of a node in the similarity space (similarity based

on communications or processes).

[616] * When a user re-runs an ADM pipeline (after editing clusters, changing dates of data

capture to run the pipeline on, etc), what has been changed in the final clusterings may be
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important for the user. Any two re-runs (their output clusterings) can be compared, where the
two clusters are first matched by a matching algorithm (this can be done greedily, using
matching scores such as Jaccard), and a Summary of changes in the clusters (nodes

added/deleted), from one run to another, is shown in the UL

[617] Some embodiments extract an informative attributes from nodes and clusters and present
the top few (or in ranked order) to a user as a means for summarizing an entity (node or cluster
of nodes). In some embodiments, what has been changed in the clustering from one run to
another run, can be summarized by matching clusterings and reporting a Summary of the

changes.

FUSION OF MULTIPLE SIGNALS FOR CLUSTERING

Summary

[618] The present technology can use multiple feature types and suitable algorithms to get
better clustering accuracy in the network domain. For example, an algorithm can be applied

based upon percentiles for fusing similarity matrices, or for intermediate clustering fusion.

Detailed Description

[619] Clustering accuracy can be improved using various types of information collected in a
computing network. The present technology can use multiple feature types and suitable
algorithms to get better clustering accuracy in the network domain. For example, an algorithm
can be applied based on percentiles for fusing similarity matrices, or for intermediate clustering

fusion.

[620] In some embodiments, 'early' fusion (i.e. create one vector, as a union of all vector types)
can be performed. Early fusion may work well for feature families that are similar (e.g. TCP and
UDP vectors, both being communication), but the signal may get weakened/lost if distant feature

families (e.g. process-based features and communication-based features) are put together.

[621] In some embodiments, two or more clusterings can be obtained using different signals
and then fused to obtain a single clustering using certain ensemble clustering techniques. One

ensemble technique would use a disjunction or a conjunction of pairs in different clustering in

120



WO 2016/196683 PCT/US2016/035348

deciding whether a pair should be put into the same cluster. Disjunction can lead to large and few

clusters, and conjunction can have an opposite effect.

[622] In some embodiments, an 'intermediate' fusion can be performed by fusing a matrix of
pair-wise similarities. Assume there are two or more pair-wise similarity matrices. The similarity
scores can be mapped to percentiles, then the two or more matrices can be combined (e.g.,
averaged) to obtain a single pair-wise similarity matrix. A clustering algorithm, such as affinity
propagation, can then be run on the combined similarity matrix. Percentiled conversion of scores
can be useful since different matrices can have different similarity scores distributions (ranges),
and simple averaging can under-perform. The percentiling may be used only on the top (nearest
neighbor) similarity scores. A weighted averaging can also be used, in which weights may be
user-specified (e.g. communication matrix may have more weight than process matrix) and are

obtained from automated cluster evaluations, such as clustering silhouette scores.

AUTOMATED NAMING OF CLUSTERS GENERATED IN A COMPUTING NETWORK

Summary

[623] The present technology automatically determines and assigns informative names to
clusters in a computing network. A name of a cluster may be determined based at least upon one
or more attributes shared among members of the corresponding cluster or source information.
For example, the members of a cluster may share a substring in their host names or IPs. These
sources of information can be used to automatically extract an informative name for the cluster.
Informative names assigned to clusters may greatly enhance a user experience and improve a

user-interaction efficiency and visibility to the computing network.

Detailed Description

[624] The present technology automatically determines and assigns informative names to
clusters in a computing network. A name of a cluster may be determined based at least upon one
or more attributes shared among members of the corresponding cluster or source information.
For example, the members of a cluster may share a substring in their host names or IPs. These

sources of information can be used to automatically extract an informative name for the cluster.
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Informative names assigned to clusters may greatly enhance a user experience and improve a

user-interaction efficiency and visibility to the computing network.

[625] In some embodiments, a common long prefix from hostnames of members of a cluster
can be determined using a computing algorithm. If the prefix satisfies certain criteria (e.g., a
length or commonality among the members), the prefix can be extracted and used as a name for
the cluster. If processing hostnames have failed to create a sufficiently long common prefix, the
commonality among IP addresses of members of a cluster can be determined and used for

naming the cluster.

[626] In some embodiments, discriminative features in communication patterns or processes

can be extracted and used as a source for naming or removing naming collisions.

[627] Some embodiments resolve naming collisions for clusters that have identical names
automatically extracted from attributes among members or source information. In some
embodiments, a unique count can be added for each collision (increment the count) to remove
collisions. In some embodiments, other discriminative attributes (from other feature types),

possibly iteratively, can be used to remove collisions.

RE-GENERATE ADM PIPELINE INCORPORATING USER FEEDBACK AND
CORRECTIONS

Summary

[628] A user interface (UI) is provide with options for a user to adjust parameters in generating
clusters (e.g., adding or removing nodes) in a computing network or changing dates for data
collection, etc. An ADM pipeline can be re-generated by incorporating user feedback and/or
other changes.

Detailed Description

[629] A variety of options may be provided for a user to input a feedback. For example, an
option can be provided for the user to preserve certain clusters when an ADM pipeline is re-
generated. This may reduce computation of clustering when the ADM pipeline is re-generated

since there are fewer nodes to be clustered. Further, similarity scores that are determined based
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on communications may be improved. During feature encoding, those preserved clusters
preserved by the user can be treated identically. For example, if node A talks to C and node B
talks to D, and both C and D are in the same preserved cluster, it can be concluded that A and B
are similar in that respect. On the other hand, in non-preserved clusters, A and B would appear

different in that respect.

[630] There are a variety of options to enable a user to incorporate, influence and shape
clustering of a communication graph in a computing network. For example, a knob may be
provided on the UI for the user to select a desired number of clusters. Generalizations may also

be a possible option for a user to add nodes to a cluster, but no node can be removed.

SERVER-CLIENT DETERMINATION

Summary

[631] The present technology extracts various features (e.g., attributes/properties) of both ends
of a connection in a computing network to determine a machine learned classifier or a hard-
coded rule. The machine learned classifier or the hard-coded rule can be used to determine which
end of an IP and port pair is the server. Further, graph consistency techniques and historical data

can be used to improve the accuracy of a server determination.

Detailed Description

[632] Assume the degree of an IP-port pair is the number of unique IP-port pairs with which the
pair participated in a communication. In some embodiments, a pair with a higher degree can be

selected as a server pair for a given communication.

[633] In some embodiments, the magnitude of a port (e.g., ports are positive integers) can

provide an additional feature to improve the accuracy of a server determination.

[634] In some embodiments, sensor timing information in a communication network can also

be used to determine which end is likely the server.

[635] In some embodiments, known connections (i.e., known server ports in these connections)

can be used to train machine learned classifiers using features derived from these connections
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(e.g. magnitudes of ports or differences in degrees). For many TCP connections, labels can be

provide by sensors in the computing network and used to manually label some connections.

DISCOVERING CAUSAL TEMPORAL PATTERNS

Summary

[636] The present technology determine causal temporal patterns in a computing network based
upon various attributes of network flows, such as server port, packets sent, processes involved in
the communications, and timing information when data is exchanged (e.g., flowlets) is recorded

(per host).

Detailed Description

[637] The present technology determine causal temporal patterns in a computing network based
upon various attributes of network flows, such as server port, packets sent, processes involved in
the communications, and timing information when data is exchanged (e.g., flowlets) is recorded

(per host).

[638] In some embodiments, event co-occurrences can be analyzed within time windows for
each host to determine sequential patterns. For example, for requests from host A on a port of

host D, host B either becomes a client of host D or host F for 50% of the requests.

[639] In some embodiments, algorithms for determining temporal patterns can also be used to
remove noise and co-incidences, be robust to non-deterministic relations, as well as discover and

remove periodic events, and be scalable (both memory & time efficiency).

UI-ADM: PARALLEL COLLAPSIBLE CHORD CHART FOR ADM

Summary

[640] The disclosure can be directed to a user interface (UI) for an application dependency map

(ADM) in the form of a collapsible core chart.
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Detailed Description

[641] The disclosure can be directed to a user interface (UI) for an application dependency map
(ADM). The map is in the form of a chord chart. The chord chart uses the data gathered from the
traffic monitoring system layer. Data used and made visible in the chord chart are (1) data flows
from one logical entity to another logical entity; (2) the policies that govern the data flows from
one logical entity to another logical entity; (3) what host the data flow came from; (4) what host
group the data flow came from; and (5) what subnet the data flow came from. Visualizing flow
data between logical entities can help determine adjustments needed to be made to the policies

between the logical entities.

[642] The chord chart displays bi-directional policies (relationships) between logical entities at
various hierarchies. A logical entity can be a subnet, a cluster (a group of hosts) or an individual
host. A user can interact with the chord chart to dynamically drill down various hierarchies of
data flows between logical entities. By making the chord chart collapsible and expandable a
large volume of information is more consumable. The chord chart is collapsible at the various
levels of hierarchies (unless at the lowest level) and expandable (unless at the highest level). At
the second and lowest level the expanded portions display indicators to inform the user of the

previous (last highest level of hierarchy).

[643] The hierarchies are based on similarities of hosts. The hierarchies are as follows: (1) at
the highest level - subnet (groups of clusters of hosts); (2) at the second level - clusters (groups

of hosts); and (3) at the lowest level - individual hosts.

[644] Furthermore the chord chart is customizable. Users can select elements to adjust subnet
groupings and cluster groupings. Additionally the user can upload side information. Examples of

side information are DNS names, host names, etc.

[645] There are chord chart type products out there already, however, they are not in the

network context. For example, there is a chord chart that maps US Migration patterns of animals.
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BUSINESS CRITICALITY BASED ON NETWORK USAGE

Summary

[646] The disclosure can be directed to creating a universally applicable metric to rank the
logical entities in terms of importance. The goal is to bubble up the most important information
for the user, to make it easier for the user to wade through the voluminous amount of information
extracted from the traffic monitoring system layer. Business criticality is the best metric since it

is enterprise adaptable.

Detailed Description

[647] The disclosure can be directed to creating a universally applicable metric to rank the
logical entities in terms of importance. The goal is to bubble up the most important information
for the user, to make it easier for the user to wade through the voluminous amount of information

extracted from the traffic monitoring system layer.

[648] Business criticality is the best metric since it is enterprise adaptable. For example billing.
In another example, for a finance enterprise, logical entities with dataflows of data
including cadence files are less important than excel spreadsheet data files. Ideally business
criticality can be determined not invasively to the enterprise (either for privacy issues or because
the data is encrypted anyway). Inferring business criticality can be based on identifying the type
of data, the source of the data, and the destination of the data. Identification of the type of data,
the source of the data and the destination of the data flow can be done through analysis of data
gathered from the traffic monitoring system layer. Traffic monitoring system analysis (through
the software/code sensors) can map the host ports to determine what process the flow is coming
from to see what application the data stream is originating from. Furthermore, the traffic
monitoring system layer can be analyzed to determine hosts the data flow came from, what host
group the data flow, and what subnet the data flow game from, what host port the dataflow came
from, what application the data stream is originating from, and the policies governing those
flows. For example, spreadsheet data flowing from a server from a financial enterprise will be

more important than sound data flowing from another server.
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[649] Business criticality is inferred, as such, it is an administrator who categorizes the
enterprise and it is the analysis of the data in the enterprise that determines business critical
logical entities. A logical entity carrying the application of interest and the application of interest
are both ranked in terms of what is more business critical. Therefore sound data from a finance
enterprise is ranked lower and so the host carrying that application is also ranked lower.
Spreadsheet data from a finance enterprise is ranked higher and so the host carrying the
application producing spreadsheet data is also ranked higher.

DETERMINING APPLICATION DISRUPTION LIKELIHOOD USING NET

Summary

[650] The disclosure can be directed to a tie breaking metric to be applied to the universally
applicable metric of business criticality to better rank the importance of the logical entities. The
goal is to bubble up the most important information for the user, to make it easier for the user to
wade through the voluminous amount of information extracted from the traffic monitoring
system layer. Redundancy can be used as a tie breaking metric. Logical entities not tied to a
redundancy system are more vulnerable to attacks. Therefore logical entities not tied to a

redundancy system should be a higher priority for monitoring.

Detailed Description

[651] The disclosure can be directed to a tie breaking metric to be applied to the universally
applicable metric of business criticality to better rank the importance of the logical entities. The
goal is to bubble up the most important information for the user, to make it easier for the user to
wade through the voluminous amount of information extracted from the traffic monitoring

system layer.

[652] Business criticality is the best metric since it is enterprise adaptable. For example billing.
In another example, for a finance enterprise, logical entities with dataflows of data
including cadence files are less important than excel spreadsheet data files. Ideally business
criticality can be determined not invasively to the enterprise (either for privacy issues or because
the data is encrypted anyway). Inferring business criticality can be based on identifying the type
of data, the source of the data, and the destination of the data. Identification of the type of data,
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the source of the data and the destination of the data flow can be done through analysis of data
gathered from the traffic monitoring system layer. Traffic monitoring system analysis (through
the software/code sensors) can map the host ports to determine what process the flow is coming
from to see what application the data stream is originating from. Furthermore, the traffic
monitoring system layer can be analyzed to determine hosts the data flow came from, what host
group the data flow, and what subnet the data flow game from, what host port the dataflow came
from, what application the data stream is originating from, and the policies governing those
flows. For example, spreadsheet data flowing from a server from a financial enterprise will be

more important than sound data flowing from another server.

[653] Business criticality is inferred. As such, an administrator categorizes the enterprise and an
analysis of the data in the enterprise determines business critical logical entities. A logical entity
carrying the application of interest and the application of interest are both ranked in terms of
what is more business critical. Therefore sound data from a finance enterprise is ranked lower
and so the host carrying that application is also ranked lower. Spreadsheet data from a finance
enterprise is ranked higher and so the host carrying the application producing spreadsheet data is
also ranked higher.

[654] Even with ranking a large number of logical entities based on business criticality, a large
number of logical entities can be ranked similarly making consuming this information still
difficult. Therefore a second metric can be applied to help differentiate the similarly ranked
logical entities. The second, useful, metric is redundancy. Identifying redundancy is the
identification of logical entities tied to redundant systems. Logical entities tied to redundant
systems are ranked lower than logical entities not tied to redundant systems - as the logical
entities not tied to redundant systems are more vulnerable. Therefore business critical logical
entities not tied to redundant systems ranked higher than business critical logical entities tied to

redundant systems.

[655] This metric is especially helpful in circumstances where systems are infected or attacked
where a determination needs to be made which logical entities to be addressed first. The logical
entities without redundant systems are more vulnerable and generally will need to be addressed

first.
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[656] The identification of redundancy is ideally done not invasively (not peering into the
enterprises network itself for privacy or encryption reasons). Detecting redundancy can be
achieved by detecting the replication traffic or occurrence of redundancy protocols in a network.
Redundancy protocols are highly periodic and predictable with a well-known source index. With
the mapped ports and applications from the traffic monitoring system analysis, a mapping of the
replication back to the applications can identify where the redundancy systems are and whether
the logical entities are tied to the redundancy systems. Additionally, from the business criticality
analysis mentioned above, a determination of which business critical logical entities are not tied

to redundant systems can be made.
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CLAIMS

1. A system comprising:

two or more sensors configured to:
capture a packet;
describe the packet in a packet log;
send the packet log to the collector;
a collector configured to:
receive the packet logs from the two or more sensors;
determine that the logs describe a flow;
describe the flow in a flow log; and

an analytics module.

2. The system of claim 1, wherein the two or more sensors, the collector, and the analytics

module are installed in a datacenter.

3. The system of claim 2, wherein one of the two or more sensors is installed on a

hypervisor.

4. The system of claim 2, wherein one of the two or more sensors is installed on a switch.

5. The system of claim 3, wherein one of the two or more sensors is installed on a virtual

machine.
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6. The system of claim 2, wherein access to the datacenter is limited by a firewall.

7. The system of claim 2, wherein the analytics module is further configured to:
determine the status of the datacenter, using the flow log.

8. The system of claim 7, wherein the analytics module is further configured to:
detect an attack within the datacenter.

9. The system of claim 2, wherein the analytics module is further configured to:

present a report describing flows in the datacenter.

10. A method comprising:

receiving, a first packet log from a first sensor and a second packet log from a second
sensor, the first packet log and the second packet log describing packets that are captured by the
respective sensors;

determining that the first packet log and the second packet log describes a flow in the
network;

describing the first packet log and the second packet log in a flow log; and

sending the flow log to an analytics module.
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11. The method of claim 10, wherein the method is performed by a collector; wherein the

first sensor, the second sensor, the collector, and the analytics module are all within a single

datacenter.

12. The method of claim 11, wherein the first sensor is installed on a hypervisor.

13. The method of claim 11, wherein the first sensor is installed on a switch.

14. The method of claim 11, wherein the first sensor is installed on a virtual machine.
15. A non-transitory computer-readable medium having computer readable instructions

stored thereon that, when executed by a processor of a computer, cause the computer to perform

a method according to any of claims 10 through 14.
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