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(57) ABSTRACT 

Providing information about digital certificate validity 
includes ascertaining digital certificate validity Status for 
each of a plurality of digital certificates in a set of digital 
certificates, generating a plurality of artificially pre-com 
puted messages about the validity Status of at least a Subset 
of the Set of digital certificate of the plurality of digital 
certificates, where at least one of the messages indicates 
validity Status of more than one digital certificate and 
digitally signing the artificially pre-computed messages to 
provide OCSP format responses that respond to OCSP 
queries about Specific digital certificates in the Set of digital 
certificates, where at least one digital signature is used in 
connection with an OCSP format response for more than one 
digital certificate. Generating and digitally signing may 
occur prior to any OCSP queries that are answered by any 
of the OCSP format responses. Ascertaining digital certifi 
cate validity Status may include obtaining authenticated 
information about digital certificates. 
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SIGNATURE-EFFICIENT REAL TIME 
CREDENTIALS FOR OCSP AND DISTRIBUTED 

OCSP 

CROSS-REFERENCE TO RELATED 
APPLICATIONS 

0001. This application claims priority to U.S. provisional 
application 60/535,666 filed on Jan. 9, 2003, and on U.S. 
provisional application 60/536,817 filed on Jan. 15, 2003, 
both of which are incorporated by reference herein. 

BACKGROUND OF THE INVENTION 

0002) 1. Technical Field 
0003. This application relates to the field of digital cer 
tificates, and more particularly to the field of Verifying and 
validating digital certificates and other information. 
0004 2. Description of Related Art 
0005 Digital signatures provide an effective form of 
Internet authentication. Unlike traditional passwords and 
PINs, digital Signatures authenticate transactions in a way 
that is universally verifiable. Thus, it is very difficult, if not 
impossible, to repudiate a transaction that has been digitally 
Signed. Digital signatures are produced Via a signing key, 
SK, and verified via a matching verification key, PK. A user 
U keeps his own SK secret so that only U can sign on Us 
behalf. Fortunately, key PK does not “betray” the matching 
key SK, that is, knowledge of PK does not provide any 
practical advantage in computing SK. Therefore, a user U 
may make his own PK as public as possible So that every one 
can verify U's signatures. For this reason PK may be called 
the public key. 
0006 Digital certificates are alphanumeric strings that 
enable digital signatures by providing a guarantee that a 
given key PK is indeed the public key of a user U. A 
Certification Authority (CA) generates and issues a certifi 
cate to a user, but often only after being assured of the user's 
identity. Thus, the certificate proves that the CA has verified 
the holder's identity, and possibly other attributes. Certifi 
cates expire after a Specified amount of time, often one year 
in the case of public CAS. 
0007. In essence, a digital certificate C consists of a CA's 
digital signature Securely binding together Several quanti 
ties: SN, a serial number unique to the certificate, PK, the 
public key of the user, U, the user's name, D, the issue date, 
D, the expiration date, and additional data. In Symbols: 

0008 C=SIG (SN.PK.U.D.D, . . . ) 
0009. It is useful to be able to determine the status of a 
digital certificate, including determining whether a particu 
lar certificate was validly issued and/or whether the certifi 
cate has been revoked prior to the expiration thereof. There 
are a number of techniques for determining the Status of an 
individual digital certificate. For example, U.S. Pat. Nos. 
5,666,416 and 5,717,758 describe techniques for providing 
individual certificate Status. Other techniques for dissemi 
nating and ascertaining certificate Status are also known, 
including Certificate Revocation Lists (CRL's), which are 
digitally-signed lists of revoked certificates and the Online 
Certificate Status Protocol (OCSP) which specifies a mecha 
nism for querying about the Status of a particular certificate. 
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0010 CRL's work by having each CA periodically issue 
a properly dated and digitally signed list (the CRL) contain 
ing Serial numbers of the revoked certificates. In Some 
implementations, a CRL contains all revoked certificates of 
a given Set of certificates. Thus, the digital certificate may be 
presented with an electronic transaction which is compared 
to the most recent CRL. If the given certificate is not expired 
but is on the list as having been revoked, then it is known 
from the CRL that the certificate is not valid and the 
certificate holder is no longer authorized to conduct the 
transaction enabled by the digital certificate. On the other 
hand, if the certificate does not appear in the CRL, then the 
certificate is deemed valid. Either way, the CRL may be 
archived with other records of each transaction, So as to be 
able to prove, in the future, the transaction's validity or, in 
the case of a revoked certificate, justify denial of Service. 

0011 ASSuming a revocation rate often percent, then, on 
average, one in ten digital certificates is revoked prior to the 
expiration thereof. According to Such a revocation rate, a 
System having ten million certificates would generate a CRL 
containing one million Serial numbers, which could make 
the CRL unwieldy. Though this problem can be lessened by 
more recently introduced CRL-partition techniques, the 
basic Strategy of bundling together the revocation informa 
tion of many certificates is still likely to generate inconve 
nience and cost. If Serial numbers are twenty four bits long 
(to handle a few million certificates) a Sub-CRL of one 
thousand certificates would still be twenty four thousandbits 
(three thousand bytes) long. In Some deployments, a CRL 
entry for each certificate, with overhead, may be as large as 
twenty-two bytes, thus making a one thousand certificate 
Sub-CRL twenty-two thousand bytes long. This may be 
unacceptable in certain situations Such as, for example, a 
wireleSS transaction, where having to transmit this many bits 
(as protection against future disputes and potential legal 
claims) may be impractical. 
0012 CRL's may grow big because they provide proofs 
of revocation (and thus, indirectly, of validity) about many 
certificates lumped together. By contrast, OCSP may pro 
vide for proofs of validity of individual certificates. Con 
ventional OCSP services use OCSP responders that may 
receive a question from a client (i.e., a relying party) about 
the validity of a given certificate issued by a given CA, and, 
in response thereto, may provide a digitally signed answer 
indicating both the Status of the certificate and time infor 
mation about the answer. 

0013 To be able to provide OCSP services, a conven 
tional OCSP responder is provided with information about 
the status of all of a CA's certificates. Since often it is up to 
the CA to decide the status of its own certificates, then, if the 
OCSP responder is the CA itself, the OCSP responder/CA 
already has the information about the revocation Status of 
the certificates. If, on the other hand, the OCSP responder is 
not the CA, the OCSP responder may be kept updated about 
the status of the CA's certificates. See, for example, U.S. 
Pat. No. 5,717,758, Witness-Based Certificate Revocation 
System. 

0014. The CA may update an OCSP responder by sending 
a most recent CRL. The OCSP responder may consult the 
CRL to deduce whether a particular certificate of interest is 
currently valid or revoked so that the OCSP responder may 
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provide a signed response to a relying party indicating the 
time of the current CRL, the time of the next update, and the 
time of actual processing. 
0.015. Of course, a malicious/compromised OCSP 
responder may provide arbitrary signed answers about the 
certificates of a given CA, with or without consulting any 
CRL's. Accordingly, for the relying party to Securely rely on 
the digitally signed answer of an OCSP responder about the 
certificates of a given CA, the OCSP includes a mechanism 
where the CA provides the OCSP responder with a 
responder certificate, a special digital certificate-signed by 
the CA-that essentially vouches to other parties that the CA 
trusts the OCSP responder to provide accurate proofs about 
the CA's certificates. Note that for this process to work 
appropriately, each OCSP responder (as well as every CA) 
must have a Secret Signing key, and this key must be 
protected (e.g., by placing the server implementing the 
responder in a vault). 
0016 Referring to FIG. 1, a diagram 40 illustrates a flow 
of information in a traditional OCSP environment. The 
diagram 40 includes a CA 42, a conventional OCSP 
responder 44, and a relying party 46. The bold lines used for 
the CA42 and the OCSP responder 44 indicate the presence 
of a Secret key that must be protected for the System to work 
reliably. The CA 42 provides validity information 48 (e.g., 
a CRL) to the OCSP responder 44. The relying party 46 
provides an OCSP request 52 to the OCSP responder 44. The 
OCSP responder 44 examines the validity information pro 
vided by the CA 42 (e.g., in the form of a CRL) and to 
determine the validity Status of the certificate in question. 
The OCSP responder 44 then prepares a corresponding 
response, digitally signs the response and provides the result 
thereof as an OCSP response 54 to the relying party 46. In 
Some cases, the OCSP responder 44 may also provide a 
responder certificate 56 to the relying party 46 indicating 
that the OCSP responder 44 is empowered and entrusted by 
the CA 42. 

0017. There are significant drawbacks to OCSP. In the 
first place, digital Signatures are computationally intensive 
operations. The digital Signature created by a conventional 
OCSP responder on each OCSP response is generated at the 
time of the request, and may be the most computationally 
intensive part of the validation operation. For example, 
generating a digital Signature may add between fifty milli 
Seconds and one Second to transaction time. Even if a 
conventional OCSP responder caches a digital Signature 
about a digital certificate C after being asked the first time 
about C and then Sent the cached signature when asked about 
C afterwards, Still the answer to the first user asking about 
C may be significantly-delayed due to generation of the 
initial digital Signature. 
0.018. In addition, if there is a single OCSP responder, 
then all certificate-validity queries would, eventually, be 
routed to the single OCSP responder, which then may 
become a major network bottleneck and cause considerable 
congestion and delayS. If huge numbers of honest users 
Suddenly queried this OCSP responder, then a disrupting 
denial of Service situation could ensue. 

0019. On the other hand, to prevent the bottleneck prob 
lems of centralized implementations of OCSP, an organiza 
tion may consider distributing the request load (about the 
validity of its certificates) across Several, properly certified, 
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conventional OCSP responders. In general, distributing the 
load of a single server across Several (e.g., one hundred) 
Servers, strategically located around the world (to avoid 
transmission bottlenecks), could alleviate network conges 
tion. However, for OCSP load distribution may introduce 
additional problems because, in order to provide signed 
responses to the certificate-validity queries, each of the one 
hundred distributed conventional OCSP responders would 
have its own Secret Signing key. Thus, compromising any of 
the one hundred Servers could effectively compromise the 
entire organization. Indeed, if a conventional OCSP 
responder were compromised, an attacker could use the 
discovered Secret Signing key to Sign responses falsely 
indicating that (1) valid certificates are revoked, or (2) 
revoked certificates are still valid. This latter type of false 
positive response could, for example, allow a terminated 
employee to regain access to Systems. 

0020. One way to prevent a responder from being com 
promised is to run the responder from a Secure vault, with 
24x7 Surveillance. Unfortunately, this is a costly option. A 
truly Secure vault, meeting all the requirements of Say-a 
financial CA, may cost over one million dollars to build and 
one million dollars a year to operate. In addition, even if an 
organization were willing to pick up Such expenses, vaults 
can not be built overnight. Thus if a CA needed a few more 
vaults to lessen the load of its current conventional OCSP 
responders, there may be a delay of months before new 
properly-vaulted OCSP responders could be constructed. 

0021 Moreover, incurring the costs of multiple vaults 
may not solve the OCSP security problems. This is because 
the OCSP mechanism requires that a conventional OCSP 
responder receive requests coming from un-trusted Sources 
(the relying parties) and then Service the requests using the 
Secret Signing key of the responder. A malicious relying 
party (or a malicious agent posing as a relying party) might 
thus prefer exposing the OCSP responder Signing key by 
exploiting a possible weakness in the underlying operating 
System. 

0022. Furthermore, there are difficulties associated with 
OCSP with respect to servicing certificate validity requests 
originating from different Security domains. For instance, 
conventional OCSP responders run by organization A may 
easily provide responses about the Status of certificates of 
the CA of organization A, but OCSP responders run by 
another organization may not have enough information to 
provide responses about “foreign” certificates. 

0023 This problem, deriving from lack of specific 
knowledge, could be addressed in one of two ways. First, the 
relying parties from organization B could obtain from the 
responders from organization A the Status of certificates 
from the CA of organization A. This limits performance 
however, since the OCSP responders from organization A 
may be geographically distant from relying parties of orga 
nization B, So network times may greatly slow overall 
validation processing. A Second alternative is to allow 
responders from organization B to make responses about 
certificates from organization A, by having the CA from 
organization A forward CRLS from organization Ato foreign 
responders. Indeed, CRLS are digitally signed and thus need 
not be kept Secret, and the CA from organization A presum 
ably wishes to inform the largest possible audience about the 
validity Status of certificates from organization A. This 
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second alternative provides an OCSP responder of organi 
Zation B Sufficient information for answering a request from 
a relying party about a certificate of organization A. But for 
the relying party to take Seriously the digitally signed answer 
of an OCSP responder of organization B, the CA from 
organization A Should also certify the foreign responder as 
trustworthy for answering validity queries about certificates 
from organization A. 
0024. Referring to FIG. 2, a diagram 60 illustrates the 
CA42, the conventional OCSP responder 44, and the relying 
party 46 shown in the diagram 40 of FIG.1. However, in the 
situation illustrated by the diagram 60, the relying party 46 
provides an OCSP request 62 about a certificate that is not 
managed by the CA 42 but, instead, was issued and is 
managed by a different CA 64. In such a case, the OCSP 
responder 44 may not provide an OCSP response based 
solely on information within the CRL 48 provided by the CA 
42 to the OCSP responder 44. Instead, the CA 64 provides 
a different CRL 66 and a different responder certificate 68 to 
the OCSP responder 44. The OCSP responder 44 may then 
use the different CRL 66 to formulate an OCSP response 72 
about the foreign certificate. In some cases, the OCSP 
responder 44 may also provide to the relying party 46 the 
responder certificate 68. 
0.025 This second alternative may provide better scal 
ability and performance, but it muddies the Security and trust 
flow between the two organizations. In the diagram 60, the 
OCSP responder 44 is making an authoritative response to 
the relying party that a certificate of the CA 64 is still good. 
If the OCSP responder 44 makes an incorrect response for 
any reason (misconfiguration, hostile attack, or straightfor 
ward dishonesty), the OCSP responder 44 may thus nega 
tively impact the organization of the CA 64. By allowing the 
OCSP responder 44 to make authoritative claims about 
certificates of the organization of the CA 64, the organization 
of the CA 64 is relinquishing some of the trust that it 
previously held. 
0026. As an example, consider the case where the orga 
nizations are credit card issuers. 

0027. A bank from organization A revokes the certificate 
for a user, and the bank pays to ensure that conventional 
OCSP responders from organization A are Secure and reli 
able. Assume that the OCSP responders from organization B 
are misconfigured, So when a merchant relying party from 
organization B asks about the validity of the user, the 
responders of organization B incorrectly respond that the 
user is valid. The merchant accepts this answer and allows 
a transaction to proceed for the revoked user. This type of 
delegation-of-trust between organizations may be accept 
able in Some cases, but it is not a generally useful alternative 
for any large-scale heterogeneous deployment of traditional 
OCSP 

0028. It is desirable to provide a system that addresses the 
difficulties discussed above. 

SUMMARY OF THE INVENTION 

0029. According to the present invention, providing 
information about digital certificate validity includes ascer 
taining digital certificate validity Status for each of a plu 
rality of digital certificates in a set of digital certificates, 
generating a plurality of artificially pre-computed messages 
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about the validity status of at least a subset of the set of 
digital certificate of the plurality of digital certificates, where 
at least one of the messages indicates validity Status of more 
than one digital certificate and digitally signing the artifi 
cially pre-computed messages to provide OCSP format 
responses that respond to OCSP queries about Specific 
digital certificates in the Set of digital certificates, where at 
least one digital Signature is used in connection with an 
OCSP format response for more than one digital certificate. 
Generating and digitally signing may occur prior to any 
OCSP queries that are answered by any of the OCSP format 
responses. AScertaining digital certificate validity Status may 
include obtaining authenticated information about digital 
certificates. The authenticated information about digital cer 
tificates may be generated by an entity that also revokes 
certificates. The authenticated information about digital cer 
tificates may be a CRL. Generating a plurality of artificially 
pre-computed responses may include generating responses 
for at least all non-revoked digital certificates in the Set of 
digital certificates. Providing information about digital cer 
tificate validity may also include, after digitally signing the 
artificially pre-computed messages, forwarding the result 
thereof to a plurality of responders that Service requests by 
relying parties inquiring about the validity Status of digital 
certificates in the Set of digital certificates. Providing infor 
mation about digital certificate validity may also include, 
making available to the responders a Special digital certifi 
cate containing a public verification key used to Verify the 
digital Signatures provided in connection with digitally 
Signing the artificially pre-computed responses. An entity 
that issues the Special digital certificate may also issue 
certificates of the Set of digital certificates. Generating a 
plurality of artificially pre-computed responses and digitally 
Signing the artificially pre-computed responses may be per 
formed periodically. The artificially pre-computed responses 
may include time information corresponding to when the 
artificially pre-computed responses were generated. 

0030. According further to the present invention, com 
puter Software, Stored in a computer readable medium, that 
provides information about digital certificate validity 
includes executable code that ascertains digital certificate 
validity Status for each of a plurality of digital certificates in 
a set of digital certificates, executable code that generates a 
plurality of artificially pre-computed messages about the 
validity Status of at least a Subset of the Set of digital 
certificate of the plurality of digital certificates, where at 
least one of the messages indicates validity Status of more 
than one digital certificate, and executable code that digitally 
Signs the artificially pre-computed messages to provide 
OCSP format responses that respond to OCSP queries about 
Specific digital certificates in the Set of digital certificates, 
where at least one digital signature is used in connection 
with an OCSP format response for more than one digital 
certificate. Executable code that ascertains digital certificate 
validity Status may include executable code that obtains 
authenticated information about digital certificates. The 
authenticated information about digital certificates may be 
generated by an entity that also revokes certificates. The 
authenticated information about digital certificates may be a 
CRL. Executable code that generates a plurality of artifi 
cially pre-computed responses may include executable code 
that generates responses for at least all non-revoked digital 
certificates in the Set of digital certificates. The computer 
Software may also include executable code that forwards 
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digitally signed the artificially pre-computed messages to a 
plurality of responders that Service requests by relying 
parties inquiring about the validity Status of digital certifi 
cates in the Set of digital certificates. The computer Software 
may also include executable code that makes available to the 
responders a Special digital certificate containing a public 
Verification key used to Verify the digital signatures provided 
in connection with digitally Signing the artificially pre 
computed responses. An entity that issues the Special digital 
certificate may also issue certificates of the Set of digital 
certificates. Executable code that generates a plurality of 
artificially pre-computed responses and digitally signs the 
artificially pre-computed responses may generate and sign 
the responses periodically. 
0031. According further to the present invention, provid 
ing information about digital certificate validity includes 
obtaining a plurality of Signing key/verification key pairs, 
where each Signing key provides a digital Signature and a 
corresponding one of the verification keyS Verifies the digital 
Signature and where digitally signing together a plurality of 
data elements using the Signing keys is computationally 
more efficient than digitally signing each of the data ele 
ments individually, ascertaining digital certificate validity 
Status for each certificate in a Set of digital certificates, 
generating a plurality of artificially pre-computed messages 
about the validity status of at least a subset of the set of 
digital certificates, and digitally signing together the artifi 
cially pre-computed messages using Signing keys from the 
pairs. AScertaining digital certificate Validity Status may 
include obtaining authenticated information about digital 
certificates. The authenticated information about digital cer 
tificates may be generated by an entity that also revokes 
certificates. The authenticated information about digital cer 
tificates may be a CRL. The artificially pre-computed 
responses may be OCSP format responses. Generating a 
plurality of artificially pre-computed responses may include 
generating responses for at least all non-revoked digital 
certificates in the Set of digital certificates. Providing infor 
mation about digital certificate validity may include, after 
digitally signing the artificially pre-computed messages, 
forwarding the result thereof to a plurality of responders that 
Service requests by relying parties inquiring about the valid 
ity Status of digital certificates in the Set of digital certifi 
cates. Generating a plurality of artificially pre-computed 
responses and digitally signing the artificially pre-computed 
responses may be performed periodically. The artificially 
pre-computed responses may include time information cor 
responding to when the artificially pre-computed responses 
were generated. Providing information about digital certifi 
cate validity may include authenticating the verification 
keys. Authenticating the Verification keys may include pro 
Viding the verification in a single digital certificate. Authen 
ticating the Verification keys may include providing each of 
the Verification keys in a separate digital certificate. 
0032. According further to the present invention, com 
puter Software, Stored in a computer readable medium, that 
provides information about digital certificate validity 
includes executable code that obtains a plurality of Signing 
key/verification key pairs, where each Signing key provides 
a digital signature and a corresponding one of the Verifica 
tion keyS Verifies the digital Signature and where digitally 
Signing together a plurality of data elements using the 
Signing keys is computationally more efficient than digitally 
Signing each of the data elements individually, executable 
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code that ascertains digital certificate validity Status for each 
certificate in a set of digital certificates, executable code that 
generates a plurality of artificially pre-computed messages 
about the validity status of at least a subset of the set of 
digital certificates, and executable code that digitally signs 
together the artificially pre-computed messages using Sign 
ing keys from the pairs. Executable code that ascertains 
digital certificate validity Status may include executable 
code that obtains authenticated information about digital 
certificates. The authenticated information about digital cer 
tificates may be generated by an entity that also revokes 
certificates. The authenticated information about digital cer 
tificates may be a CRL. The artificially pre-computed 
responses may be OCSP format responses. Executable code 
that generates a plurality of artificially pre-computed 
responses may include executable code that generates 
responses for at least all non-revoked digital certificates in 
the Set of digital certificates. The computer Software may 
include executable code that authenticates the Verification 
keys. Executable code that authenticates the Verification 
keys may provide the Verification in a single digital certifi 
cate or may provide each of the verification keys in a 
Separate digital certificate. 
0033 According further to the present invention, facili 
tating a transaction between a first party and a Second party 
includes, prior to initiating the transaction, one of the parties 
obtaining an artificially pre-computed OCSP response about 
a specific digital certificate, where the artificially pre-com 
puted OCSP response is generated by an entity other than the 
first party and the Second party, one of the parties initiating 
the transaction, in connection with the transaction, the first 
party providing the Specific digital certificate to the Second 
party, and the Second party verifying the Specific digital 
certificate using the artificially pre-computed OCSP 
response. The Second party may obtain the artificially pre 
computed OCSP response prior to the transaction being 
initiated. The Second party may cache the artificially pre 
computed OCSP response for future transactions. The first 
party may obtain the artificially pre-computed OCSP 
response prior to the transaction being initiated. The first 
party may cache the artificially pre-computed OCSP 
response for future transactions. Facilitating a transaction 
between a first party and a Second party may also include the 
first party providing the artificially pre-computed OCSP 
response to the Second party after the transaction being 
initiated. 

0034. According further to the present invention, ascer 
taining validity of a digital certificate includes examining a 
digitally signed message about the validity of the digital 
certificate, where the message is digitally signed by a special 
entity different from an entity that issued the digital certifi 
cate and Verifying the digitally signed message using infor 
mation from at least one of the digital certificate and a 
certificate authenticating the entity that issued the digital 
certificate. The information may be a public key correspond 
ing to a Secret key used to digitally sign the message. The 
information may correspond to a special digital certificate 
authenticating the Special entity that digitally signed the 
meSSage. 

0035. According further to the present invention, ascer 
taining digital certificate validity Status for each certificate in 
a set of digital certificates includes periodically generating a 
plurality of digitally signed artificially pre-computed mes 
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Sages about the validity Status of at least a Subset of the Set 
of digital certificates, and periodically forwarding the digi 
tally signed artificially pre-computed messages to a plurality 
of responders that Service requests by relying parties inquir 
ing about the validity Status of digital certificates in the Set 
of digital certificates, where messages about Some certifi 
cates are forwarded at a different frequency than messages 
about other certificates. Messages about revoked certificates 
may be forwarded less frequently than messages about valid 
certificates. 

0036). According further to the present invention, com 
puter Software, Stored in a computer readable medium, that 
ascertains validity of a digital certificate, includes execut 
able code that examines a digitally signed message about the 
validity of the digital certificate, where the message is 
digitally signed by a special entity different from an entity 
that issued the digital certificate and executable code that 
Verifies the digitally signed message using information from 
at least one of the digital certificate and a certificate 
authenticating the entity that issued the digital certificate. 
The information may be a public key corresponding to a 
Secret key used to digitally sign the message. The informa 
tion may correspond to a Special digital certificate authen 
ticating the Special entity that digitally signed the message. 

0037 According further to the present invention, com 
puter Software, Stored in a computer readable medium, that 
provides information about digital certificate validity 
includes executable code that ascertains digital certificate 
validity Status for each certificate in a set of digital certifi 
cates, executable code that periodically generates a plurality 
of digitally signed artificially pre-computed messages about 
the validity status of at least a subset of the set of digital 
certificates, and executable code that periodically forwards 
the digitally signed artificially pre-computed messages to a 
plurality of responders that Service requests by relying 
parties inquiring about the validity Status of digital certifi 
cates in the Set of digital certificates, where messages about 
Some certificates are forwarded at a different frequency than 
messages about other certificates. Messages about revoked 
certificates may be forwarded less frequently than messages 
about valid certificates. 

0.038. The system described herein is a cost-effective, 
Secure, Scalable, and overall efficient credential/privilege 
validation System, that Significantly enhances conventional 
OCSP-like method. The system described herein, even when 
exercising the option of maintaining compatibility with the 
OCSP standards, provide Significant advantages over con 
ventional OCSP, so as to offer qualitatively Superior security 
and Scalability. 

0.039 The system described herein is a general, stand 
alone system working independent of conventional OCSP. 
In some embodiments, however, the system may be OCSP 
compliant where each proof of validity according to the 
System described herein is structured as a Syntactically 
correct digitally signed OCSP response So that a relying 
party requests and then Verifies certificate validity informa 
tion according to OCSP formats, etc. Digital signatures are 
computationally intensive operations, but the System 
described herein concentrates this difficulty on a Single 
dedicated Server or, in other embodiments, a Small number 
of dedicated servers. It is therefore very easy and relatively 
inexpensive to equip the single dedicated server (or Small 
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number of servers) with a computer sufficiently powerful to 
handle all required digital Signatures at each update. The 
responders used in the System described herein need only 
perform trivial fetch-and-forward operations, and thus may 
Service an incoming relying-party query much faster than 
conventional OCSP responders could, since the latter must 
perform complex digital Signatures. 
0040. Because the responders for the system described 
herein may employ trivial hardware and do not need to be 
Secure, the responderS may be relatively inexpensive to buy 
and to operate. Consequently, a relatively large number of 
responderS may be deployed at a relatively low expense. 
Therefore, even if a large number of certificate validity 
Status requests are generated in a short amount of time, this 
load may be spread acroSS many responders, eliminating the 
risk of congestion and benign denial of Service without 
incurring much cost. Note that the number of digital Signa 
tures for the System described herein depends on the number 
of certificates and is relatively independent of the number of 
validity-status requests. Thus a Single Server providing digi 
tally signed responses may be used even if a relatively large 
number of validity requested are expected. 
0041. In the system described herein, only the single 
dedicated Server (or Small number of dedicated Servers), and 
the CA (if different from the single dedicated server) need to 
be protected/vaulted. In fact, the responders of the System 
described herein do not store any Secret keys: they only Store 
the digital signatures of the pre-computed responses pro 
vided to the responders which, once computed, can not be 
maliciously altered and thus need not be kept Secret. By 
contrast, all conventional OCSP responders need protec 
tions, because each of the conventional OCSP responders 
has a Secret Signing key, the divulgation of which compro 
mises the entire System. Therefore, the System described 
herein is more Secure than OCSP, because defending a single 
Site (or a small number of sites) is preferable and easier than 
defending many and equally important Sites. 
0042 Moreover, unlike with OCSP, relying parties can 
not easily mount Software attacks on the System described 
herein. Even if a relying party Succeeds in embedding in its 
query Some kind of Trojan horse, it would not be able to 
expose any Secrets, because the responders of the System 
described herein hold no Secrets: the responders only Store 
and return pre-computed digital Signatures provided to the 
responders. Thus, all a malicious relying party may hope to 
expose is the full, accurate, and digitally signed account of 
which certificates are valid and which are revoked in a given 
time interval. However, this not only is non-Secret informa 
tion, and, in fact, is information that the CA would like to be 
universally known to prevent a relying party from incor 
rectly on revoked certificates issued by the CA. 
0043. In addition, note that software attacks may not be 
easily mounted against the single dedicated server (or Small 
number of dedicated Servers) that digitally sign the pre 
computed responses. In Some embodiments, the Single dedi 
cated Server (or Small number of dedicated Servers) does not 
process requests of untrusted Sources, but rather, only 
receive information from the CA and provide digitally 
signed information to the responders. Therefore the ability to 
inject a Trojan horse is not necessarily available in the 
System described herein. 
0044) In addition to these advantages, the system 
described herein enables significant flexibility within het 
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erogeneous deployments involving multiple organizations. 
A responder from one organization can forward artificially 
pre-computed responses to another organization without 
needing to distribute any trust to the other organization. A 
first organization may enable the responders of another 
organization to provide convincing proofs of validity for the 
first organization without relinquishing any amount of con 
trol over the validity status of certificates of the first orga 
nization. That is, in the System described herein, trust may 
flow from one organization to another without any loss of 
Security or control In Some embodiments, the responders 
may be treated as transparent network infrastructure rather 
than hardened trust points. This is similar to the Service 
cloud offered by the Internet's DNS infrastructure, in that it 
allows for a heterogeneous collection of name Servers that 
transparently interoperate to discover and cache valid 
responses for queries. 
0.045 Secure heterogeneity is a major advantage of the 
system described herein over conventional OCSP. Secure 
heterogeneity allows a wide variety of organizations to 
interoperate So that relying parties from different organiza 
tions can croSS-Validate certificates from other organizations 
in a Secure, reliable, efficient manner. 
0046) The system described herein provides all validation 
trust into a single authority (or Small number of authorities) 
while distributing the query load across an arbitrary number 
of unprotected responders. The System described herein 
does not decrease Security even in distributed implementa 
tions relying on a relatively large number of responders even 
though the responders are unprotected. The System 
described herein improves the response time to a query. The 
System described herein does not delegate trust to foreign 
responders in heterogeneous environments. 

BRIEF DESCRIPTION OF DRAWINGS 

0047 FIG. 1 illustrates a prior art system for providing 
OCSP responses to a relying party. 
0.048 FIG. 2 illustrates a prior art system for providing 
OCSP responses in a heterogeneous environments. 
0049 FIG. 3 illustrates an RTC system according to an 
embodiment of the system described herein. 
0050 FIG. 4 is a flow chart illustrating initializing an 
RTCA according to an embodiment of the system described 
herein. 

0051 FIG. 5 is a flow chart illustrating communicating 
between a CA and an RTCA according to an embodiment of 
a System described herein. 
0.052 FIG. 6 is a flow chart illustrating pushing data from 
an RTCA to RTC responders according to an embodiment of 
the System described herein. 
0053 FIG. 7 is a flow chart illustrating RTC responders 
obtaining data from an RTCA according to an embodiment 
of the system described herein. 
0054 FIG. 8 is a flow chart illustrating an RTC responder 
providing information to a relying party according to an 
embodiment of the system described herein. 
0055 FIG. 9 is a flow chart illustrating an RTC responder 
obtaining validity information according to an embodiment 
of the system described herein. 

Jul. 14, 2005 

0056 FIG. 10 is a flow chart illustrates an RTC 
responder obtaining validity information according to 
another embodiment of the system described herein. 
0057 FIG. 11 is a flow chart illustrating steps performed 
in connection with facilitating a two-party transaction 
according to an embodiment of the System described herein. 
0058 FIG. 12 is a diagram illustrating a digital certificate 
according to an embodiment of the System described herein. 
0059 FIG. 13 is a diagram illustrating flow of data 
between a CA, an RTCA, an RTC responder, and a relying 
party according to an embodiment of the System described 
herein. 

0060 FIG. 14 is a diagram illustrating flow of data 
between a CA, RTCA, RTC responder, and relying party of 
a first system and a CA, RTCA, RTC responder, and a 
relying party of a Second System according to an embodi 
ment of the system described herein. 
0061 FIG. 15 is a diagram illustrating a heterogeneous 
cloud of RTC responders according to an embodiment of the 
System described herein. 
0062 FIG. 16 is a flow chart illustrating optimizations 
according to an embodiment of the System described herein. 
0063 FIG. 17 is a diagram illustrating an authorization 
authority according to an embodiment of the System 
described herein. 

0064 FIG. 18 is a diagram illustrating a flow of data 
between a CA, an SERTCA, an RTC responder, and a 
relying party according to an embodiment of the System 
described herein. 

0065 FIG. 19 is a flow chart illustrating providing infor 
mation to an RTCA/SERTCA/OCSP responder for batch 
OCSP processing according to an ambodiment of the System 
described herein. 

0066 FIG. 20 is a flow chart illustrating providing infor 
mation to RTC responders for batch OCSP processing 
according to an ambodiment of the System described herein. 

DETAILED DESCRIPTION OF VARIOUS 
EMBODIMENTS 

0067. The system described herein uses Real Time Cre 
dentials (RTC), alternatively referred to as Distributed 
OCSP (DOCSP), and uses an entity referred to as an RTC 
Authority (RTCA). The RTCA may or may not coincide 
with the CA of a given enterprise. In Some embodiments, 
each CA provides its own RTCA with a special certificate, 
the RTCA certificate. The CA may digitally sign the RTCA 
certificate, indicating that the CA trusts and empowers the 
RTCA to provide certificate validity information about cer 
tificates issued by the CA. The RTCA certificate may convey 
RTCA status to a given entity (e.g., identified by a given 
identifier, OID number, etc.) and may bind a given verifi 
cation key PK (for which the given entity possesses a 
corresponding Secret signing key) to the given entity. 
0068. In instances where the CA and the RTCA coincide, 

it may be advantageous for the RTCA to have a different 
signing key than the CA. Thus, if the CA and the RTCA are 
the same entity, the CA component of the entity may 
essentially only issue certificates while the RTCA compo 
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nent of the entity may only manage the certificates by, for 
example, proving that particular certificates are valid or 
revoked. Thus, even if the CA and the RTCA coincided, an 
RTCA certificate might still be used. 

0069. In some embodiments, each CA is associated with 
only one RTCA. In other embodiments, it is possible for 
each CA to be associated with more than one RTCA, where 
each RTCA has a different signing key or where Some or all 
of the RTCA’s share signing keys. Having multiple RTCA's 
asSociated with a CA may be advantageous for redundancy 
purposes. In other embodiments, it is possible to have one or 
more RTCA’s be associated with multiple CA's. 
0070. Just as the CA protects its signing key, the RTCA 
protects its signing key, for instance, by means of a vault, 
Secure facility, or Secure hardware. In Some embodiments, 
the RTCA may be hosted in a protected facility that includes 
more than one server having a Secret Signing key. The 
facility may Securely Store copies of Secret Signing keys. The 
RTCA may include more than one server each having a 
Secret Signing key properly certified by the CA. 

0071. The CA may keep the RTCA apprised of the 
validity Status of certificates of the CA using, for example, 
CRL's, or using any other appropriate mechanism. The CA 
may (1) inform the RTCA of any change in certificate 
validity in an on-line fashion, as Soon as a change occurs, 
and/or (2) send the RTCA a CRL at fixed time intervals 
and/or whenever the CA produces a new CRL. The CA may 
use any one or more (alone or in combination) of a number 
of techniques for providing individual certificate Status 
information. See, for example, the disclosure provided in 
U.S. Pat. Nos. 5,420,927; 5,604804, 5,610,982; 6,097.811; 
6,301,659; 5,793,868; 5,717,758; 5,717,757; 6,487,658; and 
5,717,759, all of which are incorporated by reference herein. 
The System described herein may use techniques disclosed 
in one or more of these patents, possibly in combination with 
one or more other appropriate techniques. Techniques that 
may be used include, alone or in any combination, full 
CRL's, partitioned CRL's, delta CRL's, OCSP responses 
(individually and in groups), mini CRL's (bitwise com 
pressed CRL's), VTokens (one-way hash chain), and various 
Merkle tree or other tree incarnations. 

0.072 At any date Di of a sequence of dates, D1, D2, .. 
... , the RTCA, based on its current knowledge of validity 
Status (e.g., based on the latest CRL of the CA) and 
independent of any relying-party request, may perform an 
update by processing each outstanding certificate of the CA, 
and digitally signing a declaration Stating the Status of each 
certificate. The Status of each certificate may be deemed, for 
example, valid, revoked, or Suspended (as well as possibly 
“unknown”). The signed declaration may specify a time 
interval T. In Some embodiments, at each update, every 
signed declaration Specifies the same time interval T, and, in 
Some embodiments, the totality of the time intervals is 
contiguous. For instance, at each update date Di, the time 
interval may be T=Di--1-Di- where possibly only one of Di 
and Di-1 is part of T, while the other date is part of an 
adjacent time interval. In some embodiments, if the RTCA's 
current knowledge about certificate Status is based on 
CRL's, then each Di may coincide with the date of one CRL, 
and Di-1 with the date of the next CRL and so forth. It 
should be appreciated, though, that Such Strict time depen 
dency is not necessary. For instance, the dates at which the 
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RTCA processes or starts processing its declarations may be 
D1, D2, etc., while the time intervals specified within the 
declarations may be D1, D2", etc., where Di and Di' may be 
different and/or independent. For instance, Di may be earlier 
than Di", in which case the RTCA may start processing a 
declarations before the beginning of the declaration's time 
interval-e.g., because the RTCA wishes to finish its pro 
cessing by the beginning of interval T. 

0073. In some embodiments, if CRL's are used for RTCA 
updates from the CA, declaration times and CRL times may 
be different too. The possible lack of synchronizations 
among processing times, CRL times and declaration times is 
not crucial to the System described herein. In practice, “real 
time' is an abstraction, because Some additional time is 
needed to notice and properly react to events. To begin with, 
note that CRLs, though driving the RTCA process, may not 
be produced in real time. Moreover, the process of revoking 
a certificate may not be real time either. For instance, a user 
may realize that his Secret key has been compromised-and 
thus request that his own certificate be revoked-only one 
day after the compromise actually occurred. Thus, the user's 
certificate may be revoked with a one-day delay anyway 
which, in comparison the deviation from real time due to 
RTCA computation, may be negligible. 

0074 The RTCA pre-computes a digital signature indi 
cating the Status of each certificate for a given time interval 
T. Such pre-computation may be performed independent of 
any party's request about a certificate validity. In Some 
embodiments, the RTCA may pre-compute a signed decla 
ration of the Status of certificate C in a given time interval 
before any status query about C is ever made and, perhaps, 
even before the time interval starts. 

0075. In some embodiments, the RTCA-signed declara 
tions of certificate status may be in standard OCSP format. 
This is useful in situations where OCSP software is already 
in place So that it is convenient to take advantage of the RTC 
System without having to modify any of the existing relying 
party OCSP software. In some embodiments, OCSP com 
pliance is provided by Specifically choosing relevant quan 
tities, digital Signature algorithms, OIDS, etc. 

0076. In many cases, the RTCA may need to generate 
responses for every issued certificate, rather than just for 
revoked certificates. To determine the existence of each 
issued certificate serial number, the RTCA may be given, by 
the CA or another entity, a copy of every certificate for 
internal tracking, or the RTCA may be given the issued Serial 
numbers through another mechanism that does not involve 
transmitting the individual certificates. In Some embodi 
ments, issued certificate information may not need to be 
explicitly provided to the RTCA in the special case where 
the Serial numbers for certificates are issued in Sequential 
order. When sequential serial numbers are used, the RTCA 
may choose to infer the existence of each certificate Serial 
number using only the current CRL. This may be done by 
determining the lowest and highest Serial numbers in the 
CRL. Any intermediate numbers in the range between the 
high and low serial number may be known to be issued by 
the CA. If a number in the range is present in the CRL, then 
the status is known to be revoked. If an intermediate number 
in the range is not present, then the corresponding certificate 
me be determined to be not revoked, which is defined as 
“valid in the OCSP standard. 
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0077. The technique described above may handle the vast 
majority of issued certificates, although there may still be a 
few certificates that are issued having Serial numbers that are 
either lower than the lowest CRL entry or higher than the 
highest CRL entry. The RTCA may include these additional 
Serial numbers through configurable parameters that assume 
a fixed number of valid serial numbers both before the first 
entry in the CRL and after the last entry in the CRL. For 
example, the RTCA may specify one hundred Serial numbers 
before the lowest CRL entry and five hundred serial numbers 
after the highest CRL entry as representing valid certificates. 
This optimization allows the RTCA to retrieve one data 
element (the CRL) instead of a large number of elements 
(the individual certificates). The higher number used at the 
high end may be useful for accommodating newly issued 
certificates in Situations where a certificates are issued with 
Sequential Serial numbers from low to high. In other embodi 
ments, the lowest and highest Serial numbers for issued 
certificates may be explicitly provided to the RTCA and, in 
Some embodiments, that information may be digitally 
Signed. 

0078. Note that the pre-computed syntactically correct 
OCSP responses may technically be deemed not to be OCSP 
responses because the responses are not computed in 
response to any original/initial request. In essence, the 
RTCA pre-computes OCSP-compliant responses to OCSP 
requests that have not yet been generated, and may never be 
generated. Thus, the RTCA responses as may be deemed 
artificially pre-computed responses. It is also possible to use 
the term artificially pre-computed responses to denote any 
digitally signed RTCA declarations, even in implementa 
tions that are not OCSP compliant. 
0079. After generating the artificially pre-computed 
responses, the RTCA may make the responses available to 
other parties. In particular, the RTCA may return a response 
to a relying party in response to a validity Status query. In 
other embodiments, however, the RTCA may make the 
artificially pre-computed responses available to RTC 
responders. The RTC responders need not be protected since 
the RTCA-signed messages (artificially pre-computed 
responses) may not in practice be fraudulently modified or 
altered in a non-detectable way. Thus, the RTCA may send 
artificially pre-computed responses to foreign responders 
(responders belonging to other organizations) without jeop 
ardizing Security. 

0080. In some embodiments, the RTCA may facilitate 
processing by the RTC responders by presenting the artifi 
cially pre-computed responses to the RTC responders in a 
suitably organized fashion. For instance, the RTCA may 
present the artificially pre-computed responses ordered 
according to certificate Serial number, or according to length, 
etc. To ensure that all the relevant artificially pre-computed 
responses have been received, at every update, the RTCA 
may provide RTC responders with an additional Signature, 
by Signing and dating the totality of the artificial, pre 
computed responses. In Some embodiments, checksums, a 
count of the number of artificially pre-computed responses, 
or similar mechanism may be used, with or without digital 
Signatures. 

0081. In addition, the RTCA may send to the RTC 
responders the RTCA certificate generated by the CA to 
prove that the CA trusts and empowers the RTCA to provide 
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certificate validity information about certificates issued by 
the CA. In Some embodiments, it is not necessary to do this 
at every update. In Some instances, the RTCA sends to the 
RTC responders the RTCA certificate only initially or at 
Some fixed period or upon request. 
0082 The RTC responders may store the received arti 
ficially pre-computed responses of the RTCA for a sufficient 
time. In some embodiments, if the signatures of the RTCA 
relate to a given time interval T, the RTC responders may 
Store the artificially pre-computed responses at least until the 
end of T. In some embodiments, at least Some of the RTC 
responders, Such as those belonging to the same organization 
as the RTCA, may periodically take Steps to ensure that 
information is correct and up-to-date. For instance, an RTC 
responder may verify that the artificially pre-computed 
responses about a time interval T are received by the 
beginning of T or other suitable time related to T, verify all 
received RTCA signatures (and possibly also the proper 
RTCA certificate), verify whether the RTC responder has 
received all signatures (e.g., no less than the expected 
number of Signatures, no fewer Signatures than of last 
transmission for already issued certificates, etc.), Verify 
whether the RTC responder has received information indi 
cating validity for a certificate that was previously declared 
revoked, verify that the RTCA certificate itself has not been 
revoked (e.g., because of a Security compromise), etc. If any 
problem is detected, the RTC responder may inform the 
RTCA or an other proper entity. 
0083. The relying parties may ask the RTC responders for 
the validity Status of certificates. In Some embodiments, the 
request is in the OCSP format. When asked about the 
validity of a given certificate, an RTC responder may fetch 
from memory, and return to the relying party, the RTCA 
generated artificially pre-computed response for the particu 
lar certificate. In some embodiments, the RTC responder 
may also forward the certificate for the RTCA that signed the 
artificially pre-computed response. In Some embodiments, 
the relying party may signal that it is not interested in 
receiving the RTCA certificate (because, for example, the 
relying party already has a copy), or the RTC responder may 
know or assume that the relying party has already a copy of 
the certificate. The relying party may process the received 
responses to ascertain the validity Status of the certificate of 
interest. In Some embodiments, if the artificially pre-com 
puted response is in the OCSP format, the relying parties 
may use OCSP software for such processing. In some 
embodiments, the relying parties may verify the proper 
RTCA certificates. In the case of OCSP-compliant imple 
mentation, the relying parties may verify an RTCA certifi 
cate as an OCSP responder certificate. In some embodi 
ments, an RTCA certificate may be Syntactically constructed 
as an OCSP-responder certificate. 
0084. There are optimizations that may be performed. 
For example, let U be a party having a certificate Cu. AS part 
of a transaction with a party V, U may send Cu to V (unless 
V already has Cu), and possibly perform additional tasks 
(Such as exhibiting a digital signature relative to a public 
Verification key certified in Cu to belong to U, or being 
identified by decrypting a random challenge encrypted by V 
using a public encryption key certified in Cu to belong to U). 
For the transaction to be Secure, V might ascertain the 
current validity of Cu and make a validity query to an RTC 
responder. The responder may answer the query by fetching 
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and returning the most current RTCA-Signed declaration 
(artificially pre-computed response) about Cu. However, 
querying an RTC responder adds a third party to a transac 
tion that would otherwise be a two party transaction, which 
increases the time and complexity of the transaction. 
0085 One solution is to have party U may, at the begin 
ning of or at least during each time interval T, receive an 
RTCA-signed declaration Du (an artificially pre-computed 
response) that Cu is valid throughout T. U can receive Du in 
response to a request to the RTC responder (e.g., by making 
a ordinary relying-party request). Alternatively, Du may be 
pushed to U, and possibly others, by, for example, an RTC 
responder or by an RTCA at every update and/or on an 
automatic basis. In any case, in connection with transacting 
with V during interval T, U may forward Du to V in addition 
to all other StepS or tasks the transaction entails. Therefore, 
the U-V transaction may be significantly Sped up since V 
needs not call on any third party (e.g., the RTC responder) 
in order to ascertain the current validity of U's certificate. 
0.086 Note that even though overall time, which includes 
U obtaining Du, may not be sped up, the U-V transaction 
may be. However, also note that Speeding up only the U-V 
transaction without Saving in overall time may still be useful 
and efficient. For example, if it is assumed that RTCA 
declarations (artificially pre-computed responses) are com 
puted at midnight and Specify an entire day as a time 
interval, then Umay obtain Du early in the day (when there 
are relatively few transactions) and then forward Du to V 
during a time Sensitive U-V transaction conducted when 
there are significantly more transactions and thus when 
saving time could be useful. Note also that further efficiency 
may be gained by having U, after obtaining and caching Du, 
forward Du throughout the day when transacting with other 
parties. This way, for instance, a Single relying-party query 
(that of U itself, possibly made at a relatively unbusy time) 
may Successfully replace a number of relying-party requests 
(possibly at a more busy time). 
0087. The optimization discussed above may also be 
achieved by the party V. After obtaining Du from an RTC 
responder in return to a query about the validity of a 
certificate Cu of party U, party V may give Du to U, or make 
Du available for others to use. 

0088. Note that the optimization discussed herein applies 
to embodiments using an OCSP-compliant implementation 
of the system described herein. Note that it is also possible 
to apply a similar optimization to conventional OCSP imple 
mentations. For Such an implementation, a user requests and 
obtains an OCSP response about his own certificate, and 
then forwards this OCSP response as part of his transactions 
to the other parties of the transactions for the appropriate 
time interval. Alternatively, when asked for the first time by 
a relying party about the validity of a certificate Cu of party 
U, an OCSP responder may compute a response Ru, return 
Ru to the querying relying party, and also forward Ru to U, 
So that U can cache Ru and, at least for a while (until the next 
update), can forward Ru as part of transactions based on Cu. 
0089. In some embodiments, the system described herein 
may be implemented using data found in individual certifi 
cates, thereby Saving additional certificates and/or response 
length. AS discussed above, the CA may issue an RTCA 
certificate that empowers a given RTCA to provide authori 
tative answers about the validity of certificates issued by the 
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CA. Such an RTCA certificate may specify the public key 
that is used for verifying RTCA-signed responses (artifi 
cially pre-computed responses). In Some embodiments, 
however, the CA may embed the RTCA public key within 
certificates issued by the CA or the information may be 
embedded in teh CA certificate itself. That is, the CA (with 
proper format, OID, etc.) may include in a certificate Cu the 
public key PK that may be used for verifying the digitally 
signed responses about Cu’s validity. For these embodi 
ments, a relying party need not receive a separate RTCA 
certificate. When asking an RTC responder for the latest 
proof of validity for Cu, a relying party may just obtain (e.g., 
because it so asks) the RTCA-signed response (artificially 
pre-computed response). In fact, a Cu may specify the public 
Verification key that a relying party may use for Verifying a 
proof of validity for Cu. In other embodiments, the entire 
RTCA certificate (or a pointer thereto) may be embedded in 
a user certificate and/or in the CA certificate. These embodi 
ments may yield significant Savings in transmission (since 
the RTC responder may not need to send a separate RTCA 
certificate, which may be much longer than an RTCA 
response) and in Storage (since the relying party may not 
need to store the RTCA certificate alongside with the RTCA 
response, as protection against future claims for having 
relied on Cu). 
0090 Similarly, a certificate Cu may specify time inter 
vals therefor. For these embodiments, an RTCA response 
may not need to Specify both the beginning and end of an 
interval T. In some embodiments, the beginning of Talone 
(or other simpler specification) may appropriately specify T. 
For instance, if Cu Specifies daily updates, then any time 
within a given day Suffices to specify the entire day to which 
a response refers. Alternatively, if it is understood (e.g., from 
the CA's general policies) that the certificates have validity 
intervals consisting of a full day, then there is no need for 
Such information to be specified within a certificate, and yet 
the Savings in RTCA responses apply. 

0091) Note that, while an RTCA proof of validity or 
Suspension for a given certificate C may specify a time 
interval to which the proof refers, a proof of revocation need 
not Specify any time interval. Rather, it often Suffices for 
Such a proof to specify a single point in time (e.g., a time of 
revocation) since, unlike validity and Suspension, revocation 
is often an irrevocable proceSS. Thus, a single revocation 
time, rt, may Suffice for proving a certificate revoked. Note 
that rt need not be the beginning of any time interval T, but 
could specify any time. Thus, in the case of a permanent 
revocation of a certificate C, the RTCA need not send Cs 
revocation proof at all update dates (e.g., D1, D2, etc.). 
Instead, a revocation proof may be sent only once (or a few 
times for redundancy) and then cached by an RTC responder 
to be returned whenever a relying party query about C is 
made. 

0092. Note also that an RTCA may be informed imme 
diately that a certificate C has been revoked. For example, 
information that C has been revoked may be forwarded in 
the middle of a time interval T for which the RTCA has 
already produced and forwarded a proof of validity for C to 
the RTC responders. In Such a case, by the next update, no 
proof of validity will be computed for C. However, until 
then (i.e., until the end of T), an incorrect, but facially valid, 
proof of validity for C is held by the RTC responders. A 
possible counter-measure includes having proofs of revoca 
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tion take precedence over proofs of validity. In Such a case, 
an honest relying party that sees both a proof of validity for 
C for some time interval T and a proof of revocation for C 
(at whatever time t), should regard C as revoked (after time 
t). 
0093. In some situations, some relying parties may have 
never Seen a proof of revocation, and thus C may considered 
by some still valid until the end of Teven though C has been 
revoked. Such problems may be lessened by having the 
RTCA compute and send to all RTC responders a proof of 
C’s revocation (independent of the scheduled dates D1, D2, 
etc. or D1, D2, etc.) as soon as the RTCA learns that C has 
been revoked (e.g., directly from the CA without waiting the 
next CRL update). All properly functioning RTC responders 
may then erase from memory any proof of CS validity and 
substitute therefor the newly received proof of revocation. In 
Such a case the RTC responders are more likely to provide 
relying parties with accurate proofs about CS validity. 
Referring to FIG. 3, a diagram 80 illustrates an architecture 
for implementing the system described herein. ACA 82 is 
coupled to an RTCA 84 and provides validation information 
thereto (e.g., CRLS). The RTCA84 is coupled to a plurality 
of RTC responders 86-88 which receive the artificially 
pre-computed responses from the RTCA 84. As discussed 
elsewhere herein, both the CA82 and the RTCA84 each use 
a Secret Signing key. In Some embodiments, the CA82 and 
the RTCA 84 may be the same entity, as illustrated by the 
box 85. 

0094. The RTCA 84 provides the artificially pre-com 
puted responses to the RTC responders 86-88. As discussed 
elsewhere herein, the RTC responders 86-88 do not need 
their own Secret Signing key and do not need to be Secured 
since any information provided by one of the RTC respond 
ers 86-88 to a relying party has been digitally signed by the 
RTCA 84 and is public information. 
0095. In other embodiments, more than one RTCA may 
be used, which is illustrated by an RTCA 92 and an RTCA 
94 which represent a plurality of additional RTCAS. Each of 
the additional RTCAS 92, 94 may be coupled to the respond 
ers 86-88 that are served by the RTCA84. Alternatively, one 
or more of the additional RTCAS 92, 94 may be coupled to 
an additional, different plurality of responders 96-98. 
0096 Referring to FIG. 4, a flow chart 100 illustrates 
Steps performed by a CA in connection with initializing an 
RTCA. The steps of the flow chart 100 may be performed in 
connection with a new RTCA being added to a System or in 
connection with a previous RTCA being issued a new 
certificate, either because the old RTCA certificate had 
expired or because the security/secret key of the RTCA had 
been compromised. 
0097. Processing begins at a first step 102 where the CA 

verifies the RTCA. Verifying the RTCA at the step 102 
depends upon the topology and Security requirements of the 
System and may require, for example, an administrator 
physically inspecting the RTCA and verifying that the RTCA 
is in place and is Secure. Of course, there may be other 
appropriate processing performed at the Step 102 to verify 
that the RTCA is secure. Following the step 102 is a step 104 
where the CA generates keys for the RTCA. At the step 104, 
the CA generates both a secret key for the RTCA and a 
public key for the RTCA. 
0098. Following the step 104 is a step 106 where the CA 
generates a certificate for the RTCA based on the keys 
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generated at the Step 104. The certificate generated at the 
step 106 is the RTCA certificate. Following the step 106 is 
a step 108 where the secret key is provided to the RTCA. In 
Some embodiments, it may be useful for Security purposes 
for the secret key to be provided to the RTCA in an off-line 
manner (e.g., by a user writing the Secret key on a piece of 
paper and then physically entering the Secret key at the 
RTCA). 
0099. Following the step 108 is a step 112 where the 
certificate generated at the step 106 is provided to the RTCA. 
At the step 112, it is possible to provide the certificate to the 
RTCA in an on-line (even unsecure) manner, Since the 
RTCA certificate will be made public and, for all practical 
purposes, cannot be tampered with without knowledge of 
the secret key of the CA (usually different from the secret 
key generated at the step 104). Following the step 112 is a 
step 114 where the initial certificate data about the certifi 
cates managed by the CA is provided from the CA to the 
RTCA. The initial data provided at the step 114 may include 
an initial CRL. In addition, as described elsewhere herein, 
the initial data provided at the Step 114 may also include 
information about valid, unexpired certificates So that the 
RTCA may provide appropriate responses for the valid 
unexpired certificates. Following the Step 114, processing is 
complete. 

0100. In some embodiments, the step 104 is performed 
by the RTCA so that the RTCA is the only entity with 
knowledge of the Secret key. In that case, the RTCA will 
present the corresponding public key to the CA (in either an 
on-line or off-line manner) So that the CA may generate the 
certificate at the Step 106. Of course, in Such a case, it is not 
necessary to perform the step 108, described above. This is 
illustrated by an alternative flow path 116 from the step 106 
to the step 112 shown in the flow chart 100. 
0101. Note that the steps of the flow chart 100 may be 
performed even in instances where the CA and the RTCA are 
the same entity. Of course, in Such a case, Verifying the 
RTCA at the step 102 is trivial. In addition, for embodiments 
where the RTCA/CA will use the same public key and secret 
key pair for both the CA function and the RTCA function, 
the steps 104,106, 108, and 112 need not be performed since 
the RTCA certificate will simply be the certificate of the CA. 
However, in instances where it is useful to have the RTCA 
certificate be in a different format than the CA certificate 
(e.g., OCSP responder certificate format), the step 106 may 
be performed in connection with generating the different 
format certificate for the RTCA certificate. 

0102 Referring to FIG. 5, a flow chart 120 illustrates 
Steps performed in connection with a periodic transfer of 
certificate validity data from the CA to the RTCA. The steps 
of the flow chart 120 may be performed either periodically 
or upon specific requests by an RTCA. Processing begins at 
a first test Step 122 where it is determined if any certificates 
have been revoked recently (i.e., since the last iteration). If 
So, then control passes from the test Step 122 to a step 124 
where the revocation information is Sent to the responder. AS 
discussed elsewhere herein, in Some embodiments, revoca 
tion information is sent immediately (or as near immediately 
as possible) from the CA to the RTCA. In some embodi 
ments, the revocation information Sent from the CA to the 
RTCA at the step 124 is digitally signed or otherwise 
authenticated. 
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0103) Following the step 124 or following the test step 
122 if no certificates have been recently revoked, is a test 
step 126 which determines if the current time corresponds to 
a new time interval for updating certificate information. AS 
discussed elsewhere herein, in Some embodiments, the CA 
pushes new validity information to the RTCA(s) at periodic 
intervals. Thus, if it is determined at the test step 126 that the 
current time does not correspond to a new interval, then 
control passes from the test Step 126 back to the Step 122, 
discussed above. Otherwise, if the current time does corre 
spond to a new time interval, then control passes from the 
test step 126 to a step 128 where new validity information 
is generated by the CA, which includes, in Some embodi 
ments, digitally signing or otherwise authenticating the 
information. AS discussed elsewhere herein, the new validity 
information can be in any one of a variety of forms, 
including CRL's. 

0104 Following the step 128 is a step 132 where the new 
validity information generated at the step 128 is provided to 
the RTCA. Following the step 132 is a test step 134 which 
determines if the RTCA has acknowledged receipt of the 
information sent at the step 132. If not, then control transfers 
from the step 134 to a step 136 where error processing is 
performed. The error processing performed at the Step 136 
may include, for example, notifying a System administrator. 
Note that it is useful to determine if the RTCA has received 
the new information at the Step 134 Since a malicious 
attacker could disable the RTCA as a means to prevent 
promulgation of information relating to recently revoked 
certificates. Following the Step 136, processing is complete. 

0105. If it is determined at the test step 134 that the RTCA 
has acknowledge receipt of the information Sent at the Step 
132, then control transfers from the step 134 back to the step 
122 to process a next iteration. In Some embodiments, data 
is provided periodically from the CA to the RTCA(s) with 
out regard fro whether the RTCA(s) acknowledge receipt of 
the data. This is illustrated by an alternative path 137. 

0106. In some embodiments, the steps of the flow chart 
120 are not performed periodically but, instead, are only 
performed in response to a Specific request for data by the 
RTCA. This is illustrated by an alternative path 138 which 
causes control to transfer from the step 122 or the step 124 
directly to the step 128. Note also an alternative path 142 
which corresponds to receipt of the acknowledgement at the 
step 134. Thus, in embodiments where the steps of the flow 
chart 120 are not performed periodically, then, when it is 
determined at the test step 134 that the RTCA has acknowl 
edged receipt of the information Sent at the Step 132, the path 
142 indicates that processing is complete. Of course, it is 
also possible to have embodiments where the RTCA(s) do 
not acknowledge receipt of the information from the CA. 
This is illustrated by an alternative path 144. 

0107 Referring to FIG. 6, a flow chart 150 illustrates 
processing performed by the RTCA for embodiments where 
data is periodically pushed from the RTCA to the RTC 
responders. Processing begins at a first Step 152 where the 
RTCA determines if new data has been received since the 
previous push. If not, then control transferS back to the Step 
152 to continue to loop and poll until new data is received. 
Once it is determined at the test step 152 that new data has 
been received, then control transfers from the step 152 to a 
step 154 where the data is transferred from the RTCA to the 
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RTC responders. Following the step 154, control transfers 
back to the Step 152 to continue polling to wait for new data. 
0108) Referring to FIG. 7, a flow chart 160 illustrates 
steps performed by the RTCA for embodiments where data 
is provided from the RTCA to the RTC responders in 
response to a request by the RTC responders. AS discussed 
elsewhere herein, the RTC responderS may, themselves, 
periodically request data from the RTCA rather than relying 
on having the data be automatically pushed periodically 
from the RTCA to the RTC responders. 
0109 Processing begins at a first step 162 where the 
RTCA receives a query (request for data) from an RTC 
responder. Following the step 162 is a test step 164 which 
determines if the RTCA certificate was requested by the RTC 
responder. AS discussed elsewhere herein, the RTCA cer 
tificate is used to show that the CA trusts and empowers the 
RTCA to provide validation information. In some embodi 
ments, each RTC responder may cache the RTCA certificate 
(to be provided, if requested and/or necessary to relying 
parties), in which case it may be necessary to request the 
RTCA certificate only once. In other embodiments, the RTC 
responderS may periodically request the RTCA certificate or, 
in Some cases, always request the RTCA certificate. 
0110) If it is determined at the test step 164 that the RTC 
responder has requested the RTCA certificate, then control 
transfers from the test step 164 to a step 166 where the 
RTCA provides the RTCA certificate to the RTC responder. 
Following the step 166 or following the test step 164 if the 
RTCA responder has not requested the RTCA certificate is a 
test step 168 which determines if other information (i.e., an 
artificially pre-computed response) has been requested. If 
not, then processing is complete. Otherwise, control trans 
fers from the test step 168 to a test step 172 which deter 
mines if the other information is available at the RTCA. In 
Some cases, the other information requested by the RTCA 
responder may not be available at the RTCA. For example, 
if an RTCA responder requests information about a foreign 
certificate, an artificially pre-computed response may not be 
available at the RTCA. 

0111. If it is determined at the test step 172 that the 
requested information is not available, then control transfers 
from the test step 172 to a step 174 where the RTCA 
provides data to the RTC responder indicating that the 
information requested is unavailable. Following the Step 
174, processing is complete. If it is determined at the test 
step 172 that the requested other information is available, 
then control transfers from the test step 172 to a step 176 
where the requested information is provided by the RTCA to 
the RTC responder. Following the step 176, processing is 
complete. 

0112 Referring to FIG. 8, a flow chart 190 illustrates 
steps performed by an RTC responder in connection with 
receiving a request for an artificially pre-computed response 
(e.g., an OCSP response) from a relying party. Processing 
begins at a first Step 192 where the request is received. 
Following the step 192 is a step 194 where the RTC 
responder obtains RTCA data appropriate for the request. 
Obtaining RTCA data at the step 194 is discussed in more 
detail elsewhere herein. Following the step 194 is a test step 
196 where it is determined if the requested data is available. 
If not, then control transfers from the test step 196 to a step 
198 where the RTC responder provides a response to the 



US 2005/0154878 A1 

relying party indicating that the Status of the particular 
certificate is unknown. Following Step 198, processing is 
complete. 

0113) If it is determined at the test step 196 that up-to 
date validity data is available for the certificate(s) of interest, 
then control transfers from the test step 196 to a step 202 
where checks are performed on the data. AS discussed 
elsewhere herein, the checks performed at the Step 202 may 
included any one or more of determining the currentness of 
the data, determining that the RTCA certificate has not been 
tampered with and is Still valid, and any one or more other 
checks that may be performed on the data obtained at the 
step 194. 
0114. Following the step 202 is a test step 204 which 
determines if the results of performing the checks at the Step 
202 indicate that everything is okay. If not, then control 
transfers from the step 204 to a step 206 where the relying 
party is provided with an indication that the validity data is 
not okay. Other appropriate processing may be performed at 
the Step 206 including, for example, notifying a System 
administator of the error. Following the Step 206, processing 
is complete. 

0115) If it is determined at the test step 204 that the 
validity data is okay, then control transferS from the test Step 
204 to a test step 208 where it is determined if the relying 
party requested the RTCA certificate. If not, then control 
transfers from the test step 208 to a step 212 where the 
relying party is provided with the validity data (artificially 
pre-computed response). Following the step 212, processing 
is complete. Otherwise, if it is determined at the test step 208 
that the RTCA certificate was requested along with the 
validity data, then control transfers from the test step 208 to 
a step 214 where the validity data (artificially pre-computed 
response) and the RTCA certificate are provided to the 
relying party. Following the Step 214, processing is com 
plete. 

0116 For some embodiments, the relying party may 
perform its own checks of the validity data, in which case it 
may not be necessary to perform the checks at the Step 202 
or the corresponding test at the step 204. This is illustrated 
by an alternative flow path 216 from the step 196 to the step 
208. 

0117 Referring to FIG. 9, a flow chart 230 illustrates in 
more detail steps performed by the RTC responders in 
connection with obtaining RTCA data at the step 194 of the 
flow chart 190 of FIG.8. The flow chart 230 corresponds to 
embodiments where RTCA data is pushed by the RTCA to 
the RTC responders automatically without the RTCA 
responders having to Specifically request data. For these 
embodiments, the responders are always automatically in 
possession of the most up-to-date (or nearly up-to-date) 
RTCA data. 

0118 Processing begins at a first test step 232 where the 
RTC responder determines if the requested data is available 
at the RTC responder. If so, then control transfers from the 
test step 232 to a test step 234 which determines if the 
requested data at the RTC responder is up-to-date. AS 
discussed elsewhere herein, the artificially pre-computed 
responses may include a time interval over which the 
artificially pre-computed responses are valid, after which a 
new artificially pre-computed response needs to be obtained. 
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Irrespective of the Specific mechanism used to determine the 
time intervals for the artificially pre-computed responses, it 
is determined at the test step 234 if the specific artificially 
pre-computed response requested by a relying party is 
up-to-date by comparing the current time to the time interval 
asSociated with the artificially pre-computed response. 

0119) If the data is up-to-date, then control transfers from 
the test step 234 to a step 236 which determines if the RTCA 
certificate is valid. In Some instances, it may be possible for 
the RTCA certificate to be revoked (or expired) so that the 
data provided by the RTCA may not be reliable. For 
example, if the Secret key of the RTCA is compromised, then 
the RTCA certificate may become revoked. Determining the 
validity of the RTCA certificate at the step 236 may be 
performed using any one of a number of known techniques, 
including techniques describe herein. If it is determined at 
the test step 236 that the RTCA certificate is valid, then 
control transfers from the test step 236 to a step 238 where 
the requested artificially pre-computed response is provided 
for further processing, as discussed above in connection 
with the flow chart 190 of FIG.8. Following the step 238, 
processing is complete. 

0120) If it is determined at the test step 232 that the data 
is not available, or if it is determined at the test step 234 that 
the requested data is not up-to-date, or if it is determined at 
the test step 236 that the RTCA certificate is not valid, then 
control transfers to a step 242 where it is indicated that the 
data is unavailable in connection with follow on processing 
of steps of the flow chart 190 of FIG. 8. In some embodi 
ments, the information provided at the Step 242 may include 
a reason for the unavailability of the requested information. 
Following the Step 242, processing is complete. 

0121. In some embodiments, it may be desirable not to 
check the validity of the RTCA certificate at each iteration. 
For these embodiments, the step 236 may be omitted, which 
is illustrated by an alternative path 244. 
0.122 Note also that it is possible to use the processing 
illustrated by the flow chart 230 for embodiments where the 
RTC responders periodically request new data from the 
RTCA. In Such a case, the data may not be available or up 
to date because it has not yet been requested by the RTC 
responder from the RTCA. 
0123 Referring to FIG. 10, a flow chart 260 illustrates in 
more detail Steps performed in connection with obtaining 
RTCA data at the step 194 of the flow chart 190 of FIG. 8 
for embodiments where the RTC responder requests data 
from the RTCA. Processing begins at a first step 262 where 
it is determined if the relying party has requested the RTCA 
certificate. If so, then control transfers from the step 262 to 
a step 264 where it is determined if the RTCA certificate is 
cached by the RTC responder. If not, then control transfers 
from the test step 264 to a step 266 where the RTC responder 
requests RTCA certificate from the RTCA. 
0.124. Following the step 266, or following the step 262 
if the RTCA certificate is not requested or following the step 
264 if the requested certificate is available, is a test step 268 
where it is determined if an artificially pre-computed 
response has been requested. If So, then control transfers 
from the test step 268 to a test step 272 where it is 
determined if the requested artificially pre-computed 
response is cached (and, of course, up-to-date) at the RTC 
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responder. If not, then control transfers from the test step 272 
to a test step 274 where the RTC responder requests the 
artificially pre-computed response from the RTCA. Follow 
ing the step 274 or following the step 268 if no artificial 
pre-computer response was requested or following the Step 
272 if the requested artificial pre-computer response is 
cached, is a step 276 where the results of obtaining the 
requested information are provided for follow on processing 
according to steps of the flow chart 190 of FIG.8. Following 
the Step 276, processing is complete. 

0125 Referring to FIG. 11, a flow chart 300 illustrates 
Steps performed by either a user or a relying party with 
whom the user transacts in connection with embodiments 
where a two party transaction Set up to avoid extra StepS and 
processing of a three party transaction, as described above. 
Processing begins at a first test step 302 where it is deter 
mined if the information (artificially pre-computed 
response) that a user and/or relying party has cached is 
up-to-date (or exists locally at all). If So, then control 
transfers back to the test step 302 to continue to poll until the 
information is not up-to-date. Once it is determined at the 
test Step 302 that the cached information is not up-to-date, 
then control transfers from the test step 302 to a step 304 
where the entity (user and/or relying party) obtains up-to 
date information as described elsewhere herein. Following 
the step 304 is a step 306 where the information obtained at 
the step 304 is stored locally (cached). Following the step 
306, control transfers back to the step 302 to continue to poll 
until the cached information is no longer up-to-date. 
0.126 Referring to FIG. 12, a certificate 320 is shown as 
including conventional certificate information 322 and 
RTCA certificate information 324. The certificate 320 may 
be a user certificate or a CA certificate. AS described above, 
in Some embodiments, it is possible to embed the public key 
certified by the RTCA certificate 324 in a certificate. When 
a relying party views the certificate 320 (either the user 
certificate or the CA certificate), it is not necessary to 
separately obtain the RTCA certificate. In other embodi 
ments, the RTCA certificate information 324 includes the 
entire RTCA certificate or a pointer thereto. 
0127. Referring to FIG. 13, a diagram 400 illustrates a 
flow of information between a CA 402, an RTCA 404, an 
RTC responder 406, and a relying party 408. As discussed 
elsewhere herein, the CA 402 provides validation informa 
tion (e.g., a CRL) 412 to the RTCA 404. The RTCA 404 
generates a plurality of artificially pre-computed responses 
416 that are provided to the RTC responder 406. In some 
instances, the RTCA 404 may also provide an RTCA cer 
tificate 414 to the RTC responder 406. However, as dis 
cussed elsewhere herein, the RTCA certificate 414 may be 
provided only once or may be provided periodically inde 
pendent of the RTCA 404 providing the artificially pre 
computed responses 416 to the RTC responder 406. 

0128. A relying party 404 generates an OCSP request 418 
(or Some other type of request for validity information) that 
the relying party 408 provides to the RTC responder 406. 
The RTC responder 406 services the OCSP request 418 by 
providing an artificially pre-computed OCSP response 422 
that is one of the artificially pre-computed OCSP responses 
416 previously provided from the RTCA 404 to the RTC 
responder 406. The relying party 408 may then use the 
artificially pre-computed response 422 to take appropriate 
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further action based on the validity status of the certificate in 
question. AS discussed elsewhere herein, in Some instances, 
the RTC responder 406 may provide the RTCA certificate 
414 to the relying party 408. 

0129 Referring to FIG. 14, a diagram 430 illustrates 
communicating validation information between two other 
wise independent digital certificate Systems. The diagram 
430 shows the CA 402, the RTCA 404, the RTC responder 
406 and the relying party of 408 of the diagram 400 of FIG. 
13. The diagram 430 also shows the validation information 
412 provided by the CA402 to the RTCA 404 and shows the 
RTCA certificate 414 and the artificially pre-computed 
responses 416 communicated from the RTCA 404 to the 
RTC responder 406. 

0.130. The diagram 430 also shows a second CA 432, a 
second RTCA 434, a second RTC responder 436, and a 
second relying party 438. The second CA 432 provides 
validation information 442 to the second RTCA 434. The 
second RTCA 434 provides artificially pre-computed 
responses 446 to the second RTC responder 436. However, 
assuming that the CA 402 and the second CA 432 manage 
independent sets of digital certificates, then the CRL 412 
contains information about different certificates than the 
CRL 442 and the artificially pre-computed responses 416 
contain information about different certificates than the 
artificially pre-computed responses 446. Thus, when the 
second relying party 438 provides an OCSP request 448 to 
the Second responder 436 about a certificate managed by the 
CA 402, none of the artificially pre-computed responses 446 
provided by the second RTCA 434 may be appropriate for 
satisfying the OCSP request 448. 

0131 The above-described difficulty may be addressed if 
the RTCA 404 had provided the artificially pre-computed 
responses 416 to the second RTC responder 436 and if the 
RTCA 404 had previously provided the RTCA certificate 
414 to the second RTC responder 436, then the second RTC 
responder 436 may satisfy the OCSP request 448 by pro 
viding to the second relying party 438 the RTCA certificate 
414 and the artificially pre-computed response 422 gener 
ated by the RTCA 404. Note that, as discussed elsewhere 
herein, it is not necessary for the transmission from the 
RTCA 404 to the second RTC responder 436 to be secure 
since the RTCA Certificate 414 and the artificially pre 
computed responses 436 have already been digitally signed 
prior to transmission to the Second responder 436. 

0132) Referring to FIG. 15, a diagram 460 illustrates a 
generalization of the system illustrated by the diagram 430 
of FIG. 14. In the diagram 460, the RTCA 404 provides the 
artificially pre-computed responses 416 to a heterogeneous 
cloud 462 of RTC responders. Similarly, the second RTCA 
434 provides the artificially pre-computed responses 446 to 
the heterogeneous cloud 462 of RTC responders. The 
RTCA's 404, 434 may also provide their respective RTCA 
Certificates (not shown) to the heterogeneous cloud 462 of 
RTC responders. Note that any number of RTCA’s may 
provide artificially pre-computed responses and/or RTCA 
certificates to the heterogeneous cloud 462 of RTC respond 
ers. Thus, the relying party 408, the Second relying party 
438, or Some other relying party may receive an appropriate 
one of the artificially pre-computed responses and, option 
ally, an RTCA Certificate in response to an OCSP request (or 
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Some other type of request) for any certificate for which 
artificially pre-computed responses are provided to the het 
erogeneous cloud 462. 
0.133 While the techniques discussed above address 
many of the traditional OCSP drawbacks, such as costly 
computation, high Volume of communication and expensive 
replication of Secure Servers, further optimizations are poS 
Sible to reduce computation and communication cost even 
more. In particular, the amount of communication between 
the RTCA and the RTC responders may be reduced by 
proper compression, as described below. The resulting Sav 
ings from the combination of the techniques described 
below may be significant, particularly when standard OCSP 
Syntax is used. 
0134. As discussed above. the RTCA sends to each RTC 
responder artificially pre-computed responses, each of 
which may consist of multiple data elements, Such as, for 
example, the response type, the time at which the response 
was computed, the digital Signature algorithm identifier, id 
of the RTCA, the certificate number, whether the certificate 
is valid or invalid, etc., as well as the digital Signature itself. 
Many of these items are the Same, or Similar, acroSS multiple 
responses. For instance, the time at which the response was 
computed and the id of the RTCA may be the same for all 
the responses. When all the responses are Sent together from 
the RTCA to the RTC responder, the common elements may 
be transmitted only once. The RTC responder may still 
reconstruct the appropriate response when answering a 
relying party's request. Furthermore, when data items are 
Similar, but not the same, a proper compression algorithm 
may be used So as to take advantage of the Similarities and 
communicate only the differences. 
0135) In addition, to further reduce the cost of computing 
the responses and communicating to the responders, it may 
be beneficial to update the responders on the validity Status 
of Some, but not all certificates. For example, the validity 
Status of all certificates may be updated hourly, while Some 
high-priority (e.g., high-Security) certificates may have their 
Status updated every minute. Alternatively (or in addition), 
freshly revoked certificates may have their validity status 
updated immediately with responders to reduce the risk of 
improper use. AS another alternative, the RTCA may provide 
the responders with up-to-the-minutes updates for certifi 
cates whose Status has changed, while Still providing daily 
(or hourly, etc.) signed validity status information for all 
certificates. 

0.136 Standard general compression techniques (such as 
Lempel–Ziv) can be used to further reduce the communica 
tion cost. The compression techniques may be applied after 
the optimizations discussed above have already reduced the 
Size of the communication. 

0.137 The optimizations discussed above reduce the 
computational load on the RTCA and the communication 
cost between the RTCA and the responders, because, in 
many cases, a Smaller number of Signatures need to be 
computed. Indeed, by reducing the latency incurred by the 
computation and the communication, this approach 
increases Security: the responderS have more current infor 
mation than they would if the RTCA had to always process 
and Send the validity Status of all digital certificates. 
0138 Referring to FIG. 16, a flow chart 470 illustrates 
Steps for compressing data communicated between the 
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RTCA and the RTC responders. Processing begins at a first 
step 472 where unscheduled items are removed for trans 
mission. AS discussed above, one of the possible optimiza 
tions is to update information about certificates at different 
rates where more important certificates are updated more 
frequently. Thus, at each update cycle, information about 
leSS important, unscheduled, certificates are removed from 
the information to be sent from the RTCA to the RTC 
responders. 

0.139. Following step 472 is a step 474 where redundant 
items are removed from the remaining data. AS discussed 
above, the redundant items include items that are the same 
acroSS information that is being transmitted. For example, 
the identity of the RTCA and the time of update may be the 
same for all of the information being transferred from the 
RTCA to the RTC responders. Following step 474 is a step 
476 where a compression algorithm is applied to the infor 
mation that remains. Various possible compression algo 
rithms are discussed above. Following the step 476, pro 
cessing is complete. 
0140 Proving the validity of a certificate is valuable in 
proving one's claimed identity. However, in Some cases, 
proving one's claimed identity is often associated with the 
privilege to access a particular physical location, logical 
entity or Service. The association of identity and privilege 
may be implicit and may not accommodate the need to 
control multiple independent privileges for the same user. A 
different approach is to employ a separate privilege Status for 
each independent privilege. The RTCA may be extended to 
provide explicit privilege Status for multiple privileges in 
addition to providing certificate Status. 
0141 Privileges may be granted to a user by one or more 
Authorization Authorities. This may be an implicit proceSS 
in which the Authorization Authority and the CA are the 
Same entity. In Such a case, a user proving his identity may 
establish the user's right to access to a particular location, 
logical entity or Service. However, a drawback to this 
approach is that the privilege Status may be identical to the 
certificate or identity validity Status, thus resulting in a Single 
yes/no answer for all implied privileges. This may be 
addressed by extending the RTCA to provide individual, 
independent privilege Status for an individual user as 
described below. 

0.142 Initially, the CA may certify the RTCA as a privi 
lege management authority. This may be performed, for 
example, as part of the general CA certification process 
described elsewhere herein. The CA may digitally sign a 
certificate indicating that the CA trusts and empowers the 
RTCA to provide multiple, independent privilege Status in 
addition to certificate validity Status. The empowerment may 
either be implicitly or explicitly indicated in the RTCA 
certificate. 

0.143 Following the certification, the Authorization 
Authority may inform the RTCA of the current state of 
various privilege Statuses. The Authorization Authority may 
keep the RTCA apprised of the validity statuses of the 
privileges that are authorized for each of the users over 
which the Authorization Authority has control. For example, 
the Authorization Authority may (1) inform the RTCA of 
any privilege Status change in an on-line fashion as Soon as 
the change occurs, or (2) post or send to the RTCA a digitally 
Signed message indicating the change. 
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0144) Identifying an entity as an empowered Authoriza 
tion Authority may be done using a digitally signed certifi 
cate issued by an appropriately trusted and empowered CA. 
The privileges controlled by each Authorization Authority 
may be bound to that authority either within the certificate 
itself (i.e., by the CA) or in a database located at the RTCA 
or by Some other appropriate means. 
0145 The RTCA may include the status of each privilege 
asSociated with a given certificate when the RTCA generates 
individually signed certificate validity Status message. AS 
part of the process for providing the validity Status of a 
certificate, the RTCA may include an identifier and current 
Status of each privilege associated with the certificate in 
question. The time interval associated with the privilege 
Status may be the same as that applied to the certificate 
validity Status. In this aspect, pre-computing various privi 
lege Statuses may be identical and concurrent with tech 
niques used for certificate Status validation as described 
above. The privilege Statuses may be included in the same 
digitally signed message as certificate Status validation. 
0146 The RTCA may send the pre-computed privilege 
validity statuses to unprotected RTC responders. The pro 
ceSS of distributing the various privilege Statuses may be 
identical and concurrent with that used for certificate Status 
validation as described above. The responders may then 
Store the RTCA pre-computed privilege Statuses. In 
instances where privilege Status validation information is 
included as part of the certificate Status validation informa 
tion, then the privilege Status information may be Stored as 
a single response by the responder as described above and/or 
may be Stored together with certificate validation informa 
tion. 

0147 When relying parties ask responders for validity 
Status information of a certificate as described above, the 
RTC responders may provide the RTCA pre-computed 
response, which includes the certificate validity Status and 
all associated privilege Statuses. The relying parties may 
then verify the pre-computed responses (and, if appropriate, 
RTCA certificates). The processing of the received 
responses by the relying parties may be similar to that 
described above except that now any associated privilege 
Statuses are also available. The privilege Statuses may be 
read and used in determining whether or not to grant 
requested access. The RTC System, extended to provide 
multiple, explicit privilege Statuses, may be analogous to the 
System described elsewhere herein for providing certificate 
Status, except that the pre-computed OCSP responses may 
now be understood to contain the privilege validity Statuses 
as well as the certificate validity Status information. 
0148 Referring to FIG. 17, a diagram 480 illustrates 
implementation of an Authorization Authority. The diagram 
480 shows a CA482 coupled to an RTCA484. The CA482 
provides information to the RTCA 484 as described else 
where herein. The RTCA 484 is coupled to a plurality of 
RTC responders 486-488 to provide information thereto as 
described elsewhere herein. 

014.9 The diagram 480 also shows an Authorization 
Authority 492 that provides authorization information to the 
RTCA484. Optionally, the CA482 may be directly coupled 
to the Authorization Authority 492 to provide, for example, 
initial authorization information, an Authorization Authority 
Certificate, and any other appropriate information. AS dis 
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cussed elsewhere herein, the CA 482 and the Authorization 
Authority 492 may be the same entity, which is illustrated by 
a box 496 drawn around the CA 482 and the Authorization 
Authority 492. Although not shown in the diagram 480, the 
system described herein with the Authorization Authority 
492 may include additional RTCAS, responders, etc. as 
described elsewhere herein (see, for example, FIG.3 and the 
corresponding description). 
0150. Note that, in some embodiments, the CA 482 may 
provide the Authorization Authority certificate directly to the 
RTCA 484, without providing the certificate from the CA 
482 to the Authorization Authority 492. Note also that the 
Authorization Authority certificate (or other evidence of 
empowerment) may be provided in certificates issued by the 
CA 482 (analogous to that illustrated in FIG. 12 and 
discussed above) or by other information provided by the 
CA 482 to the RTCA 484. 

0151. While an RTCsystem addresses many of the OCSP 
drawbacks, further optimizations may be possible. In par 
ticular, the computational cost of the RTCA may be reduced 
by processing multiple digital Signatures at once. For the 
system described above, the RTCA signs the status of each 
digital certificate. Even though this is done in advance, 
possibly even before Status queries are even made, it is 
desirable to reduce the computation cost of this process, 
particularly because production of digital Signatures may be 
computationally intensive. 
0152. As described in more detail below, improvements 
may be provided by having a Signature-Efficient RTCA 
(SERTCA) coalesce the status of a plurality of certificates 
into a single Statement, and then sign and date the Statement, 
thereby using a single Signature to authenticate the Statuses 
of the plurality of certificates at a given point in time. The 
number of certificates whose Statuses are So authenticated 
may be fixed (i.e., every Statement always contains Status 
information about the same number of certificates), or may 
vary. Certificates identified in a single Statement may also be 
identified in other Statements. For instance, one Statement 
may represent the validity Status of all certificates belonging 
to a given individual, and another may represent the validity 
of all certificates having Serial numbers in a certain integer 
interval. The same certificate may belong to both Sets and 
thus belong to two separate authenticated Statements. 
0153. After authenticating all statements of a given time 
interval, the SERTCA may then send the statements to one 
or more RTC responders, which Store the Statements So as to 
Service queries of relying parties. When receiving a query 
about a certificate X, an RTC responder may retrieve the 
SERTCA-signed statement that contains the validity status 
of X and return the Statement to the relying party. The 
relying party may verify the SERTCA Signature and Search 
the statement for information about X, to thus learn X's 
Status in an authenticated manner. 

0154) Of course, a SERTCA may also issue statements 
about the status of a single certificate, and thus, the SERTCA 
may provide the same information as an RTCA if the 
SERTCA issues statements only about single certificates. A 
particular SERTCA may act as an RTCA at some times and 
not at others (for instance, depending on the computational 
constraints and needs at a particular time). A System may 
combine RTCA’s and SERTCA’s. 

0155 Initially, the CA certifies a SERTCA in a manner 
similar to that discussed above for certifying the RTCA, 
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discussed above Just as with an RTCA, a SERTCA is an 
entity that may or may not coincide with the CA of a given 
organization. Each CA may provide its own one or more 
SERTCA’s where each SERTCA has a special certificate, 
the SERTCA certificate. The CA may digitally sign the 
SERTCA certificate, indicating that the CA trusts and 
empowers the SERTCA to provide certificate validity infor 
mation about certificates of the CA. Such a certificate 
conveys SERTCA status to a given entity (e.g., identified by 
a given identifier, OID number, etc.) and may bind a given 
verification key PK (for which the given entity possesses a 
corresponding Secret signing key) to the given entity. 
0156) Just as with the RTCA, even if the CA and the 
SERTCA coincide, it may still be advantageous for the CA 
and the SERTCA to have distinct signing keys. Thus, 
whether or not CA and SERTCA represent the same entity, 
the CA (component) issues certificates and the SERTCA 
(component) manages the certificates (e.g., proves the cer 
tificates valid/revoked/suspended). This being the case, even 
if the CA and the SERTCA coincided, a separate SERTCA 
certificate might Still be used. In Some embodiments, each 
CA has only one SERTCA, though for redundancy purposes 
or other purposes, it may be advantageous to have more than 
one, whether or not using the Same signing key. If there are 
multiple SERTCAS, Some may simply act as RTCAS. 
0157. Note that, just as with an RTCA, an SERTCA 
protects its Signing key, for instance by means of a vault, 
Secure facility, or Secure hardware. The CA keeps a 
SERTCA apprised of the validity status of its certificates. 
For instance, the CA may (1) inform a SERTCA of any 
change in certificate validity in an on-line fashion, as Soon 
as a change occurs, or (2) send a SERTCA its CRL's when 
produced. At any date Di of a Sequence of dates, D1, D2, . 
.., a SERTCA, based on its current knowledge of validation 
Status (e.g., based on the latest CRL of the CA) and 
independent of any relying-party request, performs an 
update by processing each outstanding (preferably non 
expired) certificate of the CA, coalescing information about 
validity Statuses of certificates into Sets, and digitally sign 
ing, for each Set, a declaration (artificially pre-computed 
response) Stating the status of each certificate in the Set. For 
instance, Such status may be valid, revoked, or Suspended 
(or, possibly, “unknown” or “not issued” or another status 
indication). The signed declaration may specify a time 
interval T. In Some embodiments, at each update, every 
signed declaration may specify the same time interval T, and 
the totality of these time intervals may cover the entire “time 
line.” For instance, at each update date Di, the time interval 
is T=Di--1-Di-where possibly only one of Di and Di--1 is 
part of T, while the other date is part of an adjacent time 
interval. 

0158 As an example, a sample declaration may have the 
form SIG-SERTCA(“X: valid; Y: revoked; Z: Suspended; 
date: Di; next date: Di-1.”), where X, Y and Z represent 
information identifying particular certificates (e.g., Serial 
numbers), and “valid,”“invalid”, “revoked” are indicators of 
corresponding certificate status. If the SERTCA’s current 
knowledge about certificate Status is based on the CAS 
CRLs, then each Di may coincide with the date of one CRL, 
and Di-1 with the date of the next CRL. It should be 
appreciated, though, that Such strict time dependency is not 
necessary. For instance, the dates at which the SERTCA 
processes or Starts processing its declarations may be D1, 
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D2, etc., while the time intervals specified within the dec 
larations may be D1, D2", etc., where Di and Di' may be 
different. For instance, Di may be earlier than Di", in which 
case the RTCA may start processing a declarations before 
the beginning of the declaration's time interval-e.g., 
because the SERTCA wishes to finish its processing by the 
beginning of interval T. Similarly, if CRLs are used in 
SERTCA updates, declaration times and CRL times may be 
different too. 

0159. In essence, therefore, the SERTCA pre-computes 
digital Signatures indicating the Statuses of all certificate for 
a given time interval T. Such pre-computation may be 
performed independent of any relying party request about 
the certificates validity. The SERTCA may pre-compute 
signed declarations for a given time interval before any 
Status query ever made in that interval or even before that 
time interval starts. The SERTCA-signed declarations of 
certificate Status (artificially pre-computed responses) may 
be in standard OCSP format or in a format compatible with 
existing relying-party Software. This is useful in instances 
where OCSP software is already in place minimize or 
eliminate modifications to existing relying-party Software. 
For instance, to ensure OCSP-compliance all relevant quan 
tities, digital Signature algorithms, OIDS, etc., may be prop 
erly chosen. 
0160) Note, however, that SERTCA's syntactically cor 
rect OCSP responses may not necessarily be traditional 
OCSP responses because the SERTCA responses are not 
computed in response to any original/initial request. In 
essence, the SERTCA pre-computes OCSP-compliant 
responses to OCSP requests that have not yet been gener 
ated, and may never be generated. The SERTCA responses, 
whether or not in OCSP format, are artificially pre-computed 
responses. 

0.161. After pre-computing the responses, a SERTCA 
may make the responses available to other parties. Although 
the SERTCA could return the responses to relying parties in 
response to validity Status queries, in other embodiments the 
SERTCA may provide the pre-computed responses to RTC 
responders, which are like the RTC responders described 
above as being used in connection with the RTCA’s. 
0162 A SERTCA may facilitate the RTC responders’ 
processing of Signatures by presenting the Signatures to RTC 
responders in a Suitably organized fashion. To ensure that all 
the relevant pre-computed responses have been received, at 
every update a SERTCA may provide RTC responders with 
an additional Signature, by Signing and dating the totality of 
the artificially pre-computed responses received by the RTC 
responder. In addition, a SERTCA may send to the RTC 
responders a SERTCA certificate. This transmission needs 
not occur at every update and may be performed only 
initially or periodically. 

0163 The RTC responders may store the received arti 
ficially pre-computed responses of a SERTCA for a suffi 
cient time. In Some embodiments, if the Signatures relate to 
a given time interval T, the RTC responders may store the 
artificially pre-computed responses at least until the end of 
T. In some embodiments, the RTC responders (especially 
those belonging to the same organization as the SERTCA) 
may check to have correct information. For instance, an 
RTC responder may verify that the artificially pre-computed 
responses about a time interval T are received by the 
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beginning of T (or other suitable time related to T), verify all 
received SERTCA signatures (and possibly also the proper 
SERTCA certificate), verify whether the RTC responder has 
received information about all the certificates (e.g., no less 
than the expected number of certificates, no fewer certifi 
cates than of last transmission for already issued certificates, 
etc.), verify whether the RTC responder has received a 
SERTCA-signed declaration of validity for a certificate that 
was previously declared revoked, etc. If any problem is 
detected, the RTC responder may so inform the SERTCA or 
another proper entity. 

0164 Relying parties may ask RTC responders for the 
validity Status of certificates. In Some embodiments, the 
relying parties use the OCSP format for the requests. If 
information on the Status of the same certificate appears in 
more than one Statement, the relying party may indicate to 
the RTC responder which of the statements is preferred by 
the relying party. For instance, if the SERTCA provides 
Statements representing the validity Status of all certificates 
belonging to a given individual, as well as Statements 
representing the validity Status of all certificates having 
Serial numbers in a certain integer interval, and the relying 
party is primarily interested in the validity Status of a 
certificate with Serial number X belonging to individual I, 
the relying party may provide an indicator indicating pref 
erence to receive (a) a SERTCA-signed statement that 
includes information about certificates with Serial number 
close to X, or (b) a SERTCA-signed statement that includes 
information about other certificates of I, or (c) a SERTCA 
signed statement that is very short, or (d) any SERTCA 
signed Statement that includes information about X's Status 
(i.e., no preference). There may be advantages to one of the 
choices, depending on the circumstances. 

01.65 When asked about the validity of a given certifi 
cate, an RTC responder may fetch from memory an 
SERTCA artificially pre-computed response that includes 
information for that certificate. The RTC responder may 
return the artificially pre-computed response. The RTC 
responder may also forward a proper certificate for the 
SERTCA that has signed the artificially pre-computed 
response. Note that the relying party may provide an indi 
cation so as not to receive the SERTCA certificate, or the 
RTC responder may know or assume that the relying party 
already has a copy of the SERTCA certificate. If there are 
multiple pre-computed answers that contain information 
about the same certificate, the RTC responder may choose 
which answer to return according to the relying party's 
preferences, or Some prespecified algorithm, or according to 
Some other criterion. 

0166 Relying parties process the received responses to 
ascertain the validity Status of the certificate of interest. In 
Some embodiments, if the response is in OCSP format, the 
RTC responders use OCSP software for such processing. 
The RTC Responders may verify the proper SERTCA cer 
tificates. In case of OCSP-compliant implementation, the 
RTC responders may verify an SERTCA certificate as an 
OCSP responder certificate. In some embodiments, an 
SERTCA certificate may be syntactically constructed as an 
OCSP-responder certificate. 

0167 Referring to FIG. 18, a diagram 500 illustrates a 
flow of data between a CA502, an SERTCA 504, an RTC 
responder 506 and a relying party 508. The CA502 provides 
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validation information (e.g., a CRL) to the SERTCA 504. 
The SERTCA 504 uses the validation information to gen 
erate a plurality of multi-certificate artificially pre-computed 
responses 516. The SERTCA 504 also has its own certificate 
514 that is provided to the SERTCA504 by, for example, the 
CA502. 

0168 The relying party 508 generates an OCSP request 
518 that the relying party 508 provides to the RTC responder 
506. In response thereto, the RTC responder 506 provides a 
multi-certificate artificially precomputed response 522 that 
is one of the multi-certificate artificially pre-computed 
responses 516 that was originally provided to the responder 
506 by the SERTCA 504. In addition, as discussed else 
where herein, in some instances the responder 506 provides 
the SERTCA certificate 514 to the relying party 508. 
0169. Note that the processing described above for an 
RTCA System may be adapted, as appropriate, to be used 
with an SERTCA system and/or with a hybrid system, 
including using an Authorization Authority, as described 
above, abnd providing the compression optimizations dis 
cussed above in connection with FIG. 16. Similarly, the 
processing described above for an SERTC system may be 
adapted, as appropriate, to be used with an RTCA System 
and/or with a hybrid system. 
0170 Another technique, batch OCSP, may be used to 
reduce RTCA or SERTCA computation cost. Batch OCSP 
may be used alone or in combination with one or more of the 
other mechanisms discussed herein. 

0171 Batch OCSP may be employed when the specific 
digital Signatures used in the responses are RSA digital 
signatures. While SERTCA improves signature efficiency by 
authenticating the Statuses of multiple certificates in a single 
Signature, batch OCSP may improve efficiency by producing 
multiple, Single-certificate OCSP responses by means of a 
Single computation, having a cost per response that is 
significantly lower than that of a single OCSP response. For 
instance, if ten Single-certificate OCSP responses are pro 
duced individually, the cost is roughly that of ten RSA 
signatures for an RTCA (or a conventional OCSP 
responder). The SERTCA mechanism, described above, can 
reduce the cost to one RSA Signature by combining the 
information on the ten certificates into a Single Statement. 
However, a drawback to using an SERTCA is that the 
corresponding Statement becomes longer. Batch OCSP may 
produce ten distinct, Single-certificate, individually-signed 
OCSP responses at a total cost lower than the cost of ten 
RSA Signatures (in Some cases roughly the cost of two RSA 
Signatures). 
0172 Batch OCSP is based on Fiat's Batch RSA com 
putation, described as follows. The public key PK for RSA 
consists of two integers, (N, e), known as the modulus and 
the Verification exponent, respectively. The modulus is a 
product of two large Secret prime numbers p and q, and the 
security of RSA rests on the difficulty of finding the con 
Stituent primes from the modulus N. The corresponding 
secret key SK consists of (N, d), where d has the following 
property: for all positive integers b less than N, if S is equal 
to b raised to the power d modulo N, then b is equal to S 
raised to the power e modulo N. In other words, the 
operation of raising an integer to the powere modulo N is 
the inverse of the operation of raising an integer to the power 
d modulo N. 
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0173 The computation of an RSA digital signature 
involves (possibly randomized) formatting and/or hashing 
of the message m to obtain b, and then the computation of 
the Signature S by raising b to the power d and then taking 
the result modulo N. The corresponding Verification proce 
dure computes b from S by raising S to the powere modulo 
N, and checks that b is indeed correctly produced from m. 
An observation of Fiat's Batch RSA signatures is the fol 
lowing. Suppose one has multiple values b1, . . . , bi, and 
multiple verification exponents e1, ..., ei and correspond 
ing Signing exponents d1, ..., di. Then, through the use of 
number-theoretic algorithms (not described here, but known 
in the art), the computation of S1 to the power d1, S2 to the 
power d2, ..., Si to the power di modulo N, may be carried 
out more efficiently together than i individual computations 
Separately (provided the values e1, ..., ei are distinct and 
Satisfy certain other conditions). 
0174 As described above, SERTCA (as well as RTCA) 
has a digital certificate issued by a CA that certifies the 
public key used by the SERTCA for signatures on pre 
computed OCSP responses that indicate the validity infor 
mation of digital certificates. AS also described above, the 
SERTCA digital certificate consists of a CA's digital signa 
ture Securely binding together Several quantities, Such as: 
SN, a serial number unique to the certificate, PK, the public 
key of the SERTCA, ID the SERTCA's identifier, D, the 
issue date, D, the expiration date, and additional data. In 
symbols, C=SIGA(SERTCA, SN.PK.ID.D.D, ...). In the 
case that RSA digital signatures are used by SERTCA, the 
SERTCA's public key PK takes the form (n, e), where n is 
the modulus and e is the verification exponent, and the 
certificate takes the form 

0175 C=SIG (SERTCA, SN.(ne),ID.D.D, ...). 
0176) The RTC responders and relying parties may learn 
the SERTCA public key from the SERTCA certificate in an 
authenticated manner. However, as the traditional certificate 
contains only a single exponent e, a traditional certificate 
may not be suitable for use with Batch RSA, which uses 
multiple distinct exponents. Unless the verifiers (the RTC 
responders and/or relying parties) know the verification 
exponent used in a particular Signature that authenticates 
validity information of digital certificates, the verifiers will 
not be able to verify the signature. The following overcomes 
this problem using Batch RSA within Batch OCSP 
0177. In one approach, the SERTCA first generates a 
modulus n as in traditional RSA Signatures, and presents in 
to the CA for certification as the public key of the SERTCA. 
The SERTCA protects its secret key, consisting of the primes 
p and q. The CAthen issues SERTCA a digital certificate for 
the public key consisting Solely of n. For example, the 
SERTCA certificate may take the form C=SIG (SN.n.ID, 
D.D., . . . ). The CA then informs the SERTCA of the 
Statuses of user certificates of the SERTCA. The SERTCA 
then produces i Signing exponents, d1, . . . , di and corre 
sponding verification exponents e1 . . . ei. Independent of 
any relying-party request, the SERTCA generates Statements 
about the validity Statuses of one or more certificates for a 
given interval of time, combines the Statements into batches 
of size i, and, using Batch RSA with exponents d1,..., di 
within each batch, produces a digital Signature for each 
statement. The SERTCA then sends the pre-computed sig 
natures of validity Status to unprotected responders, addi 
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tionally including information that allows the responders 
and/or relying parties to identify, for each Statement, the 
exponent e to use for Verifying each Statement. The 
responders then store the SERTCA artificially pre-computed 
responses. 

0.178 When relying parties ask responders for validity 
Status information, RTC responders answer queries with 
artificially pre-computed responses. Each response, includes 
the verification exponent e needed to Verify the response, as 
well as (if needed) the SERTCA certificate. Relying parties 
may then Verify the artificially pre-computed responses 
using RSA verification with modulus n obtained from the 
SERTCA certificate and verification exponent e obtained 
from the RTC responder. 
0179 Variations of this approach are also possible. For 
instance, if the exponents are arbitrary (and no special 
messages formats are used prior to issue an RSA signature) 
an enemy may, having learned the SERTCA modulus n form 
a SERTCA certificate, looks for an exponent e that enables 
the enemy to produce the RSA Signature of a false Statement 
relative to n and e. To improve security, the SERTCA 
exponents e1, ... ei may be fixed in advance (and may not 
need to be made available to responders each time). In 
particular, the exponents may be specified as part of the 
SERTCA certificate signed by the CA. The SERTCA cer 
tificate may then take the form: 

0180 C=SIG (SERTCA, SN.(n, e1, . . . 
D.D., . . . ). 

ei),ID, 

0181. The relying party may also obtain the verification 
exponents from the SERTCA certificate or from another 
Source, rather than from the responder. 
0182. It may be advantageous to enable the responders 
and/or relying parties to infer which exponent ej was used 
for a particular Statement, rather than to indicate the infor 
mation explicitly. For instance, Such inference may be made 
if the j-th certificate validated in each batch always has Serial 
numbers congruent to j modulo i. Then the responder and/or 
the relying party may be able to deduce the index j of the 
exponent simply from the Serial number of the certificate 
whose validity is being verified. 
0183) Note that in this approach the relying party verifi 
cation implementation may not follow the standard RSA 
Signature verification paradigm, as the public key of the 
SERTCA may not be presented to the relying party as a pair 
(n, e). The cost of modifying existing relying-party RSA 
implementations may be prohibitive in Some applications. 
This may be address by the following alternative approach. 
0.184 For the second approach, the SERTCA initially 
generates a modulus n as in traditional RSA Signatures, and 
i verification exponents e1, . . . , ei, which the SERTCA 
presents to the CA for certification. It is advantageous for the 
SERTCA to protect n’s prime factorization. The CA then 
issues SERTCA i digital certificates for the public keys 
consisting solely of PK1=(n, e1), PK2=(n, e2), ... PKi=(n, 
ei). For example, the i SERTCA certificate may take the 
form C1 =SIGA(SERTCA, SN.(n, e1).ID.D.D., . . . ), . . . 
, Ci=SIGA(SERTCA, SN.(n, ei).ID.D.D., . . . ). The C 
then informs the SERTCA of the statuses of its user certifi 
cates. Following that, and independent of any relying-party 
request, the SERTCA generates statements about the validity 
Statuses of one or more certificates for a given interval of 
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time, combines the Statements into batches of Size i, and, 
using Batch RSA with exponents e1, . . . , ei within each 
batch, produces a digital signature for each Statement. The 
SERTCAthen sends the pre-computed signatures of validity 
Status to unprotected responders, additionally including 
information that allows the responders and/or relying parties 
to identify, for each Statement, the exponent ej with which 
each Statement was signed. The responderS Store the 
SERTCA-pre-computed responses. 

0185. When relying parties ask responders for validity 
Status information, the RTC responders answer queries with 
the pre-computed responses. Each response that was signed 
with exponent e may include, if needed or requested, the 
j-th SERTCA certificate C. Relying parties verify the pre 
computed answers, using RSA Verification with public key 
(n, ej) obtained from the SERTCA certificate. Note that the 
relying party verification is Syntactically the same as Stan 
dard RSA verification, because a standard-looking RSA 
public key is obtained from the SERTCA certificate. Thus, 
no modification of a Standard RSA implementation may be 
needed for the relying party. In fact, the relying party may 
be completely unaware that the SERTCA is using Batch 
OCSP 

0186 Variations of the approach discussed above are also 
possible. For instance, rather than choosing and presenting 
to the CA the exponents e1, ...,e, Such exponents may be 
inferred, or known in advance by the CA-e.g., because the 
exponents are fixed parameters of the System. Alternatively, 
the responders and/or relying parties may infer which expo 
nent ej was used for a particular Statement, rather than to 
indicate the exponent explicitly. For instance, Such inference 
may be made if the j-th certificate validated in each batch 
always has Serial number congruent to j modulo i. Then the 
responder and/or the relying party may be able to deduce the 
index j of the exponent simply from the Serial number of the 
certificate whose validity is being verified. 
0187. Referring to FIG. 19, a flow chart 600 illustrates 
steps performed in connection with initializing the SERTCA 
(or RTCA or OCSP responder as appropriate) for performing 
batch OCSP Processing begins at a first step 602 where the 
CA certifies the modulas, n. Following the step 602 is a step 
604 where the iexponent pairs (verification exponents and 
Signing exponents) are generated. In an embodiment herein, 
the exponent pairs are generated by the SERTCA using a 
pair of Secret prime numbers, the product of which equals n. 
However, for other embodiments, it is possible to have other 
entities generate the exponent pairs at the Step 604 and to use 
other algorithms for generating the pairs. 
0188 For some embodiments, processing may be com 
plete after the step 604. However, other embodiments may 
include additional certifications by the CA, as described 
above, including having the CA certify the verification 
exponents e1, e2 . . . ei. In one embodiment, illustrated by 
a step 606, the CA certifies the i verification exponents in a 
Single certificate, as described above. In another embodi 
ment, illustrated by the step 608, the CA certifies i separate 
certificates showing an RSA Style public key of n, ek where 
ek is one of the i verification exponents. 
0189 Referring to FIG. 20, a flow chart 620 illustrates 
steps performed by the SERTCA (or RTCA, or OCSP 
responder, as appropriate) in connection with generating the 
artificially pre-computed responses. Processing begins at a 
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first step 622 where the CA provides validation information 
to the SERTCA, as described elsewhere herein. Following 
step 622 is a step 624 where the SERTCA generates the 
artificially pre-computed responses using the Signing expo 
nents d1,d2 . . . di. Following the step 624 is a step 626 
where the SERTCA provides the artificially pre-computed 
responses to the RTC responders in an manner Similar to that 
discussed elsewhere herein. 

0190. In some embodiments, the SERTCA may provide 
additional exponent information to the RTC responders. 
This is illustrated by an optional step 628 shown in flow 
chart 620 of FIG. 20. The additional exponent information 
may consist of one or more of certifications of the particular 
exponents being used and/or information indicating which 
particular exponents to use for which artificially pre-com 
puted responses. Of course, as discussed elsewhere herein, 
there may be other mechanisms to determine which expo 
nents to use for which artificially pre-computed responses So 
that it is not necessary for the SERTCA to separately provide 
that information. Similarly, there may be mechanisms for 
communicating exponent information to the RTC respond 
ers (and ultimately to relying parties) So that it may not be 
necessary to Separately provide any additional certification 
for the exponents. 

0191) Note that the above described batch OCSP tech 
niques may be applied as well to use with RTCA’s instead 
of SERTCA and may also be applied as well to a conven 
tional OCSP framework, where an OCSP responder com 
putes digitally signed certificate-status information upon 
receiving queries from relying parties. In particular, if an 
OCSP responder receives an isolated query, the OCSP 
responder may produce an individual RSA-signed response, 
but if the OCSP responder receives many queries in a short 
amount of time, the OCSP responder may answer all or some 
of the queries in a batch mode as described above. The 
following illustrates this. 

0192 Initially, the CA informs an OCSP responder of the 
Statuses of its user certificates in a manner consistent with 
OCSP. Upon receiving a multiplicity of certificate status 
queries, the responder may use batch RSA to compute 
independent, Single-certificate, traditional OCSP responses 
to i of the queries, each relative to an exponent ej. The OCSP 
responder may also specify the correspondent exponent 
and/or include a CA-signed responder certificate that 
authenticates that ej (and a proper RSA modulus n) may be 
used to Verify the responder Signatures. The CA may provide 
the OCSP responder with a single OCSP-responder certifi 
cate Specifying only the RSA modulus n used by the 
responder for its bath RSA Signatures. For instance, in 
Symbols, 

0193 C=SIGA(responder, SN.n.ID.D.D., . . . ). 
0194 Note that this may be particularly adequate and 
secure if the exponents used by an OCSP responder is fixed. 
Alternatively, the CA may provide the OCSP responder with 
a responder certificate that Specifies a multiplicity of expo 
nents that the responder may use for batch RSA Signing. For 
instance, in Symbols, 

0195 C=SIGA(responder, SN.(n, e1, .. 
D1, D2, . . . ). 

... ek),ID, 
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0196. Alternatively, the CA may issue, for a particular 
OCSP responder, k distinct responder certificates, one for 
each exponent that the responder may use for batch RSA 
Signing. For instance, in Symbols, 

0197) C1=SIG (responder, SN.(n, e1).ID.D.D, . 
. . ); . . . ; Ck=SIGA(responder, SN,(n, ek),ID,D,D 

.). 
0198 Throughout this the discussion herein, a 
CA/RTCA/responder/party/user may be any entity (e.g., 
perSon, organization, Server, device, computer program, 
computer file) or a collection of entities. Certificates should 
be understood to include all kinds of certificates, and in 
particular hierarchical certificates and flat certificates. See, 
for example, U.S. Pat. No. 5,420,927, which is incorporated 
by reference herein. Validity status and proofs of validity 
Status may include validity Status and proofs of validity 
Status for hierarchical certificates (e.g., validity status and 
proofs of validity Status of all certificates in a chain of 
certificates). Verifying the validity of a certificate C may 
include verifying the validity of the CA certificate for the CA 
having issued C, as well as the validity of the RTCA/ 
SERTCA certificate for the RTCA/SERTCA that provides a 
signed response about the validity Status of C. 

0199 Digital signing and digital signatures should, in 
instances where appropriate, be understood herein to include 
any proper authentication of information. 

0200 Though certificates describe digitally signed docu 
ments binding given keys to given users, following U.S. Pat. 
No. 5,666,416 (incorporated by reference herein), certifi 
cates should also be understood to include all kinds of 
digitally signed documents. For instance, a Vendor, acting as 
a CA, may certify a price list under its control by digitally 
Signing the price list (possibly together with date informa 
tion). It may be useful to know the validity status of such a 
certificate. For instance, a Vendor may want to prove the 
current validity of a price list (and refuse honor a given price 
in a price list, unless a proof of its currently validity is 
shown). Thus a customer may wish to ascertain the current 
validity of a price list document. The system described 
herein may be used for this. The system described herein 
may be used to prove the current validity of Web pages. In 
Some embodiments, the RTCA/SERTCA generated proofs 
of current validity may be stored with (or in association 
with) the pages themselves. In Such a case, then, a party may 
be considered a computer file. 

0201 Sending a piece of data D (to party X) should be 
understood to include making D available (or causing X to 
receive D). 
0202) Note that the system described herein may be 
implemented using hardware, Software, or Some combina 
tion thereof including, without limitation, a general purpose 
computer programmed to provide the functionality 
described herein possible in combination with dedicated 
hardware, Such as digital Signal processing hardware. 

0203 While the invention has been disclosed in connec 
tion with various embodiments, modifications thereon will 
be readily apparent to those skilled in the art. Accordingly, 
the Spirit and Scope of the invention is Set forth in the 
following claims. 
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What is claimed is: 

1. A method of providing information about digital cer 
tificate validity, comprising: 

ascertaining digital certificate validity Status for each of a 
plurality of digital certificates in a Set of digital certifi 
CateS, 

generating a plurality of artificially pre-computed mes 
Sages about the validity Status of at least a Subset of the 
Set of digital certificate of the plurality of digital 
certificates, wherein at least one of the messages indi 
cates validity Status of more than one digital certificate; 
and 

digitally signing the artificially pre-computed messages to 
provide OCSP format responses that respond to OCSP 
queries about Specific digital certificates in the Set of 
digital certificates, wherein at least one digital signature 
is used in connection with an OCSP format response for 
more than one digital certificate. 

2. A method, according to claim 1, wherein generating and 
digitally signing occur prior to any OCSP queries that are 
answered by any of the OCSP format responses. 

3. A method, according to claim 1, wherein ascertaining 
digital certificate validity Status includes obtaining authen 
ticated information about digital certificates. 

4. A method, according to claim 3, wherein the authen 
ticated information about digital certificates is generated by 
an entity that also revokes certificates. 

5. A method, according to claim 3, wherein the authen 
ticated information about digital certificates is a CRL. 

6. A method, according to claim 1, wherein generating a 
plurality of artificially pre-computed responses includes 
generating responses for at least all non-revoked digital 
certificates in the Set of digital certificates. 

7. A method, according to claim 1, further comprising: 

after digitally signing the artificially pre-computed mes 
Sages, forwarding the result thereof to a plurality of 
responders that Service requests by relying parties 
inquiring about the validity Status of digital certificates 
in the Set of digital certificates. 

8. A method, according to claim 7, further comprising: 

making available to the responders a special digital cer 
tificate containing a public verification key used to 
Verify the digital Signatures provided in connection 
with digitally Signing the artificially pre-computed 
responses. 

9. A method, according to claim 8, wherein an entity that 
issues the Special digital certificate also issues certificates of 
the Set of digital certificates. 

10. A method, according to claim 1, wherein generating a 
plurality of artificially pre-computed responses and digitally 
Signing the artificially pre-computed responses are per 
formed periodically. 

11. A method, according to claim 10, wherein the artifi 
cially pre-computed responses include time information 
corresponding to when the artificially pre-computed 
responses were generated. 
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12. Computer Software, Stored in a computer readable 
medium, that provides information about digital certificate 
validity, comprising: 

executable code that ascertains digital certificate validity 
Status for each of a plurality of digital certificates in a 
Set of digital certificates, 

executable code that generates a plurality of artificially 
pre-computed messages about the validity Status of at 
least a Subset of the Set of digital certificate of the 
plurality of digital certificates, wherein at least one of 
the messages indicates validity Status of more than one 
digital certificate; and 

executable code that digitally signs the artificially pre 
computed messages to provide OCSP format responses 
that respond to OCSP queries about specific digital 
certificates in the Set of digital certificates, wherein at 
least one digital Signature is used in connection with an 
OCSP format response for more than one digital cer 
tificate. 

13. Computer Software, according to claim 12, wherein 
executable code that ascertains digital certificate validity 
Status includes executable code that obtains authenticated 
information about digital certificates. 

14. Computer Software, according to claim 13, wherein 
the authenticated information about digital certificates is 
generated by an entity that also revokes certificates. 

15. Computer Software, according to claim 13, wherein 
the authenticated information about digital certificates is a 
CRL. 
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16. Computer Software, according to claim 12, wherein 
executable code that generates a plurality of artificially 
pre-computed responses includes executable code that gen 
erates responses for at least all non-revoked digital certifi 
cates in the Set of digital certificates. 

17. Computer Software, according to claim 12, further 
comprising: 

executable code that forwards digitally signed the artifi 
cially pre-computed messages to a plurality of respond 
ers that Service requests by relying parties inquiring 
about the validity Status of digital certificates in the Set 
of digital certificates. 

18. Computer software, according to claim 17, further 
comprising: 

executable code that makes available to the responders a 
Special digital certificate containing a public Verifica 
tion key used to Verify the digital signatures provided 
in connection with digitally signing the artificially 
pre-computed responses. 

19. Computer Software, according to claim 18, wherein an 
entity that issues the Special digital certificate also issues 
certificates of the Set of digital certificates. 

20. Computer Software, according to claim 12, wherein 
executable code that generates a plurality of artificially 
pre-computed responses and digitally signs the artificially 
pre-computed responses generates and Signs the responses 
periodically. 


