wO 2008/156782 A3 |10 00 000 O O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Organization
International Bureau

(43) International Publication Date
24 December 2008 (24.12.2008)

‘ﬂ[* A0 00O

(10) International Publication Number

WO 2008/156782 A3

(51) International Patent Classification:
HO4L 12/24 (2006.01) HO4L 12/26 (2006.01)

(21) International Application Number:
PCT/US2008/007591

18 June 2008 (18.06.2008)
English
English

(22) International Filing Date:
(25) Filing Language:
(26) Publication Language:

(30) Priority Data:
60/936,502 19 June 2007 (19.06.2007) US

(71) Applicant (for all designated States except US): SAND
HOLDINGS, LLC [US/US]; One Baltimore Place Nw,
Suite 130, Atlanta, GA 30308 (US).

(72) Inventors; and

(75) Inventors/Applicants (for US only): JAMES, David,
Lamar [US/US]; 149 Vine Creek Drive, Acworth, GA
30101 (US). TAN, Li-quan [SG/US]; 120 E. Remington
Drive, Apt. 206, Sunnyvale, CA 94087 (US). MC IN-
TOSH, P., Stuckey [US/US]; One Baltimore Place Nw
#15, Atlanta, GA 30308 (US).

(74) Agent: PRATT, John, S.; Kilpatrick Stockton Llp, 1100
Peachtree Street, Suite 2800, Atlanta, GA 30309 (US).

(81) Designated States (unless otherwise indicated, for every
kind of national protection available): AE, AG, AL, AM,
AOQ, AT, AU, AZ,BA, BB, BG, BH, BR, BW, BY, BZ, CA,
CH, CN, CO, CR, CU, CZ, DE, DK, DM, DO, DZ, EC, EE,
EG, ES, FI, GB, GD, GE, GH, GM, GT, HN, HR, HU, ID,
1L, IN, IS, JP, KE, KG, KM, KN, KP, KR, KZ, LA, LC,
LK, LR, LS, LT, LU, LY, MA, MD, ME, MG, MK, MN,
MW, MX, MY, MZ, NA, NG, NI, NO, NZ, OM, PG, PH,
PL, PT, RO, RS, RU, SC, SD, SE, SG, SK, SL, SM, SV,
SY, TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN,
ZA, 7M, 7ZW.

(84) Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LS, MW, MZ, NA, SD, SL, SZ, TZ, UG, ZM,
ZW), Eurasian (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European (AT, BE, BG, CH, CY, CZ, DE, DK, EE, ES, FI,
FR, GB,GR, HR, HU, IE, IS, IT, LT, LU, LV, MC, MT, NL,
NO, PL, PT, RO, SE, SI, SK, TR), OAPI (BF, BJ, CF, CG,
CIL, CM, GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG).

[Continued on next page]

(54) Title: DEVICES AND METHODS FOR AUTOMATIC RESET OF MONITORED NETWORK NETWORK EQUIPMENT

To ISP
(internet
service
provier)
[cco0)
—T1=" Wireless Modem
Router
[ ((T>) OP
Controller
802.11 |
Client A
POR Reset Alarm
— DC Outlet B |
J - 8
o2 UPS D— T— iﬂ
Jf K1 Outlet A I
I TF
| e v
Network Probe Restore within dashed border
Figure 4A Network Probe Restore
FIG. 4A Functional Block Diagram

(57) Abstract: An embodiment of the invention is
a client on a local area network that periodically and
automatically evaluates its physical connectivity with the
local area network, exercises local-network services such
as DHCP, and verifies Internet connectivity and function
by pinging one or more numerically specified IP addresses
and by pinging one or more IP addresses specified by
an FQDN (Fully Qualified Domain Name) known to
the assigned DNS servers. Should physical connectivity,
network services, numeric-ping or FQDN-ping tests
indicate a fault, this embodiment of the invention will
briefly interrupt power to or otherwise force-reset attached
network elements identified by such tests as faulty, thereby
restoring normal network functionality, and may also reset
itself
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