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57 ABSTRACT 

A method and apparatus for Snooping both cache memory 
and associated buffer queues in a cache subsystem arrange 
ment. Since there are usually several requests for cache data 
being handled at any given time under high performance 
operation of multiple processors, a cache arrangement 
includes at least one buffer queue for storing the address of 
the cache data line and the status of the cache data line, 
which facilitate keeping track of the data requests and 
handling them efficiently. In response to a Snoop request, a 
Snoop address is compared to the address stored in the buffer 
queue So as to provide a positive comparison result if the 
Snoop address matches the address stored in the buffer 
queue, thereby indicating a snoop hit condition. The buffer 
queue of the cache arrangement further has a snoop hit bit 
for storing a record of the positive comparison result that 
indicates the snoop hit condition. Even if there is still a 
pending transaction involving the buffer queue, the snoop 
request of the cache is satisfied once the comparison result 
has been stored in the snoop hit bit of the buffer queue, 
thereby keeping the cache high performance for local code 
while at the same time providing efficient support for snoop 
requests. 

8 Claims, 1 Drawing Sheet 
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1. 

METHOD AND APPARATUS FOR 
HANDLING SNOOPS IN MULTIPROCESSOR 
CACHES HAVING INTERNAL BUFFER 

QUEUES 
FIELD OF THE INVENTION 

The present invention relates to computer systems, and 
more particularly to a computer system implementation for 
providing efficient management of memory shared by pro 
cessors in a multiprocessor (MP) system. 

BACKGROUND OF THE INVENTION 

In multiprocessor systems, multiple central processing 
units share data in memory. It is desirable that the MP 
system maintain "coherency” among all data in the shared 
memory. Data could exist in several different locations 
including a high speed cache memory, as well as a main 
memory. Coherency refers to the concept in which each 
central processing unit (CPU) must have access to the most 
recently modified data corresponding to a particular address 
in the shared memory. In other words. if a particular data at 
a certain address is most recently modified in one of the 
memory locations, then the most recently modified data 
must be identified and available to all CPU's requesting the 
particular data. 
An example of a way to maintain coherency in the system 

is to monitor reads and writes to the main memory. When 
either a memory read or a memory write of data at an address 
is detected, this address is used as a snoop address. A snoop 
request is initiated, directed to all of the cache memories in 
the multiprocessor system to search for any address in the 
cache memories that matches the Snoop address. A snoop hit 
occurs for every match, and any needed corrective action is 
taken to maintain coherency of the data at the address in the 
cache where the snoop hit occurs. 

In normal operation of a high performance multiprocessor 
system having cache memory, there are usually several 
requests for cache data pending at any given time. In order 
to keep track of these requests and handle them efficiently, 
buffer queues coupled with the cache memory in a cache 
subsystem are needed. However, it is difficult both to 
maintain the cache subsystem at a high level of performance 
for local code, and at the same time to provide efficient 
support for Snoop requests. What is needed is a method and 
apparatus for providing efficient Snooping of both cache 
memory and any associated buffer queues. 

SUMMARY OF THE INVENTION 

The present invention provides an efficient method and 
apparatus for snooping both cache memory and associated 
buffer queues in a novel cache subsystem arrangement. 

Briefly, and in general terms, the present invention 
includes a first and second central processing unit, a main 
memory, and a system bus coupled with the first and second 
central processing unit and the main memory. Coupled with 
the second central processing unit is a novel cache arrange 
ment that includes a cache memory for storing a data line, 
and a cache tag for identifying an address of the cache data 
line and a status of the cache data line. Since there are 
usually several requests for cache data being pending at any 
given time under high performance operation of the 
processors, the cache arrangement further includes at least 
one buffer queue for storing the address of the cache data 
line and the status of the cache data line, which facilitates 
keeping track of the several pending cache requests and 
handling them efficiently. 
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2 
A bus controller is coupled with the system bus for 

initiating a Snoop request and providing a Snoop address in 
response to the first central processing unit accessing the 
main memory over the system bus, for example a read or 
write to main memory. In response to the Snoop request the 
cache tag is searched. If the snoop address matches an 
address of the cache data line, then a snoop hit condition 
occurs and appropriate action is taken based upon the line 
status, so as to maintain data coherency. 

In response to the Snoop request, the snoop address is also 
compared to the address stored in the buffer queue so as to 
provide a positive comparison result if the snoop address 
matches the address stored in the buffer queue, thereby 
indicating the snoop hit condition. The buffer queue of the 
novel cache arrangement further has a snoop hit bit for 
storing a record of the positive comparison result that 
indicates the snoop hit condition. Similarly, in the preferred 
embodiment additional address entries of additional buffer 
queues are snooped, and for each matching address entry a 
respective snoop hit bit is set. In accordance with the 
teachings of the invention, even if there is still a pending 
transaction involving the buffer queue, the snoop request of 
the second cache is satisfied once the comparison result is 
stored in the snoop hit bit of the buffer queue, thereby 
keeping the novel cache arrangement of the present inven 
tion high performance for local code while at the same time 
providing efficient support for snoop requests. 

Other aspects and advantages of the present invention will 
become apparent from the following detailed description, 
taken in conjunction with the accompanying drawing, illus 
trating by way of example the principles of the invention. 

BRIEF DESCRIPTION OF THE DRAWING 

FIG. 1 shows a partial block diagram of a multiprocessing 
system employing preferred caches of the invention. 

DETAILED DESCRIPTION OF PREFERRED 
EMBODIMENT 

FIG. 1 shows a partial block diagram of a multiprocessing 
(MP) system 100 employing a plurality of preferred cache 
subsystem arrangements 101 of the invention. Each cache 
arrangement provides high-speed memory coupled between 
main memory 103 and a respective first and second central 
processing unit (CPU) 105,106. The central processing unit 
(CPU) is a part of a data processing unit that fetches and 
executes instructions. The cache arrangements 101 are con 
tinually updated to contain recently accessed contents of 
main memory, so as to reduce access time. When a program 
makes a memory request, the CPU first checks to see if data 
is in the cache arrangement, so that it can be retrieved 
without accessing main memory. 
The central processing units (CPU's) 105,106 share data 

lines in memory space. In this document, data lines gener 
ally refer to any information stored in memory, including 
instructions, processed data, or unprocessed data. In the 
preferred embodiment of the invention shown in FIG. 1, 
each of the cache arrangements 101 include a respective first 
and second level data cache 107,109 and application of the 
invention to the data caches is discussed in detail subse 
quently herein. However, it should be understood that in 
alternative embodiments the invention is suitably applied to 
instruction caches, or to combined instruction and data 
caches with beneficial results. 
The MP system advantageously maintains "coherency” 

among all data lines in memory. The data lines exist in 
several different locations: as cache data lines located in the 
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cache arrangements 101 each proximately coupled to a 
respective one of the CPU's 105,106, and as main memory 
data lines located in the main memory 103 remotely coupled 
to the CPU's 105, 106. Coherency refers to the concept in 
which each central processing unit (CPU) must have access 
to the most recently modified data corresponding to a 
particular address in the shared memory. In other words, if 
a particular data line at a certain address is most recently 
modified in one of the memory locations, the most recently 
modified data line must be identified and available to all of 
the CPU's requesting the particular data line. In order to 
maintain coherency in the MP system, a respective bus 
controller/interface 111 coupled with each the cache 
arrangements 101 monitors a system bus 112 for accesses to 
main memory 103, for example, reads or writes to main 
memory. For example, when the bus controllers detect the 
first CPU 105 accessing main memory, either a memory read 
or a memory write, each bus controller initiates a snoop 
cycle directed to a respective proximately coupled cache 
arrangement, including the cache arrangement proximately 
coupled with the second processor 106. 
The protocol implemented for the snoop cycle depends in 

large part, on the types of data caches selected in the MP 
system. Conventionally, data caches are classified as either 
a “write-through” (WT) type or a “write-back” (WB) type. 
In some embodiments, caches are designed so that they can 
operate as either the WT or the WB type cache, depending 
upon a logical state or status of an input to the data cache. 

In the WT type data cache, data lines are “written 
through” to the main memory upon each modification of the 
cache data lines, such as updates or changes by any of the 
central processing units. Accordingly, the most recently 
modified data lines are always in the main memory. As a 
result, a protocol for maintaining coherency of the WT type 
data cache initiates a Snoop cycle only on memory writes. 
No action needs to be taken by the bus controller on memory 
reads from the WT data cache arrangement. 
WB and WT type caches each have different advantages 

and disadvantages. In the WB type data cache, data lines are 
not immediately "written through” to main memory upon 
each modification of the cache data lines. Consequently, in 
the preferred embodiment of the invention, WB type data 
caches are employed so that a local one of CPUs advanta 
geously modifies data lines in a local WB type data cache 
many times, without always having to inform other memory 
locations in the MP system of the changes. Helpful support 
ive teachings directed to the write back type caches and the 
write through type caches is found in U.S. Pat. No. 5.404, 
489 issued on Apr. 4, 1995 to Woods et al. and assigned to 
Hewlett-Packard Company, which is incorporated herein by 
reference. It should be understood that although the pre 
ferred embodiment of FIG. 1 shows cache arrangements 101 
including WB type data caches that are specially adapted in 
accordance with the teachings of the invention, in alternative 
embodiments WT type data caches are employed and suit 
ably adapted in accordance with the teachings of the inven 
tion with beneficial results. 

In the WB type data cache, the data lines are written from 
the WB data cache when the data lines are requested by 
Some other source, or when there is a need to flush the data 
lines out to main memory in response to program control or 
to make room for a new data line. If during the Snoop cycle 
it is determined that a particular data cache of the WB type 
has modified data, then the particular data cache provides the 
modified data to the requesting CPU. If during the snoop 
cycle a memory write occurs from the WB type data cache, 
a protocol for maintaining coherency is to invalidate the data 
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4 
line at all memory locations other than the receiving 
memory location. 

During high performance system operation, there are 
several cache requests being handled at one time. In order to 
keep track of these requests and handle them efficiently, in 
the preferred embodiment there are several buffer queues in 
the cache Subsystem arrangement. To efficiently maintain 
multiprocessor cache coherence it is important to snoop 
these buffer queues in an efficient manner. As discussed in 
further detail subsequently herein, the adaptation of the 
buffer queues by adding a snoop hit bit to record snoop hits 
in the buffer queues in accordance with the principles of the 
invention contributes to advantageously maintaining the 
cache arrangement at a high level of performance for local 
code and at the same time provides efficient support for 
Snoop requests. 

Prior to the presentinvention, investigations by the inven 
tors into the problem of multiprocessor snooping of cache 
data lines in processors with blocking caches included 
stalling the entire cache arrangement while the snoop is 
checked. In these prior investigations, if there is a pending 
access for the line the snoop is trying to access, the snoop is 
held off and not allowed to complete. Such arrangements in 
these prior investigations tended to cause decreased perfor 
mance because while the cache arrangement is stalled, 
another Snoop is not allowed to be sent onto the bus until the 
first one is completed. 

In contrast to these prior investigations, the present inven 
tion advantageously distributes Snooping across buffer 
queues in the cache arrangement, and allows pending trans 
actions to be marked as having been Snooped by setting the 
Snoop hit bit. In response to setting the snoop hit bit, the 
Snoop is completed by relinquishing any ownership of the 
data line referenced by the buffer. When the data for the 
pending transaction is returned, the line containing the data 
is relinquished as soon as the transaction that caused the bus 
reference is satisfied. 

In accordance with the present invention, when a snoop is 
received, every buffer queue inside the cache that contains 
memory data that has not already been Snooped, is snooped. 
Exceptions are as follows: accesses that have not been 
issued on the system bus are not required to compare their 
addresses to the incoming snoop address, and data being sent 
out onto the bus in response to previous Snoops does not 
need to compare its addresses to the snoop address. In the 
preferred embodiment, all other cache addresses are com 
pared to the Snoop address. Of course, in addition to the 
buffer queues, any cache tags of the first and second level 
data caches 107, 109 of the cache arrangement are also 
searched to determine if the data line being snooped is 
present. 

In the preferred embodiment, the cache arrangement 
supports line status of a full MESI protocol, which supports 
Modified, Exclusive, Shared, and Invalid status. If the status 
of cache data line is exclusively owned (Exclusive), the 
owning cache arrangement holds the only cached copy of 
the cache data line, which is updated locally withoutinform 
ing the other cache arrangements. If the status of the cache 
data line is "Shared” status, other cache arrangements may 
have copies of the cache data line, and must be informed 
about updates to the cache data line. The "Invalid” line status 
indicates that the cache entry does not contain useful data. 
The "Modified” status indicates that data has been written to 
the cache entry, and therefore it is modified or “dirty". 
A given one of the CPUs can advantageously assume 

ownership of a cache data line as soon as it has issued a 
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transaction on the bus, or, alternatively, it can be required to 
wait for the data to return for it to assume ownership of the 
line. For the sake of the subsequent discussions herein, it 
should be understood that in the preferred embodiment the 
processor assumes the ownership of the cache data line as 
soon as it issues the memory request on the system bus. 
With respect to snoops, in the preferred embodiment the 

system bus is monitored for memory accesses (reads or 
writes) from the other processors. The cache. tags are 
searched, and if a tag matches the Snoop address, then the 
line is present in the static random access memory (SRAM) 
of the cache. If the status of the line in the cache is not in the 
modified status, it will be invalidated (or the cache can 
perform a cache to cache transfer to provide the cache data 
line to the requesting processor) and the Snoop can be 
completed and acknowledged as completed. 

In one preferred embodiment, Snoop completion is held 
off until the line being flushed is actually issued on the bus. 
However a better performing solution of another preferred 
embodiment is to complete the snoop as soon as possible 
with the notification that the line will be updated in memory 
with the correct data. The requesting processor then must 
wait until it sees the write back to memory of the data, or 
alternatively a cache to cache transfer can be supported for 
the data. 

The invention provides beneficial results, independent of 
whether the processor performs cache to cache transfers on 
modified, exclusive, or shared lines. However, if the cache 
data line is in the modified status, it is preferably flushed out 
to memory before the snoop is complete or is transferred to 
another cache via a cache to cache transfer. In this case, a 
Snoop response is made to indicate that the line is present, 
and will be flushed out. 

It should be understood that the invention particularly 
applies to the buffer queues in the cache arrangement. In 
addition to the cache tags of the first and second level data 
caches, these buffer queues are also snooped when a snoop 
request is received. Snooping the buffer queues is particu 
larly important because a data line may have been moved out 
of the data caches, and there may no longer be any indication 
in the cache tags that the data line is owned by this processor. 

Furthermore, one of the processors may have issued a 
request on the bus, but not have received the response. 
Because the processor got on the bus with the request, it now 
owns the data line, but has no data for it. However, when a 
snoop is received, in order to operate correctly, all data lines 
owned by this processor must be snooped. 
The method and apparatus of the invention includes at 

least one bit (referred to herein as the snoop hit bit) assigned 
to each entry of these internal buffer queues to record 
whether a snoop compare has been successful for this buffer 
queue entry. While the inventors are unaware of any previ 
ous teachings by others directed to a cache arrangement 
including buffer queues having Snoop hit bits for recording 
Snoop hits, justa Snoop hit of a data cache is well understood 
by one having ordinary skill in the art, as discussed for 
example in U.S. Pat. No. 5,369,753 entitled Method and 
Apparatus for Achieving Multilevel Inclusion in Multilevel 
Cache Hierarchies, and issued Nov. 29, 1994 to Roger E. 
Tipley. 
As shown in FIG. 1 of the present invention, included in 

the cache arrangement 101 are buffer queues 123 containing 
outstanding requests that have been issued to the bus, such 
as a memory return buffer queue and a Level 2 (data cache) 
Write Buffer Queue. For example, when a line is flushed 
from the cache via a Virtual Address Flush Cache instruction 
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6 
(VAFC), or when a line is otherwise flushed from the cache 
hierarchy, that line is placed into the Level 2 Write Buffer 
Queue. Since the cache line is being moved out of the cache, 
there may no longer be any indication in the cache tags that 
the cache line is owned by the processor. However, since this 
processor still owns the cache line in the Level 2 Write 
Buffer Queue, there is a need for the addresses associated 
with the Level 2 Write Buffer Queue to be snooped. 

For the memory return buffer queue (MRQ) it should be 
understood that the lines requested as Exclusive from 
memory (for instance, the lines to be written into by the 
processor) are considered to be owned by the processor once 
their address is in the MRQ, even if the data is not available 
yet. As a result, the MRQ is searched using each Snoop 
address, even if the data is not available yet. As a result, the 
MRQ is searched using each snoop address and, if an entry's 
address matches the snoop address, that entry is tagged as 
snooped and captures a transaction identification for the data 
to be provided in a corresponding memory flush buffer (not 
shown in FIG. 1). 

Also included in the preferred embodiment of the cache 
arrangement shown in FIG. 1 are cache internal buffer 
queues 125 such as a Store Buffer Queue, and a level 2 
Outstanding Access Request Buffer Queue. The level 2 
cache Outstanding Access Request Buffer Queue keeps track 
of accesses issued to the level 2 data cache that are not 
resolved yet. The Store Buffer Queue (STQ) holds the 
address, byte enable write control bits, data and other 
relevant information for stores. 

Furthermore, the method and apparatus of the invention 
includes using one or more comparators (not shown in the 
block diagram of FIG. 1) for comparing the snoop address 
to an address in each of the buffer queues to provide a 
respective comparison result, and setting the Snoop hit bit 
assigned to the buffer queue of the cache based upon the 
result of the comparison successfully matching the Snoop 
address with the address stored in the buffer queue of the 
cache. It should be understood that in the preferred 
embodiment, if the snoop hit bit of an entry of the buffer 
queue is currently set, then the Snoop hit bit is not set again 
and a new transaction identification is not captured by 
another match of the snoop address with the address stored 
in the buffer queue for that entry. 

Subsequent steps resolve what to do with each of the 
buffer queue entries that have their respective snoop hit bit 
set, before clearing the snoop hit bit. For buffer queue entries 
having data and having their respective Snoop hit bits set, the 
MESI status of the buffer queue entries are examined and 
appropriate action is taken. Specifically, if the MESI status 
of the buffer queue entry is in the Modified status, then the 
buffer queue entry is flushed out to the system bus. If the 
MESI status of the buffer queue entry is in the Exclusive or 
Shared status, then the buffer queue entry is invalidated. 

In a special case where a buffer queue entry has the snoop 
hit bit set, but does not already have data stored in the buffer 
queue, control logic delays satisfaction of requests for stores 
or loads until data arrives. As data arrives in the buffer queue 
entry, the request for stores or loads is satisfied. Then the 
status of the buffer queue entry is examined and the appro 
priate action is taken depending upon the respective MESI 
status of the buffer queue entry, just as for the previously 
discussed buffer queue entries having data already fully 
present therein when the snoop compare succeeded in the 
snoop hit. If after receiving the data, the buffer queue entry 
is now in the Modified status, the buffer queue entry is 
flushed out to the system bus. If after receiving the data, the 
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buffer queue entry is now in the Exclusive or Shared status, 
then the data line entry in the buffer queue is invalidated. 

Sequencing of snoop requests for a single cache data line 
are handled by the requesting processor noting which other 
processor has the cache data line modified and will be 
sending the data of the cache data line back to memory. Each 
processor requestis chained along, and as soon as the reques 
issues its request on the bus, the requesting processor is 
given ownership of the cache data line being requested. No 
single long queue is needed to keep track of multiple 
requestors, because each requesting processor needs to keep 
track of just three things for each request in order to 
implement snooping correctly: a transaction identification 
(transactionID) for the return transaction, a MESI status of 
the cache data line, and whether or not requesting processor 
must give up the cache data line due to a Snoop. 
The transaction ID is useful for denoting either which 

processor the data will come from, or the Input/Output (I/O) 
adapter where the data will come from in systems with 
coherent I/O. So long as the system guarantees that the 
requesting processor will receive its data once the requesting 
processor issues a request, the invention is beneficial in 
simplifying and making more efficient Snoops, even in 
systems without a single bus to guarantee proper access 
sequencing from the visibility level of the requesting pro 
CCSSO. 

The present invention provides an efficient method and 
apparatus for snooping both cache memory and associated 
buffer queues in a novel cache subsystem arrangement. 
Although specific embodiments of the invention have been 
described and illustrated, the invention is not to be limited 
to the specific forms or arrangements of parts so described 
and illustrated, and various modifications and changes can 
be made without departing from the scope and spirit of the 
invention. Within the scope of the appended claims, therefor, 
the invention may be practiced otherwise than as specifically 
described and illustrated. 
What is claimed is: 
1. A method comprising the steps of: 
providing a cache memory for storing a data line, and a 

cache tag for identifying an address of the data line and 
a status of the data line; 

providing at least one buffer queue coupled with the data 
cache for storing the address of the data line and the 
status of the data line, thereby referencing the data line; 

comparing a snoop address to the address stored in the 
buffer queue so as to provide a positive comparison 
result if the snoop address matches the address stored 
in the buffer queue, thereby indicating a snoop hit 
condition; 

assigning at least one snoop hit bit to the buffer queue; and 

10 

15 

20 

25 

30 

35 

45 

50 

8 
setting the Snoop hit bit in response to the positive 

comparison result indicating the snoop hit condition; 
wherein a snoop request is satisfied even if there is still a 

pending transaction involving the buffer queue, once 
the comparison resultis stored in the snoop hit bit of the 
buffer queue. 

2. A method as in claim 1 further comprising a step of 
relinquishing any ownership of the data line referenced by 
the buffer queue in response to the setting of the Snoop hit 
bit. 

3. An apparatus comprising: 
a first and second central processing unit; 
a main memory; 
a system bus coupled with the first and second central 

processing unit and the main memory; 
a bus controller coupled with the system bus for initiating 
a snoop request and providing a Snoop address in 
response to the first central processing unit accessing 
the main memory over the system bus; 

a cache arrangement coupled with the second central 
processing unit, the cache arrangement including a 
cache memory for storing a data line, a cache tag for 
identifying an address of the cache data line and a status 
of the cache data line, and a buffer queue for storing the 
address of the cache data line and the status of the cache 
data line; 

said cache arrangement responsive to the Snoop request to 
compare the snoop address with the address stored in 
the buffer queue to provide a positive comparison result 
if the snoop address matches the address stored in the 
buffer queue, thereby indicating a snoop hit condition; 

wherein the buffer queue further has a snoop hit bit for 
storing a record of the positive comparison result that 
indicated the snoop hit condition; and 

wherein a snoop request is satisfied even if there is still a 
pending transaction involving the buffer queue, once 
the comparison resultis stored in the snoop hit bit of the 
buffer queue. 

4. An apparatus as in claim 3 wherein the buffer queue 
includes a buffer queue for containing outstanding requests 
that have been issued to the bus. 

5. An apparatus as in claim 4 wherein the buffer queue 
includes a memory return buffer queue. 

6. An apparatus as in claim 4 wherein the buffer queue 
includes a cache write buffer queue. 

7. An apparatus as in claim 3 wherein the buffer queue 
includes a store buffer queue. 

8. An apparatus as in claim 3 wherein the buffer queue 
includes an outstanding access request buffer queue. 
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