wo 2015/076710 A1 | I 00N OO OO0 00 R A

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(43) International Publication Date
28 May 2015 (28.05.2015)

(10) International Publication Number

WO 2015/076710 A1l

WIPOIPCT

(51) International Patent Classification:
HO04W 8/18 (2009.01)

(21) International Application Number:

PCT/SE2013/051360

(22) International Filing Date:

19 November 2013 (19.11.2013)
English
Publication Language: English

Applicant: TELEFONAKTIEBOLAGET L M ERIC-
SSON (PUBL) [SE/SE]; SE-164 83 Stockholm (SE).

Inventors: SELANDER, Goran; Fredrikslundsvigen 28,
S-168 34 Bromma (SE). ELD, Mattias; Ankarsrumsgatan
16, S-163 50 Spanga (SE). ARVIDSSON, Petter;
Tunnlandsvégen 71, S-168 36 Bromma (SE). CARDO
RODRIGUEZ, Miguel; Plaza Doctor Calvo Pérez 5, 2B,
E-28033 Madrid (ES).

Agent: EGRELIUS, Fredrik; Ericsson AB, Patent Unit
Kista DSM, SE-16480 Stockholm (SE).

(25)
(26)
1

Filing Language:

(72

74

(81) Designated States (uniess otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IR, IS, JP, KE, KG, KN, KP, KR,
KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD, ME,
MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI, NO, NZ,
OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA,
SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, T™M,
TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,
ZW.

(84) Designated States (uniess otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

[Continued on next page]

(54) Title: PROFILE CHANGE MANAGEMENT

RECEIVING AN AUTHORISATION TOKEN
FOR AUTHORISING A TEE APPLICATION
TOREQUEST ONE OF AT LEAST TWO
PROFILE DOMAINS

102
S

15 THE
AUTHORISATION
TOKEN
VALID?

Py 1106

. A
STORING INFORMATION ABOUT

THE TEE APPLICATION BEING
AUTHORISED TO REQUEST ONE
OF 1116 AT LEAST TWO PROFILE
DOMAINS TO BE ENABLED
H

[1112
NG

OPERATION

SAID AUTHORISED TEE 1108
APPLICATION REQUESTING ONE | /7
OF THE AT LEAST TWO PROFILE

DOMAINS TO BE ENABLED
Fig. 11

ENARL SAID ONE OF THE AT
LEAST TWO PROFILE DOMAINS

o

/

(57) Abstract: It is disclosed methods and trusted execution en-
vironments (TEE) of enabling one of at least two profile domains.
An authorisation token for authorising a TEE application to re-
quest one of the at least two profile domains to be enabled, is re-
ceived (816, 1102). The validity of the authorization token is
checked (818, 1104). If the authorization token is valid, informa-
tion about the TEE application being authorised to request one of
the at least two profile domains to be enabled, is stored (820,
1106). If receiving (822) a command requesting the authorised
TEE application to request (824, 1108) one of the at least two pro-
file domains to be enabled, said one of the at least two profile do-
mains is enabled (826, 1110). A TEE comprises a processor and a
memory storing a computer program comprising computer pro-
gram code for executing the method when the code is run in the
processor.



WO 2015/076710 A1 |IIWAT 00N VAT 0TS0 0 AR

Published:
—  with international search report (Art. 21(3))



10

15

20

25

30

35

WO 2015/076710 PCT/SE2013/051360

PROFILE CHANGE MANAGEMENT

TECHNICAL FIELD
This disclosure relates to profile change management for trusted execution environments. In more
particular, it relates to methods and trusted execution environments of enabling a profile domain, 1.¢.

making it cnabled.

BACKGROUND
This mvention relates to trusted execution environments (TEE) and universal integrated circuit cards

(UICCs). ETSI technical specification (TS) 103 383 provides requirements of the embedded UICC

(¢UICC). The purpose of this standard 1s to allow remote provisioning and management of operator
“profiles” being the technical term for the programs and data which defines the subscription on a UICC
having some subscriber identity module (SIM) applications. This is to enable an eUICC to be soldered to

a device and never to be removed.

Use cases for UICC comprise “late binding” and “operator change” in machine-to-machine services. The
former refers to the ability to define the mobile network operator (MNQO) and subscription after the
machine hosting the UICC has been deployed, 1.e. after a SIM card has been inserted into a device. The
latter refers to be able to change subscription for connectivity of the machine from one MNO to another,

again without changing the SIM card.

A profile is defined to be a combination of a file structure, data and applications corresponding to the
content of a current UICC. The eUICC architecture is built around the installation and management of
profiles on the eUICC, which is functionally separated into two roles being the subscription manager data
preparation (SM-DP) role, defining the profile and provisioning it to the eUICC, and the subscription
manager secure routing (SM-SR) role, creating and deleting secure containers for the profile or SM-DP,

and enabling and disabling profiles.

The SM-SR and SM-DP roles are assumed by actors in the eUICC ecosystem.

Since it is of interest for operators that only one profile should be enabled at any point in time, there is a
requirement that only one SM-SR can be associated with an eUICC at any point in time. But since it is
also important not to lock any role to a particular actor, it is also a requirement that the SM-SR shall be
changeable during the lifetime of the ¢UICC. This requires a procedure for handover between actors

taking the old and the new SM-SR roles.

This i itself 1s a complicated security procedure to specify, considering that the key management

required for a new SM-SR to get secure access and unique control and the old SM-SR assisting in this
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and at the same time giving up control of this eUICC. The old and new SM-SR are in many cases
competitors, so in addition to the technical issuc there may be business issucs preventing an cfficient

handover.

Morcover, in order to change to a profile from an operator bound to a specific SM-SR a user would first
have to change SM-SR and thereafter may the SM-DP associated to the operator be invoked to provision
the profile. This procedure most likely slows down the change of profile in an eUICC.

There is hence a need to address the issues of SM-SR handover and how to simplify and speed up the

current procedure of changing profile.

SUMMARY

It is an object of embodiments of the invention to address at least some of the issues outlined above, and
this object and others are achieved by methods and trusted execution environments for enabling one of at
least two profile domains, according to the appended independent claims, and by the embodiments

according to the dependent claims.

According to a first aspect, the invention provides a method for a TEE of enabling a profile domain,
wherein the TEE is adapted to store at least two profile domains. The method comprises receiving an
authorisation token and a command to enable one of the at least two profile domains. The method also
comprises checking if the authorisation token is valid, and if the authorisation token is valid, the method

also comprises enabling said one of the at least two profile domains.

According to a second aspect, the invention provides a trusted execution environment (TEE) adapted to
store at least one of at least two profile domains. The TEE comprise a processor and a memory storing a
computer program comprising computer program code which when run in the processor, causes the TEE
to receive an authorisation token and a command to enable one of the at least two profile domains, and to
check if the authorisation token is valid. When the computer program code is run in the processor, it also

causes the TEE to enable said one of the at least two profile domains, if the authorisation token is valid.

According to a third aspect, the invention provides a method for a TEE of enabling a profile domain,
wherein the TEE is adapted to store at least two profile domains. The method comprises receiving an
authorisation token for authorising a TEE application to request one of the at least two profile domains to
be enabled. The method also comprises checking if the authorization token is valid, and if the
authorisation token is valid, the method comprises storing information about the TEE application being

authorised to request one of the at least two profile domains to be enabled. The method also comprises
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requesting by said authorised TEE application one of the at least two profile domains to be enabled. In

addition, the method comprises enabling said one of the at least two profile domains.

According to a fourth aspect, the invention provides a TEE adapted to store at least one of at least two
profile domains, the TEE comprising a processor and a memory storing a computer program comprising
computer program code which when run in the processor, causes the TEE to receive an authorisation
token for authorising a TEE application to request onc of the at least two profile domains to be enabled.
When the computer program code 1s run in the processor, it further causes the TEE check if the
authorisation token is valid; and if the authorisation token is valid, it causes the TEE to store information
about the TEE application being authorised to request one of the at least two profile domains to be
enabled. When the computer program code is run in the processor, it also causes the TEE to request, by
said authorised TEE application, one of the at least two profile domains to be enabled. In addition, when
the computer program code is run in the processor, it causes the TEE to enable said one of the at least two

profile domains.
It is an advantage with embodiments of the invention that a new profile domain can be deployed and
enabled without requiring a handover procedure between actors taking the old and the new SM-SR roles.

This simplifies and speeds up the procedure of changing profile.

BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments will now be described in more detail, and with reference to the accompanying drawings, in

which:

- Figure 1 schematically presents a logical architecture of a UICC having associations to subscription
manager roles, according to embodiments of the invention;

- Figure 2 schematically presents a universal integrated circuit card of embodiments of the invention;

- Figures 3, 4, 8A and 8B present handshake diagrams of embodiments of the invention;

- Figures 5, 6, 9 and 10 schematically present trusted execution environments of embodiments of the
invention; and

- Figures 7 and 11 present flow-charts of methods of embodiments of the invention.

DETAILED DESCRIPTION
In the following description, different embodiments of the invention will be described in more detail, with
reference to accompanying drawings. For the purpose of explanation and not limitation, specific details

are set forth, such as particular examples and techniques in order to provide a thorough understanding.
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Figure 1 schematically presents a logical architecture of a universal integrated circuit card (UICC) 100,
being one example of a trusted execution environment, according to embodiments of the invention. In
addition, associations between security domains (SDs) and subscription manager roles are indicated.

The UICC 100 comprises a profile selector application 102 that can receive information about an
application for enabling a profile domain. The UICC further comprises two management domains of
profile domains. These management domains are profile domain management domain /, 104, and profile
domain management domain 2, 106. Profile domain management domain /, 104 comprises profile
domain //, 108 and profile domain /2, 110. Profile domain management domain 2, 106 comprises profile

domain 2/, 112 and profile domain 22, 114.

The UICC 100 also comprises an operative system (OS) comprising a GlobalPlatform environment 118.
This GlobalPlatform environment 118 comprises a profile registry 120.

In addition, Figure 1 schematically indicates a subscription manager secure routing 1 (SM-SR) 122 role
comprising a profile selector 124. Another subscription manager secure routing, SM-SR 2, 123 role
comprises a profile domain manager 126. More SM-SRs may also exist each having a profile domain
manager. A subscription manager data preparation (SM-DP) role of a subscription manager is also shown.

Indications between SDs of the UICC and subscription manager roles are also presented.

According to some embodiments of the invention, each profile domain manager is represented by a
modified security domain (SD) in the form of a profile domain management domain that is similar to
current profile managers of today, with the exception that it is not handling profile enabling and disabling.
Since the profile domain management function is separated from the profile selection function, there is no
issue with having multiple instances of profile domain management domain. Hence concurrent
management of profiles is possible without losing control of enabled profiles, since profile selection is not

performed by this role.

Figure 2 schematically presents a UICC 200 according to embodiments of the invention. The UICC
comprises two management domains of profile domains. These management domains are profile domain
management domain /, 202, and profile domain management domain 2, 204. Profile domain management
domain /, 202 comprises profile domain //, 206 and profile domain /2, 208. Profile domain management
domain 2, 204 comprises profile domain 2/, 210 and profile domain 22, 212. The profile domain

management domains can comprise zero or more profile domains.

The UICC 200 also comprises a security domain (SD) 220 and a root SD 226. The SD 220 comprises a
profile selector application 224. The root SD 226 comprises a profile selector executive 228. The SD 220
may coincide with the root SD 226. The profile selector application 224 may coincide with the profile

selector executive 228.
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In addition, the UICC 200 comprises an operative system (OS) having a Global Platform environment
216, wherein said GlobalPlatform environment 1s extended with a profile registry 218 comprising at least

two entries of identifiers of profile domains present in the UICC.

As will be discussed in more detail below, the profile selector application 224 can request or command a
profile selector executive 228 to enable a profile domain either by checking that an authorisation token is
valid for a request to enable one of at least two profile domains, or by checking that the profile selector
application 224 is authorised to request enabling one of at least two profile domains. In Figure 2 it is
indicated that profile domain /2, 208 is enabled by the profile selector executive. This 1s performed via an

entry in the profile registry 218 having an identifier of the profile domain /2, 208.

Figures 3 to 7 will relate to the former usage of an authorisation token in which checking whether the
authorisation token is valid or not relates to authorising the request for enabling one of at least two profile

domains.

Figures 8 to 11 relate to the latter usage of an authorisation token in which checking whether the
authorisation token is valid or not relates to authorising an application to request one of at least two

profile domains to be enabled.

Figure 3 presents a signalling diagram of embodiments of the invention, comprising signalling between
profile selector 302, selection authoriser 304, and a trusted execution environment (TEE) 310. The profile
selector 302 and the selection authoriser 304 are external to the TEE 310. The TEE comprises a profile

selector application 306 and a profile selector executive 308.

When the profile selector 302 wishes to enable one or at least two profile domains, an authorisation token
is required. The profile selector 302 hence requests 312 an authorisation token to enable one of at least

two profile domains from the selection authoriser 304. The selection authoriser 304 authorises the request
312 by issuing an authorisation token, and returns 314 said authorisation token to the profile selector 302.

The request is thus authorised by the issued authorisation token.

Having accessed this authorisation token, the profile sclector 302 sends, to a profile selector application
306, 316 this authorisation token and a command to enable one of at Ieast two profile domains. The
profile sclector application 306 forwards 318 the request, comprising the authorisation token and the
command to enable one of at least two profile domains, to the profile selector executive 308 of the TEE
310. The profile selector executive now checks 320 if the authorisation token is valid. If the authorisation

token is valid, the profile selector executive enables 322 one of at least two profile domains.
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Information about which one of the at least two profile domains to enable for this request may be
comprised in the command. Alternatively, such information are stored in advance in the profile selector

executive 308.

Figure 4 presents a signalling diagram of alternative embodiments of the invention, comprising signalling
between profile selector 402, and a trusted execution environment (TEE) 406. The profile selector 402

typically comprises an internal selection authoriser. The TEE comprises a profile selector executive 404.

When the profile selector 402 wishes to enable a profile domain, the profile selector 402 sends 408 an
authorisation token and a command to enable one of at least two profile domains to the TEE 406.
According to these embodiments, the authorisation token and the command can be sent directly to the
profile selector executive 404. The profile selector executive 404 checks 410 if the authorisation token is
valid. If the authorisation token is valid, the profile selector executive 404 enables 412 said one of the at

least two profile domains.

Checking if authorisation tokens are valid, 1.e. validation of authorisation tokens, may be performed in
various ways. Asymmetric cryptographic keys, such as public keys, as well as symmetric cryptographic
keys, such as shared secret keys, may be used to validate authorisation tokens.

According to an alternative embodiment, the profile selector comprises a selection authoriser, whereas the
TEE comprises a profile selection application as well as a profile selector executive. Alternatively, the
profile selector and the selection authoriser are separated whereas the profile selector executive comprises

a profile selector application.

Figure 5 schematically presents a TEE 50 comprising a processor 52 and a memory 54. The TEE 50 is
adapted for enabling one of at least two profile domains. The memory 54 stores a computer program
comprising computer program code which when run in the processor, causes the TEE to receive 316, 408
an authorisation token and a command to enable one of the at least two profile domains, and to check 320,
410 if the authorisation token is valid. When the computer program code is run in the processor, it also

causes the TEE to enable 322, 412 said one of the at least two profile domains, if the authorisation token

1s valid.

The computer program code which when run in the processor, may further cause the TEE to check that
enabling said one of the at least two profile domains is in agreement with a policy for said one of the at

least two profile domains.

The computer program code which when run in the processor, may further cause the TEE to receive 316

the authorisation token and the command by a first TEE-application 306, and to send 318 a request by the
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first TEE application 306 to a second TEE application 308, wherein the request comprises the
authorisation token, based on the received command, for enabling of one of the at least two profile
domains. The computer program code which when run in the processor, can further cause the TEE to

check 320 and enable 322 one of the at least two profile domains by the second TEE application 308.

The TEE 50 may further comprise a profile registry 120, 218 that comprises identifiers of the at least two
profile domains 108, 110, 112, 114; 206, 208, 210, 212.

The TEE 50 may further comprise a universal integrated circuit card (UICC) 100, 200.

Figure 6 presents a TEE 60 that is adapted to store at least two profile domains and that is adapted for
enabling one of said at least two profile domains. The TEE comprises a receiving unit 62 that is adapted
to receive an authorisation token and a command to enable one of the at least two profile domains. The
TEE also comprises a checking unit 64 that is adapted to check if the authorisation token is valid. In
addition, the TEE comprises an enabling unit 66 that is adapted to enable said one of the at least two

profile domains, if the authorisation token 1s valid.

Figure 7 illustrates a flowchart of a method for a TEE 50, 60, 310, 406 of enabling a profile domain,
wherein the TEE is adapted to store at least two profile domains 108, 110, 112, 114; 206, 208, 210, 212.
In 72 the method comprises receiving an authorisation token and a command to enable one of the at least
two profile domains. In 74 it is checked if the authorisation token is valid. If the authorisation token is
valid in 74, the method comprises enabling said one of the at least two profile domains, in 76. If,

however, the authorisation token is not valid, no operation is performed in 78.

The method of enabling a profile domain may further comprise checking that enabling said one of the at

least two profile domains is in agreement with a policy for said one of the at least two profile domains.

The method of enabling a profile domain for a TEE 50, 60, 310, comprising a first TEE application and a
second TEE application, may further comprise receiving 316 the authorisation token and the command by
the first TEE-application. The method may comprise sending a request 318, comprising the authorisation
token, by the first TEE application 306, to the second TEE application 308, based on the received 316
command, for enabling of one of the at least two profile domains. In addition, checking 320 and enabling

322 may be performed by the second TEE application 308.

As mentioned above, Figures 8A to 11 relate to a usage of an authorisation token in which checking if the
authorisation token is valid relates to authorising an application to request one of at least two profile

domains to be enabled.
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Figurcs 8A and 8B present a signalling diagram of embodiments of the invention, comprising signalling
between profile selector 802, selection authoriser 804, and a trusted execution environment (TEE) 810.
The profile selector 802 and the selection authoriser 804 are external to the TEE 810. The TEE comprises

a profile selector application 806 and a profile selector executive 808.

When the actor profile selector 802 wishes to enable one or at least two profile domains by using a TEE
application the profile selector 802 requests 810 an authorisation token for authorising a TEE application
to request one of at least two profile domains to be enabled. The selection authoriser 804 authorises the
TEE application to request one of at least two profile domains to be enabled by issuing an authorisation
token, and returns 812 said authorisation token to the profile selector 802. The TEE application is thus
authorised by the issued authorisation token. However, as will be described below the authorisation token
has to be validated in order for the TEE application to be authorised to request one of at least two profile

domains to be enabled.

Having accessed this authorisation token, the profile selector 802 sends 814 the authorisation token for
authorising a TEE application to request one of at least two profile domains to be enabled to the profile
selector application 806. The profile selector application 806 forwards 816 the request, comprising the
authorisation token to the profile selector executive 808 of the TEE 810. The profile selector executive
808 now checks 818 if the authorisation token is valid. If the authorisation token is valid, the profile
selector executive stores 820 information about the TEE application being authorised to request one of at
least two profile domains to be enabled. This means that the profile selector application 806 is authorised

to request one of at least two profile domains to be enabled.

Figure 8A is now continued in Figure 8B.

The profile selector executive 808 has hence authorised the TEE application to request one of at least two
profile domains to be enabled. This means that when the TEE 810 is received by an external request for
the authorised TEE application to request one of at least two profile domains to be enabled, the profile
selector application 806 being the authorised TEE application sends a request for one of at least two
profile domains to be enabled, to the profile selector executive 808. As the profile selector application
806 now is authorised and profile selector executive has information about this authorisation, the profile

selector executive 808 enables 826 one of at least two profile domains to be enabled.

Needless to say, if the TEE 810 is received by a request for a non-authorised application to request one of

at least two profile domains to be enabled, the request 1s denied.
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Figure 9 schematically presents a TEE 90 comprising a processor 92 and a memory 94. The TEE 90 is
adapted for enabling one of at least two profile domains. The memory 94 stores a computer program
comprising computer program code which when run in the processor, causes the TEE to receive 8§16 an
authorisation token for authorising a TEE application to request one of the at least two profile domains to
be enabled. When the computer program code is run in the processor, it further causes the TEE check 818
if the authorisation token is valid; and if the authorisation token 1s valid, it causes the TEE to store 820
information about the TEE application being authorised to request one of the at least two profile domains
to be enabled. When the computer program code is run in the processor, it also causes the TEE to request
824, by said authorised TEE application, one of the at least two profile domains to be enabled. In
addition, when the computer program code is run in the processor, it causes the TEE to enable 826 said

one of the at least two profile domains.

The computer program code which when run in the processor 92 may further cause the TEE to check that
enabling said one of the at least two profile domains is in agreement with a policy for said one of the at

least two profile domains.

The computer program code which when run in the processor 92 may further cause the TEE receive 822 a
message for said authorised TEE application to request one of the at least two profile domains to be

enabled.

The computer program code which when run in the processor 92, may further cause the TEE 90 to receive
814 the authorisation token by said first TEE application 806 or by one other TEE application, and to
check 818, store 820 and enable 826 by a second other TEE application 808.

The computer program code which when run in the processor 92, may further cause the TEE to receive
the message 822 by the authorised TEE application 806, to request the second other TEE application 808
to enable said one of the at least two profile domains 108, 110, 112, 114; 206, 208, 210, 212.

The computer program code which when run in the processor, may further cause the TEE to store 820 an
application identifier of said authorised TEE application in a list of TEE applications being authorised to

request one of at least two profile domains to be enabled.

The TEE 90 may further comprise a profile registry 120, 218 that comprises identifiers of the at least two

profile domains.

The TEE 90 may comprise a universal integrated circuit card, UICC 100, 200.
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Figure 10 presents a TEE 1000 that is adapted to store at least two profile domains and that is adapted for
enabling one of said at least two profile domains 108, 110, 112, 114; 206, 208, 210, 212. The TEE
comprises a receiving unit 1002 that 1s adapted to receive an authorisation token for authorising a TEE
application to request one of the at least two profile domains to be enabled. The TEE further comprises a
checking unit 1004 that 1s adapted to check if the authorisation token is valid, and a storing unit 1006 that
1s adapted to store information about the TEE application being authorised to request one of the at least
two profile domains to be enabled, if the authorisation token is valid. The TEE also compriscs a
requesting unit 1008 that 1s adapted to request, by said authorised TEE application, one of the at least two
profile domains to be enabled. In addition, the TEE comprises an enabling unit 1010 that is adapted to

enable said one of the at least two profile domains.

Figure 11 illustrates a flowchart of a method for a TEE 90, 810, 1000 of enabling a profile domain,
wherein the TEE is adapted to store at least two profile domains 108, 110, 112, 114; 206, 208, 210, 212.
In 1102 the method comprises receiving an authorisation for authorising a TEE application to request one
of the at least two profile domains to be enabled. In 1104 the authorisation token is checked if it is valid.
If the authorisation token is valid in 1104, the flowchart comprises storing 1106 information about the
TEE application being authorised to request one of the at least two profile domains to be enabled. In
1108, the flowchart comprises application requesting 824 by said authorised TEE one of the at least two
profile domains to be enabled. In 1110, the flowchart also comprises enabling 826 said one of the at least

two profile domains.

The method of the flowchart may further comprise checking that enabling said one of the at least two

profile domains is in agreement with a policy for said one of the at least two profile domains.

The method of the flowchart may further comprise receiving 822 a message for said authorised TEE

application to request 824 one of the at least two profile domains to be enabled.

The method of the flowchart may further comprise receiving the authorisation token by said first TEE
application 806 or by one other TEE application, and wherein checking 818, storing 820 and enabling 826
is performed by a second other TEE application 808.

Said one other TEE application may be a security domain application of the TEE.

The method of the flowchart wherein the authorised TEE application 806 may receive 822 the message

and wherein second other TEE application 808 may be requested 824 to enable said one of the at least

two profile domains.
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The method of the flowchart wherein storing may comprise storing an application identifier of said
authorised TEE application in a list of TEE applications being authorised to request one of at least two

profile domains to be enabled.

The present invention has the following advantages:

Embodiments of the present invention provide means for making the SM-SR non-discriminatory with
respect to other entitics in the ccosystem.

It may be further noted that the above described embodiments are only given as examples and should not
be limiting to the present invention, since other solutions, uses, objectives, and functions are apparent

within the scope of the invention as claimed in the accompanying patent claims.

ABBREVIATIONS

eUICC - embedded UICC

MNO - mobile network operator

SM-DP - subscription manager data preparation
SM-SR - subscription manager secure routing
0OS - operation system

SD - security domain

SIM - subscriber identity module

TEE - trusted execution environment

UICC - universal integrated circuit card
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CLAIMS

1.

A method for a trusted execution environment, TEE, (50, 60, 310, 406) of enabling a profile

domain, wherein the TEE is adapted to store at least two profile domains (108, 110, 112, 114; 206,

208, 210, 212), the method comprising:

- recetving (316, 408) an authorisation token and a command to enable one of the at least two
profile domains;

- checking (320, 410) if the authorisation token is valid; and

- if the authorisation token 1s valid, enabling (322, 412) said one of the at least two profile

domains.

The method according to claim 1, further comprising checking that enabling said one of the at least

two profile domains is in agreement with a policy for said one of the at least two profile domains.

The method according to claim 1 or 2, for which the TEE (50, 60, 310) comprises a first (306) and
a second TEE-application (308), and wherein the authorisation token and the command is received
(316) by the first TEE-application, the method comprising, the first TEE application (306) sending
a request (318), that comprises the authorisation token, to the second TEE application (308), based
on the received (316) command, for enabling of one of the at least two profile domains, and

wherein checking (320) and enabling (322) is performed by the second TEE application (308).

A trusted execution environment, TEE, (60) adapted to store at least two profile domains and

adapted for enabling one of said at least two profile domains, the TEE comprising:

- a receiving unit (62) adapted to receive an authorisation token and a command to enable one
of the at least two profile domains;

- a checking unit (64) adapted to check if the authorisation token is valid;

- an enabling unit (66) adapted to enable said one of the at least two profile domains, if the

authorisation token is valid.

A trusted execution environment, TEE, (50) adapted for enabling one of at least two profile
domains, the TEE comprising:
- a processor (52); and
- a memory (54) storing a computer program comprising computer program code which when
run in the processor, causes the TEE to:
- receive (316, 408) an authorisation token and a command to enable one of the at least
two profile domains;

- check (320, 410) if the authorisation token 1s valid,
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10.

11.

13

- enable (322, 412) said one of the at least two profile domains, if the authorisation

token is valid.

The TEE (50) according to claim 5, wherein the computer program code which when run in the
processor, further causes the TEE to check that enabling said one of the at least two profile

domains is in agreement with a policy for said one of the at least two profile domains.

The TEE (50) according to claim 5 or 6, wherein the computer program code which when run in
the processor, causes the TEE: to receive (316) the authorisation token and the command by a first
TEE-application (306), to send (318) a request by the first TEE application (306) to a second TEE
application (308), the request comprising the authorisation token, based on the received command,
for enabling of one of the at least two profile domains, and to check (320) and enable (322) one of
the at least two profile domains by the second TEE application (308).

The TEE, (50) according to any of claims 5 to 7, further comprising a profile registry (120, 218)
that comprises identifiers of the at least two profile domains (108, 110, 112, 114; 206, 208, 210,
212).

The TEE, (50) according to any of claims 5 to 8, wherein the TEE comprises a universal integrated

circuit card, UICC (100, 200).

A method for a trusted execution environment, TEE, (90, 810, 1000) of enabling a profile domain,
wherein the TEE is adapted to store at least two profile domains (108, 110, 112, 114; 206, 208,
210, 212), the method comprising:
- receiving (816) an authorisation token for authorising a TEE application to request one of the
at least two profile domains to be enabled,;
- checking (818) if the authorisation token is valid; and if the authorisation token is valid:
- storing (820) information about the TEE application being authorised to request one of
the at least two profile domains to be enabled;
- said authorised TEE application requesting (824) one of the at least two profile domains
to be enabled, and

- cnabling (826) said one of the at least two profile domains.

The method according to claim 10, further comprising checking that enabling said one of the at
least two profile domains is in agreement with a policy for said one of the at least two profile

domains.
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12.

13.

14.

15.

16.

17.

14

The method according to claim 10 or 11, further comprising receiving (822) a message for said

authorised TEE application to request (824) one of the at least two profile domains to be enabled.

The method according to any of claims 10 to 12, wherein the authorisation token is received by
said first TEE application (806) or by one other TEE application, and wherein checking (818),
storing (820) and enabling (826) 1s performed by a second other TEE application (808).

The method according to claim 13, wherein the authorised TEE application (806) receives (822)
the message and wherein second other TEE application (808) is requested (824) to enable said one

of the at least two profile domains.

The method according to any of claims 10 to 14, wherein storing (820) information about the TEE
application being authorised to request one of the at least two profile domains to be enabled,
comprises storing an application identifier of said authorised TEE application in a list of TEE

applications being authorised to request one of at least two profile domains to be enabled.

A trusted execution environment, TEE, (1000) adapted for enabling one of at least two profile

domains (108, 110, 112, 114; 206, 208, 210, 212), the TEE comprising:

- a receiving unit (1002) adapted to receive an authorisation token () for authorising a TEE
application to request one of the at least two profile domains to be enabled;

- a checking unit (1004) adapted to check if the authorisation token is valid;

- a storing unit (1006) adapted to store information about the TEE application being authorised
to request one of the at least two profile domains to be enabled, if the authorisation token is
valid;

- a requesting unit (1008) adapted to request, by said authorised TEE application, one of the at
least two profile domains to be enabled; and

- an enabling unit (1010) adapted to enable said one of the at least two profile domains.

A trusted execution environment, TEE, (90) adapted for enabling one of at least two profile
domains, the TEE comprising:
- a processor (92); and
- a memory (94) storing a computer program comprising computer program code which when
run in the processor, causes the TEE to:
- receive (816) an authorisation token for authorising a TEE application to request one of
the at least two profile domains to be enabled;

- check (818) if the authorisation token is valid; and if the authorisation token is valid:
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19.

20.

21.

22.

23.

24,

15

- store (820) information about the TEE application being authorised to request one
of the at least two profile domains to be enabled;

- request (824), by said authorised TEE application, one of the at least two profile
domains to be enabled; and

- enable (826) said one of the at least two profile domains.

The TEE (90) according to claim 17, wherein the computer program code which when run in the
processor (92), further causes the TEE to check that enabling said one of the at least two profile

domains is in agreement with a policy for said one of the at least two profile domains.

The TEE (90) according to claim 17 or 18, wherein the computer program code which when run in
the processor (92), further causes the TEE to receive (822) a message for said authorised TEE

application to request one of the at least two profile domains to be enabled.

The TEE (90) according to any of claims 17 to 19, wherein the computer program code which
when run in the processor (92), further causes the TEE (90) to receive (814) the authorisation token
by said first TEE application (806) or by one other TEE application, and to check (818), store (820)
and enable (826) by a second other TEE application (808).

The TEE (90) according to claim 20, wherein the computer program code which when run in the
processor (92), further causes the TEE to receive the message (822) by the authorised TEE
application (806), to request the second other TEE application (808) to enable said one of the at
least two profile domains (108, 110, 112, 114; 206, 208, 210, 212).

The TEE (90) according to any of claims 17 to 21, wherein the computer program code which
when run in the processor, further causes the TEE to store (820) an application identifier of said
authorised TEE application in a list of TEE applications being authorised to request one of at least

two profile domains to be enabled.

The TEE, (90) according to any of claims 17 to 22, further comprising a profile registry (120, 218)

that comprises identifiers of the at least two profile domains.

The TEE, (90) according to any of claims 17 to 23, wherein the TEE comprises a universal
mtegrated circuit card, UICC (100, 200).
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