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(57) Abstract: It is desirable to a user who subscribes to one or more communication services (e.g., telephone, Internet and TV
services, etc.) provided by a telecommunication service provider (telecom) can personalize his/her communication service. To that
end, the telecom is receptive to programming code from a user subscribing to one or more communication services. The program-
ming code is processed on the telecom side to realize a service application particular to the user which affects at least one commu-
nication service subscribed by the user.
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USER PROGRAMMABLE COMMUNICATION SERVICES

Field of the Invention

The invention relates to a technique for providing a communication service
and, more particularly, to a technique for providing a customizable communication

service.

Backeground of the Invention

This section introduces aspects that may help facilitate a better understanding
of the invention. Accordingly, the statements of this section are to be read in this light
and are not to be understood as admissions about what is prior art or what is not prior
art.

Telecommunication service providers (telecoms) including cable operators
nowadays provide customers with packages of communication services including
wireline and wireless telephone services, Internet and email services, television (TV)
services, etc. Some of these telecoms allow customers to view and manage their
accounts, and also to change certain service parameters online. For example, a
customer may invoke a program provided by a telecom on its website to change a call

forwarding number in his/her telephone service.

Brief Summary

The invention is premised upon a recognition that the trend of the
telecommunication industry is migrating toward service customization by a user, thus
reducing the workload of customer service. The typical telecom approach is
“pushing” hardcoded programs to users for them to customize online specific service
features which, a telecom believes, the users want to customize the most. Such a
belief may be formed by second-guessing users’ particular customization needs based,
e.g., on anecdotal evidence from customer service calls. The shortcomings of the this
approach thus are: (1) the second-guess may be correct only for those who called the
customer service, but who do not represent the vast majority of the users, resulting in
the guess being a “hit” or “miss” as far as an individual user is concerned; and (2) it
takes time from collecting the anecdotal evidence to realizing the actual customization

program, let alone the additional time it takes to publicize the new program.
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Because of the above-identified shortcomings, the invention was conceived to
supplant the ineffective approach of code pushing by a telecom. In accordance with
an embodiment of the invention, in order to allow a user to personalize telecom
services, and be in control of the service personalization in terms of the actual service
features involved and the timing of its execution, a telecom needs to expose some of
its facilities to a user, subject to his/her manipulation.

In one embodiment, the telecom is receptive to programming code from a user
subscribing to one or more of the telecom services. The programming code is
processed on the telecom side to realize a service application particular to the user

which affects at least one telecom service subscribed by the user.

Brief Description of the Drawings

Fig. 1 is a block diagram of a communication arrangement where a user is able
to transmit programming code to a telecommunication service provider network to
realize a personalized service application in accordance with an embodiment of the
invention;

Fig. 2 is a block diagram of a server used in the communication arrangement
of Fig. 1;

Fig. 3 is a flowchart illustrating a process of creating programming code by a
user for transmission to the telecommunication service provider network;

Fig. 4 illustrates a mashup program composed by a user in one embodiment;

Fig. 5 is a flowchart illustrating a process for carrying out a personalized user
application based on the program of Fig. 4; and

Fig. 6 illustrates Java bytecode instrumention for modifying Java bytecode

provided by a user in one embodiment.

Detailed Description

The invention is directed to allowing a user of communication services (e.g.,
wireless and wireline telephone services, Internet and email services, TV services,
etc.) provided by a telecommunication service provider (telecom) to create
personalized service applications. The typical telecom approach is “pushing”
hardcoded programs to users for them to customize specific service features online.
The invention was conceived to supplant this typical approach which proves to be

ineffective. In accordance with an embodiment of the invention, the telecom
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provisions a user programmable services framework which enables a user to directly
inject user programming code or a plugin into this framework, thereby allowing the
user to access selected resources and/or components of the communication services to
realize a personalized experience.

Fig. 1 illustrates a communication arrangement 100 embodying the principles
of the invention. In this particular illustrative embodiment, the plugins created by a
user may be referred to as “mashups,” which may be executable code or logic which,
when executed, integrates data and functionality from multiple resources and/or
components of the same or different communication services provided by Telco (a
fictitious telecom), resulting in a new personalized service application. For example,
a mashup may cause Telco to access on behalf of a user web services on the Internet,
e.g., Google Maps and a yellow page service, to provide driving directions to the
goods or service providers preferred by the user. Another mashup may cause Telco to
access, on behalf of a user, phone numbers from the user’s online address book (e.g.,
Yahoo! address book), and to integrate the phone numbers into selective-call-
acceptance functionality in a phone service to create a “white list,” resulting in an
automatic transfer of incoming calls from phone numbers other than those on the list
directly to voicemail. Yet another mashup may cause Telco to create for a user a
“blacklist,” whereby calls to a user from those phone numbers on the list would be
automatically dropped, and the user would be notified of such calls via a pop-up on a
TV screen.

In this instance, communication arrangement 100 includes customer premises
150 where a user named Bob subscribes and has access to a suite of communication
services, e.g., wireless and wireline telephone services, Internet and email services,
TV services, etc., provided by Telco. To utilize the suite of communication services,
Bob at customer premises 150 has such user devices as personal computer (PC) 151
which may be a desktop, notebook or netbook computer, pocket personal computer
(PPC), etc.; wireless and wireline telephonic devices 153 which may includes one or
more of a corded phone, cordless phone, mobile phone, smart phone, iPhone®,
personal digital assistant (PDA), Blackberry®-type device, Kindle™-type device,
etc.; set-top box 155 provided by Telco to receive TV signals delivered thereby, and

TV equipment 157 connected to box 155 for viewing TV programs thercon. Because
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of his service subscription with Telco, Bob in this instance may access the Internet not
only with PC 151 but also an Internet enabled phone and set-top box 155.

Arrangement 100 also includes the aforementioned user programmable
services framework (UPSF) 105 which is part of the Telco service provider network
providing the communication services. Telco provisions an execution engine, e.g.,
mashup application server (MAS) 109, in UPSF 105 to run mashups created by a user,
e.g., Bob, to realize new personalized service applications. In this illustrative
embodiment, MAS 109 is connected to wireline/wireless phone service controller 111
capable of accessing multimedia and voice applications of the wireline and wireless
telephone services provided by Telco, in accordance with a well known IP multimedia
subsystem (IMS) architecture. For example, instructed by a user mashup, MAS 109
may communicate with controller 111 using session initiation protocol (SIP) over
Internet protocol (IP) to provision personalized phone-related service applications.
MAS 109 also is connected to TV service controller 113 capable of manipulating
multimedia components of the TV service provided by Telco to set-top box 155 on
customer premises 150. For example, instructed by a user mashup, MAS 109 may
send from another source (e.g., a 3G wireless video communication from controller
111) to controller 113 multimedia content in a standard enhanced TV binary
interchange format (EBIF) or, alternatively, in conformance to the well known
TRU2WAY™ specifications to realize new TV-related service applications. In
addition, MAS 109 is connected to Internet controller 115 for accessing the Internet
resources sometimes on behalf of the users. In one embodiment, controller 115
maintains a Telco website on the Internet at a predetermined uniform resource locator
(URL), e.g., telco.com, and a Telco user may establish a hypertext transfer protocol
(HTTP) connection with controller 115 using a conventional web browser which may
run on PC 151 on customer premises 150. Further, the Telco user may send
aforementioned mashups to MAS 109 through controller 115 via one such HTTP
connection.

Fig. 2 illustrates MAS 109 in accordance with an embodiment of the
invention. As shown in Fig. 2, MAS 109 comprises processor 203, memory 207,
telephony interface 209 through which processor 203 communicates with
wireline/wireless phone service controller 111 described above, TV interface 211

through which processor 203 communicates with TV service controller 113 described
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above, and Internet interface 213 through which processor 203 communicates with
Internet controller 115 described above.

By way of example, but not limitation, each mashup in this illustrative
embodiment is in the form of a Java application executable by processor 203 using
Java runtime environment (JRE) 221 in memory 207. In one embodiment, Bob may
utilize a text editor on PC 151 to compose a mashup program using Java
programming language, with the aid of, e.g., tutorials on the Telco website, as
indicated at step 305 in Fig. 3. In an alternative embodiment, Bob may utilize an
integrated development environment (IDE), e.g., of the type of an Eclipse IDE,
provided by Telco on its website or elsewhere which helps a user with the Java
programming to develop the mashup program. In another embodiment, Telco may
provide on its website graphical user interfaces (GUISs) to guide a user through the
programming process to compose the mashup program.

Fig. 4 illustrates one such mashup program 405 composed by Bob which is
demonstrated in pseudo-code. In this example, program 405 is used to create a
“blacklist,” whereby calls to Bob from those phone numbers on the blacklist would be
discarded or dropped, and Bob would be notified of each discarded call via a pop-up
on a TV screen. As shown in Fig. 4, program 405 includes program section 409 for
initializing the program. According to section 409, a blacklist is initialized as a vector
having string values “+1 9085551212” and “+1 7775551212,” which are the
blacklisted phone numbers in this instance. In addition, the string values are made
“persistent” so that such string values are to be stored in database 170 in UPSF 105,
which should survive any crash of MAS 109. In one embodiment, the string values
are to be stored in a parameter table in database 170, which would be associated with
a user ID identifying Bob and a variable ID identifying the blacklist mashup.

Program section 409 also includes two subscriptions to an onlncomingCall
routine with an object = “myCellPhone” in one subscription, and another object =
“myHomePhone” in the other subscription. In other words, the onlncomingCall
routine would be invoked whenever an incoming call to Bob’s home or cell phone
number is detected. At runtime, the objects “myCellPhone” and “myHomePhone”
would be replaced by processor 203 with Bob’s actual cell phone number and home
phone number, respectively. Processor 203 may look up these phone numbers and

any other user information stored in database 170 which are associated with Bob’s
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user ID. In accordance with the onlncomingCall routine subscriptions, processor 203
would provision call control module 230 to detect any calls to Bob’s home and cell
phone numbers. In addition, program section 409 includes a subscription to an
onHttpRequest routine, which is described below.

Program section 411 illustrates the onlncomingCall routine. According to this
routine, if an incoming call detected by call control module 230 has an originating
phone number which matches one of the blacklisted phone numbers, module 230
would be directed to automatically discard or drop the call. In addition, a
NotifyOnTV routine would be invoked in section 411, whereby a video message
“Call from [the originating phone number] was discarded” would be generated and
popped up on the screen of Bob’s TV equipment 157.

Program section 413 illustrates the onHttpRequest routine. According to this
rountine, processor 203 would monitor any Internet access by Bob to the relative URL
“/provision” to update his blacklist thereat, in which case processor 203 incorporates
any changes to Bob’s blacklist accordingly. In this instance, the relative URL
represents “mashaps/telco.com/bob/provision” which is its full version.

Referring back to Fig. 3, at step 307 Bob compiles mashup program 405 using
a Java compiler on PC 151. The compiled program is referred to as “Bob’s mashup”
which includes Java bytecode to be executed by the JVM in JRE 221, and which
represents instructions to be carried out by processor 203. As is well known, Java
bytecode comprises opcodes which are one byte in length, some of which require
parameters, resulting in multi-byte instructions. At step 309, Bob at the Telco website
establishes an HTTP connection with Internet controller 115 in UPSF 105. At step
311, Bob uploads the compiled program, Bob’s mashup, which comprises Java
bytecode through the HTTP connection to Internet controller 115. The latter
identifies Bob to be the originator of the mashup based on the IP address from which
the HTTP connection was initiated, and which is known to be associated with Bob’s
user ID in database 170. Controller 115 transfers Bob’s user ID, and the received
Bob’s mashup to MAS 109 for processing. In one embodiment, Bob’s mashup is
executed by processor 203 using JRE 221.

Let’s assume in this instance that call control module 230 detects an incoming
call to Bob’s home or cell phone number. In accordance with Bob’s mashup,

processor 203 determines the telephone number from which the call originates based,
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e.g., on an automatic call identification (ANI) associated with the call, as indicated at
step 507 in Fig. 5. At step 510, processor 203 determines whether the originating
telephone number matches one of the telephone numbers on Bob’s blacklist. If not,
the call is connected to Bob’s home or cell phone in the usual manner, as indicated at
step 511. Otherwise if the originating number is one of the blacklisted numbers,
processor 203 at step 513 causes call control module 230 to drop the call.
Accordingly, the call is abruptly cut off and disconnected. In addition, at step 517
processor 203 causes notification module 233 to generate a video message to be
popped up on the screen of Bob’s TV equipment to inform Bob of the dropped call.
The content of the message in this instance is “Call from [the originating phone
number]| was discarded.” Accordingly, the video message is transmitted to Bob’s set-
top box 155 through TV service controller 113 in the appropriate EBIF format in this
instance. The address of set-top box 155 is stored in database 170 in association with
Bob’s user ID previously received by processor 203. Set-top box 155 is programmed
to incorporate such a message into the video stream on the channel to which Bob’s
TV equipment 157 currently is tuned such that the message appears on the TV screen
as a pop-up. In the event that TV equipment 157 is not turned on, the video message
is buffered in set-top box 155 for notifying Bob later, along with a time-stamp
indicating the time of receipt of the message.

It should be noted at this point that a Telco user is not given unbridled liberty
to create whatever mashups the user desires. In fact, security measures are built into
the Telco system to check the propriety of a user mashup. Such security measures
may include imposing limits on CPU and memory consumption by a user mashup,
and restrictions on the types of service interaction that can be invoked by a user
mashup, etc., with the goal of protecting the Telco network resources and users from
malicious or faulty user mashups.

For example, security measures may be built into the aforementioned IDE
provided by Telco which helps a user compose a mashup program. The IDE
provisioned with the security measures may statically check user mashup programs,
and disallow those programs which contain seemingly malicious or faulty routines.
One such routine may comprise a malicious loop, e.g., making a call to an emergency
number “911” once every minute. Of course, a user would be stopped from

compiling any mashup program disallowed by the IDE.



10

15

20

25

30

WO 2011/008577

PCT/US2010/040710

Security measures may also be built into MAS 109 to scrutinize a compiled
mashup program received from a user, which comprises Java bytecode in this
illustrative embodiment. For example, processor 203 may check the bytecode for
particular routine subscriptions. One such subscription may be to the aforementioned
onlncomingCall routine, i.e., Subscribe (onlncomingCall, objectPhone). As described
earlier, such subscription would cause call control module 230 to monitor any
incoming calls to the objectPhone number. In one embodiment, when the user
mashup is received, processor 203 identifies the bytecode of the onlncomingCall
subscription, represented by pseudo-code 603 in Fig. 6. Processor 203 then checks
the objectPhone number in the subscription in the event that the objectPhone number
has been specified by the user to be a particular phone number. In that case, processor
203 determines whether the particular phone number belongs to the user based on the
user information stored in database 170. If not, processor 203 would raise an
exception for security and privacy reasons, which may render the user mashup
ineffective. To that end, through security module 236, processor 203 instruments the
Java bytecode of the subscription in question. As is well known, Java bytecode
instrumentation is a process where new functionality is added to a routine by
modifying the original Java bytecode before it is executed. In this case, the
instrumented Java bytecode, represented by pseudo-code 606, results from modifying
the original Java bytecode, represented by pseudo-code 603, to include the condition
for raising the above-described exception, i.e., when the objectPhone number is not
one of the user’s phone numbers. It should be noted that this instrumented bytecode
also applies in case the objectPhone number is specified only at runtime, e.g., by
retrieving it at a particular URL.

The foregoing merely illustrates the principles of the invention. It will thus be
appreciated that those skilled in the art will be able to devise numerous arrangements
which embody the principles of the invention and are thus within its spirit and scope.

For example, in one embodiment of the invention, a repository is provided in
UPSF 105 for a Telco user to deposit copies of selected mashup programs created by
him or her. Other users may retrieve from the repository one or more program copies
to adopt and/or modify in composing their own programs. Similarly, Telco may

provide sample programs in the repository for a user to adopt or modify.
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Finally, although communication arrangement 100 and it various components,
as disclosed, are embodied in the form of various discrete functional blocks, such a
system and components could equally well be embodied in an arrangement in which
the functions of any one or more of those blocks or indeed, all of the functions
thereof, are realized, for example, by one or more appropriately programmed

processors or devices.
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What is claimed is:

1. A communication system, comprising:

an interface for receiving, from a user, programming code for realizing a
service application which affects one or more communication services subscribed by

5  the user, the received programming code including a particular programming

function; and

a processor configured to modify a portion of the received programming code
corresponding to the particular programming function, resulting in a modified version
of the received programming code, which is executed to realize the service

10 application.

2. The system of claim 1 wherein the received programming code is modified
to incorporate an additional programming function into the received programming

code.

3. The system of claim 2 wherein the additional programming function

15  incorporates a security measure.

4. The system of claim 1 wherein the selected programming function is

represented by Java bytecode.

5. The system of claim 4 wherein the received programming code is modified

by instrumentation of the Java bytecode.

20 6. The system of claim 1 wherein the one or more communication services

include a plurality of communication services.

7. A method for use in a communication system employed by a
communication service provider to provide communication services, comprising:
receiving, through a communication link initiated by a customer of the
25  communication service provider, programming code for realizing a service
application which involves providing selected information to the customer through at
least one of the communication services which is subscribed by the customer; and

processing the programming code to realize the service application.



WO 2011/008577 PCT/US2010/040710
11

8. The method of claim 7 wherein the selected information includes a

notification of an occurrence of a certain event.

9. The method of claim 7 further comprising monitoring a second

communication service subscribed by the customer for the certain event.

5 10. The method of claim 9 wherein the second communication service
includes a telephone service, and the certain event includes a certain telephone call

event,

11. The method of claim 7 wherein the selected information is provided in
video form.
10
12. The method of claim 9 wherein the at least one communication service

includes a TV service.

13. The method of claim 7 wherein the communication link is established

through an Internet.



WO 2011/008577

PCT/US2010/040710

FIG. 1
100
150
CUSTOMER PREMISES (157
™
7153 s 191 | EQUIPMENT
TELEPHONIC oC
DEVICES g 199
SET-TOP
BOX
105
UPSF s 119
INTERNET
111 | CONTROLLER
WIRELINE/ 109 113
WRELESS / ~ 7
PHONE MAS
FHONE CONTROLLER
CONTROLLER 170
DATABASE




WO 2011/008577

2/6

PCT/US2010/040710

FIG. 2
109
/213
INTERNET
INTERFACE
TELEPHONY 2 £ v oo
INTERFACE PROCESSOR INTERFACE
MEMORY 9
JRE
230 /233 236
CALL CONTROL| [ NOTIFICATION SECURTTY
MODULE MODULE MODULE




WO 2011/008577

3/6

FIG. 3
305
COMPOSE A
MASHUP PROGRAM
£ 307
COMPILE. THE
MASHUP PROGRAM
£ 309
ESTABLISH AN
HTTP_CONNECTION
/311

UPLOAD THE COMPILED
PROGRAM THROUGH
THE HTTP CONNECTION

PCT/US2010/040710



WO 2011/008577 PCT/US2010/040710

4/6
FIG. 4
405
N
InitOnce( ) §
persist vector<strings> blacklist;
blacklist = ["+1 9085551212", "+1 7775551212"); 109
.
Subscribe {onlncomingCall, myCellPhone)
Subscribe (onincomingCall, myHomePhone)
Subscribe (onHttpRequest); )
;
onlncomingCall (call)
if ?call.collerPhone in blacklist) § 411
Callcontrol.discard (call);
NotifyOnTV ("Call from " + call.callerPhone + " was discarded”);
;
i
onHttpRequest ( ) §
if (relURL = "/provision”) § 413
// code to update his blacklist comes here
;



WO 2011/008577 PCT/US2010/040710

5/6

FIG. 5

£ 507

DETERMINE TELEPHONE
NUMBER FROM WHICH
THE CALL ORIGINATES

511

/ IS ORIGINATING NUMBER

%3ENNCEACLTL NO /" “ONE OF BLACKLSTED
NUMBERS?

YES I 513

CAUSE CALL CONTROL
MODULE TO DROP
THE CALL

910

/517

CAUSE NOTIFICATION MODULE
TO GENERATE A VIDEO
MESSAGE TO INFORM USER
OF THE DROPPED CALL




PCT/US2010/040710

WO 2011/008577

6/6

909

(suoydioalgo ‘|logbuioduluo) aquosqng
‘uondaoxa asip.
(suoygtesn =j aquosqns ur auoyqyoalqo)

NOILVINIANALSNI
3000318
VAP

9 914

(auoygyosfqo ‘|ipg buiwodujuo) 3IgHOSANS
v J

£09




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2010/040710

A. CLASSIFICATION OF SUBJECT MATTER

TION OF
. GO6F21/00 H04Q3/00
ADD.

According to international Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

GO6F HO4Q

Minimum documentation searched (classification system followed by ctassification symbols)

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

EPO-Internal, WPI Data

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Telecom and Internet”

IEEE, PISCATAWAY, NJ, USA,

XP031274198
ISBN: 978-0-7695-3162-5
Y page 73 - page 75

Service Creation for Converged Service of

TELECOMMUNICATIONS, 2008. AICT ’08. FOURTH
ADVANCED INTERNATIONAL CONFERENCE ON,

8 June 2008 (2008-06-08), pages 71-76,

Category* | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.
X US 2006/101345 A1 (CHEN HENRY [US] ET AL) 7-13
11 May 2006 (2006-05-11)
Y paragraph [0017] - paragraph [0066]; 1-6
figure 6
X YOUNGMEE SHIN ET AL: "End-User Driven 7-13

1-6

Further documents are listed in the continuation of Box C.

See patent family annex.

* Special categories of cited documents :

“A" document defining the general state of the art which is not
considered to be of particular relevance

"E" earlier document but published on or after the international
filing date

"L" document which may throw doubts on priority claim(s) or
which is cited to establish the publication date of another
citation or other special reason (as specified)

“O" document referring to an oral disclosure, use, exhibition or
other means

"P" document published prior to the international filing date but
later than the priority date claimed

"T* later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

X" document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to
involve an inventive step when the document is taken alone

"Y* document of particular relevance; the claimed invention
cannot be considered to.involve an inventive step when the
document is combined with one or more other such docu—
ments, such combination being obvious to a person skilled
in the art.

*&" document member of the same patent family

Date of the actual completion of the intemational search

22 September 2010

Date of mailing of the international search repornt

30/09/2010

Name and mailing address of the 1SA/
European Patent Office, P.B. 5818 Patentlaan 2
NL - 2280 HV Rijswijk
Tel. (+31-70) 340-2040,
Fax: (+31-70) 340-3016

Authorized officer

Kalejs, Eriks

Form PCT/ISA/210 (second sheet) (April 2005)

page 1 of 2




INTERNATIONAL SEARCH REPORT

International application No

PCT/US2010/040710

C(Continuation). DOCUMENTS CONSIDERED TO BE RELEVANT

Category”

Citation of document, with indication, where appropriate, of the relevant passages

Relevant 1o claim No.

X
Y

US 2007/074169 Al (CHESS BRIAN [US] ET AL)
29 March 2007 (2007-03-29)

paragraph [0018] - paragraph [0094];
figure 4

7-13
1-6

Form PCT/ISA/210 (continuation of second sheet) (April 2005)

page 2 of 2




INTERNATIONAL SEARCH REPORT

Information on patent family members

International application No

PCT/US2010/040710
‘ Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2006101345 Al 11-05-2006  NONE
US 2007074169 Al 29-03-2007 EP 1934742 A2 25-06-2008
WO 2007025279 A2 01-03-2007

Form PCT/ISA/210 (patent family annex) (April 2005)




	Page 1 - front-page
	Page 2 - description
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - claims
	Page 12 - claims
	Page 13 - drawings
	Page 14 - drawings
	Page 15 - drawings
	Page 16 - drawings
	Page 17 - drawings
	Page 18 - drawings
	Page 19 - wo-search-report
	Page 20 - wo-search-report
	Page 21 - wo-search-report

