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SYSTEMS AND METHODS FOR DATA CHUNK DEDUPLICATION

BACKGROUND
[0001] Data deduplication is a data compression technique for eliminating
redundant data and is particularly useful to improve storage utilization, for
example when backing up large amounts of data on a regular basis. When using
chunk-based inline deduplication for backup, a data stream to be backed up is
broken up into smaller pieces (typically on the order of a few kilobytes) called
“chunks” using a chunking algorithm and a hash is computed for each chunk
(e.g., using an MD5 hash function or SHA hash function). The hash for a chunk to
be backed up is looked up in one or more indexes and/or other data structures
maintained by the system. If the system determines as a result that it already has
a chunk with that hash, then that chunk is a duplicate of data already stored in the
system and need not be stored again. Thus, the hash for each incoming chunk is
looked up in one or more indexes and/or other data structures maintained by the
system.
[0002] In order to limit the amount of expensive memory required while
maintaining performance, complicated methods of indexing may be used in
practice. In one example (“sparse indexing method”), the system maintains a
“sparse index,” which maps a small subset of hashes called “hooks” (e.g., one out
of every 32 or 64 unique hashes) to an index with information about the chunk
with that hook as well as chunks that occurred near that chunk in the past.
[0003] In another example (“Bloom filter method”), a Bloom filter tracks the
hashes of chunks that are stored by the system and a full chunk index maps the
hash of every chunk stored by the system to an index with information about the
chunk with that hash as well as chunks that occurred near that chunk in the past.
The full chunk index is only consulted when the Bloom filter determines that the
input chunk has already been stored in order to reduce the number of accesses
to the full chunk index.
[0004] A single node using one of the above-described methods provides
acceptable performance for applications where the amount of data being backed
up is low, or where high throughput is not needed. However, for enterprise-type
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applications where data backup requirements are much higher, employing
multiple-node storage systems may be beneficial. One way to do this is to
appropriately route incoming data between a number of mostly autonomous
back-end nodes, each of which may be employing one of the above exemplary
methods. Each batch of incoming data is deduplicated against only one back-end
node under this architecture, so it is important to route similar batches of data to
the same back-end node to ensure efficient deduplication to minimize the storage
space impact of backing up data.

BRIEF DESCRIPTION OF THE DRAWINGS
[0005] For a detailed description of exemplary implementations, reference will
now be made to the accompanying drawings in which:
[0006] Figure 1a shows a block diagram of a multi-node data deduplication
system in accordance with various examples;
[0007] Figure 1b shows an example architecture of a front-end node in
accordance with various examples;
[0008] Figure 2 shows an example diagram of interleaved data streams in
accordance with various examples; and
[0009] Figure 3 shows a method flowchart in accordance with various
examples.

NOTATION AND NOMENCLATURE

[0010] Certain terms are used throughout the following description and claims to
refer to particular system components. As one skilled in the art will appreciate,
computer companies may refer to a component by different names. This
document does not intend to distinguish between components that differ in name
but not function. In the following discussion and in the claims, the terms
“‘including” and “comprising” are used in an open-ended fashion, and thus should
be interpreted to mean “including, but not limited to... .” Also, the term “couple” or
“‘couples” is intended to mean either an indirect, direct, optical or wireless
electrical connection. Thus, if a first device couples to a second device, that
connection may be through a direct electrical connection, through an indirect
electrical connection via other devices and connections, through an optical

electrical connection, or through a wireless electrical connection.
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[0011] As used herein, the term “chunk” refers to a subset of a data stream that
is produced using a chunking algorithm.

[0012] As used herein, the term “segment” refers to a group of chunks that is
produced using a segmenting algorithm.

[0013] As used herein, the term “hash” refers to an identification of a chunk that
is created using a hash function.

[0014] As used herein, the term “hook” refers to a hash of a chunk that has
been sampled.

[0015] As used herein, the term “block” refers to a division of a file or data
stream that is interleaved with other files or data streams. For example,
interleaved data may comprise 1a, 2a, 3a, 1b, 2b, 1c, 3b, 2¢, where 1a is the first
block of underlying stream one, 1b is the second block of underlying stream one,
2a is the first block of underlying stream two, etc. In some cases, the blocks may
differ in length.

[0016] As used herein, the term “deduplicate” refers to the act of logically
storing a chunk, segment, or other division of data in a storage system or at a
storage node in a way that there is physically only one (or, in non-ideal rare
cares, a few) copy of each unique chunk at the system or node. For example,
deduplicating ABC, DBC and EBF (where each letter represents a unique chunk)
in turn against an initially-empty storage node results in only one physical copy of
B but three logical copies.

[0017] For example, if a chunk is deduplicated against a storage location and
the chunk is not previously stored at the storage location, then the chunk is
physically stored at the storage location. However, if the chunk is deduplicated
against the storage location and the chunk is already stored at the storage
location, then the chunk is not physically stored at the storage location again. As
yet another example, if multiple chunks are deduplicated against the storage
location and only some of the chunks are already stored at the storage location,
then only the chunks not previously stored at the storage location are physically
stored at the storage location as part of the deduplication.
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[0018] As used herein, the term “sticky routing” refers to a new data-storage
routing algorithm that tends to store large continuous pieces of new data each at
a single back-end node but deduplicates old data in small pieces, each against
whichever back-end node it appears most similar to. In some cases, new
segments are deduplicated against a currently designated “sticky” storage node,
which is changed when enough new data is accumulated at the currently
designated “sticky” storage node.

DETAILED DESCRIPTION
[0019] FIG. 1a shows an example multi-node deduplication architecture 100
including a storage system 101. Although described as using the sparse indexing
method, the Bloom filter method as well as other methods of indexing may be
alternately used. The multi-node architecture 100 comprises a client 102a
coupled to a front-end node 104a. Additional clients 102b, 102¢, 102d and
additional front-end node 104b are shown as an example, although other
examples do not require multiple clients or front-end nodes. In the case where
there are multiple clients and/or front-end nodes, the clients possess functionality
similar to exemplary client 102a and the front-end nodes possess functionality
similar to exemplary front-end node 104a; in other words, the functionality
described herein may be carried out by multiple clients and front-end nodes
operating in parallel. In some cases, the association between clients 102a-d and
front-end nodes 104a, 104b may change over time.
[0020] The client 102a may comprise a service requester in a typical client-
server network and the front-end node 104a may comprise a processing unit and
other functional elements of a server that provides resources or services to the
client 102a. Additionally, the front-end node 104a may couple to or include a
machine-readable storage device 112 (as shown in FIG. 1b), such as a compact
disc, floppy disc, flash-based storage, or other non-transitory storage device. The
front-end node 104a may execute instructions contained on the machine-
readable storage device 112 and, as a result, perform various functions described
below.
[0021] The front-end node 104a is shown comprising a segmentation module
105a. The segmentation module 105a performs chunking and segmentation
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algorithms to chunk and segment incoming data streams received from the
clients 102a and 102b. In some cases, the chunking algorithm may define chunks
by physical layer constraints (e.g., 4-kilobyte chunk size in Write Anywhere File
Layout (WAFL)) while in other cases, chunks may be defined using a “sliding
block” algorithm where a window is passed along the data stream to identify more
naturally-occurring internal file boundaries. The segmenting algorithm groups
chunks into segments and may select segment boundaries in a way that is similar
to how a chunking algorithm might select chunk boundaries. For example,
segment boundaries may be based on size (e.g., 10-megabyte segments) or
based on more naturally-occurring or logical chunk boundaries. In alternate
examples, the segmentation module 105a may reside locally or partially locally at
the clients 102a-b. In these examples, the clients 102 send chunks, hashes,
and/or segments, rather than a byte-oriented data stream, to the front-end
node 104a.

[0022] The front-end node 104a is coupled to a plurality of back-end nodes 108
through one or more networks 106. The network 106 may comprise a high-speed
bus known in the art and the back-end nodes 108 may comprise or be coupled to
non-volatile storage devices, such as hard disk drives, solid state drives, and the
like. The network 106 allows routing of requests, data streams, chunks, segments
and the like from the front-end node 104a to one or more of the back-end nodes
108, for example to backup the data stream. One skilled in the art appreciates
that a data stream may comprise files, images, virtual tape images, database
backups, documents, and the like.

[0023] In some examples, the client 102a desires to deduplicate a data stream
produced by a backup agent. The client 102a sends the data stream to the
segmentation module 105a of the front-end node 104a, which subsequently
chunks and segments the data stream. The front-end node 104a computes
hashes for each chunk of each segment and, because this example uses the
sparse indexing method, computes the hooks for each segment by sampling the
hashes of the chunks of each segment. The sampled hashes that make up the
hooks are referred to as “hook hashes.” Alternately, the client 102a chunks and

segments the data (e.g., using a local segmentation module) and computes



WO 2013/115822 PCT/US2012/023649

hashes for each chunk of each segment and computes the hooks for each
segment, similar to above. Alternately, the client 102a chunks and sends the
hashes of each chunk to the front-end node 104a and the front-end node 104a
performs the segmentation and hook selection. Other divisions of these tasks
may be equivalently used.

[0024] As explained above, the storage system 101 uses an architecture where
each segment of incoming data is deduplicated against only one relatively
autonomous back-end node. Under this architecture, it is important that each
segment with a significant number of old chunks be deduplicated against a back-
end node that contains most of its old chunks. One way of doing this for
segments containing old data is to conduct an auction where each back-end node
“bids” based on how likely the back-end node thinks it is to deduplicate the
segment well.

[0025] Each back-end node 108 maintains an associated sparse index 109 that
maps the hooks of segments stored at that particular back-end node to indexes
containing information about those hooks (not shown). To ensure that an
incoming segment is deduplicated against the most appropriate back-end node
108, the front-end node 104a broadcasts the computed hook hashes for each
segment of the data stream to the back-end nodes 108.

[0026] Although described with reference to deduplicating one segment, in
practice segments can be either deduplicated one after the other or with some
degree of parallelism (e.g., a pipeline might be used with one or more segments
in each stage). Each back-end node 108 returns a bid to the front-end node 104a
for the given segment. The bid may consist of the number of hooks of the given
segment that are found in that back-end node’s sparse index. The greater the bid,
the more likely that the given segment will deduplicate well (e.g., require minimal
physical copying) against that back-end node.

[0027] Then, based on the bids received from the back-end nodes 108, the
front-end node 104a sends the remaining hashes of the given segment to the
back-end node 108 that generated the highest bid (for simplicity in the following
discussion, assume that 108a has generated the high bid). The bid may be the
number of hook hashes that occur in the sparse index 109 of that back-end
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nodes 108 or may be another indication of whether the given segment is likely to
deduplicate well against that back-end node.

[0028] If the Bloom filter method were being used in this example architecture,
then the sparse indexes 109 would be replaced by a Bloom filter and a full chunk
index. Additionally, the hooks might be all the given segment’s hashes and the
bid might consist of the number of hooks found in the relevant Bloom filter.

[0029] The high bidding back-end node (108a) then determines which of the
remaining hashes and the hook hashes it does not already have corresponding
chunks stored for and informs the front-end node 104a of the hashes for the
chunks that are not stored. This determination may occur, for example, by
comparing the hashes to one or more indexes found by looking up the hooks in
its sparse index 109. The Bloom filter method would be similar, except that the
hooks may be looked up in the full chunk index if they are not found in any
available cached indexes.

[0030] If the front-end 104a has performed the chunking and segmenting, the
front-end node 104a sends the chunks that are indicated as not stored to the
back-end node 108a, which then stores those chunks. If the client 102a has
performed the chunking and segmenting, the front-end node 104a relays the
hashes for the chunks that are not stored at the back-end node 108a to the client
102a and the client 102a sends the chunks that are indicated as not stored to the
front-end node 104a, which forwards those chunks to the back-end node 108a for
storage. Alternatively, the back-end node 108a may communicate directly with
client 102a, bypassing the front-end node 104a.

[0031] If no non-zero bids are received, the segment is most likely new data,
and thus may be deduplicated against, for example, the least-loaded back-end
node 108 (i.e., the back-end node having the most available storage space).
Additionally, where bids are equal between back-end nodes 108, the segment
may be stored at the least-loaded back-end node 108 of the nodes with equal
bids. Furthermore, if the bids are equal and the back-end nodes 108 are equally
loaded, the segment may be stored at a randomly-selected or rotating back-end
node 108 of the back-end nodes with the highest bids.
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[0032] The above deduplication scheme is an example of how a data stream
from a client 102a may be deduplicated against back-end nodes 108. Each
segment of the data stream may be routed to (i.e., deduplicated against) a
different back-end node 108. However, other data deduplication schemes may be
similarly employed and are applicable to examples given in the present
disclosure. Additionally, as explained above, reference is made to the client 102a
and the front-end node 104a for simplicity; however, the clients 102b, 102c, 102d
and the front-end node 104b possess the same or similar functionality as the
client 102a and the front-end node 104a.

[0033] FIG. 1b shows an example of a portion of the hardware architecture of
the front-end node 104a. The front-end node 104a comprises one or more
hardware processors 110 coupled to a machine-readable storage device 112.
The machine-readable storage device 112 may comprise a hard drive, a compact
disc, floppy disc, flash-based storage, or other non-transitory storage device. The
machine-readable storage device 112 includes machine-readable instructions
114 that, when executed by the hardware processor 110, cause the hardware
processor 110 to carry out some or all of the various functionality and/or methods
(e.g., method 300 of FIG. 3) described herein. Similar hardware architecture may
be implemented at the front-end node 104b, the clients 102a-102d, and the back-
end nodes 108.

[0034] In some cases, each client 102 may generate interleaved or multiplexed
data to be backed up at the storage system 101 shown in FIG. 1a (e.g., the data
stream that results from dumping an SQL Server® database). Effective data
deduplication of interleaved data can be problematic when using solely the bid-
based approach explained above.

[0035] FIG. 2 shows an example of two interleaved data streams backed up on
different days. The shaded portions A-F represent, for example, blocks from
different underlying data streams being interleaved by a backup process, which
may run on, for example, the client 102a. On day 1, the front-end node 104a
receives the first data stream (labeled day 1) and chunks and segments blocks A,
B, and a portion of C into Segment 1 and the remainder of block C and blocks D,

E, and F into Segment 2. In some cases, the storage system 101 may be
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unaware of the block boundaries, which may only be known to the backup
process.

[0036] To exemplify a potential inefficiency of a pure bid-based approach,
assume that the front-end node 104a stores Segment 1 on back-end node 108a
and stores Segment 2 on back-end node 108b. Subsequently, on day 2, the
underlying data to be backed up remains the same or nearly the same (e.g., the
underlying data streams being interleaved have not changed, or have changed
only minimally). However, the blocks from the various underlying data streams
are interleaved by the backup process in an order that is different from day 1,
which is a common occurrence in data interleaving or multiplexing processes. As
a result, the front-end node 104a receives the blocks and chunks and segments
blocks E, A, and a portion of F into Segment 3 and the remainder of block F and
blocks D, C, and B into Segment 4. Thus, Segment 3 and Segment 4 each
contain data that has been previously stored across both back-end nodes 108.
This results in poor data deduplication when storing Segment 3 on either back-
end node 108a or 108b, despite the similarity between the blocks stored on day 1
and the blocks stored on day 2, because only a fraction of that segment is found
on either back-end node 108. A similar problem exists with respect to Segment 4.
[0037] In accordance with various examples, the front-end node 104a employs
a “sticky routing” method, which improves subsequent deduplication performance
by grouping large amounts of new contiguous interleaved data on each of the
various back-end nodes 108. Referring still to FIG. 2, when Segment 1 and
Segment 2 are stored on day 1, it is advantageous to ensure that they are stored
on the same back-end node, for example back-end node 108a. If Segments 1
and 2 are initially stored on back-end node 108a, then on day 2 when Segment 3
is to be stored, the above bid-based approach would cause the front-end node
104a to deduplicate Segment 3 against back-end node 108a. This results in no
additional chunks being physically stored at back-end node 108a because blocks
E, A, and a portion of F are already stored on back-end node 108a. Thus,
minimal new data is stored at the back-end node 108a on day 2 when the back-
end node 108a deduplicates Segment 3 against the back-end node 108a.
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[0038] To facilitate sticky routing of incoming data streams, the front-end nodes
104a, 104b have values including a “bid threshold” and a “sticky threshold.” The
bid threshold is an example of a mechanism used to determine whether a
segment is likely to deduplicate poorly against every back-end node 108 (i.e., the
segment is likely mostly new data). The sticky threshold is an upper limit on an
amount of data that is processed before the back-end node 108 currently
designated as the sticky node is changed. The front-end nodes 104a, 104b also
may maintain data structures 107a, 107b that store a “sticky node” and an
“amount processed” value. The sticky node designates the current back-end
node 108 against which new data should be deduplicated.

[0039] The amount processed in one example may be the amount of data
deduplicated against the current sticky node since it most recently became the
current sticky node. Alternatively, in another example, the amount processed may
be the amount of data physically added to the current sticky node due to data
being deduplicated against it since it most recently became the current sticky
node. Alternatively, in another example, the amount processed may simply be the
amount of data deduplicated against any back-end node since the current sticky
node most recently became the current sticky node. Many other variants are
possible; for example, the amount processed may only include new mostly-new
segments.

[0040] When multiple input data streams are being processed at once, there
may be one data structure 107a for each input data stream currently being
processed by front-end 104a and the amount processed value associated with a
given stream may refer only to data that is part of that stream. Thus, different
streams may have different sticky nodes, which are switched at different times.
Although generally described as operating on only one stream, the system may
normally be operated with many streams being processed at a time.

[0041] One skilled in the art appreciates that, in general, the amount of data
processed provides an indication of how much new data has been recently stored
at the back-end node 108 currently designated as the sticky node and thus
provides a way to gauge when a new back-end node 108 should be designated
as the current sticky node. Other methods of determining when to designate a
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new back-end node 108 as the sticky node are within the scope of the present
disclosure.

[0042] The bid threshold may be determined experimentally, but generally
should be a low number that would indicate whether a particular segment is likely
to deduplicate poorly against one of the back-end nodes 108. If the bid threshold
is 2, for example, then a bid of 1 or 0 from a back-end node 108 for a segment
should indicate that the segment is not likely to deduplicate well against that
back-end node 108 and a bid of 3 or more should indicate that the segment is
likely to deduplicate at least to some degree against the back-end node 108.
[0043] Alternately, rather than being an integer value, the bid threshold may be
a percentage value (i.e., a percent threshold of the number of chunks being
deduplicated). For purposes of simplicity, the case where the bid is equal to the
threshold is not discussed as the actual bid threshold may simply be adjusted to
provide for the correct outcome.

[0044] The sticky threshold should be larger than the maximum likely distance
that two initially adjacent blocks from differently underlying streams will move
apart in future days. For example, in practice this value may be less than about
10 gigabytes, so the degree to which an initial segment of interleaved data can
“smear out” in size in later days is limited. Thus, the data of a future segment
comes from a similarly limited section of the original data. If the sticky threshold is
set to be larger than this size (e.g., 50 gigabytes), then it is likely that all or most
of the data of the future segment will be originally stored at one back-end node.
The bidding process explained above ensures that that back-end node is found
successfully in most cases. However, even where the segment is spread across
two back-end nodes, bidding helps to ensure that deduplication occurs against
the back-end node having a larger amount of the segment. In some cases, the
sticky threshold may vary based on the load (i.e., available storage space) of one
or more of the back-end nodes 108.

[0045] The designated sticky node may change over time, for example as the
data processed reaches the sticky threshold. At that point, the designated sticky
node may be changed and the amount processed reset to zero. Initially, before
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data has been stored at the back-end nodes 108, the sticky node may be
arbitrarily set.

[0046] FIG. 3 shows an illustrative method 300 for sticky routing of a data
stream. In some cases, the method 300 may be performed by one or more
hardware processors executing machine-readable instructions as shown in FIG.
1b. Additionally, various steps of the method may be performed by the clients,
front-end nodes, and back-end nodes of FIG. 1a and may be performed in an
order different than that shown. The method 300 begins with receiving information
about a plurality of chunks (block 302). The information may be received from, for
example, a segmentation module running on a client 102 or a front-end node 104
and may comprise hashes, hooks, or a combination thereof including other chunk
identifying information.

[0047] The method 300 continues with determining if one or more of a plurality
of back-end nodes 108 already stores more than a threshold amount of the
plurality of data chunks (block 304). As explained above, this may be determined
by broadcasting the hooks associated with the plurality of data chunks to all of the
back-end nodes, receiving bids from each of the back-end nodes, and comparing
the bids to a bid threshold. The determination may be made in the affirmative if
any of the bids exceeds the bid threshold. In particular, a back-end node 108 may
be determined to already store more than a threshold amount of the plurality of
data chunks if its bid exceeds the bid threshold. The bid threshold may be
absolute (e.g., did the bid exceed 27?) or relative (e.g., were at least 5% of the
hooks found?).

[0048] Each back-end node 108 may generate its bid by accessing one or more
indexes or filters. For example, its bid may consist of the number of the broadcast
hooks that it finds in its sparse index or Bloom filter. The bid may be weighted, for
example, by how much space that back-end node has left.

[0049] In another example, the determination may be made by accessing one
or more indexes or filters associated with the plurality of back-end nodes 108
without doing a broadcast. For example, copies of the back-end nodes’ Bloom
filters might be available on each front-end node 106. In some cases, the
determining may be done via heuristics and thus may not always be correct. For
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example, storage system 101 may incorrectly conclude that a segment is new
because the hashes of its old chunks were not chosen as hooks.

[0050] If it is determined that at least a threshold amount of the plurality of data
chunks is already stored at a back-end node 108 (block 306), then the plurality of
data chunks are deduplicated against one of the back-end nodes 108 that has
been determined to already store more than the threshold amount of the plurality
of data chunks (block 308) and the method 300 ends. There are many ways to
select the back-end node 108 of those exceeding the threshold to deduplicate the
given segment against. For example, one of the plurality of back-end nodes 108
that has been determined to already store the most of the plurality of data chunks
may be chosen. This might be done by choosing one of the back-end nodes 108
returning the highest bid value.

[0051] However, if it is determined that none of the plurality of back-end nodes
108 already stores more than the threshold amount of the plurality of data chunks
(block 306), then the plurality of data chunks are mostly new chunks that have not
been previously stored. Thus, the method 300 continues with deduplicating the
plurality of data chunks against the back-end node 108 designated as the sticky
node (block 310).

[0052] It is desirable for effective load-balancing that not all new data be sent to
the same back-end node 108. Thus, the method 300 continues with comparing
the amount of data processed value to the sticky threshold (block 312). If the
amount of data processed is less than or equal to the sticky threshold, then the
current sticky node should store more new data and thus the method ends.
[0053] However, if the amount of data processed is greater than the sticky
threshold, then a different back-end node 108 is designated as the sticky node
(block 314) and the method ends. Other methods responsive to an amount of
data being processed than using a simple sticky threshold for determining when
to change the designated sticky node may be similarly employed.

[0054] Rather than recalculating the current amount of data processed value
each time it is needed, the storage system 101 may maintain the current amount
of data processed value as data is processed. That is, as data is processed, the
amount of data processed value may be updated appropriately.
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[0055] The current amount of data processed value may be reset to zero when
the current designated sticky node is changed; this causes the amount of data
processed to comprise only data processed since the currently designated sticky
node last became the designated sticky node. In one example, when data is
deduplicated against the currently designated sticky node, the size of that data is
added to the amount currently processed value. In this case, the amount of data
processed comprises only data that has been deduplicated against the currently
designated sticky node. It may in fact be the amount of data that has been
deduplicated against the currently designated sticky node since the currently
designated sticky node last became the designated sticky node.

[0056] In another example, when data is deduplicated against the currently
designated sticky node, only the size of the portion of that data that has been
physically added to the currently designated sticky node is added to the amount
of data processed value. In this case, the amount of data processed comprises
only data that has been physically added to the currently designated sticky node.
It may in fact be the amount of data that has been physically added to the
currently designated sticky node since the currently designated sticky node last
became the designated sticky node. In another example, when data is
deduplicated against any back-end node 108, the size of that data is added to the
amount of data processed value. It may in fact be the amount of data that has
been deduplicated since the currently designated sticky node last became the
designated sticky node.

[0057] There may be multiple back-end nodes beyond the two shown in FIG.
1a. In such a situation, when selecting a new back-end node to be the currently
designated sticky node, a choice must be made. The least-loaded back-end node
(e.g., the back-end node having the most available storage space) may be
selected, or, if there are a number of least-loaded back-end nodes, the updated
sticky node may be selected at random from the least loaded back-end nodes.
Alternatively, back-end nodes 108 may be selected in a round robin manner,
where the back-end node least-recently designated as the sticky node is chosen
next. Many other methods exist; generally speaking, the more lightly loaded and
least recently used backend nodes should be preferred.
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[0058] When multiple data streams are being processed at once (i.e., multiple
instances of method 300 occurring in parallel), certain additional considerations
come into play. In particular, it is useful to load balance across back-end nodes
108 so that not all streams are sending new data to the same back-end node 108
at once. One way to do this is to “penalize” nodes that are currently the
designated sticky node for some other data stream; the penalty may depend on
how many such streams that node is the currently designated sticky node for.
[0059] For example, an effective available storage space could be computed for
each back-end node 108 by subtracting from its total available storage space
both its storage space already used and the amount of storage space "reserved"”
on it by existing data streams, where a data stream “reserves” on its currently
designated sticky node an amount of space equal to the sticky threshold minus its
amount processed value. The storage system 101 might choose the next back-
end node 108 to use as a sticky node by choosing among the back-end nodes
108 with the highest effective available storage space and breaking ties by least
recently used. In some examples, the same back-end node 108 might be chosen
as the new designated sticky node as the old designated sticky node if it is the
node with by far the most available space.

[0060] The above method 300 enables large contiguous pieces of new data to
be stored, each at a single back-end node. In the case where the data being
stored is interleaved, the limited reordering of blocks during subsequent data
interleaving (e.g., on subsequent days) has a reduced impact on the efficiency of
data deduplication because the block portions contained in a segment are likely
to be found at a single back-end node 108. More likely, the storage system 101 is
likely to determine that the back-end node is the best back-end node to
deduplicate that segment against, resulting in enhanced deduplication
performance.

[0061] As explained above, the data deduplication system may be expanded to
include multiple back-end nodes while effectively distributing interleaved data to
improve deduplication performance, thereby minimizing the amount of storage
space consumed during data backup procedures. Furthermore, bid-based
schemes for distributing segments that are not new may be employed in a
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manner that is consistent with single back-end node data deduplication and
backup systems.

[0062] The above discussion is meant to be illustrative of the principles and
various examples of the present invention. Numerous variations and
modifications will become apparent to those skilled in the art once the above
disclosure is fully appreciated. For example, determining whether data is stored at
a back-end node may comprise determining whether the data is actually present
at the back-end node or, for example in a process using a Bloom filter, which may
return a false positive, determining whether it is likely that the data is present at
the back-end node. Other methods of determining whether data is or is likely to
be stored at a back-end node are apparent to one skilled in the art. It is intended
that the following claims be interpreted to embrace all such variations and

modifications.
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CLAIMS
What is claimed is:
1. A method, comprising:

receiving information about a plurality of data chunks;

determining if one or more of a plurality of back-end nodes already stores
more than a threshold amount of the plurality of data chunks, one of
the plurality of back-end nodes designated as a sticky node;

responsive to determining that none of the plurality of back-end nodes
already stores more than a threshold amount of the plurality of data
chunks, deduplicating the plurality of data chunks against the back-
end node designated as the sticky node; and

responsive to an amount of data being processed, designating a different
back-end node as the sticky node.

2. The method of claim 1 further comprising accessing one or more indexes
or filters associated with the plurality of back-end nodes to determine if one or
more of the plurality of back-end nodes already stores more than a threshold
amount of the plurality of data chunks.

3. The method of claim 1 further comprising, responsive to an amount of data
processed by the sticky node being greater than a sticky threshold, designating a
different back-end node as the sticky node.

4. The method of claim 1 wherein designating a different back-end node as
the sticky node further comprises designating the back-end node having the
greatest available storage space as the sticky node or designating as the sticky
node the back-end node least-recently designated as the sticky-node.

5. The method of claim 1 further comprising, responsive to an amount of data
processed being greater than a sticky threshold and more than one back-end
node having the greatest available storage space, designating one of the back-
end nodes having the greatest available storage space as the sticky node.
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6. The method of claim 1 further comprising, responsive to determining that
one or more of the plurality of back-end nodes already stores more than a
threshold amount of the plurality of data chunks, deduplicating the plurality of data
chunks against one of the plurality of back-end nodes that has been determined
to already store more than the threshold amount of the plurality of data chunks.

7. The method of claim 6 further comprising, responsive to determining that
one or more of the plurality of back-end nodes already stores more than a
threshold amount of the plurality of data chunks, deduplicating the plurality of data
chunks against one of the plurality of back-end nodes that has been determined
to store the most of the plurality of data chunks of the plurality of back-end nodes.

8. The method of claim 1 wherein the amount of data processed comprises
only data processed since the currently designated sticky node last became the
designated sticky node.

9. The method of claim 1 wherein the amount of data processed comprises
only data that has been deduplicated against the currently designated sticky
node.

10. The method of claim 1 wherein the amount of data processed comprises
only data that has been physically added to the currently designated sticky node.

11. A system, comprising:
a front-end node; and
a plurality of back-end nodes coupled to the front-end node by way of a
bus;
the front-end node to:
receive information about a plurality of data chunks;
determine if one or more of a plurality of back-end nodes already
stores more than a threshold amount of the plurality of data
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chunks, one of the plurality of back-end nodes designated as
a sticky node;

responsive to a determination that none of the plurality of back-end
nodes already stores more than a threshold amount of the
plurality of data chunks, deduplicate the plurality of data
chunks against the back-end node designated as the sticky
node; and

responsive to an amount of data being processed, designate a
different back-end node as the sticky node.

12.  The system of claim 11 wherein when the front-end node designates a
different back-end node as the sticky node, the front-end node designates the
back-end node having the greatest available storage space as the sticky node or
designates as the sticky node the back-end node least-recently designated as the

sticky-node.

13. The system of claim 11 wherein the front-end node is configured to,
responsive to an amount of data processed being greater than a sticky threshold
and more than one back-end node having the greatest available storage space,
designate one of the back-end nodes having the greatest available storage space

as the sticky node.

14. The system of claim 11 wherein the front-end node is configured to,
responsive to a determination that one or more of the plurality of back-end nodes
already stores more than a threshold amount of the plurality of data chunks,
deduplicate the plurality of data chunks against one of the plurality of back-end
nodes that has been determined to already store more than the threshold amount

of the plurality of data chunks.
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15. A machine-readable storage device containing machine-readable
instructions that, when executed by one or more hardware processors, cause the
one or more hardware processors to:
receive information about a plurality of data chunks;
determine if one or more of a plurality of back-end nodes already stores
more than a threshold amount of the plurality of data chunks, one of
the plurality of back-end nodes designated as a sticky node;
responsive to a determination that none of the plurality of back-end nodes
already stores more than a threshold amount of the plurality of data
chunks, deduplicate the plurality of data chunks against the back-
end node designated as the sticky node; and
responsive to an amount of data being processed, designate a different
back-end node as the sticky node.
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