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(57) ABSTRACT 

A data network may be operated between a routing gateway 
for a subscriber and a data service provider providing a data 
service. More particularly, the data network may receive from 
the data service provider an identification of the routing gate 
way, an identification of the data service provider, and data 
flow characteristics of the data service for a session of the 
routing gateway using the data service provided by the data 
service provider. Responsive to receiving the identification of 
the routing gateway, the identification of the data service 
provider, and the data flow characteristics for the data service, 
the data flow characteristics of the data service for the routing 
gateway may be saved at the data network and forwarded to 
the routing gateway. Related data networks, data service pro 
viders, routing gateways, and computer program products are 
also discussed. 
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METHODS OF OPERATING DATA 
NETWORKS TO PROVIDE DATASERVICES 
AND RELATED METHODS OF OPERATING 
DATASERVICE PROVIDERS AND ROUTING 

GATEWAYS 

RELATED APPLICATION 

0001. This application claims the benefit of priority as a 
continuation of U.S. application Ser. No. 10/722, 194 filed 
Nov. 25, 2003, which claims the benefit of priority to U.S. 
Provisional Patent Application No. 60/470,650, filed May 15, 
2003. The disclosures of both of the above referenced appli 
cations are hereby incorporated herein by reference as if set 
forth in their entirety. 

FIELD OF THE INVENTION 

0002 The present invention relates to communication net 
works, and, more particularly, to managing Quality of Service 
(QoS) in communication networks. 

BACKGROUND OF THE INVENTION 

0003. The Internet is a decentralized network of comput 
ers that can communicate with one another via the internet 
protocol (IP). Although the Internet has its origins in a net 
work created by the Advanced Research Project Agency 
(ARPA) in the 1960's, it has only recently become a world 
wide communication medium. To a large extent, the explo 
sive growth in use and traffic over the Internet is due to the 
development in the early 1990's of the worldwide Web 
(WWW), which is one of several service facilities provided 
on the Internet. Other facilities include a variety of commu 
nication services such as electronic mail, telnet, usenet news 
groups, internet relay chat (IRC), a variety of information 
search services such as WAIS and Archie, and a variety of 
information retrieval services such as FTP (file transfer pro 
tocol) and Gopher. 
0004. The WWW is a client-server based facility that 
includes a number of servers (computers connected to the 
Internet) on which Web pages or files reside, as well as clients 
(Web browsers), which interface the users with the Web 
pages. Specifically, Web browsers and software applications 
send a request over the WWW to a server requesting a Web 
page identified by a Uniform Resource Locator (URL) which 
notes both the server where the Web page resides and the file 
or files on that server which make up the Web page. The server 
then sends a copy of the requested file(s) to the Web browser, 
which in turn displays the Web page to the user. 
0005. The topology of the WWW can be described as a 
network of networks, with providers of network service 
called Network Service Providers, or NSPs. Servers that pro 
vide application-layer services as previously described may 
be described as Application Service Providers (ASPs). Some 
times a single service provider does both functions within a 
single business 
0006. In recent years, broadband access technologies, 
Such as digital Subscriber line (DSL), cable moderns, asyn 
chronous transfer mode (ATM), and frame relay have facili 
tated the communication of Voice, video, and data over the 
Internet and other public and private networks. Because 
broadband technologies are typically deployed by a single 
transport service provider, like a Regional Bell Operating 
Company (RBOC), their Regional and Access Networks 
(RAN) are often shared by many NSPs and ASPs offering 
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services that range from Internet access and VPN access to 
Voice over IP Video on Demand, and Gaming. Up until 
recently, a given Customer Premises Network (CPN) would 
have been connected to a single service provider in a generic 
way, however a new standard for RAN service (DSL Forum 
TR-059) provides a RAN architecture that allows simulta 
neous access to multiple NSPs and ASPs and for differenti 
ating the data transport service provided by a RAN to these 
service providers. 
0007 Moreover, broadband access technology has 
allowed service providers to expand their content and service 
offerings to both business and home users. For example, a 
user may subscribe to multiple services or applications. Such 
as voice service, Internet access service, a video service, a 
gaming service, etc. from one or more service providers. 
These services and/or applications may be delivered over a 
single network connection, Such as a DSL line. Unfortu 
nately, with multiple new connectivity options and applica 
tions that require specific characteristics from the network, 
there is also a need to establish priorities and bandwidth 
allocation among multiple services and/or applications so as 
to customize the content delivery according to the users 
and/or providers preferences. 

SUMMARY OF THE INVENTION 

0008 According to embodiments of the present invention, 
methods may be provided for operating a data network 
between a routing gateway for a Subscriberand a data service 
provider providing a data service. More particularly, methods 
may include receiving from the data service provideran iden 
tification of the routing gateway, an identification of the data 
service provider, and data flow characteristics of the data 
service for a session of the routing gateway using the data 
service provided by the data service provider. Responsive to 
receiving the identification of the routing gateway, the iden 
tification of the data service provider, and the data flow char 
acteristics for the data service, the data flow characteristics of 
the data service for the routing gateway may be saved at the 
data network and forwarded to the routing gateway. 
0009 More particularly, the routing gateway may be 
coupled to the data network via a digital subscriber line and 
the identification of the routing gateway may be a digital 
subscriber line identification. In addition, the data flow char 
acteristics of the data service may include a bandwidth char 
acterization for the data service and a priority characteriza 
tion for the data service. Moreover, an authorization code may 
be received for the data service, and the authorization code 
may be validated before saving the data flow characteristics. 
0010 Saving the data flow characteristics at the data net 
work may include creating an application flow control record 
for the routing gateway, and the data flow characteristics may 
be saved at first and second databases within the data network. 
More particularly, the first database may be associated with a 
concentrator and the second database may be associated with 
a service manager. 
0011 Before receiving the data flow characteristics, a 
request may be received from the routing gateway for a ses 
sion using the data service provided by the data service pro 
vider, and the request from the routing gateway may be for 
warded to the data service provider. In addition, an 
interconnection may be provided between the routing gate 
way and the data service provider in accordance with the data 



US 2010/O 195666 A1 

flow characteristics to thereby Supporta session of the routing 
gateway using the data service provided by the data service 
provider. 
0012. Once the session is over, the data flow characteris 
tics saved at the data network for the session of the routing 
gateway using the data service may be deleted, and the inter 
connection may be terminated between the routing gateway 
and the data service provider to thereby terminate the session 
of the routing gateway using the data service. In addition, a 
request may be received from the data service provider to 
delete the data flow characteristics for the session of the 
routing gateway using the data service, wherein the data flow 
characteristics are deleted responsive to receiving the request 
before deleting the data flow characteristics. 
0013. According to additional embodiments of the present 
invention, methods may be provided for operating a data 
service provider providing a data service over a data network 
to a routing gateway for a subscriber using the data service. 
More particularly, methods may include transmitting to the 
data network an identification of the routing gateway, an 
identification of the data service provider, and data flow char 
acteristics of the data service for a session with the routing 
gateway using the data service. The data service may be 
provided over the data network and routing gateway in accor 
dance with the data flow characteristics transmitted to the data 
network to Support a data session of the data service provider 
with the routing gateway. 
0014 Moreover, the routing gateway may be coupled to 
the data network via a digital subscriber line, and the identi 
fication of the routing gateway may be a digital Subscriber 
line identification. In addition, the data flow characteristics of 
the data service may include a bandwidth characterization for 
the data service and a priority characterization for the data 
service. 

0015. An authorization code for the data service may be 
transmitted to the data service provider, and a validation of the 
authorization code may be received from the data network 
before providing the data service. Moreover, a request may be 
received from the routing gateway for a session using the data 
service before transmitting the identification of the routing 
gateway, the identification of the data service provider, and 
the data flow characteristics. 
0016. In addition, a request may be transmitted to the data 
service provider to delete the data flow characteristics for the 
session of the routing gateway using the data service. After 
transmitting the request to delete the data flow characteristics, 
the data service may be terminated over the data network and 
routing gateway. 
0017. According to yet additional embodiments of the 
present invention, methods may be provided for operating a 
routing gateway providing Subscriber use of a data service 
provided by a data service provider over a data network. The 
methods may include receiving data flow characteristics of 
the data service for a session of the routing gateway using the 
data service provided by the data service provider. Access to 
the data service may be provided over the data network in 
accordance with the data flow characteristics received from 
the data network to Support a data session with the data 
service provider. 
0018 More particularly, the routing gateway may be 
coupled to the data network via a digital subscriber line. 
Moreover, the data flow characteristics of the data service 
may include a bandwidth characterization for the data service 
and a priority characterization for the data service. In addi 
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tion, a request may be transmitted to the data service provider 
for a session using the data service provided by the data 
service provider before receiving the data flow characteris 
tics. 

0019. According to still additional embodiments of the 
present invention, a data network may provide a data connec 
tion between a routing gateway for a subscriber and a data 
service provider providing a data service. The data network 
may include a first transceiver configured to receive from the 
data service provider an identification of the routing gateway, 
an identification of the data service provider, and data flow 
characteristics of the data service for a session of the routing 
gateway using the data service provided by the data service 
provider. A memory may be configured to save the data flow 
characteristics of the data service for the routing gateway at 
the data network responsive to receiving the identification of 
the routing gateway, the identification of the data service 
provider, and the data flow characteristics for the data service. 
A second transceiver may be configured to forward the data 
flow characteristics of the data service to the routing gateway. 
0020. According to more embodiments of the present 
invention, a data service provider may provide a data service 
over a data network to a routing gateway for a Subscriber 
using the data service. The data service provider may include 
a transceiver configured to transmit to the data network an 
identification of the routing gateway, an identification of the 
data service provider, and data flow characteristics of the data 
service for a session with the routing gateway using the data 
service. The transceiver may be further configured to provide 
the data service over the data network and routing gateway in 
accordance with the data flow characteristics transmitted to 
the data network to Support a data session of the data service 
provider with the routing gateway. 
0021. According to yet more embodiments of the present 
invention, a routing gateway may provide Subscriber use of a 
data service provided by a data service provider over a data 
network. In particular, the routing gateway may include a 
transceiver configured to receive data flow characteristics of 
the data service for a session of the routing gateway using the 
data service provided by the data service provider. The trans 
ceiver may be further configured to provide access to the data 
service over the data networkinaccordance with the data flow 
characteristics received from the data network to support a 
data session with the data service provider. 
0022. According to still more embodiments of the present 
invention, a computer program product may be configured to 
operate a data network between a routing gateway for a Sub 
scriber and a data service provider providing a data service. 
The computer program product may include a computer use 
able storage medium having computer-readable program 
code embodied in the medium. More particularly, the com 
puter-readable program code may include computer-readable 
program code that is configured to receive from the data 
service provider an identification of the routing gateway, an 
identification of the data service provider, and data flow char 
acteristics of the data service for a session of the routing 
gateway using the data service provided by the data service 
provider. The computer-readable program code may also 
include computer-readable program code that is configured to 
save the data flow characteristics of the data service for the 
routing gateway at the data network responsive to receiving 
the identification of the routing gateway, the identification of 
the data service provider, and the data flow characteristics for 
the data service. In addition, the computer-readable program 
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code may include computer-readable program code that is 
configured to forward the data flow characteristics of the data 
service to the routing gateway. 
0023. According to additional embodiments of the present 
invention a computer program product may be configured to 
operating a data service providerproviding a data service over 
a data network to a routing gateway for a subscriber using the 
data service. The computer program product may include a 
computeruseable storage medium having computer-readable 
program code embodied in the medium. The computer-read 
able program code may include computer-readable program 
code that is configured to transmit to the data network an 
identification of the routing gateway, an identification of the 
data service provider, and data flow characteristics of the data 
service for a session with the routing gateway using the data 
service. The computer-readable program code may also 
include computer-readable program code that is configured to 
provide the data service over the data network and routing 
gateway in accordance with the data flow characteristics 
transmitted to the data network to Support a data session of the 
data service provider with the routing gateway. 
0024. According to more embodiments of the present 
invention, a computer program product may be configured to 
operate a routing gateway providing Subscriber use of a data 
service provided by a data service provider over a data net 
work. The computer program product may include a com 
puteruseable storage medium having computer-readable pro 
gram code embodied in the medium. The computer-readable 
program code may include computer-readable program code 
that is configured to receive data flow characteristics of the 
data service for a session of the routing gateway using the data 
service provided by the data service provider. The computer 
readable program code may also include computer-readable 
program code that is configured to provide access to the data 
service over the data networkinaccordance with the data flow 
characteristics received from the data network to support a 
data session with the data service provider. 
0025. Other systems, methods, and/or computer program 
products according to embodiments of the present invention 
will be or become apparent to one with skill in the art upon 
review of the following drawings and detailed description. It 
is intended that all Such additional systems, methods, and/or 
computer program products be included within this descrip 
tion, be within the scope of the present invention, and be 
protected by the accompanying claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0026. Other features of the present invention will be more 
readily understood from the following detailed description of 
specific embodiments thereof when read in conjunction with 
the accompanying drawings, in which: 
0027 FIG. 1 is a block diagram that illustrates a conven 
tional digital subscriber line (DSL) network; 
0028 FIG. 2 is a block diagram that illustrates communi 
cation between end users and an application service provider 
(ASP) and a network service provider (NSP) via a regional/ 
access network; 
0029 FIG. 3 is a block diagram that illustrates the 
regional/access network; 
0030 FIG. 4 is a block diagram that illustrates a broad 
band remote access server (BRAS) and a routing gateway 
(RG) in a network; 
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0031 FIG. 5 is a block diagram that illustrates access 
session types in the network of FIG. 4 in accordance with 
Some embodiments of the present invention; 
0032 FIG. 6 is a block diagram that illustrates traffic clas 
sification and queuing treatments in accordance with some 
embodiments of the present invention: 
0033 FIG. 7 illustrates business model options for using 
bandwidth on a communication medium in accordance with 
Some embodiments of the present invention; 
0034 FIG. 8 is a block diagram that illustrates relation 
ships between a subscriber, the RG, the regional/access net 
work, an ASP, and an NSP; 
0035 FIGS. 9-12 are block diagrams that illustrates a data 
architecture (model) for managing quality of service (QoS) in 
a network in accordance with Some embodiments of the 
present invention; 
0036 FIG. 13 is a block diagram that illustrates an appli 
cation framework infrastructure for managing QoS in a net 
work in accordance with some embodiments of the present 
invention; 
0037 FIG. 14 illustrates a messaging flow for a service 
provider authentication scenario using the application frame 
work infrastructure of FIG. 13 in accordance with some 
embodiments of the present invention: 
0038 FIG. 15 illustrates a messaging flow for an applica 
tion level bandwidth and QoS query scenario using the appli 
cation framework infrastructure of FIG. 13 in accordance 
with some embodiments of the present invention; 
0039 FIG. 16 illustrates a messaging flow for an applica 
tion level bandwidth and QoS modification scenario using the 
application framework infrastructure of FIG. 13 in accor 
dance with some embodiments of the present invention; 
0040 FIG. 17 illustrates a messaging flow for an applica 
tion flow control record creation scenario using the applica 
tion framework infrastructure of FIG. 13 in accordance with 
Some embodiments of the present invention; 
0041 FIG. 18 illustrates a messaging flow for an applica 
tion flow control record deletion scenario using the applica 
tion framework infrastructure of FIG. 13 in accordance with 
Some embodiments of the present invention; 
0042 FIG. 19 illustrates a messaging flow for a NSP 
Point-to-Point Protocol (PPP) session level bandwidth and 
QoS modification scenario using the application framework 
infrastructure of FIG. 13 in accordance with some embodi 
ments of the present invention; 
0043 FIG. 20 illustrates a messaging flow fora ASP/NSP 
PPP session level bandwidth and QoS query scenario using 
the application framework infrastructure of FIG. 13 in accor 
dance with some embodiments of the present invention; 
0044 FIG. 21 is a block diagram that illustrates a turbo 
button architecture using the application framework infra 
structure of FIG.13 inaccordance with some embodiments of 
the present invention; 
0045 FIG. 22 is an event diagram that illustrates opera 
tions of the turbo button architecture of FIG. 21 inaccordance 
with some embodiments of the present invention; 
0046 FIG. 23 is a block diagram that illustrates a video 
conferencing architecture using the application framework 
infrastructure of FIG. 13 in accordance with some embodi 
ments of the present invention; 
0047 FIGS. 24 and 25 are event diagrams that illustrate 
operations of the video conferencing architecture of FIG. 23 
in accordance with some embodiments of the present inven 
tion; 
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0048 FIG. 26 is a block diagram that illustrates traffic 
classification and queuing treatments for the video conferenc 
ing service in accordance with Some embodiments of the 
present invention; 
0049 FIG.27 is a block diagram that illustrates operations 
of a video conferencing architecture in accordance with some 
embodiments of the present invention: 
0050 FIG. 28 is a diagram that illustrates network topolo 
gies for Supporting gaming applications in accordance with 
Some embodiments of the present invention; 
0051 FIG. 29 is a block diagram that illustrates a gaming 
architecture using the application framework infrastructure 
of FIG. 13 in accordance with some embodiments of the 
present invention; 
0052 FIG. 30 is a block diagram that illustrates traffic 
classification and queuing treatments for the gaming service 
in accordance with some embodiments of the present inven 
tion; 
0053 FIG. 31 is an event diagram that illustrates opera 
tions of the gaming architecture of FIG.29 in accordance with 
Some embodiments of the present invention; and 
0054 FIG. 32 is a block diagram of network service pro 
viders in accordance with some embodiments of the present 
invention. 
0055 FIGS. 33-35 are flow charts illustrating operations 
of data networks, application service providers, and routing 
gateways according to embodiments of the present invention. 

DETAILED DESCRIPTION OF EMBODIMENTS 

0056 While the invention is susceptible to various modi 
fications and alternative forms, specific embodiments thereof 
are shown by way of example in the drawings and will herein 
be described in detail. It should be understood, however, that 
there is no intent to limit the invention to the particular forms 
disclosed, but on the contrary, the invention is to cover all 
modifications, equivalents, and alternatives falling within the 
spirit and scope of the invention as defined by the claims. Like 
reference numbers signify like elements throughout the 
description of the figures. 
0057 The present invention may be embodied as systems, 
methods, and/or computer program products. Accordingly, 
the present invention may be embodied in hardware and/or in 
Software (including firmware, resident Software, micro-code, 
etc.). Furthermore, the present invention may take the form of 
a computer program product on a computer-usable or com 
puter-readable storage medium having computer-usable or 
computer-readable program code embodied in the medium 
for use by or in connection with an instruction execution 
system. In the context of this document, a computer-usable or 
computer-readable medium may be any medium that can 
contain, store, communicate, propagate, or transport the pro 
gram for use by or in connection with the instruction execu 
tion system, apparatus, or device. 
0058. The computer-usable or computer-readable 
medium may be, for example but not limited to, an electronic, 
magnetic, optical, electromagnetic, infrared, or semiconduc 
tor System, apparatus, device, or propagation medium. More 
specific examples (a nonexhaustive list) of the computer 
readable medium would include the following: an electrical 
connection having one or more wires, a portable computer 
diskette, a random access memory (RAM), a read-only 
memory (ROM), an erasable programmable read-only 
memory (EPROM or Flash memory), an optical fiber, and a 
portable compact disc read-only memory (CD-ROM). Note 
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that the computer-usable or computer-readable medium 
could even be paper or another Suitable medium upon which 
the program is printed, as the program can be electronically 
captured, via, for instance, optical scanning of the paper or 
other medium, then compiled, interpreted, or otherwise pro 
cessed in a suitable manner, if necessary, and then stored in a 
computer memory. 
0059 Embodiments of the present invention are described 
herein in the context of digital subscriberline (DSL) technol 
ogy for purposes of illustration. It will be understood that the 
present invention is not limited to DSL technology. Indeed, 
other communication technologies and/or network configu 
rations, such as, but not limited to, asynchronous transfer 
mode (ATM), frame relay, hybrid fiber coax (HFC), wireless 
broadband, and/or Ethernet may also be used in other 
embodiments of the present invention. In general, the present 
invention is not limited to any communication technology 
and/or network configuration, but is intended to encompass 
any technology and/or network configuration capable of car 
rying out operations described herein. Embodiments of the 
present invention are also described herein in the context of 
managing quality of service (QoS). As used herein, QoS 
includes, but is not limited to, treatment applied to an access 
session, application flow, and/or packet with respect to sched 
uling a resource, bandwidth allocation, and/or delivery target 
in an individual element or across an end-to-end system. 
0060. The detailed description of embodiments of the 
present invention is organized as follows: 

1. Overview 

2. Introduction 

0061 
0062 

2.1 Purpose and Scope 
2.2 Key Terms 

3. Review of TR-059 Concepts 
0063. 3.1 Network Service Provider Network 

(0.064 3.1.1 Description 
0065 3.2 Application Service Provider Network 

(0.066 3.2.1 Description 
0067 3.2.2 Capabilities 

0068 3.3 Regional Access Network 
0069. 3.3.1 Broadband Remote Access Server 
0070 3.3.2 Access Network 
(0071 3.3.3. Access Node 

0072 3.4 Evolution of the DSL Network 
0.073 3.4.1 Access Session Types 

4. QOS Capabilities of the Application Framework 
0074 4.1 General Approach 
0075 4.2 Classification 
0076 4.3 Business Models for Supporting Concurrent 
NSP and ASP Access Sessions 

0.077 4.3.1 Simple Bandwidth Partitioning 
0078 4.3.2 Priority and Dynamic Bandwidth Sharing 

0079 4.4 Considerations Associated with this Approach 
0080 
0081 

4.4.1 Static Classifiers 
4.4.2 Queue Structure 

5. Reference Data Model 

0082) 5.1 Subscriber Maintained Data 
I0083) 5.2 Routing Gateway 
I008.4 5.3 Regional/Access Network 
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0085 
0086 

5.4 Application Service Provider 
5.5 Network Service Provider 

6. Reference Interface Specification and Detailed Message 
Flow 

0087 
Network 
0088 
and ASP 
0089 
and NSP 
0090 6.4 Application Framework Infrastructure 
0091 6.4.1 Framework Infrastructure Element Func 
tional Description 

0092 6.4.2 DSL Service Messaging Flow 

6.1 Interface Between RG and Regional/Access 

6.2 Interface Between Regional/Access Network 

6.3 Interface Between Regional/Access Network 

7. Future Capabilities of the Application Framework 
8. Example Use Scenario Turbo Button 
9. Example Use Scenario Video Conferencing 
10. Example Use Scenario Gaming 
11. Application Flow Control Data 
1. Overview 

0093. This document defines a common application 
framework built on top of the DSL Forum TR-059 reference 
architecture that can be used in a common way to enable 
service providers to leverage bandwidth and QoS capabilities 
in the Regional/Access Network. This framework comprises 
an interface specification and associated data model and 
mechanisms to control the QoS and bandwidth capabilities 
defined in TR-059. A common interface for Application Ser 
vice Providers (ASPs) and Network Service Providers 
(NSPs) to leverage may reduce development costs and time to 
market. This interface defines a mechanism for applications 
to request IP QoS and bandwidth from the DSL Regional/ 
Access network. 

2. Introduction 

0094 2.1 Purpose and Scope 
0095 Recent work in the DSL Forum has documented a 
reference architecture, DSL Evolution Architecture 
Requirements for the Support of OOS-Enabled IP Services 
(TR-059), with the purpose of defining a common way of 
Supporting enhanced IP applications by enabling IPOoS and 
bandwidth management capabilities. TR-059 defines a com 
mon deployment architecture, set of interface specifications, 
and fundamental network element requirements. The archi 
tecture and requirements are largely “transport or network” 
layer focused. It may be useful to complement this work by 
defining a common higher-layer framework that leverages the 
capabilities of TR-059 and that can be used by application 
service providers (ASP) as they develop and deploy applica 
tions. 
0096. This document defines a common application 
framework built on top of the TR-059 reference architecture 
that can be used in a common way to enable service providers 
to leverage bandwidth and QoS capabilities in the Regional/ 
Access Network. This framework comprises an interface 
specification and associated data model and mechanisms to 
control the QoS and bandwidth capabilities defined in 
TR-059. A common interface for ASPs and NSPs to leverage 
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may reduce development costs and time to market. This inter 
face defines a mechanism for applications to request IP QoS 
and bandwidth from the DSL Regional/Access network. 
0097 Specifically, the application framework is based on 
the capabilities defined in phase 2 of TR-059. Therefore, the 
framework defined here assumes that the capabilities of the 
access node in the Regional/Access network will remain 
largely unchanged, but does leverage a policy approach for 
provisioning the BRAS and Routing Gateway (RG) to man 
age IP flows appropriately. As real-time signaling capabilities 
become available this framework may be modified to support 
these capabilities. In defining the framework and providing 
details of its use, this document also intends to demonstrate 
that capabilities defined (here and in TR-059) are sufficient to 
Support a reasonable set of applications. 
0.098 Services that span Regional/Access networks and 
require inter-Regional/Access network communication are 
generally not described herein as part of this framework. 
Support of these services is possible if handled at the appli 
cation layer where an ASP communicates to each Regional/ 
Access network to establish bandwidth and QoS for a service. 
(0099 2.2 Key Terms 
0100. The following definitions apply for the purposes of 
this document: 

0101. Access Network The Access Network encom 
passes the elements of the DSL network from the NID at 
the customer premises to the BRAS. This network typi 
cally includes one or more Access Node type and often 
an ATM Switching function to aggregate them. 

0102. Access Node The Access Node contains the ATU 
C, which terminates the DSL signal, and physically can 
be a DSLAM, Next Generation DLC (NG-DLC), or a 
Remote Access Multiplexer (RAM). A DSLAM hub can 
be used in a central office to aggregate traffic from mul 
tiple remote physical devices, and is considered logi 
cally to be a part of the Access Node. When the term 
“DSLAM is used in this document, it is intended to 
very specifically refer to a DSLAM, and not the more 
generic Access Node. The Access Node provides aggre 
gation capabilities between the Access Network and the 
Regional Network. It is the first point in the network 
where traffic on multiple DSL lines will be aggregated 
onto a single network. 

0103) Application Flow The set of packets associated 
with a particular application (e.g., video conferencing 
session, VoIP call, etc.). 

0.104) Application Framework. A common reference 
data model and interface specification built on top of the 
TR-059 reference architecture that can be used in a 
common way to enable service providers to leverage 
bandwidth and QoS capabilities in the Regional/Access 
Network. 

0105. Auto Configuration Server (ACS) A data reposi 
tory that allows the Regional/Access network to provide 
configuration information to Routing Gateways (RG) in 
Customer Premises 

0106 Broadband Remote Access Server (BRAS) The 
BRAS is the aggregation point for the subscriber traffic. 
It provides aggregation capabilities (e.g., IP PPP, ATM) 
between the Regional/Access Network and the NSP or 
ASP. Beyond aggregation, it is also the injection point 
for policy management and IP QoS in the Regional/ 
Access Networks. 
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0107 Core Network The center core of the Regional 
Network. The functions contained herein are primarily 
transport oriented with associated Switching or routing 
capabilities enabling the proper distribution of the data 
traffic. 

0.108 Downstream The direction of transmission from 
the ATU-C (Access Node) to the ATU-R (modem). 

0109 Edge Network The edge of the Regional Net 
work. The Edge Network provides access to various 
layer 2 services and connects to the Regional Network 
core enabling the distribution of the data traffic between 
various edge devices. 

0110 Loop. A metallic pair of wires running from the 
customer's premises to the Access Node. 

0111. Many-to-Many Access Sessions The ability for 
multiple individual users or Subscribers, within a single 
premises, to simultaneously connect to multiple NSPs 
and ASPs. 

0112 Regional Network The Regional Network inter 
connects the Network Service Provider's network and 
the Access Network. A Regional Network for DSL con 
nects to the BRAS, which is technically both in the 
Regional Network and in an Access Network. Typically, 
more than one Access Network is connected to a com 
mon Regional Network. The function of the Regional 
Network in this document goes beyond traditional trans 
port, and may include aggregation, routing, and Switch 
1ng. 

0113 Regional/Access Network The Regional and 
Access Networks grouped as and end-to-end QoS 
domain and often managed by a single provider. The 
follow functional elements are contained in this net 
work: Access Node, BRAS, and the ACS. 

0114 Routing Gateway A customer premises func 
tional element that provides IP routing and QoS capa 
bilities. It may be integrated with or be separate from the 
ATU-R. 

0115 Rate Limit A means to limit the throughput of a 
particular PPP session or application flow by either buff 
ering (shaping) or dropping (policing) packets above a 
specified maximum data rate. The term bandwidth is 
used interchangeably with the concept of rate limiting. 
The bandwidth allocated to a PPP session or application 
is determined by the rate limit applied. 

0116 Session Session is typically an overloaded term. 
In this document it is intended to reference a PPP access 
session rather than a particular application flow. 

0117 Subscriber Used to refer to the person that is 
billed for a service, like NSP access service or ASP 
services. The subscriber is considered the primary user 
of the service (see the definition of “user' below) and is 
the main account contact. The subscriber to an NSP 
access is referred to as a Network Subscriber and the 
Subscriber to an application is referred to as an Applica 
tion Subscriber. 

0118 Upstream The direction of transmission from the 
ATU-R (modem) to the ATU-C (Access Node). 

0119 User The person or entity that receives the benefit 
of a given service. The user may or may not be the 
Subscriber of the service. A subscribed service has one or 
more users associated with the subscriber. 

3. Review of TR-059 Concepts 
0120 To provide a common reference for the application 
framework, an architectural view of the DSL network is pro 
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vided. The text in this section is taken from TR-059 and 
provides a high level overview. For a more complete descrip 
tion refer to TR-059. FIG. 1 illustrates the current State of 
deployed DSL networks. Boxes in the figures represent func 
tional entities—networks and logical components rather than 
physical elements. 
I0121 This traditional architecture is centered on provid 
ing service to a line or a loop. It is desired, however, to be able 
to provide services that are user-specific. Additionally, more 
than one Subscriber can be present at the same premises and 
share a single loop. TR-059 describes a slightly more com 
plex situation, and hides the common complexity shared with 
FIG 2. 
0.122 FIG. 2 illustrates the components of a DSL access 
based broadband network. FIG. 2 indicates ownership of the 
components by different providing organizations. Boxes in 
the figures represent functional entities—networks and logi 
cal components rather than physical elements. 
I0123. This model illustrates an architecture that provides 
services that are user-specific, i.e., more than one subscriber 
can be present at the same premises and share a single loop. 
Note that FIG. 2 shows many-to-many access through a com 
mon Regional/Access network. It is used to simultaneously 
provide an Application Service between an ASP Network 
and User at the same time and over the same U interface as it 
supports a Network Service, between NSP Network, and 
User. 
0.124 3.1 Network Service Provider Network 
I0125 3.1.1 Description 
I0126. The Network Service Provider (NSP) is defined as a 
Service Provider that requires extending a Service Provider 
specific Internet Protocol (IP) address. This is the typical 
application of DSL service today. The NSP owns and pro 
cures addresses that they, in turn, allocate individually or in 
blocks to their subscribers. The subscribers are typically 
located in Customer Premises Networks (CPNs). The NSP 
service may be subscriber-specific, or communal when an 
address is shared using Network Address Port Translation 
(NAPT) throughout a CPN. This relationship among the NSP. 
A 10-NSP interface, and Regional/Access Network is shown 
in FIG. 2. NSPs typically provide access to the Internet, but 
may also provide access to a walled garden, VPN, or some 
other closed group or controlled access network. L2TP and IP 
VPNs are typical A10-NSP interface arrangements. 
I0127. The capabilities of the NSP may include, but are not 
limited to, for example: authenticating network access 
between the CPN and the NSP network; assignment of net 
work addresses and IP filters; assignment of traffic engineer 
ing parameters; and/or customer service and troubleshooting 
of network access problems 
I0128. 3.2 Application Service Provider Network 
I0129. 3.2.1 Description 
I0130. The Application Service Provider (ASP) is defined 
as a Service Provider that uses a common network infrastruc 
ture provided by the Regional/Access Network and an IP 
address assigned and managed by the Regional Network Pro 
vider. This is a new type of DSL service. The Regional Net 
work Provider owns and procures addresses that they, in turn, 
allocate to the subscribers. ASPs then use this common infra 
structure to provide application or network services to those 
subscribers. For example, an ASP may offer gaming, Video 
on Demand, or access to VPNs via IPsec or some other 
IP-tunneling method. The ASP service may be subscriber 
specific, or communal when an address is shared using NAPT 
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throughout a Customer Premises Network (CPN). It is envi 
sioned that the ASP environment will have user-level rather 
than network-access-level identification, and that a common 
Lightweight Directory Access Protocol (LDAP) directory 
will assist in providing user identification and preferences. 
Logical elements used by ASPs typically include routers, 
application servers, and directory servers. The relationship 
between the ASP Network, the A10-ASP interface, and the 
Regional Network is shown in FIG. 2. 
0131 3.2.2 Capabilities 
0132) The capabilities of the ASP may include, but are not 
limited to, for example: authenticating users at the CPN: 
assignment of QoS to service traffic; customer service and 
troubleshooting of network access and application-specific 
problems; and/or ability to determine traffic usage for 
accounting purposes and billing. 
0.133 3.3 Regional Access Network 
0134. The Regional/Access Network comprises the 
Regional Network, Broadband Remote Access Server, and 
the Access Network as shown in FIG. 3. Its primary function 
is to provide end-to-end data transport between the customer 
premises and the NSP or ASP. The Regional/Access Network 
may also provide higher layer functions, such as QoS and 
content distribution. QoS may be provided by tightly cou 
pling traffic-engineering capabilities of the Regional Net 
work with the capabilities of the BRAS. 
0135 3.3.1 Broadband Remote Access Server 
0136. The BRAS performs multiple functions in the net 
Work. Its most basic function is to provide aggregation capa 
bilities between the Regional/Access Network and the NSP/ 
ASP. For aggregating traffic, the BRAS serves as a L2TP 
Access Concentrator (LAC), tunneling multiple Subscriber 
Point-to-Point Protocol (PPP) sessions directly to an NSP or 
Switched through a L2TS. It also performs aggregation for 
terminated PPP sessions or routed IP session by placing them 
into IP VPNs. The BRAS also supports ATM termination and 
aggregation functions. 
0.137 Beyond aggregation, the BRAS is also the injection 
point for providing policy management and IP QoS in the 
Regional and Access Networks. The BRAS supports the con 
cept of many-to-many access sessions. Policy information 
can be applied to terminated and non-terminated sessions. For 
example, a bandwidth policy may be applied to a Subscriber 
whose Point-to-Point (PPP) session is aggregated into an 
L2TP tunnel and is not terminated by the BRAS. Sessions that 
terminate on (or are routed through) the BRAS, however, can 
receive per flow treatment because the BRAS has IP level 
awareness of the session. In this model, both the aggregate 
bandwidth for a customeras well as the bandwidth and treat 
ment of traffic per-application can be controlled. 
0138 3.3.2 Access Network 
0.139. The Access Network refers to the network between 
the ATU-R and the BRAS including the access node and any 
intervening ATM switches. 
0140. 3.3.3. Access Node 
0141. The Access Node provides aggregation capabilities 
between the Access Network and the Regional Network. It is 
the first point in the network where traffic on multiple DSL 
lines will be aggregated onto a single network. Traditionally 
the Access Node has been primarily an ATM concentrator, 
mapping PVCs from the ATU-R to PVCs in the ATM core. It 
has also shaped and policed traffic to the service access rates. 
0142. As described in TR-059, the responsibility of polic 
ing ATU-R to ATU-C PVCs to the subscribed line rate is 
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moved from the Access Node to the BRAS to establish addi 
tional bandwidth on the DSL line for additional services. The 
Access Node sets the line rate for each PVC at the synch rate 
(or slightly less) of the ATU-R and ATU-C. This will make the 
maximum amount of subscriber bandwidth available for ser 
vices. The BRAS polices individual sessions/flows as 
required to their required rates and also performs the dynamic 
changes when bandwidth-on-demand services are applied. 
0.143 3.4 Evolution of the DSL Network 
0144 Phases 1 and 2 of TR-059 introduce the capability to 
change the Regional/Access network from an IP unaware 
layer 2 network to a network that leverages IP awareness in 
key elements to enable IP QoS and more efficient and effec 
tive use of bandwidth. These key IP aware elements are the 
BRAS and the RG as shown in FIG. 4. 

0145 FIG. 4 represents a paradigm shift in that the BRAS 
and the RG are now responsible for managing the traffic flow 
through the network. By enabling these devices to accept 
policy rules at subscriber session and application levels, IP 
flows can be managed in a more flexible and “dynamic' 
manner than previously possible. The BRAS is responsible 
for managing IP traffic in the downstream direction Such that 
traffic is scheduled according to priority and in a way that 
ensures that congestion in the downstream network is reduced 
(i.e., hierarchical scheduling). The RG similarly, manages the 
scheduling of traffic in the upstream direction based on the 
priority of the session and/or application. Given that the RG 
cannot be trusted, the BRAS performs a policing function to 
ensure the upstream bandwidth in the access network is uti 
lized appropriately. Note that the priority and bandwidth poli 
cies can be applied at the PPP session and or application 
levels; therefore, there is flexibility in how traffic is treated in 
the network. 

0.146 
0147 The architecture also evolves the types and number 
of access sessions (specifically PPP sessions) that a sub 
scriber would typically establish to a service provider. Where 
previously there had been just one access session to an ISP. 
there are now multiple access sessions with three basic types: 
0148 Community NSP Shown in FIG.5 as the solid line 
between the RG and NSP, this type of access session is 
established between an RG and an NSP. It is called the Com 
munity NSP connection because all the devices within the 
Customer Premises Network share the connection to the NSP 
using the Network Port Address Translation (NPAT) feature 
of the RG. Because the Community NSP connection is given 
the Default Route at the RG there can typically be only one. 
This connection is typically set up to an ISP to provide Inter 
net access to all the devices in the Customer Premises Net 
work. This PPP session may terminate on the BRAS or may 
pass through the BRAS in tact and be placed into a L2TP 
tunnel to the NSP. 

0149 Personal NSP Shown in FIG. 5 as the dashed line 
between User and NSP, this type of access session is estab 
lished between a device within the Customer Premises Net 
work and an NSP. It passes through the RG at the Ethernet 
(PPPoE) level. It is called the Personal NSP connection 
because only the device within the Customer Premises Net 
work from which the connection was established can access 
the NSP. This connection may avoid using the NPAT feature 
of the RG. This connection is typically set up to an ISP or a 
corporation to provide private or personalized access, or any 
access that cannot traverse the NPAT sharing mechanism at 

3.4.1 Access Session Types 
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the RG. This PPP session may terminate on the BRAS or may 
pass through the BRAS in tact and be placed into a L2TP 
tunnel to the NSP. 
0150. ASP Shown in FIG. 5 as the dotted line between 
the RG and ASP, this type of access session is established 
between an RG and the ASP network. It is typically a single 
connection that is shared by all the ASPs. Because the Com 
munity NSP connection is typically given the Default Route 
at the RG, the ASP connection must provide the RG with a list 
of routes to the ASP network. Also because there is not a 
default route to the ASP network, it may not be possible to 
provide typical Internet access through the ASP connection. 
This connection is typically set up to the ASP network to 
provide application-specific and QoS-enabled access among 
all the applications in the ASP network and all the devices in 
the Customer Premises Network. This PPP session type may 
terminate on the BRAS so that per application flow treatment 
can be applied. 

4. QOS Capabilities of the Application Framework 
0151. 4.1 General Approach 
0152 TR-059 describes a hierarchical scheduling 
approach leveraged by the BRAS to manage the downstream 
links between the BRAS and the RG. Similarly, it describes 
how the BRAS leverages policing techniques (including a 
random discard enhancement) to apply backpressure to the 
upstream source to minimize potential congestion in that 
direction. The application framework provides a mechanism 
for service providers to modify bandwidth and QoS. In par 
ticular embodiments of the present invention, to simplify the 
number of queues to be managed in the BRAS and RG, this 
framework assumes that only the ASP session has the ability 
to Support per application flow treatment. In Such embodi 
ments, NSP access sessions can only be managed in terms of 
the aggregate bandwidth and priority with respect to other 
access sessions on the DSL line. Because many ASPs share 
the ASP access session, the bandwidth and priority of the 
session is set by the Regional/Access provider and typically 
cannot be modified by an ASP. The ASP can however modify 
the characteristics of specific applications within the ASP 
PPP session by assigning the application to a particular queue 
and treatment type. The BRAS and RG may schedule or 
police packets based on one or more of the following param 
eters: the priority of the access session; the current packet's 
relation to the rate limit of the access session; the priority of 
the application within the access session (only supported for 
the ASP PPP Session); and/or the current packet's relation to 
the rate limit of the application or queue, for example, an EF 
rate limit supported for the ASP PPP session. 
0153 Network resources are typically not reserved in this 
model. Instead, traffic engineering policies and intelligent 
scheduling and policing of packets is leveraged to achieve 
aggregate QoS characteristics. Similarly, the Differentiated 
Services (Diffserv) model is leveraged as a way to classify, 
mark, and schedule packets. The QoS approach that has been 
applied to the application framework assumes that these capa 
bilities are in place and that QoS relationships can be viewed 
within a single subscribers DSL "connection' (ATM VC) 
between the BRAS and the RG. 
0154 Further, if a pragmatic approach to providing QoS is 
taken, some additional simplifying assumptions can be made. 
It is expected that initially there will only be a small number 
of applications requiring QoS. The expected applications 
include VoIP, video conferencing, video on demand, and 
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gaming. It is unlikely that the majority of DSL customers will 
subscribe to all of these services and expect to use them 
simultaneously. Rather, it is expected that only a small num 
ber of applications (e.g., 2 or 3) will need to be managed 
concurrently on a DSL line basis. The expected applications 
also imply a certain priority relationship among themselves. 
If while playing an Internet game a VoIP call comes in, it may 
be generally agreed that the VoIP session should take prece 
dence over the gaming session (if finishing the game is more 
important, then the user can choose not to answer the call). As 
long as these assumptions hold true, then a small number of 
applications can be managed effectively with a small number 
of queues and a simple priority arrangement among them. As 
the number of applications requiring QoS increases, however, 
these assumptions may have to change and the QoS approach 
may need to evolve to Support a finer granularity. 
0155 The number of queues available for applications 
within the ASP PPP session is five, in accordance with some 
embodiments of the present invention. This may change over 
time, in accordance with other embodiments of the present 
invention, but initially the number of queues is likely to be 
small. Diffserv like treatment is assumed when describing the 
queue behaviors and can be classified as one expedited for 
warding (EF) queue, up to 3 assured forwarding (AF) queues 
or one best effort (BE) queue. The EF queue typically receives 
the highest priority and is typically served first. This queue 
type is defined for constant bit rate type servers. A rate limit 
associated with this queue is put in place so it should not be 
able to consume all the DSL line resources. This queue will 
likely be reserved for voice applications. AF queues are 
defined for traffic that is more variable in nature and would be 
inefficient to associate with a fixed amount of network 
resources (EF). Queues in this category could receive differ 
ent levels of priority or could simply be used as an aggregate 
priority but each queue may have a different rate limit applied 
depending on the requirements of the application using that 
queue. To simplify the approach, the framework initially 
assumes the later case where AF queue receive a “medium’ 
priority treatment and the different queues are used to provide 
different bandwidth needs (i.e. rate limits). A BE queue is the 
default queue and has resources available to it only after 
packets that are in profile for the EF and AF queue are served. 
0156 The approach to establishing QoS and bandwidth 
requirements in the network is one of provisioning rather than 
signaling. The BRAS and RG will be provisioned with the 
classifiers to identify flows and queue them appropriately. As 
a result the services that this model Supports are services that 
fit more into a Subscription model rather than an instanta 
neous establishment of service and QoS. This potential dis 
advantage, however, does not have to be apparent to the end 
users. Many services may require that the customer establish 
an account and perhaps even require the shipment of special 
hardware or software, for example, VoIP Phone, PC camera, 
and the like. During the time frame that the customer is 
establishing service with the ASP, the DSL network can be 
provisioned to Support the service. It is important to note that 
the provisioning time lines are not expected to be in terms of 
days, but could be as Small as a few minutes depending on 
how the application framework is implemented. 
0157 Given that a signaled approach to QoS is not 
included in the framework of certain embodiments of the 
present invention, real-time admission control cannot be 
accomplished at the network layer in Such embodiments. 
While it could be possible to block the subscription of a new 



US 2010/O 195666 A1 

service based on the current, Subscribed services, such a 
model may be too restrictive because it does not allow the user 
to subscribe to two applications that they would not intend on 
using simultaneously. Instead, a strict priority relationship 
among the applications flows is used to manage simultaneous 
application interactions. Rate limits are also applied at the RG 
and BRAS so that no single application can consume all the 
subscriber's DSL resources and to provide some level of 
fairness. An example application relationship, in accordance 
with some embodiments of the present invention, is shown in 
FIG. 6 and Table 1. In this example, it is assumed that the NSP 
and PNSP sessions receive best effort treatment with respect 
to traffic that is in profile for the EF and AF queues in the ASP 
session. Other business models are possible as described in 
Section 4.3. 

TABLE 1. 

Example Application Priority Relationship within the ASP Session 
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fields of the IP or Ethernet Packet (e.g., IP 5 tuple, DSCP. 
802.1p). Using the interface specified in Section 6, ASPs may 
communicate the classification information that is used in the 
BRAS and RG. This same interface may be used to commu 
nicate the priority and desired bandwidth (rate limit) to be 
associated with the classifier. In certain embodiments of the 
present invention, this information is communicated at Sub 
Scription time, and is not intended to be established dynami 
cally on aper-flow basis. As a result in Such embodiments, the 
classification information is expected to be static. The ASP 
may provide a well known IP address, protocol, and/or Port to 
be used for classification purposes. 
0.161. In particular embodiments of the present invention, 
within the customer premises network (CPN), the CPE will 
be assigned private IP addresses from the RG. When traffic 

Rate Limit of 
Application Queue the Queue Classification Parameters 

VoIP 

Signaling High Priority 100 Kbps SIP Proxy IPAddress & SIP 
Bearer High Priority 100 Kbps Gateway IPAddress & RTP 

Video Conf 

Control Stream High Priority 100 Kbps SIP Proxy IPAddress & SIP 
Audio Voice High Priority 100 Kbps DSCP & MCU IP Address& RTF 
Video Medium Priority 384. Kbps DSCP & MCU IP Address & RTP 
Gaming Medium Priority 100k Gaming Server IP Address 
HTTP Low Priority None Default 

0158 FIG. 6 illustrates a queuing arrangement where 
there are five queues (EF, AF, AF, AF, and BE) within the 
ASP session for per application treatment. In this arrange 
ment, these queues can be characterized as high (EF), 
medium (AFs), and low priority (BE) treatment. Table 1 
illustrates that voice will receive strict priority over other 
applications. Rate limits can be applied to each of the appli 
cations to ensure that a single application cannot starve out all 
other applications, but this requires dedicating a queue to 
each rate-limited application. Priority alone may not resolve 
all of the possible application interactions. In the example 
above, both the gaming and video conferencing video stream 
have the same priority. In the case that both applications are 
active they would compete over the first 100 k of bandwidth 
available to the medium priority class. The rate limit associ 
ated with the AF queue allows the video conferencing appli 
cation to take precedence over the remaining resources up to 
its queue's rate limit. If the user experience for either the 
Video stream or the game is unacceptable, the user will have 
to make their own admission control decision and pause or 
shut down the one they wish to have lower priority. 
0159 4.2 Classification 
0160 There are two basic levels of classification that need 
to be applied in the framework: The first level is at the PPP 
session level. Classification at this layer is accomplished 
through inspection of the Fully Qualified Domain Name 
(FQDN) used when the PPP session is initiated. The second 
level is at the application layer—according to flows. To pro 
vide an application flow with the proper scheduling treat 
ment, it is desirable to easily classify the flow. Classification 
of application flow may be accomplished using the header 

leaves the CPN, the RG will perform NPAT enabling public 
routing of the packets. The use of private addresses presents 
two issues: Given that the CPE behind the RG will be using 
dynamic private addresses, they cannot be used as part of the 
classification parameters. Secondly, many applications 
require signaling messages to convey dynamic IP addresses 
and port numbers of media receivers in their payloads. Exist 
ing static IP/transport layer policies may not be adequate in 
Supporting session endpoints separated by NAT and firewall 
entities. Therefore, Application Layer Gateway (ALG) capa 
bilities may be required at the RG for opening and closing 
pinholes in the firewalls and maintaining the proper address 
translations for dynamically created ports associated with 
flows created by session endpoints. Some considerations with 
regard to ALG capabilities are discussed in the next sections. 
(0162. The BRAS can associate the IP address or ATM 
PVC of the RG with a Subscriber and then use the ASP's 
address to match the Source or destination address of the 
packets to properly classify the flow. At the customer pre 
mises, the RG can match the ASP's address as the means of 
classifying the flow. Therefore, only the ASPs IP address (and 
possibly port and protocol identifier) may be required for the 
bi-directional flow to be classified correctly. 
0163 Certain types of applications may require additional 
information to capture the flow. For these types of applica 
tions, the endpoints may need to provide additional classifi 
cation information in the IP packet header by marking the 
diffserv code point. The use of diffserv code points (DSCP) 
may be standardized which may allow the application to 
intelligently mark packets based on the expected treatment in 
the network. DSCPs assigned by an untrusted entity can only 
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be used after some edge device has performed a check on the 
classification of the packet to ensure that it was marked cor 
rectly. The RG may not be considered a trusted element and, 
therefore, the BRAS may need to police any classification 
performed by the RG rather than simply accepting the 
DSCP that was provided. Depending on the relationship to 
the ASP, the Regional/Access network may be able to trust 
packets marked by the ASP. If the ASP is not trusted, either the 
BRAS or some other edge device may need to police the 
DSCPS. 

0164. 4.3 Business Models for Supporting Concurrent 
NSP and ASP Access Sessions 
(0165 FIG. 7 illustrates several bandwidth relationships 
that can exist on an ADSL access loop. In FIG. 7, the outer 
circle represents the total bandwidth that is available within a 
virtual circuit on an ADSL line after the modems have been 
allowed to sync to a higher rate than is conventional. Within 
this total bandwidth there are two access sessions shown: an 
ASP Access Session and a NSP Access Session. The NSP 
Access Session, shown in light horizontal Stripes, occupies a 
smaller space than the whole Virtual Circuit. This indicates 
that the NSP access session is not allowed to access the total 
bandwidth on the Virtual Circuit. Conventionally, the NSP 
Session and the Virtual Circuit would have been the same 
bandwidth. By increasing the sync rate on the DSL modems, 
additional bandwidth is created that exceeds that which the 
NSP has purchased. 
0166 The ASP access session has essentially the same set 
of bandwidth as the Virtual Circuit. This would indicate that 
some set of conditions exist where the ASP session could 
occupy all the bandwidth on the ADSL line. Several Appli 
cations are shown overlaid on the sessions and within the 
bandwidth limits assigned to the NSP and ASP. The NSP 
application (dark horizontal stripes) is a strict Sub-set of the 
NSP Session and is using a large fraction of the NSPs allowed 
bandwidth. The three other applications, however, show three 
salient relationships and business models that can exist 
between applications in the ASP network and both applica 
tions as well as the access session for the NSP. These rela 
tionships will be described in the sections that follow. 
(0167 4.3.1 Simple Bandwidth Partitioning 
0168 The first example is the Headroom Application and 

is shown in Vertical Stripes. This application is allowed to 
make use of only that bandwidth that the NSP could never 
access. In this type of model, a NSP is provided a dedicated 
amount of bandwidth on the access loop—even if there is not 
dedicated bandwidth through the access network. In Such an 
arrangement, ASP applications (or additional NSP access 
sessions) would only receive bandwidth to which the modems 
could sync that was over and above the rate sold to the NSP. 
In this arrangement, if the sync rate were at or below the rate 
sold to the NSP, no additional applications or access sessions 
could be provided. This arrangement may be unnecessarily 
restrictive and may be difficult to implement. 
0169. The second example is the Sharing Application 
(shown checkered). This application has access to all the 
bandwidth described by the headroom application, but also 
has access to additional bandwidth sold to the NSP, but not 
currently in use by applications in the NSP Session. A Sharing 
application can make use of all the bandwidth on the VC, but 
can only use the “NSP' bandwidth when the NSP session is 
not using it. Unlike the previous model, this application can 
receive bandwidth even when the sync rate is at or below the 
rate sold to the NSP. If the NSP applications are making use of 
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all their bandwidth, however, then the result is similar to the 
arrangement described in the Headroom application. This 
arrangement could be described as work conserving, and may 
be used for simple bandwidth partitioning. 
0170 4.3.2 Priority and Dynamic Bandwidth Sharing 
0171 The third example is the Competing Application 
(shown in transparent gray). In this example, the application 
may have access to some or all of the bandwidth used by the 
NSP and it may have access to that bandwidth with greater, 
equal, or lesser precedence than the NSP applications. Simi 
larly, this application may also be able to pre-empt bandwidth 
that other ASP applications are attempting to use. This is the 
most complex arrangement, and the most flexible. A compet 
ing application can compete for the bandwidth that NSP 
applications are attempting to use. Several cases of compet 
ing applications exist: 

0172 1. The first case is when a competing application 
has the same precedence as that of the NSP application 
(s). In this case, bandwidth is shared fairly according to 
a typical algorithm, like round-robin, or Weighted Fair 
Queuing (WFQ). Also, inter-application congestion 
avoidance mechanisms, like those that are part of TCP 
can decide how applications would share bandwidth in 
this case. 

0173 2. A second case is when a competing application 
has greater precedence than that of the NSP application 
(s). In this case, bandwidth is given to the competing 
application in strict priority—only “left-over band 
width is provided to the other applications. This is the 
highest QoS level, and may be provided with an upper 
bound on the bandwidth that the application can obtain, 
i.e., a rate limit. If the application exceeds the upper 
bound, its traffic will be dropped. This case is the most 
applicable to a VoIP application because it provides very 
low latency and because VoIP is not bursty to the point 
that the rate limit would be exceeded. 

0.174 3. A third case is when a competing application 
has a combination of higher precedence and equal pre 
cedence. A rate, such as a committed information rate 
(CIR), is set and the application gets the same treatment 
as described in case 2 up to that rate. If the application 
bursts above CIR, then that traffic which bursts is treated 
differently; it must compete with the other applications 
as described in case 1. 

0.175. 4. A fourth case is when a competing application 
has a combination of higher precedence and lower pre 
cedence. A rate. Such as a CIR, is set and the application 
gets the same treatment as described in case 2 up to that 
rate. If the application bursts above CIR, then that traffic 
which bursts is treated differently; it is treated like a 
sharing application—only receiving the leftover band 
width that the NSP application does not use. 

0176 5. A fifth case is when a competing application 
has a combination of higher precedence, equal prece 
dence and a strict rate limit. A rate. Such as a CIR, and a 
second, higher rate, Peak information Rate (PIR), is set. 
The application gets the same treatment as described in 
case 3 up to the PIR rate. If the application bursts above 
PIR, then that traffic will be dropped. 

0.177 6. Finally, there is a case when a competing appli 
cation has a combination of higher precedence, equal 
precedence and lower precedence. As in case 5, a rate, 
Such as a CIR, and a second, higher rate. Such as a PIR, 
is set. The application gets the same treatment as 
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described in case 3 up to the PIR rate. However, if the 
application exceeds the PIR, then that traffic is treated 
like a sharing application—only receiving the band 
width that the NSP does not use. 

These treatments can also be provided among ASP applica 
tions and with finer granularity among multiple applications. 
0.178 4.4 Considerations Associated with this Approach 
0179 4.4.1 Static Classifiers 
The following issues may be considered when using static 
classifiers: 

0180 1. There can only be one class of treatment per 
application. There is no sense of individual users within 
the residence using the same service, but desiring differ 
ent levels of service. 

0181 2. Dynamic, commutative peer-to-peer applica 
tions cannot be easily captured. 

0182. 3. Applications with multiple flows between the 
same destinations cannot be easily differentiated. 

For applications like VoIP and video conferencing where the 
end points of a call may not be known a-priori, it is difficult to 
use a static classification scheme. 
0183 Below are several approaches to resolve these 
issues: 

0.184 a. Force the application to some well-known IP 
address that can be used for classification purposes. This 
is true of a multipoint videoconference service that 
leverages a centralized (ASP provided) MCU or a VoIP 
call that is destined for a PSTN gateway or conference 
bridge. In both these cases, a static classifier can be used. 
This same approach could be leveraged for on-net or 
point-to-point video calls. These calls could be routed to 
utilize an MCU, conference bridge, or PSTN gateway 
even though they are not required for any other reason 
other than classification. There are vendors in the mar 
ketplace that have developed proxy devices for this pur 
pose. This may be less resource efficient, however, than 
allowing the calls to flow point-to-point. 

0185. b. Classify based on protocol used. For example, 
classification based on the use of RTP could be used. 
Basing the classification on protocol alone, however, 
would enable other applications that use that same pro 
tocol to take advantage of QoS in the network without 
having to pay for it: Additionally, differentiation 
between application flows that use the same protocol 
may not be achieved (e.g., voice and video using RTP). 

0186 c. Rely on the CPE to mark packets. In this case 
the IP phone or video conference application emits 
packets marked with the proper diffserv code point so 
that the RG and BRAS can classify based on that mark 
ing. Any application choosing to mark their traffic, how 
ever, would be able to take advantage of QoS in the 
network without having to pay for it. 

0187 d. QoS aware Application Layer Gateway (ALG). 
Similar to the way ALGs have been developed for allow 
ing signals to traverse NPAT and firewalls by inspecting 
signaling messages, a QoS ALG may be created to 
inspect the signaling packets for SDP messages and to 
dynamically create classifiers during call setup. Given 
that initial signaling may be destined for a well known 
address, (SIP proxy) the ALG can be statically config 
ured to treat all RTP flows set up using a given SIP 
proxy—regardless of the actual communicating peers. 
As the ALG inspects the packets to modify the RG's 
firewall rules, it can also be used to modify the RG's 
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classification rules. Thus type of approach could be 
leveraged at the RG, where the number of sessions is 
Small, but may present Scaling issues if implemented in 
the BRAS. 

0188 e. Establish the classification information at call 
set up. This may require complex real time signaling 
mechanisms to be in place in the network to modify 
classifiers at call establishment and teardown. 

0189 Until a signaling approach is available, using an 
approach similar to that described in (a) appears to be the 
most reasonable from a technology and service offering per 
spective. A video conferencing ASP that does not provide 
centralized Media Control Unit (MCU) capabilities may only 
add limited value above that which is already available in the 
market. In the near term, most VoIP calls will likely be des 
tined for PSTN gateways, and this arrangement provides a 
simple way to classify. 
0190. Differentiating applications with multiple flows 
between the same destinations, is typically seen within (but is 
not limited to) commutative services, like video conferenc 
1ng. 
0191 These applications typically have multiple flows 
(control/signaling, audio, and video) associated with a single 
application, and there may be a desire to treat them differ 
ently. As long as they use different well-known IP addresses 
or protocol types, then a static classifier can be used. Unfor 
tunately, when the same protocol type is used (e.g., RTP for 
both audio and video) then there may not be a way to differ 
entiate those streams if they are both destined for the same IP 
interface (e.g., MCU). Below are three approaches to resolve 
this issue: 

0.192 a. Require applications to use separate IP inter 
faces that expect differentiated treatment. An MCU, for 
example, could define one IP interface for video and 
another for audio. This would enable separate classifi 
cation in the upstream and downstream direction in the 
RG and BRAS. Depending on the direction of the flow, 
either the source or destination can be used to match to 
the ASPS IP interfaces. 

0193 b. Rely on the application to mark packets. In this 
case, the videoconference application emits packets 
marked to the proper diffserv code point so that the RG 
and BRAS could classify based on that marking. As long 
as the packets are being transmitted to a well-known 
address, the classifier can use the combination of the 
DSCP and the destination IP. Given that there is a fixed 
IP address, no other applications would be able to utilize 
the QoS intended for this application. 

0194 c. Rely on knowledge of the actual RTP ports 
used by each of the flows to enable different treatments. 
This can be accomplished by statically assigning ports 
using a QoS ALG function as described above, or 
through the use of a signaling protocol. 

(0195 4.4.2 Queue Structure 
0196. As the number of applications requiring QoS 
increases, so does the complexity of managing them in the 
access network. Over time, as more and more ASPs deploy 
applications requiring QoS and bandwidth management, the 
likelihood that multiple applications will be running simulta 
neously within the CPN may increase. The complexity of 
managing these applications in a small number of queues 
with only three levels of precedence may become increas 
ingly difficult given that there may no longer be a well 
defined priority relationship among them. One approach 
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would be to increase the number of queue types and behav 
iors. Diffserv defines four assured forwarding (AF) classes 
each with three levels of drop precedence. The addition of 
multiple AF classes to a strict priority class (EF) and a low 
priority class (BE) already defined in the application frame 
work can provide more granularity in queue and application 
behavior. It is unlikely, however, that the number of queues 
can be scaled with the number of applications available. 
0.197 While a limited number of additional queues may be 
available, their expected behavior may become increasingly 
complex to describe. Unfortunately, to make use of these 
additional behaviors, applications must be able to define their 
requirements in a way that fits into this model. This becomes 
a challenge for two reasons: First, many applications do not 
understand that level of granularity and particularly will not 
understand what other applications will be vying for the DSL 
line resources. Secondly, describing the inter-queue or inter 
application behavior to ASPs so they can make use of these 
capabilities becomes more difficult as the number of queues 
increases without strictly defining the amount of resources 
reserved per queue. This difficulty is in part the result of how 
diffserv was designed. Diffserv was not defined with the 
intent of managing per application flow behavior. Rather, it 
was defined to manage aggregate flow behaviors in the core of 
the network. As the number of simultaneous applications 
increases in the CPN and access network, the use of diffserv 
without resource reservation breaks down. 

0198 Leveraging a resource reservation approach can 
provide a mechanism for managing increasing numbers of 
applications. The reservation scheme need not necessarily 
require signaling. At Subscription, time applications could 
reserve specific queues and could provide an intermediate 
Solution. Longer term, as the number of applications contin 
ues to grow, a more dynamic reservation of resources will be 
required. In the dynamic case, applications may be able to 
reserve specific queues for the duration of the application 
flow, which will be released when they are done. In doing so, 
admission control to the DSL resources can be provided in a 
way that the applications behavior can be more clearly 
described. Use of Resource Reservation Protocol (RSVP) 
would provide an example of the former case. While having 
been defined for some time, actual RSVP implementations 
are elusive due to its general complexity and Scaling limita 
tions. Admission control provides one way to provide an 
application dedicated resources or to provide an indication 
when resources are not available. While conceptually attrac 
tive, it remains unclear if the complexity of such an approach 
is feasible. 

Record Type Elements 

NSPSubscriber 
PPP Session 
Record 
970 

DSL Line ID 

NSPSubscriber ID 
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5. Reference Data Model 

0199. In this section a description of the data required in 
each of the functional domains of the architecture (Regional/ 
Access Network, RG, ASP.NSP, and subscriber) is presented. 
FIG. 8 illustrates a high level representation of the relation 
ships between the different domains in accordance with some 
embodiments of the present invention. Based on this abstract 
view of the domains involved in providing an end-to-end 
service, a data model can be constructed. 
0200 Dotted lines 1 and 2 illustrated in FIG. 8 indicate 
that information is exchanged between the modules not spe 
cifically discussed with respect to the interface reference 
model. The dashed lines illustrated in FIG. 8 indicate a physi 
cal connection and the solid lines illustrated in FIG. 8 indicate 
that information is exchanged within the scope of the inter 
face reference model. In particular, lines 1 and 2 illustrate 
exchanges between the subscriber and the NSP and ASP. 
respectively, when the Subscriber, for example, signs up for 
service. Line 3 illustrates the configuration of the RG by the 
Regional/Access Network. It will be understood that this may 
only be for the initial install. The ACS located with in the 
Regional/Access Network may handle all Subsequent con 
figuration changes. Line 4 illustrates the initiation of access 
sessions that are terminated in the DSL network. The ACS 
located with in the Regional/Access Network may commu 
nicate with the RG for configuration updates. Finally, lines 5 
and 6 of FIG. 8 illustrate communication between the NSP/ 
ASP and the DSL network that establishes a DSL connection. 
The ASP and NSP may also communicate bandwidth and 
QoS changes per session or application. 
0201 FIG. 9 depicts a UML model capturing the type of 
data used to Support bandwidth and QoS management in 
accordance with some embodiments of the present invention. 
This model is provided for illustration purposes only and is 
not intended to represent a complete deployment implemen 
tation, which may use a wider Scope of information beyond 
bandwidth and QoS. FIGS. 10 through 12 provide additional 
details within the main domains, in accordance with some 
embodiments of the present invention, and are described 
below. The remainder of this section provides a detailed 
description of the data records and attributes captured in the 
presented UML model. 
0202) 5.1 Subscriber Maintained Data 
0203 The following data elements are maintained at Sub 
scriber Premises (this record is maintained by the sub 
scriber it could be stored on a PC or any other storage 
device/media) in accordance with some embodiments of the 
present invention: 

Description 

The subscribers need to know their 

DSL line ID, NSPSubscriber ID and 
NSPSubscriber Password for accessing their 
NSP networks. Only a single NSP PPP session 
record can exist. 

DSL Line ID is a unique identifier for the DSL 
line. Currently the TN is used as such an 
identifier. 

This ID is used for accessing the NSP networks. 

Source 

DSL Line ID is provided 
by the Regional Access 
Network Provider at 
Subscription time. 
Assigned by the NSP at the 
time of subscription 
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Record Type 

Personal 
NSPSubscriber 
PPP Session 
Record 
974 

ASPSubscriber 
PPP Session 
Record 
972 

User Account 
Record 
976,978,980 

0204 
0205 

Elements 

NSPSubscriber Password 

DSL Line ID 
PersonalNSPSubscriber ID 

PersonalNSPSubscriber 
Password 

DSL Line ID 
ASPSubscriber ID 

ASPSubscriber Password 

User ID 

User Password 

5.2 Routing Gateway 
Routing Gateway is a customer premises functional 
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-continued 

Description 

Subscriber Password is initially set by the NSP. 
later it can be changed by the Subscriber. It is 
used together with the NSPSubscriber ID to 
access the NSP networks. 
The subscribers need to know their 
DSL line ID, PersonalNSPSubscriber ID and 
Personal NSPSubscriber Password for accessing 
their Personal NSP network. Multiple records 
can exist. 
As defined above 
This ID is used for accessing the Personal NSP 
networks. 

It is used together with the 
PersonalNSPSubscriber ID to access the PNSP 
networks. 

The subscribers need to know their 
DSL line ID, ASPSubscriber ID and 
ASPSubscriber Password for accessing their 
ASP services. For each application they 
Subscribe to, they need to maintain their User ID 
and Password. Only one ASP PPP session record 
can exist. 
As defined above 
This ID is used for accessing the ASP networks. 

It is used together with the ASPSubscriber ID to 
access the ASP networks. 

This record is maintained by userfusers of 
Services provided over the Regional Access 
Network. A user account is tied to a subscriber 
account. Multiple user accounts can be 
associated with a single Subscriber account. 
Note: 
There is one or multiple User Account Record 
under each of the NSPSubscriber PPP Session 
Record. Personal NSPSubscriber PPP Session 
Record, and ASPSubscriber PPP Session Record. 
This ID is used for accessing the given service. 

It is used together with the User ID to access a 
given service. 

the CPN) in conjunction with non-PPP encapsulated IP 
(bridged) sessions); network Address Port Translation 
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Source 

Initially assigned by the 
NSP at Subscription time. 
Can be changed by the 
subscriber. 

As defined above 
Assigned by the Personal 
NSP at the time of 
Subscription. 
Initially assigned by the 
PNSP at the time of 
Subscription. Can be 
changed by the Subscriber. 

As defined above 
Provided by ASP at the 
time of subscription 
Initially assigned by ASP 
at the time of subscription. 
Can be changed by the 
subscriber. 
Created at the time of 
subscription to ASP 
services 

Assigned by a given ASP 
to a particular user at the 
time subscription 
Initially assigned by a 
given ASP to a particular 
user at the time of 
Subscription. Can be 
changed by the Subscriber. 

element that provides IP routing and QoS capabilities. The 
main functions of the RG may include one or more of: IP 
routing between the CPN and the Access Network; multi 
user, multi-destination Support (Multiple simultaneous 
PPPoE sessions (started from the RG or from devices inside 

Record Type Elements 

Routing 
Gateway Record 
902 

Description 

Routing Gateway Record is maintained by RG. 

(NAPT); PPPoE pass though; multiple queues with schedul 
ing mechanism; and/or IP QoS. 
0206. The following data elements are maintained at the 
RG in accordance with some embodiments of the present 
invention: 

Source 

It is initialized with the initial 
configuration by the manufacturer 
or configured by the user during the 
install process. The ACS can also 
update this record during and after 
the initial install. 
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Record Type Elements 

DSL Line ID 
DSL Sync Rate 

NSP PPP 
Session Record 
904 

NSPSubscriber ID 

NSPSubscriber Password 

Session Classifier 

Scssion Priority 

Session Bandwidth 

ASP PPP 
Session Record 
906 

ASPSubscriber ID 

ASPSubscriber Password 

Session Classifier 

Session Priority 

Session Bandwidth 

Application 
Flow Record 
910 

Flow Classifier 

Flow Priority 

Flow Bandwidth 
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Description 

As defined above 
DSL Sync Rate is the current physical layer 
synch rate of the DSL line. This record 
includes both upstream and downstream 
metrics. It also includes what is the maximum 
obtainable synch rate 
NSP PPP Session Record is maintained by the 
RG to store information specific to the 
community NSP access session. This session is 
aunched by the RG and provides the CPN with 
a default route. Only one community NSP 
record can exist. 
This ID is used for accessing 
networkS. 

t is used together with the Subscriber ID to 
access the DSL and NSP networks. 

he DSL and NSP 

This parameter contains classification 
parameters to identify the NSP PPP session 
(i.e. Ethertype and FQDN). 
Optional - Indicates the priority level of the 
NSP PPP connection relative to the other PPP 
sessions present - only required if DSL 
bandwidth is shared across PPP sessions and 
need to establish a priority relationship across 
he PPP Sessions 
The Session Bandwidth contains information 
about the maximum bandwidth assigned to this 
NSP PPP access Session. 
ASP PPP Session Record is maintained by the 
RG to store information specific to the ASP 
access session. This PPP session is launched 
by the RG and receives routes, via RIP, to the 
ASP network. Only one ASP record can exist. 
This ID is used for accessing the ASP network 
(and potentially ASP applications although the 
RG would not be involved). 
t is used together with the ASPSubscriber ID 
o access the Regional Access Network, (and 
potentially ASP applications although the RG 
would not be involved) 
This parameter contains classification 
parameters to identify the ASP PPP session 
(i.e. Ethertype and FQDN). 
Optional - Indicates the priority level of the 
ASP PPP connection relative to the other PPP 
sessions present - only required if DSL 
bandwidth is shared across PPP sessions and 
need to establish a priority relationship across 
he PPP Sessions 
The Session Bandwidth contains information 
about the maximum bandwidth (upstream and 
downstream) assigned to this ASP PPP access 
session. 
The Application Flow Record is maintained 
by the RG for each application service that 
Subscriber or users of the DSL line subscribe 
o. It is used to store application specific data. 
Multiple application records can exist. 
Flow Classifier contains classification 
parameters to identify the application flow (IP 
5 tuple). 
indicates the priority level of the application 
within the ASP PPP connection. This 
parameter indicates the treatment of the 
application flow (what queue it should be 
placed in) as well as any marking requirements 
(DSCP). 
Flow Bandwidth parameter is assigned to the 
given application based on the negotiated value 
between the ASP and the Regional/Access 
Network. It indicates the maximum upstream 
and downstream bandwidth. It is used by the 
RG to shape and police the application flow. 

Source 

As defined above 
It is populated by RG during modem 
training. 

Assigned by NSP at Subscription 
time. 
NSPSubscriber Password is initially 
set by the NSP, later it can be 
changed by the Subscriber. 
This value is populated based on 
configuration data received from the 
ACS. 
This value is populated based on 
configuration data received from the 
ACS. 

This value is initialized based on a 
default value or on the Profile Data 
received from the ACS. 

Assigned by ASP at Subscription 
time 

Initially set by the ASP, later it can 
be changed by the Subscriber 

This value is populated based on 
configuration data received from the 
ACS. 
This value is populated based on 
configuration data received from the 
ACS. 

This value is populated based on 
configuration data received from the 
ACS. 

This value is populated based on 
configuration data received from the 
ACS. 
This value is populated based on 
configuration data received from the 
ACS. 

This value is populated based on 
configuration data received from the 
ACS. 
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-continued 

Record Type Elements Description Source 

Personal NSP Personal NSP PPP Session Record is 
PPP Session maintained by the RG to store information 
Record specific to the Personal NSP access session. 
908 Multiple records can exist. 

Session Classifier This parameter contains classification This value is populated based on 
parameters to identify the PNSP PPP session configuration data received from the 
(i.e. Ethertvpe and FQDN). ACS. 

Session Priority Optional - Indicates the priority level of the This value is populated based on 
PNSP PPP connection relative to the other PPP configuration data received from the 
sessions present - only required if DSL ACS. 
bandwidth is shared across PPP sessions and 
need to establish a priority relationship across 
the PPP Sessions. 

Session Bandwidth The Session Bandwidth contains information This value is populated based on 
about the maximum bandwidth assigned to the configuration data received from the 
PNSP access service. ACS. 

0207 5.3 Regional/Access Network tightly coupling traffic-engineering capabilities of the 
0208. The primary function of the Regional/Access Net 
work is to provide end-to-end data transport between the 
customer premises and the NSP or ASP. The Regional/Access 
Network may also provide higher layer functions, such as 
QoS and bandwidth management. QoS may be provided by 

Regional Network with the capabilities of the BRAS. 
0209. The following data elements are maintained at the 
Regional/Access Network in, for example, a Regional/Ac 
cess Network Record 920 in accordance with some embodi 
ments of the present invention: 

Record Type Elements 

DSL Line Record 
922 

DSL Line ID 
DSL Sync Rate 

NSP PPP Session 
Record 
926 

SP ID 

Session Classifier 

Session Priority 

Session Bandwidth 

Description 

The DSL line record is maintained in the 
Regional Access Network and is unique to 
each DSL line. It maintains data specific to 
a DSL line and the sessions that traverse it. 
As defined above 
DSL Sync Rate is the current physical 
layer synch rate of the DSL line. This 
record includes both upstream and 
downstream metrics. It also includes what 
are the maximum obtainable data rates in 
either direction. 

NSP PPP Session Record is maintained by 
he Regional Access Network to store 
information specific to the community NSP 
PPP access sessions. The NSP access 
record is tied to the DSL Line Record. 

Only one can exist. 
Uniquely identifies the NSP that the 
subscriber has a relationship with. Used to 
cross reference users to NSPs who make 
urbof QoS requests. 

(i.e. Ethertype and FQDN). 
Optional - Indicates the priority level of the 
NSP PPP connection relative to the other 
PPP sessions present - only required if 
DSL bandwidth is shared across PPP 

sessions and need to establish a priority 
relationship across the PPP sessions 

The Session Bandwidth contains 
information about the maximum bandwidth 
(upstream and downstream) assigned to this 
NSP PPP session. 

Source 

As defin ed above 
This data is obtained from the 
DSLAM EMS and the RG 

Assigne 

Subscrip 
business 
wholesa 
sold to 

by the 
Regional Access Network 
Provider when a wholesale 
relationship is established with 
he NSP 

This parameter contains classification Provided by the NSP at 
parameters to identify the NSP PPP session subscription time. 

The Regional/Access Network 
Provider initializes this value at 

ion time based on the 

model and type of 
e access that is being 
he NSP and its 

relationship to the ASP or the 
PNSP sessions. 

This value is set by the NSP. 
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-continued 

Record Type Elements Description 

PersonaNSP PPP PersonalNSP PPP Session Record is 
Session Record maintained by the Regional Access 
930 Network to store information specific to the 

Personal NSP PPP access sessions. 
Multiple records can exist. 

SP ID As defined above 
Session Classifier This parameter contains classification 

parameters to identify the PNSP PPP 
session (i.e. Ethertype and FQDN). 
Optional - Indicates the priority level of the 
PNSP PPP connection relative to the other 
PPP sessions present - only required if 
DSL bandwidth is shared across PPP 
sessions and need to establish a priority 
relationship across the PPP sessions 

Session Priority 

Session Bandwidth. The Session Bandwidth contains 
information about the maximum bandwidth 
(upstream and downstream) assigned to this 
PNSP PPP session. 

ASP PPP Session ASP PPP Session Record is maintained by 
Record the Regional Access Network to store 
928 information specific to the ASP PPP 

Session. The ASP PPP Record is tied to the 
DSL Line Record. Only one ASP record 
can exist. 

SP ID As defined above 
Session Classifier This parameter contains classification 

parameters to identify the ASP PPP session 
(i.e. Ethertype and FQDN). 
Optional - Indicates the priority level of the 
ASP PPP connection relative to the other 
PPP sessions present - only required if 
DSL bandwidth is shared across PPP 
sessions and need to establish a priority 
relationship across the PPP sessions 

Session Priority 

Session Bandwidth. The Session Bandwidth contains 
information about the maximum bandwidth 
(upstream and downstream) assigned to this 
ASP PPP session. 

Application Flow The Application Flow Record contains 
Record specific details about an application within 
932 he ASP session. This record is tied to the 

ASP account record. Many application 
records can be associated with an ASP 
account record. 
Flow Classifier contains classification 
parameters to identify the application flow 
(IP 5 tuple). It is used by the BRAS & the 
RG. 
indicates the priority level of the 
application within the ASP PPP connection. 
This parameter indicates the treatment of 
he application flow (what queue it should 
be placed in) as well as any marking 
requirements (DSCP). It is used by the 
BRAS and the RG 

Flow Classifier 

Flow Priority 

Source 

As defined above 
Provided by the NSP at 
Subscription time. 

The Regional Access Network 
Provider initializes this value at 
Subscription time based on the 
business model and type of 
wholesale access that is being 
sold to the NSP and its 
relationship to the ASP or the 
PNSP sessions. Assigned by 
PNSP and passed to 
Regional Access network via 
NNI message interface. 
This value is initially set by the 
PNSP, 

As defined above 
Provided by the ASP at 
Subscription time 

The Regional Access Network 
Provider initializes this value at 
Subscription time based on the 
business model and type of 
wholesale access that is being 
sold to the NSP and its 
relationship to the ASP or the 
PNSP sessions. Assigned by 
ASP and passed to 
Regional Access network via 
NNI message interface. 
This value is initially set by the 
Regional Access Network 
Provider, but could be modified 
by individual ASPs that request 
more bandwidth for their 
application. An alternative 
model is that this value is set to 
he max value initially and ASPs 
only affect their allotment of 

Values provided by the ASP. 

Provided by the ASP. 
Regional Access Network 
Provider provides available 
options to select. 

bandwidth within the PPP session. 
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Record Type Elements 

Flow Bandwidth 

Service Provider 

17 

-continued 

Description 

Flow Bandwidth parameter is assigned to 
he given application based on the 
negotiated value between the ASP and the 
Regional Access Network. It indicates the 
maximum upstream and downstream 
bandwidth. It is used by the BRAS & the 
RG to shape and police the application 
OW. 

The service Provider Record is used to 
authenticate service providers (NSPs, 
ASPs) who wish to query the 
Regional Access Network for information 
and make bandwidth and or QoS requests. 

Used to authenticate this service provider 
ogether with SP ID when connecting to 
he Regional Access Network. 
Represents what records the SP has access 
o (DSL line records can it make 
queries/modifications to) 
Stores billing data for wholesale access to 
Turbo and QoS controls 

Record 
924 

SP ID As defined above 
SP Credentials 

Authorization 

CDR Data 

0210 5.4 Application Service Provider 
0211. The Application Service Provider (ASP) is defined 

Source 

These values are provided by 
the ASP to meet the needs of the 
application. 

As defined above 
Assigned by the 
Regional Access Network 
Provider 
Assigned by the 
Regional Access Network 
Provider 
This data is generated by the 
Regional Access Network 
Provider 
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software or CPE; and/or a contact point for all subscriber 

as a Service Provider that shares a common infrastructure 
provided by the Regional/Access Network and an IP address 
assigned and managed by the Regional Network Provider. In 
particular embodiments of the present invention, the ASP 
provides one or more of application services to the subscriber 
(gaming, video, content on demand, IP Telephony, etc.); ser 
Vice assurance relating to this application service; additional 

problems related to the provision of specific service applica 
tions and any related subscriber software. However, the ASP 
may not provide or manage the assignment of IP address to 
the subscribers. 

0212. The following data elements may be maintained at 
the ASP in accordance with some embodiments of the present 
invention: 

Record Type Elements 

ASF Record 
960 

ASP ID 

ASP Subscriber 
Record 
962 

ASP Credentials 

DSL Line ID 
ASPSubscriber ID 

ASPSubscriber Password 

Description 

ASP Record is maintained by each service provider. 
This record contains the service provider's name, 
password, and other related information that 
identifies this unique ASP and is used to 
communicate with Regional Access Network 
Provider. 
Used to uniquely identity an ASP that has a business 
relationship with Regional/Access Network 
Provider. 

Used to authenticate an ASP together with ASP ID 
when a service session is established with a 
Regional Access Network Provider. 

ASP Subscriber Record is maintained by ASP that 
provides the application service. This record 
uniquely identifies the subscriber and service related 
data. 
As defined above 
This ID is used for accessing the DSL and ASP 
networks. 
It is used together with the ASPSubscriber ID to 
access the ASP application. 
Note: The ASP Subscriber ID and Password are 
only used by ASP for its own purpose and will not 
be used or referenced by Regional Access Network 
for authentication purpose. It is just for maintaining 
ASP data integrity. 

Source 

Assigned by 
Regional Access Network 
Provider at the time of 
connecting the ASP to the 
ASP network. 
Assigned by 
Regional Access Network 
Provider at the time of 
connecting the ASP to the 
ASP network. 

As defined above 
Assigned by the ASP at the 
time of Subscription. 
Assigned by the ASP at the 
time of Subscription. 
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Record Type Elements 

Session Classifier 

Scssion Priority 

Session Bandwidth 

Application Flow 
Control Record 
966 

Flow Classifier 

Flow Priority 

Flow Bandwidth 

ASPUser Account 
964 

User ID 

User Password 

18 

-continued 

Description 

Local copy of Regional/Access Network ASP PPP 
Session Classification info. 

Local copy of Regional/Access Network ASP PPP 
Session Priority info. 

Local copy of the Regional/Access Network ASP 
PPP Session Bandwidth Info. 

This record is maintained by the ASP and used to 
store application specific information Such as 
bandwidth arrangement and QoS settings. This 
record is tied to the ASP bandwidth Record. 
Multiple Application Record can be associated with 
one single ASP bandwidth record. 
Flow Classifier contains classification parameters 
o identify the application flow (IP 5 tuple). It is 
used by the BRAS & the RG. 
indicates the priority level of the application within 
he ASP PPP connection. This parameter indicates 
he treatment of the application flow (what queue it 
should be placed in) as well as any marking 
requirements (DSCP). It is used by the BRAS and 
he RG 
Flow Bandwidth parameter is assigned to the given 
application based on the negotiated value between 
he ASP and the Regional Access Network Provider. 
t indicates the maximum upstream and downstream 
bandwidth. It is used by the BRAS & the RG to 
shape and police the application flow. 
This record is maintained by the ASP. An ASP user 
account is tied to an ASP subscriber account. 
Multiple user accounts can be associated with a 
single Subscriber account. 
This ID is used for accessing the given service. 

It is used together with the User ID to access a 
given service. 
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Source 

Acquired from the 
Regional Access Network 
through the ANI interface. 
Acquired from the 
Regional Access Network 
through the ANI interface. 
Acquired from the 
Regional Access Network 
through the ANI interface. 

Values provided by the ASP. 

Provided by the ASP. The 
Regional Access Network 
Provider specifies available 
options to select. 

These values are provided 
by the ASP to meet the 
needs of the application. 

Assigned by a given ASP to 
a particular user. 
User Password is initially 
assigned by an ASP. Can be 
changed by the user. 

0213 5.5 Network Service Provider 
0214) The Network Service Provider (NSP) is defined as a 
Service Provider that requires extending a Service Provider 
specific Internet Protocol (IP) address. This is the typical 
application of conventional DSL service. The NSP owns and 
procures addresses that they, in turn, allocate individually or 
in blocks to their subscribers. The subscribers are typically 
located in Customer Premises Networks (CPNs). The NSP 
service may be subscriber-specific, or communal when an 
address is shared using NAPT throughout a CPN. The NSP 
may include Internet Service Providers (ISPs) and Corporate 

Record Type Elements Description 

Service Providers (CSPs); may be responsible for overall 
service assurance; may provide CPE, or software to run on 
customer-owned CPE, to support a given service; may pro 
vide the customer contact point for any and all customer 
related problems related to the provision of this service; and/ 
or may authenticate access and provides and manages the 
assignment of IP address to the subscribers. 
0215. The following data elements are maintained at the 
NSP in accordance with some embodiments of the present 
invention: 

Source 

NSP Record 

940, 950 

NSP ID 

NSP Record is maintained by each NSP. This 
record contains the service provider's name, 
password, and other related information that 
identifies this unique service provider and is 
used communicate with access NSP. 

requests 

Uniquely identifies the NSP that the subscriber 
has a relationship with. Used to cross 
reference users to NSPs who make turbof QoS 

Assigned by Regional Access 
Network Provider at the time 
of connecting the NSP. 
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Record Type Elements 

NSP Credentials 

NSP Subscriber 

19 

-continued 

Description 

Used to authenticate this NSP together with 
NSP ID when a service session is established 
with a DSL access network for requesting a 
network Service. 
NSP Subscriber Record is maintained by NSP 

Aug 

Source 

Assigned by Regional Access 
Network Provider at the time 
of connecting the NSP. 
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Record that provides the network service. This record 
942,952 uniquely identifies the subscriber and service 

related data. 
DSL Line ID As defined above As defined above 
NSPSubscriber ID This ID is used for accessing the DSL and Assigned to a DSL subscriber 

NSP networks. by the NSP. 
NSPSubscriber Password It is used together with the NSPSubscriber ID Assigned by the ASP at the 

o access the NSP application. time of Subscription. 
Note: The NSP Subscriber ID and Password 
are only used by NSP for its own purpose and 
will not be used or referenced by 
Regional Access Network for authentication 
purpose. It is just for maintaining the NSP data 
integrity. 

Session Classifier Local copy of Regional/Access Network NSP Acquired from the 
PPP Session Classification info Regional Access Network 

through the NNI interface. 
Session Priority Local copy of Regional/Access Network NSP Acquired from the 

PPP Session Priority info. Regional Access Network 
through the NNI interface. 

Session Bandwidth Local copy of the Regional Access Network Acquired from the 
ASP PPP Session Bandwidth Info. Regional Access Network 

through the NNI interface. 
NSPUser Account This record is maintained by the NSP. A NSP 
944,954 user account is tied to an NSP subscriber 

account. Multiple user accounts can be 
associated with a single Subscriber account. 

User ID This ID is used for accessing the given service. Assigned by a given NSP to a 
particular user. 

User Password User Password is initially 
assigned by a NSP. Can be 
changed by the user. 

6. Reference Interface Specification and Detailed Message 
Flow 

0216. This interface reference specification defines an 
interface between the Regional/Access Network and a Net 
work Service Provider (NSP), a Personal NSP (PNSP), and an 
Application Service Provider (ASP) as well as an interface 
between the Regional/Access Network and Routing Gateway 
(RG) for enabling the NSP/PNSP/ASP to utilize the band 
width and QoS management capabilities provided by the 
Regional/Access Network in their NSP/PNSP/ASP applica 
tions, in accordance with some embodiments of the present 
invention. 
0217 6.1 Interface Between RG and Regional/Access 
Network 
0218. This section defines the messaging interface 
between the Regional/Access 
0219 Network and the Routing Gateway, in accordance 
with some embodiments of the present invention. This inter 
face does not define any message for RG or ACS authentica 
tion assuming both of them are part of the DSL Network 
infrastructure. 

1. UpdateSessionBandwidth Info(DSL Line ID, SP ID, 
Session Classifier, Session Priority, Session Bandwidth) 
0220. This message is sent from the Regional/Access Net 
work to a specified RG (via ACS) as a notification when new 
bandwidth and QoS information for a PPP session becomes 

available. The bandwidth and QoS related parameters include 
Session Classifier, Session Priority, and Session Band 
width. These parameters will be stored in the NSP PPP Ses 
sion Record, PNSP PPP Session Record, or ASP PPP Session 
Record depending on the SP ID. These session records are 
defined in the DSL Data Reference Model. 
DSL Line ID: Subscriber's line identification. 
SP ID: The identifier of service provider requesting for ser 
vice. The service provider can only be NSP, PNSP, or ASP. 
Session Classifier: PPP session classifier. 
Session Priority: Session priority indicator. 
Session Bandwidth: Bandwidth data including upstream 
bandwidth and downstream bandwidth. 

2. UpdateSession Bandwidth Ack(DSL Line ID, SP ID) 
0221) This message is sent from the RG to the Regional/ 
Access Network (via ACS) as an acknowledgement of receiv 
ing the update session bandwidth information notification. 
DSL Line ID: Subscriber's line identification. 
SP ID: The identifier of service provider requesting for ser 
vice. The service provider can only be NSP, PNSP, or ASP. 

3. Update AppFlow Control Info(DSL Line ID, 
Flow Classifier, Flow Priority, Flow Bandwidth) 
0222. This message is sent from the Regional/Access Net 
work to a specified RG (via ACS) as a notification of new 
bandwidth and QoS info for application flow becoming avail 

SP ID, 
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able. The parameters including Flow Classifier, Flow Prior 
ity, and Flow Bandwidth will replace the existing data stored 
in the Application Flow Control Record defined in the 
Regional/Access Data Reference Model. 
DSL Line ID: Subscriber's line identification. 
SP ID: The identifier of service provider requesting for ser 
vice. The service provider can only be NSP PNSP or ASP. 
Flow Classifier: Application flow classifier. 
Flow Priority: Priority queue indicator. 
Flow Bandwidth: Flow bandwidth information for shaping 
and policing. 

4. Update AppFlow Control Ack(DSL Line ID, SP ID) 
0223) This message is sent from the RG to the Regional/ 
Access Network (via ACS) as an acknowledgement of receiv 
ing the update application flow control info notification. 
DSL Line ID: Subscriber's line identification. 
SP ID: The identifier of service provider requesting for ser 
vice. The service provider can only be NSP PNSP or ASP. 

5. UpdateSessionBandwidth Request(DSL Line ID, SP ID) 
0224. This message is sent from the RG to the Regional/ 
Access Network (via ACS) as a request for obtaining the PPP 
session level of the bandwidth and QoS settings stored at the 
Regional/Access Network for the specified subscriber line. 
DSL Line ID: Subscriber's line identification. 
SP ID: The identifier of service provider requesting for ser 
vice. The service provider can only be NSP PNSP or ASP. 

6. UpdateSessionBandwidthResponse(DSL Line ID, 
SP ID, Session Classifier, Session Priority, Session Band 
width, Return Code) 
0225. This message is sent from the Regional/Access Net 
work to the RG (via ACS) as a response for getting the PPP 
session level of the bandwidth and QoS settings request. 
DSL Line ID: Subscriber's line identification. 
SP ID: The identifier of service provider requesting for ser 
vice. The service provider can only be NSP PNSP or ASP. 
Session Classifier: PPP session classifier. 
Session Priority: Session priority indicator. 
Session Bandwidth Session bandwidth information includ 
ing upstream bandwidth and downstream bandwidth. 
Return Code: Return code from the Regional/Access Net 
work, indicating if the request is accomplished Successfully. 

7. Update AppFlow ControlRequest(DSL Line ID, SP ID) 
0226. This message is sent from the RG to the Regional/ 
Access Network (via ACS) as a request for obtaining the 
application flow level of the bandwidth and QoS settings 
stored at the Regional/Access Network for the specified sub 
scriber line. 
DSL Line ID: Subscriber's line identification. 
SP ID: The identifier of service provider requesting for ser 
vice. The service provider can only be NSP PNSP or ASP. 

8. Update AppFlow ControlResponse(DSL Line ID, SP ID, 
Flow Classifier, Flow Priority, Flow Bandwidth, Return 
Code) 
0227. This message is sent from the Regional/Access Net 
work to the RG (via ACS) as a response for getting the 
application flow level of the bandwidth and QoS settings 
request. 
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DSL Line ID: Subscriber's line identification. 
SP ID: The identifier of service provider requesting for ser 
vice. The service provider can only be NSP, PNSP, or ASP. 
Flow Classifier: Application flow classifier. 
Flow Priority: Priority queue indicator. 
Flow Bandwidth: Flow bandwidth information for shaping 
and policing. 
Return Code Return code from the DSL Network, indicating 
if the request is accomplished successfully. 
0228 6.2 Interface Between Regional/Access Network 
and ASP 
0229. This section defines the messaging interface 
between the Regional/Access Network and the Application 
Service Providers, in accordance with some embodiments of 
the present invention. 

1. EstablishServiceSessionRequest (SP ID, SP Credentials) 

0230. This message is sent from an ASP to the Regional/ 
Access Network as a request for establishing a communica 
tion session. All the ASPs need to be authenticated by the 
Regional/Access Network before the network bandwidth and 
QoS service capabilities can be accessed. With this request, 
the ASP can specify a life span of this session by providing a 
life span parameter that could be imbedded in the SP Cre 
dentials. When the specified life span expires, the ASP must 
resend this request to establish a new service session. 
SP ID: Service Provider Identification. SP Credentials: Ser 
vice Provider Credentials. 

2. EstablishServiceSessionResponse 
Return Code) 
0231. This message is sent from the Regional/Access Net 
work to the service provider as a response for the communi 
cation session establishment request. The Regional/Access 
Network returns an authorization code indicating what Ser 
vices and resources are authorized for the service provider to 
aCCCSS, 

Authorization: Authorization code indicating what Regional/ 
Access Network resources is authorized for the service pro 
vider to access. 
Return Code: Return code from the Regional/Access Net 
work, indicating if the request is accomplished Successfully. 

(Authorization, 

3. Create AppElow ControlRecordRequest (Authorization, 
DSL Line ID, SP ID, 

Flow Classifier, Flow Priority, Flow Bandwidth) 
0232. This message is sent from an ASP to the Regional/ 
Access Network as a request for creating an application spe 
cific flow control record defined as Application Flow Control 
Record in DSL Data Model. The initial settings are provided 
with Flow Classifier, SP ID, Flow Priority, and Flow 
Bandwidth. 
Authorization: Authorization code obtained when the service 
session is established. 
DSL Line ID: Subscriber's line identification. 
SP ID: The identifier of service provider requesting for ser 
vice. The service provider can only be ASP. 
Flow Classifier: 5-tuple (source IP address, source port, des 
tination IP address, destination port, protocol type) identify 
ing a unique application flow. 
Flow Priority: Priority queue setting 
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Flow Bandwidth: Flow bandwidth information for shaping 
and policing. 

4. Create AppElow ControlRecordResponse (DSL Line ID, 
Return Code) 

0233. This message is sent from the Regional/Access Net 
work to the ASP as a response for the creation of the appli 
cation flow control record request. 
DSL Line ID: Subscriber's line identification. 
Return Code: Return code from the Regional/Access Net 
work, indicating if the request is accomplished Successfully. 

5. Delete AppFlow ControlRecordRequest (Authorization, 
DSL Line ID, SP ID, Flow Classifier) 

0234. This message is sent from an ASP to the Regional/ 
Access Network as a request for deleting an Application Flow 
Control Record defined in DSL Data Model. 
Authorization: Authorization code obtained when the service 
session is established. 

DSL Line ID: Subscriber's line identification. 
SP ID: The identifier of service provider requesting for ser 
vice. The service provider can only be ASP. 
Flow Classifier: Identifier of an application flow. 

6. Delete AppFlow ControlRecordResponse (DSL Line ID, 
Return Code) 
0235. This message is sent from the Regional/Access Net 
work to the ASP as a response for the deletion of the appli 
cation flow control record request. 
DSL Line ID: Subscriber's line identification. 
Return Code: Return code from the Regional/Access Net 
work, indicating if the request is accomplished Successfully. 

7. Change AppFlow ControlRequest (Authorization, DSL 
Line ID, SP ID, Flow Classifier, Flow Priority, Flow 
Bandwidth) 

0236 An ASP can send this message to the Regional/ 
Access Network as a request for changing the Priority and 
Shaping Data defined in the Application Flow Control Record 
of the DSL Data Model. 
Authorization: Authorization code obtained when the service 
session is established. 

DSL Line ID: Subscriber's line identification. 
SP ID: The identifier of service provider requesting for ser 
vice. The service provider should be an ASP. 
Flow Classifier: Application traffic flow identifier. 
Flow Priority The application priority queue indicator for 
replacing the existing settings. 
Flow Bandwidth: Flow bandwidth information for replacing 
the existing settings. 

8. Change AppFlow ControlResponse 
Return Code) 
0237. This message is sent from the Regional/Access Net 
work to the service provider as a response for the bandwidth 
change request. A Return Code is sent back indicating 
whether the change is successful. 

(DSL Line ID, 
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DSL Line ID: Subscriber's line identification. 
Return Code: Return code from the Regional/Access Net 
work, indicating if the request is accomplished Successfully. 

9. Query AppFlow ControlRequest (Authorization, DSL Li 
ne ID, SP ID, Flow Classifier) 
0238 An ASP can send this message to the Regional/ 
Access Network as a request for querying the application 
specific priority and shaping information contained in the 
Application Flow Control Record. 
Authorization: Authorization code obtained when the service 
session is established. 
DSL Line ID: Subscriber's line ID. 
SP ID: Identifier of the service provider requesting for band 
width and priority information. 
Flow Classifier: Identifier of an application flow. 

10. Query AppFlow ControlResponse (DSL Line ID, Flow 
Classifier, Flow Priority, Flow Bandwidth, Return Code) 
0239. This message is sent from the Regional/Access Net 
work to the service provider as a response for the bandwidth 
info request. The bandwidth data record is returned. 
DSL Line ID: Subscriber's line identification. 
Flow Classifier: Identifier of an application flow. 
Flow Priority: Current priority queue setting. 
Flow Bandwidth: Current bandwidth setting for shaping and 
policing. 
Return Code: Return code from the Regional/Access Net 
work, indicating if the request is accomplished Successfully. 

11. QuerySessionBandwidth Request (Authorization, DSL 
Line ID, SP ID) 
0240 An ASP. can send this message to the Regional/ 
Access Network as a request for querying the PPP session 
bandwidth and priority information associated with the speci 
fied DSL Line ID. The data is stored in ASP PPP Session 
record defined in the DSL Data Model. 
Authorization: Authorization code obtained when the service 
session is established. 
DSL Line ID: Subscriber's line ID. 
SP ID: Identifier of the service provider requesting for band 
width and priority information. 

12. QuerySession Bandwidth Response (DSL Line ID, Ses 
sion Classifier, Session Priority, Session Bandwidth) 
0241 This message is sent from the Regional/Access Net 
work to the service provider as a response for the bandwidth 
info request. The bandwidth data record is returned. 
DSL Line ID: Subscriber's line identification. 
Session Classifier: PPP session classifier used to identify 
PPP Session traffic flow. 
Session Priority: Current Priority queue setting. 
Session Bandwidth: Current session bandwidth setting. 

13. TerminateServiceSessionRequest (SP ID, Authoriza 
tion) 
0242. This message is sent from an ASP to the Regional/ 
Access Network as a request for terminating a communica 
tion session. 
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SP ID: Service Provider Identification. 

0243 Authorization: Authorization code indicating what 
Regional/Access Network resources is authorized for the ser 
Vice provider to access. 

14. TerminateServiceSessionResponse Return Code) 
0244. This message is sent from the Regional/Access Net 
work to the service provider as a response for the communi 
cation session termination request. 

SP ID: Service Provider Identification. 

0245 Return Code: Return code from the Regional/Ac 
cess Network, indicating if the request is accomplished suc 
cessfully. 
0246 
and NSP 
0247 This section defines the messaging interface 
between the Regional/Access Network and Network Service 
Provider, in accordance with some embodiments of the 
present invention. 

6.3 Interface Between Regional/Access Network 

1. Establish ServiceSessionRequest (SP Credentials) 
0248. This message is sent from a NSP to the Regional/ 
Access Network as a request for establishing a communica 
tion session. The NSPs need to be authenticated by the 
Regional/Access Network before the network bandwidth and 
QoS service capabilities can be accessed. With this request, 
the NSP can specify a life cycle of this session by providing a 
life span parameter imbedded in the SP Credentials. When 
the specified life span expires, the NSP must resend this 
request to establish a new service session. 

SP ID: Service Provider Identification. 

SP Credentials: Service Provider Credentials. 
2. EstablishServiceSessionResponse (Authorization, 
Return Code) 
0249. This message is sent from the Regional/Access Net 
work to the service provider as a response for the communi 
cation session establishment request. The Regional/Access 
Network returns an authorization code indicating what Ser 
vices and resources are authorized for the service provider to 
aCCCSS, 

Authorization: Authorization code indicating what Regional/ 
Access Network resources is authorized for the service pro 
vider to access. 
Return Code: Return code from the Regional/Access Net 
work, indicating if the request is accomplished Successfully. 

3. ChangeSessionBandwidth Request (Authorization, DSL 
Line ID, SP ID, Session Classifier, Session Priority, Ses 
sion Bandwidth) 
0250 A NSP can send this message to the Regional/Ac 
cess Network as a request for changing the PPP session band 
width and priority information associated with the specified 
DSL Line ID. The data is stored in the NSP PPP Session 
Record defined in the DSL Data Model. 
Authorization: Authorization code obtained when the service 
session is established. 
DSL Line ID: Subscriber's line identification. 
SP ID: Identifier of service provider requesting for service. 
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Session Classifier: PPP session classifier used to identify 
PPP session traffic flow, 
Session Priority: Session priority indicator setting to replace 
the current one. 
Session Bandwidth: Session bandwidth information for 
replacing the existing one. 

4. ChangeSessionBandwidthResponse 
Return Code) 
0251. This message is sent from the Regional/Access Net 
work to the service provider as a response for the bandwidth 
change request. A Return Code is sent back indicating 
whether the change is successful. 
DSL Line ID: Subscriber's line identification. 
Return Code: Return code from the Regional/Access Net 
work, indicating if the request is accomplished Successfully. 

(DSL Line ID, 

5. QuerySessionBandwidth Request (Authorization, DSL 
Line ID, SP ID) 
0252 ANSP can send this message to the Regional/Ac 
cess Network as a request for querying the PPP session band 
width and priority information associated with the specified 
DSL Line ID. The data is stored in the NSP PPP Session 
Record defined in the DSL Data Model. 
Authorization: Authorization code obtained when the service 
session is established. 
DSL Line ID: Subscriber's line ID. 
SP ID: Identifier of the service provider requesting for band 
width and priority information. 

6. QuerySessionBandwidthResponse (DSL Line ID, Ses 
sion Classifier, Session Priority, Session Bandwidth) 
0253) This message is sent from the Regional/Access Net 
work to the service provider as a response for the bandwidth 
info request. The bandwidth data record is returned. 
DSL Line ID: Subscriber's line identification. 
Session Classifier: PPP session classifier used to identify 
PPP Session traffic flow. 
Session Priority: Current Priority queue setting. 
Session Bandwidth: Current session bandwidth setting. 

7. TerminateServiceSessionRequest (SP ID. Authorization) 
0254. This message is sent from an NSP to the Regional/ 
Access Network as a request for terminating a communica 
tion session. 

SP ID: Service Provider Identification. 

0255 Authorization: Authorization code indicating what 
Regional/Access Network resources is authorized for the ser 
Vice provider to access. 

8. TerminateServiceSessionResponse (SP ID, Return 
Code) 
0256 This message is sent from the Regional/Access Net 
work to the service provider as a response for the communi 
cation session termination request. 

SP ID: Service Provider Identification. 

0257 Return Code: Return code from the Regional/Ac 
cess Network, indicating if the request is accomplished Suc 
cessfully. 
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0258 
0259 An Application Framework Infrastructure, in accor 
dance with some embodiments of the present invention, is 
illustrated in FIG. 13 and is a reference implementation 
model for enabling the ASP, NSP, and/or Personal NSP to 
utilize the bandwidth and QoS management capabilities. This 
framework infrastructure is supported by seven functional 
elements, including ANI Protocol Handler, NNI Protocol 
Handler, UNI Protocol Handler, DSL Service Manager, DSL 
Session Data Store, Provision Interface, and BRAS Adapter, 
in accordance with some embodiments of the present inven 
tion. For realizing the DSL network bandwidth and QoS 
management capabilities, this infrastructure may interact 
with the Routing Gateway via an Automated Configuration 
Server (ACS) and the BRAS to set appropriate policies upon 
receiving a request from the ASP, NSP or PNSP, as depicted 
in FIG. 13. 

0260. The communication interface between the 
Regional/Access Network and an ASP is defined as the Appli 
cation-to-Network Interface (ANI). The communication 
interface between the Regional/Access Network and a NSP or 
PNSP is defined as the Network-to-Network Interface (NNI) 
as discussed above with respect to the Regional/Access Inter 
face. Through this framework infrastructure, the ASP, NSP. 
and/or PNSP can use the DSL Network bandwidth and QoS 
management capabilities to create their bandwidth and QoS 
“aware' applications. To enable the communication and Ser 
vice creation, a DSL Service API may be defined as a part of 
the Regional/Access Application Framework Infrastructure. 
This API may be a reference procedural implementation of 
the ANI and NNI. 

0261) Any suitable communication interface between the 
application framework and the BRAS and ACS may be uti 
lized and, therefore, will not be discussed in detail herein. An 
interface may be used at these points and may be defined as 
part of the network element requirements. The use of Com 
mon Open Policy Service (COPS) is an example standard 
interface that may be implemented at these points to push 
changes into the ACS and BRAS. 

6.4. Application Framework Infrastructure 

0262 6.4.1 Framework Infrastructure Element Functional 
Description 
0263. This section describes the main functions of each 
element of the Application Framework Infrastructure as illus 
trated in FIG. 13, in accordance with some embodiments of 
the present invention. 

ANI Protocol Handler 

0264. The ANI Protocol Handler takes a request message 
from the ASP application, passes the request to the DSL 
Service Manager, waits for the response from the DSL Ser 
Vice Manager, and sends the response message back to the 
ASP that requests the service. The protocol used in this pro 
totype is the Application-to-Network Interface defined in this 
proposal. 

NNI Protocol Handler 

0265. The NNI Protocol Handler takes a request message 
from the NSP/PNSP application, passes the request to the 
DSL Service Manager, waits for the response from the DSL 
Service Manager, and sends the response message back to the 
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NSP/PNSP that requests the service. The protocol used in this 
prototype is the Network-to-Network Interface defined in this 
proposal. 

UNI Protocol Handler 

0266 The UNI Protocol Handler passes the bandwidth 
and QoS related parameters via the ACS to a Routing, Gate 
way associated with a subscriber. Because the Routing Gate 
way obtains its provisioning parameters from the ACS with a 
soon to be industry standard interface (WAN-Side DSL Con 
figuration specification), this same interface may be used to 
communicate bandwidth and QoS information to the RG. 

DSL Service Manager 
0267. The DSL Service Manager behaves as a service 
broker that provides one or more of the following functions: 
allows ASP/NSP/PNSP to set and query bandwidth and QoS 
data associated with a PPP session, and to create, change, and 
delete application flow control record associated with each 
individual application; interacts with BRAS to pass band 
width and QoS related data and policies for prioritizing, shap 
ing, and policing Subscriber's traffic flow either associated 
with a PPP session or an individual application flow; and/or 
communicates with ACS to pass bandwidth and QoS related 
data and polices to a specified Routing gateway working 
together with BRAS for prioritizing, shaping, and policing 
the subscriber's traffic flow at the access network. 

DSL Session Data Store 

0268. This is the Master Database maintaining the DSL 
data model described insection 4.3. It stores all the bandwidth 
and QoS related data and policies that can be queried, modi 
fied, created, and deleted by the ASP/NSP/PNSP through the 
ANI/NNI interface. The following records are maintained in 
the DSL Session Data Store in accordance with some 
embodiments of the present invention: a DSL Line Record; 
an NSP PPP Session Record; a Personal NSP PPP Session 
Record; an ASP PPP Session Record; and/or an application 
Flow Control Record. 
0269. This master copy is replicated in the BRAS and ACS 
network elements with appropriate data records. The BRAS 
copy of the data may include the following records in accor 
dance with some embodiments of the present invention: an 
NSP PPP Session Record; a personal NSP PPP Session 
Record; an ASP PPP Session Record; and/or an Application 
Flow Control Record. 
0270. The ACS network element may include a replica of 
the following records in accordance with Some embodiments 
of the present invention: an NSP PPP Session Record; a 
personal NSP PPP Session Record; an ASP PPP Session 
Record; and/or an Application Flow Control Record. 

DSL Service API 

(0271 This service creation API is used by the ASP/NSP 
for creating their bandwidth and QoS “aware' applications. 
This API directly maps the ANI/NNI protocol defined in this 
proposal into procedures, methods, and/or other Software 
embodiments, for example, to facilitate application program 
n1ng. 

Provisioning Interface 
0272. This is a GUI based interface to allow the DSL 
Service Provider to provision the bandwidth and QoS settings 
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for each individual subscriber based on subscriber telephone 
number, and provision the ASP/NSP that have a business 
arrangement with the DSL service provider. The data model 
for Support of the provisioning has been defined herein. 
(0273 6.4.2 DSL Service Messaging Flow 
0274. This section provides several service scenarios to 
demonstrate how the messaging interface may be used by an 
ASP application in accordance with some embodiments of 
the present invention. 

Service Provider Authentication Scenario Messaging Flow 
0275 FIG. 14 illustrates the messaging flow for the appli 
cation authentication scenario in accordance with some 
embodiments of the present invention. 

(1) Establish ServiceSessionRequest (SP ID, SP. Creden 
tials) 
(0276. This message is sent from the ASP/NSP to the DSL 
Network as a request for establishing a communication ses 
sion. The ASP/NSP needs to be authenticated by the 
Regional/Access Network before any network service can be 
provided. 

Processing Steps: 

(0277 a) ANI/NNI Protocol Handler receives the request 
message and passes the request to DSL Service Manager 

0278 b) DSL Service Manager finds the corresponding 
Service Provider Record by querying DSL Session Data 
Store based on the SP ID 

(0279 c) DSL Service Manager validates the SP Creden 
tials. A result of authentication is sent back to the ASP/NSP 
via ANI/NNI Protocol Handler. 

0280. If the authentication is passed, a valid Authoriza 
tion code is sent back. Otherwise, an invalid Authoriza 
tion code is returned. 

(2) Establish ServiceSessionResponse (Authorization, 
Return Code) 

0281. This message is sent from Regional/Access Net 
work to ASP/NSP as a response for the service session 
establishment request. 

(3) TerminateServiceSessionRequest (SP ID, Authorization) 

0282. This message is sent from the ASP/NSP to the DSL 
Network as a request for terminating the communication 
session. 

(0283 a) ANI/NNI Protocol Handler receives the request 
message and passes the request to DSL Service Manager. 

0284 b) DSL Service Manager finds the corresponding 
communication session, terminates the session, and 
release all the session related resources. 

0285 c) DSL Service manager sends a result back to the 
ASP/NSP via ANIANNI Protocol Handler. 

(4) TerminateServiceSessionResponse (SP ID, Return 
Code) 
0286 This message is sent from Regional/Access Net 
work to ASP/NSP as a response for the service session 
termination request. 
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Application Level Bandwidth and QoS Query Scenario Mes 
saging Flow 
0287 FIG. 15 illustrates the messaging flow for the appli 
cation level bandwidth and QoS query scenario in accordance 
with some embodiments of the present invention. 

(1) Query AppFlow ControlRequest (Authorization, DSL Li 
ne ID, SP ID, Flow Classifier) 
(0288. This message is sent from the ASP to the DSLNet 
work as a request for inquiring the bandwidth and QoS infor 
mation associated with the specified DSL line. 

Processing Steps: 

0289 a) ANI Protocol Handler receives the request mes 
sage and passes the request to DSL Service Manager 

0290 b) DSL Service Manager finds the corresponding 
DSL Line Record, ASP PPP Session Record, and Appli 
cation Flow Record(s) to collect the requested information. 

0291 c) DSL Service Manager sends the collected band 
width and QoS info back to the ASP via ANI Protocol 
Handler. 

(2) Query AppFlow ControlResponse (DSL Line ID, Flow 
Classifier, Flow Priority, Flow Bandwidth, Return Code) 
0292. This message is sent from Regional/Access Net 
work to ASP as a response for inquiring the bandwidth and 
QoS info request. 

Application Level Bandwidth and QoS Modification Sce 
nario Messaging Flow 
0293 FIG. 16 illustrates the messaging flow for the appli 
cation level bandwidth and QoS query modification scenario 
in accordance with some embodiments of the present inven 
tion. 

(1) ChangeAppFlow ControlRequest (Authorization, DSL 
Line ID, SP ID, Flow Classifier, Flow Priority, Flow 
Bandwidth) 
0294. This message is sent from the ASP to the Regional/ 
Access Network as a request for changing the bandwidth and 
QoS data associated with the specified DSL line. 

Processing Steps: 

0295) a) ANI Protocol Handler receives the request mes 
sage and passes the request to DSL Service Manager 

0296 b) DSL Service Manager validates the authorization 
code based on corresponding Service Provider record, 
finds the corresponding DSL Line Record, ASP PPP Ses 
sion Record, and Application Flow Record(s) to set the 
bandwidth and QoS data as requested by the ASP. 

0297 c) DSL Service Manager communicates with BRAS 
Adapter for passing related bandwidth and QoS data to 
BRAS 

0298 d) BRAS Adapter communicates with BRAS for 
setting the data in BRAS own data repository. 

0299 e) DSL Service Manager notifies RG (via ACS) of 
new bandwidth and QoS info becoming available by send 
ing the message of 
0300 Update AppFlowControl Info(DSL Line ID, 
SP ID, Flow Classifier, Flow Priority, Flow Band 
width) through UNI Protocol Handler. 
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0301 f) UNI Protocol Handler passes the new bandwidth 
and QoS data to a specified RG via ACS. 

0302 g) ACS sends a response message back to UNI Pro 
tocol Handler to confirm the data is received. 

0303 h) UNI Protocol Handler sends the message 
(0304 Update AppFlowControl Ack(DSL Line ID, 
SP ID) back to DSL Service Manager as a response. 

0305 i) DSL Service Manager sends the response mes 
sage back to ASP via ANI Protocol Handler. 

(0306 j) ACS notifies the specified RG of the availability of 
new bandwidth/QoS data via WAN-Side DSL Config 
Interface. 

0307 k) The specified RG receives notification and down 
loads the new data from ACS. 

(2) Change AppFlow ControlResponse (DSL Line ID, 
Return Code) 
0308 This message is sent from Regional/Access Net 
work to ASP as a response for setting the bandwidth and QoS 
request. 

Application Flow Control Record Creation Scenario Messag 
ing Flow 
0309 FIG. 17 illustrates the messaging flow for the appli 
cation flow control record creation scenario in accordance 
with some embodiments of the present invention. 

(1) Create AppFlow ControlRequest (Authorization, DSL Li 
ne ID, SP ID, Flow Classifier, Flow Priority, Flow Band 
width) 
0310. This message is sent from the ASP to the Regional/ 
Access Network as a request for creating an Application Flow 
Control Record for a specified subscriber. 

Processing Steps: 

0311 a) ANI Protocol Handler receives the request mes 
Sage and passes the request to DSL Service Manager 

0312 b) DSL Service Manager validates the authorization 
code based on corresponding Service Provider record, 
finds the corresponding DSL Line Record, ASP PPP Ses 
sion Record, and then creates and sets an Application Flow 
Control Record as requested by the ASP. 

0313 c) DSL Service Manager communicates with BRAS 
Adapter for passing related bandwidth and QoS data to 
BRAS 

0314 d) BRAS Adapter communicates with BRAS for 
setting the data in BRAS own data repository. 

0315 e) DSL Service Manager notifies RG of new band 
width and QoS becoming available by sending the message 
of UpdateAppFlowControl Info(DSL Line ID, SP ID, 
Flow Classifier, Flow Priority, Flow Bandwidth) via 
UNI Protocol Handler. 

0316 f) UNI Protocol Handler passes the new bandwidth 
and QoS data to a specified RG via ACS. 

0317 g) ACS sends a response message back to UNI Pro 
tocol Handler to confirm the data is received. 

0318 h) UNI Protocol Handler sends the message 
0319 Update AppFlowControl Ack(DSL Line ID, 
SP ID) back to DSL Service Manager as a response. 

0320 i) DSL Service Manager sends the response mes 
sage back to ASP via ANI Protocol Handler. 
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0321 j) ACS notifies the specified RG of the availability of 
new bandwidth/QoS data via WAN-Side DSL Config 
Interface. 

0322 k) The specified RG receives notification and down 
loads the new data from ACS. 

(2) Create AppFlow ControlResponse (DSL Line ID, 
Return Code) 
0323. This message is sent from DSL Network to ASP as 
a response for creating the application flow control record 
request. 

Application Flow Control Record Deletion Scenario Messag 
ing Flow 
0324 FIG. 18 illustrates the messaging flow for the appli 
cation flow control record deletion scenario in accordance 
with some embodiments of the present invention. 

(1) Delete AppFlow ControlRecordRequest (Authorization, 
DSL Line ID, SP ID, Flow Classifier) 
0325. This message is sent from the ASP to the DSLNet 
work as a request for deleting an Application Flow Control 
Record for a specified application. Processing Steps: 
0326 a) ANI Protocol Handler receives the request mes 
sage and passes the request to DSL Service Manager 

0327 b) DSL Service Manager finds the corresponding 
DSL Line Record and associated the ASP PPP Session 
Record. Delete the App Flow Control Record based on the 
Flow Classifier. 

0328 c) DSL Service Manager sends a response back to 
ASP as a confirmation. 

(2) Delete AppFlow ControlRecordResponse (DSL Line ID, 
Return Code) 
0329. This message is sent from Regional/Access Net 
work to ASP as a response for deletion of App Flow Control 
Record request. 

NSP PPP Session Level Bandwidth and QoS Modification 
Scenario Messaging Flow 

0330 FIG. 19 illustrates the messaging flow for the PPP 
session level bandwidth and QoS modification scenario in 
accordance with some embodiments of the present invention. 

(1) ChangeSession Bandwidth Request (Authorization, DSL 
Line ID, SP ID, Session Classifier, Session Priority, Ses 
sion Bandwidth) 
0331. This message is sent from the NSP to the Regional/ 
Access Network as a request for changing the PPP session 
level of bandwidth and QoS data associated with the specified 
DSL 

Processing Steps: 

0332 a) NNI Protocol Handler receives the request mes 
sage and passes the request to DSL Service Manager 

0333 b) DSL Service Manager validates the authorization 
code based on the corresponding Service Provider record, 
finds the corresponding DSL Line Record, and the NSP/ 
PNSP PPP Session Record to set the bandwidth and QoS 
data as requested by the NSP. 
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0334 c) DSL Service Manager communicates with BRAS 
Adapter for passing the bandwidth and QoS data to BRAS. 

0335 d) BRAS Adapter communicates with BRAS for 
setting the data in BRAS own data repository. 

0336 e) DSL Service Manager notifies RG of new band 
width and QoS being available by sending a notification to 
NNI Protocol Handler. 

0337 f) NNI Protocol Handler passes the new bandwidth 
and QoS data associated with a specified RG to ACS by 
sending the following message to ACS. UpdateSession 
Bandwidthinfo(DSL Line ID, SP ID, Session Classi 
fier, Session Priority, Session Bandwidth). 

0338 g) ACS sends a response message back to NNI Pro 
tocol Handler to confirm the data is received by sending the 
following message. UpdateSessionBandwidth Ack(DSL 
Line ID, SP ID) 

0339 h) UNI Protocol Handler passes the acknowledge 
ment back to DSL Service Manager as a response. 

0340 i) DSL Service Manager sends the following 
response message back to NSP via NNI Protocol Handler. 
ChangeSessionBandwidthResponse(DSL Line ID, 
Return Code) 

(0341 j) ACS notifies the specified RG of the availability of 
new bandwidth/QoS data via WAN-Side DSL Config 
Interface. 

0342 k) The specified RG receives notification and down 
loads the new bandwidth and QoS data from ACS. 

(2) ChangeSessionBandwidth Response (DSL Line ID, 
Return Code) 
0343. This message is sent from Regional/Access Net 
work to NSP as a response for changing the PPP level of the 
bandwidth and QoS request. 
ASP/PPP Session Level Bandwidth and QoS Query Scenario 
Messaging Flow 
(0344 FIG. 20 illustrates the messaging flow for the PPP 
session level bandwidth and QoS query scenario in accor 
dance with Some embodiments of the present invention. 
(1) QuerySessionBandwidth Request (Authorization, DSL 
Line ID, SP ID) 
(0345. This message is sent from the ASP/NSP to the 
Regional/Access Network as a request for inquiring the band 
width and QoS information associated with the specified DSL 
line. 

Processing Steps: 
(0346) a) ANI/NNI Protocol Handler receives the request 
message and passes the request to DSL Service Manager 

0347 b) DSL Service Manager finds the corresponding 
DSL Line Record and the ASP/NSP PPP Session Record 
to collect the requested information. 

0348 c) DSL Service Manager sends the collected band 
width and QoS info at PPP session level back to the ASP/ 
NSP via ANIANNI Protocol Handler. 

(2) QuerySession Bandwidth Response (DSL Line ID, Ses 
sion Classifier, Session Priority, Session Bandwidth, 
Return Code) 

0349. This message is sent from Regional/Access Net 
work to ASP/NSP as a response for inquiring the band 
width and QoS info request. 

7. Future Capabilities of the Application Framework 
0350 Exemplary embodiments of the invention have been 
described above with respect to an Application Framework 
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comprising a reference data model and an interface specifi 
cation defined for specific transport flows related to QoS and 
bandwidth capabilities. This Application Framework may be 
expanded, in accordance with some embodiments of the 
present invention to Support other services that link network 
services, telecommunications information technology, and 
customers including, for example: registration—enables the 
ASP to register services/applications with the Regional/Ac 
cess Network; discovery—enables the Subscriber to discover 
services/applications within the Regional/Access Network; 
Subscription—enables the ASP to manage and maintain Sub 
scriber accounts; management—for validation of subscribers 
and related services/applications; session—enables the XSP 
to manage and maintain session establishment, Management: 
session control, and session teardown for Subscriber access to 
services/applications; authentication—enables the XSP to 
validate the user? subscriber for network access and services/ 
applications access—who are you?; authorization—enables 
the XSP to validate the user/subscriberfor network access and 
services/applications access—what permissions do you 
have?; profile-enables the XSP to manage and maintain user/ 
subscriber profile data; identify—enables the XSP to manage 
and maintain user preferences, profiles, identity data; pres 
ence—enables the XSP to know and maintain awareness of 
the current existence of the subscriber; notification—enables 
the XSP to notify the subscriber of related services/applica 
tions information; and/or billing enables the XSP to capture 
Subscriber/user billing data for network usage and services/ 
applications usage for mediating a common billing record. 
These other capabilities may provide a host of centralized 
Software services Supporting a distributed network comput 
ing environment linking users/subscribers to their desired 
services and applications. 

8. Example Use Scenario Turbo Button 
0351. A source of potential frustration for users of data 
services is that data rates Supported by the network (e.g., 1.5 
Mb/s downstream and 256 Kb/s upstream) are often not prop 
erly matched with application requirements. Even with the 
higher speeds afforded with DSL access, users of many appli 
cations (e.g., content download Such as large MS Office Ser 
Vice packs or movie trailers, and on-line gaming) may be 
interested in using a service that would provide an even higher 
access speed at the times they need it most by invoking a 
“Turbo Button” service. The higher access speed limit is 
achieved via a service profile change that eliminates or less 
ens artificially imposed limits on the achievable speed in the 
user's PPP session. This section shows how the DSL Appli 
cation Framework can Support Such a service, in accordance 
with some embodiments of the present invention, starting 
with the reference model shown in FIG. 21. 
0352 Many implementations of a Turbo Button service 
are possible in accordance with various embodiments of the 
present invention. For the purposes of this section, we will 
work with a fairly simple implementation in which the service 
is provisioned by an NSP called myNSP.com. The user 
requests the turbo button service at the community NSP's 
website during a browsing session at normal speed. Note that 
other ordering mechanisms are possible including mecha 
nisms that are separate from the DSL session, e.g., using a 
telephone or a mass-distributed CD. 
0353 As mentioned above in certain embodiments of the 
present invention, the service is implemented via provision 
ing rather than by using real-time signaling. Under this 
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assumption, a provisioning cycle is initiated after the user 
invokes the service and the provisioning completes before the 
effect is seen. Another result of this assumption is that the 
effect of the user's service invocation is permanent, i.e., once 
turbo speed in place, it lasts until the user cancels the service 
and another provisioning cycle occurs to reinstate the default 
service parameters. Real-time signaling may be needed to 
Support a service that Supports on-demand, brief turbo ses 
sions on an as needed basis. 
0354) Once the user requests the turbo service, the NSP 
queries the Regional/Access network to find out what turbo 
options can be presented to the user. The NSP may map the 
available upgrades to marketing categories (e.g., fast, faster, 
wickedly fast). The user selects one of the options, and the 
NSP requests the profile from the Regional/Access network 
that Supports the requested speed. The Regional/Access net 
work in turn pushes new policy (e.g., classifiers, rate limiters, 
priority) into the user's RG that will support the higher speed. 
It is important to note that the service is still “Best Effort, i.e., 
there is no assumption of a QoS guarantee at this time. A 
version of turbo button service with QoS support may be 
implemented in accordance with other embodiments of the 
present invention. 
0355 We will assume that the NSP authenticates its own 
users for services such as Turbo Button. A centralized authen 
tication service (as well as other ancillary services such as 
billing and presence functionality) could be implemented in 
the Regional/Access network on behalf of NSPs and ASPs in 
accordance with additional embodiments of the present 
invention. In a typical business model, the NSP might bill the 
user for usage of the turbo button service. In turn, the DSL 
network provider would bill the NSP for carrying traffic 
across the Regional/Access network at turbo speeds. 

Turbo Button Scenario Description 
0356 FIG. 22 illustrates an example of the sequence of 
events occurring with using the Turbo Button Service to 
access sites via a network service provider called “myNSP. 
com.” For simplicity of illustration, the details of the 
Regional/Access network (DSL Service Manager, UNI and 
ANI protocol handlers, ACS, BRAS, etc.) are not shown the 
expanded flows were shown in Section 6.4. The step numbers 
shown in the figure correspond with the list provided below. 

0357 1. The user clicks an advertisement to reach the 
NSP's Turbo Button subscription menu. 

0358 2. The NSP host authenticates itself with the 
Regional/Access network in order to be able to access 
the customer profile it wants to update. 

0359. 3. Once authenticated, the NSP host then queries 
the Regional/Access network for available options for 
the users access session connection. It uses the response 
to this query to put together a set of options for presen 
tation to the customer. 

0360 4. The user selects one of the options. 
0361 5. The NSP requests the Regional/Access net 
work to change the session bandwidth associated with 
the access session. A notification may be sent to the user 
indicating that the turbo button provisioning is under 
way and that turbo speed will be available later that day 
(for example). 

0362 6. Using Update Session Bandwidth messaging, 
the Regional/Access network pushes new policy to the 
RG that will support the turbo speed. 
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0363 7. Once the new policy is in place, the user is able 
to enjoy turbo speed access to sites served by the NSP. 
Note that all users connected to the access session (i.e., 
other PC users on the household LAN) would also enjoy 
the benefits of the turbo button service. 

0364 8. Later, the user decides to cancel turbo button 
service. 

0365 9. Steps 5 and 6 are repeated with the profile and 
policy put in place being those needed for default access 
session speeds. 

0366 10. The network has returned to its previous state 
and the user's PPP session is no longer turbod. 

9. Example Use Scenario Video Conferencing 
0367 This section illustrates how the DSL Application 
Framework can Support a videoconference service in accor 
dance with some embodiments of the present invention. The 
videoconferencing model used is a SIP-driven service imple 
mented by an ASP with a centralized control/mixing confer 
ence server. This is the tightly coupled model being devel 
oped by an IETF Sipping WG design team that uses four 
logical entities: focus, conference State notification service, 
conference policy server element, and stream mixers. There 
are several ways that these entities can be spread over the 
available network segments. For example, the ASP and the 
Regional/Access network can each implement a Subset of the 
entities; for example, the ASP can implement the stream 
mixing while the rest of the logical entities are implemented 
in the Regional/Access network. Such a division may be 
feasible from a technical perspective, but the additional 
exposed interfaces may require standardization or bilateral 
agreement. There might not be much of a business case for 
such a model because there is little incentive for either the 
ASP or Regional/Access network to give up part of the ser 
Vice offering. 
0368. Furthermore, all of the entities can be implemented 
in the regional/Access network. This option offers some sim 
plicity from the Regional/Access network provider's per 
spective because no ASP is involved. This would probably 
balanced, however, by the network provider's need to 
decouple the videoconference service offering from the gen 
eral DSL networking aspects. 
0369 Finally, the ASP can implement all of the logical 
entities while the Regional/Access network provider concen 
trates on the transport issues. This approach is adopted for the 
rest of this section—the ASP handles all of the mixing as well 
as the application layer control. A reference diagram for the 
service with three users is shown in FIG. 23. 
0370. From the user's perspective, the videoconferencing 
service has the following capabilities in accordance with 
some embodiments of the present invention: Creation/Acti 
vation: the user can interact with the ASP and either request a 
reserved conference (without pre-designated participants) or 
activate a previously reserved conference; Termination: the 
conference ends at a pre-designated time; Adding Partici 
pants: All users are designated in advance; Dropping Parties: 
Although individual parties may stop participation in the 
conference, the resources in the network Supporting their 
connections remain in place; and/or Stream Mixing: Basic 
audio and video mixing are provided. Each participant 
receives all of the other participants’ audio and receives video 
from the participant with the loudest current audio. 
0371 Assumptions regarding the service are as follows: 
the ASP that offers the videoconference service will host the 
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MCU; the ASP's MCU will support the ASP's subscribers in 
all ASP networks for which that ASP is participating; video 
conference client software compatible with an ASP's video 
conference service is resident on all participant PCs; users 
that are not subscribed to the ASP's videoconference service 
will not be supported; DHCP leases do not expire; SIP Appli 
cation Level Gateway (ALG) functions for handling NAT 
traversal are provided in the RG; the ASP providing the vid 
eoconference service maintains a common address repository 
or locator for its subscribers. ASP's may be unwilling to share 
or store their subscriber information in a network database; 
mechanisms are in place to Support application level commu 
nication between two ASP networks (see the dotted line 
shown); the ALG functions in the RG use DiffServ Code 
Points (DSCP) from the voice and video streams and the port 
information pushed to it through the ACS profile to map audio 
and video flows to ports that are known to the BRAS for 
reclassification. A simpler approach may be to classify pack 
ets coming from the videoconference client based on packet 
type and protocol ID but that would mean the audio and video 
RTP streams could not be distinguished by the classifier and 
would have to share the same priority; the DSCPs used by the 
Videoconference clients are standardized; and/or by its nature 
RTP is a unidirectional stream, but RTCP is bi-directional. 
Each pair of RIP and RTCP UDP streams defines a channel. 
To simplify the presentation, only one direction of the RIP 
stream is shown for audio and data and only one control 
stream is shown. Typical SIP and H.323 videoconference 
implementations may require additional data and control 
streams to complete fully bi-directional data flows for all 
participants. 
0372. At least two workable business models can support 

this videoconferencing service. In the simplest model, the 
videoconference ASP arranges for all potential conference 
participants to have the necessary policies in place to Support 
the service. Once this infrastructure is provisioned, any subset 
of the participants can hold a videoconference at any time. A 
slightly more complex model has some advantages for dem 
onstration purposes—in this model, the videoconference 
ASP makes the necessary changes needed in the network to 
Support a particular videoconference (and only the partici 
pants for that conference receive upgraded profiles to Support 
their session). This model, which is used in this section, does 
not require that the policy be in place at all times, but may 
require a window (perhaps 24 hours) during which the pro 
Visioning changes are made. 
0373) A number of billing models are possible. In some 
embodiments, the ASP bills (flat rate, usage, etc.) videocon 
ference subscribers for their service. The Regional/Access 
network provider bills the ASP for hosting the service on the 
ASP network and for the usage of the Regional/Access net 
work. Note that additional opportunities for the business 
model are possible for offering centralized billing, authenti 
cation, and presence capabilities to videoconference ASPs. 
0374. The static provisioning model imposes some restric 
tions on videoconferencing service models. Reservations are 
made well in advance to allow the flow-through provisioning 
to occur before the start of the conference. The reservation 
window thus needs to close before the start of the conference, 
for example 24 hours prior. No real-time adjustment of the 
schedule (such as early teardown because the participants 
finished early) is possible. The only way to update the par 
ticipant list is for the user to request a replacement conference 
before the reservation window closes. 
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0375. Despite the use of the static provisioning model, the 
ability to map a particular conference's flows to a classifier 
still makes it possible to offer reasonable service features. The 
user may be able to set up multiple conference calls with 
different sets of people and with different QoS and bandwidth 
requirements (for example, a reduced frame rate may be 
desired for a conference a day after the conference in this 
example because several BRI users will be on the call). With 
out the mapping between the flows and the classifier, the user 
may have been able to have only one outstanding conference 
request. In addition, the user may be able to modify the 
arrangements for a particular conference (e.g., if the partici 
pant roster or start/end times change) provided that the res 
ervation window (24 hour notice) has not closed. 
0376. A goal of this section is to demonstrate that the 
Framework and Interface and Data Model are sufficient to 
Support this basic videoconference service. After discussing 
the individual streams needed for videoconferencing, flows 
for setting up and tearing down videoconferencing flows in 
accordance with some embodiments of the present invention 
are presented. At the end of this section, the network model is 
expanded to include the DSL network's entities and further 
exercise the data model and messages that have been defined. 

Videoconferencing Scenario Descriptions 
0377 The following sequence of events may occur in the 
process of registering for the ASP videoconference service, 
reserving a particular conference, and tearing it down once 
the conference is over. Assume that three users A, B, and C 
will be involved in the videoconference and that A will be the 
originator. For simplicity, the details of the Regional/Access 
network (DSL Service Manager, UNI and ANI protocol han 
dlers, ACS, BRAS, etc.) are not shown the expanded flows 
have been shown in Section 6.4. The step numbers shown in 
FIGS. 24 and 25 correspond with the list provided below: 

0378 1. Assume that Users A, B, and C already have 
established PPP Sessions between their RG’s and the 
DSL network provider. 

0379 2. On the videoconference ASP website. User A 
registers to be able to set up videoconferences by setting 
up their user profile, billing options, etc. 

0380 3. User A decides to hold a videoconference with 
Users B and C on Tuesday 3:00-4:00 and arranges this 
with the videoconference ASP. 

0381. 4. The ASP establishes a service sessions with the 
Regional/Access network and is authenticated. 

0382 5. The ASP sends application flow control 
requests to the Regional/Access network requesting 
changes to Support the videoconference. 

0383 6. The Regional/Access network pushes new 
application flow policies to the BRAS, ACS, and RG's 
A, B, and C that are specific to the videoconference 
application. The videoconference stream facilities are 
now available. 

0384 7. The videoconference starts at 3:00 on Tuesday 
(note that the flow has now moved). Inside the control 
streams, the videoconference ASP uses SIP to establish 
the necessary conference legs to users A, B, and C. The 
streams from the users are placed appropriately in the 
queues by the classifiers, are mixed by the videoconfer 
ence ASP, and appropriately mixed streams are distrib 
uted to the participants. 

0385 8. At 4:00 on Tuesday, the conference is sched 
uled to end. The videoconference ASP releases its inter 
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nal resources for the mixers and conference control, 
sends SIP BYE messages through the control stream to 
clear the SIP dialogs with the users, and sends a billing 
record so that the appropriate charging takes place. 

0386 9. The videoconference ASP establishes a service 
session with the DSL network (if necessary) and is 
authenticated. 

(0387 10. The videoconference ASP requests deletion 
of the application flow control records that supported the 
Videoconference. 

The Regional/Access network deletes the policy for the band 
width and QoS at the BRAS. ACS, and RG’s for users A, B, 
and C. The network has now been returned to its default state. 

Flow Classification for Video Conferencing 
0388. The videoconference service may require three 
streams to carry audio, video, and signaling/control as shown 
in FIGS. 24-27. The flows referred to using a "+" sign in FIG. 
27 may be set up dynamically at the VC client and the DSCP 
may be assigned for the audio and video streams. The ALG/ 
NAT maps of the 10.X.X.X ports to the corresponding IP 
address and ports for audio and video specified in the ACS 
profile based on the DSCP set by the VC client. This may 
ensure that the RG, BRAS and ASP videoconference MCU 
maintain consistent port information with regard to the Vari 
ous flows. 
0389. The signaling/control stream is used at the applica 
tion layer for purposes, such as floor control and other needs, 
that are transparent to the Regional/Access network provider. 
Assume that audio and control packets need to travel with 
high priority and thus are placed into the Expedited Forward 
ing queue at the RG. Video packets have medium priority and 
hence will be placed into the Assured Forwarding queue at the 
RG. The videoconference service does not cause the user to 
emit any low priority packets that we are aware of thus, the 
RG will not need to place any packets into the Best Effort 
queue. 
A goal is to demonstrate that it is possible for the ASP to push 
packet classifier information into the DSL network at confer 
ence reservation time so as to configure the DSL network for 
proper placement of packets from the three streams into the 
appropriate queues as mentioned above. At the time that a 
videoconference is reserved (to occur in this case 3:00-4:00 
the next day), the user needs to get a conference identifier/PIN 
from the videoconference ASP. The user will use this confer 
ence identifier to get into the correct conference the next day, 
and will give the conference id to the other participants for the 
same purpose. For the purposes of this section, assume that 
this conference identifier does not need to show up in the data 
model because it is strictly between the users and the ASP and 
somehow transferred transparently to the DSL network pro 
vider. 
0390 The ASP needs to set up bandwidth and priority for 
the three streams (control, video, and audio) that are needed 
between each user and the ASP using a Create Application 
Flow Control Request message. One benefit of looking at 
Videoconference as a service example is to better understand 
how the various flows would be set up and managed through 
NATs and firewalls and still have those flows appropriately 
classified throughout. Many protocols establish connections 
on well-known ports that spawn data flows on ephemeral 
ports (i.e., dynamically spawned and assigned to a given 
multimedia call after the initial handshakes). The problem of 
firewall and NAT traversal is a complex one clue, in part, to 
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the large number of different scenarios and the multitude of 
different solutions to solve them. 
0391) For this example, it is assumed that the RG has an 
ALG function for the support of SIP. Furtherit is assumed that 
there is a “trusted relationship between the ASP and the 
Regional/Access network and the use of DSCP markings of 
packets can be used as part of the classification process. 
0392 Referring to FIG. 24, information that is used for 
setting up and classifying the flows required for a videocon 
ference in accordance with some embodiments of the present 
invention is illustrated. First, during the initial setup, user A 
registers all participants and specifies the start time and end 
times, etc. The ASP reserves IP addresses for the conference 
on its platform and updates each participant's RG by issuing 
a create AppFlowReq request to the Regional access network. 
The BRAS uses the IP addresses specified by ASP for reclas 
sifying traffic to ASP and will use the IP of the RG and the 
DSCP for reclassifying traffic enroute to the videoconference 
client. The profile that gets pushed to each participant will 
contain ASP's IP addresses for control, audio, and video 
flows. When the start time for the videoconference 
approaches, each participant will activate their videoconfer 
ence client on his or her PC and login to the reserved confer 
CCC. 

0393) Once ASP receives the control message for call 
setup, it can refer to its table of reserved addresses to be used 
for the conference. Capability set negotiation occurs at this 
time (e.g., could be included in SDP component). The RG's 
ALG/NAT engine uses the DSCP and information from the 
ACS profile to determine which port it should assign to the 
RTP flows from the videoconference client. This may ensure 
consistency for the port information stored in the BRAS for 
reclassification. ASP, the BRAS, and the RG should now 
know all addresses, priorities and shaping information. The 
Videoconference client's RTP streams can begin pushing 
audio and video. 

10. Example Use Scenario Gaming 

0394. This section illustrates how the DSL Application 
Framework can Supporta gaming service in accordance with 
Some embodiments of the present invention. Though there are 
many different models for game play and delivery, this sec 
tion discusses a particular class of games known as “mas 
sively multi-player interactive' games. Such games are char 
acterized by substantial numbers of players (greater than 10 
and up to the 1000s) and real time or near real-time interac 
tions. Such games place significant demands on network and 
game server infrastructures. Other classes of games that are 
not discussed here include turn based games, single player 
(turn based or real time interactive), and head to head inter 
active games. Though each of these classes represents a sig 
nificant number of games available to users, their network 
requirements are not nearly as complex as those of multi 
player interactive games. 

Gaming Service Overview 
0395. Two basic topologies are used to support network 
gaming: point to point or client server. In client server topol 
ogy, the player's workstation communicates with a central 
game server to which other players are also connected. In the 
point to point topology, each player communicates directly 
with each other player. A refinement of the client server 
topology, the hierarchical client server topology, provides the 
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necessary infrastructure to support true massively multi 
player environments. These topologies are depicted in FIG. 
28. 
0396. In the point to point topology, each gaming work 
station must transmit its moves and state change information 
to each other gaming workstation. In addition, each worksta 
tion must maintain a consistent and synchronized image of 
the game universe for each player. As such the point to point 
topology requires significant computation power in the end 
user workstation and typically will not scale to supporting 
more than a number of users. 
0397. In both forms of the client server topology, the work 
station and game server exchange information that is directly 
relevant only to a specific player. The client workstation is 
responsible for Such tasks as managing user interactions, 
rendering, and audio feedback, while the server is responsible 
for maintaining a consistent view of the game universe and 
communicating changes to the view to player workstations. 
The difference between the two topologies is one of segmen 
tation. In the hierarchical topology, a server is only respon 
sible for maintaining the state of a portion of the universe. If 
a player connected to a particular server is interacting with a 
portion of the universe outside the scope of their immediate 
server, that server must coordinate with other servers in the 
network. This partitioning provides significantly more scal 
ability than a simple client server topology. 
0398. In addition to maintaining game universe state at 
communicating state changes to players, a gaming service 
may provide other auxiliary functions including the follow 
ing: Session Management: manages active player lists, Sup 
ports ability to invite participants to join a game; presence and 
availability management: Supports the ability of players to 
locate and determine if opponents are available for play; 
authentication: verify player identities and validate that play 
ers are using correctly licensed software on their workstation; 
interactive chat and bulletin board: provides a forum for dis 
cussion of gaming topics. Can also be used during game play 
to allow for intra-team communication; and/or content down 
loads: provides Software update and new game delivery ser 
vices. 
0399 Basic game server functionality and auxiliary func 
tions represent a gaming service that may be offered in an 
ASP model in accordance with some embodiments of the 
present invention. The game server and servers for auxiliary 
functions are connected to the ASP network. Client worksta 
tions access a game server or auxiliary function server 
through their ASP network connection. From the perspective 
of the DSL network, whether a gaming service implements a 
client/server or hierarchical client/server topology is not 
important. The DSL network is only involved in the transport 
of traffic between one or more game workstations and the 
game server to which they are connected. This service model 
is show in FIG. 29. 

Traffic and Flow Characterization 

0400. In a client/server multiplayer gaming service, the 
game server and player workstation communicate state 
change and play event information in real time. The worksta 
tion informs the server of player triggered events including 
the following: Player moves; Player takes a shot: Player 
changes rooms; and/or Player picks up an object. 
04.01. In a real-time game, the server reconciles these play 
event messages as they are received from each workstation or 
peer server. It then communicates state change information to 
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each client workstation. These state change messages contain 
only information relevant to the particular player—only 
information about objects currently visible to the player is 
communicated. Examples of this information include: move 
ment of other objects within the player's current view; hits 
made by the player, damage incurred by the player, death of 
the player or other players; and/or communication from the 
server or other players. Unfortunately, there does not appear 
to be a standard protocol for Such communications; each 
gaming system seems to define its own methods of commu 
nication. The basic characteristics, however, seem to be simi 
lar. 
0402. While communication from the workstation to the 
server is typically event driven, server to workstation com 
munication is often continuous. Servers often send State 
change messages in frames at a defined rate—10, 20, 30 
frames per second. Frames tend to be significantly larger than 
voice or video frames. The total time required to send a user 
event, reconcile its impact on the game universe, and com 
municate state change back to the workstation may become 
the limiting factor in player reaction time. The longer the total 
time, the less reactive a player can be and the less interactive 
the gaming experience may become. 
0403. Reconciliation time is driven by server capacity and 
load. Message delivery times are driven by network limita 
tions. For many games, a total round trip “ping time of 
200-350 ms is considered acceptable while 100 ms is consid 
ered exceptional. Anything greater than 500 ms may become 
very obvious to the player and is perceived as sluggishness. 
As latency increases it becomes more likely that players do 
not share a consistent view of the universe. 
04.04. In summary, game play related traffic can be char 
acterized as follows: steady frame rate; large frame size (rela 
tive to voice or video); and/or latency sensitive Auxiliary 
services generally do not share these characteristics. They 
typically are similar or identical to traditional Internet Web 
based services and do not suffer from significant impacts due 
to latency. 
04.05 The bandwidth requirement for play related traffic is 
generally lower than for video services, but the latency sen 
sitivity of game play traffic typically necessitates better than 
best-effort treatment. Flows related to game play may be 
placed in an assured forwarding queue at a minimum. Auxil 
iary services may be handled on a best effort basis. Play 
related traffic and auxiliary service traffic are typically carried 
in different flows. 
0406 Traffic within a game play flow may be further dif 
ferentiated inaccordance with additional embodiments of the 
present invention. For example, within the context of a par 
ticular game certain events may be treated with higher prior 
ity than others. This may be supported by allowing the appli 
cation to use and set multiple diffserv code-points. Such use, 
however, may only be permitted if there is a trusted relation 
ship between the ASP gaming host and the transport network. 

Example Scenario Description 

0407. The call flow for gaming is similar to Turbo button. 
The game provider needs to negotiate bandwidth profiles 
between the game server and the player workstation for the 
purposes of game play traffic. The steps in this scenario are 
illustrated in FIGS. 30 and 31, in accordance with some 
embodiments of the invention, as follows: 

0408 1. Subscriber establishes PPP session between 
RG and DSL network provider. 
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04.09 2. Subscriber accesses ASP gaming providers 
web site and registers for game play. 

0410. 3. ASP gaming provider queries subscriber band 
width profile and determines current profile to be insuf 
ficient for game play. 

0411. 4. ASP creates application bandwidth/QOS pro 
file at Regional Access Network. 

0412 5. ASP acknowledges subscription. 
0413 6. Regional access network pushes new flow 
qualifier and bandwidth info for game service to routing 
gateway. 

0414 7. Subscriberjoins game using QOS enabled ses 
S1O. 

11. Application Flow Control Data 
0415. Some embodiments of the present invention will 
now be discussed with respect to FIG.32. As discussed above, 
a regional/access network 1001 such as a digital subscriber 
line (DSL) network may be used to provide broadband data 
connectivity between one or more network service providers 
1003b-c, application service providers 1005a-b, and one or 
more customer premises networks 1007. While connectivity 
between the regional/access network 1001 and a single cus 
tomer premises network 1007 is illustrated in FIG. 32, it will 
be understood that the regional/access network 1001 gener 
ally will Support connectivity with many customer premises 
networks. 
0416) A network interface device (NID) 1009 may provide 
an interface between local loop wires of the regional/access 
network (RAN) 1001 and the customer premises network 
1007. On the customer side of the NID 1009, a routing gate 
way 1011 (such as a DSL modem remote from the regional/ 
access network 1001) may receive data from and transmit 
data to the regional/access network 1001. Moreover, multiple 
user devices 1015a-b (such as personal and/or laptop com 
puters) may concurrently access the regional/access network 
1001 through the routing gateway 1011. More particularly, 
the NID 1009 may provide an interface between the routing 
gateway 1011 and a local loop providing Voice and data 
connectivity to a main distribution frame (MDF) 1019 of a 
public switched telephone network (PSTN) so that data con 
nectivity is provided as a digital subscriber line. It will be 
understood that the operator of the regional/access network 
1001 may also provide telephone voice and/or other data 
services. Telephone voice and/or other data services are not 
discussed herein or illustrated in FIG. 32 for the sake of 
clarity. 
0417. The access node 1021 may provide aggregation 
between an access portion of the network and a regional 
portion of the network, and may provide aggregation of data 
from multiple digital subscriber lines. The automated con 
figuration server (ACS) 1023 may provide configuration 
information to routing gateways 1011 at the various customer 
premises networks 1007, and the UNI protocol handler 1024 
may provide an interface between the service manager 1043 
and the automated configuration server 1023. The regional/ 
access network 1001 may also Support legacy asynchronous 
transfer mode (ATM) network service providers (NSP) 1003a 
using one or more ATM transceiver(s) 1025 and/or ATM 
Switches 1027. 
0418. A concentrator 1029 such as a broadband remote 
access server (BRAS) may provide aggregation between the 
regional/access network 1001 and network service providers 
1003b-c and application service providers 1005a-b. The con 
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centrator 1029 and the routing gateway 1011 may provide 
control of session bandwidth and queuing priority for data 
transmitted by and received from the particular routing gate 
way 1011. Moreover, the application flow control informa 
tion for each session being conducted at a routing gateway 
1011 may be stored at that routing gateway 1011. Accord 
ingly, the concentrator 1029 and the routing gateway 1011 
may implement appropriate bandwidth restrictions and/or 
queuing priorities for all data sessions being conducted 
between the two. As further shown in FIG. 32, data from the 
network service providers 1003b-c and application service 
providers 1005a-b may be transported through an IP network 
1033 to the RG 1011 via the RAN 1001, and the IP network 
1033 may also transport data from the RAN 1001 to the 
network service providers 1003b-c and the application ser 
vice providers 1005a-b. 
0419. In addition, an application framework infrastructure 
1041 provides data flow management for data sessions 
between routing gateways 1011 and network service provid 
ers 1003b-c and application service providers 1005a-b 
according to embodiments of the present invention. More 
particularly, a service manager 1043 (such as a DSL service 
manager) may coordinate implementation of data flow char 
acteristics for particular sessions between network service 
providers (NSPs), application service providers (ASPs), and 
routing gateways. As shown in FIG. 32, communications 
between the service manager 1043 and application service 
providers 1005a-b may be provided by an application-to 
network interface (ANI) protocol handler 1045. Communi 
cations between the service manager 1043 and network ser 
vice providers 1003b-c may be provided by network-to 
network interface (NNI) protocol handler 1047. 
Communications between the service manager 1043 and the 
concentrator 1029 may be provided through the concentrator 
adapter 1049. Communication between the service manager 
1043 and the routing gateway 1011 may be provided through 
the UNI protocol handler 1024, the automated configuration 
server 1023, the IP network 1033, the concentrator 1029, 
ATM Switch 1027, access node 1021, MDF 1019, and net 
work interface device 1009. 

0420. As shown in FIG. 32, the application framework 
infrastructure 104.1 may include ANI protocol handler 1045, 
NNI protocol handler 1047, concentrator adapter 1049, UNI 
protocol handler 1024, automated configuration server 1023, 
service manager 1043, session data store 1051, and provi 
sioning interface 1053. As illustrated in FIG.32, functionality 
of the application framework infrastructure 1041 may be 
implemented outside functional elements illustrated in the 
regional/access network 1001. In an alternative, functionality 
of some or all of the elements of the application framework 
infrastructure 104.1 may be implemented within one or more 
elements illustrated in the regional/access network 1001. For 
example, Some orall of the elements of the application frame 
work infrastructure 104.1 may be implemented within the 
concentrator 1029. More particularly, some or all of the ele 
ments of the application framework infrastructure 1041 may 
be implemented as Software components operating on a 
server providing functionality of the concentrator 1029. In 
addition or in an alternative, elements of the application 
framework infrastructure 1041 may be implemented as soft 
ware components operating in elements of the regional/ac 
cess network 1001 other than the concentrator 1029, and/or 
operating in an additional element or elements (such as one or 
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more additional servers) not included in the regional/access 
network 1001 illustrated in FIG. 32. 

0421. According to embodiments of the present invention, 
the regional access network 1001 may provide a data path for 
traffic flow between one or more routing gateways 1011 and 
one or more of legacy ATM 1003a, NSP's 1003b-c, and/or 
ASPs 1005a-b. More particularly, a data path may be pro 
vided through IP network 1033, concentrator 1029, ATM 
1027, access node 1021, and MDF 1019. Elements of the 
regional/access network 1001 and/or the application frame 
work infrastructure 1041 may also provide separate signaling 
paths. A signaling path between service manager 1043 and 
one or both of ASPs 1005a-b may be provided through the 
ANI protocol handler 1045, and IP network 1033. A signaling 
path between service manager 1043 and NSP 1003b and/or 
NSP 1003c may be provided through NNI protocol handler 
1047, concentrator 1029, and IP network 1033. A signaling 
path between the service manager 1043 and concentrator 
1029 may be provided through concentrator adapter 1049 and 
IP network 1033. A signaling path between the service man 
ager 1043 and the routing gateway may be provided through 
UNI protocol handler 1024, automated configuration server 
1023, concentrator 1029, ATM 1027, access node 1021, and 
MDF 1019. 

0422 More particularly, the concentrator 1029 may be a 
broadband remote access server (BRAS), and a particular 
concentrator adapter 1049 may be used to provide an appro 
priate interface for a particular broadband remote access 
server. For example, the concentrator 1029 may be provided 
using abroadband remote access server such as a Shasta 5000 
Broadband Service Node produced by Nortel Networks or a 
Juniper ERX-310 BRAS/edge router produced by Juniper 
Networks. Accordingly, the concentration adapter 1049 may 
be modified to provide compatibility with different concen 
tratOrS. 

0423. While not separately illustrated in FIG. 32, each of 
the routing gateway 1011, the application service providers 
1005a-b, and the network service providers 1003b-c may 
include a transceiver(s) to transmit data to and receive data 
from the regional/access network 1001. In addition, the con 
centrator 1029 may also include a transceiver to transmit data 
to and receive data from the application service providers 
1005a-b and the network service providers 1003b-c. Simi 
larly, the MDF 1019 and/or the access node 1021 may include 
a transceiver to transmit data to and/or receive data from 
routing gateways. 
0424 Moreover, transmitters, receivers, and/or transceiv 
ers according to embodiments of the present invention may be 
wired and/or wireless. By way of example, transmitters, 
receivers, and/or transceivers according to embodiments of 
the present invention may be provided using circuit-switched 
networks, and/or packet-based networks and/or network ele 
ments, such as Internet Protocol (IP) networks and elements. 
In addition or in alternatives, transmitters, receivers, and/or 
transceivers according to embodiments of the present inven 
tion may be provided wirelessly, for example, using cellular 
communications, personal communications systems (PCS), 
WiFi, Ultrawideband, Bluetooth, and/or satellite communi 
cations. In addition or in other alternatives, transmitters, 
receivers, and/or transceivers according to embodiments of 
the present invention may be provided in wireline environ 
ments such as in cable communications and/or power line 
communications. 
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0425 Information relating to data flow characteristics can 
be stored in the session data store 1051, and a provisioning 
interface 1053 may allow an operator of the regional/access 
network 1001 to provision bandwidth and Quality-of-Service 
settings for each individual Subscriber. Accordingly, applica 
tion flow control information for each session conducted at 
each routing gateway may be stored at the session data store 
1051, and at the routing gateway 1011. Moreover, an appli 
cation flow control record may be created by the service 
manager 1043 responsive to a request from one of the appli 
cation service providers 1005a-b when a data session with a 
routing gateway is established with one of the application 
service providers, and the application flow control record 
may be deleted by the service manager 1043 responsive to a 
request from one of the application service providers 1005a-b 
when the data session with the routing gateway is terminated. 
Operations of elements illustrated in FIG. 32 are discussed 
above in greater detail, for example, with respect to FIGS. 1-7 
and 13-21, and/or at Sections 6.4., 6.4.1, and 6.4.2, and more 
particularly, at Section 6.4.2 “Application Flow Control 
Record Creation Scenario Messaging Flow”, and at Section 
6.4.2 “Application Flow Control Record Deletion Scenario 
Messaging Flow”. 
0426. According to particular embodiments of the present 
invention, a user at a user device 1015a may establish a data 
session using an application service provided by one of the 
application service providers 1005a-b over a data path estab 
lished through the routing gateway 1011, the network inter 
face device 1009, and the regional/access network 1001. For 
example, the application service provider 1005a may provide 
one or more of application services such as gaming, video on 
demand, and/or access to virtual private networks (VPNs) via 
IPsec and/or another Internet Protocol tunneling technique. 
The application service provider 1005a may initiate estab 
lishing a data session through the regional/access network 
1001 and the routing gateway 1011 responsive to a request 
received from the user device 1015a over the regional/access 
network 1001. When the data session is complete and/or 
when a termination request is received from the user device 
1015a, the application service provider 1005a may initiate 
terminating the data session. 
0427 More particularly, the application service provider 
1005a may initiate a data session with a user device through 
a particular routing gateway 1011 by generating an applica 
tion flow control record request (such as an AppFlow Control 
Request as discussed above). The application flow control 
record request may include an identification of the service 
provider (such as a SP ID as discussed above), an identifica 
tion of the routing gateway (Such as a DSL Line JD discussed 
above), and data flow characteristics for the application ser 
Vice being requested (such as a Flow Classifier, a Flow 
Priority, and a Flow Bandwidth discussed above). The appli 
cation flow control record request may also include an 
authorization code (previously provided by the regional/ac 
cess network 1001) that identifies the particular application 
service being established. 
0428 The application flow control record request can be 
received at the ANI protocol handler 1045 and forwarded to 
the service manager 1043. Ifan authorization code is included 
in the request, the service manager 1043 may validate the 
application flow control record request using the authoriza 
tion code, and create an application flow control record for the 
data session if the request is valid. In an alternative, the 
application flow control record may be created without 
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requiring validation. More particularly, the application flow 
control record may be created by saving information from the 
application flow control record request at the session data 
Store 1051. 

0429. The application flow control record may include the 
data flow characteristics for the application data session, and 
the data flow control characteristics may include a bandwidth 
characterization (such as a Flow Priority as discussed above) 
for the application service and a priority characterization 
(such as a Flow Priority as discussed above) for the applica 
tion service. The service manager 1043 may communicate the 
data flow characteristics for the application service and 
requesting routing gateway 1011 through the regional/access 
network 1001. For example, the service manager 1043 may 
communicate the data flow characteristics for the application 
service through the concentration adapter 1049 and the IP 
network 1033 to the concentrator 1029. The service manager 
1043 may communicate the data flow characteristics for the 
application service to the routing gateway 1011 through the 
UNI protocol handler 1024, the automated configuration 
server 1023, the IP network 1033, the concentrator 1029, the 
ATM 1027, the access node 1021, and the MDF 1019. 
Accordingly, the data flow characteristics for the routing 
gateway 1011 requesting the application service may be 
stored at the session data store 1051 and at the requesting 
routing gateway 1011. 
0430. The data flow characteristics for the session of the 
routing gateway 1011 using the application service provided 
by the application service provider 1005a may thus be saved 
as an application flow control record for the routing gateway 
1011 at the session data store 1051 used by the service man 
ager 1043. Moreover, the data flow characteristics can be 
forwarded to and saved at the routing gateway 1011. Accord 
ingly, the data flow characteristics can be used at the concen 
trator 1029 and at the routing gateway 1011 when providing 
the data path between the routing gateway 1011 and the 
application service provider 1005a to support a session of the 
routing gateway 1011 using the application service provided 
by the application service provider 1005a. More particularly, 
the data flow characteristics can be used by the concentrator 
1029 and the routing gateway 1011 to police the flow of data 
of the session between the routing gateway 1011 and the 
application service provider 1005a according to the data flow 
characteristics provided by the application service provider 
for the session. 

0431 When the session between the application service 
provider 1005a and the routing gateway 1011 is over, the data 
flow characteristics saved at the session data store 1051 may 
be deleted. For example, the application service provider 
1005a may determine that the session with the routing gate 
way 1011 is complete responsive to receiving a termination 
request from the routing gateway 1011, responsive to deter 
mining that a time out period has passed without communi 
cation from the routing gateway 1011, and/or responsive to 
determining that a session time limit has been exceeded. 
0432. Once the application service provider 1005a deter 
mines that the session is complete, the application service 
provider 1005a may transmit a request to delete the data flow 
characteristics for the session, and the request may be 
received by the ANI protocol handler 1045 and passed to the 
service manager 1043. The service manager 1043 may then 
delete the data flow characteristics saved at the session data 
store 1051 for the session of the routing gateway 1011 using 
the application service provided by the application service 
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provider 1005a, and the data path between the routing gate 
way 1011 and the application service provider 1005a may be 
terminated to end the session of the routing gateway using the 
application service provider. 
0433) A data network may be operated between a routing 
gateway for a Subscriber and an application service provider 
according to additional embodiments of the present invention 
illustrated in FIG. 33. In particular, the data network may 
receive an identification of the routing gateway, an identifi 
cation of the application service provider, and data flow char 
acteristics of an application service for a session of the routing 
gateway using the application service provided by the appli 
cation service provider at block 2001. Responsive to receiv 
ing the information, the data flow characteristics of the appli 
cation service may be saved at block 2003, and the data flow 
characteristics may be forwarded to the routing gateway at 
block 2005. More particularly, the data flow characteristics 
may include a bandwidth characterization and a priority char 
acterization for the application service. 
0434 In addition, an authorization code may be received 
with the identification of the routing gateway, the identifica 
tion of the application, and the data flow characteristics, and 
the authorization code may be validated at the network before 
saving the data flow characteristics. Moreover, saving the data 
flow control characteristics may include creating an applica 
tion flow control record for the routing gateway, and the data 
flow characteristics may be at first and second databases 
within the data network. Moreover, the first database may be 
associated with a concentrator of the data network, and the 
second database may be associated with a service manager of 
the data network. 
0435 Receiving identifications and data flow characteris 
tics at block 2001 may be preceded by receiving a request 
from a routing gateway for a session using the application 
service provided by the application service provider, and 
forwarding the request from the routing gateway to the appli 
cation service provider. Once the data flow characteristics 
have been saved at the data network and forwarded to the 
routing gateway at blocks 2003 and 2005, an interconnection 
may be provided between the routing gateway and the appli 
cation service provider in accordance with the data flow char 
acteristics to support a session of the routing gateway of the 
subscriber using the application service provided by the 
application service provider. 
0436. Once the data session between the routing gateway 
and the application service provider is complete so that the 
data path is no longer needed, the data flow characteristics 
saved at the data network for the session may be deleted, and 
the data path between the routing gateway and the application 
may be terminated. More particularly, a request may be 
received from the application service provider to delete the 
data flow characteristics before deleting the data flow char 
acteristics, and the data flow characteristics may be deleted 
responsive to the request from the application service pro 
vider to thereby terminate the data path and the data session. 
Operations relating to application flow control records are 
also discussed above with respect to FIGS. 17 and 18. 
0437. An application service provider may be operated to 
provide an application service overa data network to a routing 
gateway for a Subscriberaccording to still additional embodi 
ments of the present invention illustrated in FIG. 34. As 
shown at block 3001 of FIG. 34, the application service 
provider may transmit to the data network an identification of 
the routing gateway, an identification of the application Ser 
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Vice provider, and data flow characteristics of the application 
service for a session with the routing gateway using the appli 
cation service. At block 3003, the application service may be 
provided over the data network and routing gateway in accor 
dance with the data flow characteristics transmitted to the data 
network to support a data session of the application service 
provider with the routing gateway. 
0438 More particularly, the routing gateway may be 
coupled to the data network via a digital Subscriberline, and 
the identification of the routing gateway may be a digital 
subscriber line identification. Moreover, the data flow char 
acteristics of the application service may include a bandwidth 
characterization for the application service and a priority 
characterization for the application service. In addition, trans 
mitting at block 3001 may also include transmitting an autho 
rization code for the application service, and the application 
service provider may wait to receive a validation of the autho 
rization code from the data network before providing the 
application service at block 3001. 
0439 Transmitting at block 3001 may be performed 
responsive to receiving a request from the routing gateway for 
a session using the application service. When the data session 
providing the application service to the routing gateway is 
complete, the application service provider may transmit a 
request to the application service provider to delete the data 
flow characteristics for the session of the routing gateway 
using the application service, and the application service over 
the data network and routing gateway may be terminated. The 
data session may be terminated, for example, responsive to a 
request from the routing gateway, responsive to passing of a 
predetermined period of time without activity, and/or respon 
sive to passing of a predetermined period of time allowed for 
a data session. 
0440 A routing gateway may be operated to provide sub 
scriber use of an application service provided by an applica 
tion service provider over a data network according to yet 
additional embodiments of the present invention illustrated in 
FIG. 35. In particular, the routing gateway may receive data 
flow characteristics of the application service for a session of 
the routing gateway using the application service provided by 
the application service provider at block 4001. At block 4003, 
access to the application service may be provided over the 
data network in accordance with the data flow characteristics 
received from the data network to Support a data session with 
the application service provider. 
0441 More particularly, the routing gateway may be 
coupled to the data network via a digital subscriber line. 
Moreover, the data flow characteristics of the application 
service may include a bandwidth characterization for the 
application service and a priority characterization for the 
application service. In addition, receiving the data flow char 
acteristics at block 4001 may be preceded by transmitting a 
request to the application service provider for a session using 
the application service provided by the application service 
provider. 
0442. Many variations and modifications can be made to 
the preferred embodiments without substantially departing 
from the principles of the present invention. All such varia 
tions and modifications are intended to be included herein 
within the scope of the present invention, as set forth in the 
following claims. 

That which is claimed: 
1. A method of operating a data network between a routing 

gateway for a Subscriberand a data service provider providing 
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a data service wherein the routing gateway is at a customer 
premises remote from the data network and wherein the data 
service provider is remote from the data network, the method 
comprising: 

receiving at the data network from the data service provider 
an identification of the routing gateway, an identification 
of the data service provider, and data flow characteristics 
of the data service for a session of the routing gateway 
using the data service provided by the data service pro 
vider wherein the data service provider is remote from 
the data network; 

responsive to receiving at the data network the identifica 
tion of the routing gateway, the identification of the data 
service provider, and the data flow characteristics for the 
data service, saving the data flow characteristics of the 
data service for the routing gateway at the data network; 
and 

forwarding the data flow characteristics of the data service 
from the data network to the routing gateway at the 
customer premises remote from the data network. 

2. A method according to claim 1 wherein the routing 
gateway is coupled to the data network via a digital Subscriber 
line and wherein the identification of the routing gateway 
comprises a digital Subscriber line identification. 

3. A method according to claim 1 wherein the data flow 
characteristics of the data service include a bandwidth char 
acterization for the data service and a priority characteriza 
tion for the data service both received from the data service 
provider, and wherein forwarding the data flow characteris 
tics to the routing gateway includes forwarding the bandwidth 
characterization and the priority characterization to the rout 
ing gateway at the customer premises remote from the data 
network. 

4. A method according to claim 1 wherein receiving further 
includes receiving an authorization code for the data service, 
the method further comprising: 

before saving the data flow characteristics, validating the 
authorization code. 

5. A method according to claim 1 wherein saving the data 
flow characteristics at the data network comprises creating an 
application flow control record for the routing gateway. 

6. A method according to claim 1 wherein saving the data 
flow characteristics comprises saving the data flow character 
istics at first and second databases within the data network. 

7. A method according to claim 6 wherein the first database 
is associated with a concentrator and the second database is 
associated with a service manager. 

8. A method according to claim 1 wherein receiving is 
preceded by: 

receiving a request from the routing gateway for a session 
using the data service provided by the data service pro 
vider; and 

forwarding the request from the routing gateway to the data 
service provider. 

9. A method according to claim 8 further comprising: 
providing an interconnection between the routing gateway 

and the data service provider in accordance with the data 
flow characteristics to thereby support a session of the 
routing gateway using the data service provided by the 
data service provider. 

10. A method according to claim 9 further comprising: 
deleting the data flow characteristics saved at the data 

network for the session of the routing gateway using the 
data service provided by the data service provider; and 
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terminating the interconnection between the routing gate 
way and the data service provider to thereby terminate 
the session of the routing gateway using the data service 
provided by the data service provider. 

11. A method according to claim 10 further comprising: 
before deleting the data flow characteristics, receiving a 

request from the data service provider to delete the data 
flow characteristics for the session of the routing gate 
way using the data service, wherein the data flow char 
acteristics are deleted responsive to receiving the 
request. 

12. A method according to claim 3 wherein the routing 
gateway is coupled to the data network via a digital Subscriber 
line, wherein the identification of the routing gateway com 
prises a digital Subscriber line identification, and wherein 
forwarding the bandwidth characterization and the priority 
characterization comprises forwarding the bandwidth char 
acterization and the priority characterization over the digital 
Subscriber line to the routing gateway at the customer pre 
mises. 

13. A method according to claim 1 wherein the data service 
provider comprises an application data service provider 
located remote from the data network, wherein the data ser 
Vice comprises an application data service, and wherein the 
data flow characteristics of the application data service 
include a bandwidth characterization for the application data 
service and a priority characterization for the application data 
service both received from the application data service pro 
vider, the method further comprising: 

providing an interconnection between the routing gateway 
and the application data service provider through the 
data network in accordance with the data flow charac 
teristics to thereby Support a session of the routing gate 
way using the application data service provided by the 
application data service provider; 

after providing the interconnection and completing the 
session, deleting the data flow characteristics saved at 
the data network for the session of the routing gateway 
using the application data service provided by the appli 
cation data service provider; and 

after providing the interconnection and completing the 
session, terminating the interconnection between the 
routing gateway and the application data service pro 
vider to thereby terminate the session of the routing 
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gateway using the application data service provided by 
the application data service provider. 

14. A method according to claim 13 wherein the applica 
tion data service comprises gaming, video on demand, and/or 
access to a virtual private network. 

15. A method of operating a data service provider provid 
ing a data service over a data network to a routing gateway for 
a Subscriber using the data service, the method comprising: 

transmitting to the data network an identification of the 
routing gateway, an identification of the data service 
provider, and data flow characteristics of the data service 
for a session with the routing gateway using the data 
service; and 

providing the data service over the data network and rout 
ing gateway in accordance with the data flow character 
istics transmitted to the data network to Support a data 
session of the data service provider with the routing 
gateway. 

16. A method according to claim 15 wherein the routing 
gateway is coupled to the data network via a digital Subscriber 
line and wherein the identification of the routing gateway 
comprises a digital Subscriber line identification. 

17. A method according to claim 15 wherein the data flow 
characteristics of the data service include a bandwidth char 
acterization for the data service and a priority characteriza 
tion for the data service. 

18. A method of operating a routing gateway providing 
subscriber use of a data service provided by a data service 
provider over a data network, the method comprising: 

receiving data flow characteristics of the data service for a 
session of the routing gateway using the data service 
provided by the data service provider; and 

providing access to the data service over the data network 
in accordance with the data flow characteristics received 
from the data network to Support a data session with the 
data service provider. 

19. A method according to claim 18 wherein the routing 
gateway is coupled to the data network via a digital Subscriber 
line. 

20. A method according to claim 18 wherein the data flow 
characteristics of the data service include a bandwidth char 
acterization for the data service and a priority characteriza 
tion for the data service. 
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