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METHODS AND APPARATUS PROVIDING SECURITY FOR MULTIPLE
OPERATIONAL STATES OF A COMPUTERIZED DEVICE

Computer systems, networks and data centers are exposed to a constant and differing
variety of attacks that expose vulnerabilities of such systems in order to compromise their
security and/or operation. As an example, various forms of malicious software program
attacks include viruses, worms, Trojan horses and the like that computer systems can obtain
and install over a network such as the Internet. Quite often, users of such computer systems
are not even aware that such malicious programs have been obtained and installed within the
computer system. Once installed within a computer, a malicious program that executes might
disrupt operation of the computer to a point of inoperability and/or might spread itself to
other computers within a network or data center by exploiting vulnerabilities of the
computer’s operating system or resident application programs. Other installed malicious
programs might operate within a computer to secretly extract and transmit information within
the computer to remote computer systems for various suspect purposes. As an example,
spyware is a form of software that can be installed and executed in the background (e.g.,
unbeknownst to users) of a computer system and can perform undesirable processing
operations such as tracking, recording and transmitting user input from the spyware-resident
computer system to a remote computer system. Spyware can allow remote computers to
silently obtain otherwise confidential information such as usernames and passwords required
to access protected data, lists, contents of files or even remote web sites user account
information.

In most cases involving operation of a malicious program, that program must be
installed in some manner into the computer system. In some cases, installation of a software
application (i.e., a program) can be as simple as copying the program to a location in memory
or onto storage associated with the computer system. In such cases, the program might be a
self-contained executable that does not need to modify any computer system configuration in
order to support its execution. Thus an executable file that is copied to disk and then
executed can be one example of an installation operation that occurs. More complex
software programs might require the user of certain system services or may require
modification of system configuration settings of the computer system and thus may use a
special installation program, such as an installation wizard, to perform an installation process.
In such cases, many operating systems such as Microsoft Windows (Windows is a trademark

of Microsoft Corporation of Redmond, Washington, USA) provide special installation
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programs or libraries that software programs can invoke upon startup to guide a user through
an installation process. These more complex software installation processes may require
placement of data within, or other modification of, operating system configuration settings
such as addition or modification of operating system registry values, modification of file
system data, insertion of dynamically linked libraries, and/or other such tasks that must occur
during the installation process.

Computer system developers, software developers and security experts have created
many types of conventional preventive measures that operate within conventional computer
systems in an attempt to prevent installation and operation of malicious programs that may
compromise proper operation of the computer systems. As an example, conventional virus
detection software operates to periodically download a set of virus definitions from a
remotely located server. Once the virus detection software obtains the definitions, the
security software can monitor incoming data received by the computer system, such as email
messages containing attachments, to identify viruses defined within the virus definitions that
might be present within the data attached to such email messages. Such data might be
obtained over a network or might be unknowingly resident on a computer readable medium,
such as a disk or CD-ROM, that a user inserts into the computer during a process of installing
a software program. Upon detection of data containing a virus or a malicious program, the
virus detection software quarantines the identified data or attachment so that a user of the
computer system will not be able to install the program thus preventing the execution of code
that might result in compromising the computer’s operation.

Other examples of conventional malicious attacks, intrusions, or undesirable
processing that can cause problems within computer systems or even entire computer
networks include virus attacks, worm attacks, trojan horse attacks, denial-of-service attacks, a
buffer overflow operations, execution of malformed application data, and execution of
malicious mobile code. Virus attacks, worm attacks, and trojan horse attacks are variants of
each other that generally involve the installation and execution of a program that, once
installed, performs some undesired processing operations to comprise a computers’ proper
operation. Buffer overflow attacks occur when installed programs do not provide appropriate
checks of data stored in internal data structures within the software that result in overwriting
surrounding areas of memory. Attacks based on buffer overflows might allow an attacker to
execute arbitrary code on the target system to invoke privileged access, destroy data, or
perform other undesirable functions. Malformed application data attacks might result in an

installed application containing a code section that, if installed and executed, provides or
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exposes access to resources that would otherwise be private to the application. Such attacks

can expose vulnerabilities due to an incorrect implementation of the application, for example
by failing to provide appropriate data validity checks, or allowing data stream parsing errors,
and the like.

Many of the conventional malicious programs and mechanisms for attack of computer
systems, such as viruses and worms, include the ability to redistribute themselves to other
computer systems or devices within a computer network, such that several computers become
infected and experience the malicious processing activities discussed above. Some
conventional attempts to prevent redistribution of malicious programs include implementing
malicious program detection mechanisms such as virus detection software within firewalls or
gateways between different portions of networked computer systems in order to halt

propagation of malicious programs to sub-networks.

SUMMARY

Current mechanisms for providing security to computers and computer networks
during operation of software applications and programs suffer from a variety of deficiencies.
Embodiments of the invention provide numerous advantages over such conventional systems
to avoid such deficiencies. In particular, conventional systems for protecting computer
systems rely on a single set of rules that a reference monitor applies no matter what state the
computer system is operating in. For example, a security monitor program might be
equipped with a single set or rules that are applied if the computer is booting up, and during
normal execution of programs, and during malicious activity such as virus infection within
the computer, and during installation of programs, and when the computer is shutting down.
The conventional computer monitoring software uses a single set of rules to define actions to
be taken in the event of a security violation, regardless of which of these states the computer
is in.

As an example, consider a state of a computer system during installation of a software
application. Conventional protection from installation of malicious programs, such as
conventional virus detection software programs, rely strictly on the ability to periodically
remotely receive information such as virus definitions that allow the conventional security
software to identify and quarantine malicious programs. Many of the most common
conventional forms of security software such as virus definitions programs use fixed normal
security policies that rely upon obtaining the periodic virus definition updates from a

_ centralized server accessed over the Internet that is maintained by the vendor of the security

-3-



WO 2006/081486 PCT/US2006/003068

software. As a result, the most recent virus definition updates only reflects those viruses that
have been recently detected, fingerprinted in inserted into the virus definition file by the
vendor of that maintains and distributes the virus definition files. Thus conventional security
programs do not provide multiple security levels for different operational states of the
computer — such as one for normal operation of the computer system during which time
software applications are not being installed, and a second security policy that alters security
settings during a time when software applications are being installed, and another security
policy that provides security protection rules associated with boot-time in the computer, and
so forth.

Since conventional security products enforce a single normal security policy that is
crafted for normal operation of the computer system, even when the computer is in different
states, these conventional security programs, such as virus detection software, try to protect
the configuration of the computer system and the applications at the same time using a single
security policy but the security risks change as the computer transitions from state to state.
One problem with this approach using the installation state as an example is that when a user
attempts to upgrade or install a new software applicatic;n into the computer system, this
action can require a legitimate modification of the computer system configuration but that
may cause a security system violation when detected by conventional security programs.

Conventional security programs such as monitoring programs that constantly monitor
or look for certain modifications being made to a computer system configuration in order to
prevent unauthorized configurations changes thus provide only one security level. As an
example, a commonly used conventional computer security monitoring program is called
“Spybot Search and Destroy” (hereinafter Spybot) produced by Safer Networking Limited of
Dublin, Ireland. Spybot provides a resident software program that executes in the
background in conjunction with the operating system of a personal computer. Spybot
monitors the computer system operation for certain events and also detects the presence of
programs that are well known to be malicious or problematic in nature. In operation, Spybot
requires the user to download a most recent detections update that contains a list of known
programs and computer system configuration changes that might cause problems. Once the
detections are obtained, Spybot will simply execute and look for the presence of any known
programs in the detections list and will also monitor the computer system’s operation to
identify situations when a process is attempting to modify a known system configuration
setting that might create problems by installing a know problematic program. As another

example, Spybot can detect any attempts by any processes to modify registry value settings in
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the Microsoft Windows Registry. In the event of detection of such attempted registry
modifications, Spybot will prompt the user to determine if the user desires the registry
modification to be allowed. In this manner, Spybot provides a single level of security that
does not dynamically adapt to changing conditions within the computer system. That is,
Spybot and similar conventional monitoring programs that detect system configuration
setting modifications, that often occur for example during software installation, to be a
violation of the security policy provided by such monitoring programs and thus results in
either denying the action outright or prompting the user to determine if the action should be
allowed.

Thus, using conventional security monitoring tools such as Spybot, legitimate state
changes in the computer system, such as a transition from a normal operation state to an
installation state to perform installation of software by a user that is not malicious in nature
still causes a violation of the security policy that results in a warning or “false positive” to the
user to determine if the user desires the operation to proceed. This slows down the
installation process of the program the user wishes to install and quite often, the prompts
provided to the user are cryptic in nature and unless that user is quite knowledgeable in the
area of registry system key settings, that user will often not understand what the requested
change to a registry setting really means. If a user indicates that he or she does not want to
change to be made, the software may be installed incorrectly, thus resulting in incorrect
program or system operation. As such, when using conventional monitoring programs that
attempt to limit or restrict access to protected system configuration settings such as operating
system settings, registry settings, library access, and the like, such conventional systems
might result in failure to install a legitimate application propexly.

When using conventional security monitoring tools such as Spybot, a user may
overcome his or her frustration with being prompted for all the false positives that indicated
each and every system configuration change and may simply disable the security monitoring
software to allow for easy software installation. However, this is problematic since the user
may forget to re-enable the security software after installation is complete thus leaving the
computer vulnerable to a non-legitimate system configuration change that a malicious
program may petform thereafter. Thus, by only providing one security level and treating all
system configuration changes as a potentially bad event, the aforementioned drawbacks are
present in conventional system security software.

Embodiments of the invention significantly overcome the aforementioned drawbacks

and provide a security system for computer systems and networks that provides a behavioral-
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based security solution that dynamically applies different security settings, rules or policies in
the event of detection of occurrences of different states of the computer system. Security
policies can be created for states such as boot-up, runtime, installation, shutdown, and a
compromised state in which the security agent software has detected the presence of a known
malicious program such as a virus. In particular, a security agent provided by embodiments
of the invention controls security during operation of a computerized device using different
security policies that are applied in different circumstances.

Embodiments of the invention thus provide systems, apparatus and methods for
controlling security during operation of a computerized device using multiple security
policies for multiple operation states of the device. The system is able to enforce a first
security policy during first operational state of the computerized device, such as boot-time, or
in any other state, such as normal run-time, an installation state, a compromised state (e.g.,
when it is determined that the computer is, for example, infected with a malicious program), a
shutdown state, or any other categorically operational state. Enforcement of the first security
policy provides a first level access to resources within the computerized device by processes
operating in the computerized device in that state. The system can further detecting a
transition operation of the computerized device that occurs during enforcement of the first
security policy. The transition operation indicates that operation of the computerized device
is transitioning from the first operational state to a second operational state, such as from
boot-time to normal run-time, or from normal run-time to a software installation state.

In response to detection of the transition operation, the system is able to enforce a
second security policy corresponding to the second operational state to provide a level of
access to the resources within the computerized device that corresponds to the second
operational state during operation of processes in the second operational state. The system
can repeat the processing steps of detecting a transition operation and enforcing an security
policy corresponding to the transitioned-to operational state for a plurality of operational
states of the computerized device, such that as operation of the computer system transitions
from operational state to operational state, different security policies corresponding to those
operational states are enforced during operation of those states.

By way of example, in one configuration, the security agent enforces a non-
installation security policy during non-installation operation of the computerized device.
Enforcement of the non-installation security policy provides non-installation level access to
resources within the computerized device by processes operating in the computerized device.

Non-installation level access might allow, for example, user level application processes to
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access full networking resources, but might not allow access to system configuration settings
such as registry modifications. The non-installation security policy thus provides a more
restrictive level of access to resources within the computerized device such as operating
system settings, registry value settings, dynamically linked libraries being added or removed
from the computerized device, or other such system-level changes. At the same time, the non-
installation security policy provides a less restrictive level of access to resources within the
computerized device such as network access to or from the computerized device and access
to other user applications.

The security agent further operates to detect an installation operation of the
computerized device that occurs during enforcement of the non-installation security policy.
The installation operation indicates that at least one installation is to be performed in the
computerized device. This can include detecting a requirement to install a software
application within the computerized device. Examples of detection of an installation
operation can be startup of an installation wizard, or a process making a system call to
execute a library commonly associated with installing software, or identifying a first time
execution of a process or program. Other examples can include detection of attempts to
access a system configuration setting that is associated with installing software.

In response to detection of the installation operation, the security agent enforces an
installation security policy to provide installation level access to the resources within the
computerized device during the installation operation. Enforcing the installation security
policy in one configuration relaxes or provides a less restrictive level of access to certain
resources within the computerized device such as, for example, operating system settings,
registry values, and access to modification to dynamically linked libraries while at the same
time providing a more restrictive level of access to other resources within the computerized
device such as, for example, third party software applications, network access to network
locations not related to the installation, email access, and so forth. Such access would
otherwise be restricted if the non-installation security policy were enforced.

In response to an end-installation event, the security agent re-enforces the non-
installation security policy. An end-installation event may be, for example, expiration of an
installation timer indicating that an installation time period has elapsed or an indication from
the user that installation is complete or completion of execution of the installation process.
In response to the end-installation event, the security agent reverts to enforcement of a non-
installation security policy that provides restricted access to resources that were required

during the installation process.
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In this manner, the system of the invention is able to dynamically detect an
installation operation being performed and ca transition to a security policy that is optimized
for software (or hardware) installations within the device. Further details of other
configurations and features will be explained in detail herein.

Other embodiments of the invention include any type of computerized device,
workstation, handheld or laptop computer, or the like configured with software and/or
circuitry (e.g., a processor) to process any or all of the method operations disclosed herein. In
other words, a computerized device or a processor that is programmed or configured to
operate as explained herein is considered an embodiment of the invention.

Other embodiments of the invention that are disclosed herein include software
programs to perform the steps and operations summarized above and disclosed in detail
below. One such embodiment comprises a computer program product that has a computer-
readable medium including computer program logic encoded thereon that, when performed in
a computerized device having a coupling of a memory and a processor, programs the
processor to perform the operations disclosed herein. Such arrangements are typically
provided as software, code and/or other data (e.g., data structures) arranged or encoded on a
computer readable medium such as an optical medium (e.g., CD-ROM), floppy or hard disk
or other a medium such as firmware or microcode in one or more ROM or RAM or PROM
chips or as an Application Specific Integrated Circuit (ASIC). The software or firmware or
other such configurations can be installed onto a computerized device to cause the
computerized device to perform the techniques explained herein as embodiments of the
invention.

It is to be understood that the system of the invention can be embodied strictly as a
software program, as software and hardware, or as hardware alone such as within a processor,
or within an operating system. Example embodiments of the invention may be implemented
within computer systems, processors, and computer program products and/or software

applications manufactured by Cisco Systems, Inc. of San Jose, California, USA.

BRIEF DESCRIPTION OF THE DRAWINGS

The foregoing and other objects, features and advantages of the invention will be
apparent from the following more particular description of embodiments of the invention, as
illustrated in the accompanying drawings and figures in which like reference characters refer

to the same parts throughout the different views. The drawings are not necessarily to scale,
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with emphasis instead being placed upon illustrating the embodiments, principles and
concepts of the invention.

Figure 1 illustrates an example configuration of a network environment that includes a
security system configured as disclosed herein.

Figure 2 is a flow chart of processing steps for providing security to a computerized
device according to one example configuration disclosed herein.

Figure 3 illustrates example architecture of the computerized device configured with a
security system in one example configuration.

Figures 4 through 7 are a flow chart of example processing operations performed by

the computer security system as disclosed hetrein.

DETAILED DESCRIPTION

Embodiments of the invention provide systems, apparatus and methods for controlling
security during operation of a computerized device using multiple security policies for
multiple operation states of the device. The system is able to enforce 'a first security policy
during first operational state of the computerized device, such as boot-time, or in any other
state, such as normal run-time, an installation state, a compromised state (e.g., when it is
determined that the computer is, for example, infected with a malicious program), a shutdown
state, or any other categorically operational state. Enforcement of the first security policy
provides a first level access to resources within the computerized device by processes
operating in the computerized device in that state. The system can further detecting a
transition operation of the computerized device that occurs during enforcement of the first
security policy. The transition operation indicates that operation of the computerized device
is transitioning from the first operational state to a second operational state, such as from
boot-time to normal run-time, or from normal run-time to a software installation state.

In response to detection of the transition operation, the system is able to enforce a
second security policy corresponding to the second operational state to provide a level of
access to the resources within the computerized device that corresponds to the second
operational state during operation of processes in the second operational state. The system
can repeat the processing steps of detecting a transition operation and enforcing an security
policy corresponding to the transitioned-to operational state for a plurality of operational
states of the computerized device, such that as operation of the computer system transitions
from operational state to operational state, different security policies corresponding to those

operational states are enforced during operation of those states. A detailed discussion of one
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example of state transition will now be provided to illustrate example embodiments of the
invention in which an installation state is used by way of example only.

Figure 1 illustrates an example computer system 110 suitable for use in explaining
example embodiments of the invention. The computer system 110 executes, runs, interprets,
operates or otherwise performs a security agent 150 (application 150-1 and process 150-2)
that provides security to the computerized system 110 during installation operations. The
computer system 110 may be any type of computerized device such as a personal computer,
workstation, portable computing device, console, laptop, network terminal, data
communications device (e.g., router, switch, etc.) or the like. As shown in this example, the
computerized device 110 includes an interconnection mechanism 111 such as a data bus or
other circuitry that couples a memory system 112, a processor 113, an input/output interface
114, and a communications interface 115. An input device 116 (e.g., one or more user
controlled devices such as a keyboard, mouse, etc.) couples to processor 113 through I/0
interface 114 and enables a user 108 to provide input commands and generally control the
computer system 110 via the display 130 that might prov\ide, for example, a graphical user
interface 160. Also in this example configuration, a database 125 stores both installation
security policies 111, as well as one or more non-installation security policies 112 that the a
security agent 150 can access as needed in accordance with techniques described herein. It is
to be understood that the database could be stored or loaded into memory within the
computer. The communications interface 115 enables the computer system 110 to
communicate with other devices (i.e., other computers) on a network 102. This can allow for
remote software installations into the computer system 110 from remote computer systems.

The memory system 112 is any type of computer readable medium and in this
example is encoded with one or more applications 120, an operating system 130, and a
security agent application 150-1 configured in accordance with embodiments explained
herein. The applications 120 arte any type of third party or user-level software applications.
Examples include email, World Wide Web applications, specific purpose or dedicated
software applications or the like that may be executed by the processor 113. Likewise, the
operating system 130 may be any type of operating system such as Windows, Unix, or the
like. The security agent application 150-1 may be embodied as software code such as data
and/or logic instructions (e.g., code stored in the memory or on another computer readable
medium such as a removable disk) that supports processing functionality according to

different embodiments described herein.
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During general operation of the computer system 110, the processor 113 accesses the
memory system 112 via the interconnect 111 in order to launch, run, execute, interpret or
otherwise perform the logic instructions of the applications 120, the security agent
application 150-1 and the operating system 130 as needed. Execution of security agent
application 150-1 in this manner produces processing functionality in a security agent process
150-2 that embodies the run-time operation of configurations described herein. In other
words, the security agent process 150-2 represents one or more portions or runtime instances
of security agent application 150-1 (or the entire application 150-1) performing or executing
within or upon the processor 113 in the computerized device 110 at runtime.

Generally, the security agent process 150-2 operates as explained herein to provide
enforcement of one or more non-installation security policies 211 and one or more
installation security policies 212 depending upon whether or not an installation operation is
being performed in the computer system 110. When installation operations are not occurring
within the computer system 110, the security agent 150 and forces none-installation security
policies 211 that control access to various resources within the computer system 110 on
behalf of executing processes 121. As an example, using rules specified in the non-
installation security policies 211, the security agent 150 during non-installation operations
can provide highly restricted access to operating system configuration settings and other
privileged areas of the computer system 110, while at the same time providing less restrictive
access to computer system resources such as network communications and invocation of third
party applications 120. Embodiments of the invention are based in part on an observation
that, to allow for software installations to occur within the computer system 110, the security
agent 150 provides for a looser installation security policy 212 that allows access to
traditionally more restricted resources within the computer system 110 (that are normally
restricted during non-installation execution of applications) in order to avoid high rates of
false positives (i.e., suspected security violations) during application of security while
undergoing an installation process such as installing software 180. This is because
installation of software typically involves legitimate modifications to traditionally restricted
areas of the computer system such as system configuration settings, modification of libraries,
and the like.

An example of an installation operation is demonstrated in Figure 1 where the user
108 begins installation of software 180 into the computer system 110 via the input-output
interface 114 (e.g., via loading software on a computer readable medium into a disk or optical

drive). When the security agent 150 detects the initiation of the installation process by the
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user 108 of the software application 180, the security agent 150 transitions from enforcing the
non-installation security policy 211 to enforcing the installation security policy 212.
Enforcement of the installation security policy 212 can provide more restricted access to
certain resources within the computer system 110 such as the ability to execute third party
applications by processes associated with the software installation process while at the same
time providing less restrictive access to those resources within the computer system 110 that
are typically required to be modified during installation and that during normal secure non-
installation execution of applications would not traditionally be allowed to be modified.

In this manner, embodiments of the invention provide the ability to dynamically
modity security policies applied within the computer system 110 in response to detection of
installation of software. Since the requirements of a software installation represent, in many
cases, an opposite security policy of a non-installation security policies that is applied during
normal or non-installation operations, resources such as system configuration settings that are
normally restricted during normal execution of processes must often be allowed to be
modified during software installations. Accordingly, the security agent 150 described herein
provides the ability to allow an installation operation to modify such normally restricted
resources within the computerized device while at the same time disallowing access to certain
resources which are normally allowed during non-installation operations. As an example,
during a software installation, the installation security policy 212 may specify that network
access is to be disallowed for any processes associated with the software installation to
network destinations other than those associated with the installation. This can prevent, for
example, a software installation, that might unknowingly (to the user 108) contain malicious
software, from contacting network locations associated with the malicious software to
perform undesired processing operations within the computer system 110. Further details
concerning the operation of the security agent 150 will be provided shortly with respect to the
flowchart of processing steps in Figure 2.

It is noted that the security agent 150 may be stored on a computer readable medium
(such as a floppy disk), hard disk, electronic, magnetic, optical or other computer readable
medium. The security agent 150 may also be stored in a memory system 112 such as in
firmware, read only memory (ROM), or, as in this example, as executable code in, for
example, Random Access Memory (RAM). In addition to these embodiments, it should also
be noted that other embodiments herein include the execution of the security agent

application 150-1 in the processor 113 as the security agent process 150-2. Those skilled in
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the art will understand that the computer system 110 may include other processes and/or
software and hardware components not shown in this example.

Figure 2 is a flow chart of high level processing steps that the security system
including the security agent 150 performs in order to provide security to a computerized
device 110 before, during and after software installations in accordance with one example
embodiment.

In step 300, the security agent 150 enforces a non-installation security policy 211
during non-installation operation of the computerized device. Enforcement of the non-
installation security policy 211 provides non-installation level access to resources within the
computerized device by processes 121 operating in the computerized device. In one
configuration, the non-installation security is a more restrictive security policy that disallows
modification to computerized device system configuration settings. The non-installation
security policy 211 may fully allow, for example, network access to the network 102 by any
processes 121 and may allow processes 121 to invoke other applications 120. At the same
time, the non-installation security policy 211 may disallow those processes 121 from
modifying any system settings such as making changes to the operating system 130 or other
sensitive areas of the computer system 110.

In step 301, the security agent 150 detects an installation operation of the
computerized device 110 that occurs during enforcement of the non-installation security
policy 211. The installation operation indicates that at least one installation is to be
performed in the computerized device. In the illustrated example, the security agent 150
detects the initiation of a process (e.g., a software installation wizard, routine, library, system
call, etc.) by the user 108 to install software 180 within the computer system 110.
Embodiments of the invention are not limited to detecting and enforcing security during
software installations, but rather, are applicable to any kind of installation such as software,
hardware or a combination thereof.

In step 302, in response to detection of the installation operation, the security agent
150 enforces an installation security policy 212 to provide installation level access to the
resources (e.g., operating system 130) within the computerized device during the installation
operation. The installation security policy 212 for certain resources (e.g., operating system
130) is a less restrictive security policy that allows modification to computerized device
system configuration settings. However, the installation security policy 212 may also specify
that access to some resources, such as full network access, be disallowed or strictly limited in

order to restrict the types of operations that the software installation operation is able to
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perform. By doing so, embodiments of the invention prevent large numbers of reported but
erroneous security violations that often occur using conventional security monitoring
applications that trigger many false positives during software installations when legitimate
changes to system configuration settings are being performed. At the same time, by placing
more restrictive controls on certain system resources such as the ability to launch third party
applications such as email and to prevent access to most destinations within the network 102
(i.e., other than those associated with the software being installed), configurations disclosed
herein prevent the ability for malicious software to accomplish its goal of compromising the
computer system 110,

This is illustrated in sub-step 303, in which the security agent 150 provides
modification access to computerized device system configuration settings such as the
operating system 130 that would otherwise be restricted if the non-installation security policy
were enforced.

In step 304, in response to an end-installation event, the security agent 150 re-
enforces the non-installation security policy. An end-installation event may be, for example,
termination of the software installation process such as an install wizard that is installing the
software 180, or alternatively, such an end-installation event may be triggered by expiration
of an installation timer or by an indication from the user 108 that the installation is complete.

Figure 3 illustrates a detailed architecture of a security agent 150 configured within a
computer system 110 in accordance with one example embodiment. The security agent 150
components include a plurality of security interceptors 200-1 through 200-7 including, for
example, a network traffic interceptor 200-1, the network application interceptor 200-2, a file
interceptor 200-3, a registry interceptor 200-4, a system call interceptor 200-5, a buffer
overflow interceptor 200-6 and a data interceptor 200-7. The security agent 150 in this
example configuration also includes an event correlation engine 210, an agent user interface
213, and local event manager 214. The event correlation engine 210 stores non-installation
and installation security policies 211 and 212 that each contains rules that are used to instruct
the components of the security agent 150 to protect various resources of the computer 110 by
interpreting and enforcing the rules to restrict the operations that may be performed by that
computer 110.

As an example, in one configuration, the network traffic interceptor 200-1 resides
between a network interface driver 224 and the network interface card or other
communications interface. The network traffic interceptor 200-1 is able to control

transmission of packets coming to or from the network 102. In this manner, during software
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installations, such capability can prevent an installation process from accessing locations
within the network 102 other than those designated by the user 108 as being acceptable
network locations that might be required for purposes of software installation. As an
example, when the security agent 150 detects the occurrence of an installation operation of
software 180 to be installed within the computerized device 110, the installation policy 212
can indicate to the security agent 150 that the security agent 150 is to prompt the user any
time the installation process intends to perform network communications with a remote
location on the network 102. The security agent 150 can prompt the user 108 with a domain
name service (DNS) resolved domain name associated with an IP address to which the
installation process is attempting communication and can request (via a prompt on the display
160) whether or not the user 108 desires to allow the communication to proceed during the
installation process.

In this manner, if software 180 being installed (and its associated installation process)
within the computer system 110 requires the ability to communicate over the network 102
with a remote server, for example, to authenticate its software identity and/or receive
operational credentials, the user 108 will be notified that such communication is being
attempted to a specific destination (e.g., the manufacturer’s web site of the product) and can
provide authorization for such communication to proceed. However, if software being
installed and/or its associated installation process makes an attempt to perform
communications to a remote network location for malicious purposes, by prompting the user
with the identity of the remote network location to which communications is being attempted,
the user can disallow such communications and thus prevent the software being installed
from compromising the security of the computer system 110. As a specific example, if the
software being installed attempts to communicate with a remote location that is known to
collect information from spyware that might be embedded within the software being
installed, the user can be notified of this and can disallow this processing. It is to be
understood that the term “software being installed” as used herein generally includes any
processes such as installation wizards that execute to install a software application.

In an alternative configuration, the security agent 150 can be preconfigured with
network destinations that are to be automatically disallowed and thus user prompting may not
be required. In yet another alternative configuration, the security agent 150 can determine an
identity of the software 180 being installed during the installation process and can determine
remote network locations within the network 102 that are to be allowed based on the identity

of the installed software (or on the identity of installation processes) and the security agent
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150 allows communications only to those destinations while disallowing communications to
other destinations by any process(s) associated with the software installation (e.g., if the
application 180 being installed is from ABC Corporation, then allow communications only to
ABC corporation servers).

It is to be understood that other resources within the computer system 110 can be
controlled in a similar manner with other security interceptors 200 that can include packet
interceptors, connection interceptors, file sharing interceptors, data filter interceptors, registry
interceptors, system call interceptors, and the like. The interceptors 200 can be installed and
executed by using, for example, windows registry keys that create dependencies on standard
MS Windows dynamically linked libraries (dlls) so that the interceptor dlls 200 are loaded
along with the appropriate windows dlls that they monitor. The interceptors 200 can thus
serve as wrappers to monitor and control processing operations of all calls made to any
specific computer components.

This example configuration also includes several components that operate within the
computer system 110 that are not part of the security agent architecture itself. In particular,
this example configuration includes one or more software applications 220 that execute
within a user space 240 within the computer system 110. The software applications 220 are
represented as processes 121 in Figure 1. The computer system 110 further operates several
components in kernel space 242 such as one or more device peripheral device drivers 222, a
network interface driver 224, communications protocol components 226, and an operating
system 228. Each of these is considered a resource to which access can be controlled as
explained herein during software installation or during application of any other security
policy corresponding to any other state. It is fo be understood that the components 222
through 228 are illustrated as separate for purposes of description of operation of the
invention, and that they may be combined together, such as an operating system that includes
device drivers 222 and communication protocol components 226.

Generally then, interceptors 200 of the security agent 150 monitor processing
activities and collect and report event data 212 to the event correlation engine 210 for the
respective processing components 220 through 228 within the user and kernel spaces 240 and
242. The event correlation engine 210 can store and examine the event data to identify
installation operations of to identify other states of the computerized device. Event data 212
can include things such as the identification of new connection requests made to the network
interface driver 224 for remote software installations (i.e., for software being installed from

the network 102), as detected by the network traffic interceptor 200-1, identification of boot
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time operations, shutdown operations, compromised operation (e.g., when a security
interceptor detects a virus or other malicious program is operating or has altered the
configuration of a computer), or other state operations or transition operations indication a
change between states. As another example, the application file interceptor 200-3 can
identify a processing activity such as an application 220 accessing a particular software
installation file such as an operating system install wizard via an operating system call or file
system call and report this as event data 212 to the event correlation engine 210. A name or a
hash of an executable file are other mechanisms for recognizing specific type of operations,
such as installation applications. There may be other interceptors 200 besides those
illustrated in Figure 2 and thus the interceptors 200-1 through 200-7 are shown by way of
example only. The event correlation engine 210 correlates the event data 212 to identify
installation operations in this example and in response, activates the installation security
policy 212. Likewise, for other states, appropriate security policies can be provided and
activated, depending on the security requirements of each state. This allows the event
correlation engine 210 to instruct the interceptors 200 to restrict or allow access to resources
as needed.Also, installation programs can be recognized by name alonw.

Other processing operations related to security for a computerized device are
explained in reference to the security agent architecture shown in Figure 3 in co-pending
United States Patent Application having Serial Number 11/031,212 entitled “METHODS
AND APPARATUS PROVIDING SECURITY TO COMPUTER SYSTEMS AND
NETWORKS” filed January 7, 2005 (Docket CIS04-34(9970)). Another patent that -
describes the ability to capture state information is United States Patent Application having
Serial Number 10/071,328 entitled “STATEFUL REFERENCE MONITOR?” filed February
8, 2002 (Docket CIS03-18(8427)). The entire teachings and contents of these reference
patent applications are hereby incorporated by reference herein in their entirety. Further
details of security agent operation will now be provided with respect twin flowchart
processing steps shown in Figure 4 through 7.

Figures 4 through 7 are a single flow chart of processing operations that show further
details of security provided by a security agent during software installation in accordance
with configurations disclosed herein.

In step 400 in Figure 4, the security agent 150 enforces a non-installation security
policy 211 during non-installation operation of the computerized device. Non-installation
operation of the computerized device 110 generally includes normal execution of user level

applications. Details of this processing are shown below.
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In step 401, the security agent 150 provides a more restrictive level of access to a first
resource within the computerized device. In one configuration, the first resource is a
computer system configuration resource of the computerized device that can include, for
example, an operating system setting, a registry value setting, or a dynamically linked library
being added or removed from the computerized device. Any other type of computer system
resource that is typically isolated from modification by user applications during normal
execution is restricted as specified in the non-installation security policy 211. Other
examples include access to “root-level” system settings or other controlled areas of the
computer system 110.

In step 402, the security agent 150 provides a less restrictive level of access to second
resources within the computerized device. Note that this step is optional, and that the policy
does not have to specify actions to be associated with non-installation processes (e.g., other
process executing in the computer). In one configuration, the second resource is a computer
system processing resource of the computerized device used in normal (i.e., non-installation
time) processing by an application. Examples include network access to or from the
computerized device or access to a user application that is different than the soﬁware
application being executed within the computerized device. Thus, access is less restricted to
third party applications such as email during enforcement of non-installation security
policies. Note that there may be more than one type or level of non-installation security
policy 211, and certain processes 121 or applications 120 may have specially designed or
custom non-installation security policies 211,

In step 403, the security agent 150 detects an installation operation of the
computerized device 110 that occurs during enforcement of the non-installation security
policy. As discussed above, the installation operation indicates that at least one installation is
to be performed in the computerized device. This can be a hardware or software installation,
but for purposes of this example configuration, a software installation of software 180 as
shown in Figure 1 is used in this example.

In step 404, the security agent 150 detects a requirement to install a software
application within the computerized device. Sub-steps 405 through 409 show example
configurations of mechanism to detect the occurrence of an installation operation. Note that
one or more of these may occur in sequence or in parallel.

In step 405, the security agent 150 detects occurrence, during enforcing the non-
installation security policy, of execution of an installation wizard that guides the user 108

through a process of installing software within the computerized device. This may be
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triggered when the user 108 inserts media into the computer system 110 that launches an
install program, or when the user downloads software from the network 102 which then
begins to install itself or another program remotely from the network 102.

In step 406, the security agent 150 detects occurrence, during enforcing the non-
installation security policy, of execution of a process accessing an installation library
associated with the computerized device. The operating system 130 can contain special
libraries used for installing software and if a security interceptor 200 in F igure 2 detects
access to such a library, the event correlation engine210 may identify this as the beginning of
an installation process.

In step 407, the security agent 150 detects occurrence, during enforcing the non-
installation security policy, of execution of a system call that requests to perform
modification of a system configuration setting that is commonly performed during software
installation. In this manner, if a program or process makes a system call that is typically a
forerunner to performing an install, a security interceptor 200 can detect this event and report
this to the event correlation engine 210 that can identify this action as an install operation.

In step 408, the security agent 150 detects occurrence, during enforcing the non-
installation security policy, of a first-time invocation of execution of a process within the
computerized device. In this manner, even if a software application does not perform an
official installation process using, for example, an install wizard, but was simply a stand-
alone executable program or file that is stored within a storage mechanism or other peripheral
device 222 of the computer system 210, the event correlation engine 210 within the security
agent 150 can keep a list of all programs, applications or processes that it has installed and/or
executed in the past. Using such a list, when any program, application or process executes
the first time within the computer system 110, the security agent 150 can detect an initial run-
time occurrence or a process that was not installed before and can designate this as an
installation operation in order to apply an installation security policy 212.

In such cases, since there is no official installation operation performed before
executing the process for the first time, the security agent 150 can apply a special heavily
restrictive installation security policy 212 for a period of time such as for five minutes after
the occurrence of the installation operation (i.e., after the initial launching of a program
“seen” for the first time) in order to closely monitor its operation. In addition, in situations
where initial execution of a process is identified as the installation operation, the special
installation security policy 212 can heavily restrict access to many resources within the

computerized device such as many system configuration settings. In other words, one
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version of an installation security policy 212 provides heavily restrict access to resources in
the computer system such as computer system configuration settings that other installation
security policies 212 may not restrict so much. Accordingly, configurations disclosed herein
and can selectively engage an appropriate installation security policy 212 depending upon
what type of installation operation is detected. Typically, when an installation wizard is used
to install software, the installation wizard provides a controlled environment for modification
of system configuration settings and an installation security policy 212 used during a wizard-
guided installation operation may provide less restricted access to system configuration
resources such as registry settings. However, for situations involving initial execution of a
process that has not yet been identified in any manner (e.g., was not recognized as being
previously installed using another installation operation), the security agent 150 can select
and apply a much more restrictive installation security policy 212.

In step 409, the security agent 150 detects occurrence, during enforcing the non-
installation security policy, of execution of a known installation program for purposes of
installing software within the computerized device. This example illustrates detection of
operation, for example, of an installation wizard or other program specifically designed for
installing software. After step 409 is complete, processing continues in step 410 in Figure 5.

Figure 5 is a continuation of the flow chart from Figure 4 and shows further details of
security provided during software installation in accordance with configurations disclosed
herein.

In step 410, in response to detection of the installation operation, the security agent
150 enforces an installation security policy 212 to provide installation level access to the
resources within the computerized device during the installation operation. Sub-steps 411
through 424 (Figure 6) show details of this processing in accordance with example
configurations.

In step 411, the security agent 150 identifies a type of software installation being
performed within the computerized device. As discussed above, different types of software
installations might require different types of controls for certain resources within the
computerized device. The type of software installation identified in step 411 can be based,
for example, on the type of installation operation detected that will be used to perform the
software installation such as, for example, a wizard installation, or a network installation, or a
system call installation, or another type of installation mechanism. Alternatively, the security
agent 150 can detect the type of software installation being performed based on the nature of
the software being installed. As an example, the security agent 150 might recognize the
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software as a network application or as a user application. This information can be relevant
for selecting an appropriate installation security policy 212 as well as for identifying which
specific resources are to be less restricted and which resources are to be more restrictive in
terms of access during the installation process.

In step 412, based on the identified type of software installation being performed, the
security agent 150 identifies a set of restricted resources to which access is to be limited
during the software installation being performed. As discussed above, this may be performed
by having the security agent 150 identify an appropriate installation security policy 212 based
on the type of installation being performed. The installation security policy 212 can indicate
what resources are to be protected and are what manner or level during the installation
process. Sub-steps 413 through 418 show example configurations to perform this processing.
It is to be understood that not all of these operations are required.

In step 413, the security agent 150 identifies classes of resources within the computer
system that are to be modified during installation of the software within the computerized
device. As an example, if a network application is being installed, certain network libraries
might be updated and certain operating system registry entries associated with networking
might be required to be changed during the installation process. Other examples can be
classified into groups or classes of resources such as networking resources, operating system
resources, application level resoutces, user account resources, and so forth.

In step 414, the security agent 150 prompts the user to indicate, for each class or
group of resources, if the user desires an installation process being performed in association
with installing the software to allow modification of resources within that class of resources.
Note that this step is optional and that the system may operate with out user interaction as
well. In this manner, this example configuration can avoid having to prompt the user for
every single detailed change that will be required to every single type of resource in the
computer system during the installation process. Instead, by grouping resources into
categories, classes or groups and prompting a user at the beginning of installation process as
to which types of changes the user is willing to allow, many false positives can be avoided
and the installation process can be significantly streamlined.

In step 415, the security agent 150 receives at least one response from the user
concerning that user’s desire to allow modification of resources within the respective
identified classes of resources.

In step 416, the security agent 150 identifies software applications that are not

associated with the software installation being performed within the computerized device. As
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an example, if the software being installed is a network application, other user applications
not associated with networking, such as third party software programs and the like can be
identified as resources that should not be allowed to be accessed during installation process.

In step 417, the security agent 150 adds the identified software applications to the set
of restricted resources to which access is to be limited during the software installation being
performed.

In step 418, the security agent 150 identifies communications programs that allow
network communications to be performed within the computer system for addition into the
set of restricted resources to which access is limited during the software installation being
performed in order to restrict network communications by processes associated with the
software installation. Since many malicious attacks on computer systems involved or require
access to network communications, the processing of step 418 allows the security agent 150
to restrict network applications from execution during the installation process by processes
associated with that installation. Note network connectivity is only used as an example.
Other examples might include preventing ability to open email attachments or other sucﬁ
activities.

It is to be understood at the aforementioned steps 413 through 418 may be optional
depending upon configurations desired. The processing of step 410 in the flow chart
continues at the top of the flow chart illustrated in Figure 6.

Figure 6 is a continuation of the flow chart from Figure 5 and shows further details of
security provided in step 410 during software installation in accordance with configurations
disclosed herein.

In step 419, the security agent 150 restricts access by the software application being
installed (and/or any related installation processes) to the set of restricted resources within the
computerized device during the enforcement of the installation security policy 212.

In step 420, the security agent 150 provides a less restrictive level of access to a first
group of resources within the computerized device. Sub-step 421 shows an example of this.

In step 421, the security agent 150 allows access to system configuration settings
including a registry. Thus, in this example, the system of the invention invokes an
installation security policy 212 that allows access to registry modifications.

In step 422, the security agent 150 provides a more restrictive level of access to a
second resource within the computerized device. Sub-steps 423 and 424 show an example

configuration of this processing.
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In step 423, the security agent 150 performs the operation of restricting access by the
software application being installed (and/or any related installation processes) to sets of
restricted resources within the computerized device during the enforcement of the installation
security policy in accordance the at least one response from the user concerning that user’s
desire to allow modification of resources within the respective identified classes of resources.
As discussed above in steps 413 through 415, one example configuration of the invention
can indicate the user different groups of resources which are to be allowed were denied
access in the form of modification during installation process and in step 423, the security
agent 150 to allow the installation process access to those resources in accordance with the
user selections. Is to be understood that other embodiments of the invention do not rely on or
require user interaction other than to perform installation process itself and the security agent
processing of such configurations operates in the background to enforce the installation
security policy in a manner that does not require user involvement.

In step 424, the security agent 150 disallows access, by processes associated with the
software installation, to the set of restricted resources within the computerized device during
the enforcement of the installation security policy 212. Because the security agent 150
described is able to selectively restrict access to some resources while enhancing access to
other resources during the installation process, fewer false positives are received during an
installation process while at the same time, security is enhanced since restrictions are placed
upon access to resources that might allow a malicious software program to exploit an
opportunity to compromise the computer system 110.

Figure 7 is a continuation of the flow chart from Figure 6 and shows further details of
security provided during software installation in accordance with configurations disclosed
herein.

In step 425, in response to an end-installation event, the security agent 150 re-
enforces the non-installation security policy. Sub-step 426 shows examples of end-
installation events.

In step 426, the security agent 150 detects an end-installation event by either detecting
an expiration of an installation timer indicating that an installation time period has elapsed, or
detecting an indication from the user that installation is complete, or by detecting completion
of execution of the installation process. Accordingly, with configurations as disclosed herein
provide several mechanisms which allow transition from application or enforcement of the
installation security policy 212 back to the non-installation security policy 211 when

installation is determined to be complete. as noted above, in some situations the timer can be
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set upon detection of installation operation and during the period of expiration of the timer,
the installation security policy 212 is enforce. »

In one configuration, there can be multiple timers. For example, there might be an
overall installation timer that last one hour in which the install must complete. Another timer
might look for inactivity of the installation process and switch back to the non-installation
policy (e.g., after 15 minutes of inactivity).

Alternatively, the user may indicate when installation is complete or the security
agent 150 may detect completion of the installation automatically such as by recognizing that
the installation process is no longer executed. It is to be understood that a combination of
these terminating events can be applied in various configurations. As an example, a timer
may be used in addition to recognizing termination of the installation process. In one
example configuration, a timer may always be used even if the security agent 150 recognizes
an installation process is terminated. Thus the system reverts to the non-installation security
policy after the end-installation event and after expiration of a predetermined time period
(e.g., five minutes after the install is complete) after occurrence of the end-installation event.
This may be useful in situations in which in installation process happens fairly quickly (e.g.,
over the course of only a few seconds) and shortly thereafter, the user that performs or
executes the software program that was just installed. By maintaining an installation timer
that expires, for example, after three or five minutes after detecting the installation operation
(or after detecting its completion), the security agent 150 can maintain enforcement of the
installation security policy 212 even though technically installation is now complete. This
prevents compromise of the computer system 110 by an application that appears to install
correctly but then attempts to perform a malicious activity shortly after its execution begins.

In step 427, in response to the end-installation event, the security agent 150 reverts to
enforcement of a non-installation security policy that provides restricted access to resources
that were required during the installation process.

Accordingly, the aforementioned processing allows the detection of atypical system
states that require a security policy that differs from a normal non-installation security policy.
While in this atypical state, security is adapted as necessary and tighter security can be
provided by limiting, for example, network access during installation and disabling access to
third party applications while at the same time providing less restrictive access to system
resources generally associated with the installation of software, such as modification to

system configuration settings. Configurations disclosed herein thus result in fewer false
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positives during the installation process while still providing enhanced security over
conventional monitoring applications.

While the system and method have been particularly shown and described with
references to configurations thereof, it will be understood by those skilled in the art that
various changes in form and details may be made therein without departing from the scope of
the invention encompassed by the appended claims. Accordingly, the present invention is not

intended to be limited by the example configurations provided above.
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What is claimed is:

1. A method for controlling security during operation of a computerized device, the method
comprising:

enforcing a first security policy during first operational state of the computerized
device, enforcement of the first security policy providing a first level access to resources
within the computerized device by processes operating in the computerized device;

detecting a transition operation of the computerized device that occurs during
enforcement of the first security policy, the transition operation indicating that operation of
the computerized device is transitioning from the first operational state to a second
operational state;

in response to detection of the transition operation, enforcing a second security policy
corresponding to the second operational state to provide a level of access to the resources
within the computerized device that corresponds to the second operational state during
operation of the second operational state; and

repeating the steps of detecting a transition operation and enforcing a second security
policy corresponding to the second operational state for a plurality of operational states of the
computerized device such that as operation of the computer system transitions from
operational state to operational state, different security policies corresponding to those
operational states are enforced during operation of those states.
2. The method of claim 1 wherein:

enforcing a first security policy during first operational state comprises enforcing a
non-installation security policy during non-installation operation of the computerized device,
enforcement of the non-installation security policy providing non-installation level access to
resources within the computerized device by processes operating in the computerized device;

detecting a transition operation comprises detecting an installation operation of the
computerized device that occurs during enforcement of the non-installation security policy,
the installation operation indicating that at least one installation is to be performed in the
computerized device;

enforcing a second security policy comprises, in response to detection of the
installation operation, enforcing an installation security policy to provide installation level
access to the resources within the computerized device during the installation operation; and

in response to an end-installation event, re-enforcing the non-installation security

policy.

26-



WO 2006/081486 PCT/US2006/003068

3. The method of claim 2 wherein enforcing a non-installation security policy comprises:
providing a more restrictive level of access to a first resource within the
computerized device;
providing a less restrictive level of access to a second resource within the
computerized device;
wherein detecting an installation operation of the computerized device comprises:
detecting a requirement to install a software application within the
computerized device; and
wherein enforcing an installation security policy to provide installation level access to the
resources within the computerized device during the installation operation comprises:
providing a less restrictive level of access to the first resource within the
computerized device; and
providing a more restrictive level of access to a second resource within the

computerized device.

4. The method of claim 3 wherein the first resource is a computer system configuration
resource of the computerized device including at least one of:

1) an operating system setting;

ii) a registry value setting;

iii) a file being added or removed from the computerized device; and
wherein the second resource is a computer system processing resource of the computerized
device including at least one of:

i) network access to or from the computerized device;
i{) access to a user application that is different than the software application being

installed within the computerized device.

5. The method of claim 3 wherein detecting a requirement to install a software application
within the computerized device comprises:

detecting occurrence, during enforcing the non-installation security policy, of at least
one of:

i) execution of an installation wizard that guides a user through a process of installing

software within the computerized device;
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ii) execution of a process accessing an installation library associated with the
computerized device;

iii) execution of a system call that requests to perform modification of a system
configuration setting that is commonly performed during software installation; and

iv) a first-time invocation of execution of a process within the computerized device;
and

v) execution of a known installation program for purposes of installing software

within the computerized device.

6. The method of claim 5 wherein enforcing an installation security policy to provide
installation level access to the resources within the computerized device during the
installation operation comprises:

identifying a type of software installation being performed within the computerized
‘device;

based on the identified type of software installation being performed, identifying a set
of restricted resources to which access is to be limited during the software installation being
performed; and

restricting access by the software installation process to the set of restricted resources

within the computerized device during the enforcement of the installation security policy.

7. The method of claim 6 wherein identifying a set of restricted resources to which access is
to be limited during the software installation being performed comprises:

identifying classes of resources within the computer system that are to be modified
during installation of the software within the computerized device;

prompting the user to indicate, for each class of resources, if the user desires an
installation process being performed in association with installing the software to allow
modification of resources within that class of resources;

receiving at least one response from the user concerning that user’s desire to allow
modification of resources within the respective identified classes of resources; and

performing the operation of restricting access by the software installation process to
sets of restricted resources within the computerized device during the enforcement of the
installation security policy in accordance the at least one response from the user concerning
that user’s desire to allow modification of resources within the respective identified classes of

resources.
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8. The method of claim 6 wherein identifying a set of restricted resources to which access is
to be limited during the software installation being performed comprises:

identifying software applications that are not associated with the software installation
being performed within the computerized device;

adding the identified software applications to the set of restricted resources to which
access is to be limited during the software installation being performed; and

wherein restricting access by the software installation process to the set of restricted
resources within the computerized device during the enforcement of the installation security
policy comprises:

disallowing access, by processes associated with the software installation, to the set of
restricted resources within the computerized device during the enforcement of the installation

security policy.

9. The method of claim 8 wherein identifying software applications that are not associated
with the software installation being performed within the computerized device comprises:
identifying communications programs that allow network communications to be
performed within the computer system for addition into the set of restricted resources to
which access is limited during the software installation being performed in order to restrict
network communications by processes associated with the software installation being

performed.

10. The method of claim 9 wherein providing a less restrictive level of access to the first
resource within the computerized device comprises:

allowing access to system configuration settings including a registry.

11. The method of claim 3 wherein in response to an end-installation event, re-enforcing the
non-installation security policy comprises:

detecting an end-installation event comprising at least one of:

i) an expiration of an installation timer indicating that an installation time period has
elapsed;

ii) an indication from the user that installation is complete;

iif) completion of execution of the installation process;
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and in response to the end-installation event, reverting to enforcement of a non-installation
security policy that provides restricted access to resources that were required during the

" installation process.

12. The method of claim 11 wherein in response to the end-installation event, reverting to
enforcement of a non-installation security policy comprises:
reverting to the non-installation security policy after the end-installation event and

after expiration of a predetermined time period after occurrence of the end-installation event.

13. The method of claim 2 wherein the non-installation security is a more restrictive security
policy that disallows modification to computerized device system configuration settings and
the installation security policy is a less restrictive security policy that allows modification to
computerized device system configuration settings; and
wherein enforcing an installation security policy to provide installation level access to
the resources within the computerized device during the installation operation comprises:
providing modification access to computerized device system configuration settings

that would otherwise be restricted if the non-installation security policy were enforced.

14. The method of claim 1 wherein the first and second operational states and corresponding
first and second security policies cotresponding respectively to the first and second
operational states are selected from the group consisting of :

1) a boot-state in which the computerized device is performing a startup operation, and
a boot-time security policy that restricts access to resources within the computer during the
starfup operation;

ii) a shutdown-state in which the computerized device is performing a shutdown
operation, and wherein the security policy is a shutdown security policy that restricts access
to resources within the computer during the shutdown operation;

iii) a normal-state in which the computerized device is performing execution of user
applications, and wherein the security policy is a normal run-time security policy that restricts
modification access to system configuration 'resources within the computer during the normal
run-time operation of user application;

iv) a compromised-state in which the computerized device is determined to be

configured with a malicious program, and wherein the security policy is a compromised
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security policy that restricts all access to system configuration resources within the computer
during the compromised state; and

v) an installation-state in which the computerized device is performing an installation
operation, and wherein the securitﬁr policy is a installation security policy that restricts access
to non-installation related resources within the computer during the installation operation and

de-restricts access to installation related resources within the computerized device.

15. A computerized device comprising:

a memory storing installation and non-installation security policies;

a Processor;

a communications interface coupled to a network; *

an interconnection mechanism coupling the memory, the processor and the
communications interface;

wherein the memory is encoded with a security agent that controls security during
operations of a computerized device, that when executed on the processor, causes the
computerized device to perform the operations of:

enforcing a first security policy during first operational state of the computerized
device, enforcement of the first security policy providing a first level access to resources
within the computerized device by processes operating in the computerized device;

detecting a transition operation of the computerized device that occurs during
enforcement of the first security policy, the transition operation indicating that operation of
the computerized device is transitioning from the first operational state to a second
operational state; ‘

in response to detection of the transition operation, enforcing a second security policy
corresponding to the second operational state to provide a level of access to the resources
within the computerized device that corresponds to the second operational state during
operation of the second operational state; and

repeating the steps of detecting a transition operation and enforcing a second security
policy corresponding to the second operational state for a plurality of operational states of the
computerized device such that as operation of the computer system transitions from
operational state to operational state, different security policies corresponding to those

operational states are enforced during operation of those states.
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16. The computerized device of claim 15 wherein

enforcing a first security policy comprises enforcing the non-installation security
policy during non-installation operation of the computerized device, enforcement of the non-
installation security policy providing non-installation level access to resources within the
computerized device by processes operating in the computerized device;

detecting a transition operation comprises detecting an installation operation of the
computerized device that occurs during enforcement of the non-installation security policy,
the installation operation indicating that at least one installation is to be performed in the
computerized device;

enforcing a second security policy comprises, in response to detection of the
installation operation, enforcing an installation security policy to provide installation level
access to the resources within the computerized device during the installation operation; and

in response to an end-installation event, re-enforcing the non-installation security

policy.

17. The computerized device of claim 16 wherein when the security agent causes the
computerized device to perform the operation of enforcing a nz)n-installation security policy,
the security agent causes the computerized device to perform the operations of:
providing a more restrictive level of access to a first resource within the
computerized device;
providing a less restrictive level of access to a second resource within the
computerized device,
wherein when the security agent causes the computerized device to perform the operation of
detecting an installation operation of the computerized device, the security agent causes the
computerized device to perform the operation of:
detecting a requirement to install a software application within the
computerized device; and
Wherein when the security agent causes the computerized device to perform the operation of
enforcing an installation security policy to provide installation level access to the resources
within the computerized device during the installation operation, the security agent causes the
computerized device to perform the operations of:
providing a less restrictive level of access to the first resource within the

computerized device; and
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providing a more restrictive level of access to a second resource within the

computerized device.

18. The computerized device of claim 17 wherein the first resource is a computer system
configuration resource of the computerized device including at least one of:

i) an operating system setting;

il) a registry value setting;

iii) a file being added or removed from the computerized device; and
wherein the second resource is a computer system processing resource of the computerized
device including at least one of:

1) network access to or from the computerized device;
ii) access to a user application that is different than the software application being

installed within the computerized device.

19. The computerized device of claim 17 wherein when the security agent causes the
computerized device to perform the operation of detecting a requirement to install a software
application within the computerized device, the security agent causes the computerized
device to perform the operations of:

detecting occurrence, during enforcing the non-installation security policy, of at least
one of:

i) execution of an installation wizard that guides a user through a process of installing
software within the computerized device;

ii) execution of a process accessing an installation library associated with the
computerized device;

iii) execution of a system call that requests to perform modification of a system
configuration setting that is commonly performed during software installation; and

iv) a first-time invocation of execution of a process within the computerized device;
and

v) execution of a known installation program for purposes of installing software

within the computerized device.

20. The computerized device of claim19 wherein when the security agent causes the
computerized device to perform the operation of enforcing an installation security policy to

provide installation level access to the resources within the computerized device during the
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installation operation, the security agent causes the computerized device to perform the
operations of:

identifying a type of software installation being performed within the computerized
device;

based on the identified type of software installation being performed, identifying a set
of restricted resources to which access is to be limited during the software installation being
performed; and

restricting access by the software installation process to the set of restricted resources

within the computerized device during the enforcement of the installation security policy.

21. The computerized device of claim 20 wherein when the security agent causes the
computerized device to perform the operation of identifying a set of restricted resources to
which access is to be limited during the software installation being performed, the security
agent causes the computerized device to perform the operations of:

identifying classes of resources within the computer system that are to be modified
during installation of the software within the computerized device;

prompting the user to indicate, for each class of resources, if the user desires an
installation process being performed in association with installing the software to allow
modification of resources within that class of resources;

receiving at least one response from the user concerning that user’s desire to allow
modification of resources within the respective identified classes of resources; and

performing the operation of restricting access by the software installation process to
sets of restricted resources within the computerized device during the enforcement of the
installation security policy in accordance the at least one response from the user concerning
that user’s desire to allow modification of resources within the respective identified classes of

Tesources.

22. The computerized device of claim 20 wherein when the security agent causes the
computerized device to perform the operation of identifying a set of restricted resources to
which access is to be limited during the software installation being performed, the security
agent causes the computerized device to perform the operations of:

identifying software applications that are not associated with the software installation

being performed within the computerized device;
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adding the identified software applications to the set of restricted resources to which
access is to be limited during the software installation being performed; and

wherein when the security agent causes the computerized device to perform the
operation of restricting access by the software installation process to the set of restricted
resources within the computerized device during the enforcement of the installation security
policy, the security agent causes the computerized device to perform the operation of:

disallowing access, by processes associated with the software installation, to the set of
restricted resources within the computerized device during the enforcement of the installation

security policy.

23. The computerized device of claim 21 wherein when the security agent causes the
computerized device to perform the operation of identifying software applications that are not
associated with the software installation being performed within the computerized device, the
security agent causes the computerized device to perform the operation of:

identifying communications programs that allow network communications to be
performed within the computer system for addition into the set of restricted resources to
which access is limited during the software installation being performed in order to restrict
network communications by processes associated with the software installation being

performed.

24, The computerized device of claim 18 wherein in response to an end-installation event,
when the security agent causes the computerized device to perform the operation of re-
enforcing the non-installation security policy, the security agent causes the computerized
device to perform the operations of:

detecting an end-installation event comprising at least one of:

1) an expiration of an installation timer indicating that an installation time period has
elapsed;

ii) an indication from the user that installation is complete;

1ii) completion of execution of the installation process;
and in response to the end-installation event, reverting to enforcement of a non-installation
security policy that provides restricted access to resources that were required during the
installation process, the reverting occurring after the end-installation event and after

expiration of a predetermined time period after occurrence of the end-installation event.
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25. The computerized device of claim 17 wherein the non-installation security is a more
restrictive security policy that disallows modification to computerized device system
configuration settings and the installation security policy is a less restrictive security policy
that allows modification to computerized device system configuration settings; and

wherein when the security agent causes the computerized device to perform the
operation of enforcing an installation security policy to provide installation level access to the
resources within the computerized device during the installation operation, the security agent
causes the computerized device to perform the operation of:

providing modification access to computerized device system configuration settings

that would otherwise be restricted if the non-installation security policy were enforced.

26. A computer readable medium including computer program logic instruction encoded
thereon, that when executed on a processor in a computerized device, causes the
computerized device to perform the operations of:

enforcing the non-installation security policy during non-installation operation of the
computerized device, enforcement of the non-installation security policy providing non-
installation level access to resources within the computerized device by processes operating
in the computerized device;

detecting an installation operation of the computerized device that occurs during
enforcement of the non-installation security policy, the installation operation indicating that
at least one installation is to be performed in the computerized device;

in response to detection of the installation operation, enforcing an installation security
policy to provide installation level access to the resources within the computerized device
during the installation operation; and

in response to an end-installation event, re-enforcing the non-installation security

policy.

27. A computerized device comprising:
a memory storing installation and non-installation security policies;
a processor;
a communications interface coupled to a network;
an interconnection mechanism coupling the memory, the processor and the

communications interface;
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wherein the memory is encoded with a security agent that controls security during
installation operations of a computerized device, that when executed on the processor, causes
the computerized device to provide means including:

means for enforcing the non-installation security policy during non-installation
operation of the computerized device, enforcement of the non-installation security policy
providing non-installation level access to resources within the computerized device by
processes operating in the computerized device;

means for detecting an installation operation of the computerized device that occurs
during enforcement of the non-installation security policy, the installation operation
indicating that at least one installation is to be performed in the computerized device;

in response to detection of the installation operation, means for enforcing an
installation security policy to provide installation level access to the resources within the
computerized device during the installation operation; and

in response to an end-installation event, means for re-enforcing the non-installation

security policy.
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300
ENFORCE A NON-INSTALLATION SECURITY POLICY DURING NON-INSTALLATION

OPERATION OF THE COMPUTERIZED DEVICE, ENFORCEMENT OF THE
NON-INSTALLATION SECURITY POLICY PROVIDING NON-INSTALLATION LEVEL ACCESS
TO RESOURCES WITHIN THE COMPUTERIZED DEVICE BY PROCESSES OPERATING IN THE
COMPUTERIZED DEVICE

301

DETECT AN INSTALLATION OPERATION OF THE COMPUTERIZED DEVICE THAT OCCURS
DURING ENFORCEMENT OF THE NON-INSTALLATION SECURITY POLICY, THE
INSTALLATION OPERATION INDICATING THAT AT LEAST ONE INSTALLATION IS TO BE
PERFORMED IN THE COMPUTERIZED DEVICE

302
IN RESPONSE TO DETECTION OF THE INSTALLATION OPERATION, ENFORCE AN
INSTALLATION SECURITY POLICY TO PROVIDE INSTALLATION LEVEL ACCESS TO THE
RESOURCES WITHIN THE COMPUTERIZED DEVICE DURING THE INSTALLATION
OPERATION

303

PROVIDE MODIFICATION ACCESS TO COMPUTERIZED DEVICE SYSTEM
CONFIGURATION SETTINGS THAT WOULD OTHERWISE BE RESTRICTED IF THE
NON-INSTALLATION SECURITY POLICY WERE ENFORCED

304

IN RESPONSE TO AN END-INSTALLATION EVENT, RE-ENFORCE THE NON-INSTALLATION
SECURITY POLICY

FIG. 2
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400
ENFORCE A NON-INSTALLATION SECURITY POLICY DURING NON-INSTALLATION OPERATION
OF THE COMPUTERIZED DEVICE, ENFORCEMENT OF THE NON-INSTALLATION SECURITY
POLICY PROVIDING NON-INSTALLATION LEVEL ACCESS TO RESOURCES WITHIN THE
COMPUTERIZED DEVICE BY PROCESSES OPERATING IN THE COMPUTERIZED DEVICE

401
PROVIDE A MORE RESTRICTIVE LEVEL OF ACCESS TO A FIRST RESOURCE WITHIN THE
COMPUTERIZED DEVICE

v

402
PROVIDE A LESS RESTRICTIVE LEVEL OF ACCESS TO A SECOND RESOURCE WITHIN
THE COMPUTERIZED DEVICE

v

403
DETECT AN INSTALLATION OPERATION OF THE COMPUTERIZED DEVICE THAT OCCURS
DURING ENFORCEMENT OF THE NON-INSTALLATION SECURITY POLICY, THE INSTALLATION
OPERATION INDICATING THAT AT LEAST ONE INSTALLATION IS TO BE PERFORMED IN THE
COMPUTERIZED DEVICE

404
DETECT A REQUIREMENT TO INSTALL A SOFTWARE APPLICATION WITHIN THE
COMPUTERIZED DEVICE

405
DETECT EXECUTION OF AN INSTALLATION WIZARD THAT GUIDES A USER THROUGH
A PROCESS OF INSTALLING SOFTWARE WITHIN THE COMPUTERIZED DEVICE

AND/OR

406
DETECT EXECUTION OF A PROCESS ACCESSING AN INSTALLATION LIBRARY
ASSOCIATED WITH THE COMPUTERIZED DEVICE

AND/OR

407
DETECT EXECUTION OF A SYSTEM CALL THAT REQUESTS TO PERFORM
MODIFICATION OF A SYSTEM CONFIGURATION SETTING THAT IS COMMONLY
PERFORMED DURING SOFTWARE INSTALLATION

AND/OR

408
DETECT A FIRST-TIME INVOCATION OF EXECUTION OF A PROCESS WITHIN THE
COMPUTERIZED DEVICE

AND/OR

409
DETECT EXECUTION OF A KNOWN INSTALLATION PROGRAM FOR PURPOSES OF
INSTALLING SOFTWARE WITHIN THE COMPUTERIZED DEVICE

TO ATEP 410 INFIG. 5 FIG 4
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410
ENFORCE AN INSTALLATION SECURITY POLICY TO PROVIDE INSTALLATION LEVEL ACCESS TO THE
RESOURCES WITHIN THE COMPUTERIZED DEVICE DURING THE INSTALLATION OPERATION

411
IDENTIFY A TYPE OF SOFTWARE INSTALLATION BEING PERFORMED WITHIN THE
COMPUTERIZED DEVICE

v

412
BASED ON THE IDENTIFIED TYPE OF SOFTWARE INSTALLATION BEING PERFORMED, IDENTIFY
A SET OF RESTRICTED RESOURCES TO WHICH ACCESS IS TO BE LIMITED DURING THE
SOFTWARE INSTALLATION BEING PERFORMED

413
IDENTIFY CLASSES OF RESOURCES WITHIN THE COMPUTER SYSTEM THAT ARE TO BE
MODIFIED DURING INSTALLATION OF THE SOFTWARE WITHIN THE COMPUTERIZED DEVICE

v

414
PROMPT THE USER TO INDICATE, FOR EACH CLASS OF RESOURCES, IF THE USER
DESIRES AN INSTALLATION PROCESS BEING PERFORMED IN ASSOCIATION WITH
INSTALLING THE SOFTWARE TO ALLOW MODIFICATION OF RESOURCES WITHIN THAT
CLASS OF RESOURCES

v

415
RECEIVE AT LEAST ONE RESPONSE FROM THE USER CONCERNING THAT USER?S DESIRE
TO ALLOW MODIFICATION OF RESOURCES WITHIN THE RESPECTIVE IDENTIFIED CLASSES
OF RESOURCES

v

416
IDENTIFY SOFTWARE APPLICATIONS THAT ARE NOT ASSOCIATED WITH THE SOFTWARE
INSTALLATION BEING PERFORMED WITHIN THE COMPUTERIZED DEVICE

v

417
ADD THE IDENTIFIED SOFTWARE APPLICATIONS TO THE SET OF RESTRICTED RESOURCES
TO WHICH ACCESS IS TO BE LIMITED DURING THE SOFTWARE INSTALLATION BEING
PERFORMED

v

418
IDENTIFY COMMUNICATIONS PROGRAMS THAT ALLOW NETWORK COMMUNICATIONS TO
BE PERFORMED WITHIN THE COMPUTER SYSTEM FOR ADDITION INTO THE SET OF
RESTRICTED RESOURCES TO WHICH ACCESS IS LIMITED DURING THE SOFTWARE
INSTALLATION BEING PERFORMED IN ORDER TO RESTRICT NETWORK COMMUNICATIONS
BY PROCESSES ASSOCIATED WITH THE SOFTWARE INSTALLATION BEING PERFORMED

STEP 410 CONTINUES IN FIG. 6
» FIG. 5
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410
ENFORCE INSTALLATION SECURITY POLICY PROCESSING CONTINUES...

419
RESTRICT ACCESS BY THE SOFTWARE INSTALLATION PROCESS TO THE SET OF
RESTRICTED RESOURCES WITHIN THE COMPUTERIZED DEVICE DURING THE
ENFORCEMENT OF THE INSTALLATION SECURITY POLICY

420
PROVIDE A LESS RESTRICTIVE LEVEL OF ACCESS TO THE FIRST RESOURCE
WITHIN THE COMPUTERIZED DEVICE

421
ALLOW ACCESS TO SYSTEM CONFIGURATION SETTINGS INCLUDING A
REGISTRY

422
PROVIDE A MORE RESTRICTIVE LEVEL OF ACCESS TO A SECOND RESOURCE WITHIN
THE COMPUTERIZED DEVICE

423
PERFORM THE OPERATION OF RESTRICTING ACCESS BY THE SOFTWARE
INSTALLATION PROCESS TO SETS OF RESTRICTED RESOURCES WITHIN THE
COMPUTERIZED DEVICE DURING THE ENFORCEMENT OF THE INSTALLATION
SECURITY POLICY IN ACCORDANCE THE AT LEAST ONE RESPONSE FROM THE
USER CONCERNING THAT USER?S DESIRE TO ALLOW MODIFICATION OF
RESOURCES WITHIN THE RESPECTIVE IDENTIFIED CLASSES OF RESOURCES

v

424
DISALLOW ACCESS, BY PROCESSES ASSOCIATED WITH THE SOFTWARE
INSTALLATION, TO THE SET OF RESTRICTED RESOURCES WITHIN THE
COMPUTERIZED DEVICE DURING THE ENFORCEMENT OF THE INSTALLATION
SECURITY POLICY

TOSTEP425INFIG. 7

FIG. 6
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425
IN RESPONSE TO AN END-INSTALLATION EVENT, RE-ENFORCING THE
NON-INSTALLATION SECURITY POLICY

426
DETECTING AN END-INSTALLATION EVENT

1) AN EXPIRATION OF AN INSTALLATION TIMER INDICATING THAT AN
INSTALLATION TIME PERIOD HAS ELAPSED

1I) AN INDICATION FROM THE USER THAT INSTALLATION IS COMPLETE

iIl) COMPLETION OF EXECUTION OF THE INSTALLATION PROCESS;
AND IN RESPONSE TO THE END-INSTALLATION EVENT, REVERTING TO
ENFORCEMENT OF A NON-INSTALLATION SECURITY POLICY THAT
PROVIDES RESTRICTED ACCESS TO RESOURCES THAT WERE
REQUIRED DURING THE INSTALLATION PROCESS

I

427
REVERT TO ENFORCEMENT OF A NON-INSTALLATION SECURITY POLICY THAT
PROVIDES RESTRICTED ACCESS TO RESOURCES THAT WERE REQUIRED
DURING THE INSTALLATION PROCESS

FIG. 7
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