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(57) ABSTRACT 

Each mobile ad hoc node has an assigned hierarchy position 
within an identified tree-based aggregation group. Each ad 
hoc node is configured for selectively attaching to one of a 
plurality of available ad hoc nodes based on identifying a 
best match, for the assigned hierarchy position within the 
identified aggregation group, from among identifiable hier 
archy positions of identifiable aggregation groups. Each ad 
hoc node also is configured for selectively attaching to any 
available ad hoc node based on a determined absence of any 
available ad hoc node advertising the identified aggregation 
group of the ad hoc node, or an aggregation group contain 
ing the identified aggregation group. Hence, a root node of 
an aggregation group can filter group-specific routing infor 
mation from packets destined toward a network clusterhead, 
resulting in a Scalable routing protocol that is not adversely 
affected by added nodes. 
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AD HOCNETWORK FORMATION AND 
MANAGEMENT BASED ON AGGREGATION OF 

AD HOCNODES ACCORDING TO AN 
AGGREGATION HERARCHY 

BACKGROUND OF THE INVENTION 

0001) 1. Field of the Invention 
0002 The present invention relates to protocols for cre 
ation of an ad hoc mobile network by multiple ad hoc mobile 
routers. The present invention also relates to management of 
the ad hoc mobile network by the multiple ad hoc mobile 
routers by distributing routing information and network 
traffic in an efficient manner. 

0003 2. Description of the Related Art 
0004 Mobile computing has evolved to an extent that it 

is no longer limited to a mobile computing model (e.g., 
“Mobile IP”) that relies a fixed wide area network infra 
structure Such as the Internet to provide connectivity 
between a mobile node and a correspondent node; rather, an 
ad hoc networking model has been pursued that enables an 
isolated group of mobile nodes to independently establish 
communications among each other (e.g., a "mesh') and 
establish optimized routing paths among each other. 
0005. In particular, the aforementioned Mobile IP model 
has been developed based on numerous proposals by Inter 
net Engineering Task Force (IETF) groups: these IETF 
proposals (e.g., Requests for Comments (RFCs). Internet 
Drafts, etc.) have addressed improved mobility support of 
Internet Protocol (IP) based mobile devices (e.g., laptops, IP 
phones, personal digital assistants, etc.) in an effort to 
provide continuous Internet Protocol (IP) based connectivity 
for IP devices to a fixed wide area network such as the 
Internet. These IETF proposals have described the Mobile IP 
model as relying on an IP node (IPv4 or IPv6) having a home 
address that is registered with a home agent at its home 
network: the home agent and home network are assumed to 
be fixed within the Internet architecture, enabling the home 
address to be globally reachable by any Internet node via the 
fixed home network and home agent. 
0006 If the IP node in the Mobile IP model is roaming 
away from its home network and establishes communica 
tions in a visited IP network, the visited IP network assigns 
a care-of address to the IP node: the care-of address is 
globally reachable in the Internet via a fixed gateway at the 
edge of the visited IP network (also referred to herein as a 
“visited gateway'). Since the visited gateway provides a 
fixed presence on the Internet for the visited IP network, 
registration by an IP node with its home agent (by specifying 
that the roaming IP node is reachable via the care-of address 
assigned by the visited IP network) enables the home agent 
to use the care-of address to forward packets destined for the 
home address to the IP node, for example via a tunnel 
between the home agent and the visited gateway. Alter 
nately, the tunnel can be extended to the router nearest the 
roaming IP node based on the roaming IP node employing 
a reverse routing header as described in U.S. Patent Publi 
cation No. US 2004/01 17339, published Jun. 17, 2004, the 
disclosure of which is incorporated in its entirety herein by 
reference. 

0007 Hence, an IPv4 or IPv6 node (host or router) in the 
Mobile IP model can seamlessly "roam’ among different 
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mobile IP networks, based on relying upon the home agent 
and visited gateway having a fixed presence on the Internet. 
Since the Internet utilizes a hierarchy of aggregate network 
addresses that enables scalability, the reliance of a fixed 
presence for the home agent and the visited gateway in the 
Internet enables similar optimization techniques to be 
applied in mobile IP networks relying on a fixed gateway, for 
example aggregation of network addresses and network 
prefixes based on a hierarchal network model. See, for 
example, U.S. Patent Publication No. US 2005/0099971, 
published May 12.2005, the disclosure of which is incorpo 
rated in its entirety herein by reference. 

0008. In contrast, the ad hoc networking model assumes 
no previous existing network topology: Internet connectivity 
is neither assumed nor precluded, and every network node is 
assumed to be mobile. Consequently, the ad hoc networking 
model assumes no more that a group of mobile nodes (hosts 
and routers) may arbitrarily connect to each other via 
available link layer ("Layer 2) connections, resulting in a 
mesh network. Hence, the ad hoc networking model 
addresses routing protocols that enable the ad hoc network 
nodes to create optimized network layer paths to each other, 
using for example a directed acyclic graph-based path or a 
tree topology-based path. 

0009. The IETF has a Mobile Ad-hoc Networks 
(MANET) Working Group that is working to implement this 
ad hoc networking model by developing standardized 
MANET routing specification(s) for adoption by the IETF. 
According to the MANET Working Group, the “mobile ad 
hoc network” (MANET) is an autonomous system of mobile 
routers (and associated hosts) connected by wireless links— 
the union of which form an arbitrary graph. The routers and 
hosts are free to move randomly and organize themselves 
arbitrarily; thus, the networks wireless topology may 
change rapidly and unpredictably. Such a network may 
operate in a standalone fashion, or may be connected to the 
larger Internet. 

0010) The MANET system is particularly suited to low 
power radio networks that may exhibit an unstable topology, 
where wireless propagation characteristics and signal qual 
ity between a wireless transmission Source and a receiver 
can be difficult to model and quantify. Since there is no fixed 
network infrastructure in a MANET, the device address is 
tied to the device, not a topological location. As described in 
an Internet Draft by Baker, entitled “An Outsider's View of 
MANET' (Mar. 17, 2002), the fundamental behavior of a 
MANET is that a mobile router in a MANET retains a 
unique address prefix that may be distinct from the address 
prefixes of neighboring mobile routers; in other words, 
neighboring mobile routers in a MANET may have distinct 
address prefixes. Consequently, if a mobile router in a 
MANET moves, the movement causes a change in the 
routing infrastructure that requires recalculation of routes in 
accordance with the new topology. Hence, efficient routing 
algorithms are needed to ensure rapid convergence of the 
new topology based on the recalculated routes. One exem 
plary routing protocol is Open Shortest Path First (OSPF) 
(as specified by the IETF Request for Comments (RFC) 
2178). 

0011 Communications between mobile routers of an ad 
hoc network can be optimized based on the mobile routes 
organizing into a tree-based topology. For example, U.S. 
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Patent Publication No. US 2004/0032852, published Feb. 
19, 2004, entitled “Arrangement for Router Attachments 
Between Roaming Mobile Routers in a Mobile Network”. 
the disclosure of which is incorporated in its entirety herein 
by reference, describes a technique for each mobile router of 
an mobile ad hoc network to independently select whether to 
attach to a candidate attachment router, based on tree infor 
mation options advertised by the candidate attachment 
router and selection criteria employed by the mobile router. 
The independent selection by each router of whether to 
attach to another router enables the routers to dynamically 
establish a tree-based network topology model, where each 
router may continually determine whether an alternate 
attachment point within the tree is preferred. 
0012. Once a tree-based topology has been established 
within the ad hoc network, routing information can be 
distributed in an efficient manner. For example, U.S. Patent 
Publication No. US 2005/0265259, published Dec. 1, 2005 
entitled “Arrangement for Providing Network Prefix Infor 
mation from Attached Mobile Routers to a Clusterhead in a 
Tree-Based Ad Hoc Mobile Network', the disclosure of 
which is incorporated in its entirety herein by reference, 
describes optimized transfer of routing information between 
mobile routers in an ad hoc mobile network having a tree 
topology, wherein the ad hoc network includes a single 
clusterhead and attached mobile routers. Each attached 
mobile router has a default egress interface configured for 
sending messages toward the clusterhead, and ingress inter 
faces configured for receiving messages from attached net 
work nodes that are away from the clusterhead. A neighbor 
advertisement message received from an ingress interface 
away from a clusterhead is used by the attached mobile 
router to identify specified network prefixes that are reach 
able via the Source of the neighbor advertisement message. 
The attached mobile router outputs on its default upstream 
interface a second neighbor advertisement message that 
specifies the network prefix used by the attached mobile 
router, and the specified network prefixes from the neighbor 
advertisement message received on the ingress interface. 
Hence, the propagation of neighbor advertisement messages 
toward the clusterhead establishes connectivity with mini 
mal routing overhead. 
0013 The nature of ad hoc networking also enables 
individual tree-based ad hoc networks to form a larger ad 
hoc network based on neighboring border routers from the 
respective ad hoc networks communicating amongst each 
other, forming a bridge between the tree-based ad hoc 
networks. An example of individual tree-based ad hoc 
networks forming a larger ad hoc network using a bridge 
between respective border routers is described in U.S. Patent 
Publication No. US 2004/0081152, entitled “Arrangement 
for Router Attachments between Roaming Mobile Routers 
in a Clustered Network', published Apr. 29, 2004, the 
disclosure of which is incorporated in its entirety herein by 
reference. Hence, ad hoc networks can join together to form 
even larger ad hoc networks. 
0014. As described above, a fundamental problem with 
the ad hoc networking model is that movement of a mobile 
router in the ad hoc network requires recalculation of routes 
for the new topology. However, the formation of a larger ad 
hoc network creates a greater probability that an individual 
mobile router will move, requiring route recalculation for 
each movement by a mobile router. Further, the formation of 
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the larger ad hoc network requires recalculation of routes 
among a larger number of mobile routers, resulting in a 
longer convergence time. Consequently, the size of the ad 
hoc network is limited by the frequency of route recalcula 
tion relative to the convergence time, because if the fre 
quency of route recalculation exceeds the convergence time, 
the ad hoc network will lose connectivity between the ad hoc 
mobile nodes due to their failure to converge before another 
ad hoc mobile node moves. 

00.15 Even if a large ad hoc network manages to con 
verge before another ad hoc mobile node moves, commu 
nications efficiency within the ad hoc network suffers dra 
matically due to Substantially increased overhead in packets 
utilizing routing headers, since a separate routing header is 
required for each hop in the path from a source node to a 
destination node. 

0016 Consequently, a fundamental problem with a large 
ad hoc network is the associated increase in routing infor 
mation that must be distributed to maintain network integrity 
(i.e., convergence of network routes) and to permit routing 
of packets. 

SUMMARY OF THE INVENTION 

0017. There is a need for an arrangement that enables 
formation of large ad hoc networks without adversely affect 
ing network convergence ability or communications effi 
ciency. In particular, there is a need for an arrangement that 
minimizes the need for distributing unnecessary routing 
information throughout the network. 
0018. There also is a need for an arrangement that 
enables ad hoc network nodes to selectively filter routing 
information to prevent unnecessary routing information 
from being needlessly distributed throughout the ad hoc 
network. 

0019. There also is a need for an arrangement that 
enables ad hoc network nodes to move within an ad hoc 
network, without the necessity of requiring recalculation of 
routes in portions of the ad hoc network that are not affected 
by the movement. 
0020. There also is a need for an arrangement that 
enables ad hoc network nodes to utilize scalable routing 
protocols that do not adversely limit the capacity or size of 
the ad hoc network. 

0021. There also is a need for an arrangement that 
enables ad hoc network nodes to organize according to a 
prescribed hierarchy, enabling the use of aggregation tech 
niques to selectively distribute routing information and 
compress routing headers in transmitted packets, without 
limiting any ad hoc network node from moving about the ad 
hoc network. 

0022. These and other needs are attained by the present 
invention, where each mobile ad hoc node has an assigned 
hierarchy position within an identified tree-based aggrega 
tion group. Each ad hoc node is configured for selectively 
attaching to one of a plurality of available ad hoc nodes 
based on identifying a best match, for the assigned hierarchy 
position within the identified aggregation group, from 
among identifiable hierarchy positions of identifiable aggre 
gation groups. Each ad hoc node also is configured for 
selectively attaching to any available ad hoc node based on 
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a determined absence of any available ad hoc node adver 
tising the identified aggregation group of the ad hoc node, or 
an aggregation group containing the identified aggregation 
group. 

0023 Hence, the mobile ad hoc nodes are able to estab 
lish a tree-based ad hoc mobile network having a network 
clusterhead and aggregation groups, each aggregation group 
having a corresponding aggregation hierarchy and group 
identity. Each aggregation group has within its hierarchy a 
single root node (i.e., group clusterhead), and each aggre 
gation group is identified within its aggregation hierarchy as 
either a dominant group or a Subordinate group: the root 
node of a Subordinate group establishes a network connec 
tion on behalf of the Subordinate group by attaching to 
another mobile ad hoc node within a dominant group having 
a shared identity; the root node of a dominant aggregation 
group establishes network connections with root nodes of 
other dominant aggregation groups having respective dis 
tinct group identities. 

0024. Since each root node serves as the group cluster 
head for the corresponding aggregation hierarchy, the root 
node is configured for outputting filtered routing information 
toward the network clusterhead by removing group-specific 
routing information received from within the corresponding 
aggregation group. Hence, the use of filtered routing infor 
mation ensures that the ad hoc mobile network utilizes a 
scalable routing protocol that is not adversely affected by 
added nodes. 

0025. One aspect of the present invention provides a 
method in a mobile ad hoc router. The method includes 
receiving router advertisement messages, each including a 
source address field and a tree information option field. The 
Source address field identifies a corresponding available 
mobile ad hoc router having sent the corresponding router 
advertisement message, and the tree information option field 
has attributes describing a corresponding position of the 
corresponding available mobile ad hoc router within a 
tree-structured network topology. The attributes include (1) 
an identifiable aggregation group and (2) an identifiable 
hierarchy position of the corresponding available mobile ad 
hoc router within the identifiable aggregation group. The 
identifiable aggregation group identifies a corresponding 
aggregation of attached mobile ad hoc routers forming a 
Subset of the tree-structured network topology, the aggrega 
tion including the corresponding available mobile ad hoc 
router. The method also includes selectively attaching to one 
of the available mobile ad hoc routers based on determining 
the one available mobile ad hoc router provides a best 
match, relative to the mobile ad hoc router having an 
assigned hierarchy position within an identified aggregation 
group, from among the identifiable hierarchy positions of 
identifiable aggregation groups. 

0026. The selective attachment of the mobile ad hoc 
router based on available best match for the assigned hier 
archy position within the identified aggregation group 
enables the mobile ad hoc router to independently organize 
with other mobile ad hoc routers, enabling the independent 
formation of a structured hierarchy within a tree-based ad 
hoc mobile network. In addition, the mobile ad hoc router is 
not precluded from attaching to other mobile ad hoc routers 
in the absence of any attachments within its identifiable 
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aggregation groups; hence, the mobile ad hoc router still can 
attach to mobile ad hoc routers of other distinct aggregation 
groups, as needed. 
0027. Another aspect of the invention provides a mobile 
ad hoc network comprising a plurality of mobile ad hoc 
routers. Each mobile ad hoc router includes an assigned 
hierarchy position within an identified aggregation group, a 
network interface, and an attachment resource. The network 
interface configured is for sending and receiving router 
advertisement messages: each router advertisement message 
specifies a source address field identifying a corresponding 
available mobile ad hoc router, and a tree information option 
field. The tree information option field has attributes describ 
ing an identifiable aggregation group for the corresponding 
available mobile ad hoc router within a corresponding subset 
of a tree-structured network topology of the mobile ad hoc 
network, and an identifiable hierarchy position of the cor 
responding available mobile ad hoc router within the iden 
tifiable aggregation group. The attachment resource is con 
figured for selectively attaching to one of the available 
mobile ad hoc routers having been identified as providing a 
best match, for the assigned hierarchy position within the 
identified aggregation group, among the identifiable hierar 
chy positions of identifiable aggregation groups. Hence, the 
mobile ad hoc routers form the tree-structured network 
topology as a tree of aggregation groups, each aggregation 
group including a single corresponding root, each mobile ad 
hoc router operating as a root configured for outputting 
filtered routing information toward one of mobile ad hoc 
routers identified as a network clusterhead. 

0028. Additional advantages and novel features of the 
invention will be set forth in part in the description which 
follows and in part will become apparent to those skilled in 
the art upon examination of the following or may be learned 
by practice of the invention. The advantages of the present 
invention may be realized and attained by means of instru 
mentalities and combinations particularly pointed out in the 
appended claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0029 Reference is made to the attached drawings, 
wherein elements having the same reference numeral des 
ignations represent like elements throughout and wherein: 
0030 FIG. 1 is a diagram illustrating a mobile ad hoc 
network of mobile ad hoc routers having aggregated into a 
tree-based collection of aggregation groups, according to an 
embodiment of the present invention. 
0031 FIG. 2 is a diagram illustrating one of the mobile 
adhoc routers of FIG. 1, according to an embodiment of the 
present invention. 
0032 FIG. 3 is a diagram illustrating router advertise 
ment messages output by a root node and a Subordinate node 
of an aggregation group, according to an embodiment of the 
present invention. 
0033 FIGS. 4A and 4B are diagrams illustrating the 
method by the mobile ad hoc routers of attaching to each 
other to form the mobile ad hoc network of FIG. 1, and 
filtering group-specific routing information, according to an 
embodiment of the present invention. 
0034 FIG. 5 is a diagram illustrating the filtering of 
neighbor advertisement messages destined toward the net 
work clusterhead, according to one embodiment of the 
present invention. 
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0035 FIGS. 6A and 6B are diagrams illustrating the 
filtering of reverse routing headers destined toward the 
network clusterhead, according to one embodiment of the 
present invention. 
0.036 FIG. 7 is a diagram illustrating insertion of group 
specific path information for a source-route header of a 
packet received from a clusterhead, according to another 
embodiment of the present invention. 
0037 FIG. 8 is a diagram illustrating selective attach 
ment of mobile ad hoc routers as root nodes of respective 
aggregation groups within a tree-based mobile ad hoc net 
work based on determining a best match from advertised 
hierarchy positions, according to an embodiment of the 
present invention. 

BEST MODE FOR CARRYING OUT THE 
INVENTION 

0038 FIG. 1 is a diagram illustrating a mobile ad hoc 
network 10 formed by mobile ad hoc routers 12 self 
organizing into a tree-based topology having a single net 
work clusterhead 12a, according to an embodiment of the 
present invention. Each mobile ad hoc router 12 is config 
ured for advertising its presence in the ad hoc network 10 
based on outputting router advertisement messages, 
described below. Any mobile ad hoc router 12 detecting the 
router advertisement messages can selectively attach to the 
advertising mobile ad hoc router, which now serves as an 
attachment router. 

0039. As described above, prior attachment techniques 
such as described in the above-incorporated U.S. Patent 
Publication No. US 2004/0032852 enabled individual 
mobile routers to choose an attachment router that belongs 
to a tree-based adhoc network based on advertised attributes 
that describe the position of the advertising attachment 
router relative to the physical structure of the tree. For 
example, the U.S. Patent Publication No. US 2004/0032852 
describes that an advertisement resource may include a tree 
information option specifying a tree identifier (e.g., an IP 
address of the top level mobile router (TLMR) or IEEE 
based 64-bit extended unique identifier (EUI-64) based link 
local address), a tree group identifier (e.g., an IPv6 address 
of a mobile router attached to the TLMR), a preference field, 
a tree depth field, a fixed/mobile field, and a delay timer 
field. Hence, the tree identifier and the tree group identifier 
enable a mobile router to distinguish between multiple 
branches in the same mobile ad hoc network. Although the 
tree information option described in U.S. Patent Publication 
No. US 2004/0032852 enables a mobile ad hoc router to 
identify a specific structural position of a tree-based mobile 
ad hoc network, it does not provide sufficient information to 
enable the aggregation of nodes into an identifiable group in 
an organized manner; hence, the prior published tree infor 
mation is unable to enable mobile ad hoc routers to autono 
mously create an ad hoc network in the form of a tree-based 
hierarchy of organized groups. 
0040 According to the disclosed embodiment, each 
mobile router is assigned a hierarchy position within an 
identified aggregation group. In particular, the identified 
aggregation group establishes a membership attribute for the 
mobile ad hoc router 12 that serves as a primary basis for the 
mobile ad hoc router 12 in deciding whether to attach to 
another mobile router 12. In other words, each mobile router 
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12 will tend to form attachments with other mobile ad hoc 
routers 12 that are within the same aggregation group, or at 
least that share common attributes (e.g., one aggregation 
group is a Subset (i.e., contained by) another aggregation 
group), and tend to avoid attachments with other mobile ad 
hoc routers that are in distinct aggregation groups that have 
distinct aggregation attributes. 
0041 Hence, the mobile ad hoc routers 12 will tend to 
aggregate into the tree-structured network topology 10 of 
FIG. 1 as a tree of aggregation groups 14a. 14b, 14c., and 14d 
(a "tree of trees”). Each of the aggregation groups 14a. 14b, 
14c and 14d are referred to as "dominant aggregation 
groups', where dominant aggregation groups are defined as 
aggregation groups having distinct (i.e., and mutually exclu 
sive) aggregation group attributes. For example, FIG. 1 
illustrates that the dominant aggregation groups 14a 14b, 
14c, and 14d are identified by the respective labels “1”, “3”, 
“7”, and “8” based on the respective IPv6 address prefixes 
“1::/16”, “3::/16”, “7::/16, and “8::/16”. Hence, each of the 
dominant aggregation groups 14a. 14b, 14c and 14d have 
mutually exclusive aggregation group attributes in the form 
of mutually exclusive address ranges. 
0042. In contrast, the dominant aggregation group 14b is 
illustrated as a tree of attached mobile routers 12 and 
containing Subordinate aggregation groups 14e, 14f and 14g 
having respective assigned address prefixes “3:3::/32. 
“3:3:1::/48, and “3:3:0::/48. The aggregation group 14e 
has an assigned address prefix of 3:3::/32 and therefore 
contains the aggregation groups 14f and 14.g., in other words, 
the aggregation group 14e serves as an attachment group for 
the attached aggregation groups 14f and 14.g. Hence, the 
Subordinate aggregation groups 14f and 14g are mutually 
exclusive with respect to their 48-bit address prefixes, how 
ever, they share an aggregation attribute in the form of a 
common 32-bit prefix (3:3::/32), illustrated in FIG. 1 by 
their shared membership in the same attachment aggregation 
group 14e (i.e., both aggregation groups 14f and 14g are 
contained in aggregation group 14e). 
0043 Hence, mobile routers can choose an attachment 
router based on identifying a best match for their assigned 
hierarchy position within their identified aggregation group 
(e.g., a longest matching address prefix), among identifiable 
hierarchy positions of identifiable aggregation groups adver 
tised by available mobile routers. 
0044 As will become apparent from the following 
description, each aggregation group (e.g., 14b, 14e, 14f. 
14h) described herein can be identified by a corresponding 
label (e.g., “3”, “33”, “331”, “8121') that represents a 
numeric representation of the corresponding assigned 
address prefix (e.g., “3::/16”, “3:3::/32, “3:3:1::/48, 
'8:1:2:1::/64''); hence, the label of an aggregation group can 
be used to identify the corresponding assigned address 
prefix, and vice versa; alternately, if an address prefix is 
assigned to a single mobile router, for example the mobile 
router 12f has exclusive ownership of the address prefix 
“3:3:1:4::/64, then the corresponding label “3314 can be 
used to identify that mobile router 12f 
0045. As illustrated in FIG. 1, each aggregation group 
14a. 14b, 14c. 14d. 14e, 14f. 14g and 14h has a single 
corresponding mobile ad hoc router 12a, 12b, 12c, 12d, 12e, 
12f 12g, and 12h operating as a root for the corresponding 
aggregation group. Each root is configured for outputting 
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filtered routing information toward the network clusterhead 
12a, resulting in a Scalable routing protocol based on each 
root removing unnecessary group-specific routing informa 
tion from messages destined toward the clusterhead. Con 
sequently, the disclosed embodiment does not simply rely on 
the tree-based topology (i.e., loop-free) to minimize the 
amount of routing information, but also actively filters 
group-specific routing information that is no longer needed 
by nodes of attachment aggregation groups or other domi 
nant aggregation groups. Hence, Scalable routing informa 
tion, for example aggregated address prefix information, can 
be sent toward the network clusterhead 12a, with group 
specific routing information being added by the root (e.g., 
12f) for network traffic entering the aggregation group 
(e.g. 14f) from an attachment aggregation group (e.g., 14e 
via attachment router “332). 
0046 Hence, each root 12a, 12b, 12c, 12d, 12e, 12?. 12g, 
and 12h is configured for utilizing its hierarchy position 
within its aggregation group in order to filter routing infor 
mation from packets destined toward the clusterhead, and 
add routing information to packets received from its attach 
ment router and destined within its corresponding aggrega 
tion group. 
0047 FIG. 2 is a diagram illustrating an exemplary one 
of the mobile ad hoc routers 12f of FIG. 1, according to an 
embodiment of the present invention. Each mobile router 12 
includes a network interface 16, an attachment resource 18, 
an advertisement resource 20, a routing resource 22, an ad 
hoc routing table 24, and memory 26 for storing configu 
ration information, including an assigned hierarchy position 
28 within an identified aggregation group 30 (e.g., 14f). 
0.048. The network interface 16 is configured for sending 
and receiving router advertisement messages (e.g., 32a or 
32b as illustrated in FIG. 3), and sending and receiving 
packets to either attached mobile routers or an attachment 
mobile router. Hence, the network interface 16 implements 
a logical ingress port for traffic sent and received from 
“downstream' nodes (i.e., away from the network cluster 
head 12a), and a logical egress port for traffic sent and 
received from the attachment router that is “upstream” (i.e., 
toward the network clusterhead 12a). 
0049. The attachment resource 18 is configured for stor 
ing information from the received router advertisement 
messages in an internal candidate attachment list (not 
shown), and identifying from among the available mobile ad 
hoc routers a best match for attaching to one of the available 
mobile ad hoc routers, based on the assigned hierarchy 
position 28 of the mobile router (e.g., 12?) within its 
assigned aggregation group 30. As described below with 
respect to FIG. 4A, if the attachment resource 18 determines 
from the assigned hierarchy position 28 that the mobile 
router 12f is eligible to attach to its parent group (i.e., 
attachment group) (e.g., 14e) as a root of its assigned 
aggregation group 30 (e.g., 14f), the attachment resource 18 
will attach to the parent group if there is no prior attachment 
by the assigned aggregation group to the parent group. 
Alternate attachments are available, depending on the exist 
ing network topology, the assigned hierarchy position 28 and 
assigned aggregation group 30, relative to the availability of 
the assigned aggregation group or the parent group. 

0050. The advertisement resource 20 is configured for 
outputting an advertisement message (e.g., 32a) of FIG. 3, 
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based on the assigned hierarchy position 28 of the mobile 
router 12 within its aggregation group 30. In particular, the 
advertisement resource 20 advertises the attributes that 
describe the position of the mobile ad hoc router within the 
tree structured network topology, as well as the relative 
hierarchy position within the advertised aggregation group. 
As illustrated in FIG. 53, in the case where the mobile router 
12f is attached to the attachment router “332' 12, the adver 
tisement resource 20 of the mobile router 12f generates the 
router advertisement message 32a that includes a source 
address field 34 and a tree information option (TIO)36. The 
tree information option 36 includes an attachment prefix 
field 38, an aggregation group prefix field 40, and an 
identifiable hierarchy position: the identifiable hierarchy 
position is illustrated as a depth 42 of the tree within the 
specified aggregation group 40, an attached/roaming (A/R) 
flag field 44, and parent group identification fields 45a and 
45b that identify attachment groups (i.e., parent groups) 
relative to the aggregation group 40. 

0051. The source address field 34 specifies a source 
address used by the mobile router 12 within its correspond 
ing assigned address prefix 38. The attachment prefix 38 
specifies the assigned prefix owned by the mobile router 12 
and that is to be used for an attachment to the mobile router. 
For example, the router advertisement message 32a output 
by the mobile router 12f has a source address field 34 that 
specifies a source address value of 3:3:1:4::1 what is 
within the address space of the corresponding attachment 
prefix "3:3:1:4::/64 assigned to the mobile router 12f; in 
contrast, the router advertisement message 32b output by the 
mobile router “331112 of FIG. 1 has a Source address field 
34 that specifies a source address value of “3:3:1:1:1 what 
is within the address space of the corresponding attachment 
prefix "3:3:1:1::/64 assigned to the mobile router “3311'12. 

0.052) However, both mobile routers 12f and “331112 
output the same aggregation group prefix (“3:3:1::/48) 40 
based on both mobile routers being a member of the same 
aggregation group 14f. The depth field 42 specifies the 
relative hierarchy position of the advertising mobile router 
25 (identified by the source address field 34) within the 
specified aggregation group 40, in other words the number 
of hops in order to reach the root of the aggregation group. 
Hence, the router advertisement message 32a specifies a 
corresponding depth 42 of “0” for the mobile router 12fand 
the router advertisement message 32b specifies the corre 
sponding depth 42 of one hop for the mobile router 
“331112 that is a member of the aggregation group 14f and 
one hop from the root 12f 
0053. The attached/roaming (A/R) flag field 44 identifies 
if the root of the advertised aggregation group 40 is attached 
(“A”) to an attachment router, or roaming (“R”) within the 
ad hoc network 10 without an attachment. If the root of the 
advertised aggregation group is attached to an attachment 
router, the advertisement resource 20 inserts the parent 
group identification fields (e.g., 45a and 45b) that identify 
the respective attachment groups within the tree-structure 
topology. As illustrated in FIG. 1, the aggregation group 14f 
is contained within the aggregation group 14e, and the 
aggregation group 14e is contained within the dominant 
aggregation group 14b. 

0054 Hence, the parent group identification fields 45a 
and 45b explicitly specify the hierarchy position of the 
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advertised aggregation group 14f (specified in the aggrega 
tion group prefix field 40) within the tree structured topology 
10 of FIG. 1 based on identifying the sequence of attachment 
groups 14e and 14f. Consequently, a node receiving the 
advertisement message 32a can apply additional heuristics 
to its tree discovery and selection procedures to determine 
whether the aggregation group (e.g., 14f) specified in the 
aggregation group prefix field 40 is a “best match” within the 
aggregation hierarchy based on the aggregation group mem 
bership in the parent groups explicitly identified in the 
parent group identification fields 45a and 45b. The use of 
parent fields (e.g., 45a, 45b) are particularly beneficial in 
identifying non-aggregating parent groups that are Visiting 
(e.g., 14.h) but that advertise the aggregated group (e.g., node 
12h advertises the aggregation group 14f in the aggregated 
group prefix field 40). Additional details describing the use 
of the parent fields 45a, 45b for identification of a best match 
within the aggregation hierarchy is described below with 
respect to FIG. 8. 
0.055 Hence, in response to the attachment resource 18 of 
the mobile router 12fattaching to the mobile router “33212 
using the attachment address (i.e., care of address) 
“3:3:2::946 within the address space “3:3:2::/48 of the 
mobile router “332.12, as illustrated in FIG. 2, the adver 
tisement resource 20 of the mobile router 12f outputs the 
router advertisement message 32a, specifying via the 
attached/roaming (A/R) flag field 44 that the mobile router 
12f is attached to an attachment router in the attachment 
group 14e (specified in parent field 45a), and that the parent 
attachment group 14e is attached to its parent group 14b 
(specified in the parent field 45b). The mobile router “3311” 
outputs the router advertisement message 32b indicating that 
it is a member of the aggregation group 14.f. and one hop 
away from the root, and also includes the parent fields 45a 
and 45b. 

0056 Hence, any mobile router receiving either of the 
router advertisement messages 32a or 32b can determine the 
identifiable aggregation group 14f based on the specified 
prefix 40; depending on implementation, the identifiable 
hierarchy position of the mobile ad hoc router 12 outputting 
the advertisement message 32 can be interpreted in terms of 
the length of the group prefix, where a fewer number of bits 
in the group prefix indicates a higher position within the 
group hierarchy relative to the dominant aggregation group, 
the depth field 42 indicating whether the advertising mobile 
ad hoc router is a router of the corresponding aggregation 
group or a member thereof, and the attached/roaming (A/R) 
flag field 44 indicating whether the aggregated group speci 
fied in the prefix field 40 is roaming, or attached to its parent 
aggregation group. Further, any mobile router receiving the 
router advertisement messages 32a or 32b can determine 
whether attachment is preferred, for example in the case of 
a peer root of a distinct aggregation group forming a branch 
with the other root. Hence, roaming roots of aggregated 
groups can merge with other aggregated groups during 
initial network formation, enabling the collection of distinct 
aggregation groups to coalesce to form the appropriate 
parent aggregation groups and dominant aggregation groups 
toward formation of the tree-based topology of dominant 
aggregation groups. Also note that various heuristics may be 
applied, especially during roaming and initial network for 
mation, for the attachment resource 18 to determine the best 
match in terms of a relative hierarchy position within a 
localized aggregation group (e.g., based solely on depth 42), 
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or an absolute hierarchy position within the dominant aggre 
gation group based on the advertised aggregation group 40. 
and identified parents 45a, 45b, etc., described in detail 
below with respect to FIG. 8. 
0057 The routing resource 22 of FIG. 2 is configured for 
routing packets according to the ad hoc routing table 24, 
where any destination not specified in the ad hoc routing 
table is output toward the attachment router as the default 
interface. The routing resource 22 also is configured for 
storing routing information received from attached network 
nodes, filtering group-specific information from the routing 
information, and outputting the filtered routing information 
with summary information to the attachment mobile router. 
0058 For example, if neighbor advertisement messages 
are received as described in the published U.S. Patent 
Publication No. 2005/0265259, the routing resource 22 
populates the ad hoc routing table 24 with the reachable 
prefixes 50 and next-hop addresses 52, and outputs filtered 
neighbor advertisement messages toward the clusterhead, 
described below with respect to FIG. 5. If packets are 
received that specify reverse routing headers as described in 
the published U.S. Patent Publication No. 2004/0117339, 
the routing resource 22 caches the reverse routing headers as 
needed, and outputs filtered packets toward the clusterhead 
12a with Summary routing information after having filtered 
the group-specific routing information of next-hop addresses 
within the corresponding aggregation group 14, described 
below with respect to FIGS. 6A and 6B. 
0059 Hence, the routing resource 22 filters group-spe 
cific routing information related to the corresponding aggre 
gation group 14 from packets received from attached mobile 
routers, and replaces the group-specific routing information 
with Summary routing information prior to outputting the 
packets to the attachment router toward the clusterhead. 
0060 FIGS. 4A and 4B are diagrams summarizing the 
method by each of the mobile ad hoc routers 12 of inde 
pendently attaching to an attachment router according to 
identifying a best match relative to an assigned hierarchy 
position within an identified aggregation group, from among 
the identifiable hierarchy positions of identifiable aggrega 
tion groups, according to an embodiment of the present 
invention. The steps described in FIGS. 4A and 4B can be 
implemented as executable code stored on a computer 
readable medium (e.g., a hard disk drive, a floppy drive, a 
random access memory, a read only memory, an EPROM, a 
compact disk, etc.), or propagated via a computer readable 
medium (e.g., a transmission wire, an optical fiber, a wire 
less transmission medium utilizing an electromagnetic car 
rier wave, etc.). 
0061 The method begins by the preconfiguration of each 
mobile router 12 with its assigned hierarchy position 28 
within its corresponding identified aggregation group 30. 
Each mobile router 12 may be statically configured, for 
example based on a network administrator manually input 
ting the appropriate values 28, 30 and 38 within the internal 
memory 26 of the mobile router 12; alternately, a dynamic 
registration may be performed upon initialization of the 
mobile ad hoc router 12, for example the mobile router 
receiving a dynamically-delegated prefix by a root node 
(12a, 12b, 12c ... 12h) within the relevant aggregation roup 
14, as illustrated by the prefix delegation resource disclosed 
in U.S. Patent Publication 2005/0099971, published May 
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12, 2005, entitled “Arrangement in an Access Router for 
Optimizing Mobile Router Connections Based on Delegated 
Network Prefixes', the disclosure of which is incorporated 
in its entirety herein by reference. 
0062 Assuming the mobile router has been configured 
with its assigned prefix 38, its assigned hierarchy position 28 
within its assigned aggregation group 30, the attachment 
resource 18 receives in step 60 router advertisement mes 
sages via the network interface 16, Such as the router 
advertisement messages 32a or 32b illustrated in FIG. 3. The 
attachment resource 18 stores in step 62 the candidate 
attachment routers, including the tree information option 
information such as the hierarchy position within the adver 
tised aggregation group as determined based on the combi 
nation of the aggregation group prefix field 40, the depth 42 
of the advertising mobile router, and the attachment flag 44. 
0063. The attachment resource 18 will use different heu 
ristics depending on whether the mobile router 12 is con 
figured to serve as a root node (i.e., an aggregator). If the 
mobile node 12 is configured as an aggregator, the attach 
ment resource 18 will determine the longest match that 
encloses its aggregation prefix 30, but will not use its 
assigned mobile network prefix 38 to find a best match. If the 
mobile node is not configured as an aggregator, the attach 
ment resource 18 will search for a best match relative to its 
mobile network prefix 38; hence, the non-aggregating 
mobile node 12 uses its mobile network prefix 38 as if it was 
the assigned aggregation in order to identify the best match. 
0064. The attachment resource 18 first determines in step 
64 whether the mobile router 12 is eligible as a root node of 
a dominant group (e.g., 14a. 14b, 14c, or 14d), and whether 
a peer root of another dominant group is available for 
communication or attachment. If the mobile router 12 is 
eligible as a root node of a dominant group, and the mobile 
router 12 already has other attached routers in step 66, then 
the mobile router attaches only to the peer root of another 
dominant group in step 68 in order to establish a new 
dominant group. In this case, steps 64, 66 and 68 enable the 
root nodes 12a, 12b, 12c and 12d to attach to each other in 
a top-level tree structure resulting in the tree of dominant 
aggregation groups. 

0065 Assuming in step 64 that the mobile router 12 is not 
eligible as a root node of a dominant aggregation group, or 
that there are no attached routers in step 66 (such that 
creation of a new dominant aggregation group is unneces 
sary), the attachment resource 18 determines in step 70 
whether the assigned aggregation group 30 is already avail 
able for attachment, based on a match in the longest bit 
prefix between the identified aggregation group 30 stored in 
the memory 26 and an advertised available aggregation 
group 40 from a received router advertisement message 32. 
If the assigned group 30 is already available, indicating that 
another node has established itself as a root node of the 
assigned group 30, the attachment resource 18 attaches in 
step 72 the mobile router 12 as a member of the assigned 
group 30, causing the router advertisement resource 20 to 
advertise in step 74 that the mobile router 12 is a member of 
the assigned group 30 (i.e., the depth field 42 specifies a 
value greater than or equal to 1). 
0.066 If in step 70 the assigned group 30 is not available, 
the attachment resource 18 determines in step 76 whether 
the parent group (i.e., the attachment group for the assigned 
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group 30) is available. If in step 76 the parent group is not 
available, then the attachment resource 18 determines 
whether any group within the assigned dominant group is 
available, in other words any group that has any shared 
attribute with the assigned group 30 such as the first eight 
prefix bits (e.g., 3::/16). 
0067. If in step 78 any group within the assigned domi 
nant group is available, the attachment resource 18 attaches 
within the dominant group in step 80; otherwise, if no group 
within the assigned dominant group is available, then the 
mobile router is roaming outside of its dominant group, and 
therefore attaches to a visited group in step 82. An example 
of a mobile router attaching to a visited group is illustrated 
in FIG. 1 by the mobile router 12h, which serves as the root 
for the aggregation group 14.h: the aggregation group 14h 
has the assigned aggregation prefix '8:1:2:1::/64 what is 
distinct from the attachment mobile router “331312 within 
the aggregation group 14f hence no aggregation of routing 
information is possible. However in this case, the visiting 
aggregation group 14h still has connectivity within the 
mobile ad hoc network 10. If the mobile router 12h later 
detects an advertisement message from its aggregation 
group 14d, the mobile router 12h can reconnect within its 
dominant aggregation group 14d for aggregation of the 
routing information associated with the aggregation group 
14h. Further examples of steps 80 and 82 are described 
below with respect to FIG. 8. 
0068 Referring to step 76, if the parent group is avail 
able, then if in step 84 of FIG. 4B the assigned hierarchy 
position 28 specifies that the mobile router is eligible as a 
root node, the attachment resource 18 attaches in step 88 as 
the root node for the assigned aggregation group 30, else the 
attachment resource 18 attaches to the parent group in step 
86. As described previously, attaching within the assigned 
group is optimal for purposes of aggregating routing infor 
mation, described below; however, attaching within the 
parent group or another group within the dominant group 
still enables at least one of the roots within the dominant 
aggregation group to filter group-specific routing informa 
tion from being transmitted to other roots of dominant 
aggregation groups. 
0069 Assuming in step 88 that the mobile router 12 (e.g., 
12?) has attached to the parent group (e.g., 14e) as the root 
node of the assigned group (14f), the advertisement resource 
20 of the root node advertises in step 90 as the root of the 
assigned group by outputting the router advertisement mes 
sage 32a illustrated in FIG. 3. 
0070. As described above, the routing resource 22 of the 
root node (e.g., 12?) is configured for filtering in step 92 
received neighbor advertisement messages with Summary 
routing information, described in detail below with respect 
to FIG. 5. The routing resource 22 of the root node also is 
configured for filtering path addresses in step 94 from 
reverse routing headers of received packets, and replacing 
the group-specific information in the reverse routing headers 
with summary information as described below with respect 
to FIGS. 6A and 6B. The routing resource 22 of the root 
node also is configured for expanding source routing infor 
mation for packets received from the attachment router with 
group-specific path information for reaching a specified 
destination. 

0071 Hence, the routing resource 22 of each of the root 
nodes removes group-specific routing information for pack 
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ets destined toward the network clusterhead, and inserts the 
group-specific routing information for packets entering the 
aggregation group via the attachment router. 
0072 FIG. 5 is a diagram illustrating the successive 
propagation of neighbor advertisement messages (e.g., 98a. 
98b, 98c, . . .98g) by respective mobile routers within the 
dominant aggregation group 14b, including replacing group 
specific routing information with Summary route informa 
tion, according to an embodiment of the present invention. 
FIG. 5 is a modification of the propagation of neighbor 
advertisement messages as illustrated in FIG. 2 of the 
above-incorporated U.S. Patent Publication No. US 2005/ 
0265259, in that the root nodes 12b, 12e, and 12f within the 
dominant aggregation group 14b filter the group-specific 
routing information to minimize the routing information sent 
to the network clusterhead 12a. 

0073. As illustrated in FIG. 5, the mobile router 
“331312 outputs the neighbor advertisement message 98a 
to its attachment router"331112 specifying that the visiting 
address prefix 38a of the visiting mobile router 12h (and its 
aggregation group 14b) and the assigned prefix 38b of the 
mobile router “331312 are reachable via the attachment 
address 46a. Each neighbor advertisement message entry 
also includes a corresponding sequence identifier 100 that 
enables each routing resource 22 to determine whether the 
entry includes updated routing information. 
0074 The routing resource 22 of the mobile router 
“3311'12, in response to receiving the neighbor advertise 
ment message 98a, updates its ad hoc routing table 24 and 
outputs an updated neighbor advertisement message 98b, as 
described in the above-incorporated U.S. Patent Publication 
No. US 2005/0265259, by adding that the attached prefixes 
38c and 38d also are reachable via the corresponding 
attachment address 46b. It should become readily apparent 
at this stage that the size of the neighbor advertisement 
message 98 would increase dramatically if each and every 
address prefix in the aggregation group 14b was Supplied to 
the clusterhead 12a. 

0075 Hence, according to the disclosed embodiment, 
each root is configured for filtering group-specific routing 
information, and replacing the group-specific routing infor 
mation with Summary information 102. Hence, the routing 
resource 22 of the root node 12f replaces the group-specific 
address prefixes 38b, 38c and 38d with the summary prefix 
14f that identifies the corresponding aggregation group. 
Hence, the routing resource 22 of the root node 12f outputs 
the neighbor advertisement message 98c to the attachment 
router "33212 in the parent aggregation group 14e, speci 
fying that the visiting address prefix 38a and the Summary 
prefix 14fare reachable via the attachment address 46c. 
0076) The attachment router “33212 outputs the neigh 
bor advertisement message 98d specifying that the address 
prefixes 38a, 38e, and the summary prefix 14fare reachable 
via the attachment address 46d. Note that whether the 
mobile router “33212 represents another root of another 
aggregation group (and whether the prefix 38e represents 
another Summary prefix) is inconsequential; since it would 
be considered a peer aggregation group relative to the 
aggregation group 14f. However, the routing resource 22 of 
the mobile router 12e, as the root of the parent aggregation 
group 14e, filters the group-specific routing information by 
replacing the prefixes 14f and 38e with the summary prefix 
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14e. Hence, the mobile router 12e outputs the neighbor 
advertisement message 98e specifying that the visiting 
address prefix 38a and the summary prefix 14e are reachable 
via the attachment address 46e. 

0077. After the mobile router “3112 adds its routing 
information 38f to specify in the neighbor advertisement 
message 98f that the address prefixes 14e, 38a, and 38fare 
reachable via the attachment address 46f the routing 
resource 22 of the root node 12b replaces the group-specific 
address prefixes 14e and 38f with a single summary prefix 
14b, and outputs to the network clusterhead 12a the neigh 
bor advertisement message 98g that specifies the Summary 
prefix 14b and the visiting address prefix 38a are reachable 
via the attachment address 46g. 
0078 Hence, the roots of the aggregation groups utilize 
the aggregation hierarchy to limit the amount of routing 
information that needs to be sent in the neighbor advertise 
ment messages to the network clusterhead 12a. 
0079 FIGS. 6A and 6B are diagrams illustrating modi 
fication of a reverse routing header 104 within data packets 
110a, 110b. . . . 110g transmitted from the mobile router 
“3313'12 to a correspondent node in the aggregation group 
14a, according to an embodiment of the present invention. 
Each data packet 110 includes a source address field 112, a 
destination address field 114, and a reverse routing header 
104 that includes a routing header type field 116, a local 
index field 118, and routing slots 120a, 120b, and 120c. In 
particular, FIGS. 6A and 6B illustrate modification of the 
reverse routing headers described in the above-incorporated 
published U.S. Patent Publication No. US 2004/01 17339, in 
that group-specific routing information is removed from the 
reverse routing header 14, and replaced with Summary 
routing information. The following description describes 
compression of the reverse routing headers 104 by the roots 
of the aggregation groups, however any mobile node 12 can 
perform the compression described herein, regardless of any 
aggregation hierarchy, based solely on determining that the 
reverse routing header 104 is exceeding a desired size. 
0080 For example, the packet 110a output by the mobile 
router “331312 specifies the attachment address 46a in the 
source address field 112, and the home address 108 utilized 
by the mobile router “3313'12 in the slot 120a of the reverse 
routing header 104. The mobile router “3311'12 updates the 
reverse routing header 104, as described in the published 
U.S. Patent Publication No. US 2004/0117339, by moving 
the source address value 46a to the next slot position 120b, 
and adding its own attachment address 46b to the source 
address field 112 of the data packet 110b. 
0081. The routing resource 22 of the mobile router 12f. 
however, operates as the root of the aggregation group 14f 
by caching the reverse routing header 104 of the received 
data packet 110b (assuming the above-described neighbor 
advertisement messages are not employed), and replacing in 
step 94 the group-specific address information 46a and 46b 
with the root address 122a and the attachment address 46c, 
respectively, for the data packet 110c. The local segment 
field 118 enables a root to identify that the packet is 
transitioning to a new level of hierarchy, based on the local 
segment field 118 being reset to zero. 

0082. After the mobile router “33212 updates the data 
packet 110d based on the received data packet 110c by 



US 2007/0153707 A1 

inserting the attachment address 46c into the slot 120c and 
adding its own attachment address 46d into the Source 
address field 112, the mobile router 12e filters the reverse 
routing header in step 94 by replacing the group-specific 
addresses 46c and 122a with its own summary route infor 
mation, namely the corresponding root address 122b into 
slot 120b of packet 110e, and adding its own attachment 
address 46e in the source address field 112 of the packet 
110e. The mobile router 12e also resets the local segment 
field 118 to Zero. 

0083) Referring to FIG. 6B, after the mobile router 
“3112 updates the reverse routing header by inserting the 
attachment address 46e into the available slot 120c and 
adding its corresponding attachment address 46f into the 
source address field 112 of packet 110f the root 12b of the 
dominant aggregation group 14b filters the group-specific 
path addresses 46e and 122b from the slots 120b and 120c 
in step 94, and inserts its corresponding root address 122c 
into slot 120b as the summary route information for the 
dominant aggregation group 14b. 
0084 Hence, the clusterhead 12a receives from the root 
12b of the dominant aggregation group 14b the data packet 
110g having a reverse routing header 104 that needs to 
specify only the Summary route information 122c and the 
original source address 108. 
0085 FIG. 7 is a diagram illustrating expansion of a 
source routing path 134 for a data packet 130 received from 
an attachment router, according to an embodiment of the 
present invention. In particular, the data packet 130a is 
output by the network clusterhead 12a and specifies a source 
address field 112 of “1::1, which is the root address 122d 
utilized by the network clusterhead 12a as the root of the 
dominant aggregation group 14a. The destination address 
field 114 specifies the attachment address 46g of the mobile 
router 12b, and the option fields 132a and 132b for the 
routing header 134 specify the final destination address 108 
and the first hop address, namely the Summary route infor 
mation 122c which is the root address for the root 12b. The 
routing header 134 also includes the routing header type 117. 
indicating that the header is a Source routing header. 
0086. In response to the mobile router 12b receiving the 
data packet 130a, the routing resource 22 of the mobile 
router 12b identifies the source route type 117 and its root 
address 122c: the routing resource 22 responds to the root 
address 122c by inserting, according to step 96 of FIG. 4B, 
the path within the identified aggregation group for reaching 
the destination address 108, namely the attachment address 
46e and the root address 122b in the source-route fields 132b 
and 132C. The mobile router 12b outputs the updated source 
route packet 130b to the mobile router “3112, which 
outputs the packet 130c to the mobile router 12e. 
0087. The mobile router 12e, in response to detecting the 
routing header type field 117 and its root address 122b 
within the routing header 134, expands the Source routing 
information 134 by inserting into packet 130d the group 
specific path information for reaching the destination 
address 108, namely the attachment address 46c and the root 
address 122a. As apparent from the foregoing, the process of 
expanding the path is repeated by the mobile router 12f in 
response to detecting its root address 122a in the routing 
header 134, enabling the data packet to be source routed 
through the aggregation group 14f to the final destination 
router “331312 at the destination address 108. 
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0088 According to the disclosed embodiment, mobile ad 
hoc network nodes aggregate into aggregation groups based 
on assigned hierarchy positions with identified aggregation 
groups, enabling the mobile ad hoc network to form as a 
tree-based structure of dominant aggregation groups, each 
dominant aggregation group enclosing Subordinate aggre 
gation groups. Each aggregation group has a corresponding 
root, enabling group-specific routing information to be 
removed from packets destined for the clusterhead, and 
inserted into packets received by the root and destined into 
the aggregation group. Hence, mobile ad hoc networks can 
organize and maintain routing information in a scalable 
a. 

0089 FIG. 8 is a diagram further illustrating the selective 
attachment of mobile routers in an ad hoc mobile network 
10' based on identifying a best match within the identifiable 
positions of identifiable aggregation groups. The network 
10' illustrates an initial formation of an ad hoc mobile 
network, or alternatively a reconstruction of the network 
following a Substantial disruption. In particular, the mobile 
router 12e of FIG. 1 is detached from the parent “31' 
illustrated in FIG. 1, and is configured for serving as a 
clusterhead based on the determined absence of any other 
mobile router within its aggregation group 14b. Assume the 
mobile routers 12e, 12?. 12g, 12i, 12i, 12k, and 12m are 
configured for serving as roots (i.e., aggregators) for respec 
tive aggregation groups, and the mobile routers “1234 and 
“156412 are not configured for serving as roots, and 
therefore cannot perform any aggregation. 

0090 The mobile router 12e outputs a router advertise 
ment message (not shown) that specifies the corresponding 
attachment prefix 38 of 3:3:3::/64, the aggregation group 
prefix 40 of “3:3::/32, and that it is roaming (hence no 
parent identifier field 45). The mobile routers “123412 and 
“81212i each attach to the mobile router 12e, and in 
response the mobile router “123412 advertises its corre 
sponding attachment prefix 38 of “1:2:3:4::/64 and the 
aggregation group prefix 40 of 3:3::/32 what is advertised 
by the mobile router 12e; in contrast, the mobile router 12i. 
as an aggregator of the aggregation group '8:1::/32, adver 
tises its corresponding attachment prefix 38 of “8:1:2::/64 
and the aggregation group prefix 40 of “8:1::/32, and adds 
a parent group identifier field 45 of 3:3::/32 as advertised 
by the mobile router 12e. 

0091 Regarding the subtree (i.e., descendents) of the 
mobile router 12i, since the mobile router “1564'12 is not 
configured to serve as a root (i.e., aggregator), it continues 
to advertise the same aggregation group prefix 40 of "8:1::/ 
32 advertised by its attachment router 12i. The mobile 
router “330'12g, however, is configured to serve as an 
aggregator of its own aggregation group, and therefore 
outputs the router advertisement message 32d that specifies 
its corresponding attachment prefix 38 of 3:3:0:0::/64, its 
corresponding aggregation group prefix 40 of 3:3:0:0::/48. 
the parent prefix 45a of “8:1::/32 for the next aggregator 
12i, and the parent prefix 45b of “3:3::/32” for the next 
aggregator 12e. Hence, the router advertisement message 
32d Specifies all the identifiable aggregation groups and their 
respective positions in the hierarchy between the advertising 
mobile router 12g and the clusterhead 12e. 
0092. Similarly, the mobile routers 12f and 12i, both 
configured as aggregators, advertise their own respective 
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aggregation group prefixes based on attachment to the parent 
aggregation group prefix "3:3::/32. Hence, the mobile 
router 12f advertises the corresponding aggregation group 
prefix 40"3:3:1::/48” and the parent prefix 45 of “3:3::/32, 
and the mobile router 12i outputs the router advertisement 
message 32C specifying the corresponding aggregation 
group prefix 40 of “7:5:2::/48’’, and the parent prefixes 45a 
and 45b of 3:3:1::/48 and “3:3::/32, respectively. 
0093 Assume that the ad hoc mobile routers 12k and 12m 
are roaming and determining whether to attach to the mobile 
routers 12g or 12i based on the respective advertisement 
messages 32d and 32c. Mobile router 12k is configured for 
serving as a root for the aggregation group prefix '3:3:1:7::/ 
64” (e.g., with a smaller assigned prefix of "3:3:1:7:1::/96’), 
and the mobile router 12m 

0094) is configured for serving as a root for the aggre 
gation group prefix '8:1:2::/48. Since no longest 
matching prefix is available to either mobile router 12k 
or 12m via the advertising routers 12g or 12i, each 
mobile router 12k and 12m needs to identify either a 
best match from the advertised parent prefixes 45a and 
45b of either message 32c or 32d, or at least the 
presence of any shared attribute (e.g., a shared prefix) 
to at least begin migration toward the appropriate 
aggregation group. 

0095. In the case of the mobile router 12k configured for 
serving as the root for the aggregation group prefix 
“3:3:1:7::/64, the attachment resource 18 of mobile router 
12k may determine that even though the aggregation group 
prefix 40 of “7:5:2::/48” advertised by the mobile router 12, 
in the message 32c does not have any shared attribute with 
the assigned aggregation prefix "3:3:1:7::/64, the parent 
prefix 45a of 3:3:1::/48 in the message 32c does provide 
a longest matching prefix for the assigned prefix "3:3:1:7::/ 
64, relative to all the received messages 32c and 32d. 
Hence, the attachment resource 18 of mobile router 12k will 
choose to attach to the mobile router 12i in order to enable 
the mobile router 12f to aggregate the prefix "3:3:1:7::/64 
within its aggregation group 14f of 3:3:1::/48. 
0096. In the case of the mobile router 12m configured for 
serving as the root for the aggregation group prefix '8:1:2::/ 
48, the corresponding attachment resource 18 of mobile 
router 12m will detect no shared attributes within the router 
advertisement message 32c. However, the attachment 
resource 18 of mobile router 12m will detect the parent 
prefix 45a of message 32d specifying "8:1::/32 which is a 
best match for the assigned “8:1:2::/48’’, as the mobile router 
12i can perform aggregation of the prefix '8:1:2::/48 within 
the aggregation group “8:1::/32. Hence, the mobile router 
12m will attach to the mobile router 12g to enable aggre 
gation by the mobile router 12i. 
0097 As apparent from the foregoing, each of the mobile 
routers of FIG. 8 may eventually attach to another mobile 
router that provides a better match for the corresponding 
assigned hierarchy position within the aggregation group, 
until the mobile routers eventually coalesce with each other 
to form an organized hierarchy similar to the network 10 of 
FIG 1. 

0098. According to the disclosed embodiment, mobile 
routers identify a best match for attachment within aggre 
gation groups in a tree-structured network topology, 
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enabling the mobile routers to create an ad hoc mobile 
network of a tree of aggregation groups. The tree of aggre 
gation groups enables Scalable routing protocols to be 
employed based on removing group-specific routing infor 
mation from messages destined toward the clusterhead. 
0099 Although the disclosed embodiment describes 
aggregation groups in terms of network prefixes, it will be 
readily apparent that other identifiable parameters may be 
used to identified aggregation groups and hierarchy posi 
tions, for example organizational attributes, topological 
attributes, class/ranking attributes, domain name attributes, 
etc. In each case, however, each mobile router is permitted 
to attach to a Visited aggregation group if its own aggrega 
tion group is not available. 
0100 While the disclosed embodiment has been 
described in connection with what is presently considered to 
be the most practical and preferred embodiment, it is to be 
understood that the invention is not limited to the disclosed 
embodiments, but, on the contrary, is intended to cover 
various modifications and equivalent arrangements included 
within the spirit and scope of the appended claims. 

What is claimed is: 
1. A method in a mobile ad hoc router, the method 

including: 

receiving router advertisement messages, each including 
a source address field identifying a corresponding 
available mobile ad hoc router having sent the corre 
sponding router advertisement message, and a tree 
information option field having attributes describing a 
corresponding position of the corresponding available 
mobile ad hoc router within a tree-structured network 
topology, the attributes including: 

(1) an identifiable aggregation group identifying a corre 
sponding aggregation of attached mobile ad hoc routers 
forming a subset of the tree-structured network topol 
ogy, the aggregation including the corresponding avail 
able mobile ad hoc router, and (2) an identifiable 
hierarchy position of the corresponding available 
mobile ad hoc router within the identifiable aggregation 
group; and 

selectively attaching to one of the available mobile ad hoc 
routers based on determining the one available mobile 
ad hoc router provides a best match, relative to the 
mobile ad hoc router having an assigned hierarchy 
position within an identified aggregation group, from 
among the identifiable hierarchy positions of identifi 
able aggregation groups. 

2. The method of claim 1, wherein the determining 
includes identifying the one available mobile ad hoc router 
as specifying, as the identifiable aggregation group, one of 
the identified aggregation group and a second aggregation 
containing the identified aggregation group. 

3. The method of claim 2, further comprising outputting 
a new advertisement message specifying in the correspond 
ing identifiable hierarchy position that the mobile ad hoc 
router is a root of the identified aggregation group within the 
Second aggregation, based on: 

the assigned hierarchy position identifying the mobile ad 
hoc router as an eligible root of the identified aggre 
gation group: 
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the mobile ad hoc router having attached to the one 
available mobile ad hoc router having specified the 
second aggregation as the identifiable aggregation 
group, the second aggregation identifying an attach 
ment group for the identified aggregation group; and 

a determined absence, among the identifiable hierarchy 
positions of identifiable aggregation groups, of an 
identifiable root for the identified aggregation group. 

4. The method of claim 1, further comprising second 
selectively attaching to any one of the available mobile ad 
hoc routers based on a determined absence of any shared 
aggregation attribute between the identified aggregation 
group of the mobile ad hoc router and any of the identifiable 
aggregation groups. 

5. The method of claim 1, further comprising: 
attaching to the one available mobile ad hoc router as a 

root of the identified aggregation group based on the 
one available mobile ad hoc router specifying the 
corresponding identifiable aggregation group as an 
attachment group for the identified aggregation group; 

receiving, from an attached mobile ad hoc router in the 
identified aggregation group, a first packet destined for 
the one available mobile ad hoc router and specifying 
routing information that includes group-specific rout 
ing information related to the identified aggregation 
group; 

generating a filtered packet having filtered routing infor 
mation based on replacing the group-specific routing 
information with Summary routing information identi 
fying the mobile ad hoc router; and 

outputting the filtered packet to the one available mobile 
ad hoc router. 

6. The method of claim 5, wherein: 

the routing information in the first packet specifies reach 
able network prefixes that are reachable via the 
attached mobile ad hoc router, the group-specific rout 
ing information including the reachable network pre 
fixes within the identified aggregation group having a 
shared aggregation attribute relative to a network prefix 
used by the mobile ad hoc router; 

the generating including replacing the group-specific 
routing information with the Summary routing infor 
mation, the Summary routing information based on the 
shared aggregation attribute, and passing any of the 
reachable network prefixes that do not have the shared 
aggregation attribute. 

7. The method of claim 6, further comprising: 

storing the routing information from the first packet into 
a routing table; 

receiving from the one available mobile ad hoc router a 
packet having a destination address that specifies the 
mobile ad hoc router, and a source routing header that 
specifies an address identifiable as having a determined 
presence in the identified aggregation group, and 

inserting into the source routing header a path within the 
identified aggregation group for reaching the single 
address, based on retrieving the path from the routing 
information stored in the routing table. 
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8. The method of claim 5, wherein: 
the routing information in the first packet specifies a 

reverse routing header, the group-specific routing infor 
mation including a plurality of path addresses within 
the identified aggregation group for reaching an iden 
tified source of the first packet; 

the generating including removing the path addresses 
within the identified aggregation group from the 
reverse routing header, the Summary routing informa 
tion identifying a network address of the mobile ad hoc 
router; 

the outputting including outputting the filtered packet, 
having a revised reverse routing header following the 
removal of the path addresses and insertion of the 
network address of the mobile ad hoc router. 

9. The method of claim 8, further comprising: 
receiving from the one available mobile ad hoc router a 

packet having a destination address that specifies the 
mobile ad hoc router, and a source routing header that 
specifies an address identifiable as having a determined 
presence in the identified aggregation group, and 

inserting into the Source routing header a path within the 
identified aggregation group for reaching the single 
address. 

10. The method of claim 5, further comprising: 
receiving from the one available mobile ad hoc router a 

packet having a destination address that specifies the 
mobile ad hoc router, and a source routing header that 
specifies an address identifiable as having a determined 
presence in the identified aggregation group, and 

inserting into the Source routing header a path within the 
identified aggregation group for reaching the single 
address. 

11. The method of claim 1, wherein the selectively 
attaching includes attaching only to any of the available 
mobile ad hoc routers having advertised as a root node for 
a corresponding distinct dominant aggregation group, based 
O 

the mobile ad hoc router having at least one other attached 
mobile ad hoc router; and 

the assigned hierarchy position within the identified 
aggregation group identifying the mobile ad hoc router 
as the root for a corresponding prescribed dominant 
aggregation group. 

12. The method of claim 1, wherein the selectively 
attaching includes determining the one available mobile ad 
hoc router as providing a best match based on at least one of 
(1) the corresponding identifiable hierarchy position within 
the corresponding identifiable aggregation group specifying 
a longest matching network address prefix relative to the 
assigned hierarchy position within the identified aggregation 
group; and (2) the corresponding tree information option 
field identifying membership of the corresponding identifi 
able aggregation group within a parent aggregation group of 
the tree-structured network topology. 

13. A mobile ad hoc network comprising: 
a plurality of mobile ad hoc routers, each including: 
(1) an assigned hierarchy position within an identified 

aggregation group, 
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(2) a network interface configured for sending and receiv 
ing router advertisement messages, each router adver 
tisement message specifying a source address field 
identifying a corresponding available mobile ad hoc 
router, and a tree information option field having 
attributes describing an identifiable aggregation group 
for the corresponding available mobile ad hoc router 
within a corresponding Subset of a tree-structured net 
work topology of the mobile ad hoc network, and an 
identifiable hierarchy position of the corresponding 
available mobile ad hoc router within the identifiable 
aggregation group, and 

(3) an attachment resource configured for selectively 
attaching to one of the available mobile ad hoc routers 
having been identified as providing a best match, for 
the assigned hierarchy position within the identified 
aggregation group, among the identifiable hierarchy 
positions of identifiable aggregation groups; 

the mobile ad hoc routers forming the tree-structured 
network topology as a tree of aggregation groups, each 
aggregation group including a single corresponding 
root, each mobile ad hoc router operating as a root 
configured for outputting filtered routing information 
toward one of mobile ad hoc routers identified as a 
network clusterhead. 

14. The network of claim 13, wherein the attachment 
resource of each mobile ad hoc router is configured for 
selectively attaching to any one of the available mobile ad 
hoc routers based on a determined absence of any shared 
aggregation attribute between the corresponding identified 
aggregation group of the corresponding mobile ad hoc router 
and any of the identifiable aggregation groups. 

15. The network of claim 13, wherein: 

each mobile ad hoc router operating as the root of a 
corresponding aggregation group is configured for fil 
tering a received first packet, received from an attached 
mobile ad hoc router in the corresponding aggregation 
group and destined toward the clusterhead, based on 
the first packet specifying routing information that 
includes group-specific routing information related to 
the corresponding aggregation group: 

said each mobile ad hoc router operating as a root 
configured for filtering the received first packet based 
on replacing the group-specific routing information 
with Summary routing information identifying the root 
of the corresponding aggregation group, and outputting 
the filtered packet toward the clusterhead. 

16. The network of claim 15, wherein: 

the routing information in the first packet specifies reach 
able network prefixes that are reachable via the 
attached mobile ad hoc router, the group-specific rout 
ing information including the reachable network pre 
fixes within the corresponding aggregation group hav 
ing a shared aggregation attribute relative to a network 
prefix used by said each mobile ad hoc router operating 
as a root; 

said each mobile ad hoc router operating as a root 
configured for replacing the group-specific routing 
information with the Summary routing information, the 
Summary routing information based on the shared 
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aggregation attribute, and passing any of the reachable 
network prefixes that do not have the shared aggrega 
tion attribute. 

17. The network of claim 16, wherein each mobile ad hoc 
router includes a routing table, said each mobile ad hoc 
router operating as a root further is configured for: 

storing the routing information from the first packet into 
a routing table; 

receiving from a corresponding attachment mobile ad hoc 
router a packet having a destination address that speci 
fies the mobile ad hoc router, and a source routing 
header that specifies an address identifiable as having a 
determined presence in the corresponding aggregation 
group, and 

inserting into the Source routing header a path within the 
corresponding aggregation group for reaching the 
single address, based on retrieving the path from the 
routing information stored in the routing table. 

18. The network of claim 15, wherein: 

the routing information in the first packet specifies a 
reverse routing header, the group-specific routing infor 
mation including a plurality of path addresses within 
the corresponding aggregation group for reaching an 
identified source of the first packet; 

said each mobile ad hoc router operating as a root further 
is configured for removing the path addresses within 
the corresponding aggregation group from the reverse 
routing header, the Summary routing information iden 
tifying a network address of said each mobile ad hoc 
router operating as a root; 

said each mobile ad hoc router operating as a root 
configured for outputting toward the network cluster 
head the filtered packet, having a revised reverse rout 
ing header following the removal of the path addresses 
and insertion of the network address of said each 
mobile ad hoc router operating as a root. 

19. The network of claim 18, wherein said each mobile ad 
hoc router operating as a root is configured for: 

receiving from an attachment mobile ad hoc router a 
packet having a destination address that specifies said 
each mobile ad hoc router operating as a root, and a 
Source routing header that specifies an address identi 
fiable as having a determined presence in the corre 
sponding aggregation group, and 

inserting into the Source routing header a path within the 
corresponding aggregation group for reaching the 
single address. 

20. The network of claim 15, wherein said each mobile ad 
hoc router operating as a root is configured for: 

receiving from an attachment mobile ad hoc router a 
packet having a destination address that specifies said 
each mobile ad hoc router operating as a root, and a 
Source routing header that specifies an address identi 
fiable as having a determined presence in the corre 
sponding aggregation group, and 

inserting into the Source routing header a path within the 
corresponding aggregation group for reaching the 
single address. 
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21. The network of claim 13, wherein each mobile ad hoc 
router, in response to detecting the corresponding assigned 
hierarchy position specifying root authority for a prescribed 
dominant aggregation group, is configured for: 

operating as the root for the corresponding prescribed 
dominant aggregation group; and 

attaching only to available mobile ad hoc routers having 
advertised as a root node for a corresponding distinct 
dominant aggregation group. 

22. The network of claim 13, wherein the attachment 
resource is configured for determining the best match based 
on at least one of: (1) the corresponding identifiable hierar 
chy position within the corresponding identifiable aggrega 
tion group specifying a longest matching network address 
prefix relative to the assigned hierarchy position within the 
identified aggregation group; and (2) the corresponding tree 
information option field identifying membership of the 
corresponding identifiable aggregation group within a parent 
aggregation group of the tree-structured network topology. 

23. A computer readable medium having stored thereon 
sequences of instructions for a mobile ad hoc router to attach 
to another mobile ad hoc router, the sequences of instruc 
tions including instructions for: 

receiving router advertisement messages, each including 
a source address field identifying a corresponding 
available mobile ad hoc router having sent the corre 
sponding router advertisement message, and a tree 
information option field having attributes describing a 
corresponding position of the corresponding available 
mobile ad hoc router within a tree-structured network 
topology, the attributes including: 

(1) an identifiable aggregation group identifying a corre 
sponding aggregation of attached mobile ad hoc routers 
forming a subset of the tree-structured network topol 
ogy, the aggregation including the corresponding avail 
able mobile ad hoc router, and 

(2) an identifiable hierarchy position of the corresponding 
available mobile ad hoc router within the identifiable 
aggregation group; and 

selectively attaching to one of the available mobile ad hoc 
routers based on determining the one available mobile 
ad hoc router provides a best match, relative to the 
mobile ad hoc router having an assigned hierarchy 
position within an identified aggregation group, from 
among the identifiable hierarchy positions of identifi 
able aggregation groups. 

24. The medium of claim 23, wherein the determining 
includes identifying the one available mobile ad hoc router 
as specifying, as the identifiable aggregation group, one of 
the identified aggregation group and a second aggregation 
containing the identified aggregation group. 

25. The medium of claim 24, further comprising instruc 
tions for outputting a new advertisement message specifying 
in the corresponding identifiable hierarchy position that the 
mobile ad hoc router is a root of the identified aggregation 
group within the second aggregation, based on: 

the assigned hierarchy position identifying the mobile ad 
hoc router as an eligible root of the identified aggre 
gation group; 
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the mobile ad hoc router having attached to the one 
available mobile ad hoc router having specified the 
second aggregation as the identifiable aggregation 
group, the second aggregation identifying an attach 
ment group for the identified aggregation group; and 

a determined absence, among the identifiable hierarchy 
positions of identifiable aggregation groups, of an 
identifiable root for the identified aggregation group. 

26. The medium of claim 23, further comprising instruc 
tions for second selectively attaching to any one of the 
available mobile ad hoc routers based on a determined 
absence of any shared aggregation attribute between the 
identified aggregation group of the mobile ad hoc router and 
any of the identifiable aggregation groups. 

27. The medium of claim 23, further comprising instruc 
tions for: 

attaching to the one available mobile ad hoc router as a 
root of the identified aggregation group based on the 
one available mobile ad hoc router specifying the 
corresponding identifiable aggregation group as an 
attachment group for the identified aggregation group; 

receiving, from an attached mobile ad hoc router in the 
identified aggregation group, a first packet destined for 
the one available mobile ad hoc router and specifying 
routing information that includes group-specific rout 
ing information related to the identified aggregation 
group; 

generating a filtered packet having filtered routing infor 
mation based on replacing the group-specific routing 
information with Summary routing information identi 
fying the mobile ad hoc router, and 

outputting the filtered packet to the one available mobile 
ad hoc router. 

28. The medium of claim 27, wherein: 

the routing information in the first packet specifies reach 
able network prefixes that are reachable via the 
attached mobile ad hoc router, the group-specific rout 
ing information including the reachable network pre 
fixes within the identified aggregation group having a 
shared aggregation attribute relative to a network prefix 
used by the mobile ad hoc router; 

the generating including replacing the group-specific 
routing information with the Summary routing infor 
mation, the Summary routing information based on the 
shared aggregation attribute, and passing any of the 
reachable network prefixes that do not have the shared 
aggregation attribute. 

29. The medium of claim 28, further comprising instruc 
tions for: 

storing the routing information from the first packet into 
a routing table; 

receiving from the one available mobile ad hoc router a 
packet having a destination address that specifies the 
mobile ad hoc router, and a source routing header that 
specifies an address identifiable as having a determined 
presence in the identified aggregation group, and 

inserting into the Source routing header a path within the 
identified aggregation group for reaching the single 
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address, based on retrieving the path from the routing 
information stored in the routing table. 

30. The medium of claim 27, wherein: 
the routing information in the first packet specifies a 

reverse routing header, the group-specific routing infor 
mation including a plurality of path addresses within 
the identified aggregation group for reaching an iden 
tified source of the first packet; 

the generating including removing the path addresses 
within the identified aggregation group from the 
reverse routing header, the Summary routing informa 
tion identifying a network address of the mobile ad hoc 
router; 

the outputting including outputting the filtered packet, 
having a revised reverse routing header following the 
removal of the path addresses and insertion of the 
network address of the mobile ad hoc router. 

31. The medium of claim 30, further comprising instruc 
tions for: 

receiving from the one available mobile ad hoc router a 
packet having a destination address that specifies the 
mobile ad hoc router, and a source routing header that 
specifies an address identifiable as having a determined 
presence in the identified aggregation group, and 

inserting into the source routing header a path within the 
identified aggregation group for reaching the single 
address. 

32. The medium of claim 27, further comprising instruc 
tions for: 

receiving from the one available mobile ad hoc router a 
packet having a destination address that specifies the 
mobile ad hoc router, and a source routing header that 
specifies an address identifiable as having a determined 
presence in the identified aggregation group, and 

inserting into the source routing header a path within the 
identified aggregation group for reaching the single 
address. 

33. The medium of claim 23, wherein the selectively 
attaching includes attaching only to any of the available 
mobile ad hoc routers having advertised as a root node for 
a corresponding distinct dominant aggregation group, based 
O 

the mobile ad hoc router having at least one other attached 
mobile ad hoc router; and 

the assigned hierarchy position within the identified 
aggregation group identifying the mobile ad hoc router 
as the root for a corresponding prescribed dominant 
aggregation group. 

34. The medium of claim 23, wherein the selectively 
attaching includes determining the one available mobile ad 
hoc router as providing a best match based on at least one of 
(1) the corresponding identifiable hierarchy position within 
the corresponding identifiable aggregation group specifying 
a longest matching network address prefix relative to the 
assigned hierarchy position within the identified aggregation 
group; and (2) the corresponding tree information option 
field identifying membership of the corresponding identifi 
able aggregation group within a parent aggregation group of 
the tree-structured network topology. 
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35. A mobile ad hoc router comprising: 
a network interface configured for receiving router adver 

tisement messages, each including a source address 
field identifying a corresponding available mobile ad 
hoc router having sent the corresponding router adver 
tisement message, and a tree information option field 
having attributes describing a corresponding position 
of the corresponding available mobile ad hoc router 
within a tree-structured network topology, the attributes 
including: 

(1) an identifiable aggregation group identifying a corre 
sponding aggregation of attached mobile ad hoc routers 
forming a subset of the tree-structured network topol 
ogy, the aggregation including the corresponding avail 
able mobile ad hoc router, and 

(2) an identifiable hierarchy position of the corresponding 
available mobile ad hoc router within the identifiable 
aggregation group: 

a memory configured for storing an assigned hierarchy 
position within an identified aggregation group; and 

an attachment resource configured for selectively attach 
ing to one of the available mobile ad hoc routers based 
on determining the one available mobile ad hoc router 
provides a best match, relative to the assigned hierar 
chy position within the identified aggregation group, 
from among the identifiable hierarchy positions of 
identifiable aggregation groups. 

36. The router of claim 35, wherein the attachment 
resource is configured for identifying the one available 
mobile ad hoc router as specifying, as the identifiable 
aggregation group, one of the identified aggregation group 
and a second aggregation containing the identified aggrega 
tion group. 

37. The router of claim 36, further comprising an adver 
tisement resource configured for outputting a new adver 
tisement message specifying in the corresponding identifi 
able hierarchy position that the mobile ad hoc router is a root 
of the identified aggregation group within the second aggre 
gation, based on: 

the assigned hierarchy position identifying the mobile ad 
hoc router as an eligible root of the identified aggre 
gation group: 

the attachment resource having attached to the one avail 
able mobile ad hoc router having specified the second 
aggregation as the identifiable aggregation group, the 
second aggregation identifying an attachment group for 
the identified aggregation group; and 

the attachment resource having determined an absence, 
among the identifiable hierarchy positions of identifi 
able aggregation groups, of an identifiable root for the 
identified aggregation group. 

38. The router of claim 35, wherein the attachment 
resource is configured for selectively attaching to any one of 
the available mobile ad hoc routers based on a determined 
absence of any shared aggregation attribute between the 
identified aggregation group of the mobile ad hoc router and 
any of the identifiable aggregation groups. 

39. The router of claim 35, wherein: 
the attachment resource is configured for attaching to the 

one available mobile ad hoc router as a root of the 
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identified aggregation group based on the one available 
mobile ad hoc router specifying the corresponding 
identifiable aggregation group as an attachment group 
for the identified aggregation group; 

the network interface configured for receiving, from an 
attached mobile ad hoc router in the identified aggre 
gation group, a first packet destined for the one avail 
able mobile ad hoc router and specifying routing infor 
mation that includes group-specific routing information 
related to the identified aggregation group; 

the mobile ad hoc router further comprising a routing 
resource configured for generating a filtered packet 
having filtered routing information based on replacing 
the group-specific routing information with Summary 
routing information identifying the mobile ad hoc 
router, the routing resource configured for causing the 
network interface to output the filtered packet to the 
one available mobile ad hoc router. 

40. The router of claim 39, wherein: 

the routing information in the first packet specifies reach 
able network prefixes that are reachable via the 
attached mobile ad hoc router, the group-specific rout 
ing information including the reachable network pre 
fixes within the identified aggregation group having a 
shared aggregation attribute relative to a network prefix 
used by the mobile ad hoc router; 

the routing resource configured for replacing the group 
specific routing information with the Summary routing 
information, the Summary routing information based on 
the shared aggregation attribute, the routing resource 
further configured for passing any of the reachable 
network prefixes that do not have the shared aggrega 
tion attribute. 

41. The router of claim 40, further comprising: 

a routing table configured for storing the routing infor 
mation from the first packet; 

the network interface configured for receiving from the 
one available mobile ad hoc router a packet having a 
destination address that specifies the mobile ad hoc 
router, and a source routing header that specifies an 
address identifiable as having a determined presence in 
the identified aggregation group, 

the routing resource configured for inserting into the 
source routing header a path within the identified 
aggregation group for reaching the single address, 
based on retrieving the path from the routing informa 
tion stored in the routing table. 

42. The router of claim 39, wherein: 

the routing information in the first packet specifies a 
reverse routing header, the group-specific routing infor 
mation including a plurality of path addresses within 
the identified aggregation group for reaching an iden 
tified source of the first packet; 

the routing resource configured for removing the path 
addresses within the identified aggregation group from 
the reverse routing header, the Summary routing infor 
mation identifying a network address of the mobile ad 
hoc router; 
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the routing resource configured for outputting the filtered 
packet, having a revised reverse routing header follow 
ing the removal of the path addresses and insertion of 
the network address of the mobile ad hoc router. 

43. The router of claim 42, wherein: 

the network interface is configured for receiving from the 
one available mobile ad hoc router a packet having a 
destination address that specifies the mobile ad hoc 
router, and a source routing header that specifies an 
address identifiable as having a determined presence in 
the identified aggregation group, 

the routing resource configured for inserting into the 
source routing header a path within the identified 
aggregation group for reaching the single address. 

44. The router of claim 39, wherein: 

the network interface is configured for receiving from the 
one available mobile ad hoc router a packet having a 
destination address that specifies the mobile ad hoc 
router, and a source routing header that specifies an 
address identifiable as having a determined presence in 
the identified aggregation group, 

the routing resource configured for inserting into the 
source routing header a path within the identified 
aggregation group for reaching the single address. 

45. The router of claim 35, wherein the attachment 
resource is configured for attaching only to any of the 
available mobile ad hoc routers having advertised as a root 
node for a corresponding distinct dominant aggregation 
group, based on: 

the mobile ad hoc router having at least one other attached 
mobile ad hoc router; and 

the assigned hierarchy position within the identified 
aggregation group identifying the mobile ad hoc router 
as the root for a corresponding prescribed dominant 
aggregation group. 

46. The router of claim 35, wherein the attachment 
resource is configured for determining the one available 
mobile ad hoc router as providing a best match based on at 
least one of: (1) the corresponding identifiable hierarchy 
position within the corresponding identifiable aggregation 
group specifying a longest matching network address prefix 
relative to the assigned hierarchy position within the iden 
tified aggregation group; and (2) the corresponding tree 
information option field identifying membership of the 
corresponding identifiable aggregation group within a parent 
aggregation group of the tree-structured network topology. 

47. A mobile ad hoc router comprising: 

means for receiving router advertisement messages, each 
including a source address field identifying a corre 
sponding available mobile ad hoc router having sent the 
corresponding router advertisement message, and a tree 
information option field having attributes describing a 
corresponding position of the corresponding available 
mobile ad hoc router within a tree-structured network 
topology, the attributes including: 

(1) an identifiable aggregation group identifying a corre 
sponding aggregation of attached mobile ad hoc routers 
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forming a subset of the tree-structured network topol- means for selectively attaching to one of the available 
ogy, the aggregation including the corresponding avail- mobile ad hoc routers based on determining the one 
able mobile ad hoc router, and available mobile ad hoc router provides a best match, 

relative to the assigned hierarchy position within the 
identified aggregation group, from among the identifi 
able hierarchy positions of identifiable aggregation 
groups. 

(2) an identifiable hierarchy position of the corresponding 
available mobile ad hoc router within the identifiable 
aggregation group; 

means for storing an assigned hierarchy position within an 
identified aggregation group; and k . . . . 


