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(57) Abstract: Systems and methods for guaranteeing end-to-end QoS for wireless connections over a cable network are disclosed.
Provisioning of on-demand guaranteed bandwidth connection over a cable network uses mechanisms from DOCSIS domain and Wi-
Fi domain. A multi-domain orchestrator is implemented to control both domains. A bandwidth request is received from a client device
connecting to a network service provider access point. The bandwidth request is updated for both domains with results of speed test
of the wireless link if the speed test results are lower than the bandwidth request. The orchestrator and client device negotiate the
bandwidth request using a three-way handshake over PacketCable Multimedia (PCMM) protocol. If the available bandwidth on either
the DOCSIS or wireless link is less than the bandwidth request, the orchestrator generates a new bandwidth offer. If the client device
accepts the offer, the orchestrator configures the DOCSIS and wireless links using their respective domain protocols to provision the
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ON-DEMAND GUARANTEED BANDWIDTH WI-FI CONNECTION OVER A CABLE
NETWORK

Field of Invention

[0001] Embodiments of the present disclosure relate to guaranteeing end-to-end QoS for

client devices in wireless connections over cable networks.

Summary

[0002] Customers enjoy and expect guaranteed end-to-end bandwidth from their network
service providers. Such guarantees may be included in the service level agreement (SLA) of
the customer’s subscription with the network service provider. It can therefore be frustrating
for customers (e.g., out-of-home subscribers) who connect to access points on-demand
through the network service provider hotspots but are not guaranteed bandwidth. It can also
be frustrating for customers (e.g., in-home subscribers) who knowingly or unknowingly offer
their home Wi-Fi router for another subscriber to use as an access point on-demand but are
not guaranteed bandwidth themselves. However, configuration of cable network systems for
provisioning on-demand bandwidth on a dynamic basis over the cable network is restricted to
the cable medium (DOCSIS domain), while mechanisms for guaranteeing bandwidth, such as
QoS negotiation and validating resource availability, are restricted to the Wi-Fi medium (Wi-

Fi domain).

[0003] Accordingly, methods and systems disclosed herein allow for guaranteeing end-to-end
bandwidth on-demand in wireless connections over cable networks. A multi-domain
orchestrator unifies the separate domains by facilitating communication between the DOCSIS
domain and Wi-Fi domain in their respective formats (e.g., PacketCable Multimedia
(PCMM) protocol for DOCSIS domain; Opensync or other suitable Wi-Fi connection
management frameworks, for Wi-Fi domain). The orchestrator is operable to manage and
configure the two domains to provision guaranteed bandwidth connection over two network
links — a DOCSIS link (e.g., a wired link over a cable Hybrid Fiber-Coaxial (HFC) network)
and a wireless link (e.g., a Wi-Fi link). The orchestrator receives a bandwidth request from a
client device associated with an out-of-home subscriber. The orchestrator evaluates the

quality of the wireless link (e.g., performs a speed test on the wireless link) and updates the
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parameters of the bandwidth request for both domains based on the speed test results. The
client device and orchestrator engage in QoS negotiations for bandwidth, by way of a three-
way handshake using an extension of PCMM signaling. The orchestrator assesses the
available bandwidth over the DOCSIS and wireless links. If the orchestrator determines that
the bandwidth request cannot be supported by the available bandwidth over the DOCSIS
and/or wireless links, it dynamically generates a new bandwidth offer. If the client device
accepts the new offer, the three-way handshake for QoS negotiation is complete. The
orchestrator proceeds to configure the DOCSIS link to provision the agreed-upon bandwidth
(e.g., by way of another three-way handshake, using PCMM protocol for cable network
configuration) and configure the wireless link to provision the agreed-upon bandwidth (e.g.,

using weighted fair queuing (WFQ) or other suitable allocation scheme).

Brief Description of the Figures

[0004] The various objects and advantages of the disclosure will be apparent upon
consideration of the following detailed description, taken in conjunction with the
accompanying drawings, in which like reference characters refer to like parts throughout, and

in which:

[0005] FIG. 1 depicts an illustrative scenario for guaranteeing on-demand bandwidth for
wireless connections over a cable network, in accordance with some embodiments of the

disclosure;

[0006] FIG. 2 depicts another illustrative scenario for guaranteeing on-demand bandwidth for
wireless connections over a cable network, in accordance with some embodiments of the

disclosure;

[0007] FIG. 3 depicts an example environment for implementation of a system for
guaranteeing on-demand bandwidth for wireless connections over a cable network, in

accordance with some embodiments of the disclosure; and

[0008] FIG. 4 depicts a system sequence diagram of an example process for guaranteeing on-
demand bandwidth for wireless connections over a cable network, in accordance with some

embodiments of the disclosure.

Detailed Description
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[0009] FIG. 1 depicts an illustrative scenario 100 for guaranteeing on-demand bandwidth for
wireless connections over a cable network, in accordance with some embodiments of the
disclosure. In an embodiment, a client device 101 is associated with an out-of-home user
subscriber to a network service provider. The user subscriber is in-home when accessing
resources of their network service provider through their own home (e.g., by connecting their
client device 101 with a router belonging to the user). Conversely, the user subscriber is out-
of-home when accessing resources of their network service provider through an access point
outside of their home. For example, the out-of-home user subscriber may connect their client
device 101 with a router belonging to another subscriber of the same network service
provider, wherein the router acts as an access point. In another example, the out-of-home user
subscriber may connect their client device 101 with a router or access point installed within a
public router infrastructure of the same network service provider. Client device 101 can
comprise any computing device suitable for connecting wirelessly to cable network devices
(e.g., routers, access points). For example, a client device 101 can include, without limitation,
smartphones, tablets, personal computers (PCs), laptop PCs, wearable devices (e.g., smart
watches) and any other type of wireless and/or mobile equipment. Although the examples
show provisioning and guaranteeing of bandwidth, methods and systems disclosed herein

may be used to guarantee other QoS, such as latency, jitter, packet loss, and the like.

[0010] In an embodiment, the user has a service level agreement (SLA) associated with the
user’s subscription with their network service provider. The SLA defines a certain quality of
network performance that the user expects or desires from their network service provider. In
an embodiment, a target SLA 102 is the SLA for when the user is accessing out-of-home
resources from the network service provider. For instance, the target SLA 102 can define the
downstream and upstream speeds that the user expects or desires from their network service
provider when client device 101 is within range of a network service provider access point
(e.g., a router associated with another subscriber of the same network service provider or a
public access point of the network service provider). In the example, the target SLA 102 for
the user 1s 200 Mbps down / 20 Mbps up, which is the QoS that client device 101 requests

when it connects to one of the network service provider’s Wi-Fi access points.

[0011] The target SLA may be predetermined, such as by terms and conditions of the user’s
subscription or user input. In another embodiment, the target SLA is determined based on
various factors, such as user preferences, user history of resource consumption (in-home

and/or out-of-home) or user activity on client device 101 (e.g., user frequently runs gaming
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applications on client device 101), the resource demand of an application on the client device
101 (e.g., user wishes to stream a video while connected to the access point; an application
recommends a maximum percentage of packet loss for optimal performance, etc.), client
device 101 information (e.g., hardware capabilities of the device , etc.), and the like. In an
embodiment, the target SLA is stored in an authenticated profile associated with the user
within client device 101 (such as in a mobile application associated with the network service
provider that communicates with an application manager for provisioning network

resources).

[0012] In the example, client device 101 connects with a router (e.g., router 326 of FIG. 3)
belonging to another subscriber (e.g., in-home subscriber) or to a public router infrastructure
of the same network service provider as the out-of-home subscriber. In an embodiment, in
addition to or alternative to serving in-home traffic, the router acts as a network provider
access point (e.g., CableWifi access point) which broadcasts a public Wi-Fi Service Set
Identifier (SSID) and becomes a public hotspot, allowing out-of-home subscribers to connect
with the router and request provisioning of QoS resources from the network service provider.
As will be described below, the out-of-home subscriber can negotiate for and be guaranteed
end-to-end QoS resources, such as a particular upstream and/or downstream bandwidth, over

the cable network.

[0013] According to some embodiments, negotiation, configuration, and provisioning of on-
demand guaranteed bandwidth for the out-of-home subscriber are facilitated by a multi-
domain orchestrator (“orchestrator”) associated with the network service provider.
Configuration of cable network systems to provision bandwidth on a dynamic basis is
restricted to the DOCSIS domain, while functionalities for QoS negotiation and resource
availability validation are restricted to the Wi-Fi domain. However, both domains should be
engaged in order to provision guaranteed end-to-end bandwidth connection, as the connection
includes a cable domain portion and a Wi-Fi domain portion. For example, the cable domain
portion of the connection may be a DOCSIS link (e.g., a cable network link; e.g., a wired link
over an HFC network) between the cable modem and the Cable Modem Termination System
(CMTS) located at the cable headend of the network service provider. The Wi-Fi domain
portion may be the wireless link (e.g., a Wi-Fi network link, also referred to as Wi-Fi link)
between the client device 101 and the router (such as the router belonging to another
subscriber). The orchestrator communicates with respective orchestration entities (e.g.,

application managers and policy servers, described in further detail in FIG. 3) for both



10

15

20

25

30

WO 2025/006342 -5- PCT/US2024/035033

DOCSIS domain and Wi-Fi domain to perform on-demand configuration of guaranteed
bandwidth connection over the links of both domains. Thus, the orchestrator connects the two
domains to allow for client device 101 to negotiate with the network service provider for QoS
and be provisioned guaranteed end-to-end bandwidth. Although the examples describe
provisioning guaranteed resources over cable networks (e.g., DOCSIS domain), methods and
systems disclosed herein may be implemented on the satellite domain, fiber domain, 5G
domain, or other suitable domains or technology mediums which guarantee or provision

bandwidth over a LAN site.

[0014] At step 110 of FIG. 1, client device 101 comes within range of a network service
provider access point. For example, client device 101 may scan for wireless network SSIDs
that are available at its location and request to connect to a network associated with the
network service provider. Alternatively or in conjunction, the orchestrator may determine that
the client device 101 is within range based on location data of the client device 101 and of the
access point. Upon coming within range of the access point, client device 101 receives a
notification (e.g., a push notification) asking whether the user wants the network service
provider to provision network resources. If the user accepts, QoS negotiations begin between

the client device 101 and the orchestrator.

[0015] In an embodiment, the QoS negotiation includes a three-way handshake over the
cable network (e.g., by extension of PacketCable Multimedia (PCMM) signaling and
configuration in cable networks). In the QoS negotiation, client device 101 (e.g., by way of a
network service provider mobile application which communicates with the orchestrator)
sends a bandwidth request that includes the target SLA to the orchestrator, which relays the
bandwidth request to both domains. Since the wireless link is prone to transmission errors,
the orchestrator evaluates the quality of the wireless link (e.g., by way of a speed test). The
orchestrator may update the parameters of the bandwidth request based on its evaluation of
the quality of the wireless link. This updated bandwidth request is passed through as input in
both domains, when the orchestrator evaluates the available bandwidth over the DOCSIS link
and wireless link. If the bandwidth request cannot be provisioned based on the available
bandwidth of the DOCSIS and wireless links, then the orchestrator generates a new ofter with
a new QoS. If client device 101 accepts the new offer, the three-way handshake is complete

and guaranteed bandwidth will be provisioned under the accepted QoS.
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[0016] In an embodiment, upon accepting the notification for provisioning of network
resources, client device 101 sends the bandwidth request comprising the target SLA 102 to
the orchestrator. In some embodiments, the bandwidth request also includes a time period
(for example, a desired session length for which the user wants to be provisioned guaranteed
bandwidth). Upon receiving the bandwidth request, the orchestrator evaluates the quality of
the wireless link. For example, the orchestrator instructs an appropriate orchestration entity
(discussed in further detail in FIG. 3) of the Wi-Fi domain to perform a speed test of the
wireless link. The speed test results are compared with the target SLA. The target SLA is
used as input in provisioning the cable network bandwidth. If the speed test results are lower
than the target SLA, the speed test results replace the target SLA in subsequent bandwidth
requests (e.g., in messages subsequently relayed and processed through system components
of each domain; e.g., for each network link, the bandwidth request parameters are updated

with the speed test values).

[0017] In an embodiment, the orchestrator determines (e.g., by way of communicating with
the orchestration entities of each domain) whether the DOCSIS and Wi-Fi networks can
provision the requested bandwidth based on an evaluation of the available bandwidth for each
of the DOCSIS link and wireless link. In an embodiment, the available bandwidth of each
link is determined based on subtracting the used capacity of each link from the maximum
capacity of the respective link. In some embodiments, the orchestrator also reserves an
unallocated proportion of bandwidth (e.g., thereby further reducing the available bandwidth
of the links) if future connection requests from additional users are expected during the time
period of the user’s request. When the orchestrator determines that the available bandwidth
(of either or both domains) differs from the requested bandwidth (for example, the available
bandwidth over at least one of the two links 1s insufficient to provision the requested
bandwidth), the orchestrator generates a new offer comprising the bandwidth that can
actually be offered. For example, the new offer may be the lower of the available bandwidth

on the DOCSIS link or on the wireless link.

[0018] In some embodiments, the new offer may also include a time period (e.g., a length of
time for which the proposed bandwidth can be provisioned). The orchestrator may determine
the time period based on variations or patterns in the historical bandwidth usage (downstream
and/or upstream) of the wireless link and of the DOCSIS link over a period of time (e.g.,
within an hour, on weekdays compared to weekends, etc.). In an embodiment, the

orchestrator determines a coherent time (e.g., stable time) during which the traffic demand
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shows relative stability. In some embodiments, the orchestrator can estimate the number of
expected new connection requests during the time period, based on historical arrival rates of
new connection requests. The orchestrator can reserve an unallocated proportion of
bandwidth for potential new connection requests based on the number of expected new

connections during the time period.

[0019] In the example, the user’s target SLA 102 is 200 Mbps down / 20 Mbps up. Suppose
the speed test results yield the same or higher values (e.g., 200 Mbps down / 20 Mbps up). In
this situation, the original target SLA 102 values are used in the bandwidth request for both
domains. However, suppose the speed test results yield lower values (e.g., 150 Mbps down /
10 Mbps up). In that situation, the target SLA values will be replaced by the speed test results

for both domains.

[0020] In conjunction or alternatively, the orchestrator evaluates the quality of the wireless
link based on signal strength data of the wireless signal from the router to the client device
101 and makes recommendations to improve the wireless signal quality. For example, client
device 101 collects data on the wireless signal it receives from the access point (e.g., received
signal strength indicator (RSSI), angle-of-arrival (AoA) data, etc.). If the signal strength
values and/or the speed test values are each below a threshold, the orchestrator determines
that the wireless signal from the access point to the client device 406 is fading and the
reduced bandwidth is a result of link layer retransmissions. The threshold can be the target
SLA value(s), or other predetermined value(s), for instance, based on demands of the
application running on client device 101 (e.g., streaming video), user profile history or
preferences, etc. The orchestrator may send client device 101 a notification providing
navigation information (e.g., cardinal direction, location coordinates, etc.) to guide the user to

move to another location to increase received signal strength and wireless speed.

[0021] The orchestrator also estimates the available bandwidth over both DOCSIS and
wireless links. Suppose the orchestrator determines that based on the bandwidth usage, the
lowest bandwidth available over either the DOCSIS link and/or wireless link is 100 Mbps
down / 5 Mbps up. Moreover, such bandwidth may be available for the next 15 minutes.
Because the bandwidth request cannot be supported by the available bandwidth over the
links, the orchestrator generates a new offer comprising the bandwidth that can actually be

provisioned over both links (e.g., 100 Mbps down / 5 Mbps up).
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[0022] At step 112, client device 101 receives the new bandwidth offer. If the user accepts,
the three-way handshake for QoS negotiation is complete, and orchestrator proceeds to
configure the DOCSIS link (e.g., by way of another three-way handshake using PCMM
signaling for cable network configuration) and the wireless link (e.g., using weighted fair
queuing (WFQ) or other suitable allocation algorithm). Configuration of the DOCSIS and

wireless links is discussed in further detail in FIG. 4.

[0023] At step 114, the client device 101 is provisioned with on-demand guaranteed
bandwidth. In an embodiment, the guaranteed bandwidth connection is provisioned for a time
period. The system terminates the guaranteed bandwidth connection when the time period
expires. In conjunction or in the alternative, the guaranteed bandwidth connection terminates
when the user moves their location (e.g., resulting in the client device 101 receiving a
wireless signal with reduced strength). In another embodiment, when the time period
approaches its expiration, the client device 101 and orchestrator renegotiate for continuing
the guaranteed bandwidth connection (e.g., renewing the session). In some embodiments, the
original SLA is used in the bandwidth request during renewal. In another embodiment, the
updated SLA from the previous session is used in the bandwidth request during renewal. The
orchestrator adjusts (e.g., upgrade or downgrade) the QoS parameters of the bandwidth
request based on changes to the bandwidth quality over the DOCSIS and wireless links. The
orchestrator and client device 101 then proceed to renegotiate the QoS of the bandwidth
request. When an agreement is reached, the orchestrator reconfigures the DOCSIS link and

wireless link to provision bandwidth with the renegotiated QoS.

[0024] FIG. 2 depicts another illustrative scenario 200 for guaranteeing on-demand
bandwidth for wireless connections over a cable network, in accordance with some
embodiments of the disclosure. As described above, when client device 101 sends the
bandwidth request to the orchestrator, the orchestrator evaluates the quality of the wireless
link by performing a speed test (e.g., between the access point and client device 101). In
conjunction or in the alternative, the orchestrator determines whether the wireless signal
strength is too weak for the user. For example, the client device 101 may be too far from the
access point or is in a location where the signal is reduced or obstructed, and so forth. In an
embodiment, the orchestrator collects signal strength data (e.g., received signal strength
indicator (RSSI) data or angle of arrival (AoA) data of the wireless signal received by client
device 101, e.g., by way of a mobile antenna, etc.) from the client device 101. When the

speed test results and/or the RSSI of the signal received from the access point by the client



10

15

20

25

30

WO 2025/006342 -9- PCT/US2024/035033

device 101 are below a respective threshold (such as the target SLA value(s), or other suitable
predetermined signal strength threshold), the orchestrator may determine that the wireless
signal to client device 101 is fading, and the reduced bandwidth may be due to link layer
retransmissions. The orchestrator may transmit a notification to client device 101 to provide
navigation guidance (such as cardinal direction, location coordinates, elevation, etc.) to the
user to move to another location to receive the strongest (or stronger) wireless signal from the
access point. In an embodiment, the orchestrator performs the speed test continuously and/or
collects RSSI data of the signal from the access point to the client device 101 continuously
(e.g., continuously providing guidance notifications to the user as the user relocates and
moves closer to the access point) until the speed test results and/or the RSSI values are above
a respective threshold. Then, the orchestrator proceeds to negotiate with client device 101 for

guaranteed bandwidth.

[0025] In some embodiments, the orchestrator performs the speed test and/or collects the
RSSI data periodically (e.g., every few minutes) during the provisioning of guaranteed
bandwidth to check if client device 101 has relocated such that the client device 101 is
receiving reduced signal (e.g., client device 101 is out of range of the hotspot). The
orchestrator may then notify the user to relocate (e.g., closer to the access point) or terminate

the current guaranteed bandwidth connection.

[0026] FIG. 3 depicts an example environment 300 for implementation of a system for
guaranteeing on-demand bandwidth for wireless connections over a cable network, in
accordance with some embodiments of the disclosure. In an embodiment, the environment
comprises orchestrator 301, client device 101, Wi-Fi domain 320, and DOCSIS domain 340.
Wi-Fi domain 320 further comprises application manager 322, policy server 324, and router
326. DOCSIS domain 344 further comprises application manager 342, policy server 344,
cable modem termination system (CMTS) 348, and cable modem (CM) 350. In an
embodiment, the system further comprises Wi-Fi sub-orchestrator 360 and DOCSIS sub-

orchestrator 370.

[0027] According to an embodiment, orchestrator 301 is a single unified orchestrator (e.g., a
multi-domain orchestrator) that orchestrates and performs on-demand configuration of
guaranteed bandwidth for both domains. Orchestrator 301 may be the sole orchestration
entity and controls functionalities of both domains. In another embodiment, each domain has

its own dedicated orchestrator (e.g., Wi-Fi sub-orchestrator 360 for Wi-Fi domain 320;
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DOCSIS sub-orchestrator 370 for DOCSIS domain 340) in place of single orchestrator 301,
wherein the two dedicated domain orchestrators communicate and coordinate directly with
each other when calculating, configuring, and provisioning end-to-end bandwidth within their
respective domain. In yet another embodiment, and as shown in the example, the system may
include all of the unified orchestrator 301 and the separate dedicated sub-orchestrators 360,
370 for each domain. In the embodiment, the sub-orchestrators 360. 370 directly control the
functionalities of their respective domain, while orchestrator 301 coordinates the operations
between the two domains and interfaces between the sub-orchestrators 360, 370 and client

device 101.

[0028] Orchestrator 301(and/or sub-orchestrators 360, 370) manages and facilitates
communication between the respective orchestration entities that serve each domain. In an
embodiment, an application manager 342 and policy server 344 are PacketCable Multimedia
(PCMM)-based orchestration entities which serve the DOCSIS domain and perform
DOCSIS-based functionalities. In an embodiment, application manager 322 and policy server
324 are Wi-Fi-based orchestration entities which perform Wi-Fi equivalent and/or
corresponding functionalities as those of application manager 342 and policy server 344. In
another embodiment, other logical entity(s) of the Wi-Fi domain may be implemented to
perform the Wi-Fi based functionalities of application manager 322 and/or policy server 324.
Orchestrator 301 manages and controls the application manager and policy server (or other
suitable orchestration entity(s)) of each domain in their respective formats. For example,
orchestrator 301 manages and controls the Wi-Fi domain 320 using Wi-Fi connection
managers, such as Opensync, or other suitable Wi-Fi orchestration mechanisms. Orchestrator
301 manages and controls the DOCSIS domain 340 using PacketCable Multimedia (PCMM),
or other suitable cable network management mechanisms. Orchestrator 301 may directly
communicate with client device 101, or indirectly (e.g., via application manager 322, 342 of
the respective domains or e.g., via dedicated sub-orchestrators 360, 370 of the respective

domains).

[0029] According to an embodiment, client device 101 is associated with an out-of-home
subscriber user to a network service provider. For example, client device 101 connects with
router 326, which may belong to another subscriber of the same network provider as the out-
of-home subscriber. Client device 101 can comprise any computing device suitable for
connecting wirelessly to cable network devices (e.g., routers, access points). For example, a

client device 101 can include, without limitation, smartphones, tablets, personal computers
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(PCs), laptop PCs, wearable devices (e.g., smart watches) and any other type of wireless

and/or mobile equipment.

[0030] According to an embodiment, application managers 322, 342 of each domain are
operable to interface (e.g., via orchestrator 301, and/or via dedicated sub-orchestrators 360,
370) with clients (e.g., client device 101) and maintain application-level state. Application
managers 322, 342 coordinate client application requests, such as configuration requests from
client device 101 or orchestrator 301 (e.g., PCMM requests for DOCSIS domain 340; Wi-Fi
bandwidth configuration requests for Wi-Fi domain 320). Application managers 322, 342
also authenticate any incoming requests from clients. Additionally, application manager 322,
342 communicates with the respective policy server 324, 344 of the domain and is the device
responsible for applying service policies (e.g., which are identified, verified, and enforced by
the respective policy server 324, 344). According to an embodiment, policy servers 324, 344
are operable to handle service requests from application managers 322, 342, respectively, and
convert the requests into resource policy requests used to set up QoS resources. Policy
servers 324, 344 can serve as a proxy between application managers and network devices
(e.g., between application manager 322 and router 326 in Wi-Fi domain 320; between
application manager 342 and CMTS 348 in DOCSIS domain 340) and monitors all messages
between such devices. Policy servers 324, 344 apply policy rules to requests (e.g., bandwidth
configuration requests) received from the application managers 322, 342. For example,
policies can include limits on the number of PCMM gates allocated to a subscriber, limits on
the types of QoS available to a subscriber, limits on which applications the policy servers
324, 344 may accept, limits on the impact of service on network devices (such as CMTS
348), and so forth. Policy server 344 sends QoS set-up messages to CMTS 348. and policy
server 324 sends Wi-Fi bandwidth configuration instructions including bandwidth allocation
scheme to router 326. Policy servers 324, 344 also collect data from various network devices
(e.g., bandwidth data from CMTS 348 and router 326) to check against policies associated
with the subscriber and/or network service provider (e.g., whether the bandwidth request can

be provisioned based on the available bandwidth over each domain).

[0031] According to an embodiment, cable modem (CM) 350 is operable to provide cable

internet to client device 101. CM 350 may be associated with the network service provider to
which the user (of client device 101) subscribes. The DOCSIS link (e.g., cable portion of the
guaranteed bandwidth) comprises the link between CMTS 348 and CM 350 (for instance, the

wired link over an HFC network of the network service provider).
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[0032] According to an embodiment, router 326 is operable to act as a Wi-Fi access point of
the network service provider. The wireless link (e.g., Wi-Fi portion of the guaranteed
bandwidth) comprises the link between router 326 and client device 101. Router 326 can
broadcast a public SSID and become a public hotspot of the network service provider,
allowing out-of-home subscribers to connect with the router 326 and request provisioning of
QoS resources from the network service provider. In other embodiments, router 326 can be
any wireless access point or networking device on the Wi-Fi domain tethered to a cable
network, including but not limited to extenders, boosters, repeaters, or other suitable devices
for broadcasting a public SSID of the network service provider. In an embodiment, router 326
may be associated with another subscriber of the same network service provider as the user of
client device 101 (e.g., the user is an out-of-home subscriber). In another embodiment, router
326 is part of a shared public router infrastructure of the network service provider. Router
326 also evaluates the quality of the wireless link between itself (router 326) and client
device 101, by performing a speed test 328. In another embodiment, a gateway or modem-
router is used, combining the functions of the router 326 and cable modem 350 in a single

device.

[0033] According to an embodiment, cable modem termination system (CMTS) 348 is
networking equipment operable to implement DOCSIS protocol and connect CM 350 over

the cable network. CMTS 348 resides at the cable head-end of the network service provider.

[0034] In other embodiments, DOCSIS domain 340 may be replaced with other network
domains, such as satellite domain, fiber domain, 5G domain, or other suitable domains or

technology mediums which guarantee or provision bandwidth over a LAN site.

[0035] FIG. 4 depicts a system sequence diagram of an example process 400 for guaranteeing
on-demand bandwidth for wireless connections over a cable network, in accordance with
some embodiments of the disclosure. In an embodiment, the system comprises application
manager 401, policy server 402, cable modem termination system (CMTS) 403 (previously
referenced as CMTS 348 of FIG. 3), cable modem 404 (previously reference as cable modem
350 of FIG. 3), router 405 (previously referenced as router 326 of FIG. 3), and client device
406 (previously referenced as client device 101 of FIG. 1). Application manager 401, policy
server 402, CMTS 403, cable modem 404, and router 405 may be associated with a network
provider that provisions wireless connection to client device 406. A DOCSIS link comprises

a link between CMTS 403 and cable modem 404 (e.g., a CMTS — CM link). A wireless link
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comprises a link between router 405 and client device 406 (e.g., a Wi-Fi router — wireless
device link, also referred to as a Wi-Fi link). The DOCSIS and Wi-Fi domains of the system
may be controlled by the unified orchestrator 301. In the example, a common application
manager 401 and/or a common policy server 402 serves both domains and are controlled by
unified orchestrator 301 (or by their respective dedicated orchestrators 360, 370). In another
embodiment, a separate application manager (e.g., application managers 322, 342) and/or
separate policy server (e.g., policy servers 324, 344) serves each of the domains, and the
unified orchestrator 301 and/or sub-orchestrators 360, 370 coordinates, manages, and
facilitates communication between the respective application managers and/or policy servers
and/or other system components or other orchestration entities for each domain. For instance,
the unified orchestrator 301 sends messages to the application manager and/or policy server
in each domain in their respective format (e.g., PCMM, or other suitable cable network
orchestration mechanism, for DOCSIS domain; OpenSync, or other suitable Wi-Fi
orchestration mechanism, for the Wi-Fi-domain). Router 405 comprises a Wi-Fi router, such
as a home router serving as an access point to broadcast a public Wi-Fi SSID, or any other
suitable device for broadcasting wireless signals and facilitating wireless connections or
otherwise serve as a Wi-Fi hotspot. Client device 406 comprises an out-of-home subscriber
wireless device, such as a mobile device associated with the network provider (e.g., a user of
the client device 406 subscribes to the network provider) but is not directly associated with
router 405. For instance, router 405 may belong to another user subscriber of the same
network provider. In another instance, router 405 may belong to a shared public router
infrastructure of the same network provider. Wi-Fi radio is broadcast from router 405 and is
provisioned by the network service provider to accept client requests from out-of-home

subscriber devices such as client device 406.

[0036] According to some embodiments, in Phase 1 of FIG. 4, orchestrator 301 receives a
bandwidth request from client device 406. Orchestrator 301 evaluates the quality of the
wireless link (e.g., performs a speed test on the wireless link) and updates the parameters of
the bandwidth request for both domains based on the speed test results. In Phase 2,
orchestrator 301 (e.g., by way of application manager 401) and client device 406 engage in
QoS negotiations, by way of a three-way handshake using an extension of PacketCable
Multimedia (PCMM) signaling. The bandwidth request of client device 406 is passed to
policy server 402. Policy server 402 assesses the available bandwidth over the DOCSIS and

wireless links and, if the bandwidth request cannot be supported, dynamically generates a
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new bandwidth offer. If client device 406 accepts the new offer, the three-way handshake for
QoS negotiation is complete. In Phase 3, orchestrator 301 instructs system components to
configure the DOCSIS link to provision the agreed-upon bandwidth (e.g., by way of another
three-way handshake, using PCMM signaling for cable network configuration). In Phase 4,
orchestrator 301 instructs system components to configure the wireless link to provision the
agreed-upon bandwidth (e.g., using weighted fair queuing (WFQ) or other suitable allocation

scheme).

[0037] At step 410 in Phase 1 of FIG. 4, client device 406 (e.g., by way of a service provider
mobile application which communicates with application manager 401) sends a bandwidth
request to both DOCSIS and Wi-Fi domains (e.g., to common application manager 401 or
separate dedicated application managers for each domain). In an embodiment, sending the
bandwidth request may be initiated automatically. For instance, the bandwidth request may
be automatically sent upon detection of client device 406 being within range of a network
service provider access point and/or joining the network via the access point, upon user
accepting an invitation for connection (e.g., step 110 of FIG. 1), etc. The bandwidth request
includes a target service level agreement (SLA), which defines a certain quality of network
performance that a client (such as client device 406) expects or desires from the network
service provider. For example, the target SLA may include desired parameters for a particular
QoS on-demand service, such as downstream and/or upstream bandwidth for out-of-home use
(e.g., connecting to and using a cable network Wi-Fi access point which does not belong to
the user associated with client device 406), or other suitable resource on demand. For
instance, the target SLA can specify certain levels or ranges of downstream and upstream
bandwidth, such as 200 Mbps down / 20 Mbps up. The target SLA can also specify a desired
time period (e.g., desired session length) for the desired QoS, such as 200 Mbps down / 20
Mbps up for 20 minutes.

[0038] At step 412, upon receiving the bandwidth request, application manager 401 evaluates
the quality of the wireless link, which may be prone to transmission errors. The quality
estimation of the wireless link is used as input for provisioning the cable network and Wi-Fi
bandwidth. In the example, orchestrator 301 evaluates (e.g. via application manager 401) the
quality of the wireless link by estimating the maximum capacity (downstream and/or
upstream) over the Wi-Fi network to the client device 406. Application manager 401 directs

router 405 to perform a speed test between itself (e.g., router 405) and client device 406.
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[0039] At step 414, router 405 conducts the speed test, which is used to determine the

maximum downstream/upstream bandwidths that can be achieved over the wireless link.

[0040] At step 416, application manager 401 receives the speed test results. Application
manager 401 compares the speed test results with the target SLA and updates the target SLA
if certain conditions are met. For example, if the speed test values are lower than the target
SLA values, then application manager 401 replaces the target SLA for both domains with the
speed test values as parameters (e.g., when relaying the target SLA in subsequent bandwidth
requests to other system components such as common policy server 402, or respective policy
servers of each domain if separate) for the remainder of the process. For example, if the target
SLA requested 200 Mbps down / 20 Mbps up, but the speed test yields 150 Mbps down / 10
Mbps up, then client device 406 will update the target SLA values as 150 Mbps down / 10
Mbps up in subsequent bandwidth requests to system components of both DOCSIS and Wi-
Fi domains. If the target SLA values are lower than the speed test results, then the original
target SLA values will be used in subsequent bandwidth requests relayed through both
domains. For example, if the target SLA requested 200 Mbps down / 20 Mbps up, and the
speed test yields 250 Mbps down / 25 Mbps up, then the original target SLA values (e.g., 200
Mbps down /20 Mbps up) will be used in subsequent bandwidth requests for both domains.

[0041] In another embodiment, orchestrator 301 receives RSSI data from client device 406
indicating the wireless signal strength from router 405 to client device 406. In conjunction or
in the alternative, orchestrator 301 calculates the angle-of-arrival (AoA) of the signal. If the
RSSI value and/or the speed test values are below a threshold, orchestrator 301 may
determine that the wireless signal to the client device 406 is fading and the reduced
bandwidth is a result of link layer retransmissions. Orchestrator 301 may send (e.g., via
application manager 401) a notification to client device 406 providing navigation information
(e.g., cardinal direction, location coordinates, etc.) to guide the user to move to another
location to increase received signal strength and wireless signal speed. The navigation
information may be based on various data, such as AoA calculations of the wireless signal,
location data of client device 406 and router 405, environmental data (e.g., presence of

nearby obstructions such as buildings, etc.), and the like.

[0042] At step 420 in Phase 2 of FIG. 4, application manager 401 sends to policy server 402
the bandwidth request with the parameters determined from the previous step of estimating

the quality of the wireless link (e.g., using the target SLA bandwidth or the lower of the target
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SLA bandwidth or speed test results). Client device 406 and application manager 401 may
now negotiate the parameters of the bandwidth request over the wireless and DOCSIS links
by way of a three-way handshake (e.g., steps 420, 426, and 428), based on estimating the
capacity (e.g., available bandwidth) of both links. In an embodiment, the three-way
handshake comprises an extension of PCMM signaling in cable network configuration for
provisioning bandwidth on a dynamic basis. At steps 421 and 422, policy server 402 queries
network equipment for each domain for the available bandwidth for each link. According to
an embodiment, the available bandwidth of a link is the free (e.g., unused) capacity of the
link currently on the network. The available bandwidth can be measured as the difference

between the maximum link capacity and the used capacity.

[0043] For the DOCSIS domain, at step 421, policy server 402 queries CMTS 403 for the
available bandwidth (e.g., in downstream/upstream directions) for the DOCSIS link (e.g.,
CMTS 403 — CM 404 link) and determines whether the available bandwidth on the DOCSIS
link can support provisioning of the target SLA of the bandwidth request.

[0044] For the Wi-Fi domain, at step 422, policy server 402 queries router 405 for the
available bandwidth (e.g., downstream/upstream) for the wireless link (e.g., Wi-Fi router 405
— client device 406 link) to determine whether the available bandwidth on the wireless link

can support provisioning of the target SLA of the bandwidth request.

[0045] In some embodiments, the average available bandwidth is used to determine whether
a network link can support provisioning of the target SLA. The available bandwidth over the
DOCSIS link and/or the available bandwidth over the wireless link is calculated over a time
period to determine the average available bandwidth for the respective link. Further in the
embodiment, the average available bandwidth for each link is calculated periodically to
ensure the most current averages are determined and communicated to policy server 402. In
yet another embodiment, the available bandwidth is reduced by multiplying it by a fractional
value constant, to ensure that another client device requesting on-demand bandwidth (e.g.,

from the same hotspot associated with router 405) does not affect peak or bursty traffic.

[0046] At step 423, CMTS 403 responds to the policy server 402 query with the available
bandwidth over the DOCSIS link.

[0047] At step 424, router 405 responds to the policy server 402 query with the available

bandwidth over the wireless link.
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[0048] Although the example shows a particular sequence of communications between policy
server 402 and CMTS 403 and between policy server 402 and router 405 in determining the
available bandwidth over each link (e.g., steps 421, 422, 423, and 424), it should be
understood that the communication between policy server 402 and CMTS 403 and the
communication between policy server 402 and router 405 can occur in parallel or in various

orders.

[0049] At step 425, policy server 402 uses the available bandwidths of the DOCSIS link and
the wireless link to calculate the available end-to-end bandwidth, which policy server 402
uses to determine whether the parameters of the target SLA of the bandwidth request can be
provisioned over the DOCSIS and Wi-Fi networks. In the example, the available bandwidth
of each link is calculated by subtracting the used capacity of each link from the maximum
capacity of the respective link. Policy server 402 may also set aside an unallocated proportion
of bandwidth to reserve for potential future connections (e.g., between router 405 and
additional client devices) expected within the time period that client device 406 will be
provisioned guaranteed bandwidth. The reserved unallocated proportion of bandwidth may be
calculated based on various factors, such as historical arrival rate of new connection requests
or other traffic patterns over a period of time. Policy server 402 compares the available
bandwidth of each link with the target SLA of the bandwidth request. If policy server 402
determines that the requested bandwidth cannot be provided over either of the links (e.g.,
because the available bandwidth of at least one of the links is less than the target SLA),
policy server 402 generates a new bandwidth offer. In an embodiment, the new bandwidth
offer comprises the bandwidth that can actually be provided (e.g., the minimum of the
available bandwidths for each direction over either of the two links), which will be the new

end-to-end bandwidth if accepted by the user.

[0050] In conjunction or alternatively, the new offer includes a time period (e.g., a session
length) for which the resources can be provisioned. For example, the target SLA of the
original bandwidth request may include a desired time period for guaranteed bandwidth (e.g.,
200 Mbps down / 20 Mbps up for 30 minutes). However, policy server 402 may determine
that guaranteed bandwidth can be provisioned at different speeds than requested (e.g., 100
Mbps down / 5 Mbps up) and/or for a different time period (e.g., 15 minutes). The time
period may be predetermined or based on variation in the historical bandwidth usage
(downstream and/or upstream) of the DOCSIS link and/or wireless link over time (e.g.,

within an hour, on weekdays compared to weekends, etc.), or other traffic patterns. In an
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embodiment, policy server 402 determines a coherent time (e.g., stable time) during which

the traffic demand shows relative stability.

[0051] At step 426, policy server 402 sends the new bandwidth offer to application manager
401.

[0052] At step 427, application manager 401 relays the new bandwidth offer to client device
406.

[0053] At step 428, if the subscriber associated with client device 406 accepts the offer, the
three-way handshake for QoS negotiation is complete and the process continues to set up the
agreed-upon end-to-end bandwidth in Phase 3. If the subscriber declines, the process ends. In
another embodiment, if the subscriber declines the new bandwidth offer, the negotiation

continues by iterating through Phase 1 and Phase 2 until the subscriber accepts another

bandwidth offer.

[0054] At step 430 in Phase 3 of FIG. 4, the bandwidth that is agreed-upon dynamically from
Phase 2 (e.g., the accepted new bandwidth offer) is configured over the cable network, by
way of creating a gate and a corresponding DOCSIS service flow (also referred to as service
flow or IP flow) using PCMM signaling. In PCMM, a gate is a logical representation of a
policy decision that has been installed on CMTS 403. The gate is used to control access by a
single IP flow to enhanced QoS services, such as the guaranteed bandwidth on-demand,
provided by a DOCSIS cable network. The gate is unidirectional and controls access to a
flow in either the upstream or downstream direction. A gate is created by a Gate-Set message
(e.g., bandwidth configuration request). The Gate-Set message is used to initialize and
modify gates, as well as to control and update the state of a gate on the CMTS 403. A service
flow is the MAC-layer transport service that provides unidirectional flow of packets that are
guaranteed a particular bandwidth. The service flow also shapes, polices, and prioritizes
traffic according to the gate’s traffic profile defined for the flow. For creation of the service
flow, a second three-way handshake (e.g., between CMTS 403 and cable modem 404) takes
place, using various DOCSIS dynamic service flow messages (e.g., DSA-REQ, DSA-RSP,
and DSA-ACK (DSA = Dynamic Service Add)), described further below. Although the
example shows creation of the gate and service flow in a sequence of separate steps, in other
embodiments the gate and service flow may be created, reserved, and committed within the

same step.
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[0055] In the example, application manager 401 sends policy server 402 a bandwidth
configuration request by way of a Gate-Set message to create a gate. Application manager
401 obtains QoS parameters for the Gate-Set message from the agreed-upon bandwidth from
the accepted bandwidth offer. The Gate-Set message identifies the in-home subscriber (e.g.,
IP address of cable modem 404 or of a customer-premises equipment (CPE) device
connected to cable modem 404, such as router 405) and contains a classifier, gate

specification, and traffic profile parameters needed to achieve the requested QoS parameters.

[0056] In an embodiment, the classifier identifies the IP flow that will be mapped to the
DOCSIS service flow associated with the gate. Gate specification describes high-level
attributes of the gate and contains information regarding the treatment of objects specified in
the gate message, such as prioritization for authorization or pre-authorization of a particular
gate over other gates, direction of flow associated with the gate, time limitations for valid
authorization prior to reserving or committing the resource associated with the gate, and so
forth. In the situation where the agreed-upon bandwidth includes QoS parameters for both
upstream and downstream directions, two gates share a single gate identifier (e.g., GateID)
and are included in the Gate-Set message. In another embodiment, the upstream gate and
downstream gate each corresponds to its own GatelD (e.g., two separate GatelDs are used)
and may be set in separate Gate-Set messages. The traffic profile of a gate defines its traffic
characteristics (e.g., QoS traffic parameters), including the resource envelopes contained in
the gate. Each resource envelope defines the type of resources (e.g., authorized, reserved,

and/or committed) assigned to the service flow corresponding to the gate.

[0057] When policy server 402 receives the Gate-Set message from application manager 401,
policy server 402 checks whether the application manager 401 is authorized to make such a
request by applying predefined policies. For example, a policy may include limits on the
number of gates allocated to a subscriber (e.g., an out-of-home subscriber associated with
client device 406, or an in-home subscriber associated with router 405), limits on the types of
QoS available to the subscriber, limits on which applications policy server 402 accepts, limits
on the impact of service on a particular CMTS, among others. Upon passing all policy
checks, policy server 402 determines the location of the subscriber (associated with cable
modem 404 or CPE device connected to cable modem 404, such as router 405) and initiates a
Gate-Set to CMTS 403 (e.g., the CMTS where the subscriber’s cable modem 404 is

connected).
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[0058] At step 431, policy server 402 sends the Gate-Set message to CMTS 403. CMTS 403
checks whether policy server 402 is authorized to make such a request and whether the

requested resources can be granted.

[0059] At step 432, if all of these checks are confirmed, CMTS 403 creates a gate, assigns it
a gate identifier (e.g., GateID), and converts the bandwidth configuration request parameters
to DOCSIS parameters. In some embodiments, a resource authorization envelope is included,
comprising IP-level QoS parameters and classifiers defining the scope of the service flow that
may be established (e.g., tested) against the gate. CMTS 403 may test the requested
resource(s) against a provisioned authorization envelope to ensure that the request can be
granted. For instance, if an authorized resource envelope is included, CMTS 403 signals the
cable modem 404 to authorize service flow and may limit the amount of time the
authorization remains valid. If a reserved resource envelope is included, CMTS 403 signals
the service flow creation to cable modem 404 concerning admission of the resources. If a
committed resource envelope is included, CMTS 403 signals the service flow creation to
cable modem 404 concerning activation of the resources. If a resource authorization envelope
is included (e.g., the requested level of bandwidth has been reserved for this gate), CMTS

403 signals the service flow creation to cable modem 404 for admission of such resources.

[0060] At steps 433, 435, and 436, a three-way handshake takes place between CMTS 403
and cable modem 404 to create and configure the DOCSIS resource. DOCSIS dynamic
service flow messages are used for creation (and modification) of DOCSIS resources. Thus,
service flow messages are exchanged during the three-way handshake between CMTS 403
and cable modem 404 to create the DOCSIS service flow, e.g., at steps 433 (DSA-REQ), 435
(DSA-RSP), and 436 (DSA-ACK). In an embodiment, the gate and service flow are created,

reserved, and committed within the same step.

[0061] At step 437, CMTS 403 determines that the creation of the gate and service flow are
successful and notifies policy server 402 via a Gate-Set Acknowledgement message. If the
creation of the gate and/or service flow fails, CMTS 403 returns a Gate-Set Error message

indicating the reason for failure.

[0062] At step 440, policy server 402 relays the status message to application manager 401.
When application manager 401 receives the Gate-Set Acknowledgement message, the

guaranteed bandwidth connection has been configured and the QoS resources are active.
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Confirmation is received from the DOCSIS domain that the flow with guaranteed bandwidth
has been provisioned (e.g., using PCMM setup) to client device 406.

[0063] At step 441 in Phase 4 of FIG. 4, weighted fair queuing (WFQ), or other suitable
allocation scheme, is implemented to ensure that guaranteed bandwidth is provisioned to
client device 406 over the wireless domain. Policy server 402 sends a provisioning request
(e.g., LAN bandwidth configuration request) to router 405 to ensure that client device 406
receives a share of radio resources proportional to the requested bandwidth (or as a fraction
that is proportional to the requested bandwidth divided by maximum bandwidth capacity of
the wireless link). For example, other devices may be connected to the LAN associated with
router 405 besides the client device 406 of the out-of-home subscriber and have competing
flows for bandwidth, such as wireless devices associated with the in-home subscriber to
which router 405 belongs, or the wireless device of another out-of-home subscriber which is
connected to the cable network via the hotspot of router 405 serving as an access point.
Weights may be automatically assigned to competing flows based on the IP precedence (IPP)
value in the IP header of packets of each flow. In an embodiment, the weight of a flow is
inversely proportional to its IP precedence, such that more important packets have smaller

virtual scheduling time and will be serialized faster.

[0064] At step 442, router 405 configures the LAN bandwidth over the wireless link based on
WFQ, wherein router 405 distributes the wireless link’s bandwidth among competing flows

proportionally to their weights.

[0065] At step 443, router 405 sends an acknowledgement message to policy server 402
confirming guaranteed bandwidth configuration and allocation over the wireless link, which

completes configuration of dynamic bandwidth SL A over the cable network and Wi-Fi.

[0066] At step 444, policy server 402 passes the configuration acknowledgment to

application manager 401,

[0067] At step 445, application manager provisions the client device with the guaranteed

bandwidth over the cable network accordingly.

[0068] In an embodiment, when the time period has expired or nears expiry, the system
iterates through the process (e.g., Phases 1- 4) until, for example, the client device 406 ends
the process, an agreement between client device 406 and orchestrator 301 for a guaranteed

bandwidth can no longer be reached, the available bandwidth of the cable network and Wi-Fi
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is limited or has fallen under a threshold value, and so forth. In each iteration, the system
aims to meet the target bandwidth SLA, while adjusting to traffic conditions. For instance,
client device 406 may be provisioned on-demand guaranteed bandwidth for 15 minutes.
When the session expires or is about to expire, orchestrator 301 instructs for another a speed
test of the wireless link, the available bandwidth of the DOCSIS and wireless links are
evaluated in light of the target SLA requested for the second session, and a new bandwidth

offer is generated for client device 406.

[0069] For example, in the subsequent iteration of Phase 1, parameters of the bandwidth
request (e.g., upstream and/or downstream speeds, time period for provisioning resources,
etc.) are received and the quality of the wireless link is reevaluated. In one embodiment,
application manager 401 may use the updated target SLA from the bandwidth request of the
previous session (e.g., the lower of the original target SLA or the speed test value of the first
session) as the parameters for the next session. In another embodiment, application manager
401 uses the bandwidth that was negotiated and actually provisioned in the previous session
as the target SLA for the next session. In yet another embodiment, all parameters are reset,
and the original target SLA parameters are used in the bandwidth request for the next session.
A speed test is conducted to determine any changes in the wireless link bandwidth. If the
speed test results are lower than the target SLA, the target SLA values in the bandwidth
request will be replaced by the speed test values. In some embodiments, application manager
401 may also provide navigation information to client device 406 to improve received signal

strength based on RSSI and/or AoA data of the wireless signal to client device 406.

[0070] In the subsequent iteration of Phase 2, policy server 402 and client device 406
renegotiate the parameters of the bandwidth request by way of a three-way handshake. Policy
server 402 reevaluates the links of both domains and recalculates whether the target SLA
bandwidth (or the maximum wireless link bandwidth, whichever is lower) can be achieved. If
the policy server 402 determines that the target SLA cannot be provided over either of the
links (for instance, because the available bandwidth of at least one of the links is less than the
target SLA), policy server 402 generates a new bandwidth offer with the new parameters. In
some embodiments, other parameters of the bandwidth request may be renegotiated, such as
the time period. If client device 406 accepts the new offer, application manager 401 proceeds
to reconfigure the DOCSIS and Wi-Fi networks to provision end-to-end bandwidth according

to the new parameters.
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[0071] In the subsequent iteration of Phase 3, application manager 401 reconfigures the
DOCSIS link to provision the updated agreed-upon bandwidth using another three-way
handshake (e.g., between CMTS 403 and cable modem 404). Because the DOCSIS link has
already been provisioned (e.g., using PCMM) in the previous session, CMTS 403
reconfigures the DOCSIS link using a Dynamic Service Change (DSC) three-way handshake
(e.g., using DSC-REQ, DSC-RSP, and DSC-ACK dynamic service flow messages).

[0072] In the subsequent iteration of Phase 4, application manager 401 reconfigures the
wireless link to provision the updated agreed-upon bandwidth, by adjusting weights in the
WFQ algorithm (or other suitable resource allocation scheme), so that client device 406 can
continue to use the wireless access point (e.g., router 405) connection with the same or

altered parameters.

[0073] In an embodiment, a client device (e.g., client device 406) that is provisioned for
guaranteed Wi-Fi and DOCSIS bandwidth for a time period is treated as a protected user of
the system. New users that arrive at the same hotspot (e.g., connect to the same cable network
via router 405 serving as an access point) may also be provisioned bandwidth, if available. In
one embodiment, orchestrator 301 may refuse new connections (e.g., new requests for on-
demand guaranteed bandwidth connections) during the time period (e.g., during guaranteed
bandwidth provision of the current session for client device 406) when the available capacity
on either the DOCSIS link and/or wireless link is low (e.g., at or below a certain threshold).
In another embodiment, orchestrator 301 may upgrade or downgrade bandwidth for client
device 406 during the time period (e.g., for a current session) or at the expiry of each time
period, and/or reserve an unallocated proportion of bandwidth during the time period, based
on an estimation of potential additional connection requests for the time period. Orchestrator
301 may estimate the number of potential additional connection requests and/or level of QoS
in the requests based on various factors, such as historical rate receiving new connection
requests or other traffic patterns over time. In yet another embodiment, orchestrator 301
downgrades the bandwidth of one or more existing users (being provisioned on-demand
guaranteed bandwidth) on the arrival of a new user that requests on-demand guaranteed
bandwidth connection. Policies concerning whether to downgrade bandwidth for a current
user upon receiving a connection request from a new user can depend on terms of service in
each user’s subscription with the cable service provider (for example, different tiers of

service, etc.).



10

15

WO 2025/006342 -24- PCT/US2024/035033

[0074] It will be apparent to those of ordinary skill in the art that methods involved in the
above-mentioned embodiments may be embodied in a computer program product that
includes a computer-usable and/or -readable medium. For example, such a computer-usable
medium may consist of a read-only memory device, such as a CD-ROM disk or conventional
ROM device, or a random-access memory, such as a hard drive device or a computer
diskette, having a computer-readable program code stored thereon. It should also be
understood that methods, techniques, and processes involved in the present disclosure may be
executed using processing circuitry.

[0075] The processes discussed above are intended to be illustrative and not limiting. Only
the claims that follow are meant to set bounds as to what the present invention includes.
Furthermore, it should be noted that the features and limitations described in any one
embodiment may be applied to any other embodiment herein, and flowcharts, system
sequence diagrams, or examples relating to one embodiment may be combined with any other
embodiment in a suitable manner, done in different orders, or done in parallel. In addition,
the systems and methods described herein may be performed in real time. It should also be
noted that the systems and/or methods described above may be applied to, or used in

accordance with, other systems and/or methods.



10

15

20

25

30

WO 2025/006342 -25- PCT/US2024/035033

This specification discloses embodiments which include, but are not limited to, the following

1. A method comprising:

receiving, from a device, a bandwidth request for a target service level agreement
(SLA) bandwidth, the target SLA bandwidth to be provisioned over a first network link of a
first domain and a second network link of a second domain;

coordinating operations between the first domain and the second domain;

calculating a first available bandwidth over the first network link;

calculating a second available bandwidth over the second network link; and

in response to determining that at least one of the first available bandwidth or the
second available bandwidth is lower than the target SLA bandwidth, configuring the first
domain and the second domain to provision a negotiated bandwidth over the first network

link and the second network link to the device.

2. The method of item 1, wherein the first domain comprises a Wi-Fi domain.

3. The method of item 1, further comprising:
performing a speed test of the second network link; and
in response to determining that results of the speed test are lower than the target SLA
bandwidth, replacing the target SLA bandwidth for both the first domain and the second

domain with the results of the speed test.

4. The method of item 1, wherein the negotiated bandwidth comprises a lower of the

first available bandwidth or the second available bandwidth.

5. The method of item 1:
wherein the first available bandwidth is calculated based on subtracting used capacity
over the first network link from a first maximum bandwidth capacity associated with the first
network link; and
wherein the second available bandwidth is calculated based on subtracting used
capacity over the second network link from a second maximum bandwidth capacity

associated with the second network link.
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6. The method of item 1:
wherein the first available bandwidth is further subtracted by a first bandwidth
proportion, the first bandwidth proportion comprising an unallocated proportion of bandwidth
of the first network link reserved for provisioning a second device; and
wherein the second available bandwidth is further subtracted by a second bandwidth
proportion, the second bandwidth proportion comprising an unallocated proportion of

bandwidth of the second network link reserved for provisioning the second device.

7. The method of item 1, wherein the negotiated bandwidth is negotiated using
PacketCable Multimedia (PCMM) protocol.

8. The method of item 1, wherein the first domain is configured to provision the

negotiated bandwidth over the first network link using PCMM protocol.

9. The method of item 1, wherein the second domain is configured to provision the

negotiated bandwidth over the second network link using weighted fair queuing (WFQ).

10. The method of item 1, further comprising:
receiving, from the device, a received signal strength indicator (RSSI) associated with
a network signal transmitted over the second network link to the device; and
in response to determining that the RSSI is below a threshold, sending, to the device,

a notification to relocate the device to increase the RSSIL

11. The method of item 1, wherein the coordinating the operations of each domain, the
calculating the first available bandwidth and the second available bandwidth, and the
configuring the first domain and the second domain to provision the negotiated bandwidth are

performed by a unified orchestrator.

12. The method of item 1:
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wherein the calculating the first available bandwidth and configuring the first domain
to provision the negotiated bandwidth over the first network link are performed by a first sub-
orchestrator associated with the first domain;

wherein the calculating the second available bandwidth and configuring the second
domain to provision the negotiated bandwidth over the second network are performed by a
second sub-orchestrator associated with the second domain; and

wherein the first sub-orchestrator and second sub-orchestrator coordinate operations

of their respective domains with each other.

13. The method of item 1, further comprising:
provisioning the negotiated bandwidth over the first network link and the second
network link for a time period,
renegotiating the bandwidth request; and
reconfiguring the first domain and the second domain to provision a renegotiated
bandwidth over the first network link and the second network link to the device for a second

time period.

14. A system comprising:
input/output circuity configured to:
receive, from a device, a bandwidth request for a target service level
agreement (SLA) bandwidth, the target SLA bandwidth to be provisioned over a first network
link of a first domain and a second network link of a second domain; and
control circuitry configured to:
coordinate operations between the first domain and the second domain,;
calculate a first available bandwidth over the first network link;
calculate a second available bandwidth over the second network link; and
in response to determining that at least one of the first available bandwidth or
the second available bandwidth is lower than the target SLA bandwidth, configure the first
domain and the second domain to provision a negotiated bandwidth over the first network

link and the second network link to the device.

15. The system of item 14, wherein the first domain comprises a Wi-Fi domain.
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16. The system of item 14, wherein the control circuitry is further configured to:
perform a speed test of the second network link; and
in response to determining that results of the speed test are lower than the target SLA
bandwidth, replace the target SLA bandwidth for both the first domain and the second

domain with the results of the speed test.

17. The system of item 14, wherein the negotiated bandwidth comprises a lower of the

first available bandwidth or the second available bandwidth.

18. The system of item 14:
wherein the first available bandwidth is calculated based on subtracting used capacity
over the first network link from a first maximum bandwidth capacity associated with the first
network link; and
wherein the second available bandwidth is calculated based on subtracting used
capacity over the second network link from a second maximum bandwidth capacity

associated with the second network link.

19. The system of item 18:
wherein the first available bandwidth is further subtracted by a first bandwidth
proportion, the first bandwidth proportion comprising an unallocated proportion of bandwidth
of the first network link reserved for provisioning a second device; and
wherein the second available bandwidth is further subtracted by a second bandwidth
proportion, the second bandwidth proportion comprising an unallocated proportion of

bandwidth of the second network link reserved for provisioning the second device.

20. The system of item 14, wherein the negotiated bandwidth is negotiated using
PacketCable Multimedia (PCMM) protocol.

21. The system of item 14, wherein the first domain is configured to provision the

negotiated bandwidth over the first network link using PCMM protocol.
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22. The system of item 14, wherein the second domain is configured to provision the

negotiated bandwidth over the second network link using weighted fair queuing (WFQ).

23. The system of item 14, wherein the control circuitry is further configured to:
receive, from the device, a received signal strength indicator (RSSI) associated with a
network signal transmitted over the second network link to the device; and
in response to determining that the RSSI is below a threshold, send, to the device, a

notification to relocate the device to increase the RSSL

24. The system of item 14, wherein the coordinating the operations of each domain, the
calculating the first available bandwidth and the second available bandwidth, and the
configuring the first domain and the second domain to provision the negotiated bandwidth are

performed by a unified orchestrator.

25. The system of item 14:

wherein the calculating the first available bandwidth and configuring the first domain
to provision the negotiated bandwidth over the first network link are performed by a first sub-
orchestrator associated with the first domain;

wherein the calculating the second available bandwidth and configuring the second
domain to provision the negotiated bandwidth over the second network are performed by a
second sub-orchestrator associated with the second domain; and

wherein the first sub-orchestrator and second sub-orchestrator coordinate operations

of their respective domains with each other.

26. The system of item 14, wherein the control circuitry is further configured to:
provision the negotiated bandwidth over the first network link and the second network
link for a time period;
renegotiate the bandwidth request; and
reconfigure the first domain and the second domain to provision a renegotiated
bandwidth over the first network link and the second network link to the device for a second

time period.
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27. A non-transitory computer-readable medium having instructions encoded thereon that

when executed by control circuitry cause the control circuitry to:

receive, from a device, a bandwidth request for a target service level agreement (SLA)
bandwidth, the target SLA bandwidth to be provisioned over a first network link of a first
domain and a second network link of a second domain,;

coordinate operations between the first domain and the second domain,;

calculate a first available bandwidth over the first network link;

calculate a second available bandwidth over the second network link; and

in response to determining that at least one of the first available bandwidth or the
second available bandwidth is lower than the target SLA bandwidth, configure the first
domain and the second domain to provision a negotiated bandwidth over the first network

link and the second network link to the device.

28. The non-transitory computer-readable medium of item 27, wherein the first domain

comprises a Wi-Fi domain.

29. The non-transitory computer-readable medium of item 27, wherein the instructions
further cause the control circuitry to:
perform a speed test of the second network link; and
in response to determining that results of the speed test are lower than the target SLA
bandwidth, replace the target SLA bandwidth for both the first domain and the second

domain with the results of the speed test.

30. The non-transitory computer-readable medium of item 27, wherein the negotiated
bandwidth comprises a lower of the first available bandwidth or the second available

bandwidth.

31. The non-transitory computer-readable medium of item 27:
wherein the first available bandwidth is calculated based on subtracting used capacity
over the first network link from a first maximum bandwidth capacity associated with the first

network link; and
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wherein the second available bandwidth is calculated based on subtracting used
capacity over the second network link from a second maximum bandwidth capacity

associated with the second network link.

32. The non-transitory computer-readable medium of item 27:
wherein the first available bandwidth is further subtracted by a first bandwidth
proportion, the first bandwidth proportion comprising an unallocated proportion of bandwidth
of the first network link reserved for provisioning a second device; and
wherein the second available bandwidth is further subtracted by a second bandwidth
proportion, the second bandwidth proportion comprising an unallocated proportion of

bandwidth of the second network link reserved for provisioning the second device.

33. The non-transitory computer-readable medium of item 27, wherein the negotiated

bandwidth is negotiated using PacketCable Multimedia (PCMM) protocol.

34. The non-transitory computer-readable medium of item 27, wherein the first domain is
configured to provision the negotiated bandwidth over the first network link using PCMM

protocol.

35. The non-transitory computer-readable medium of item 27, wherein the second domain
is configured to provision the negotiated bandwidth over the second network link using

weighted fair queuing (WFQ).

36. The non-transitory computer-readable medium of item 27, wherein the instructions
further cause the control circuitry to:
receive, from the device, a received signal strength indicator (RSSI) associated with a
network signal transmitted over the second network link to the device; and
in response to determining that the RSSI is below a threshold, send, to the device, a

notification to relocate the device to increase the RSSL
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37. The non-transitory computer-readable medium of item 27, wherein the coordinating
the operations of each domain, the calculating the first available bandwidth and the second
available bandwidth, and the configuring the first domain and the second domain to provision

the negotiated bandwidth are performed by a unified orchestrator.

38. The non-transitory computer-readable medium of item 27:

wherein the calculating the first available bandwidth and configuring the first domain
to provision the negotiated bandwidth over the first network link are performed by a first sub-
orchestrator associated with the first domain;

wherein the calculating the second available bandwidth and configuring the second
domain to provision the negotiated bandwidth over the second network are performed by a
second sub-orchestrator associated with the second domain; and

wherein the first sub-orchestrator and second sub-orchestrator coordinate operations

of their respective domains with each other.

39. The non-transitory computer-readable medium of item 27, wherein the instructions
further cause the control circuitry to:
provision the negotiated bandwidth over the first network link and the second network
link for a time period;
renegotiate the bandwidth request; and
reconfigure the first domain and the second domain to provision a renegotiated
bandwidth over the first network link and the second network link to the device for a second

time period.

40. A system comprising:
means for receiving, from a device, a bandwidth request for a target service level
agreement (SLA) bandwidth, the target SLA bandwidth to be provisioned over a first network
link of a first domain and a second network link of a second domain,;
means for coordinating operations between the first domain and the second domain;
means for calculating a first available bandwidth over the first network link;
means for calculating a second available bandwidth over the second network link; and
in response to determining that at least one of the first available bandwidth or the

second available bandwidth is lower than the target SLA bandwidth, means for configuring
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the first domain and the second domain to provision a negotiated bandwidth over the first

network link and the second network link to the device.

41. The system of item 40, wherein the first domain comprises a Wi-Fi domain.

42. The system of item 40, further comprising:
means for performing a speed test of the second network link; and
in response to determining that results of the speed test are lower than the target SLA
bandwidth, means for replacing the target SLA bandwidth for both the first domain and the

second domain with the results of the speed test.

43. The system of item 40, wherein the negotiated bandwidth comprises a lower of the

first available bandwidth or the second available bandwidth.

44. The system of item 40:
wherein the means for calculating the first available bandwidth is based on subtracting
used capacity over the first network link from a first maximum bandwidth capacity associated
with the first network link; and
wherein the means for calculating the second available bandwidth is based on
subtracting used capacity over the second network link from a second maximum bandwidth

capacity associated with the second network link.

45. The system of item 44:
wherein the means for calculating the first available bandwidth further subtracts a first
bandwidth proportion, the first bandwidth proportion comprising an unallocated proportion of
bandwidth of the first network link reserved for provisioning a second device; and
wherein the means for calculating the second available bandwidth further subtracts a
second bandwidth proportion, the second bandwidth proportion comprising an unallocated
proportion of bandwidth of the second network link reserved for provisioning the second

device.
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46. The system of item 40, wherein the negotiated bandwidth is negotiated using
PacketCable Multimedia (PCMM) protocol.

47. The system of item 40, wherein the first domain is configured to provision the

negotiated bandwidth over the first network link using PCMM protocol.

48. The system of item 40, wherein the second domain is configured to provision the

negotiated bandwidth over the second network link using weighted fair queuing (WFQ).

49. The system of item 40, further comprising:
means for receiving, from the device, a received signal strength indicator (RSSI)
associated with a network signal transmitted over the second network link to the device; and
in response to determining that the RSSI is below a threshold, means for sending, to

the device, a notification to relocate the device to increase the RSSI.

50. The system of item 40, wherein the means for coordinating the operations of each
domain, the means for calculating the first available bandwidth and the second available
bandwidth, and the means for configuring the first domain and the second domain to

provision the negotiated bandwidth are performed by a unified orchestrator.

51. The system of item 40:

wherein the means for calculating the first available bandwidth and the means for
configuring the first domain to provision the negotiated bandwidth over the first network link
are performed by a first sub-orchestrator associated with the first domain;

wherein the means for calculating the second available bandwidth and the means for
configuring the second domain to provision the negotiated bandwidth over the second
network are performed by a second sub-orchestrator associated with the second domain; and

wherein the means for coordinating the operations of the first domain and the second
domain are performed by the first sub-orchestrator and the second sub-orchestrator,

respectively.



WO 2025/006342 -35- PCT/US2024/035033

52. The system of item 40, further comprising:
means for provisioning the negotiated bandwidth over the first network link and the
second network link for a time period,
5 means for renegotiating the bandwidth request; and
means for reconfiguring the first domain and the second domain to provision a
renegotiated bandwidth over the first network link and the second network link to the device

for a second time period.

10 53. A method comprising:
receiving, from a device, a bandwidth request for a target service level agreement
(SLA) bandwidth, the target SLA bandwidth to be provisioned over a first network link of a
first domain and a second network link of a second domain;
coordinating operations between the first domain and the second domain;
15 calculating a first available bandwidth over the first network link;
calculating a second available bandwidth over the second network link; and
in response to determining that at least one of the first available bandwidth or the
second available bandwidth is lower than the target SLA bandwidth, configuring the first
domain and the second domain to provision a negotiated bandwidth over the first network

20  link and the second network link to the device.

54. The method of item 53, wherein the first domain comprises a Wi-Fi domain.

55. The method of any of items 53-54, further comprising:
25 performing a speed test of the second network link; and
in response to determining that results of the speed test are lower than the target SLA
bandwidth, replacing the target SLA bandwidth for both the first domain and the second

domain with the results of the speed test.

30 56. The method of any of items 53-55, wherein the negotiated bandwidth comprises a

lower of the first available bandwidth or the second available bandwidth.
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57. The method of any of items 53-56:
wherein the first available bandwidth is calculated based on subtracting used capacity
over the first network link from a first maximum bandwidth capacity associated with the first
network link; and
wherein the second available bandwidth is calculated based on subtracting used
capacity over the second network link from a second maximum bandwidth capacity

associated with the second network link.

58. The method of any of items 53-57:
wherein the first available bandwidth is further subtracted by a first bandwidth
proportion, the first bandwidth proportion comprising an unallocated proportion of bandwidth
of the first network link reserved for provisioning a second device; and
wherein the second available bandwidth is further subtracted by a second bandwidth
proportion, the second bandwidth proportion comprising an unallocated proportion of

bandwidth of the second network link reserved for provisioning the second device.

59. The method of any of items 53-58, wherein the negotiated bandwidth is negotiated
using PacketCable Multimedia (PCMM) protocol.

60. The method of any of items 53-59, wherein the first domain is configured to provision

the negotiated bandwidth over the first network link using PCMM protocol.

61. The method of any of items 53-60, wherein the second domain is configured to
provision the negotiated bandwidth over the second network link using weighted fair queuing

(WEQ).

62. The method of any of items 53-61, further comprising:
receiving, from the device, a received signal strength indicator (RSSI) associated with

a network signal transmitted over the second network link to the device; and
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in response to determining that the RSSI is below a threshold, sending, to the device,

a notification to relocate the device to increase the RSSIL

63. The method of any of items 53-62, wherein the coordinating the operations of each
domain, the calculating the first available bandwidth and the second available bandwidth, and
the configuring the first domain and the second domain to provision the negotiated bandwidth

are performed by a unified orchestrator.

64. The method of any of items 53-62:

wherein the calculating the first available bandwidth and configuring the first domain
to provision the negotiated bandwidth over the first network link are performed by a first sub-
orchestrator associated with the first domain;

wherein the calculating the second available bandwidth and configuring the second
domain to provision the negotiated bandwidth over the second network are performed by a
second sub-orchestrator associated with the second domain; and

wherein the first sub-orchestrator and second sub-orchestrator coordinate operations

of their respective domains with each other.

65. The method of any of items 53-64, further comprising:
provisioning the negotiated bandwidth over the first network link and the second
network link for a time period,
renegotiating the bandwidth request; and
reconfiguring the first domain and the second domain to provision a renegotiated
bandwidth over the first network link and the second network link to the device for a second

time period.
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What is claimed is:

1. A method comprising:

receiving, from a device, a bandwidth request for a target service level agreement
(SLA) bandwidth, the target SLA bandwidth to be provisioned over a first network link of a
first domain and a second network link of a second domain;

coordinating operations between the first domain and the second domain;

calculating a first available bandwidth over the first network link;

calculating a second available bandwidth over the second network link; and

in response to determining that at least one of the first available bandwidth or the
second available bandwidth is lower than the target SLA bandwidth, configuring the first
domain and the second domain to provision a negotiated bandwidth over the first network

link and the second network link to the device.

2. The method of claim 1, wherein the first domain comprises a Wi-Fi domain.

3. The method of any one of claims 1-2, further comprising:
performing a speed test of the second network link; and
in response to determining that results of the speed test are lower than the target SLA
bandwidth, replacing the target SLA bandwidth for both the first domain and the second

domain with the results of the speed test.

4. The method of any one of claims 1-3, wherein the negotiated bandwidth comprises a

lower of the first available bandwidth or the second available bandwidth.

5. The method of any one of claims 1-4:
wherein the first available bandwidth is calculated based on subtracting used capacity
over the first network link from a first maximum bandwidth capacity associated with the first
network link; and
wherein the second available bandwidth is calculated based on subtracting used
capacity over the second network link from a second maximum bandwidth capacity

associated with the second network link.
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6. The method of any one of claim 1-5:
wherein the first available bandwidth is further subtracted by a first bandwidth
proportion, the first bandwidth proportion comprising an unallocated proportion of bandwidth
of the first network link reserved for provisioning a second device; and
wherein the second available bandwidth is further subtracted by a second bandwidth
proportion, the second bandwidth proportion comprising an unallocated proportion of

bandwidth of the second network link reserved for provisioning the second device.

7. The method of any one of claims 1-6, wherein the negotiated bandwidth is negotiated

using PacketCable Multimedia (PCMM) protocol.

8. The method of any one of claims 1-7, wherein the first domain is configured to

provision the negotiated bandwidth over the first network link using PCMM protocol.

9. The method of any one of claims 1-8, wherein the second domain is configured to

provision the negotiated bandwidth over the second network link using weighted fair queuing

(WEQ).

10. The method of any one of claims 1-9, further comprising:
receiving, from the device, a received signal strength indicator (RSSI) associated with
a network signal transmitted over the second network link to the device; and
in response to determining that the RSSI is below a threshold, sending, to the device,

a notification to relocate the device to increase the RSSIL

11. The method of any one of claims 1-10, wherein the coordinating the operations of
each domain, the calculating the first available bandwidth and the second available
bandwidth, and the configuring the first domain and the second domain to provision the

negotiated bandwidth are performed by a unified orchestrator.

12. The method of any one of claims 1-11:
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wherein the calculating the first available bandwidth and configuring the first domain
to provision the negotiated bandwidth over the first network link are performed by a first sub-
orchestrator associated with the first domain;
wherein the calculating the second available bandwidth and configuring the second
5  domain to provision the negotiated bandwidth over the second network are performed by a
second sub-orchestrator associated with the second domain; and
wherein the first sub-orchestrator and second sub-orchestrator coordinate operations

of their respective domains with each other.

10 13. The method of any one of claims 1-12, further comprising:
provisioning the negotiated bandwidth over the first network link and the second
network link for a time period,
renegotiating the bandwidth request; and
reconfiguring the first domain and the second domain to provision a renegotiated

15  bandwidth over the first network link and the second network link to the device for a second

time period.
14. A system comprising: means for executing the steps of the method of any of claims 1-
13.

20
15. A non-transitory computer-readable medium having instructions encoded thereon that

when executed by control circuitry cause the control circuitry to carry out the steps of any

one of claims 1-13.
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