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(57) Abstract: An integrated circuit (IC) structure includes a device
layer including a security-critical wire and a metal layer disposed over
the device layer. The metal layer includes at least one wire and an I[C
porthole. The IC porthole has a perimeter that defines a shape such
that, when the perimeter of the IC porthole is projected onto the de-
vice layer, the projection of the IC porthole perimeter includes at least
a segment of the security-critical wire, and the at least one wire in the
metal layer does not overlap the security-critical wire within the pro-
jection of the IC porthole perimeter to thereby allow post-fabrication
optical inspection of the security-critical wire through the IC porthole.
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INTEGRATED CIRCUIT (IC) PORTHOLES

AND RELATED TECHNIQUES

FIELD
[0001] This disclosure relates generally to integrated circuit (IC) fabrication,
and more particularly, to an IC structure and technique for detecting manipulations

in an IC.

BACKGROUND

[0002] Since the inception of the integrated circuit (IC), the transistors and
wires used to construct them have continued to shrink. While this shrinkage
improves performance and density, it reduces trust. For example, increasing costs
to build leading-edge integrated circuit (IC) fabrication facilities has resulted in the
need for companies and even nation states to outsource the fabrication of high-
performance ICs. However, outsourcing IC fabrication presents security threats
including unauthorized fabrication-time modifications (sometimes referred to as
‘hardware trojans”).

[0003] To detect hardware trojans post IC fabrication optical inspection
techniqgues may be used. Such post-fabrication optical inspection techniques
include focused ion beam (FIB) and/or scanning electron microscope (SEM)
techniques. However, conventional IC designs include many layers of overlapping
electrical interconnects making it challenging to conduct post-fabrication optical

inspection of specific interconnects (e.g., wires).

SUMMARY
[0004] This Summary is provided to introduce a selection of concepts in
simplified form that are further described below in the Detailed Description. This
Summary is not intended to identify key or essential features or combinations of the
claimed subject matter, nor is it intended to be used to limit the scope of the claimed
subject matter.
[0005] In accordance with an embodiment, an integrated circuit (IC) structure
includes a device layer having a security-critical wire disposed thereon and a metal
1
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layer disposed over the device layer. The metal layer is provided having an opening
therein. The opening is arranged above at least a segment of the security-critical
wire.

[0006] With this particular arrangement, an IC structure which facilitates
optical inspection of one or more security-critical signal paths is provided.

[0007] In embodiments, one or more translucent layers (e.g. optically
translucent dielectric layers) may be disposed between the device later and the
metal layer. As used herein, the translucent layer refers to a layer in an integrated
circuit (IC) structure that allows light to pass though the layer.

[0008] In accordance with one illustrative embodiment provided to illustrate
the broader concepts, systems, and techniques described herein, an integrated
circuit (IC) structure includes a device layer including a security-critical wire, and a
metal layer disposed over the device layer. The metal layer includes at least one
wire and an IC porthole, the IC porthole having a perimeter that defines a shape
such that when the perimeter of the IC porthole is projected onto the device layer,
the projection of the IC porthole perimeter includes at least a segment of the
security-critical wire, wherein the at least one wire in the metal layer does not
overlap the security-critical wire within the projection of the IC porthole perimeter to
thereby allow post-fabrication optical inspection of the security-critical wire through
the IC porthole.

[0009] In one aspect, the security-critical wire is a first security-critical wire,
the IC porthole is a first IC porthole, and the IC structure further includes a second
security-critical wire disposed on the device layer, and a second IC porthole defined
in the metal layer. The second IC porthole having a perimeter that defines a shape
such that when the perimeter of the second IC porthole is projected onto the device
layer, the projection of the second IC porthole perimeter includes at least a segment
of the second security-critical wire, wherein the at least one wire in the metal layer
does not overlap the second security-critical wire within the projection of the second
IC porthole perimeter to thereby allow post-fabrication optical inspection of the
second security-critical wire through the second IC porthole.

[0010] In one aspect, the metal layer is a first metal layer, the at least one
wire is a first wire, the IC porthole is a first IC porthole, and the IC structure further

includes a second metal layer disposed over the device layer. The second metal
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layer includes at least one second wire and a second IC porthole, the second IC
porthole having a perimeter that defines a shape such that when the perimeter of
the second IC porthole is projected onto the device layer, the projection of the
second IC porthole perimeter includes at least a segment of the security-critical
wire, wherein the at least one second wire in the second metal layer does not
overlap the security-critical wire within the projection of the second IC porthole
perimeter to thereby allow post-fabrication optical inspection of the security-critical

wire through the first and second IC portholes.

[0011] In one aspect, the second IC porthole is aligned on top of the first IC
porthole.
[0012] In one aspect, the security-critical wire within the projection of the IC

porthole perimeter is of an increased width to thereby allow post-fabrication optical
inspection of the security-critical wire through the IC porthole.

[0013] In one aspect, spacing around the security-critical wire within the
projection of the IC porthole perimeter is increased to thereby allow post-fabrication
optical inspection of the security-critical wire through the IC porthole.

[0014] In one aspect, the IC porthole perimeter is defined to include the
security-critical wire.

[0015] In one aspect, the metal layer includes a metal fill, and further wherein
the metal fill does not overlap the security-critical wire within the projection of the IC
porthole perimeter to thereby allow post-fabrication optical inspection of the
security-critical wire through the IC porthole.

[0016] According to another illustrative embodiment provided to illustrate the
broader concepts described herein, a method includes providing a device layer
including a security-critical wire and forming a metal layer over the device layer.
The metal layer including at least one wire and an IC porthole, the IC porthole
having a perimeter that defines a shape such that when the perimeter of the IC
porthole is projected onto the device layer, the projection of the IC porthole
perimeter includes at least a segment of the security-critical wire, wherein the at
least one wire in the metal layer does not overlap the security-critical wire within the
projection of the IC porthole perimeter to thereby allow post-fabrication optical

inspection of the security-critical wire through the IC porthole.
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[0017] In one aspect, the security-critical wire is a first security-critical wire,
the IC porthole is a first IC porthole, and the method further includes providing a
second security-critical wire disposed on the device layer and defining a second IC
porthole in the metal layer. The second IC porthole having a perimeter that defines
a shape such that when the perimeter of the second IC porthole is projected onto
the device layer, the projection of the second IC porthole perimeter includes at least
a segment of the second security-critical wire, wherein the at least one wire in the
metal layer does not overlap the second security-critical wire within the projection
of the second IC porthole perimeter to thereby allow post-fabrication optical
inspection of the second security-critical wire through the second IC porthole.
[0018] In one aspect, the metal layer is a first metal layer, the at least one
wire is a first wire, the IC porthole is a first IC porthole, and the method further
includes disposing second metal layer over the device layer. The second metal
layer including at least one second wire and a second IC porthole, the second IC
porthole having a perimeter that defines a shape such that when the perimeter of
the second IC porthole is projected onto the device layer, the projection of the
second IC porthole perimeter includes at least a segment of the security-critical
wire, wherein the at least one second wire in the second metal layer does not
overlap the security-critical wire within the projection of the second IC porthole
perimeter to thereby allow post-fabrication optical inspection of the security-critical
wire through the first and second IC portholes.

[0019] According to another illustrative embodiment provided to illustrate the
broader concepts described herein, an integrated circuit (IC) structure includes a
device layer including a security-critical wire, and one or more metal and interlayer
dielectric layers disposed over the device layer. Each metal layer including at least
one wire and an IC porthole, the IC porthole in each metal layer having a perimeter
that defines a shape such that when the perimeter of the IC porthole is projected
onto the device layer, the projection of the IC porthole perimeter includes a segment
of the security-critical wire, wherein the at least one wire in each metal layer does
not overlap the security-critical wire within the projection of the IC porthole perimeter
defined in each metal layer to thereby allow post-fabrication optical inspection of

the security-critical wire through the IC porthole defined in each metal layer.
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[0020] In one aspect, the security-critical wire is a first security-critical wire,
the IC porthole in each metal layer is a first IC porthole, and the IC structure further
includes a second security-critical wire disposed on the device layer, and a second
IC porthole defined in each metal layer. The second IC porthole in each metal layer
having a perimeter that defines a shape such that when the perimeter of the second
IC porthole is projected onto the device layer, the projection of the second IC
porthole perimeter includes at least a segment of the second security-critical wire,
wherein the at least one wire in each metal layer does not overlap the second
security-critical wire within the projection of the second IC porthole perimeter
defined in each metal layer to thereby allow post-fabrication optical inspection of
the second security-critical wire through the second IC porthole defined in each
metal layer.

[0021] In one aspect, the security-critical wire is routed such that, within the
projection of the IC porthole perimeter, the security-critical wire does not overlap
any other wires, components, or metal fill in the IC structure.

[0022] In one aspect, the security-critical wire within the projection of the IC
porthole perimeter is of an increased width to thereby allow post-fabrication optical

inspection of the security-critical wire through the IC porthole.

BRIEF DESCRIPTION OF THE DRAWINGS

[0023] The foregoing and other objects, features and advantages will be
apparent from the following more particular description of the embodiments, as
illustrated in the accompanying drawings in which like reference characters refer to
the same parts throughout the different views. The drawings are not necessarily to
scale, emphasis instead being placed upon illustrating the principles of the
embodiments.

[0024] Fig. 1 illustrates plan views of an example integrated circuit (IC) die
having a trojan rogue wire connection observable through an IC porthole using post-
fabrication optical inspection, in accordance with an embodiment of the present
disclosure.

[0025] Fig. 2 illustrates plan views of an example IC die having multiple trojan
rogue wire connections in multiple sections of the IC die, in accordance with an

embodiment of the present disclosure. Fig. 2 also illustrates a plan view of a section
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of the IC die including multiple IC portholes having varying wire widths and porthole
widths, in accordance with an embodiment of the present disclosure.

[0026] Fig, 3 graphically illustrates porthole scalability using a plot of process
technology vs. minimal metal pitch (MMP), in accordance with an embodiment of
the present disclosure.

[0027] Fig. 4 illustrates a perspective view of an example security-critical IC
having IC portholes provided therein, in accordance with an embodiment of the
present disclosure.

[0028] Fig. 4A is an exploded perspective view of the security-critical IC of
Fig. 4, in accordance with an embodiment of the present disclosure.

[0029] Fig. 5 is a cross-sectional view of the security-critical IC of Figs. 4 and
4A having portholes provided therein taken across line 5-5 of Fig. 4A, in accordance
with an embodiment of the present disclosure.

[0030] Fig. 6A is a flow diagram illustrating an example IC design process for
designing an IC, in accordance with an embodiment of the present disclosure.
[0031] Fig. 6B is a flow diagram illustrating an example place-and-route
(PaR) sub-process of the IC design process of Fig. 6A, in accordance with an
embodiment of the present disclosure.

[0032] Fig. 7 illustrates selected components of an example computing
device that may be used to perform any of the techniques as variously described in
the present disclosure, in accordance with an embodiment of the present

disclosure.

DETAILED DESCRIPTION
[0033] Concepts and techniques are disclosed that enable non-destructive
and efficient post-fabrication optical inspection of wires or so-called interconnects
within a multi-layer integrated circuit (IC). As will be appreciated in light of this
disclosure, the techniques can be implemented using the concept of an IC porthole.
Having determined or otherwise given a wire in an IC to be inspected post-
fabrication, such as a security-critical wire, an IC porthole can be defined to allow
for post-fabrication inspection of the wire or a segment of the wire. The defined IC
may have a perimeter that defines a shape. The IC porthole can be defined during

the place-and-route phase of an IC design workflow. Then, in designing the IC, the
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wire is routed such that the segment of the wire within a projection of the perimeter
of the IC porthole does not overlap any other wires, components, or metal fill. Post-
fabrication of the IC, the IC porthole can be non-destructively imaged to determine
whether the portholed wire (e.g., the wire or segment of the wire appearing within
the projection of the IC porthole perimeter) has been manufactured to specification.
Note that an IC porthole is not a physical hole within the IC or a layer of the IC.
Rather, the IC porthole has a perimeter that defines a shape such that, when the
perimeter of the IC porthole is projected onto a device layer of the IC, other than
the wire of interest, no other wires, components, or metal fill are routed and/or
placed above and/or below the wire of interest within the projection of the IC
porthole in the design of the IC. Also note that the projection of the perimeter of an
IC porthole can include an entire wire or a segment of the wire, such as a critical
segment of the wire.

[0034] As noted above, there are a number of non-trivial and unresolved
issues associated with post-fabrication detection of fabrication-time attacks to an
IC. Post-fabrication detection techniques attempt to search for unwanted
modifications to a circuit design post-fabrication. However, post-fabrication
techniques become more challenging as device dimensions continue to scale
down, increasing the size and complexity of IC designs. In such complex designs,
stealthy hardware trojans, which may include only one or two additional circuit
components, can be hidden in the sea of millions and, in some cases, billions of
circuit components, yet have a significant impact on the overall state of the circuit.
[0035] Thus, and in accordance with one embodiment, techniques are
provided for forming IC portholes in an IC for post-fabrication optical inspection of
wires within an IC. In some embodiments, an IC porthole is formed or otherwise
generated to facilitate post-fabrication optical inspection of a security-critical wire
within the IC. As used herein, the term “security-critical wire” refers to a wire within
an IC that is likely to be a target of an IC fabrication time attack, such as by a
hardware trojan or other malicious modification to the circuitry of the IC. For
example, a security-critical wire is a wire within the IC to which a rogue hardware
trojan wire would attach to. In some example cases, a security-critical wire connects
or operatively couples security-critical components in the IC. In one specific

embodiment, a security-critical wire within an IC design is identified. The
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components connected to the security-critical wire are then positioned where route-
densities are relatively low in the IC design, such as towards the out-skirts of an IC
die. An IC porthole having a perimeter that defines a shape can be defined such
that, when the perimeter of the IC porthole is projected onto a device layer, the
projection of the IC porthole perimeter includes at least a segment of the security-
critical wire in the IC design. The security-critical wire can then be routed such that,
within the projection of the defined IC porthole perimeter, the security-critical wire
does not overlap any other wires, components, or metal fill in the IC design. In some
embodiments, the projection of the IC porthole perimeter may include the entire
security-critical wire. In any case, the remaining components and wiring within the
IC design are positioned and/or routed such that they do not overlap the security-
critical wire within the projection of the IC porthole perimeter. It will be appreciated
in light of this disclosure that an IC design can include multiple IC portholes. It will
also be appreciated in light of this disclosure that a projection of a perimeter of an
IC porthole can include one or more security-critical wires and, in some cases,
segments or portions of one or more security-critical wires.

[0036] In some example embodiments, the size of the security-critical wires
within a projection of an IC porthole perimeter can be increased. Increasing the size
of the security-critical wires, such as the widths of the security-critical wires, may
allow for or otherwise assist in the post-fabrication optical inspection of such
security-critical wires. Additionally or alternatively, the spacing around the security-
critical wires within a projection of an IC porthole perimeter can be increased.
Similar to increasing the size of a security-critical wire, increasing the spacing
around a security-critical wire may assist in the post-fabrication optical inspection
of the security-critical wire.

[0037] In other embodiments, a security-critical wire within a projection of an
IC porthole perimeter can be surrounded with device placement and routing
blockage constraints. Device placement blockage constraints may define “keep-
out” zones on the device layer, and routing blockage constraints may define “keep-
out” zones on the routing metal layers. Such device placement and routing blockage
constraints may further enhance security of the security-critical wire. Numerous

configurations and modifications will be apparent in light of this disclosure.
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[0038] It is noted that designations such “above” or “below” or “top” or
“‘bottom” or “top side” or “bottom side” are not intended to necessarily implicate a
limitation as to orientation of the embodiments described herein. Rather, such
terminology is simply used in a relative sense to consistently describe a structure
as it exists in any one particular orientation and as illustrated herein.

[0039] Turning now to the figures, Fig. 1 illustrates plan views of an example
integrated circuit (IC) die having a trojan rogue wire connection observable through
an IC porthole using post-fabrication optical inspection, in accordance with an
embodiment of the present disclosure. As can be seen, an IC die 104 can be of a
security-critical IC 102. Security-critical IC 102 may be an IC that includes security-
critical components that may be the target of a fabrication-time attack. As such, in
some example cases, security-critical IC 102 may be an IC of a central processing
unit (CPU), a microcontroller, a digital signal processor (DSP), a system on a chip
(SoC), an application-specific integrated circuit (ASIC), a Field-Programmable Gate
Array (FPGA), Complex Instruction Set Computer (CISC), Reduced Instruction Set
Computer (RISC), multi core, or any other digital or analog circuitry configured to
interpret and/or to execute program instructions and/or to process data, whether
loaded from memory or implemented directly in hardware. Outsourcing fabrication
of such complex security-critical ICs 102 make them vulnerable to fabrication-time
attacks.

[0040] Still referring to Fig. 1, IC die 104 may be a multi-layer structure of
semiconducting material on which the functional components of security-critical IC
102 is fabricated. As shown, IC die 104 includes an IC die section 106. IC die
section 106 is a section or portion of IC die 104 towards the outskirts of IC die 104.
Specifically, IC die section 106 is a section at the top edge of IC die 104. As can be
seen in the exploded view of IC die section 1086, IC die section 106 includes an IC
die sub-section 108. IC die sub-section 108 is a section or portion of IC die section
106 towards the bottom-right corner of IC die section 106. As shown in the exploded
view of IC die subsection 108, IC die subsection 108 can include multiple IC
portholes 110. For example, in the illustrated embodiment, IC die subsection 108
may be a section of IC die 104 that includes security-critical wires, and IC portholes
110 can be generated in the vicinity of or around the security-critical wires. Within

a projection of a perimeter of each IC porthole 110, the security-critical wire (or

9



WO 2020/101867 PCT/US2019/058254

security-critical wires) within a projection of a particular IC porthole 110 perimeter
is routed such that the security-critical wire does not overlap any other wires,
components, or metal fill in any metal or interconnect layer of IC die 104. Likewise,
any other wire, component, or metal fill that may be in any metal or interconnect
layer of IC die 104 is routed to not overlap the security-critical wire (or security-
critical wires) within the projection of IC porthole 110 perimeter. The end result is
that IC portholes 110 allow for or otherwise permit post-fabrication optical inspection
of the security-critical wires within IC portholes 110 due to the translucent nature of
the interlayer dielectric materials in IC die 104. As will be appreciated in light of this
disclosure, while a specific number of IC portholes are shown in Fig. 1 for illustration
purposes, the claimed invention is not limited to any particular number of IC
portholes. Rather, any appropriate number of IC portholes may be generated to
permit post-fabrication optical inspection of security-critical wires within the
projection of the respective perimeters of the generated IC portholes. Also, while
the IC portholes are shown as being generated towards the outskirts of the IC die
in Fig. 1 for illustration purposes, the placement or location of the IC portholes need
not be so limited. Indeed, in some embodiments, a security-critical wire may be
located towards the middle or center of the IC die and an IC porthole can be
generated in the vicinity of or around such security-critical wire, for instance. As will
be appreciated, numerous configurations can be implemented and the present
disclosure is not intended to be limited to any particular one.

[0041] Fig. 2 illustrates plan views of an example IC die having multiple trojan
rogue wire connections in multiple sections of the IC die, in accordance with an
embodiment of the present disclosure. As can be seen, an IC die 202 can be of a
security-critical IC and include a first section 204 and a second section 206. For
example, in the illustrated embodiment, first section 204 of IC die 202 may include
one or more security-critical wires, and IC die 202 may have been maliciously
modified during the fabrication process to include a trojan rogue wire connection to
the security-critical wire in first section 204. Similarly, second section 206 of IC die
202 may also include one or more security-critical wires, and IC die 202 may have
been maliciously modified during the fabrication process to include a trojan rogue
wire connection to the security-critical wire in second section 206. As can be seen

in the exploded view of first section 204, first section 204 includes an IC porthole
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210 that allows for post-fabrication optical inspection and detection of the trojan
rogue wire maliciously included in first section 204 of IC die 202. In contrast, as can
be seen in the exploded view of second section 206, the trojan rogue wire
maliciously included in a section 212 of second section 206 is not observable
through post-fabrication optical inspection because of the lack of an IC porthole.
That is, an IC porthole was not generated in or near section 212 of second section
206 during the design of IC die 202 and, as a result, an IC porthole is not present
for post-fabrication optical inspection and detection of the trojan rogue wire
maliciously included in second section 206 of IC die 202.

[0042] As can be seen, Fig. 2 also illustrates a plan view of a third section
208 of IC die 202 including multiple IC portholes having varying wire widths and
porthole widths, in accordance with an embodiment of the present disclosure. For
example, in some embodiments and as can be seen on the exploded view of third
section 208, the widths of the security-critical wires may be varied to allow for post-
fabrication optical inspection of the security-critical wires. In such embodiments,
varying the width of a security-critical wire may result in or otherwise cause a need
to appropriately vary the spacing surrounding the security-critical wire. For example,
increasing the width of a wire decreases resistance and allows the wire to carry
more current. When the spacing between the wider wire and an adjacent wire is not
sufficient (e.g., too small), cross-coupling capacitance is increased, which results in
an increase in cross-talk observed in the adjacent wire as a result of driving the
wider wire (e.g., main wide wire). To compensate, manufacturing design rules may
specify that spacing between adjacent wires increase when wire widths are
increased.

[0043] In some embodiments, the width of a security-critical wire may need
to be increased based on the capabilities of the available post-fabrication optical
die imaging techniques. As explained above, this may cause a need to increase the
spacing surrounding the security-critical wire. In an example implementation of the
IC porthole concept in an IC die of an open source OpenRISC processor OR1200,
the security-critical wire may be increased from a default width of 140 nanometers
(nm) to about 350 nm, and the spacing surrounding the security-critical wire may
be increased from about 160 nm to about 500 nm. As can be seen in the exploded

view of third section 208, the respective dimensions of the IC portholes can be
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based on the dimension of the security-critical wire included within the IC porthole.
For example, in the above example of the OpenRISC processor OR1200, the width
or smaller dimension of the rectangle-shaped IC porthole can be a minimum of
about 1.35 microns (i.e., 500nm + 500nm + 350nm). It will be appreciated that,
depending on the available process technology and optical imaging capabilities, a
designer can make the wire width and spacings as small or large as desired. It will
also be appreciated that reducing the wire and spacing widths, while still being able
to image the wires through the IC portholes, reduces the area overhead of including
IC portholes in an IC layout.

[0044] Fig. 3 graphically illustrates porthole scalability using a plot of process
technology vs. minimal metal pitch (MMP), in accordance with an embodiment of
the present disclosure. It will be appreciated that MMP shrinks with process
technology advancements. For example, and as can be seen in the plot of Fig. 3,
as the process technology advances from 130 nm to 10 nm technology, the MMP
shrinks from about 350 nm to in the range of about 36 nm to about 48 nm. The MMP
defines the distance between the centers of two adjacent wires on the lowest routing
layer for a given process technology. Namely, MMP = minimum wire width +
minimum wire spacing, where the minimum wire spacing is between two adjacent
IC wires. Note that at 10 to 14 nm. process nodes, the MMP is within the capabilities
of optical imaging techniques, as indicated by the dashed line in the plot of Fig. 3.
In some example cases, 50 nm feature resolution is possible with conventional
optical scanning objectives. Note that only optical feature detection, and not
resolution, is necessary to detect the presence of a rogue trojan wire within an IC
porthole.

[0045] Fig. 4 illustrates a perspective view of an example security-critical IC
having IC portholes provided therein, in accordance with an embodiment of the
present disclosure. For example, the security-critical IC may be an IC such as
security-critical IC 102 of Fig. 1.

[0046] Fig. 4A is an exploded perspective view of the security-critical IC of
Fig. 4, in accordance with an embodiment of the present disclosure. Specifically,
Fig. 4A shows a three-dimensional view of an integrated circuit structure of the
security-critical IC of Fig. 4. As can be seen, the structure includes two metal

structures or layers (404 and 406) in a vertically stacked arrangement above a
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device layer 402. For example, device layer 402 can include the circuit components
(e.g., placement of the digital logic gates), and metal layers 404 and 406 can include
the routing of the wires to connect the circuit components on the device layers, such
as device layer 402, for example. In this context, a metal layer may include any
signal layer that includes metal that may obstruct a security-critical wire from view
during post fabrication optical inspection. An interlayer dielectric structure or layer
separates each of the metal and device layers and can include the vias that are
used to connect wires on adjacent layers. As can be seen, an interlayer dielectric
layer 403 is formed above device layer 402 and separates device layer 402 and
metal layer 404, and an interlayer dielectric layer 405 is formed above metal layer
404 and separates metal layer 404 and metal layer 406. In addition, an interlayer
dielectric layer 407 is formed above metal layer 406. Although two distinct metal
structures or layers are shown, other embodiments may have fewer metal layers or
more metal layers, as will be appreciated.

[0047] As can be further seenin Fig. 4A, device layer 402 includes a security-
critical wire 408 (e.g., security-critical wire 408 is included in or otherwise disposed
on device layer 402). To allow for post-fabrication inspection of security-critical wire
408, an IC porthole is defined within the integrated circuit structure. In an
embodiment, the IC porthole has a perimeter that defines a shape, such as, by way
of example, circular, square, rectangular, oval, any regular geometric shape, or any
irregular geometric shape, such that, when the perimeter of the IC porthole is
projected onto a device layer, such as device layer 402, the projection of the IC
porthole perimeter includes at least a segment of security-critical wire 408. For
example, in one implementation, the IC porthole has a perimeter that defines a
substantially rectangular shape. The substantially rectangular shape may follow the
perimeter or outline of the segment of the security-critical wire being portholed. In
particular, an IC porthole having a perimeter that defines a shape is defined in each
of the device and metal layers such that, when the metal layers are stacked above
the device layer, the projection of the IC porthole perimeters in each of the layers
includes at least a segment the security-critical wire. In addition, the projections of
the defined IC porthole perimeters are aligned or substantially aligned on top of one

another when the metal layers are stacked above the device layer. Alignment of the
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projections of the IC porthole perimeters in the stacked layers allows for optical
viewing of the included security-critical wire through the aligned IC portholes.
[0048] For example and as can be seen in Fig. 4A, an IC porthole 410 is
defined in metal layer 404 to have a perimeter that defines a shape such that, when
the perimeter of IC porthole 410 is projected onto device layer 402, the projection
of IC porthole 410 perimeter includes at least a segment of security-critical wire 408.
Similarly, an IC porthole 412 is defined in metal layer 406 to have a perimeter that
defines a shape such that, when the perimeter of IC porthole 412 is projected onto
device layer 402, the projection of IC porthole 412 includes at least a segment of
security-critical wire 408. When metal layers 404 and 406 are stacked above device
layer 402, the projections of the respective perimeters of IC portholes 410 and 412
are aligned on top of one another as well as a projection of a perimeter of an IC
porthole (not shown) that is defined in device layer 402 to include at least a segment
of security-critical wire 408. In device layer 402, the segment of security-critical wire
408 within perimeter of the defined IC porthole (not shown) can be routed such that
security-critical wire 408 does not overlap any other wires, components, or metal
fill. In metal layer 404, any metal fill and wiring within the perimeter of IC porthole
410 is positioned and/or routed such that they do not overlap security-critical wire
408. Similarly, in metal layer 406, any metal fill and wiring within the perimeter of IC
porthole 412 is positioned and/or routed such that they do not overlap security-
critical wire 408. The alignment of the projections of the respective perimeters of IC
portholes 410 and 412 with the projection of the perimeter of the IC porthole (not
shown) defined in device layer 402 to include at least a segment of security-critical
wire 408 allows for post-fabrication optical inspection of security-critical wire 408
through IC portholes 410 and 412. Note that IC portholes need not be defined in
the interlayer dielectric layers because of the translucent nature of the interlayer
dielectric materials.

[0049] Also, as will be appreciated in light of this disclosure, additional IC
portholes may be defined within the integrated circuit structure. For example, and
as can be further seen in Fig. 4A, an IC porthole 414 is defined in metal layer 404
and an IC porthole 416 is defined in metal layer 406. IC portholes 414 and 416 have
a respective perimeter that defines a shape such that, when the perimeters of IC

portholes 414 and 416 are projected onto device layer 402, the projection of the
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respective perimeters of IC portholes 414 and 416 includes at least a segment of a
security-critical wire (not shown) in device layer 402. This security-critical wire may
be distinct from security-critical wire 408. When metal layers 404 and 406 are
stacked above device layer 402, the projections of the respective perimeters of IC
portholes 414 and 416 are aligned on top of one another such that optical viewing
of the segment of the security-critical wire within the projections of the respective
perimeters of IC portholes 414 and 416 is possible.

[0050] Fig. 5 is a cross-sectional view of the security-critical IC of Figs. 4 and
4A having portholes provided therein taken across line 5-5 of Fig. 4A, in accordance
with an embodiment of the present disclosure. Specifically, Fig. 5 shows the
integrated circuit structure of the security-critical IC of Figs. 4 and 4A taken across
line 5-5 of Fig. 4A. As can be seen, when metal layers 404 and 406 are stacked
above device layer 402, the projections of the respective perimeters of IC portholes
410 and 412 defined in respective metal layers 404 and 406 are aligned on top of
one another above at least a segment of security-critical wire 408. Alignment of IC
portholes 410 and 412 in a manner as to include at least a segment of security-
critical wire 408 allows for post-fabrication optical viewing and inspection of security-
critical wire 408 through IC portholes 410 and 412.

[0051] Fig. 6A is a flow diagram illustrating an example IC design process
600 for designing an IC, in accordance with an embodiment of the present
disclosure. The embodiments disclosed herein, including process 600 and a sub-
process 650 of Fig. 6B further described below, can be implemented using and/or
in various forms of hardware, software, firmware, and/or special purpose
processors. For example, in one embodiment, a non-transitory computer readable
medium has instructions encoded thereon that, when executed by one or more
processors, cause one or more of the IC design methodologies described herein to
be implemented. The instructions can be encoded using any suitable programming
language, such as C, C++, object-oriented C, JavaScript, Visual Basic .NET,
BASIC, or alternatively, using custom or proprietary instruction sets. Such
instructions can be provided in the form of one or more computer software
applications that are tangibly embodied on a memory device, and that can be
executed by a computer having any suitable architecture. In one embodiment, some

of the operations of process 600 and the operations of sub-process 650 of Fig. 6B
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can be implemented, for example, using and/or as part of a Computer Aided Design
(CAD) tool suitable for use in designing an IC. A computer system, such as a
workstation, desktop computer, server, laptop, handheld computer, tablet computer
(e.g., the IPad™ tablet computer), or other form of computing or
telecommunications device that is capable of communication and that has sufficient
processor power and memory capacity can then be used to execute the CAD tool
and/or perform the operations described in this disclosure.

[0052] As will be further appreciated in light of this disclosure, for this and
other processes and methods disclosed herein, the functions performed in the
processes and methods may be implemented in differing order. Additionally or
alternatively, two or more operations may be performed at the same time or
otherwise in an overlapping contemporaneous fashion. Furthermore, the outlined
actions and operations are only provided as examples, and some of the actions and
operations may be optional, combined into fewer actions and operations, or
expanded into additional actions and operations without detracting from the
essence of the disclosed embodiments.

[0053] With reference to process 600 of Fig. 6A, at operation 602, high-level
descriptions of an IC are written. In one example implementation, the high-level
description can be written using a suitable Hardware Description Language (HDL),
such as Verilog or Very High Speed Integrated Circuits HDL (VHDL), to name two
examples. Note that the written description is of an IC that is to be configured with
one or more IC portholes.

[0054] At operation 604, the high-level descriptions of the IC are synthesized
into a gate-level netlist. The netlist may include information regarding the electronic
components used in the IC, cells used, interconnections, area used, as well as other
details. The netlist may also include information regarding the constraints that are
applied to ensure that the design satisfies the desired performance specifications
(e.g., required functionality, speed, etc.). In the example implementation of the high-
level descriptions of the IC being written using HDL, the HDL code can be
‘compiled” into a gate-level netlist.

[0055] At operation 606, the gate-level netlist is placed-and-routed (PaR)
onto a physical layout, such as for example a physical geometric blueprint, of the

IC. In brief, the placement phase of PaR includes determining where to place all the
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electronic components, circuity, and logic elements in the layout, and the routing
phase of PaR includes determining the exact design of all the wires needed to
connect the placed components, circuitry, and logic elements. In one example
implementation, the layout of the IC can be encoded in a Graphics Database
System Il (GDSII) file. The PaR sub-process is further described below with respect
to Fig. 6B.

[0056] At operation 608, a semiconductor device fabrication is performed to
create an IC die based on the layout of the IC (e.g., the layout encoded in a GDSII
file).

[0057] At operation 610, the fabricated IC die is packaged or otherwise
encapsulated in a supporting case that prevents physical damage and corrosion.
The supporting case, which is also known as a “package”, supports the electrical
contacts which connect the device to a circuit board.

[0058] Fig. 6B is a flow diagram illustrating an example place-and-route
(PaR) sub-process 650 of IC design process 600 of Fig. 6A, in accordance with an
embodiment of the present disclosure. In brief, process 650 includes converting the
circuit representations of the IC components (e.g., electronic components, circuitry,
interconnects, etc.) into geometric representations (i.e., IC layout) of shapes which,
when manufactured in the corresponding layers of materials, ensure the functioning
of the components.

[0059] With reference to process 650, at operation 652, floor planning is
performed to create a schematic representation of the tentative placement of the
major functional blocks of the IC. For example, an IC floor plan may be generated
that includes a core area and an input/output (I/0) pad ring surrounding the chip
core area. The core area may include a placement grid, and circuit components
may be placed and routed within the placement grid. Power and ground trees may
be routed to provide power and/or ground rails to placement sites in the core area.
The placement and routing may be optimized to adhere to design and performance
objectives.

[0060] At operation 654, security-critical placement is performed to place the
security-critical components (e.g., devices and/or standard cells connected to
security-critical wires) on the placement grid. In an embodiment, the security-critical

components may be placed within the placement grid in a manner that reduces and,
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in some cases, minimizes, routing wire lengths and power consumption, and
increases performance.

[0061] At operation 656, security-critical routing is performed to connect the
security-critical components. At operation 658, IC porthole(s) placement is
performed. In an embodiment, IC porthole(s) placement may include placement of
device placement blockage constraints (e.g., “keep-out” zones) on the device layer
and routing blockage constraints (e.g., “keep-out” zones) on the routing metal layers
above and below the segments of the security-critical wires and components that
are being portholed. The security-critical wires and components may be marked or
otherwise identified (e.g., marked as “fixed”) to prevent movement of the security-
critical wires and components during subsequent place and route operations.
[0062] At operation 660, remaining placement is performed to place the
remaining non-security-critical cells (e.g., standard cells such as logic gates) within
the core area. In an embodiment, the non-security-critical standard cells may be
placed within the placement grid in a manner that reduces and, in some cases,
minimizes, routing wire lengths and power consumption, and increases
performance.

[0063] At operation 662, clock tree synthesis is performed to route and
connect the clock tree to all sequential components in the IC design. Clock tree
synthesis may include generating a balanced clock tree in such a manner as to, for
example, reduce the skew and latency, maintain symmetrical clock tree structure
and to cover the necessary components (e.g., devices that require clocks, such as
flip-flops) in the design.

[0064] At operation 664, remaining routing is performed to connect the non-
security-critical components. For example, wires may be routed between the
standard cells.

[0065] At operation 666, the remaining (e.g., empty) placement sites may be
filled with filler capacitor cells to achieve device uniformity. This may improve
manufacturability and provide distributed decoupling capacitors to improve
switching performance. Timing, design rules, and other verification tests may be run
to ensure the IC device functions properly under the desired performance and

operating margins.
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[0066] Fig. 7 illustrates selected components of an example computing
device 700 that may be used to perform any of the techniques as variously
described in the present disclosure, in accordance with an embodiment of the
present disclosure. In some embodiments, computing device 700 may be
configured to implement or direct one or more operations associated with some or
all of the components and/or modules of a CAD tool suitable or otherwise configured
to perform IC design process 600. For example, such CAD tools may be
implemented in and/or using computing device 700. In one example case, for
instance, such CAD tools may be stored on a data store 708, loaded in memory
706, and executable by a processor 702.

[0067] In some embodiments, computing device 700 may be any computer
system, such as a workstation, desktop computer, server, laptop, handheld
computer, tablet computer (e.g., the iPad™ tablet computer), mobile computing or
communication device (e.g., the iPhone™ mobile communication device, the
Android™ mobile communication device, and the like), or other form of computing
or telecommunications device that is capable of communication and that has
sufficient processor power and memory capacity to perform the operations
described in this disclosure. In some embodiments, a distributed computational
system may be provided comprising multiple of such computing devices. As shown
in Fig. 7, computing device 700 includes processor 702, a communication module
704, memory 706, and data store 708. Processor 702, communication module 704,
memory 706, and data store 708 may be communicatively coupled. In various
embodiments, additional components (not illustrated, such as a display,
communication interface, input/output interface, etc.) or a subset of the illustrated
components can be employed without deviating from the scope of the present
disclosure.

[0068] Processor 702 may be designed to control the operations of the
various other components of computing device 700. Processor 702 may include
any processing unit suitable for use in computing device 700, such as a single core
or multi-core processor. In general, processor 702 may include any suitable special-
purpose or general-purpose computer, computing entity, or computing or
processing device including various computer hardware, or firmware, and may be

configured to execute instructions, such as program instructions, stored on any
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applicable computer-readable storage media. For example, processor 702 may
include a microprocessor, a central processing unit (CPU), a microcontroller, a
digital signal processor (DSP), an application-specific integrated circuit (ASIC), a
Field-Programmable Gate Array (FPGA), Complex Instruction Set Computer
(CISC), Reduced Instruction Set Computer (RISC), multi core, or any other digital
or analog circuitry configured to interpret and/or to execute program instructions
and/or to process data, whether loaded from memory or implemented directly in
hardware. Although illustrated as a single processor in Fig. 7, processor 702 may
include any number of processors and/or processor cores configured to, individually
or collectively, perform or direct performance of any number of operations described
in the present disclosure.

[0069] In some embodiments, processor 702 may be configured to interpret
and/or execute program instructions and/or process data stored in memory 706,
data store 708, or memory 706 and data store 708. In some embodiments,
processor 702 may fetch program instructions from data store 708 and load the
program instructions in memory 706. After the program instructions are loaded into
memory 706, processor 702 may execute the program instructions.

[0070] For example, in some embodiments, any one or more of the
components and/or modules of the CAD tool suitable or otherwise configured to
perform IC design process 600 or any of the other embodiments and/or examples
described herein may be included in data store 708 as program instructions 710.
For example, in such embodiments, program instructions 710 cause computing
device 700 to implement functionality in accordance with the various embodiments
and/or examples described herein. Processor 702 may fetch some or all of program
instructions 710 from data store 708 and may load the fetched program instructions
710 in memory 706. Subsequent to loading the fetched program instructions 710
into memory 708, processor 702 may execute program instructions 710 such that
the CAD tool runs on computing device 700 as variously described herein.

[0071] In some embodiments, virtualization may be employed in computing
device 700 so that infrastructure and resources in computing device 700 may be
shared dynamically. For example, a virtual machine may be provided to handle a

process running on multiple processors so that the process appears to be using
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only one computing resource rather than multiple computing resources. Multiple
virtual machines may also be used with one processor.

[0072] Communication module 704 can be any appropriate network chip or
chipset which allows for wired or wireless communication via a network, such as,
by way of example, a local area network (e.g., a home-based or office network), a
wide area network (e.g., the Internet), a peer-to-peer network (e.g., a Bluetooth
connection), or a combination of such networks, whether public, private, or both.
Communication module 704 can also be configured to provide intra-device
communications via a bus or an interconnect.

[0073] Memory 706 may include computer-readable storage media
configured for carrying or having computer-executable instructions or data
structures stored thereon. Such computer-readable storage media may include any
available media that may be accessed by a general-purpose or special-purpose
computer, such as processor 702. By way of example, and not limitation, such
computer-readable storage media may include non-transitory computer-readable
storage media including Random Access Memory (RAM), Dynamic Random
Access Memory (DRAM), Synchronized Dynamic Random Access Memory
(SDRAM), Static Random Access Memory (SRAM), non-volatile memory (NVM), or
any other suitable storage medium which may be used to carry or store particular
program code in the form of computer-executable instructions or data structures
and which may be accessed by a general-purpose or special-purpose computer.
Combinations of the above may also be included within the scope of computer-
readable storage media.

[0074] Data store 708 may include any type of computer-readable storage
media configured for short-term or long-term storage of data. By way of example,
and not limitation, such computer-readable storage media may include a hard drive,
solid-state drive, Read-Only Memory (ROM), Electrically Erasable Programmable
Read-Only Memory (EEPROM), Compact Disc Read-Only Memory (CD-ROM) or
other optical disk storage, magnetic disk storage or other magnetic storage devices,
flash memory devices (e.g., solid state memory devices), non-volatile memory
(NVM), or any other storage medium, including those provided above in conjunction
with memory 706, which may be used to carry or store particular program code in

the form of computer-readable and computer-executable instructions, software or
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data structures for implementing the various embodiments as disclosed herein and
which may be accessed by a general-purpose or special-purpose computer.
Combinations of the above may also be included within the scope of computer-
readable storage media. Computer-executable instructions may include, for
example, instructions and data configured to cause processor 702 to perform a
certain operation or group of operations. Data store 708 may be provided on
computing device 700 or provided separately or remotely from computing device
700.

[0075] The following examples pertain to further embodiments, from which
numerous permutations and configurations will be apparent.

[0076] Example 1 includes an integrated circuit structure including: a device
layer including a security-critical wire; and a metal layer disposed over the device
layer, the metal layer including at least one wire and an IC porthole, the IC porthole
having a perimeter that defines a shape such that when the perimeter of the IC
porthole is projected onto the device layer, the projection of the IC porthole
perimeter includes at least a segment of the security-critical wire, wherein the at
least one wire in the metal layer does not overlap the security-critical wire within the
projection of the IC porthole perimeter to thereby allow post-fabrication optical
inspection of the security-critical wire through the IC porthole.

[0077] Example 2 includes the subject matter of Example 1, wherein the
security-critical wire is a first security-critical wire, the IC porthole is a first IC
porthole, and further including a second security-critical wire disposed on the device
layer; and a second IC porthole defined in the metal layer, the second IC porthole
having a perimeter that defines a shape such that when the perimeter of the second
IC porthole is projected onto the device layer, the projection of the second IC
porthole perimeter includes at least a segment of the second security-critical wire,
wherein the at least one wire in the metal layer does not overlap the second
security-critical wire within the projection of the second IC porthole perimeter to
thereby allow post-fabrication optical inspection of the second security-critical wire
through the second IC porthole.

[0078] Example 3 includes the subject matter of any of Examples 1 and 2,
wherein the metal layer is a first metal layer, the at least one wire is a first wire, the

IC porthole is a first IC porthole, and further including a second metal layer disposed
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over the device layer, the second metal layer including at least one second wire and
a second IC porthole, the second IC porthole having a perimeter that defines a
shape such that when the perimeter of the second IC porthole is projected onto the
device layer, the projection of the second IC porthole perimeter includes at least a
segment of the security-critical wire, wherein the at least one second wire in the
second metal layer does not overlap the security-critical wire within the projection
of the second IC porthole perimeter to thereby allow post-fabrication optical
inspection of the security-critical wire through the first and second IC portholes.
[0079] Example 4 includes the subject matter of Example 3, wherein the
second IC porthole is aligned on top of the first IC porthole.

[0080] Example 5 includes the subject matter of any of Examples 1 through
4, wherein the security-critical wire within the projection of the IC porthole perimeter
is of an increased width to thereby allow post-fabrication optical inspection of the
security-critical wire through the IC porthole.

[0081] Example 6 includes the subject matter of any of Examples 1 through
5, wherein spacing around the security-critical wire within the projection of the IC
porthole perimeter is increased to thereby allow post-fabrication optical inspection
of the security-critical wire through the IC porthole.

[0082] Example 7 includes the subject matter of any of Examples 1 through
6, wherein the IC porthole perimeter is defined to include the security-critical wire.
[0083] Example 8 includes the subject matter of any of Examples 1 through
7, wherein the metal layer includes a metal fill, and further wherein the metal fill
does not overlap the security-critical wire within the projection of the IC porthole
perimeter to thereby allow post-fabrication optical inspection of the security-critical
wire through the IC porthole.

[0084] Example 9 includes the subject matter of any of Examples 1 through
8, wherein the post-fabrication optical inspection is non-destructive.

[0085] Example 10 includes a method for forming an integrated circuit (IC)
structure, the method including: providing a device layer including a security-critical
wire; and forming a metal layer over the device layer, the metal layer including at
least one wire and an IC porthole, the IC porthole having a perimeter that defines a
shape such that when the perimeter of the IC porthole is projected onto the device

layer, the projection of the IC porthole perimeter includes at least a segment of the
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security-critical wire, wherein the at least one wire in the metal layer does not
overlap the security-critical wire within the projection of the IC porthole perimeter to
thereby allow post-fabrication optical inspection of the security-critical wire through
the IC porthole.

[0086] Example 11 includes the subject matter of Example 10, wherein the
security-critical wire is a first security-critical wire, the IC porthole is a first IC
porthole, and the method further including: providing a second security-critical wire
disposed on the device layer; and defining a second IC porthole in the metal layer,
the second IC porthole having a perimeter that defines a shape such that when the
perimeter of the second IC porthole is projected onto the device layer, the projection
of the second IC porthole perimeter includes at least a segment of the second
security-critical wire, wherein the at least one wire in the metal layer does not
overlap the second security-critical wire within the projection of the second IC
porthole perimeter to thereby allow post-fabrication optical inspection of the second
security-critical wire through the second IC porthole.

[0087] Example 12 includes the subject matter of any of Examples 10 and
11, wherein the metal layer is a first metal layer, the at least one wire is a first wire,
the IC porthole is a first IC porthole, and the method further including disposing
second metal layer over the device layer, the second metal layer including at least
one second wire and a second IC porthole, the second IC porthole having a
perimeter that defines a shape such that when the perimeter of the second IC
porthole is projected onto the device layer, the projection of the second IC porthole
perimeter includes at least a segment of the security-critical wire, wherein the at
least one second wire in the second metal layer does not overlap the security-critical
wire within the projection of the second IC porthole perimeter to thereby allow post-
fabrication optical inspection of the security-critical wire through the first and second
IC portholes.

[0088] Example 13 includes the subject matter of Example 12, wherein the
second IC porthole is aligned on top of the first IC porthole.

[0089] Example 14 includes the subject matter of any of Examples 10
through 13, wherein the security-critical wire within the projection of the IC porthole
perimeter is of an increased width to thereby allow post-fabrication optical

inspection of the security-critical wire through the IC porthole.
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[0090] Example 15 includes the subject matter of any of Examples 10
through 14, wherein spacing around the security-critical wire within the projection
of the IC porthole perimeter is increased to thereby allow post-fabrication optical
inspection of the security-critical wire through the IC porthole.

[0091] Example 16 includes the subject matter of any of Examples 10
through 15, wherein the IC porthole is defined to include the security-critical wire.
[0092] Example 17 includes the subject matter of any of Examples 10
through 16, wherein the metal layer includes a metal fill, and further wherein the
metal fill does not overlap the security-critical wire within the projection of the IC
porthole perimeter to thereby allow post-fabrication optical inspection of the
security-critical wire through the IC porthole.

[0093] Example 18 includes the subject matter of any of Examples 10
through 17, wherein the post-fabrication optical inspection is non-destructive.
[0094] Example 19 includes an integrated circuit (IC) structure including: a
device layer including a security-critical wire; and one or more metal and interlayer
dielectric layers disposed over the device layer, each metal layer including at least
one wire and an IC porthole, the IC porthole in each metal layer having a perimeter
that defines a shape such that when the perimeter of the IC porthole is projected
onto the device layer, the projection of the IC porthole perimeter includes a segment
of the security-critical wire, wherein the at least one wire in each metal layer does
not overlap the security-critical wire within the projection of the IC porthole perimeter
defined in each metal layer to thereby allow post-fabrication optical inspection of
the security-critical wire through the IC porthole defined in each metal layer.

[0095] Example 20 includes the subject matter of Example 19, wherein the
security-critical wire is a first security-critical wire, the IC porthole in each metal layer
is a first IC porthole, and further including: a second security-critical wire disposed
on the device layer; and a second IC porthole defined in each metal layer, the
second IC porthole in each metal layer having a perimeter that defines a shape
such that when the perimeter of the second IC porthole is projected onto the device
layer, the projection of the second IC porthole perimeter includes at least a segment
of the second security-critical wire, wherein the at least one wire in each metal layer
does not overlap the second security-critical wire within the projection of the second

IC porthole perimeter defined in each metal layer to thereby allow post-fabrication
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optical inspection of the second security-critical wire through the second IC porthole
defined in each metal layer.

[0096] Example 21 includes the subject matter of any of Examples 19 and
20, wherein the security-critical wire is routed such that, within the projection of the
IC porthole perimeter, the security-critical wire does not overlap any other wires,
components, or metal fill in the IC structure.

[0097] Example 22 includes the subject matter of any of Examples 19
through 21, wherein the security-critical wire within the projection of the IC porthole
perimeter is of an increased width to thereby allow post-fabrication optical
inspection of the security-critical wire through the IC porthole.

[0098] Example 23 includes the subject matter of any of Examples 19
through 22, wherein spacing around the security-critical wire within the projection
of the IC porthole perimeter is increased to thereby allow non-destructive post-
fabrication optical inspection of the security-critical wire through the IC porthole.
[0099] Example 24 includes the subject matter of any of Examples 19
through 23, wherein the projection of the IC porthole perimeters in each metal layer
is defined to include a segment of the security-critical wire.

[00100] Terms used in the present disclosure and in the appended claims
(e.g., bodies of the appended claims) are generally intended as “open” terms (e.g.,
the term “including” should be interpreted as “including, but not limited to,” the term
‘having” should be interpreted as “having at least,” the term “includes” should be
interpreted as “includes, but is not limited to,” etc.).

[00101] Additionally, if a specific number of an introduced claim recitation is
intended, such an intent will be explicitly recited in the claim, and in the absence of
such recitation no such intent is present. For example, as an aid to understanding,
the following appended claims may contain usage of the introductory phrases "at
least one" and "one or more" to introduce claim recitations. However, the use of
such phrases should not be construed to imply that the introduction of a claim
recitation by the indefinite articles "a" or "an" limits any particular claim containing
such introduced claim recitation to embodiments containing only one such
recitation, even when the same claim includes the introductory phrases "one or

[{Pe )

more" or "at least one" and indefinite articles such as "a" or "an" (e.g., “a” and/or
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“an” should be interpreted to mean “at least one” or “one or more”); the same holds
true for the use of definite articles used to introduce claim recitations.

[00102] In addition, even if a specific number of an introduced claim recitation
is explicitly recited, such recitation should be interpreted to mean at least the recited
number (e.g., the bare recitation of "two widgets," without other modifiers, means
at least two widgets, or two or more widgets). Furthermore, in those instances
where a convention analogous to “at least one of A, B, and C, etc.” or “one or more
of A, B, and C, etc.” is used, in general such a construction is intended to include A
alone, B alone, C alone, A and B together, A and C together, B and C together, or
A, B, and C together, etc.

[00103] All examples and conditional language recited in the present
disclosure are intended for pedagogical examples to aid the reader in
understanding the present disclosure, and are to be construed as being without
limitation to such specifically recited examples and conditions. Although example
embodiments of the present disclosure have been described in detail, various
changes, substitutions, and alterations could be made hereto without departing
from the spirit and scope of the present disclosure. Accordingly, it is intended that
the scope of the present disclosure be limited not by this detailed description, but

rather by the claims appended hereto.
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CLAIMS

What is claimed is:

1.

An integrated circuit (IC) structure, comprising:

a device layer including a security-critical wire; and

a metal layer disposed over the device layer, the metal layer including at

2

least one wire and an IC porthole, the IC porthole having a perimeter
that defines a shape such that when the perimeter of the IC porthole
is projected onto the device layer, the projection of the IC porthole
perimeter includes at least a segment of the security-critical wire,
wherein the at least one wire in the metal layer does not overlap the
security-critical wire within the projection of the IC porthole perimeter
to thereby allow post-fabrication optical inspection of the security-

critical wire through the IC porthole.

The IC structure of claim 1, wherein the security-critical wire is a first

security-critical wire, the IC porthole is a first IC porthole, and further comprising:

a second security-critical wire disposed on the device layer; and

a second IC porthole defined in the metal layer, the second IC porthole

3.

having a perimeter that defines a shape such that when the perimeter
of the second IC porthole is projected onto the device layer, the
projection of the second IC porthole perimeter includes at least a
segment of the second security-critical wire, wherein the at least one
wire in the metal layer does not overlap the second security-critical
wire within the projection of the second IC porthole perimeter to
thereby allow post-fabrication optical inspection of the second

security-critical wire through the second IC porthole.

The IC structure of claim 1, wherein the metal layer is a first metal

layer, the at least one wire is a first wire, the IC porthole is a first IC porthole, and

further comprising:

a second metal layer disposed over the device layer, the second metal layer

including at least one second wire and a second IC porthole, the

second IC porthole having a perimeter that defines a shape such that
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when the perimeter of the second IC porthole is projected onto the
device layer, the projection of the second IC porthole perimeter
includes at least a segment of the security-critical wire, wherein the at
least one second wire in the second metal layer does not overlap the
security-critical wire within the projection of the second IC porthole
perimeter to thereby allow post-fabrication optical inspection of the

security-critical wire through the first and second IC portholes.

4. The IC structure of claim 3, wherein the second IC porthole is aligned

on top of the first IC porthole.

5. The IC structure of claim 1, wherein the security-critical wire within the
projection of the IC porthole perimeter is of an increased width to thereby allow
post-fabrication optical inspection of the security-critical wire through the IC

porthole.

6. The IC structure of claim 1, wherein spacing around the security-
critical wire within the projection of the IC porthole perimeter is increased to thereby
allow post-fabrication optical inspection of the security-critical wire through the IC

porthole.

7. The IC structure of claim 1, wherein the IC porthole perimeter is

defined to include the security-critical wire.

8. The IC structure of claim 1, wherein the metal layer includes a metal
fill, and further wherein the metal fill does not overlap the security-critical wire within
the projection of the IC porthole perimeter to thereby allow post-fabrication optical

inspection of the security-critical wire through the IC porthole.

9. A method for forming an integrated circuit (IC) structure, the method
comprising:
providing a device layer including a security-critical wire; and

forming a metal layer over the device layer, the metal layer including at least
one wire and an IC porthole, the IC porthole having a perimeter that

defines a shape such that when the perimeter of the IC porthole is
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10.

projected onto the device layer, the projection of the IC porthole
perimeter includes at least a segment of the security-critical wire,
wherein the at least one wire in the metal layer does not overlap the
security-critical wire within the projection of the IC porthole perimeter
to thereby allow post-fabrication optical inspection of the security-

critical wire through the IC porthole.

The method of claim 9, wherein the security-critical wire is a first

security-critical wire, the IC porthole is a first IC porthole, and the method further

comprising:

providing a second security-critical wire disposed on the device layer; and

defining a second IC porthole in the metal layer, the second IC porthole

11.

having a perimeter that defines a shape such that when the perimeter
of the second IC porthole is projected onto the device layer, the
projection of the second IC porthole perimeter includes at least a
segment of the second security-critical wire, wherein the at least one
wire in the metal layer does not overlap the second security-critical
wire within the projection of the second IC porthole perimeter to
thereby allow post-fabrication optical inspection of the second

security-critical wire through the second IC porthole.

The method of claim 9, wherein the metal layer is a first metal layer,

the at least one wire is a first wire, the IC porthole is a first IC porthole, and the

method further comprising:

disposing second metal layer over the device layer, the second metal layer

including at least one second wire and a second IC porthole, the
second IC porthole having a perimeter that defines a shape such that
when the perimeter of the second IC porthole is projected onto the
device layer, the projection of the second IC porthole perimeter
includes at least a segment of the security-critical wire, wherein the at
least one second wire in the second metal layer does not overlap the
security-critical wire within the projection of the second IC porthole
perimeter to thereby allow post-fabrication optical inspection of the

security-critical wire through the first and second IC portholes.
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12.  The method of claim 11, wherein the second IC porthole is aligned on

top of the first IC porthole.

13. The method of claim 9, wherein the security-critical wire within the
projection of the IC porthole perimeter is of an increased width to thereby allow
post-fabrication optical inspection of the security-critical wire through the IC

porthole.

14. The method of claim 9, wherein spacing around the security-critical
wire within the projection of the IC porthole perimeter is increased to thereby allow
post-fabrication optical inspection of the security-critical wire through the IC

porthole.

15.  The method of claim 9, wherein the IC porthole perimeter is defined

to include the security-critical wire.

16. The method of claim 9, wherein the metal layer includes a metal fill,
and further wherein the metal fill does not overlap the security-critical wire within
the projection of the IC porthole perimeter to thereby allow post-fabrication optical

inspection of the security-critical wire through the IC porthole.

17.  Anintegrated circuit (IC) structure, comprising:
a device layer including a security-critical wire; and

one or more metal and interlayer dielectric layers disposed over the device
layer, each metal layer including at least one wire and an IC porthole,
the IC porthole in each metal layer having a perimeter that defines a
shape such that when the perimeter of the IC porthole is projected
onto the device layer, the projection of the IC porthole perimeter
includes a segment of the security-critical wire, wherein the at least
one wire in each metal layer does not overlap the security-critical wire
within the projection of the IC porthole perimeter defined in each metal
layer to thereby allow post-fabrication optical inspection of the
security-critical wire through the IC porthole defined in each metal

layer.
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18.  The IC structure of claim 17, wherein the security-critical wire is a first
security-critical wire, the IC porthole in each metal layer is a first IC porthole, and

further comprising:
a second security-critical wire disposed on the device layer; and

a second IC porthole defined in each metal layer, the second IC porthole in
each metal layer having a perimeter that defines a shape such that
when the perimeter of the second IC porthole is projected onto the
device layer, the projection of the second IC porthole perimeter
includes at least a segment of the second security-critical wire,
wherein the at least one wire in each metal layer does not overlap the
second security-critical wire within the projection of the second IC
porthole perimeter defined in each metal layer to thereby allow post-
fabrication optical inspection of the second security-critical wire

through the second IC porthole defined in each metal layer.

19.  The IC structure of claim 17, wherein the security-critical wire is routed
such that, within the projection of the IC porthole perimeter, the security-critical wire

does not overlap any other wires, components, or metal fill in the IC structure.

20. The IC structure of claim 17, wherein the security-critical wire within
the projection of the IC porthole perimeter is of an increased width to thereby allow
post-fabrication optical inspection of the security-critical wire through the IC

porthole.
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