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SECURE DATA MANAGEMENT FOR A NETWORK OF NODES

CROSS REFERENCE TO HELATED APPLICATIONS
0601]  This application claims priority to U3, Patent Application No. 15/888,450,

filsd April 30, 2018, the disclosure of which is hereby incorporated by reference.

FIELD
{00021 Embodiments of the present disclosurs relate to providing secure dala
managemant for a network of nodes using access permissions based on the

network.

BACKGROUND

{00031 Inrecent yvears, social networks have demonstrated the ussfulness of
connectivity, Large networks of connected nodes can allow participating entities to
wentify new opportunities, whether those are new friendships, business contacts, or
other usefyl connections. These nelworks also have the potential o unearth latent
synargies between groups of connacted nodes. MHowever, the benefits of connected
nodes are not without risk. Large nelworks, such as social networks, have been
plagued with issues related o data privacy, identity management, and other dala
sharing concerns. in addition, due o the dynamic nature of the connectivity,
performing data anaivtics on the connected nodes can present unigus computing

challenges.

SUMMARY

{0004] Embodiments of the present disclosure are directed to systems and
methods for providing secure data management for a network of nodes that
substantially improve upon the related art

{00051 A network with a plurality of connscied nodes can be stored, the nodes
representing entities of the network, A request can be received from a first node of
the network 1o retrieve data about a second node of the network. A guery can be

generated 1o relrieve the reqguested data. The query can be filtered based on
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permissions for the first node stored at a trusted siore. The fields from the resulis of
the tiltered query can be redacied based on the permissions for the first node. And
the redacted results can be provided 1o the first node.

0008]  Features and sdvamntages of the embodiments are sef forth in the
description which foliows, or will e apparent from the description, or may be leamesd

by practice of the disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

0007Y  Further smbodiments, detalls, advantages, and modifications will become
apparent from the following detalled description of the preferred embodiments, which
1S 1o be taken in conjunction with the accompanying drawings.

0008]  Fig. 1 illustrates a systermn for managing data processing for a network of
nodes according to an example embodiment.

{0008]  Fig. 2 illusirales a block diagram of a computing device operatively
coupled to a network data managemaent system aocording o an sxampie
ernpodiment.

0810] kg, 3 ilustrates a functional diagram for managing data processing fora
network of nodes according 1o an example embodiment,

B011] Fig. 4 illustrates a graph that represenis a network of nodes according to
an example embodiment.

{0012 Fig §illustrates relational data tables for network data processing
ageeording 1o an example embodiment,

0813]  Fig. 8 lllustrates a flow diagram for delta processing for a network of nodes
according to an example embodiment.

{00141 Fig. 7 lustrates a functional diagram for secure management of data
orocessing for 3 network of nodes according 1o an example embodiment.

0015] Fig. 8 illustrates an exampls graphical user interface for configuring a view
ot a network of nodes according to an example embodiment.

{0018]  Fig. 9illusirales a ple chart view of network dala according to an example
empodiment.

0817 Fig 10 Hustrates a table view of network data according 1o an sxample

ambodiment,



WO 2019/212852 PCT/US2019/029098

0818]  Fig. 11 Hustrates a network graph view of network dala according to an
example ambodimeant,

0018]  Fig. 12 Hlustrates a world view of a supply chain according o an exampie
smbodimsant.

00281 Fig 13 dustrates another world view of a supply chaln data according to
an example embodiment.

0021]  Fig. 14 lllustrates another world view of a supply chain according o an
example embodimeant,

0622 Fig. 15 lHustrates an example method for managing a network of nodes
with deita processing according 1o an example embodiment,

{0623] Fig. 18 dlustrates an example method for providing secure daia

management for a network of nodes aecording to an example embodiment.

DETAILED DESCRIPTION:

{0824] Embodiments manage data processing for a network of nodes. An
exampie network can include & pluralily of nodes with & pluralily of connections
among the nodes. In some embediments, the network can be a social network with
various degrees of information sharing. At times, new connections can be generated
petween two previcusly unconnscled nodes or 3 connsclion can be seversd
Detwaen previously connected nodes.  One or more paths can be identified based
on the current contiguration {2.q., current connections among the nodes) of the
network., For exampie, a path can start at g first node and progress through second,
third, ard fourth nodes befors terminating at a fifth node. Such an identified path can
be uselul for identitying patterns, trends, or risks, pertorming predictions, or for other
analytical purposes {i.e., depending on the nodes within the network and the specific
implemeniation).

0025] Howsever, the dynamic nature of these networks brings about risks and
computing challenges. For example, social networks are often changing, building
new nodes connections and tearing down old ones. Thus, path identification among
the nodes can pe computationally cumbersome. As further detailed herein,
ernbodiments leverage drip fed delta processing {0 manage the network that

achisves compulational efticiency while maintaining dynamic update functionality.
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0628] In addition, information sharing can be challenging in a network that
ncludes confidential or otherwise sensitive information. In some embodiments, node
cormections can be further defined {(e.g., supplier, customaer, potential supplier,
potential customer, social connection, and the kike) to characlerize the relationship
petween nodes. in these examples, the information shared by a given node in the
natwork can be tailored based on connection type, distance from the given node in
the network, and custom preferences for the given node. Embodiments include
security protocols o ensure user specific data retrieval according to these
information sharing policies.

00271 In some embodiments, the nodes in the network can represent suppliers,
iermediaries, and/or customers in a supply chain. For example, connections
petween nodes can represent various relationships between these entities. A path
can represent an exiendad relationship between multiple entities. For example, a
path of multiple nodes connecied by supplisr/customer relationships can represent a
supnly chain for a good or product.

0828] Such a network can alse be referred (o as a graph based on the
cornections between the nodes. Traversing this graph may be uselud, for example,
to identify the links in a supply chain, potential links that can be used to adjust a
supply chain, risks 1o a supply chain {&.9., geographical risks, poiitical risks, weathsr
risks, and the like}, and {for other uselul purpeses. However, traversing a graph that
represents a network of nodes can pose spacific computational challenges dus o
the dynamic naturs of some of these networks {e.g., social networks), such as the
frequent changes among the connections belween nodes.

00281 Embodiments implement a pre-compuite selytion and a drip-fad delta that
aggregates change records in a gqueue. Upon updatling data in the network based on
a gueusd change record {e.g., a drip}, the graph can be processed 1o generals a
plurality of direct access vectors for the nodes of the graph. Embodimentis include
maintaining a version of pre-computed network data that can efticiently retrieve data
related to graph fraversal. For example, the direct access vecior of g given node
indicates one or more potential paths that include the given node. In some
ernbodiments, the graph processing/pre-compute solution can include determining &

transitive closure.
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003081 The pre-compute solution and/or generated direct access vectors can then
be used o efficiently traverse the graph. For example, in the described supply chain
smbodiment, one or more paihs can be identified for a given node based on the
node’s direct access vector, where the paths can be a supply chain, potential supply
chain, or some other refgtionship among customers and supplisrs. In various
embodiments, the drip fed deita and pre-compuie solution maintains 4 graph {8.g.,
social network) that is readily available for efficient traversal,

0631] In some embodiments, entities of the network {e.g., nodes) can have
authorized users that inferact with the system. For example, authorized users can
adit a profile for the entity, send messages (0 other entities of the network, aller
relationships with other entities, retrieve daia related i the entilies of the network,
perform a network analysis, and other suilable functions. However, in some
embodiments, confidential or sensitive information for one or more entities may be
stored {8.¢., in a data store) in association with the network, For example, in a sogial
network, the system may store sensitive information for a first entity that can be
shared with a subset of other entifies, but cannot be shared with the remaining
ertiies. In other examples, the sensitive information may be marked private, and
thus may not be shared with any other entities of the social network,

06321 In some embodiments, the system can provide secure daia retrieval for
entities of the network. For example, a security sub-systam can maintain one or
more parmissions for authorized usars that determines what information the users
can retrieve. Based on the security sub-sysiem, g data retrieval request can be
filtered to ensure the authorized user is only provided with information according to
the established permissions. For example, relational filtering can be used {o filter
generated queries according to the permissions prior to performing a search on the
dala store. In another sxample, data redaction can be performead on the dala
retrisved by a query according 1o the permissions 1o redact data prior to providing it
o the authorized user. The securily sub-system, relational filtering, and data
redaction can be used 10 ensure securg data management of sensitive or
confidential data for entities of the network,

0833] Inanimplementation where the nodes in the network represent suppliers,
imtermediaries, and/or customers in & supply chain, the secure data management

can be used to provide supply chain information {0 entities of the network. For
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example, permissions al the security sub-system can be set based on paths of the
nodes in the graph that represents the network. Since a path reprasents a supply
chain, entities on a given path can be given permission o retrieve relevant data for
the supply chain and analyze the results. Embodiments display graphical user
interfaces with supply chain information based on & traversed graph and secured
data retrieved. These graphical user interfaces can pe uselul for identifving risks 1o
a supply chain, analyzing the efficiency of a supply chain, and for other purposes,
00341 Currently, the retall supply chain market is made up of millions of
companies from field to fork, Often, these different companies operate different
systems and practices for managing product development, sowrging, compliance,
order, shipment, qualily control, inverdory, forecasting, replenishiment, and the like.
The industry often falls to achisve raceability due o the complaxity, adoption and
compatence of thelr entire supply chains and this vast array of desperate systems
{especially for cerlain perishable goods, such as food, or other goods that impaat
health). Integration and APPs are limiled in reach and have created hundreds of
silos. A new wave of ransparency solutions and trading networks are simply adding
further silos as they competle 1o own supply chain communities,

{0835] EBmbodiments provide a platform that allows a variety of systems, micro
applications, internet of Things (Mo7”) and smart devicss {conirolied by regisiration
through an app store principle) to exchange common sets of data, fransactional key
parformance indicators (KPis), and data links with each other. A central environment
provides retailers the abiiity o monitor transactions across a host of processaes
regardiess of systern, provides the supply chain an ability to reutilize common sels of
data, increasing efficiency, and provides data links that allow the How of data across
the end o end process. Embodiments can bring the community together, for
sxampie through social networking capabilities. Adoption is encouragsed by
providing an efficient platform and service for managing mulliple systems and dala
feads, for example from one dashboard.

{0838] Such adoption can lead 10 a number of benefits. Reduced duplication can
significantly increase efficiency and improve data guality across the entire supply
chain, Central reporting, visualizations, and monitoring of transactions across the
supply chain improves efficiency, improves speed of response, enables anticipation

of risk, and provides vilal fraceability, for example into incidents that increase risk or

~ 8-
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cause disruptions. Data links enable various solutions (o communicate on business
orocesses improving fultiliment, user experience, and qualily. The open connectivity
oromotes choice of application or device, inspires innovation, motivates adoption,
and can be tailored to a vast array of competences aoross the world,

00371 Reference will now be made in detall to the embodiments of the present
disciosure, examples of which are lllustrated in the accompanying drawings. inthe
following detailed description, numerous specific delails gre set forth in order (o
provide a thorough understanding of the present disciosure. However, it will be
apparent 1o one of ordinary skill in the art that the present disclosure may be
oracticed withoui these specific delails. In other instances, well-known methods,
procedures, components, and circuits have not been described in detall so as nol to
unnecessarily obscureg aspects of the embodiments. Wherever possible, ke
reterence numbers will be used for like slements.

{0038]  Fig. 1 illusirates a sysiem for managing data processing for a network of
nodes according to an sxample embodiment. Systermn 100 includes client devices
102, cloud server 104, authentication server 106, lvad balancer 108, user interface
iogic 110, staleless business services faver 112, dala access layer 114, seourity
oolicies 118, and database 118, Client devices 102 can be computing devices, such
as deskiops, lapiops tablet devices, cell phones, and the like, For exampile, client
devices 102 may be any computing device similar 1o system 218, In some
embodiments, clent device 102 can execute an application {e.q., locally stored
application, web-based application, and the like) thal communicates with cloud
server 104 1o access a softwars services for a network of nodes.

0038] For example, the client application can be implementad using one or more
wab technologies {8.9., HyperText Markup Language ("HTML") 5.0, JavaSeript,
cascading style sheels {055}, scalable vector graphics ("8VG™), and the like). Such
an appiication can be viswed both from standard or mobile browsers using & deskiop
or mobile device. in some embodiments, a downloadable mobile application {2.¢g.,
for {05, Android, and the like) can be developed. For exampie, the downloadable
application can be g container application {a.g., using the Cordova lechnology) that
uses a “control-less” browser internally 1o display a website, In various
embodiments, the user experience with the application is consistent whan using a

standard browser {2.g., deskiop), mobile browsers, downloadable application, orin

~
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any gther suitable configuration. Example communication sent 1o and received from
chent devices 102 can include invilations, nelwork messages, data related to the
network, and other maierials relevant {0 the network,

{00401  Cloud server 104 can be a server suilable to a host a cloud-based
software services platiorm for the network of nodes. For example, cloud server 104
may be any computing device similar 1o system 210 and/or may include various
modules of the engagement engine (EE" embedded in Oracie® Cloud, Cracle®
Bare Metal, Oracle® Weblogic servers, and/or other suitable components {(e.g., an
operating sysiem, such as Linux, web technologies, such as Oracie® Java™
Enterprise Edition ("ERE7), and the lika).

(G411 In some embodimernts, cloud server 104 i3 in communication with
atthentication server 106, load balancer 108, and Ullogic 110, For example, a user
ot one of chient devices 102 can be authenticated by authentication server 106, The
authenticated user can then be associated with an identity within an identity
management service. An example of authentication server 106 is Oracle® ldentity
Cloud Service (MDCS. The user can then access the network application services
based on the user's authenticated identity.

{00421  Load palancer 108 can be a server or module that distributes load o one
OF MOre Processors (OF one of morg computing devices) 1o effectively manage
computing rescurcas of the system. Load balancer 108 can be any computing
device similar to system 210,

{00431 Ullogic 110 can be a zerver o module that includes software for
presenting a user interface o one or more of client devices 102, For sxample, U
fogic 110 can communicate with an application rurning on one of client devices 102
to present an interface for interacting with the software services for the network of
nodes. Ul ogic 110 can configure one of client devices 102 to display the varicus
graphical user interface disclosed herain,

0044]  Stateless business services layer 112 can provides stateless software
services for the nelwork of nodes. For example, one or more microsenvices can be
defined that secursly retrieve, update, or write network dats, traverse the nebwork,
send messages (o participants in the network, and the like. These stateless

micrgsarvices are further described herein.
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0045] Dala access layer 114 can be a software layer that performs data
processing funclionality, such as query generation. For example, based on requesis
from the stateless business services laver 112, one or more requests, commands, of
updates relaied to the slored network data may be received at daia acoess iayer
114, Queries or commands can be generated for database 118 based on the
received requests {e.q., structred query language {"SOL7Y querias).

{0048]  Security policles layer 118 can be a software layer that secures dala
retrieval, updates, or commands for database 118 according 1o stored security
policies. For example, dalabase 118 can be any suitable database for storing
network data {e.q., an Oracle® relational database}. The nelwork data can include
confidential or sensitive information for participants of the network, The updales,
commands (e.¢., database writes), or retrieval altempls (8.4, queries) from data
access laver 114 can be processed by security policies layer 116 o filter the network
data according 1o the stored security policies.

{0847]  In some embodiments, oloud server 104, authentication server 108, load
balancer 108, user interface ngic 110, statsless busingss services layer 112, data
access layer 114, security policies 116, and database 118 can be incorporated inio a
single system or computing device, distributed across various computing devices
and, in some implementations, acress various locations, a combination of thess, of
may be contigured in any other suitable manner. In example implementations, cloud
server 104, authentication server 106, load balancer 108, user interface logic 110,
siaieless business services laver 112, daia acosss laver 114, security policies 116,
and dalabazse 118 can be, soltware, hardware, or a combination of these,

0048] Fig. 2 is a block diagram of a compiuter server/system 210 in accordance
with embodiments. As shown in Fig. 2, sysiem 210 may include a bus device 212
and/or other communication mechanism(s) configured to communicate information
petwean the various compoenernts of system 210, such as processor 222 and
memory 214, In addition, communication device 220 may enable connectivity
between processor 222 and other devices by encoding data 1o be sent from
grocessor 222 1o ancther device over a network (not shown) and decoding data
received from another systerm over the network for procesaor 222,

06481 For example, communication device 220 may include a network interface

card that is contigured 1o provide wirgless network communications. A varisty of

~9 .
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wireless communication techniques may be used including infrared, radio,
Biuetooth®, Wi-F, and/or celiular communications. Allernatively, communication
device 220 may be configured 1o provide wired network connection{(s), such as an
Ethernst connection.

065401 Processor 222 may include one or more general or specific purpose
processors 1o perform computation and control functions of aystem 210, Frocessor
222 may include a single integrated circult, such as a micro-processing devies, or
ray include mudtiple integrated circult devices and/or cirouit boards working in
cooperation to accomplish the functions of processor 2220 In addition, processor
222 may exeoute computar programs, such as operaling system 215, nelwork
manager 218, and other applications 218, stored within memeory 214,

{00511 System 210 may includs memaory 214 for storing information and
instructions for execution by processor 222, Memaory 214 may contain various
components for retrieving, presenting, modifving, and storing daia. For example,
memory 214 may siore software modules that provide funclionality when executed
by processor 222, The modules may includs an operating system 215 that provides
operating system functionality tor systern 210, The modules can include an
oparating system 215, network manager 218, which is configurad to manage data
orocessing for the network, as well as other applications modules 218, QOperating
systemn 2156 provides operating system funclionality for system 216, Network
manager 218 may include one or more APIs that enables system calis for data
processing relaled o the network, or may further provide any sther functionality of
this disclosure. In some instances, network manager 216 may be implemented as
an in-memory contiguration.

0052 Non-fransitory memory 214 may include a variety of computer-readable
medium that may be accessed by processor 222, For example, memory 214 may
include any combination of random aecess memory ("RAMT, dynamic RAM
(“DRAMT, static HAM ("SRAM", read only memory ("ROM?}, flash memory, cache
memaory, and/or any other type of non-transitory computer-readabis medium.
{0053] Processor 222 is further coupled via bus 212 10 a display 224, such as a
Liquid Crystal Display ("LCD". A keyboard 228 and a cursor control devics 228,
such as a computer mouse, are further coupled to communication device 212 o

snable a user to interface with system 210

-S40 -
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0684] In some embodiments, systern 210 can be part of a larger system.
Therefore, system 210 can include one or more additional lnctional modules 218 1o
nclude the additional functionality. Other applications modules 218 may include the
various modules of the engagement enging (CEE”) embeddead in Oracie® Cloud, for
exampie. A database 217 is coupled 1o bus 212 {0 provide ceniralized siorage for
modules 216 and 218 and {0 store, for example, wireless device activity, and in
some embodiments, user profiles, iransactions history, ele. Dalabase 217 can store
data in an integrated collection of logically-related records or files, Databasse 217
can be an operational datlabase, an anaiytcal database, a data warshouss, a
disiributed database, an end-user database, an external database, a navigational
daiabase, an in-memory dalabase, a documeni-oriented database, a real-time
database, a relational database, an objsct-oriented databage, HFDS, or any other
database known in the art.

{00588]  Although shown as a single system, the tunctionality of system 210 may
be implementad as a distributed system. For example, memory 214 and processor
222 may be distributed acress mudtiple different computers that collectivaly reprasent
system 210 In one embodiment, systermn 210 may be part of a device {8.9.,
smartphone, fablet, computer, ot}

{0658]  In an smbodiment, system 210 may be separale from the device, and may
remotely provide the described funclionality for the device. Further, one or more
component of system 210 may not be included. For example, for funclionality as a
user or consumer device, system 210 may be g smariphone or other wireless device
that includes a processor, memory, and a display, does not include one or mores of
the other components shown in Fig. 2, and includes additional components not
shown in Fig. 2.

{06571 Fig. 3 lllustrates a funclional diagram for managing data processing for a
network of nodes according 10 an sxample embodiment. Diagram 300 depicts an
example software framework that can provide services for users of the netwaork. Fig.
3 includes Application Development Framework (FADEF”) Faces 302, ADF {task Hlow
304, beans 306, data model 308, services 310, data platform 312, security platform
314, data slorage 318, and Exiensible Markup Language {("XML") definitions 318,
00588] ADF taces 302 can be the View portion of the software framework that

ncludes HTML, G585, and any other suitable code for providing a user interface.
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One of more graphical user interfaces disclosed hersin can be provided by ADF
faces 302, ADF task flow 304 can be used o configure one or more user interface
elements o perform sofhware functions., Beans 306 can provide user interface logic
and integration with the business logic rules of the Model layer. ADF fask flow 304
and beans 306 can be the Controller portion of the software framework. For
example, an ADF {ask How 304 can sit on top of beans 3086 and implemeants a
framework for a client page. In some embodiments, ADF task flow 304 can provide
a set of lask How constructs thal can be used o manage a user's wumesy through a
colisction of application soreens. Ons or more functions of the slements of the
graphical user interfaces disciosed heargin can be provided by ADF task How 304
and/or beans 306,

00581 Data moedel 308 can be the Mode! portion of the software framework, Data
model 308 can provide business logic rules and structure for inferfacing between the
user interface {2.g., View and Coniroliery and the software services {e.g., Business
Services portion of the software framework), Services 310 can be the Business
Services portion of the software framework. Services 310 can provide business
rudes, logie, vaiidation, and structure o enable software services (o be performed, for
axampie on the stored network data. Services 310 can include one or more of the
microservices disclosed hersin,

{0068]  Data Platform 310, security platform 314, and data storage 318 can be the
Data Services portion of the soltware framework. Data platform 312 can map the
ingical dala to the physical storage. For example, based on reguests from servicss
layer 310, data platiorm layer 312 can generate data commands {e.¢., quearies,
change requests, and the like) o retrieve, store, or change data stored at data
storage 3168, Thaese data commands are secured by secuwrily platform 312, Security
platform 312 can siore security policies used o filler the data commands from data
platiorm layer 312, Thus, the data stored at data storage 316 is security by security
plattorm 312, Data platform 312 and securily platform 314 can be detined by XML
definitions 318, Thus, these software components are agile, as they can be readily
updated and/or rebuilt by updating XML definitions 318, Services 310, data platform
310, security platform 314, and data storage 316 are further described with reference

to Fig. 7.
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{0681]  Referring backto Fig. 1, in some embodiments, systern 100 can provide
software services for the network of nodes represented by a graph. Fig. 4 lustrates
a graph that represents a network of nodes according 1o an example smbodiment.
Graph 400 can represant a nelwork of nodes 402 and connections 404, Each node
402 can represernt an entity that participales in the graph/network and sach
connection 404 can represent a relationship between entities. In some
embodiments, graph 400 is a Direcled Acyclic Graph (DAG”) or any other graph
stitable (o represent a network {e.9., a social network),

08821 In some embodiments, systern 100 of Fig. 1 can provide softwarg services
for the network reprasented by graph 400, For example, nodes 402 can each
represent an organization, and users affiiated with these organizalions ¢an geeess
the network using one of clisnt devices 102, These users can communicate with
cioud hosting server 104 and with the remaining elements of system 100 in order (o
aocess, manipulate, or interact with the network of nodes. For example, the user's
idertity can be authenticated by authentication server 106 {s.q., IDCE services, or
any gther suitable identity management sarvice)}, and the user can then interact with
the network according to the permissions associated with his or her authenticated
iantity.

06831 In some embodiments, gach organizalion repressited by a node 402 can
register with the network, For example, a profile can be stored tor registered
organizations that can include one or more of a name, address or igeation {2.9.,
iatitude, longitude, home country, and any other sultable location information),
brands associataed with the organization, a homepage Uniform Resource Locator
("UHL", social media accounts for the organization, a combination of these, and
other suitable information.

06641 In an embodiment, the network of nodes can represent 3 network of
suppliers, custormers, and/or intermediaries. in such an example, an organization
profile can also include one or more of products sold, products purchased,
cartificates from third party associations, expired certificates form third party
aasociations, direct suppliers (e.q., from among the other entities in the network),
direct customers {8.¢., from among the other entilies in the network), plans for good

or products {e.g., recipas), pars for goods or products {e.g., ingredients}, a
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combination of these, and any other suitable information for a buyer or seller of
products or goods.

{00651 In some embodiments, certificates from third party associations include
food or drug safely certifications {e.g., halal certifications, kosher certificalions, ), fair
frade certifications, certifications from oneg or more known certification entiies (8.9,
{Giohal Food Safety Initiative ("GFEM, British Retall Consortium ("BRC™, Food and
Drug administration ("'FDAY, United Siates Depariment of Agriculture (“USDAM,
Marine Stewardship Councll ("MEBG"), Safe Quality Food Institute ("SQF", and the
ke, Hazard Analysis and Critical Control Points ("HACCP”) certifications, and the
ke, These certifications often require renewals, and thus the cerdifications can
sxpire from time to ims. Expired certificates can generate a potential problem in a
supply chain, depending on the ullimate destination for a good or product {8.49.,
destination country and local regulations).

{0068] In some embodiments, plans for a good or product include a recipe, or a
iist of ingredients used to make good or product. For example, product A can
nclude one or more recipes, such as recipe B, which lists ingredients G, D, E, and F.
An example good or product can be fruit juice. A given organization can be
considered a cusiomer of another when the organization has a recipe for a produdt,
such as frult juice. ingredients in fruil juice can be frult concentrates (e.q., cranberry,
apple, and the like), ditterent types of frult, and other suitable ingredients. A given
organization can be considered a supplier when the organization has an ingredient
for angther organization’s recips,

0867]  Once registersd, organizations can interact with one ancther in the
network, For examples, organizations represented by nodes 402 can send
messages o oneg another, generate posts that can be shared, "like” posts from cther
organizations, send inviies o other organizations 1o join the network, and perform
other functions suitable {for 2 scddal network,

{0868] In some embodiments, one or more paths can be identified in graph 400
among nodes 402 based on connections 404, For example, path 406 can include
four of nodes 402, as fllusiraied in Fig. 4. In an embodiment where nodes 402
represent entilies that can be customers, suppliers, and intermediaries for
transactions involving goods or products, and path 406 can represent a supply chain,

For gxample, path 406 can represent a flow of goods or products among nodes 402
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terminating al an end-point {8.g., customer). In some embodiments, the end-point
can pe one of nodes 402 that represents an entity within the supply chain requesting
nformation. For example, node 402 that represents the end-point of the path 4086
can request information about the flow of goods or products 10 the entity
representing the node. In some instances, this end-point may be an intermediary, as
the entity may sell a good or product 1o a downstream customer, however path 408
can represent a supply chain for that entity.  An authorized user of the entity {2.g4.,
authenticated identity) can interact with software services for the network (o relrieve
this supply chain information, as will be further detalied below.

0868] In some embodiments, conneciions 404 can represent irading
relationships between organizations {e.g., customers and suppliers). For axampls,
organization A can invite organization B to become one of is suppliers and/or
organization B can invite organization & o become one of is customers. This may
ooour when organization B has an ingredient for one of organization A's recipes.
Within the network, a connection 404 petween organization A and organization B
can be mads when a trading refationship invitation is sent from one of the
organizations and is accepled by the other,

00781 Inan embodiment, once two organizations have sent and accepted
mvitations 1o be in g trading relationship, they can identify which recipes and
ingredients raly on this relationship. The customer grganization can aitribute some
of the ingredients used in s recipes 1o the new supplier organization. Similarly, the
supplier organization can atiribute recipses for products that i supplies with the name
of the custormer organization. With respect o Fig. 4, when connections 44
represent irading relationships, graph 400 shows the potential liow of goods Detween
trading organizations (e.9., the supply chain). For example, when a supplier
organization has at least one product recipe sssocialed with the cusiomsr
organization and the customer grganization has a recipe with al least one ingredient
associated with the supplier grganization, the supplier organization will be shown
within (is considered part of) the cusiomer organization’s supply chain.

08711 In some embodiments, connections 404 can represent social relationships
{ithat do not trade). For example, organization A can subimit a social connection
request to organization B, and a connection 404 can be formed that represents a

social connection.
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08721 In some embodiments, the network data can be mapped oo a plurality of
relational data tables in a relational database. Fig. 5 llustrates relational data tables
for network data processing according 1o an example embodiment. The example
dala tables lustraled in Fig. & include Grganizations 502, Connections 504, Recipses
508, Ingradients 508, Recipe Ingredients 510, Recipes_Consumers 512, and
ingredientsBuppliers 514, The data tables can include atiributes {e.9., 1D, name,
and the like) and, in some instances, key information {a.q., primary keys and foreign
kavs), The Hustraled data schema has been simpiified for the purposes of this
disciosure, and an implermentation of the data schema for the network data can pe
substantially targer than the iustraled example. Other suitable schema can alse be
implemeniad.

00731 In some embodiments, Crganizations 502 can store organization profile
information, such as an organization 1D, a name, other profile information detalied
herein, and any other sultable organization profile information. Connections 504 can
siorg information about connections between nodes, such as a connection 10,
consuming 1D {e.g., customer 1D}, producing 1D {e.g., supplier i), and any other
suitable comnection information. In some embodiments, connections between nodes
can be based on a realized flow of a good or product {8.g., 8 realized
supplisr/cusiomer relgtionship).

{00741 In some embodiments, Hecipes 506 can store recipe information, such as
a recipe 1D, a recipe description, an owner grganization {3, and any other suitable
recips information. Similarly, Ingredients 508 can storg ingredient information, such
as an ingredient 1D, an ingredient caplion, an owner grganization 1D, and any other
suitable ngredient information. Hecipe Ingredient 510 can store associations
between owned recipes and owned ingredients.

04751 In some embodiments, Fecipes Consumers 512 can store information
that asseciate recipes with conneclions that consume recipes, such as conneclions
Detween organizations representad by a connection 1D stored in Comnections 504,
Similady, Ingredienis_Suppliers 514 can store information about ingredients and
connections that supply the ingredienis. For example, Recipes Consumers 512 and
Ingredients_Suppliers 514 can be used {o determing how grganizations from a given
cornection are connectad {e.4., the recipedingradient trading relationship that exisis

between them).
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0678] Forexample, a recipe A owned by a first organization can include
ngradients B, C, and §. Ingredients owned by a second organization can include
ngredients I, k&, and F. Because the first organization owns a recipe that includes
an ingredient owned by the second organization, ingredient D, a polential tiow of
good or product exists between the first and second organizations. In some
examples, a trading relationship can be contirmed by the first and second
organizations, and thereby a connection {(with a connaction 1D} can be formed. Once
connecied, the first organization can assoeciale recipe A with the connection and the
sgcond organization can association ingredient D with the connection. The tables
dHustrated in Fig. 5 can be populated with the relevant connection, ingredient, and
recipe information.

0077] Referring back o Fig. 4, mapping the network of nodes onto data tables
can include storing entity specific {e.q., organization profile) intormation for nodes
402 in Organizations 502 and storing node connection information for connections
404 in Conneclions 304, As detalled below, processing the natwork io generate
vectors for nodes 402 can be managed based on associations belween owned
recipes and ownad ingredients that are indicated by Recipes 508, Ingredients 508,
Recipe Ingredient 510, Recipes Consumers 512, and/or Ingredients Suppliers 514,
(G781 In some embodiments, an update or change may be requested by 3 user
{e.g., associated with one of the nodes/entities of the network). For example, an
authenticated user may request a change o the network, such as a change (o a flow
of good or product {e.g., new or updated supplisr/cusiomsr relgtionship), a new flow
of good or product, change 1o an owned recipe or ingredisnt, a new recipg or
ingradient, or any other suitable change. A change 1o the network may also include
creation of a new node/entity based on a newly registered organization. The new
node/entity may generale connections with axisting entities/nodes based on existing
or new flows of goods or products.

{00791 New connection 408 flustrated in Fig. 4 can be the resuit of a change o
graph 400, For example, the nodes 402 connectsd by naw connection 408 may
enter into an agreement for trading 3 good or service. Based on the update o graph
404, new paths and new potential paths are generated. As detailed harsin,
processing requests 1o traverse a graph, such as a social graph, with g high

frequency of changes can be computationally challenging. Embodimeants implement
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drip fed delta processing to provide an efficient technicque for raversing graph 400
even in the presence of requent changes.

{00801 Fig. 6 flustrates a flow diagram for delia processing for a network of nodes
according to an example embodiment. Deltas 602 can be requested updates or
changes o network data 608 {e.q., stored in relational data tables), Dellas 602 can
De stored in queue 604, such as a First in First Gut (FIFCY queus or any other
suitable gueue. Each processed change or updale can be considered a drip in the
drip fed delta processing flow. When the update or change is performed on network
data 608, one of more paths or potential paths belween entities of the network may
be changed. For example, one of delias 602 may resull in a change that generates
a connection similar 10 new connection 408 and/or that generates g new {or new
poterdial) How of a product or good {8.g., based on changes 1o owned ingredients,
recipes, or products). Upon completing an update o network data 808, a next drip
can be exacuiad (e.g., network data 606 can be updaled or changed according o
delfas 802 al the top of queus 604).

0681] In some embodiments, network data 806 can represent a pre-computed
version of the underiying network data (e.q., stored in relational ables Hlustrated in
Fi(a. B). For example, network data 806 can he pre-computed daila that is usetul for
sificient retrieval of network information, such as paths among nodes/entities {e.g.,
supply chain information). Users (e.q., authenticated users with the proper security)
can readily update/change the underlying network data, for example by logging in
and interacting with a client application, and these updates/changes can be reflected
in the underlying network data without use of a queus. However, deftas 802 can
represent updates/changes that affect network data 806 {(e.g., the pre-compute
varsion of the underlying network data). Embodiments implement the diip fed delta
technigue when updating nelwork data 608 to mainiain this pre-computed version of
the underlying network data that is useful for efficient retrieval of network information.
[B8821 In some emboediments, network data 808 is stored in a sat of refational
data tables that is separate from the underlving network data, Network data 608 can
be considered a copy of the underlying network data in a pre-compuised form. In
order to maintain this pre-computed form {and the benetils of efficient network data
retrigval), updates are managed by the disciosed drip fed delta techniques. in other

words, i is updaies/changes 1o the separate set of relalional data tables {8.¢., deltas
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602} that are gueued (e.g. in queus 804) and exscuted as drip deltas. Network data
G606 is eventually consistent with the underlving network data (alter execution of the
drip deltas) and provides structures that enable high performance guerying of the
network,
08831 In some emboediments, the processing of deftas 802 is performed under &
bast efforts condition based on the available computing resource. FProcessing delays
can be dueg (o disparities between the rate thal servers can generate delias 602
{from users’ activities) and the rate at which a pre-compuie engine can
process/remove them from queus 834, In some embodiments, delta processing may
be delaved and/or may be performed at a pradetermined interval {8.g. a delay may
De bulit inte the processing;.
00841 In some embodiments, updates/changes 1o the underlving network data
{e.g., changes to the relalional data tables of Fig. 5}, can be tracked o delermine
changes that affect the separate dala tables that store netwaork data 608, For
exampie, the following scenarios represent changes thal affedt nebwork daia 806
{.g., changes to be queusd):

1y Two organizations create a new trading relationship or terminate an

gxisting trading relationship;

P

Two organizations terminale an axisting frading relationship;

[ e

3]

Recipes or ingredients maintained by a customer or supplier are updated
1o associate new organizations as being customars {of products/recipes)
or suppliers {of ingredients); and
4} Hecipes or ingredients maintained by a customer or suppiier are updated
30 that they remove organizations as being suppliers of an ingredient or
customers of a productrecipe.
{06851 In some embodimernts, updates/changes 1o the underlying network data
can be tracked o identify one or more of these above scenarics. For example, with
reference o the relational table structure of Fig. 5, the tollowing updates/changes
can be identified as affecting network data 606.
Consumers added/deleted to/from recipes (INSERT, DELETE on
RECIPE_CONSUMERS 5123
ingredients added/deleted tofdrom recipes (INSERT, DELETE on table
RECIPE INGREDIENTS 510}
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Suppliers added/delsted tofrom ingredients (INSERT, DELETE on tabls

INGREDIENT _SUPPLIERS 514
{0488]  Note that, in each of these cases, changes can be implemented by a user
{8.g., authenticated user with permissions) using a client apphication. Embodimentis
of the disclosed techniques produce deltas 802 corresponding 1o these changes that
are usad 1o update network data 8086 1o maintain the pre-compuied version of the
underlving network data.
0087T]  In some embodiments, database functionality {e.g., Oracle® BDBMS
Triggers) can be used {0 process deltas 802, Example techniques for queuing
nclude Oracle® Advanced Qusuing (FAQT). Dieltas 802 from gusus 804 can be
orocessead, and the data tables storing network dats 606 {e.g., including the
fransitive closure for the graph) can be ncrementally updated. In some
embodiments, mulliple queue consumers can be implementad in, and these can be
shared by various organizations. An example schema for data tables that siorg
network data 606 can be as follows:

PO RECIPE CON_SUP — Stores a Pre-Compute copy of a Recips o

Consuming Crganization relationship {Recipe 1D, Consuming Crganization 10

and Supplying {Owning) Organization 1D},

PG RECIPE INGREDIENTS ~ Stores a Pre-Compuis copy of an ingredient

to Recipe relationship (Hecipe 1D and Ingredient 10}

PCOINGREDIENT _CON_SUP - Slores a Pre-Compute copy of an ingredient

to Supplying Organization relationship {ngredient 1D, Consuming {Owning)

Organization 1D and a Supplying Organization D).

PO OINGREDIENT CONNECTIONS — Stores a Pre-Compute version

ingredient to ingredient connections that are possibie and can therefore be

used for traversal through the network. This is used to aid incremental

avaluation of the transitive closurs,

RCOORG TC RECURSIVE - Stores a Pre-Compute version of the
organization 1o organization ransilive closure and is one of the tables used by
the application o query the network. In some embodiments, the design of the
table is simple and consists of an 1D (of that recursive transitive closure entry),

a Gonsuming Organization 1D and a Supplying Crganization 1D
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PO ORG_TC PATH —~ Slores a Pre-Compute version of all of the ways
{paths} that one can gat from the Consuming Crganization D o the Bupplving
Organization D in PC_ORG_TC _RECURSIVE.
PG ORG TC NG CONN PATH M - This table holds the header records
for ingredient paths. This record includes the organization transitive closure
path 1D from PC_ORG TO _PATH that this ingredient path is making possible,
This is used to aid incremental evaluation of the transitive closure.
PG ORG TC ING CONN PATH D ~ This table holds the detail records for
the ingredient path from PC_ORG_TC ING_CONN_PATH H. This s used o
aid incremental evaluation of the transitive closure.
06881 Dmbodiments include generaling updates/changes {e.g., deltas 602) to the
data fables that store network data 606 {2.q., the above schama) that correspond o
tracked changes identified as alfecting network data 606, For example, a tracked
change may be ideniified a3 an update {0 trading relationship betwsaen two
entiies/nodeas. One of more deltas 802 can be generated {0 update the dala tables
that store network data 6036, For example, based on the implementad schama, a
tracked change may correspond o a phurality of deltas 802 that update/change a
plurality of tables that store neltwork data 806,
06881 In some embodiments, executing a drip {e.g., della) includes determining a
transitive closure of the network, Heferring to Fig. 4, a transitive closure of graph
400 can be maintained for a given node based on a subset of nodes 402 that are
part of a path or potential path with the given node. Potential connections or flows of
goods or products can be identified based ingrediants, recipes, associaie
entiies/nodes, and relevant information stored and updated in the data schema
maintained for network data 808 {s.g., the above disclosed data schema).
Generally, for a given nods, the transitive closure of graph 400 represents the subset
of nodes 402 that can be includad on a path {e.q., existing or potential) with the
given node. The transitive closure for graph 400 may be determined in any suitable
manner {8.9., breadth-first or depth-firsi search of the graph, Floyd-Warshall
algorithm, and the like}.
00901 When delermining a transilive closure, a rule or set of data can be used
that enumerates a path from a node o other nodes. In various embodiments,

established trading relationships among nodes/entities can be used as the lechnique

Lo .



WO 2019/212852 PCT/US2019/029098

for enurneraling paths, The following s an example glgorithm for delermining a
transitive closure of graph 400G:

For a node X

For each Recips of X,

For sach Ingredient of the Hecipe
For each Supplier of the Ingredient.
Add the supplier to a ist of potential supplier nodes.
For sach node in the “potential supplier nodes” st
Cheack 10 ses if the node has al least one recipe marked with node X as
a cusiomer
¥ NOT then remove the node from the “potential supplier nodes” list

A "potential supplier node” is the nexd level of nodes in the supply chain for node X
The aigorithm is parformed recursively over each node in the list to produce the
node's naxt level of suppliers. For sach new recursion, the node thatl is the subject
of the current iteration becomes the new "X,
B381]  The resuils of the determined transitive closure can be stored as nebwork
data 806 {e.q., in data tables similar to the example schema)., With reterence to Fig.
6, delias 802 can be generated based on one or more changes 1o the underlying
network data (2.q., siored in the data tables of Fig. §) executed by a user such that
each dala table that stores the network data 606 that is affected by the change o
underlying network data is updated. In other words, given a network data change o
g plece of information A, delias 802 can be generated o updale any daia tabie for
network data 606 that either stores information A or stores information that is
dependent upon information A,
08821 In some embodiments, maintaining the transitive closure of graph 400
nciudes modifying the pre-computed version of the network data {e.g., network data
806} rather than re-computing the entire {ransitive dosure. It a complete rebuild is
requesied, for instance based on a database failure or some other need, a rebuild of
the fransitive closure can be periormed based on the connections, recipe, and
ingredisnt records.
0883] In some embodiments, the determination of the fransitive closurs for graph

4040 provides a direct access vector for each of nodes 402, For example, a iransitive
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close for graph 400 can provide a list of gl nodes that can be reached from a given
nigde:

Given a node “X7, the closure for "X is a list of ohiscls where each object

iz reprasenied by:

1} The 1D ¢f the node (Y7 that can be reached from "X

2} A set of alternate paths which describe all the possible ways of

reaching *Y” from "X within the graph. kach alternate path can include
a list of node s what would be traversed from "X” {0 reach "Y"

{0094]  The direct access vector for a given nods can be selected againstin a
relational data guery 1o return a subset of nodas that are part of a path with the given
node. In other words, a regusst 1o traverse graph 400 and return 3 path for a given
node can use the direct gocess vector for the given node and a refational query to
etficiently retrieve the requested network data from the relational data tables {e.q.,
data schema for network data 606}, Embodimeants provide a computationally
efficient lochnique for traversing graph 400 in order {0 provide network software
services, such as path identification and corresponding data retrieval,
G851 In some embodiments, soltware sarvines, such as staleless microsearvicss,
can be leveraged to access, update, change, delete, or retiieve daia for the network
of nodes. The delta processing for updates or changes o the network dala allows
for efticient access of this dala, however, sgme grganizations may store sensitive or
contidential information in the system. Thus, a security policy and secure filtering of
network data can be provided to further improve upon the management of network
data.
0088] Fig. ¥ tlustrates a functional diagram for secure management of data
orocessing for a network of nodes according 10 an example embodiment. For
sxampie, diagram 700 can represent soitwars funclionalily for achisving the secure
data processing for a network of nodes disclosed herein,
{00871 Diagram 700 includes services 702, data platform Y04, security platform
706, and dala storage 708, Daia platform 704 can include application programming
interfaces (“"APig”) 710, XML definitions 712, and logical to physical mappings 714,
Security platform can include data redaction 716, relational filtering 718, trusted store

720, and XML configurations 722, in some embaodiments, sarvices 702, data
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clatform 704, security platform 708, and data storage 708 can pe similar {0 services
310, data platform 312, security platform 314, and data storage 316 of Fig. 3.

0888] In some embodiments, sarvices 702 can include a plurality of
microservices provided for a user (o inferact with the network of nodes. For
exampie, a user {operaling a client device) aftilialed with a registered organization
{e.g., entity of the network) can call various microservices, using a plurality of
axposed AP, {0 interface with the network system and access network data.
0098 In some embodiments, services 702 communicate with data platform 704
using AP 710 In order 10 access, update, changs, or delete network data stored at
data storage 708, XML definitions can define the data thatl is retrievabie from data
storage 708, Further, logical 1o physical mappings 714 can be used o map iogical
data requests or commands 1o physical level requesis or commands {e.g., relational
data queries).

001607 In some embodiments, the physical level requests or commands {a.g.,
siructured query language {"SGL™ commands or gueries) are communicated to
sacurity platform 706 for fillering or augmenting according o stored securily
protecols betore executing these requesis or commands on data storage 708,
Trusted store 720 is an immutable source of security policy tor the network that
stores gogess permissions for registered users and organizations.

{00101} For example, access {0 data store 708 can e secured according 1o
access permissions stored at trusted store 720, In some emboadiments, trusted store
720 can store an organization key thal is used to write first organization profile dala.
In this example, users of the tirst organization will be able to write profile data {o their
own organization, but are prevented from writing protile data 1o any other
organization, even it such a write is requestad by one or more of services 702, or by
other code of the network system.

00102 In some embodiments, queries or commands {e.g., SOL) ransmitted from
data platform 704 can be filtered or augmentad by relational filter 718 according to
the security policies stored at trusted store 720, Further, any data refrieved by g
fitgred or sugmented guery can be redacted by data redachion 718 according to the
security policies stored at rusted store 7200 In some embodiments, security platform

736 can be configured using AML configuration 722, which includes a plurality of
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XML fes that define the security protocols {(8.¢., access permissions, query filtering,
and data redaction).

001831  bBEmbodiments includs a plurality of stateless microservices that are
available for interacing with the nelwork system. in one embodiment, a
microservice is an independently deployable service, in one embodiment, the term
microservice contemplates a software architecture design pattern in which complex
applications are composed of small, independent processes communicating with
each other using language-agnostic APlg. In one embodiment, microservices are
small, highly decoupled services and each may focus on doing a small lask. Inone
embodiment, the microservice architectural style is an approach o devealoping a
single apphcation as 3 sulte of small services, sach running in ils own process and
communicating with lightweight mechanisms {e.q., an HTTF resource AP inone
embodiment, microsenvices are gasier 1o replace relative o a monolithic service that
performs all or many of the same functions. Moreover, gach of the microservices
may be updalsd withoul adverssly affecting the other microservices. in contrast,
updates {0 one porlion of a monclithic service may undesirably or unintentionally
nagatively affect the other portions of the monglithic service. In one embodiment,
microservices may be beneficially organized around their capabiliies. none
smbodiment, the startup time for each of a ooliection of microservices is much less
than the startup time {or 4 single application that collectively performs all the services
of those microservices.

OHG4]  In one embodiment, microservices architecturs refers 1o 8 specialization
{L.e., separation of tasks within a system) and implementation approach for service
oriented architectures ("SCAS™) 10 builld Hexible, independently deployabie software
systems. Bervices i a microservices architecture are processeas that communicate
with each cther over g network in order to Tulfill a goall In one embodiment, these
services use technology-agnostic protocels. In one embodiment, the services have
a small granularily and use lightweight protocols. In one embodiment, the services
are independently deployable. By distributing functionalities of a system info
different small services, the cohesion of the aystem is enhanced and the coupling of
the system is decreased. This makes i easier 1o changs the system and add
functions and qualities 1o the system at any time. It also allows the architecture of an

ndividual service 1o emerge through continuous refactoring, and hence reduces the
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ngad for g big up-front design and allows for releasing software sarly and
cortinuousty.

001851 In one embodiment, in the microservices archifecture, an application is
developed as g colisction of services, and sach service runs a respective process
and uses a lightweight protocol to communicate {8.g., a unique AP or sach
microservice), In the microservices architecture, decomposition of a software inlo
individual services/capabilities can be performed al different levels of granulanity
depending on the service to be provided. A service can be a runiims
component/process. Each microservice can be a self-contained module that can talk
to other modules/microservices, Each micrgservice can have unnamed universal
port that can be contacted by others. In one embodiment, the unnamed universal
port of a microservice is a standard communication channet that the microservice
exposes by convention {2.4., as a conventional Hypertext Transter Protocol CHTTE
port) and that allows any other module/microservice within the same service o talk
o il In one embodiment, the microservices are independant of one ancther, atomic,
and stateless. A microservice or any other self-contained functional moedule can be
generically referred 1o a8 a “service”

001061 For example, one of the stateless microservicas can be an identity
managemert service used 1o authenticate the identily of the user, such as an IDCS
microservice. For example, a user associated with an grganization can provide their
organization credentials, and the 1DCS microservice can be contigured 1o perform
suthentication using the identity management systems of the user's organization 1o
ensurs the identity of the user is properly authenticated by the relevant system. The
following example represents a subset of an AP or an IDCS microservice:

User GetGurrentUser
gets the current user identitiad by the currenily logged in user.
User Getlser{Btring emailfddress}

gets the user identified by the emall address. It gueries IDCS against the

Usarname aitribude.
String Createlser{User toCraats)

craates a new user and adds them (o a group. The groups display name is

- 26 -
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configurable in the context parameters of the application{wsb.xmi}. The
IDCE group that the user is added 1o can be searched before the user s
created. The search can call an AP and search for a group with a display
name that maichses the configured parameter. Onee found, it can exiract
the group id { not visible through the U and use that 1o creatle an update
(PATCH] reguest to the 1DCS server {0 add the newly created user. The

nawly created user i {GUID) is returmed after the operation is successiul

BHG71  In some embodiments, the vanious microservices can e dependent on
APis from one another o perform a funclion. For exampls, the 1DCS microservice
may be dependent on functions provided by one or more other microgenviges in
order 10 aceomplish the functionaiity described above for the example AR Further,
the IDOS microservice can reguest functionality from an organization’s identity
managemert system in order to fully implemented user guthentication. For example,
an organization can implement a cloud based user authentication system, such as
the one described in U5, Patent Number 8,838,376,

OHG8T  In another example, one or more roroservices can be used o creates,
read, update, or delete ("CRUD™ network data from data storage 708, For example,
various microservices can expose a custom or a CRUD interface that provides
aceess 1o “business funchions” thal the microgservice represents. In some exampies,
a rpioroservice can represent & business entity {(e.g., a company profile, a list of
invitations, a recipe, and the like}. The CRUD verbs can allow the corresponding
stream of entities to be read or manipulated. As will be further detailed below, such
services can further rely on the functionality of security plaiform 708 10 ensure
compliance with the securily policies of the systermn. The following exampie
represents a subset of an AP or one or more CRUD microservices:

Void Create{T itlems)

YVoid Greate{lDDRS<T> Hems)

IDDRB<T> Read{Map<Siring, Oblect> parameters, FllterClause fiterClause,
SortClause sortClause}

IRDRS<T» ReadiClass<T» returmbDalaRecordGlass, Map<String, Cbisct>
parameters, FilterClause fiterClause, SortClause soriClause)

PagedData<?> HeadPage{Map<String, Obiscts params, , FilterClause filterClause,

SortClause sontlauseQverride, int firstRecord, int Pagebize)

-2 -
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IBDRS<T> ReadMetaDala()
Void Update(iDDRS<T> updates)
Void DeleteiDDRS<T» delstes)
Void UpdaleGreate<liDRS<T> updateCreates)
CRUD Bage
- implementation of the ICRUD interfaee 1o be used by the service
implemertation that wish o use standard CRUD on the underlying dala
reposiiony.
- The CGRUD based will expect a data repository id to direct the CRUD

operations.

Gensric CRUD
- Generic data implementation of the ICRUD intertace for un-typed CRUD
actions on a data repository. The service will expect a data reposiiory id 1o

direct the CRUD operations.

CRUD factory
- Afactory which construct the generic data implementation of the ICRUD

interface

001891 In ancther example, an organization microssrvice can be used {0 manage
information for organizations regisiered with the network of nodes. For example,
each organization can have a profile with a plurality of atributes, as previously
disciosed. The organization micrgservice can call one or more functions of the
CRUD microservices 1o access, create, or update organization information stored in
data storage 708, For exampie, the following functions can be provided by the
organization microservice:
Create

Standard creats based on CRUD microsenvices

- Heliss on data constraints in the data source to enforce mandalory fHelds

Head

Standard read based on CRUD microservices

Update
- Standard update based on CRUD microservices

S98 -
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- Relies on data constraints in the data source to enforce mandatory fields

Update Craate
- Slandard update create based on CRUD microservicas

- Helies on data constraints in the data sourece 1o enforce mandatory fHelds

001107 The organization microservice can also be usaed by a user {¢ find
organization specitic information and retrieve products of an organization. The
following exampie represents a subset of an AP for an organization microssrvice:
Public IDynamicDataRecordSet<Organizations find{iong orgid)

Pubdic IDynamicDataRecordSet«Product> getProducts{Organisation org)

00114} In some embodiments, an IDynamicDataRecordSet (IDRS) is a generic
dala structure that allows variable streams of data 1o be represented. An [DRS can
include several parts:

£y A List of records, for example one per antity, that the data siream represents.

23 Each entity record can have a set of atiributes pairs: Attribute H and attribute

value.

3 Each snifty record can itself contain a list of entily records. Example that

include such a fealure can aliow hierarchical representation.

4} Parallsl to the above data, an IDRS can coniain metadata. The metadaia can
have an entry tor each atiribute available in the entity records. This metadata

describes characteristics of the dala. Example are:
a. Physical Data type on the data base, bEg Text
B, Business Type - kg Passwaord
¢. Hange of possible Values
d. Mandatory Flag
g. Validalion rule

i Default Valus

.25
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. And the like,

061121 Embodiments that utilize an IDHS can leverage the penafits of the data
structure at least because the struciure can reprasent values, records, lists,
higrarchies, and cther concepts in a standard manner. These representations can
ne self-describing, for example dusg {0 the included metadata. Embodiments of
network data can be representad as RS structres. Such embodiments allow
general processing units or Ul componants to accept a weird array of data, al least
because the IDRS structure provide indications about how 1o navigale and
understand it

001131 Inanother example, a user profile microservice can be used 1o manage a
user profile for users of the network of nodes. For example, sach user can have a
profife that includes user specific information, such as an organization affifation. The
usar profile microservice can call one or more functiong of the CRUD microservices
10 access, create, or update user profile information stored in data siorage 708, For
exampie, the following represenis a subset of functions that can be provided by a
user profile microservice:

Craale

- Standard oreaie pased on CRUD microservices

Read

- Standard read based on GRUD microservices

Update

- Standard update based on CRUD microservices

Update Create

- Btandard update create based on GRUD microservices

001141 In another example, an ingredients microservice can be used to interface
with the ingredients information stored in dala storage 708, A subsel of the
funclionality for an ingradients microservice is as follows:

Definitions:

Meta Data Detinition

s ingredients
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Az provided by RdbmsStandardAttrioutes
e ingredients CRUD
As provided by RdbmaStandardAttributes
Dynamic Data Definition
¢ ingredients
Feads Caption, PareniProductid and OwnerCrgld
= ingredients CRUD
Ag provided by RdbmsSlandardAtirioutes
Functionality:
The standard CRUD operations ars implemenisd as follows:
Head
implemeanted as part of GrudBase using the Ingredients data stream.
Delets
Overridden using the ingredients CRUD data stream.
CreateltemnsEx {Long ownerGrgld, Long parentProductid, 1DynamicDataRecordSst
tems) throws ORSON_ ServiceException
itarate through the items list and set the OwnerOrgld and parentProductid
Invoke the repository create using the Ingredient. CRUD data stream.
UipdateCreateEx{Long ownerDrgid, Long parentProductid, iDynamicDataHecord
item) throws ORSCN_SBerviceExoaption
Set the OwnerOrgid and parentProductid
Invoke the repository updateCreate using the Ingredient CRUD data
stream.
Readingredient{Long ingradientld) throws OGRSCN_ServiceExeeption
¢ Invoke the static readingredient on the Ingredient entity
o i ingredientld is null the nultis retumesd
o invoke the repository read using the ingredients CRUD data stream
filering on the ingredientid,
o i an ingredient is returned expand the supplier information by invoking
a read on the repository using the IngredientSuppliersCaptions dala

stream and replace the supplierlds atiribute.
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Updats
Not implemented, exception thrown.
Create
Not implementad, exception thrown.
Create/Updais
Not implemented, exception thrown.
001151 In another axample, a similar recipe microservice can be used 1o interface
with the recipe information stored in dala storage 708, A subset of the functionaiity
for a recips micreservice s as foliows:
Definitions:
Meta Data Definition
¢+ Recipes
Az provided by RdbmsStandardAttrioutes
¢  Hecipes ORUD
As provided by RdbmsStandardAttributes
Dyvnamic Data Definition
¢  Heoipes
Feads Caption, PareniProductid and OwnerCrgld
= Reacipes CRUD
Ag provided by RdbmsSlandardAtirioutes
Functionality:
The standard CRUD operations arg implemenisd as follows:
Read
fmplemented as pari of GrudBase using the Recipes data stream.
Uielate
Overridden using the Recipes CRUD data stream.
CraateltemsEx {Long ownerCrgld, Long parentProductid, 1DynamicDataRecordBbet
tems) throws ORSON_ ServiceException
lterate through the ltems list and set the OwnerOrgld and pareniProductid
Invoke the repository creale using the Recipes CRUD data stream.
UipdateCreateEx{Long ownerDrgid, Long parentProductid, {DynamicDataHecord
item) throws ORSCN_SBerviceExoaption
Set the OwnerOrgid and parentProductid

P
]
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Invoke the repository updateCreate using the Recipes CRUD dala
stream.
ReadRecipe{long recipeld) throws ORSCN_ServiceException
¢ Invoke the static readRecips on the Racipe entily

o i recipeid is null then nudl is refurned

o

> invoke the reposiiory read using the Hecipes CRUD data stream
filering on the recipsid.

o i arecipe is refurned expand the consumer information by invoking a
read on the repository using the RecipeConsumersCaptions data
stream and replace the consumerids atiribute.

o if a recipe is refurned expand the ingredients information by invoking a

read on the repository using the RecipelngredientsCaptions data

atream and replace the ingredientids altripute.

Updats

Not implementad, exception thrown,
Craate

Not implemented, exception thrown,
Create/Update

Not implemented, exception thrown.

001187 As previously described, sxample microsernvices can be stateless in
embodiments, thus greatly simplifying thelr interactions with one ancther. In some
embodiments, 3 session state microservics is provided 10 allow access o a
Distributed Oblect Model "DOM) obiect that is held on an application session. inan
exampie, a simplifisd AP for a session siate microservice is the following interface:
sessionlOM GetSessionDOM(), which can return an object that providaes the
session DOM,

G871 In an embodiment, a DOM ohiect can be a data structure that gathers a
miscellanenus set of data which represents the stale of the user's session logged
o the network, The data can be frequently accessed data {e.q., security rules)
which are accumulated on demand or are a sst of discrate tems relating 1o the user
that is logged in {a.g., current user, language cholce, user's originalion, current

network visualization report, and the likel. In accordance with the microsearvice



WO 2019/212852 PCT/US2019/029098

architecture, embodiments include a single service 1 read and updale the data in
the DOM. This service can be usad by the network application logic when data is
requested from the DOM. In some embodiments, data in the DOM can be physicaliy
anchored to the session state (2.g., maintained by an application server).

00118]  As descriped herein, drip fed delta processing for the network maintaing a
network configuration for a given organization/entity/node {e.g., direct access vector
for a given node) that can be readily used {0 query data storage 708 1o raverse a
graph that represents the network of nodes {(8.q., identify existing or potential
paths/supply chaing that include the given node). An example network traversat
microservice can be provided that is used o traverse the network {0 return paths Tor
an organization {e.g., entity or nods in the network), A subsst of the funclionality for
an sxample network traversal microservics i as follows:

Data Layout

Simple 4 column table {connectionid, 1o, from, type) with one row per connection.
The inverse connection is not siored.

Given nodes X and Y, where type ¢ = consumes and ¢ = supplies

Loy (X Consumeas Y
And

Yo X {Y Supplies X}
Are equivalent.
Oojacts
Network

IDDRS<Crganisations» organisations
List«Connactions connections
Connections
Long formiNodeld
Long toNodeld
Enum connectionType
AP
ouplic Network readNetwork{int startOrganisationid, int depth)
B8  In some embodiments, a network traversal microsarvics can retumn
network paths (e.q., a supply chain) for the organization of the requesting user. For

asxampie, the data returned can represent such paths as pairs of organizations {e.g.,
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identified by 1Ds} in addition to the nature of the relglionship that connects these
organizations {e.g., trading pariners, suppliers, customar, and the like}). in some
embodiments, this service can be used {o display and search an organization’s
supply chain.

001201 The organizations representing the supply chain {returned by this service)
can he defined by the connections and goods or products raded between them. In
some embodiments, in order 1o deliver a st of connacied nodes, the microservice
utilizes indormation about the connections accepted and the products traded, though
in sorne implementations this information is used but not returned. For example, in
some implemeniations the resulting sel of organizations representing the supply
chain is returned, but not the noted additional information used {o delermine the
result set.

{00121]  As further detailed with references to Figs. 8-14, visualizations can be
displaved to users of the network system which can, in some insiances, include a
visualization of data secured using the securily policies of the network system, such
as a visualization of a path of nodes/entities that represenis g supply chain. An
example visualization microservice can be provided that is used to creale, edit, or
update visualizations for the network sysiem. A subset of the functionality for a
visualization microssrvice is as follows:

Funclionality:

s (raate
o Ensures all required properties are provided
o Creates a new visualisation.

¢  Haad

o Reads the current visuaiisations for the current organisation. Retrieving
the visualsalions in thiz way returns sverything neaded (o creaie the
visyalisation, minus the actual data. This can be used (o retrieve and edit a

visualisations spacitication without needing to read all the network data.
+  Head Visualisation Dats

o This operation will read the visualisations including the actual network data
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needed for the Ul to display.
s Uipdate

Updates a visualisation with the provided data
+  Delete

Removes g viriualisation from the DOM

A visualisalion can be defined as follows:

Atlribule Nolss
id A generated integer, mandatory id
Type One of, PleChart, BarChart,

NetworkGraph, WorldMap or Table,

Mandatory

Title Afriendly name for the visualisation.

Used for display.

Mandatory

Filter A filter that describes what 1o include o
gxciude from the data used in the
visualisation. This is created through the
Ul

QOptions Adata record containing options specific
o the type of the visualisation, Currently
onty the pie/bar chart use this for a 'dala

attribute’ in order o display corractly,

Dala The data required o display the

visualisation.

This is looked up when neaded via the
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read visualisation data operation.

Craation

Crealing a visualisation requires mandatory altribuiss 1o be provided, otherwise an
aexception will be thrown. Onee crealed a visualisation can be edited. A
visualisations data is looked up via a connection service beforg i is displayed. At this
time, the options and filler are taken inlo account.

Editing

Any attributes can be edited except the D, Changing the visualisation attributes may
reguire data o de re-read in order for changes o take alfect (For example, options
or filter changss).

081221 BHeferring back to Fig. 7, services 702, dala platform 704, security platform
706, and data storage 708 can be contigured 1o allow information sharing among the
shifty/nodes/organizations in the nefwork, The network system is based on Huid
sharing of data rather than silos of private data, even in instances where some of this
data is contidential or sensitive. Accordingly, the network data can be shared among
the nodes/eniities/organizations according to sharing rules that are based on the
relationships between the node/entity/organization requesting access to the data and
the node/entity/organization that owns the data record being requested.

001231 An example sharing rule for a given node/entiby/organization is) a data
record {8.4., row of a table) owned by the given entity allows access {0 any entities
where an existing How of a good or product exists with the given enlity {e.g., the
entities are trading parinars or on a supy chain path} and does not allow access o
entities that do not have such an axisting How of a good or product. in other words,
the given entily may allow frading pariners {0 gocess cenain dala that non-trading
pariners cannet access. Differerd network sharing rules can be defined for different
groups of field data {e.g., columns) within the same record {e.g., row}. In some
smbodiments, sharing rules can be defined for individual users for each distingt
functional area of the network sysism.

00124]  As delalled herain, an enlity of the node network can be an organization,
and data storage 708 can store a profile information for the organization.  For

exampie, a profile can be stored for registered organizations that can inciude one or
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more of a name, address or location {8.q., latitude, tongitude, home courdry, and any
other suilable tocation information), rands associated with the grganization, a
homepage Uniform Hesouwrce Locator ("URL", social media acoounts for the
organization, a combination of these, and other suitable information.

001251 In an embodiment, the network of nodes can represent a natwork of
suppliers, customers, and/or intermediaries. in such an example, an organization
profile can alse include one or more of products seld, products purchased,
certificates from third party associations, expired certificates form third party
associalions, direct suppliers {8.q., from among the other entities i the network]},
divect customers {e.g., from among the other entities in the neltwork}, plans for good
or products {e.g., recipes), parts for goods or products {8.q., ingredienis}, a
combination of these, and any other suflable information for a buyer or seller of
products or goods.

001281 In embodiments thal include social aspecis for the nelwork nodes (8.9,
osts, messages, and the like), the systermn can manage social daia for entities, such
a% messages, posts, discussion groups, and data for other social interactions, in
addition, the entities further include network data related to thelr orentation in the
network, such as connections between entities/nodes, paths with entities/nodes
{8.g., divect access vector;, and other suitable information refated 1o the entitynode’s
orientation in the network.

001271 In some embodiments, an entity can define specific sharing rules for
individual pisces of dala owned by the entity {s.g., different data items related o an
organization profile, sodial network data, network orentation data, and the like). For
exampie, a portion of an organization's profile can have a public sharing rule {2.q.,
available 1o anyone) while corlificales or expired centifications may have a direct
trading relationship sharing rules {8.g., only available to trading pariners), Exampie

sharing rules are:
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Public — Data is avallable to anvone on the internet.

MNetwork — Data is available 1o anyone registered user/organization. Anyone with a
user account that can ogin to the systam.

Direct Trading Connections — Dala is avallable 1o users within an organization that
the source organization has a direct trading refationship with. They either supply,
consume or both supply and consume directly with the source organization.
Customer Gonnections — Data s avallable 1o users within an organization thatis a
customer of the source organization.

Supplier Connections — Data is avaliable 10 users within an organization that s a
supplisr of the source organization.

Potential Connections — Data is available 1o users within an organization that the
sourcs organization has a polential connection with {e.g., polential flow of goods or
products) based on matches between organization owned ingredients and recipes
{as detailed herain).

Specific Organizations - Data iz available o anyone from within a specific Hst of
organizations. The organizations can be sslectad from all organizations on the
natwork,

Private — Data is only available 1o users within the organization that owns the data.
{06128]  In some embodimernts, security platform 708 makes access permission
daecisions based on these sharing rules {8.q., stored as access permissions) for each
source entity and the relationship betweean the source entity and the user requesting
the source entity’s data. The relationship between entities/organizations can be
stored as network data. In some examples, this relationship can be defined by which
nvitations have been sent and accepled ¢ indicate a trading relationship. For
sxampie, a customer X0 may request an grganization Y o connect o them as a
supplier. If this invitation is accepisd, supplier Y would have visibility for data which
the owner X has marked as 'only visible 1o suppliers’.

001291 In some embodiments, upon resolving the data sharing rules and
determining whether a user's permission o relrieve data owned by a source entity,
relational fillering 718 augments a data query {8.g., 30L query) submitted on behsalf
of an authenticated user {via services 702 and data platform 704) with g "key” o
retrieve the data from data storage 708, The augmented query can then be

executed at dala storage 708 1o retrieve the reguested data. In some embodiments,
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whers data store 718 determines the user is not permitted 10 access reguested dailg,
the relevant “key” for the data will not be added to the query, and thus the data will
not be returned when the query is performed at data store 718

081301 In some embodimernts, the security platform 708 aecess the “Current
inggad in Organization 1D This can be stored immutably within the trusted storg
720, by the login process, based on the organization associated with the
authenticated user. Tables within dala storage 708 that contain sensitive information
{e.g., information sscured by one of the above security policies/sharing rules) can
have their records keyed by the Organization 1D of the entity/organization who ig
desmed to “own” the record. As disclosed ahove, each entity/organization can grani
aceess 1o individual organizations or to “classes of organizations” reiated 1o them in
a specific way based on specific sharing rules/access permissions (8.4g., cusiomer,
supplier, and the like).

001311 In some embodiments, the tables that siore network data in data storage
708 have an associated "Security Descriptor,” or an XML representation of rules
which show how the organization requesting access 1o the data must relate 10 owner
of the data row (i the row 10 be accessible). For example, the XML can detine
sharing rules/access permissions for records of the associated dala table. The
security platform 706 uses the XML refationship rules and the “current iogged in
organization D7 1o determine the set of possible other organizations whose data
couid be accessad.

081321 In some embodiments, relational filkering 718 modifies SQL access
siatemernts such that an additional WHERE clause modifier is added to any filtering
already specified in the BQL (e.q., by data platform 704}, This additional restrictor
can list the set of valid organization 10s {e.g., according 1o the current logged in
organization D and the XML security descriptors), one of which must be presentin a
data row's organization Key for the record {0 de maiched and included within the
scope of the query.

001331  In some embodiments, after SOL resulls are received, but before it s
returned to the calling application data reduction can be performed by dala redaction
716, For example, the WHERE key modification process will have restricted the
rows accessed by the SQL, but various fields of these rows will have been read

without considering security protocois. In some instances, a data owner may have
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permitted access 10 the record but not to all the fields within the record. Dala
redaction 716 can be used 1o handie such a scenario and redact column lavel data.
001341  In some embodiments, sach record retumed is post-processed by data
redaction 716 to remove any field data not authorized as being accessible io the
current organization by the data owner. In some embodiments, the rowset {e.g.,
returned data set) will be returned only alter key filtering and redaction.

001351 As an example, a requesting organization/application/microsenvice can
attempl to read a table using an unrestricied ™7 SQL where clause. The sscurily
platform 708 can then entify the requester using “the current logged in Org 1ID7 from
trusted store 720, Securily platform 708 can then compute the sel of other
organizations who have granted access to this organization. Relationa! filtering 718
can add additional WHERE modifiers 1o the SGL o filter out data owned by
organizations not granting this access. Thus, refrieval from such an unrestricted
SOL statement would return a much mare secure record set due 1o the added
WHERE modifiers.

001367 In some embodiments, data redaction 716 can then analyze the retrieved
data to remove any fields that the record’s owning organization has not permmitted the
requestar o view. For example, for each record, sscurity protocols (8.¢., access
permissions/data sharing rules/a ssecurity descriptor file) can be accessed o
determine the column level gocess the requesting organization has relative to the
owner ¢f the record. When the requesting organization is determined o not have
column level access to data, the data can be removed from the resul set. The
relational filtered and redacied data can then be retumed o the requesting
organization. In some embodiments, this could be an empty set of records,
0G1371  The following represents example XML that define aocess permissions

used by security platform 708 1o perform the above-noted security functions:

RS A S £
SRR PR T i S S
(o 0 QLLESS
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{00138  In some embodiments, user based functional security rules control "'who'
can do ‘whal” within & scurce crganization. They can also conirol who has what
access o the undsrlying source organization dala, Sscurity lemplates are used 1o
define what functional securily a user hasg at the poirnt they are created. An
administrator {(user with sufficient privileges) can control by functional security setting
i i1 is granied to or revoked from a given user within their organization. The
available securlty templates and their associated privileges are shown at Tables
and 2, below. For example, three templates can be considerad: Admin - a user that
is able to fully adminisier the organization, including managing users, connections,
and all dala belonging to theilr organization; User Editor — a user that can contribule
Dy making social posts, managing the corporate profile, and the like, but is not able
o do security related operations such as managing users, connection, and the like;
User Header — a user thal is only abile to view and analyze information. They ars nol

abie 1o make any changes. in general, this user is a read only user,

- 43 -



WO 2019/212852 PCT/US2019/029098

Access by Securily Template
Function
Admin Editor Header

Organization Proflle
Update Public information v v ®
Update Products Traded v v ®
Update Accreditations and Certificates v v ®
Update Locatlion v e ®
Update Contacts v v ®
Update Preferences v ® ®
Update PIN o ® x

Posts
Manage Discussion Group

v v ®

Subscriptions
Update Posts g ¥ %

Security
Manage Dala Visibility Security ¥ ® ®
Manage Features and Functions

v B X

Security
View Audit v % %

Table 1

- 44 -



WO 2019/212852 PCT/US2019/029098

Access by Security Tempiale
Function
. User - Uger -
Admin .
Eciitor Reader
Invitations
vlanags Conneclions v ® ®
vianage Organization Links ¥ ® ®
Manage Users v ® ®
View Notifications ¥ ¥ ®
View Connections v ¥ v
View Linked Organizations 4 v v
View Users v v v
Metwork
Lise Reporting and Visualization Tools v 4 ¥
Browse Organizations ¥ ¥ v
Raw Materials
Update Raw Materials and Product
W ® x
Lines
View Haw Materials and Product Lines v v g
Table 2

{00139 In some embodiments, the data retrieved from the social network ¢an be
used for various functional purposes. For example, one or more visualizations can
be generated that Hlustrale an organization's orentation in a path {e.q., supply
chain). Fig. 8 illusirates an example graphical user interface for configuring a view of
a network of nodes according (o an example embodimeant. For example, a user
within an organization may operate a clierd device that is configured o display
dashboard 800 for displaying a supply ¢hain visualization. Network data retrisved o
generate visualization can leverags one or more functions disclosed. For example, a
visualization can be generated basad on a reirieved vecior {e.q., direct access

vaectorn) for a given node from a pre-compute version of stored network data, The
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retrieved network data can aiso be secursd using the relational filtering and data
redaction tunctionality thal manage storage security policies relative 1o a given node.
Q414401  In somse embodiments, dashboard 800 can include user inferface elements
{8.g., widgels} that include filter options 802, configuration options 804, enable 806,
depth 808, visualization options 810, and attribuie 812, For example, filter option
832 can be used o determine a type of filler for the organization data 1o be displaved
by the visuglization. The lustrated options include a country filler, an organization
name filter, a products purchased filter, a products soid filler, an expired certificates
filter, & raw materials filter {e.q., ingredients), and a product line filter,

{00141} Fig. 8 illustrates an example where "expired certificates” is the selected
filter. Configuration options 804 can allow for configuration of the selected filter. iIn
the lustrated embodiment, the filter is configured o display ertities in a supply chain
that have greater than "0 expired certificates. Enable 806 allows a user 1o enable or
disable the filter.

081427 Depth 808 can allow a user to ssiect a depth of the supply chain {8.¢.,
display nodes/entities/organizations with a distance less than or equal to the
selected depth, where distance is the number of jumps or hops away from the
source node/entiiy/organization in the network).  Visualization optlion 810 allows a
user to select g visualization type, such a3 pie chart, bar chart, network graph, lable,
or world map. Fig. 9 ilustrates a ple chart visuglization of network data according to
an example embodiment. Fig. 10 iflustrates a table visualization of network data
aeeording 1o an example embodiment. Fig. 11 Hiustrates a network graph
visuyalization of network data acoording to an example embodiment. Figs. 12-14
Hustrate world view visualizations of a supply chain data according 10 an example
smbodiment,

001431 Dats stinbute 812 allows g yser 1o select a data attribuie used by some
visualizations. For example, ple chart 800 of Fig. 9 fllustrates a ple chart segmented
by country. If a user desires 1o have a wider view of the data for the supply chain
visualization, data table 1000 of Fig. 10 provides a largser cross-section of the
network data. Network graph 1100 of Fig. 11 depicts a visualization of the nebwork
nodes and conneclions betwesn these network nodes that displays the various Hinks

that are included in the supply chain.
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001447  World view visualization 1200 of Fig. 12 depicts the supply chain
connections overlaid on a world map. in this example, a user is shown the various
regional visks in a supply chain. & user can turther request more granular
formation about the Hinks in the supply chain by selecting {s.4., clicking or tapping)
one of the points in the supply chain, World view visualization 1300 of Fig. 13
includes widget 1302, summary 1304, and indicator 13086 that are displayed upon a
selection of a link in the supply chain.

001457 Widget 1302 can be used to select organization information for display.
Surnmary 1304 provides a surmmary of the selecied organization, including a numbsr
of expired certificates {e.q., the filter used {0 genegrate the depictad visualization).
Indicator 1306 can indicale a condition for the particular filler used o generate the
visualization. In the flustrated embodiment, indicator 1308 shows a red exclamation
point because the selecied organization has expired certificates, I some examples,
a green check may be displayed # the organization has no expired certificates.
Visualization 1400 of Fig. 4 similarly inciudes widget 1402 and summary 1404 that
display the summary of a different organization in the supply chain,

001467 The various embodiments disciosed have a number of advantages over
corventional data management and security applications. For example,
smbodiments that include drip fed della processing and pre-computed version of
natwork data can substantially reduce the computational complexity associated with
traversing a large graph of nodes. Al lgast the generated direct access veoior
orovides an efficient solution {o gquerving a relational datsbase to quickly and
accurately retrieve network data, Such efficiency and high accessibility allow for
robust software service offerings from the network systern, such as the visualizations
disciosed herain. The more cumbearsome, less gfficient, and computationally
challenging approaches taken by conventional data management systems fail {o
achieve these benefis.

001471 For example, some data schema implemeantations are designhed o
reprasent and answer gquestions on connaction graph natworks, However, many of
these are optimized for frequent reads and occasional updales. In the various
ernbodirments, the network can, at times, be subject (o frequent updates as new

relationship connections and traded good or products are added/updated across the
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participating organizations, The disclosed drip fed delta processing provides
technical advantages in such an envirgnment,

{00148 Another giternative can be a simple on-demand recursion of a relational
network connections table. Conventional approaches that laverage such a simple
systemn can process freguent updates, yel raversing a graph representsd by the
stored data can be computationally challenging. The drip fed delta processing
solution and pre-computed version of network data can provide efficient traversal
evern in the presence of frequent updales, which generales performance benefits
over these conventional technigues.

001481  In addition, embodiments that includs the trusted store and dala security
policies snsure that the network of nodes can siore and share private, sensitive, or
confidential data among different organizations in g supply chain o, In some
instances, potential organizations that may be added 10 a supply chain. in particular,
the funneling of data requests through the securily sub-system, and the relational
fitgring and data redaction achisved by the sscurity sub-system and trusted store
ensures thal ne user or organization is provided access o data that they do not have
permission o view, update, or delste.

{01501 For example, traditional role-based secwrity mechanisms offen assume
that dats access is granted using a fixed Hst of users or user groups who ars 1o
receive access. Embodiments provide access based on a “relationship between
data owner and data consumer”. For example, when accessto aplece of data is
granted for an organization’s “customers,” the organizations thal fall into the
“‘customers” category can change Huidly as trading relationships are updated, and
thus the organizations granted access {o the piece of dala can change fluidly,
Embodiments provide a permissions policy that can efficiently and effectively sequre
daia refrieval in the presence of such changes. in addition, fraditional securiiy iz
also often record kKey based. Embodiments include a finer granularity, whers
security is set on each field of a record independently.

{00181]  Fig. 15 Hlustrates an example method for managing a network of nodes
with delia processing acoording o an example embodiment. in one embodiment,
the functionality of Figs. 15 and 16 below is implemented by software siored in
memary of other computer-readable or tangible medium, and execited by a

orgcessor. in other embodiments, each functionality may be performed by hardware
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{.4., through the use of an application specific integrated circult ("ASICY, a
orogrammable gate array {("PGEAT, a feld programmable gate array ('TPGAT, aie),
or any combination of hardware and software.

D01527 AL 150Z, a nelwork with a plurality of connecied nodes is stored, the nodes
representing entities of the network, For example, the network of connected nodes
can he mapped onto refational data tables. in an embodiment, the netwerk can be a
social network reprasented by a directed graph.

BGIE3T AU 1504, one or mors dellas 10 the network can be recsived that indicats
updates o the connections among the plurality of nodes. For example, an update to
network information can be recsived from an authenticated user associated with an
eniity of the network, and one or more delias can be generaled bazed on the update.
AL 1508, the deltas can be added 1o a gqueus. At 1508, the connections between the
nodes of the network can be updated using deltas from the queue. For example, the
gueue can be a FiFD gusue, and the delta on the top of the qusue can be processed
o update the network,

001547 AP 1510, the network can be processed afier updating the connections
between the nodes to generate g vector for a given node. For example, a transitive
cigsure for the network can be determined alier updating the network and the
transitive closure can be used o generale g direct aecess vector for each node in
the network.

(001851 In some embodiments, drip fed delta processing can include storing a pre-
computed version of the network data in a set of refational data tables. This pre-
computed version can provide efficient raversal of the network, for exarmple based
on the pre-computed network data stored in the data tables. In some embodiments,
orocessing the network can include updating data in ong or more of the data {ables
that store the pre-computed version of the network dafa. In some embodimenis, the
pre-computed version of the network dala provides direct access vectors for nodes
ot the network that can be retrieved by querying the data tables. The direct acosss
vactor can indicate connected nodes that include a connection with the given node
and indirect nedes that are part of a path that includes the given node and ai least
one connected node.

0015861 AU1B12, one or move paths for the given node can e identified based on

the generated vector. For example, the relational data tables can be gueriad using
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the direct access vector to return path information for a given node. Inan
embodiment, an identified path that includes the given node can be created upon
updating the links between the nodes of the nelwork.

BO157T  Inan embodiment, one or more parls and one or more plans that include a
plurality of parts can be defined for the nodes of the network, and a connection
batwean two nodes of the network can be based on a correspondence pelween a
plan detined for g first of the two nodes thal matches a part defined for a second of
the two nodes. For example, the plans can be recipes and the parts can be
ingredierds for the recipes. In an embodiment, e entilies can include suppliers and
customers, and the connections can represent iransactions between the entitiss.

For example, identified paths can represent supply chains for at least one good or
product. In an embodiment, the ransitive closure can be determined using
connections of the network that are based on a corvespondence between plans and
parts for connected nodes,

{08158] Fig. 16 lllustrates an sxample method for providing sscure data
managerment for a network of nodes according o an example embodiment. AL 1602,
a network with a plurality of connecied nodes is stored, the nodes representing
ariilies of the network, For example, the network of connected nodes can e
mapped onio relational dats iables. In an embodiment, the network can be a social
network representad by a directed graph.

{00189 A1 1604, a request can be received from a first node 1o retrieve dala abod
a second node of the network., For example, a reguest can be recebved from an
authorized user of an entity represented by the first node. At 1806, a query can be
generated (o retrieve the requested data.

0016807 AL 1608, the guery can be filtered based on permissions for the first node
stored at g irusted store. For example, the guery can be augmenied with a key used
o retrieve the requesied data based on permissions for the first node refative 1o the
second node stored at the trusted store.

001811 In some embodiments, a permissions file is stored that detines access to
one of more of the relational data tables, the access permissions being defined per
record in the relational data tables based on an owner node that cwns @ record and
a relationship between the owner node and the node regquesting access. The trusted

store can immutably store a pluralily of keys for nodes of the network. In some
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ernbodirments, filtering the query bassd on permissions for the first node stored at a
trusted store includes accessing the permissions file to retrieve a list of keys from the
trusted store, where the list of keys is for a subsel of nodes that arg permitied for
access by the firsi node according 1o the reiationship betwesen the first node and the
subset of nodes. Augrmenting the query can include adding the Hst of Keys to the
guery, where secured records within the relational data tables requested by the
quary are refrieved when the list of keys includses a key that corresponds to the
secured records,

01821 In an embodiment, the authenticated user has permission o view at least
some data for nodes that are connected 1o the first node, the first node being
connectad o the second nede. In an embodiment, the authenticated user has
permission o view at least some data for nodes that comprige a path with first node,
the first node being on a path with the second node.

001831 AU 1610, fields from the results of the filtered query can be redacted based
on the permissions for the first node. For example, the permission file can be
accessed 1o detenming what access permissions the first node has relative 1o the
owners of the relurned records. Any column level data that the first node ig
determined nol 1o have access 1o can be deleted belore returning the query resulis.
At 1812, the redacted resulis can be provided to the firsi node.

1001841 In an embodiment, the entities reprasented by the nodes can be suppiiers
and customers, and paths between the nodes can represent supply chain networks
for one or more producis. For example, the authenticated user can have parmission
to access supply chain networks that include the first node, include suppliers 1o the
tirst node, or include customers of the first node.

001651  bEmbodiments manage dala procsssing for a network of nodes. An
sxampie network can include a plurality of nodes with a plurality of connections
among the nodes, In some embodiments, the network can be a social network with
various degraes of information sharing. At limes, new conneclions can be generated
Detweon wo previously unconnected nodes or a connection can be severad
betwesn previously connscled nodes.  One or more paths can be identified based
o the current configuration (e.g., current connections among the nodes) of the
nefwork, For example, & path can start at a Hrst node and progress through second,

third, and fowrth nodes betore terminating at a fifth node. Such an identified path can
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be uselul for identifying patterng, trends, or risks, performing predictions, or for other
analytical purposes {i.e., depending on the nodes within the network and the specific
implementiation).

{0016868)  Howsever, the dynamic nature of these networks brings about risks and
compitling challenges. For example, social networks are offen changing, building
new nodes connections and tearing down oid ones. Thus, path identiication amaong
the nodes can be computationally cumbersome. As further detailed herein,
ernbodiments leverage drip fed delta processing to manage the network that
achisves computational efficlency while maintaining dynamic update functionality for
ngde connections.

081871 In some embodiments, entities of the network {8.g., nodes) can have
atthorized users that inferact with the system. For example, authorized users can
adit a protite for the entity, send messages (o other entities of the network, aller
relationships with other entities, relrieve data related 0 the entities of the network,
perform a network analysis, and other suitable functions. However, in some
embodiments, confidential or sensitive information for ong or more entities may be
storad {e.g., in a data store} in asseciation with the network, For example, in & secial
network, the sysiem may store sensitive information for a Hirst enlity that can be
shared with a subset of oiher entities, bul cannot be shared with the remaining
entities. In other examples, the sensitive information may be marked private, and
thus may not be shared with any other entities of the social network,

081881 In some embodiments, the system can provide secure data retrieval for
entities of the network, For example, 2 sscurily sub-sysiem can maintain one or
more perrissions for the authorized user that determines what information the user
can refrieve. Based on the secunily sub-system, a dala retrieval request can be
fillered to enswre the authorized user is only provided with information aceording to
the established permissions. For example, relational filtering can be used o filter
generated queries according 1o the permissions prior to performing a search on the
data store. In ancther example, dala redaction can be parformed on the data
retrieved by a query according o the permissions {0 redact dala prior o providing it
o the authorized user. The security sub-system, relational filtering, and data
redaction can be used 1o ensure secure data management of sensitive or

corfidential data for entities of the network.
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BGI88T  The features, structures, or characteristics of the disclosure desoribed
throughout this specification may be combined in any suitable manner in one or

more embodiments. For axample, the usage of "one embodiment,” “some

1313 »

smbodiments,” “certain embodiment,” “certain embodiments,” or other similar
anguage, throughout this specification refers 1o the fact that a particular featurs,
structure, or characteristic described In connection with the embodiment may be
included in al least one embodiment of the present disclosure. Thus, appearances
of the phrases “one embodiment,” “some embodiments,” "a certain embodiment,”
“certain embodiments,” or other similar language, throughout this specification do not
necessarily all refer o the same group of embodiments, and the desqoribed features,
structures, or characieristics may be combined in any suitable manner in one or
mors embodiments.

{01701 One having ordinary skiff in the art will readily understand that the
smbodiments as discussed above may be practiced with steps in a different order,
and/or with slements in configurations that are different than those which are
discinsed. Therefore, although this disclosure considers the outiined embodiments,
it would be apparent 1o those of skill in the art that certain moditications, variations,
and alternative constructions would be apparent, while remaining within the spirit and
scope of this disclosure. In order 1o determing the metes and pounds of the

disciosure, therefore, reference should be made to the appendad claims.
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WE CLAIM:
1. A method for providing secure data management for a network of nodes, the
mathod comprising:

storing a network with a plurality of connecied nodes, the nodes representing
sniflies of the network;

receiving, from a first node of the network, a request o refrieve data about a
second node of the network;

generating a guery 1o refrieve the reguested datg;

fillering the query based on permissions for the first node stored at a trusted
store;

redacting fields from the results of the fillered guery based on the permissions
for the Hrst nodes; and

providing the redacted resulls (o the first node.

2. The method of claim 1, wherein the network is mapped onte one or more

relational data tables.

3. The method of olaim 2, further comprising:
augmenting the generated guery with a Key used 1o retrieve the requested

data based on permissions for the first node relative 1o the second node,

4. The method of claim 3, wherein the reguest is received from an

authenticated user of the first node.

5, The method of claim 4, wherein the authenticated user has permission 1o
view al least some daia for nodes thatl are connected o the first node, the first node
peing connected to the second node,

B. The method of claim 4, wherein the authenticaled user has permission io
view at least some data for nodes that comprise a path with firsi node, the first node

being on a path with the second node.

7. The method of claim 4, wherein a permissions file is stored that defines
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access 1o one or more of the relational data tableg, the access permissions being
defined per record in the refational data tables based on an owner node that owns a

record and a relationship between the owner node and a node reguesting access.

8. The method of claim 7, wherein the trusted stors immutably stores a

plurality of keys for nodes of the network.

8. The method of claim 8§, wherein filtering the query based on permissions
for the first node stored at a rusted store further comprises:

accessing the permissions file to retrieve a list of keys from the trusted
store, wherein the list of keys is for a subsst of nodes that are permitted for access
by the first node according 10 the relationship betwesn the first nede and the subset
of nodes; and

augmenting the quary with the list of keys, wherein secured records within
the relational daia tables reguested by the guery will be retrieved when the list of

keys includes a key thatl corresponds 1o the secured records.

10, The method of claim 4, wherein the entities comprise suppliers and
customers, and paths bebwsen the nodes represent supply chain networks for one or

more products.

11, The method of claim 8, wherein the authenticaled user has permission o
access supply chain networks that include the first nods, include suppliers o the first

nade, or include customers of the first node.

12, A non-ransifory computer readable medium having instructions stored
therson that, when exscuted by a processor, cause the processor to provide secure
data management for a network of nodes, the providing comprising:

storing a network with a plurality of connected nodes, the nodes represanting
gntities of the nelwork;

receiving, from a first neds of the network, a request o retrieve data sbout a
second node of the network;

generating a query o retrieve the requested datg;
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fillering the query based on permissions for the first node stored at a trusted
store;

redacting fields from the results of the filtered guery based on the parmissions
for the first node; and

providing the redacted resulls to the first node.

13. The computer readable medium of claim 1, wherein the network is

mapped onto one or more refational data tables.

14, The computer readable medium of claim 13, wherein the request is

received from an authenticaled user of the first node.

15, The computer readable medium of claim 14, whergin a permissions file is
stored that defines access 0 one or more of the relational dala tables, the access
parmissions being defined per record in the relational data lables based on an owner
ngde that owns a record and a relationship between the owner node and a nods

reguasting access.

16, The computer readable medium of claim 15, wherein the trusted store

immutably stores a plurality of kKeys for nodes of the network

17. The computer readable medium of claim 18, whersin filtering the query
based on parrrissions for the first node stored at a trusted store further comprises:

accessing the permissions file to retrieve a list of keys from the trusted
store, wherein the list of keys is for a subset of nodes that are permitted for access
oy the first node according 1o the relationship betwesen the first node and the subset
of nodes; and

augmenting the query with the list of Keys, wherein secured records within
the relational dala tables reguested by the guery will be retrieved when the list of

keys includes a key that corresponds 1o the securad records.

18. The computer readable medium of claim 14, wherein the entities comprise

suppliers and customers, and paths between the nodes represent supply chain
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networks for one or more products, and wherein the authenticated ugser has
permission 10 access supply chain networks that include the first node, include

suppliers to the first node, or include customers of the first node.

18, A systern comprising:

a processing device in commumnication with 2 mermaory device, the processing
device configured {o provide secure dala management for a network of nodes, the
providing comprising:

storing a network with a plurality of connected nodes, the nodes representing
ariitigs of the network;

receiving, from a first node of the network, a reguest to relrigve data about a
second node of the network;

generating a query 1o retrieve the requestaed dala;

filtering the guery based on parmissions for the first node stored at a frusted
siore;

redacting felds from the resulls of the filtered query based on the permissions
for the first node; and

providing the redacted results o the first node.

20 The system of claim 1, whergin the network is mapped onie one or more

relational data tables.
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