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ABSTRACT

A digital Radio Freguency (RF) receiver may exhibit image frequencies and these fmage
frequencies may be mathematically related to the Intermediate frequency (IF) that is utilized for
trausmission and reception, 1o accordance with an embodiment, channel awitching may be
performed to identify an appropriste receive freguency in the presence of image fequencies bn
other channels. In accardance with another emboediment, data on a receive chanael is evaluated
io determive whether the data is inverted, and then appropriate correction may be performed on

subsequently received data,
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IMPROVING DIGITAL RECEIVER PERFORMANCE
N THE PRESENCE OF IMAGE FREQUENCIES

CROSS-REFERENCE TG RELATED APPLICATIONS
0001} This application claims benefit under 33 U.S.C. §119(¢) of Provisional U.8.
patent application no. 61/711,930, filed October 10, 2012, the disclosure of which is hereby

incorporated by reference as if set forth in ifs entirety herein.

BACKGROUND

10002} A digital Radio Frequency (RF) receiver may exhibit image frequencies and
these image freguencies may be mathematically related to the intermediate frequency (IF) that is
utitized for transmission and reception. The IF may refer to a frequency to which the received
signal is converted. For example, the IF may be more conveniently processed than the original
radio carrier frequency. In an example multi-hop system, image frequencies or channels may
exist at the desired receive frequency plus two or three times the IF when the receiver uses a low
value of IF in the system. Valid and invalid messages can exist on these image channels and the

existence of these image channels can interfore with optimum receiver performance.

SUMMARY

[D883]  Dystems, methods, and apparatus embodiments are described for handling the
presence of image frequencies in a multi-hop communication system to avoid degradation in
receiver performance. In one embodiment, a receiver receives a message that is transmitted on
one of a plurality of channels of a hop sequence of a multi-hop communication system. Fach
channel has an associated frequency. For example, when a message is transmitted on one
channel of the hop sequence, other channels of the sequence may exhibit images of the message.
In accordance with the embodiment, a plurality of channels in the hop sequence are scanned. For
each of the scanned channels, a value that is indicative of signal strength may be determined.
One of the channels having a signal strength value that satisfies a threshold is selected. The
selected channel is evaluated in an attempt to detect a preamble of @ message on that channel. ¥
the preamble is detected on the selected channel, the receiver is tuned to a second channel in the
hop sequence and the second channel is evaluated in an attempt to detect the preamble on that
second channel. I no preamble is detected on the second channel, the receiver is tuned back to
the selected channel and a remainder of the message on that selected channel is received. Ifthe

preamble is detected on the second channel, then the receiver is maintained tuned to the second
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channel and the remainder of the message on that second channel is received. Thus, in
accordance with an embodiment, channel switching may be performed to identify an appropriate
receive frequency in the presence of image frequencies on other channels.

{0064]  In another example ensbodiment, a recetver receives a message that is
transmitted on one of a plurality of chanpels of & hop sequence of a multi-hop communication
systern. When a message is transmitted on one channel of the hop sequence, other channels may
exhibit images of the message in which the bits of the message may be inverted. In accordance
with the embodiment, one of the channels is selected. A preamble of 2 message on the selected
channel is detected. From a characteristic of the preamble, it may be determined that data of the
message 15 inverted on the selected channel. The data of the message may continue to be
received, but the received data is inverted to recover the message. For example, the preamble
may comprise a pattern of Manchester encoeded “0” bits followed by a pattern of Manchester
encoded “17 bits, wherein a iransition from “07 bits to “17 bits exhibits a double-wide sequence
of low signal values, and wherein the characteristic from which it is determined whether the dats
on the channel is inverted is the double-wide sequence of signal values at the transition. Thus, in
accordance with an embodiment, the data on 8 receive channel i3 evaluated to determine whether
the data is inveried, and then appropriate correction may be performed on subsequently received
data.

{088]  Other features of the described embodiments will become apparent from the

following detailed description and accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[3806] Figure 1 illustrates one example of receiving a message on a chamnel of a multi-
hop communication system;

[0687F Figure 2 tllustrates another example of receiving a message on a channel of g
multi-hop comununication system;

[8008] Figure 3 illustrates yet another example of receiving 2 message on a channel of &
multi-hop communication system, where the reception resulis in an crror due to the presence of
image fregoencies;

[0008] Figure 4 illustrates one example of receiving a message in a multi-hop
communication system in accordance with one embodiment of a method for handling the

presence of image frequencies;
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{0816} Figwe 5 dlustrates another example of receiving a message in a multi-hop
oommunication system in accordance with the method for handling the presence of image
frequencies illustrated in Figure 4;

10011} Figore 6 illustrates yet another example of receiving a message in a multi-hop
communication system in accordance with the method for handling the presence of image
frequencies illustrated in Figure 4;

{08331 Figures 7A and 7B illustraie another method for handling the presence of image
frequencies in a multi-hop communication system according in accordance with another
embodiment; and

[0013] Figure 8 is a block diagram of an example digital RF receiver which may

receive messages in accordance with various embodiments described herein.

DETAILED DESCRIPTION OF ILLUSTRATIVE EMBODIMENTS

[0014] The ensuing detailed description provides example embodiments and is not
intended to limit the scope, applicability, or configuration of the invention. Various changes
may be made in the function and/or arrangement of eloments and steps without departing from
the spirit and scope of the invention,

0815} A digital radio frequency (RF) receiver may exhibit image frequencies and these
images may be mathematically related to the intermediate frequency (IF) that is utilized. An
image frequency resulting from low side injection, for example, may exist at the desired receive
frequency plus two times the IF (See equation 1). By way of another example, the image may
exist at the desired frequency plus three times the IF frequency (See equation 2). It will be
appreciated that an image frequency may at exist at various other frequencies or channels, for
example, depending on the magnitude of the IF and the separation of hop channels. By way of
yet another example, but without Hmitation, an image frequency may exist at the desired
frequency plus five times the IF.

{1)Fmage = far £ 27, where frr is the desived signal and Fimage is the undesired signal.
(2) Frmage = far & 8f3r, where fiy is the desired signal and Finsg, is the undesired signal.

[6816] When areceiver uses a low value of IF in a wmulti-hop system (e.g., a frequency
hopping spread spectrum (FHES) comumunication system), image frequencies may exist within
the desired receive spectrum. When an image is located on one of the hop channels, for
example, the data may be valid or the data may be inverted. A good message may result, for

example, when the signal strength is strong and the dats is valid on an image channel. A bad
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message may result, for example, if the signal is strong and the data is inverted on the image
channel.

[4017] By way of an example in which a non-synchronous system is used, any of the
hop channels may have a valid signal thereon and a receiver may establish self-synchronization
with the iransmitted message. For example, a scauning roveiver may look for strong signal
strength and then may evaluate the strong signal for a valid preamble. The preamble may be
then followed until the Start Frame Delimiter (SFD). An invalid meesage may result if the bits
are inverted in the preamble and the preamble is followed until the SFD,

[60318] By way of an example in which a synchronous system 1s used, there maybe a
period in which synchronization is lost and image frequencies with inverted data canse re-synch
issues and delays in bringing the system back up to guality operation.

[80319]  Various embodiments for handling inverted image signals on hop channels of a
multi-hop communication systern are described herein, For purposes of illustrating example
embodiments, a multi-hop communication system in which 31 hop channels are spaced at 400
kHz intervals may be considered. The image frequencies in such a system may appear at the
desired channel plus two channels. Thus, for example, a transmission on channel 11 in the
example multi-hop communication system would have a valid signal on channel 11 and an image
on channel 13. By way of further example, an image may appear on a channel plus three
channels away from the transmitted channel when the transmitting channel has positive
frequency offset with respect to the receiver. This level of frequency offset, for example, may
ocour in devices with older clocks (e.g., with maximom drift) talking to newer devices with
betier clocks.,

168281 In accordance with an example embodiment, a receiver scans at Jeast some, for
instance all, hop channels in a multi-hop communication system. The scan may comprise a
Received Signal Strength Indication (RES]) scan of the hop channels in the system. For
example, the RSS1 scan may be 2 “down scan” that starts with the highest-nurbered channel
{e.g., channel 31} and ends with the lowest-numbered channel {e.g, channel 1), When the RSSI
scan is complete, an RSEI scan list may be established that lists channels and their associated
RSSI magnitudes. Channels may be ranked based on their RSS! magnitudes. For example, out
of the RE5] scan tist, 12 channels may be ranked for preamble evaluation in a preamble
evaluation list. Although 12 channels are described herein for purposes of example, it will be
appreciated that more or fewer channels may be selected for the preamble evaluation list. For
example, a total of seven channels may be ranked for preamble evaluation in a preamble

evaluation list.
- d -
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{00281 During preamble evaluation, in accordance with an example embodiment,
pattern matching is used to determine if a valid preamble at the desived data rate is present on
any of the channels in the preamble evaluation Het. When a valid preamble is detected, the
channel may be maintained as long as the preamble remains valid. For example, the preamble
may be followed (e.z, tracked by the receiver) until an 8FD is cncountered. The transmitted
preamble length may be sufficlently long to allow the receiver to complete an RSSI scan and a
preamble evaluation, and then repeat the RES] scan and the preamble evaluation, although it will
be understood the preamble lengths may vary as desired. In accordance with one example
scenario in which a valid preamble is not detected within the channels in the preamble evaluation
list in a first R5S1 list, at least one other RSSI scan and preamble evaluation are executed,

[0022] Figures 1.3 illustrate various examples of signals that may be reccived on hop
channels by a receiver constructed in accordance with sn example embodiment. Tt will be
understood that signals may also be referred to as messages herein without limitation unless
otherwise stated. Referring to Figure 1, a message is transmitted on a last channel (e g, channel
31} in a list of hop channels that comprises channels 1 10 31, Because channel 31 is the lagt
chanmel in the illustrated list of hop channels, it does vot have any image frequencies that are
receivable because channel 33 (channe] 31 +2 channels} is outside the hop sequence. Tn the
example depicted in Figure 1, the transmission on channel 31 occurs after channel 31 has been
RESI scanned. Thus, a first RSS8T scan 102 doss not detect the transpit RSKI level, and 3 level of
noise may be detected at channel 31, In this example, the level of noise does not place channel
31 in a first preamble evaluation list so channel 31 is not evaluated for preamble during a first
preamble evaluation 104. While the illustrated preamble evaluation lists include 12 channels, it
will be understood that the mmiber of channels in a preamble evaluation list may vary as desired.
Because no image channel exists in the example depicted in Figure 1, the first preamble
evaluation ends without a valid preamble being detected and the receiver goes back to R88I
scanuing at a second RIS] scan 106,

{8023 As forther llusirated in Figure 1, during the sscond RSSI scan 106, it is
detected that channel 31 has a high RSSI 108, Thas, chanmel 31 is discovered and included in s
second preamble evaluation list that is evaluated during a second preamble evaluation 110, The
channel 31 may have a highest RSSI 112 of the chavnels in the second preamble evaluation Hst,
By way of example, still referring to Figure 1, channel 31 may not have the highest RSS81 112 in
the second preamble evaluation list if the system is in & nolsy environment for example, but
channel 31 may be the channel that has the highest RSSI 112 while also having a valid preamble

114, As Figure | illustrates, during the preamble evaluation 110 of the second preamble
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evaluation list, chanuel 31 exhibits the valid preamble 114 and the channel 31 preamble is
followed until the SFI}, resulting in a good message 116.

[0024] Figure 2 illustrates an example scenario that is similar to the scenario depicted
in Figure 1, but in Figure 2 the noise level for channel 31 places chanmel 31 in the first preamble
evaluation hist selected from the first RS8I sean 102, When the preamble of channel 31 is
evaluated at 104, the preamble is found to be valid and channel 31 is then followed at 202 uniil
the SFD, which results in receiving the good message. Thus, as illustrated in Figure | and Figure
2, transmitting in the last channel in the Hst of hop channels, without image frequencies, may
result in & good message.

{0025] Referring to the example depicted in Figure 3, 8 message is trangmitted on
channel 11 after channel 11 and channel 13 are scanned during the first R8I scan 102, As
further ithustrated, the noise level on channel 11 does not place it in the first preamble evaluation
list, but the noise signal on channel 13 is sufficient to result in channel 13 being included in the
first preamble evaluation list such that channel 13 is evaluated during the first preamble
evaluation 104. Such a scenario may be referred to as a random probability situstion. Because
the image signal on channel 13 may include a valid preamble, as Hlustrated at 302, the receiver
may capture the image presmble and may follow the preamble until the 8FD. But the SFD in
this situation may fail duc to inveried bit definitions, which may result in a missed packet or an
error 304, In this example, there may not be sufficient time for the second REST scan 106 to
evaluate the correct channel (channel 11) afler chasing the preamble until the SFD on the
erroneous image channel 13,

{0825]  In one embodiment, a receiver handles the presence of image signals appearing
on valid chamnels in a hop sequence by recoguizing that an image signal may occur on other
chanmels. For example, the receiver may recognize that the image channel may ocowr two
channels higher in the hop sequence than a desired channel or three channels higher in the hop
sequence than the desired channel. In accordance with an example embodiment, referring to
Figure 4 described below, a receiver switches channels in an attempt to detect those images and
to find the appropriate channel on which a transmission is ocourring. Thus, the receiver may
receive a message on one of a plurality of channels of 8 hop sequence of a multi-hop
communication system. In accordance with one embodiment, each channel has an associated
frequency that that is spaced from the frequency of a next channel in the hop sequence by a same
interval. For example, the channels may be spaced apart by 400 kHz, although it will be

understood that the intervals between channels in a hop sequence may vary as desired.
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[0827] I accordance with an example emubodiment, a receiver may scan a plurality of
channels in a hop sequence. For each of the scanned channels, a value indicative of signal
strength may be determined. For example, the RSSI of each channel may be determined. One of
the channels may be selected that has a signal strength that satisfies (e.g,, mosts or exceeds) a
threshold. The selected channel may be evaluated in an attempt to detect a preamble of a
message on that channel. For example, the receiver may detect and select a channel £ with a
valid preamble. The receiver may determine whether the selected channel is actually an image.

{30381 In accordance with one embodiment, at least one other channel is evalusted after
the selected channel is evaluated. If the valid preamble is detected on the selected channel, the
receiver may be tuned to a second channel in the hop sequence and the second channel may be
evaluated in an aitempt to detect that preamble on that second channel. For example, a channel
that is two channels (two hops) below the channel “f” on which the valid preamble was first
detected (2.g., -2 channel} may be evaluated. As used herein, the “£-2” channel may refer to a
channel that is two hops away (in a hop sequence) from the channel £ that is first selected. If the
valid preambie 1s detected on the second channel, the receiver may be maintained ag tuned to the
second channel and the remainder of the message on the secoud channel may be received. For
example, if upon evaluating the £2 channel, i is determined that the ££2 channel also exhibits a
valid preamble, then it may be determined that channel f is exhibiting an tmage and that channel
£-2 is the desired charmel. In such a situation, the receiver may lock onto channel £2 and
continue evaluating the preamble on that channel to the SFD). If no valid preamble is detected on
the second channel, the recciver may be tumed back to the selected channel and a remainder of
the message may be received on the selected channel. Alternatively, if no valid preamble is
detected on the second channel, the receiver may be tuned to a third channel in the hop sequence
and the third channel may be evaluated in an attempt to detect the preamble on that third channel.
For example, if it is determined that the £2 channel does not have a valid preamble, the receiver
may then be tuned to yet another channel, for example the £-3 channel, to determine whether a
valid preamble exists on that channel. As used herein, the “f-3” channel mayv refer to a channel
that is fwo hops away {in 2 hop sequence) from the channel £

{0029 I the valid preamble is detected on the third channel, the receiver may be
maintained as tuned to the third channel and the remainder of the message may be received on
the third channel. For example, if the £3 channel does have a valid preamble, then it may be
deteymined that channel £is actually exhibiting an image and that channel £3 is actually the
desired channel. The receiver may then lock onto channel £3 and follow the preamble to the

SFD. Altematively, if no valid preamble is detected on the third channel, the receiver may be
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tuned back 1o the selected channel and a remainder of the message may be received on that
selected channel. Thus, if neither £-2 nor ££3 are found to have a valid preamble, then the
receiver may determine that the original channel fis in fact the desived channel, and the receiver
may switch back (tune) to that channel and follow the preamble on that channel to SFD. Thus, in
an ¢xample embodiment, after detecting a valid preamble on an initial channel £, the receiver
switches to one or more other channels (e.g., £2 and £3) in an attempt to detormine whether the
initis! channel fis the actual transmission channel or whether it is merely exhibiting an image
signal. The frequency of the channel that the receiver tunes to after detecting the valid preamble
on the initial channel fmay be two hops away from the initial channel fin the hop sequence,
The receiver may tune to a channel that is three hops away from the initial channel in the hop
sequence after evaluating the channel that is two hops away from the initial channel fin the hop
sequence. 1 will be understood that the receiver may tune to other channels as desired. The
receiver may then switch to {or back to) the channel it determines to be the one with the actual
fransmission.

(B3 Referring to the illustrated embodiment depicted in Figure 4, the transmission is
on channel 31, Because channel 31 is the last channel in the illustrated hop list, it may not have
any images that are receivable, for example, because channel 33 and channel 34 are out of range.
As illustrated in Figure 4, the example transmission on channel 31 oceurs after channel 31 hag
been scanned in the first RSSI scan 402, Therefore, the threshold R8S level for transmissions is
not detected on channel 31, but rather a level of noise is recorded for channel 31. As illustrated
in Figure 4, the noise value for channel 31 does not place it in a first preamble evaluation kst so
it is not evaluated for a valid preamble during a first preamble evaluation 404. In this example,
since no image channel exists in the evaluation list, the preamble evaluation ends with no
channel detected and the receiver goos back to RSSI scanning at 406.

{00311 As herther iflustrated in Figure 4, on the next RSS! scan 406, channel 31 is
found and is the highest RSSI channel to be evaluated at 408. 1t is possible, for example in a
noisy environment that chamnel 31 is not the channel with the highest RSSI, but it may be the
channel with the highest RSSI that also has a valid preamble. With continuing reference to
Figure 4, during the preamble evaluation 408, channel 31 exhibits a valid preamble. According
to the channel-switching embodiments described above, the receiver may switch to another
channel in an attempt to determine whether channel 31 is merely exhibiting an image signal, In
accordance with one embodiment described above, for example, the receiver may first tune to a
channel that is two hops away from channel 31 (channel 29, £2) and a preamble evaluation is

that channel at 408. In accordance with the llustrated example, the receiver does not find a valid
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preamble on channel 29, In accordance with the {llustrated embodiment, the receiver tunes
{switches) to yet another channel in a further attempt to determine whether the initial channel £
{channel 31} is merely exhibiting an image sigeal. In the illustrated example, the receiver
switches to channel 28 (e.g., £3) and performs a preamble evaluation on that channel at 40%.
Because the actual transmission is in fact occurring on channel 31 according to the illustrated
example, the receiver does not detect a valid preamble on channel 28. Conseguently, the
receiver determines that channel 31 is the desired transmission channel and tunes to that channel
to proceed with the preamble, at 410, until the SFD is detected, In this case, a valid packet may
be received on channel 31.

[3832] Figore 5 illustrates another example application of the channel-switching
embodiments described above, Referring to Figure 5, a transmission on channel 31 starte afier
channel 31 has already been scanned in a first RSSI scan 502. However, in this example, the
noise level resulting from the RSS1 scan 502 results in channel 31 being placed in the first
preamble evaluation list. The preamble of chanmel 31 is thus detected when channel 31 is
evaluated at 304, From there, the process may proceed as described above with reference to
Pigure 4. For example, afler the receiver tunes to channel 29 that is two hops from channel 31 in
the hop sequence and delermines that channel 29 does not include a preamble, the receiver may
tune to channel 28 that is three hops from the channel 31 in the hop sequence. The receiver may
determine that channel 28 does not include the preamble, and thus the receiver may detormine
that channel 31 is the desived channel. Thus, at 506, the receiver may tune to that channel
{channel 31} 1o follow the preamble to the SFD, which may result in the reception of a good
packet.

(B033]  Figure 6 illustrates yet another application of the channel-switching
embodiments described above. In the illustrated example, channel 13 exhibits an image.
Referring to Figure 6, a transmuission starts on channel 11 afer channel 11 and channel 13 have
been scanned in a fivst RSS] scan 602. As a result, neither channel is placed on the resulting
RESI scan list that is first evaluated for valid preambles at 604. By way of example, it may be
assumed that the noise level on channel 11 does not place it in the first preamble evaluation list,
but the noise level on channel 13 does put channel 13, Continuing with this example, when the
image signal on channel 13 is evaluated for a preamble at 604, the receiver detects a preamble on
that channel. In accordance with various embodiments described above, the receiver may tune to
channel 11 (£-2) in an attempt to determine whether channel 13 is the actual transmission chamnel
or whether channel 13 exhibits an image. When channel 11 is then evaluated for a preamble at

&04, the receiver detects the valid preamble on channel 11 because it ix the actual transmission
-9
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channel in accordance with the illustrated example. The receiver may then determine that
channel 13 is exhibiting an image. At 604, the receiver may remain locked on channel 11 and
may follow the preambile to the SFD, resulting in a reception of a good packet on channel 11, In
acoordance with the illustrated example, the receiver does not evaluate channel 10 (£3) because
the preamble evaluation at £-2 {channel 11) found a valid preamble.

[0034] As described above, in varicus other embodiments, the receiver may switch
{tune} to different channels than channels that are two hops away (e.g., £-2) from an initial
channel in 3 hop sequence and channels that are three hops away (e.g., £3) from an initial
channel m 2 hop sequence. [t will further be understood that channels may be scanned in any
order as desired. For example, a receiver may tune to other chanuels depending upon the
likelihood of where in & given hop sequence image frequencies are likely to manifest. ¥ will be
further undersicod that a recetver may fune to any number of frequencies {e.g,, one, two, greater
than two) as desired to detect image frequencies,

{8835]  In accordance with anotber embodiment, image channels are handled using
data-inversion. For example, the preamble of a channel identified in an RESI list may be
evaluated to determine whether the signal on that channel is inverted or whether a preamble of
the signal on that channel is valid. If the preamble is valid, then the receiver can maintain a8
tuned to the channel and the preamble is followed to an 8FD. Alternatively, if it is determined
from the preamble that a message is inverted, the recelver may continue to receive data of the
message on that channel, but the received data is inverted to recover the message in accordance
with an example embodiment. Thus, rather than discarding a channel that includes an inverted
preaimnble, the remaining bits may be inverted to recstablish the true dats on the that channel.

[8636] By way of example, referring to Fig. TA, a true preamble 700A includes a
series of data “(” Manchester coded bits followed by four bytes of data “1” (inverted preamble)
that mark the end of the preamble. In accordance with the illusirated embodiment, the bits are
followed by 8 SFI} 7024, As illustrated, the Manchester coded “0” bits transition to the
Manchester coded “17 bits a transition 704A. The transition from “0” bits to “1” bits results ina
“double-wide” low signal at the transition 7044, In accordance with the iflustrated example,
after the transition 704A, the balance of the “1” bits (inverted preamble) may be decoded
utilizing this phasing information and the SFD 702 A can be evaluated based on the receipt of this
normal preamble 700A. Thus, the preamble 700A may sample acrogs the double-wide transition
7044 if the processing is in phase, The 8FD 702A may contain information about a data stream
that follows the preamble 7004, for example information about the data rate of the data stream

or the Hke,
- 10-



2013237752 08 Oct 2013

{B837]  Figure 78 illustrates an example of an image signal 7008 that may be present
on a given hop channel. The image signal 7008 may be also be referred to as a message 7008 or
a preamable 700B without limitation. As shown in the illustrated example, the image frequency is
characterized by the data being inverted. For example, the illustrated preamble 700R consists of
a string of data “1” bits, followed by a transition 704B to four bytes of “07 bits. As iHustrated,
there is no phase reference for the receiver. Thus, when the receiver first begins to detect the
preamble 7008, the receiver may not be able to determine that the preamble 7008 is inverted. At
the transition 7048 to the four byte inverted proamble, as iltustrated, there is a double-wide high
signal 7068, rather than the low bits that may be encountered in a normal message, such as the
preamble 700A. When the image signal is inverted, in addition to the preamble belng inverted,
the rest of the packet, including an SFD 7028, may be inverted. For example, if the normal
preamble 700A on the desired channel ends in an SFD value of hex “BADI™, a data inversion
due 10 an image channel may instead have an S¥FD value of hex “452E™. In accordance with the
described embodiment for handling inverted image signals, the receiver uses the detection of the
double-wide high signal T06B to determine that the preamble 700B (and the remainder of the
data fellowing the preamble) is actually inverted. Rather than discarding the image signal, for
example, the receiver can decode the rest of the packet on that channel by inverting the data to
reestablish the true data on that channel. For example, an inverted preamble 7008 may sample
out of phase, but the double-wide signal 7068 may become an invalid manchester bit, and thus #
may signal to the receiver to adjust the phasing back ¥ bit and to invert the data. For example,
the data may inverted as it is placed in a buffer.

{88381 In accordance with the illustrated embodiment, the receiver may select one of
the channels in a plurality of channels in a hop sequence of a2 multi-hop communication system.
The receiver may detect the preamble 700B of a message on the selected channel. For example,
the receiver may evaluate a channel in an RS8I list and detect the presence of the preamble
700B. The receiver may determine from a charscteristic of the preamble 700B that data of the
message is inverted on the selected chanmel. For example, the receiver follows the preamble
7008 to the double-wide transition 704. If the transition 704 is a5 expected {e.g., two low bits as
shown in the example of Figure 7A), the preamble may be followed by the expected SFD 7024
{e.g.. hex “BADI}, and the receiver may continue to decode bits normally. I instead the
receiver detects the opposite at the transition 704 {e.g., two high bits as shown in the double-
wide high signal 706B of Figure 7B), and the rest of the preamble 700B is followed by the
inverted SFD 7028 (e.g., hex “452E”) of the expected SFD 7024, then the receiver determines

that the signal on this channel is inverted. Rather than discarding this channel and moving to

T3
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another channel in the RSS] Hst, the receiver may instead continue to ovaluate the balance of the
message treating each data bit a3 inverted. Thus, the receiver may continue to receive the data of
the message on the selected channel but the receiver may invert the received data to recover the
message. For example, the nonmal message may be recovered by performing an Exclusive-OR
function on each bit with a “1,” effectively inverting each bit to recover the true data.

{06391 The preambles 700A and 7008 illustrated in Figures 7A and 7B, respectively,
are examples of preambles that may be processed in sccordance with the embodiments described
above. It will be understood that different sequences of bits may be used as a preamble. It will
be understood that other characteristics besides, or in addition, to the double-wide trangitions 704
to enable the receiver to determine whether the preamble (and the balance of the message) is
inverted or not. The double-wide transitions 704A and 704B in Figures 7A and 7B, respectively,
is one example of how this may be achicved, but embodiments are not so Hmited,

{00401 In other embodiments, 2 combination of the channel-switching methed
Hlustrated in Figures 4-6 and the data-inversion method illustrated in Figure 7B may be
employed. For example, if the channel-switching method finds a valid preamble, but the
preamble is inveried, the data-inversion method may etill allow a valid message to be received.

108411 Figure & 18 a block diagram of an example digital RF receiver in which various
embodiments described above may be embodied and implemented. As shown, the example
digital RF receiver comprises an antenna 802, which may be  printed civewdt antenna, which is
coupled to an RF transceiver front end module 806 through a low pass filter 804, In one
embodiment, the front end module 806 may be implemented nsing an RF6901 single-chip RF
front end module available from RF Micro Devices, Inc. The front end module 806 is coupled to
an RF transceiver 808, In this example, on the receive side, the front end module 806 is coupled
to the RY transcsiver through a band pass filter (BPF) and balun, In one embodiment, the RF
transceiver 808 may be implemented using an SI 4461 RF transceiver module available from
Silicon Laboratories Inc. In one embodiment, the steps of the methods described above may be
performed in the “logic” portion 812 of the transceiver module. In another embodiment, the
steps of the methods described above may be performed by sn intelligent processor (not shown)
connected to the SPI interface 810 of the transceiver 808,

{0042) It is understood that any or all of the systems, methods and processes described
herein, including the channel-switching and data-inversion methods described and illustrated in
Figures 4-7B, may be embodied in the form of computer executable instructions (e.g.,, program
code) stored on a computer-readable storage medium which instructions, when executed by a

machine, such as a computer, perform and/or implement the systems, methods and processes
-12-
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described herein. For example, a receiver such as an digital RF receiver described above may
include a processor and memory coupled to the processor, wherein the memory has stored
thereon executable instructions that when executed by the processor cause the processor to
clfectuate operations as described above. Computer readable storage media include both volatile
and nonvolatile, removable and non-removable media implemented in any method or technology
for storage of information. Computer readable storage media include, but are not limited to,
RAM, ROM, EEPROM, flash memory or other memory technology, CDROM, digital versatile
disks {DVD) or other optical disk storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices, or any other medium which can be used to store the
desired information and which can be accessed by a computer. As used herein, the term
“computer-readable storage medium” does not include signals.

{3043] While methods, systems and apparatus have been described and iHustrated with
reference o specific embodiments, modifications and variations may be made without departing

from the principles described above and set forth in the following claims.

-13 -



2013237752 08 Oct 2013

Editorial Note
2013237752

There are 4 pages of claims



2013237752 08 Oct 2013

THE CLAIMS DEFINING THE INVENTION ARE AS FOLLOWS:

1. A methed for receiving & message fransmitied on one of a plurality of channels of
a hop sequence of g mulii-hop communication systers, each channel having an associated
frequency, and wherein when a message is transmitted on one channel of the hop sequence other
channels of the sequence may exhibit images of the message, the method comprising the steps
oft

scanning the plarality of channels in the hop sequence;

determining for each of the scanned channels a value indicative of signal strength on the
channel;

selecting one of the channels baving a signal strength value that satisfies a threshold;

evaluating the selected channel in an attempt to detect a preamble of a message on that
chamnel;

if the preamble is detected on the selected channel, tundng a receiver to a second channel
in the hop sequence and evaluating the second channel in an attempt to detect the preamble on
that second channel;

if no preamble is detected on the second channel, tuning the receiver back to the selected
channel and receiving a remainder of the message on that selected channel; and

if the preamble is detected on the second channel, then maintaining the receiver tuned to

the second channel and receiving the remainder of the message on that second channel.

2. The method recited in claim 1, further comprising:

if no preamble is detected on the second channel, tuning the receiver to a third channel in
the hop sequence and evaluating the third channel in an atteropt to detect the preamble on that
third channel;

if no preamble is detected on the third channel, tuning the receiver back to the selected
channel and receiving a remainder of the message on that selected channel: and

if the preambile is detected on the third channel, then maintaining the receiver tuned to the

third channel and receiving the remainder of the message on that third channel.

3. The method recited in claim 1, wherein cach chammel in the hop sequence has an
associated frequency that is spaced from the frequency of the next channel in the hop sequence

by & same interval.

- 14 -
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4. The method recited in claim 1, wherein the frequency of the second channel o
which the receiver is tuned is one for which the frequency of the selected chammel may be an

image frequency.

5. The method recited in claim 1, wherein the frequency of the second channel to
which the receiver is tumed is two hops away from the frequency of the selected channel in the

hop sequence,

. The method recited in claim 2, wherein cach channel in the hop sequence has an
associated frequency that is spaced from the frequency of the next channel in the hop sequence

by a same interval,

7. The method recited in claim 2, wherein the frequencies of the second and third
channels to which the receiver may be tuned are both ones for which the frequency of the

selected channel may be an image frequency.

8. The method recited in claim 2, wherein the frequency of the second channel to
which the receiver is tuned is two hops away from the frequency of the selected channel in the
hop sequence and the frequency of the third channel to which the receiver may be tuned is three

hops away from the frequency of the selected channel in the hop sequence.

8. A method for receiving a message transmitted on one of a plurality of channels of
a hop sequence of a multi-hop communication system, wherein when a message is transmitted on
one channel of the hop sequence other channels of the sequence may exhibit images of the
message in which the bits of the message may be inverted, the method comprising the steps of:

selecting one of the channels;

detecting a preamble of a message on the selected channel;

determining from a characteristic of the preamble that data of the message is inverted on
the selected channel; and

continuing to receive the data of the message on the selecied channel but inverting the

received data to recover the message.

10.  The method recited in claim 9, wherein the preamble comprises a pattern of

Manchester encoded “07 bits followed by a pattern of Manchester encoded “17 bits, wherein a
-15-
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transition from “0” bits to “1” bits exhibits a double-wide sequence of low signal values, and
wherein the characteristic from which it is determined whether the data on the channs! is

inverted is the double-wide sequence of signal values at the transition.

11 A receiver comprising:

& processor; and

memory coupled to the processor, the memory having stored thereon executable
instructions that when executed by the processor cause the processor to effectuate operations
comprising:

scanning a plurality of channels in 2 hop sequence;

determining for each of the scanned channels a value indicative of signal strength on fhe
ghannel;

selecting one of the channels having a signal strength value that satisfies a threshold;

evaluating the selected chanpel in an attempt to detect a preamble of & message on that
channel;

if the preamble is detected on the selected channel, tuning the receiver to a2 sscond
channel in the hop sequence and evaluating the second chanuel in an attempt to detect the
preamble on that second channel;

if no preambile is detected on the second channel, tuning the receiver back to the selected
channel and receiving a remainder of the message on that selected channel; and

if the preamble is detected on the second channel, then mainiaining the receiver tuned to

the second channel and receiving the remainder of the message on that second channel,

12. The receiver as recited in claim 11, the memory having stored thereon further
executable instructions that when executed by the processor cause the processor to effeciuate
further operations comprising:

if no preamble is detected on the second channel, tuning the receiver to a third channel in
the hop sequence and evaluating the third channel in an attempt to detect the preamble on that
third channel;

if no preamble 1s detected on the third channel, tuning the receiver back to the selected
channel and receiving a remainder of the message on that selected channel; and

if the preamble is detected on the third chansel, then maintaining the receiver tuned to the

third channel and receiving the remainder of the message on that third channel.

-i&-
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13.  Thereceiver as recited in claim 11, wherein each channel in the hop sequence has
an associated frequency that is spaced from the frequency of the next channel in the hop

sequence by a same interval,

14.  The receiver as recited in claim 11, wherein the frequency of the second channel
to which the receiver is tuned is one for which the frequency of the selected channel may be an

image frequency.

15, The receiver as recited in claim 11, wherein the frequency of the sccond channel
o which the receiver is tuned is two hops away from the frequency of the sclected channel in the

hop sequence.

teé.  Thereceiver as recited in claim 11, wherein each channel in the hop sequence has
an associated frequency that is spaced from the frequency of the next channel in the hop

sequence by a same interval.

17.  Thereceiver as recited in claim 11, wherein the frequencies of the second and
third channels to which the receiver may be tuned are both ones for which the frequency of the

selected channel may be an image frequency.

18, The receiver as recited in claim 11, wherein the frequency of the second chanmel
to which the receiver is tuned is two hops away from the frequency of the selected channel in the
hop sequence and the frequency of the third channel to which the receiver may be tuned is three

hops away from the frequency of the selected channel in the hop sequence.
Dated this §% day of October 2013

Elster Solutions, LLC
Patent Attorneys for the Applicant
PETER MAXWELL & ASSOCIATES
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