wO 20247239204 A1 |0 0000 K000 00 O 0 00

(12) MRS A 2O 2 AR R b
(9) tH LRI A A 2] = 0 0 00 0P
Ig/? E’ . B*/\XED
:ﬁ (10) EPpR2s =

3) Bl A0 H
2024 4E 11 A 28 H (28.11.2024) WIPO I PCT WO 2024/239204 Al

(51) FEFrE R4 25 310058 (CN), 1£:2=(REN, Kui); H E# /L& M
GOGF 16/176 (2019.01)  GOGF 21/62 (2013.01) TP HIX U IE 8665, Zhejiang 310058 (CN),
1) EFRAES: PCT/CN2023/095566  (74) {RIBA: 4 JH K & % HI 5 55 fiT 4 [R 4
@) EpriEH: 2023485 A 22 H (22.052023 (HANGZHOU QIUSHI PATENT OFFICE CO.,, LTD.);
i ( D T AU AR B 01 S A 4
(25 HFEIEE: s I CEE1506 % ERJERT, Zhejiang 310012 (CN),
(26) A E: P B feER R AR, RGN ER
(71) HiE A L K % (ZHEJIANG UNIVERSITY) [CN/ PR7): AE, AG, AL, AM, AO, AT, AU, AZ, BA, BB, BG,
CN; th Wi A BN T T WX 4 B R BH, BN, BR, BW, BY, BZ, CA, CH, CL, CN, CO, CR, CU,
866%, Zhejlang 310058 (CN), CV, CZ, DE, DJ, DK, DM, DO, DZ, EC, EE, EG, ES, FI,
. ) I GB. GD, GE, GH, GM, GT, HN, HR, HU, ID, IL, IN, IQ,
(72) kﬁﬂ)\ﬂ {HE (LIU, Jian); PR T & A N T P IR, IS, IT, IM, JO, JP,KE, KG, KH, KN, KP, KR, KW, KZ,
XU 8665, Zhejiang 310058 (CN). “FUH LA, LC, LK, LR, LS, LU, LY, MA, MD, MG, MK, MN,
(LI, Jingyu); HEH7 VL& AT T 78 391 X 43 A i % MU, MW. MX. MY, MZ. NA, NG, NI, NO, NZ, OM, PA,
866 %5, Zhejiang 310058 (CN), 5 K (WU, Di); H1 PE, PG, PH, PL, PT, QA, RO, RS, RU, RW, SA, SC, SD,

EEL VT A BN T PH I A3 1 8665, Zhejiang

(54) Title: BATCH PRIVACY INFORMATION RETRIEVAL METHOD AND DEVICE
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B B FIAR 5 om0 R AT A8 NG B T AR I W b e, A TR
Bl PR PP S 2R GBI AT G IR R RBT IR, I L— 1)
TSI ’@ﬁﬂﬁffﬂiﬁiﬁﬁwﬁ%v 14— @H?%E‘J?ﬁ (1) Aclient and a server agree on hash functions used in cuckoo hash
IR A o JTTIR S — WA T TR G R TR S technology. perform calculation on serial number indexes in an
AT RS ATT original database by means of cuckoo hash technology, keep a result of
¢ each serial number index for each hash function, and obtain a first hash
S T e o g A T o T T T e vt Fe — bucket containing a plurality of baskets, wherein results of the serial
BT IR L AT OO B TR R R R T A S P number indexes in the first hash bucket are open to both the server and
WH CMANAARAE AR, RP A RAE EETA | (2) the client
ST B2 V144 ) 45 BT 348 S — M A7 (100 B2 A0 1) )70 2 5 (2) The client fills a second hash bucket having the same length as the first
s G AES R R R B 1y AT R hash bucket with a batch query index by means of a cuckoo hash
+ algorithm, wherein the corresponding position is filled with a sequence
index of the batch query index in the corresponding basket of the first
B R B A Tk T Ak ) s B AR 1 AT At L3 hash bucket; and encade a filling result in a constant weight code
TUTH R, Rk 2NN % i encoding mode
(3) The client encrypts an obtained encoding result by using homomorphic enc
* ryption technology to serve as a batch query request, and sends same
S b i B 1 b e ) SRR D A s = | R — to the server
s mjj&ﬂgg;ﬁg;ﬁgfﬂ ?Qﬁgwgﬁgg Sk (D (4) The server cgmpares the receivgd batch c!uery request with the first hash
bucket by using the homomorphic encryption technology to
¢ obtain a corresponding intermediate result
- | gy o e, 5) The server performs corresponding calculation on the intermediate
ﬁﬁ%fﬁf‘%”"ﬁwﬁ‘l %\ml"‘w,‘ﬁ’% B i Jﬂ.“,@ VF‘?W#"’{] .E‘T’” (5 © result and tr?e original databpase tcgobtain a query result ciphertext
B L RTEUIIEROAS WA TEHDEE RS RAL 5 i corresponding to the batch query request, and sends the query result
¢ ciphertext to the client
(8) The client decrypts the query result ciphertext so as to obtain query
B IR R T A TR A SR AT SR, AN TR 3R AR A L (& results of the batch query request at the same time
R A AT R
1

(57) Abstract: Disclosed in the present invention are a batch privacy information retrieval method and device. The method comprises:
a client and a server agreeing on hash functions, performing calculation on serial number indexes in an original database by means of
cuckoo hash technology, keeping a result of each serial number index for each hash function, and obtaining a first hash bucket containing
a plurality of baskets; the client filling a second hash bucket having the same length as the first hash bucket with a batch query index
by means of a cuckoo hash algorithm, and encoding a filling result in a constant weight code encoding mode, the client encrypting
an obtained encoding result by using homomorphic encryption technology to serve as a batch query request; the server comparing the
batch query request with the first hash bucket by using the homomorphic encryption technology to obtain a corresponding intermediate
result, and performing corresponding calculation on the intermediate result and the original database to obtain a corresponding query
result ciphertext; and the client decrypting the query result ciphertext so as to obtain query results of the batch query request.
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