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APPARATUS AND METHOD FOR READ 
CONSISTENCY IN A LOG MINING SYSTEM 

CROSS-REFERENCE TO RELATED 
APPLICATION 

0001. This application claims priority to U.S. Provisional 
Patent Application 60/800,015, entitled “Using Multi-Ver 
sion Read Consistency in a Log Mining Scheme to Handle 
Encrypted, Compressed. Non-Logged or Partially Logged 
Data, filed May 12, 2006, the contents of which are 
incorporated by reference. 

BRIEF DESCRIPTION OF THE INVENTION 

0002 This invention relates generally to the storage and 
retrieval of digital data. More particularly, this invention 
relates to techniques for establishing read consistency in log 
mining Systems. 

BACKGROUND OF THE INVENTION 

0003 Data logging is the practice of recording data to 
form log data. Typically, the log data is sequential and is 
recorded chronologically. In computerized data logging, a 
computer program automatically records selected events in 
order to provide an audit trail. 
0004 Log mining is the process of analyzing log data for 
knowledge discovery purposes or for maintaining redundant 
logical replicas of a database system. 
0005 Traditionally, log data was used for database recov 
ery at a physical (block/byte) level. More recently, a variety 
of business solutions require that log data be translatable 
into logical (Insert/Update/Delete) SQL operations. Data 
base vendors have gradually begun to add Support to extract 
these changes at a logical level, but this support is not yet 
available for a limited set of data types. Furthermore, some 
operations (e.g., large rows) may not be fully logged or not 
logged at all for efficiency reasons. For example, not logging 
operations unnecessary for database recovery improves log 
writing performance, reduces the overhead on the database 
and thereby reduces commit time latencies. Examples of 
non-logged data may include bulk loads and updates on 
large objects. Log data may also contain changes that are 
fully logged but encrypted for security reasons. 
0006. In each of these cases the information in the 
transaction logs must be Supplemented with data from the 
actual database tables (i.e., row data). That is, information 
must be fetched directly from data blocks. This may result 
in inconsistencies between the transaction log and the data 
base, as the database may reflect changes that have not been 
entered in the transaction log. Thus, there is a problem in any 
platform where some changes are retrieved from the log and 
others are fetched from the database. 

0007. Therefore, it would be desirable to provide a log 
mining Solution that accounts for missing, partial and/or 
encrypted log data. More particularly, it would be desirable 
to provide a log mining fetching solution that guarantees 
data consistency on transaction boundaries in Systems that 
retrieve data from both a log and a database. 

SUMMARY OF THE INVENTION 

0008. The invention includes a computer readable stor 
age medium with executable instructions to receive a speci 
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fication for requested data in a log based replication system 
where data changes are retrieved from both a transaction log 
and a database. It is determined that the requested data is 
compromised. A search for a data image containing the 
requested data is initiated. The data image is accessed to 
secure the requested data. The requested data is returned. 

BRIEF DESCRIPTION OF THE FIGURES 

0009. The invention is more fully appreciated in connec 
tion with the following detailed description taken in con 
junction with the accompanying drawings, in which: 
0010 FIG. 1 illustrates a prior art problem that occurs in 
log based replication systems. 
0011 FIG. 2 illustrates a log based replication system 
configured in accordance with an embodiment of the inven 
tion. 

0012 FIG. 3 illustrates processing operations associated 
with an embodiment of the invention. 

0013 FIG. 4 illustrates a computer configured in accor 
dance with an embodiment of the invention. 

0014) Like reference numerals refer to corresponding 
parts throughout the several views of the drawings. 

DETAILED DESCRIPTION OF THE 
INVENTION 

00.15 Most relational databases use logging techniques to 
store before and after images of changed data. These 
changes are placed in a transaction log that sits in non 
Volatile (e.g., disk) storage. There are many useful reasons 
to maintain a transaction log, but the fundamental uses are 
to Support transactional, crash, and data recovery. The 
database transaction log captures modifications made to the 
data pages (that belong to database tables) as transaction log 
records that represent atomic state transitions within the 
database. Each transaction log record is an atomic change 
that plays a critical part in Satisfying the fundamental 
properties that guarantee persistence (durability) of commit 
ted transactions in the database. These fundamental proper 
ties are sometimes referred to as Atomicity, Consistency, 
Isolation, Durability or ACID. 
0016. The transaction log is usually implemented as a 

file, or series of files, and represents an archive of all the 
transactions that were submitted to the database. For some 
databases, once an online log file is full, logging moves to 
the next file in sequence. The previous log file usually gets 
archived for recovery purposes. 
0017. Each log file has a unique log sequence number 
(LSN). For other databases, the transaction log is circular 
and pages are archived and reused as those pages are 
required for additional logging. 
0018. One transaction can generate multiple change data 
records. Each change data record is generated with a unique 
change or ordering or sequence number that helps maintain 
ordering between changes made by multiple transactions. 
0019. Important properties of change data records 
include the unique row identifier (row ID) associated with 
the change data record, the primary or unique key associated 
with the change data record, and the Logical Change Num 
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ber (LCN) of the transaction control record that committed 
the transaction in the database (Commit LCN). 
0020 Transactional data management platforms allow 
transactions (and thereby data) to be replicated across het 
erogeneous, as well as homogeneous systems. One tech 
nique to replicate data across different database systems, as 
well as different machine architectures, is called Log Based 
Replication (LBR). The replication is done asynchronously 
by reading a source database's transaction logs, and propa 
gating the captured transactions to a target database. The 
flow of LBR is as follows: 

0021 1. An application starts a new transaction. 
0022 2. The transaction generates change data and trans 
action control records. 

0023. 3. The database log manager writes the change data 
and transaction control records to the transaction log. 
0024. 4. A capture process reads the transaction log and 
extracts the transaction's operations. 
0.025 5. The capture process maintains a queue of all 
transactions operations 

0026 6. Once the transaction commits, the changes are 
transmitted over the network to another database system. 
0027 7. An apply process at the second system replays 
the changes at that database. 

0028 Transactional log based replication is therefore a 
data replication method accomplished by translating the 
change data and transaction control records from the trans 
action log into transactions that Subsequently get executed at 
the target database. 
0029. An LBR capture process, also referred to herein as 
capture, is the machine process that reads the source data 
base's transaction/redo logs and captures the transactional 
changes. This process also fetches column data and com 
bines the fetched data with the column data extracted from 
the transaction log, resulting in a composite record for the 
row. An LBR apply process, also referred to herein as apply, 
is the machine process that applies the changes at the target 
database that were captured by the LBR capture process. 
0030 Database vendors must provide read-consistency 
Such that a user can read transactional data while it is being 
modified. If a user executes a query at a given time, then the 
query should return data consistent with that time, even if 
other users update the same data while the query is in 
process. Some vendors solve this problem using rollback 
segments and versioned data blocks. Other vendors solve the 
problem using locking and isolation levels. 
0031 Fetching data is the act of retrieving data from a 
database as specified by a query. Typically, fetched data 
reflects the current state of a record within the database as 
defined by the vendor's read-consistency model, as well as 
user-defined isolation level. 

0032 FIG. 1 illustrates a typical prior art scenario where 
the current record version is fetched from a data block or 
page given a row ID or primary or unique key. This method 
is problematic when fetching data that must be merged with 
a change data record from the transaction log, which is a 
logically different version than the record being fetched. 

Feb. 21, 2008 

0033 Transaction T1 at block 100 updates value 104 at 
row 5 and commits at LCN 1500. Transaction T5 of block 
106 updates the same data with value 108 and commits at 
LCN 1525. The capture module 110 processes the change 
data record for row 5 for transaction T1 in transaction log 
112. A fetch is issued for the partially logged column 104. 
The capture module 110 fetches the partially-logged data 
from the most current version of the data block/page (i.e., 
value 108 of block 106) and merges the fetched column data 
with the column data read directly from the transaction log. 
Since the fetched data reflects the change data record as of 
transaction T5, and the transaction log data being processed 
reflects the change data records as of transaction T1, it is 
possible that the column data within the composite record is 
inconsistent. 

0034. The example below, with data values, further clari 
fies this scenario. 

0035) Given table “INCONSISTENT' with 2 columns, 
“ID and “PICTURE: 

CREATE TABLE INCONSISTENT 

{ 
ID NUMBER NOT NULL 
PICTURE CLOB, 
PRIMARY KEY (ID) 

T1 (LCN 1500): 
BEGIN; 
INSERT INTO INCONSISTENT (ID, “PICTURE) VALUES (1, 
“ORIGINAL PICTURE); 
COMMIT; 
T5 (LCN 1525): 
BEGIN; 

INSERT INTO INCONSISTENT (ID, “PICTURE) VALUES (1, 
“NEW PICTURE); 
COMMIT; 

By the time the capture process reads transaction T1, T5 has 
already been committed to the database. Given that the 
CLOB column “PICTURE is partially-logged, and must be 
fetched, then the fetched value will be “NEW PICTURE. 
The resulting composite record generated by the capture 
process for transaction T1 would be: 
ID=1 

PICTURE-NEW PICTURE 

This is not a correct representation of transaction T1 since 
the data reflects LCN 1525 of T5, not LCN 1500. Thus, there 
is a data inconsistency across a transaction boundary. 

0036 When all column data for a change data record is 
not available within the transaction log, fetching data as of 
a particular version or LCN can provide transaction-level 
read consistency. The transaction-level read consistency is 
provided by a data image. The data image may be imple 
mented as a Snapshot mechanism available in some data 
bases or as a temporal log. Multi-version read consistent 
fetching allows for fetching of column data as of a given 
time or LCN and is consistent at transaction boundaries. 

0037 Fetched column data is merged with the change 
data record read from the transaction log to create a com 
posite record. In the case of non-logged, partially-logged 
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encrypted, or compressed column data, the fetched result ma 
replace the column data read from the transaction log. 
0038 FIG. 2 shows the process used to generate a con 
sistent composite change data record. Transaction T1 
updates row 5 value 104 and commits at LCN 1500. 
Transaction T5 updates the same data within row 5 with 
value 108 and commits at LCN 1525. The capture module 
100 processes the change data record for row 5 for trans 
action T1 and a fetch is issued as of LCN 1500 for the 
partially logged column. In particular, the fetch is to a data 
image 200, which contains the value 104. The capture 
module fetches the partially-logged data from the data image 
as of LCN 1500 and merges the fetched column data with the 
column data read directly from the transaction log 112. 
0.039 Since the fetched data reflects the change data 
record as of transaction T1 and LCN 1500 (not T5 at LCN 
1525), the composite record is a transaction-level, read 
consistent view of the change data record. 
0040. The original example can now be used to confirm 
the expected results. 

0041) Given table “INCONSISTENT' with 2 columns, 
“ID and “PICTURE: 

CREATE TABLE INCONSISTENT 

{ 
ID NUMBER NOT NULL 
PICTURE CLOB, 
PRIMARY KEY (ID) 

T1 (LCN 1500): 
BEGIN; 
INSERT INTO INCONSISTENT (ID, “PICTURE) VALUES (1, 
“ORIGINAL PICTURE); 
COMMIT; 
T5 (LCN 1525): 
BEGIN; 

INSERT INTO INCONSISTENT (ID, “PICTURE) VALUES (1, 
“NEW PICTURE) 
COMMIT; 

By the time the capture process reads transaction T1, T5 has 
already been committed to the database. Given that the 
CLOB column “PICTURE is partially-logged, and must be 
fetched, then the fetched value will be “ORIGINAL PIC 
TURE' because the capture process is fetching from the 
snapshot as of LCN 1500. The resulting composite record 
generated by the capture process for transaction T1 would 
be: 

ID=1 

PICTURE ORIGINAL PICTURE 

Even though fetching was required, the composite record is 
now a consistent view of T1 since the fetched data reflects 
the contents as of LCN 1500. 

0042. In order to retrieve a read-consistent view of data 
for a given change data record, a query is issued with a 
specific LCN and a unique row identifier (row ID). It is 
possible that a row ID is recycled (reused for a different key) 
within the same transaction. If this occurs then the data 
fetched for a particular row ID may not be consistent with 
the change data from the transaction log. 
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0043. This inconsistency can be detected by also fetching 
the key column data for the given LCN. The fetched key 
column data can then be compared to the key column data 
in the change data record read from the transaction log. If the 
key column data has changed then a new fetch must be 
performed for the same LCN using the key column data 
from the transaction log. 
0044) There are many reasons that fetching a change data 
record as of a given LCN may not be possible. Some of these 
reasons include: a lack of undo/rollback retention for gen 
erating versioned changed data records as of a given LCN, 
dynamic data link (DDL) changes to database objects may 
invalidate undo/rollback and the ability to fetch versioned 
changed data records; a Snapshot may no longer be available 
and the change data record was deleted, or a table was 
truncated, within the current version. 

0045. If a record cannot be retrieved from the data image, 
but the current version is available, then the composite 
record is potentially inconsistent and is marked as Such 
when propagated. If a record cannot be retrieved from the 
data image, or fetched directly from the database, then the 
composite record will only contain change data available in 
the transaction log and is inconsistent. The composite record 
is marked as inconsistent when propagated. 
0046) The processing of the invention is more fully 
appreciated with reference to FIG. 3. A record is specified 
within a transaction 300. For example, the row and key 
column data may be specified. The logical change number is 
then identified 302. The data specified by the record and the 
logical change number is then accessed to determine if the 
data is compromised 304. For example, the data may be 
compromised if it is not logged, it is partially logged, it is 
encrypted and/or compressed. If the data is not compro 
mised (304-NO), then the source is accessed 306 and the 
value is returned 314. If the data is compromised (304 
YES), it is determined whether a data image (DI) is available 
308. If so (308-YES), the data is accessed in the data image 
310 and the value is returned 314. If a DI is not available 
(308-NO), the source is accessed and a warning is appended 
to the data 312, the composite information is then returned 
314. 

0047 The operations of the invention may be imple 
mented in a general purpose computer. FIG. 4 illustrates a 
computer 400 with standard components, such as a central 
processing unit 410, which communicates with input/output 
devices 412 via a bus 414. The input/output devices 412 may 
include a keyboard, mouse, monitor, printer, and the like. 
Also connected to the bus 414 is a network interface circuit 
416, which provides connectivity to a network (not shown). 
Thus, the invention may be implemented in a client-server 
or other networked environment. 

0048. A memory 420 is also connected to the bus 414. 
The memory 420 stores log data 422. The memory also 
stores a read consistent mining module 424, which includes 
executable instructions to implement operations of the 
invention, such as shown in FIG. 3. The read consistent 
mining module 424 selectively accesses a data image 426, as 
discussed above. 

0049 Advantageously, the technique of the invention can 
be used for all databases and database configurations where 
an LCN is available. In multi-node environments, the LCN 
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must be unique across all participating nodes. For example, 
this method is viable in a shared-nothing environment. Such 
as an IBM DB2 data sharing environment, as well as in an 
Oracle RAC configuration. 
0050 Those skilled in the art will recognize a number of 
advantages associated with the invention. For example, the 
invention provides a read-consistent view of transaction log 
data and fetched data that is not logged, partially logged, 
encrypted and/or compressed. The invention may be imple 
mented with a variety of data images, such as a vendor 
provided 'snapshot' or an externally generated temporal 
log. Fetching by row identifier is used for efficiency, while 
handling scenarios where row identifiers are reused. 
0051. The invention may be implemented to fetch a read 
consistent version of non-logged data, partially logged data, 
encrypted data, or compressed data. The fetched data may be 
used to replicate the data into another database, memory, file 
or warehouse. The invention is operative to fetch a read 
consistent version of a change data record when transaction 
logs are unavailable and a database trigger is used to record 
a unique row identifier, the key column data and the commit 
LCN. 

0.052 An embodiment of the present invention relates to 
a computer storage product with a computer-readable 
medium having computer code thereon for performing vari 
ous computer-implemented operations. The media and com 
puter code may be those specially designed and constructed 
for the purposes of the present invention, or they may be of 
the kind well known and available to those having skill in 
the computer software arts. Examples of computer-readable 
media include, but are not limited to: magnetic media Such 
as hard disks, floppy disks, and magnetic tape; optical media 
such as CD-ROMs, DVDs and holographic devices, mag 
neto-optical media; and hardware devices that are specially 
configured to store and execute program code, such as 
application-specific integrated circuits (ASICs'), program 
mable logic devices (“PLDs) and ROM and RAM devices. 
Examples of computer code include machine code, such as 
produced by a compiler, and files containing higher-level 
code that are executed by a computer using an interpreter. 
For example, an embodiment of the invention may be 
implemented using Java, C++, or other object-oriented pro 
gramming language and development tools. Another 
embodiment of the invention may be implemented in hard 
wired circuitry in place of, or in combination with, machine 
executable software instructions. 

0053. The foregoing description, for purposes of expla 
nation, used specific nomenclature to provide a thorough 
understanding of the invention. However, it will be apparent 
to one skilled in the art that specific details are not required 
in order to practice the invention. Thus, the foregoing 
descriptions of specific embodiments of the invention are 
presented for purposes of illustration and description. They 
are not intended to be exhaustive or to limit the invention to 
the precise forms disclosed; obviously, many modifications 
and variations are possible in view of the above teachings. 
The embodiments were chosen and described in order to 
best explain the principles of the invention and its practical 
applications, they thereby enable others skilled in the art to 
best utilize the invention and various embodiments with 
various modifications as are Suited to the particular use 
contemplated. It is intended that the following claims and 
their equivalents define the scope of the invention. 

1. A computer readable storage medium, comprising 
executable instructions to: 
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receive a specification for requested data in a log based 
replication system where data changes are retrieved 
from both a transaction log and a database; 

determine that the requested data is compromised; 
search for a data image containing the requested data; 
access the data image to secure the requested data; and 
return the requested data. 
2. The computer readable storage medium of claim 1 

further comprising executable instructions to receive a 
specification that characterizes a record. 

3. The computer readable storage medium of claim 1 
further comprising executable instructions to receive a 
specification that characterizes a logical change number 
associated with the requested data. 

4. The computer readable storage medium of claim 1 
further comprising executable instructions to receive a 
specification that characterizes a column. 

5. The computer readable storage medium of claim 1 
wherein the specification forms part of a query. 

6. The computer readable storage medium of claim 1 
wherein the executable instructions to determine include 
executable instructions to determine that the data is not 
logged. 

7. The computer readable storage medium of claim 1 
wherein the executable instructions to determine include 
executable instructions to determine that the data is partially 
logged. 

8. The computer readable storage medium of claim 1 
wherein the executable instructions to determine include 
executable instructions to determine that the data is 
encrypted. 

9. The computer readable storage medium of claim 1 
wherein the executable instructions to determine include 
executable instructions to determine that the data is com 
pressed. 

10. The computer readable storage medium of claim 1 
wherein the executable instructions to search for a data 
image include executable instructions to search for a data 
Snapshot. 

11. The computer readable storage medium of claim 1 
wherein the executable instructions to search for a data 
image include executable instructions to search for a tem 
poral log. 

12. The computer readable storage medium of claim 1 
further comprising executable instructions to appenda warn 
ing to data retrieved from the database when a data image is 
not available. 

13. The computer readable storage medium of claim 1 
further comprising executable instructions to replicate the 
requested data in a database. 

14. The computer readable storage medium of claim 1 
further comprising executable instructions to replicate the 
requested data in a memory. 

15. The computer readable storage medium of claim 1 
further comprising executable instructions to replicate the 
requested data in a file. 

16. The computer readable storage medium of claim 1 
further comprising executable instructions to replicate the 
requested data in a warehouse. 


