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RETAIL PRODUCT TRACKING SYSTEM, METHOD, AND APPARATUS

TECHNOLOGICAL FIELD

Various embodiments of the present invention relate generally to network and

network management technology and, more particularly, relate to the management of

networks that include monitoring devices for use in connection with activities associated

with one or more articles such as retail products.

BACKGROUND

Conventional retail security systems, such as electronic article surveillance (EAS)

systems, operate effectively to prevent shoplifting and the like. However, conventional

systems are often limited to the narrow scope of providing security functionality at limited

locations in a retail space (e.g., the entrance or exit). For example, an EAS gate located

at an exit of a retail business establishment may be configured to alarm when an article

with an EAS tag passes through the gate. Other than performing this important alarming

functionality, many conventional systems provide nothing more to the users of the

systems, such as store owners, store managers, and the like. Additionally, when store

owners are considering the purchase and installation of a conventional security system in

a retail establishment, the limited functionality offered by the systems can detrimentally

affect the cost-benefit analysis of installing and maintaining the system.

BRIEF SUMMARY

Some example embodiments of the present invention are therefore provided that

support security system functionality and/or additional functionalities that may be

beneficial to store owners, store managers, and customers. For example, some example

embodiments support inventory, marketing functionality, and/or advanced security

functionality.

According to some example embodiments, various systems, apparatuses,

methods and computer program products are provided for leveraging a network for

managing articles, such as in a commercial environment. Some embodiments of the

present invention utilize servers, routers, monitoring devices, ping nodes, override

devices, event detection devices, and other devices for monitoring and managing a



commercial environment. While some example embodiments of the present invention

involve monitoring devices that include tamper detection functionality (e.g., receive a

tamper detection component indication and associated functionality), it is contemplated

that some example embodiments need not include such tamper detection functionality

and associated hardware and/or software.

BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING(S)

Having thus described the various example embodiments of the invention in

general terms, reference will now be made to the accompanying drawings, which are not

necessarily drawn to scale, and wherein:

FIG. 1 is a schematic block diagram of a network according to an example

embodiment of the present invention;

FIG. 2 illustrates an example server with specialized hardware for performing

functionality within the role of a server according to an example embodiment;

FIG. 3 illustrates an example monitoring device with specialized hardware for

performing functionality within the role of a monitoring device according to an example

embodiment;

FIG. 4 illustrates a diagram of a network implemented in an example retail

environment in accordance with an example embodiment of the present invention;

FIG. 5 illustrates an example override device with specialized hardware for

performing some of the functionality within the role of a override device according to an

example embodiment;

FIG. 6 is a flow chart illustrating a commissioning protocol a network entity,

monitoring device, commissioner node, and product input device may be configured to

execute according to an example embodiment;

FIG. 7 is a flow chart illustrating a decommissioning protocol a network entity,

monitoring device, decommissioning node, and product input device may be configured to

execute according to an example embodiment;

FIG. 8 is a flow chart illustrating a protocol configured for execution by a

monitoring device according to an example embodiment;

FIG. 9 is a flow chart illustrating a network protocol configured for execution by a

network entity, a monitoring device, and an alert device in accordance with some

example embodiments;

FIG. 9A illustrates an alert message according to an example embodiment;

FIG. 9B illustrates an alert event log according to an example embodiment;

FIG. 10 is a flow chart illustrating a user input protocol configured for execution by

an override device according to an example embodiment;



FIG. 11 is a flow chart illustrating a marketing protocol configured for execution by

a network entity according to an example embodiment;

FIG. 12 is a flow chart illustrating a protocol configured for execution by a network

entity wherein product information is associated with a monitoring device according to an

example embodiment;

FIG. 13 is a flow chart illustrating a protocol configured for execution by a network

entity wherein a presentation may be initiated on a monitoring terminal based on various

marketing rules according to an example embodiment;

FIG. 14 is a flow chart illustrating a protocol configured for execution by a network

entity wherein a customer traffic density profile may be identified and used in connection

with one or more marketing protocols in accordance with example embodiments;

FIG. 15 illustrates a diagram of a network implemented in an example retail

environment for monitoring customer tags according to an example embodiment;

FIG. 16 is a flow chart illustrating a marketing protocol that may be executed by a

network entity based on monitoring customer tags throughout a commercial environment

according to an example embodiment;

FIG. 17 is a flow chart illustrating a zone of interest based protocol that may be

executed by a network entity based on the monitoring of customer tags according to an

example embodiment;

FIG. 18 is a flow chart illustrating a customer tracking based protocol that may be

executed by a network entity based on the monitoring of customer tags according to an

example embodiment;

FIG. 19 is a flow chart illustrating a market compliance protocol that may be

executed by a network entity according to an example embodiment;

FIG. 20 is a flow chart illustrating a price adjustment protocol configured for

execution by a network entity according to an example embodiment;

FIG. 2 1 is a flow chart illustrating a price change schedule protocol configured for

execution by a network entity according to an example embodiment;

FIG. 22 is a flow chart illustrating an inventory management protocol configured

for execution by a network entity according to an example embodiment;

FIG. 23 illustrates an example bridge device with specialized hardware for

performing functionality within the role of a bridge device according to an example

embodiment;

FIG. 24 illustrates and example radio frequency identification (RFID) module

according to an example embodiment; and



FIGS. 25-27 shoe examples of flow charts illustrating the operations that may be

performed by the bridge device and other system components according to some

example embodiments.

DETAILED DESCRIPTION

Some embodiments of the present invention will now be described more fully

hereinafter with reference to the accompanying drawings, in which some, but not all

embodiments of the invention are shown. Indeed, various embodiments of the invention

may be embodied in many different forms and should not be construed as limited to the

embodiments set forth herein; rather, these embodiments are provided so that this

disclosure will satisfy applicable legal requirements. Like reference numerals refer to like

elements throughout.

As defined herein a "computer-readable storage medium," which refers to a

physical storage medium (e.g., volatile or non-volatile memory device), can be

differentiated from a "computer-readable transmission medium," which refers to an

electromagnetic signal. Additionally, as used herein, the term "circuitry" refers to not only

hardware-only circuit implementations including analog and/or digital circuitry, but at least

also to combinations of circuits with corresponding software and/or instructions stored on

a computer-readable storage medium.

As indicated above, example embodiments of the present invention may be

configured to support various security, inventory, marketing, and/or other functionalities

in, for example, a retail sales environment. To do so, a network of monitoring devices,

which in some embodiments may be configurable, may be installed within the retail sales

environment. A description of some example embodiments of monitoring devices, and

the monitoring systems that may support monitoring devices, is provided in U.S.

Provisional Patent Application 61/244,320 filed September 2 1, 2009, entitled

"Configurable Monitoring Device," U.S. Provisional Patent Application 61/246,388 filed

September 28, 2009, entitled "Configurable Monitoring Device," and U.S. Non-Provisional

Patent Application 12/628,863 filed December 1, 2009, entitled "Configurable Monitoring

Device" the contents of which are hereby incorporated by reference in their entirety.

Some embodiments of the present invention provide systems, methods and

apparatuses for tracking of retail products. In some embodiments, a network coordinates

and tracks retail products connected to and electronically associated with monitoring

devices. The network can communicate wirelessly to the monitoring devices to perform

varying functions such as inventory tracking, security monitoring, marketing functions,

and/or other tasks that may be suited to a commercial or retail environment.



Retail Monitoring Network

I . Network

An exemplary embodiment of the present invention is a network 30, such as the

Hummingbird ™ monitoring network by Alpha High Tech Solutions, Inc. FIG. 1 shows one

embodiment of the network 30, which may comprise a network entity 62, at least one ping

node 66, and at least one monitoring device 10 .

The network entity 62 may comprise a server 63, coordinator 64, and at least one

router 65. The server 63 may be configured to manage and communicate with the

coordinator 64. The coordinator 64 may be configured to manage and communicate with

the at least one router 65. In the depicted example embodiment, multiple routers 65

communicate with the coordinator 64. The routers 65 may be configured to receive

signals from the monitoring devices 10 and communicate that signal, or a modified

version of that signal, to the coordinator 64, which then communicates that signal, or a

modified version of that signal to the server 63. The routers 65 and coordinator 64 may

comprise radio transmitters/receivers for sending and receiving signals. Additionally, in

some example embodiments, the coordinator 64 may be connected to the server 63 via a

wired connection, which may support higher speeds and bandwidth relative to other

wireless communications connections within the network.

The ping nodes 66 may be placed throughout an environment, such as a

commercial environment, and the ping nodes 66 may be configured to transmit signals.

The monitoring devices 10 can be moved throughout the environment and receive the

signals transmitted from both the ping nodes 66 and the routers 65. The monitoring

devices 10 may also be configured to transmit signals to the routers 65 to be relayed, via

the coordinator 64, to the server 63.

A. Network Entity

According to some example embodiments, the network entity 62 comprises a

server 63. The server 63, with reference to FIG. 2 , may comprise a processor 20, a

communication interface 22, a memory device 27, and a configuration manager 24.

In an example embodiment, the processor 20 may be configured (e.g., via

execution of stored instructions or operation in accordance with programmed instructions)

to control the operation of the server 63. The processor 20 may be embodied in a

number of different ways. For example, the processor 20 may be embodied as one or

more of various hardware processing means or devices such as a coprocessor, a

microprocessor, a controller, a digital signal processor (DSP), a processing element with

or without an accompanying DSP, or various other processing devices including



integrated circuits such as, for example, an ASIC (application specific integrated circuit),

an FPGA (field programmable gate array), a microcontroller unit (MCU), a hardware

accelerator, a special-purpose computer chip, or the like. In an exemplary embodiment,

the processor 20 may be configured to execute instructions stored in a memory device

(e.g., memory device 27 of FIG. 2) or otherwise accessible to the processor 20. The

instructions may be permanent or non-volatile (e.g., firmware) or modifiable (e.g.,

software) instructions. Alternatively or additionally, the processor 20 may be configured

to execute hard coded functionality, for example when embodied as an ASIC. As such,

whether configured by hardware or software methods, or by a combination thereof, the

processor 20 may represent an entity and means (e.g., physically embodied in circuitry)

capable of performing operations according to embodiments of the present invention

while configured accordingly. Thus, for example, when the processor 20 is embodied as

an ASIC, FPGA or the like, the processor 20 may be specifically configured hardware for

conducting the operations described herein. Alternatively, as another example, when the

processor 20 is embodied as an executor of software or firmware instructions, the

instructions may specifically configure the processor 20 to perform the algorithms and/or

operations described herein when the instructions are executed. The processor 20 may

include, among other things, a clock, an arithmetic logic unit (ALU) and logic gates

configured to support operation of the processor 20.

The memory device 27 may include, for example, one or more volatile and/or no n

volatile memories. In other words, for example, the memory device 27 may be a non-

transitory electronic storage device (e.g., a computer-readable storage medium)

comprising gates (e.g., logic gates) configured to store data (e.g., bits) that may be

retrievable by a machine (e.g., a computing device including a processor such as

processor 20). The memory device 27 may be configured to store information, data,

applications, instructions or the like for enabling the server 63 to carry out various

functions in accordance with exemplary embodiments of the present invention. For

example, the memory device 27 may be configured to buffer input data for processing by

the processor 20. Additionally or alternatively, the memory device 27 may be configured

to store instructions for execution by the processor 20.

The communication interface 22 may be any means such as a device or circuitry

embodied in either hardware, software, or a combination of hardware and software that is

configured to receive and/or transmit data from/to a network and/or any other device or

module in communication with the server 63. The communication interface 22 may also

include, for example, an antenna (or multiple antennas) and supporting hardware and/or

software for enabling communications with a communication network 30 or other devices

(e.g., a monitoring device 10). In some environments, the communication interface 22



may alternatively or additionally support wired communication. As such, for example, the

communication interface 22 may include a communication modem and/or other

hardware/software for supporting communication via cable, digital subscriber line (DSL),

universal serial bus (USB) or other mechanisms. In an exemplary embodiment, the

communication interface 22 may support communication via one or more different

communication protocols or methods. In some cases, IEEE 802.15.4 based

communication techniques such as ZigBee or other low power, short range

communication protocols, such as a proprietary technique based on IEEE 802.15.4 may

be employed along with radio frequency identification (RFID) or other short range

communication techniques. In other embodiments, communication protocols based on

the draft IEEE 802.15.4a standard may be established.

The configuration manager 24 may be configured to manage and direct the

processor 20 to perform functions consistent with the various functionalities of the system

and network 30. As indicated above, the processor 20 of an example embodiment may

be embodied as, include or otherwise control, the configuration manager 24. The

configuration manager 24 may be implemented by any means, such as a device or

circuitry operating in accordance with firmware/software or otherwise embodied in

hardware or a combination of hardware and firmware/software (e.g., processor 20

operating under software control, the processor 20 embodied as an ASIC or FPGA

specifically configured to perform the operations described herein, or a combination

thereof), thereby configuring the device or circuitry to perform the corresponding functions

of the configuration manager 24, as described herein. Thus, in examples in which

software is employed, a device or circuitry (e.g., the processor 20 in one example)

executing the software forms a structure associated with such means.

According to some example embodiments, the configuration manager 24, with the

communications interface, may support wireless bootloading. As such, for example, the

configuration manager 24 may be configured to determine and/or control the

configuration and thereby also the operation of the server 63 based on the current

situation as determined by the server 63 or based on the instructions received by the

configuration manager 24.

Roles or configurations of the server 63 may be simple or complex based on, for

example, the processing capabilities of the processor 20 and the memory storage of the

memory device 27. In this regard, a server 63 may be configured to perform

incrementally more processing of data, thus including relatively higher processing power

and larger memory storage to support decreased data processing at the monitoring

devices, rather than at, for example, a monitoring terminal.



Some embodiments of the server 63 may include a user interface 2 1 , such as an

input/output device, for receiving instructions directly from a user. The user interface 2 1

may be in communication with the processor 20 to receive user input via the user

interface 2 1 and/or to present output to a user as, for example, audible, visual,

mechanical or other output indications. The user interface 2 1 may include, for example, a

keyboard, a mouse, a joystick, a display (e.g., a touch screen display), a microphone, a

speaker, or other input/output mechanisms. Further, the processor 20 may comprise, or

be in communication with, user interface circuitry configured to control at least some

functions of one or more elements of the user interface. The processor 20 and/or user

interface circuitry may be configured to control one or more functions of one or more

elements of the user interface through computer program instructions (e.g., software

and/or firmware) stored on a memory device accessible to the processor 20 (e.g., volatile

memory, non-volatile memory, and/or the like). In some example embodiments, the user

interface circuitry is configured to facilitate user control of at least some functions of the

server 63 through the use of a display configured to respond to user inputs. The

processor 20 may also comprise, or be in communication with, display circuitry configured

to display at least a portion of a user interface, the display and the display circuitry

configured to facilitate user control of at least some functions of the server 63.

Other example embodiments of the server 63 may comprise an alarm module 26

used to alarm the server 63 in response to receiving an indication of an event, such as a

security breach. The alarm module 26 may also be controlled by the configuration

manager 24 through the processor 20.

B. Ping Nodes

As shown in FIG. 1, the ping nodes 66 may be placed throughout a commercial

environment and can be used as location beacons. The ping nodes 66 may be

configured to transmit signals, namely a ping signal, which may comprise ping node

location data. The ping node location data 118 can simply include an identifier, such as a

number or other unique indicator that corresponds to that specific ping node 66. In other

embodiments, the ping node location data could include local coordinates or other similar

data that may be used by the network to identify the location of a transmitting ping node.

Ping nodes 66 may comprise antennas and radio transmitters for sending signals. In

some embodiments, ping nodes 66 may have a tailored or specifically configured

transmission signal strength so as to define the area which their signal can be received

by the monitoring devices 10. Accordingly, the ping nodes 66 may be useful in locating

monitoring devices 10 and other similar area-based features of the network 30.



Descriptions of example embodiments of ping nodes, and associated network

systems, are provided in U.S. Provisional Patent Application No. 61/246,393, filed

September 28, 2009, entitled "Systems, Methods and Apparatuses for Managing

Configurable Monitoring Devices;" U.S. Provisional Patent Application No. 61/248,1 96,

filed October 2 , 2009, entitled "Systems, Methods and Apparatuses for Locating

Configurable Monitoring Devices;" and U.S. Non-Provisional Patent Application No.

12/636,564, filed December 11, 2009, entitled "Systems, Methods, and Apparatuses for

Managing Configurable Monitoring Devices;" the contents of which are hereby

incorporated by reference in their entirety.

Ping nodes 66 may be involved in the frequent transmission of communications

and therefore power utilization of a ping node 66 may be relatively high. While ping

nodes 66 may be battery powered, in some example embodiments, ping nodes 66 may

be powered through a building's wired power system. In some embodiments, ping nodes

may utilize a battery for back-up power.

In other example embodiments, ping nodes 66 may be configured to interface with

not only monitoring devices 10 , but also other conventional tags. Thus, for example, ping

nodes 66 may include an RFID module and may also interface with conventional RFID

tags for reading, tracking, and other purposes. Additionally, since some ping nodes may

act in an EAS gate capacity, ping nodes of some embodiments of the present invention

may also be configured to interface with conventional EAS tags. In some example

embodiments, ping nodes may act as routers of data and/or configuration information

between monitoring devices 10 and the network entity 62. As such, in some instances,

ping nodes may contain hardware such that they can act as distributors of information,

such as configuration information, either as a pass through device through which

configuration information is routed, or by passing locally stored configuration information

on to a monitoring device 10.

C. Monitoring Device

The monitoring device 10 may be attached to, for example, retail articles and thus

may travel throughout the retail environment as customers or service personnel carry

articles throughout the retail environment. The monitoring device 10 may be configured

to receive the ping signal and corresponding ping node location data from a nearby ping

node 66. The monitoring device 10 may also be configured to transmit the ping node

location data or a modified version of the ping node location data to, for example, the

server 63. Thus, the router 65 can receive the ping node location data and communicate

such ping node location data to the server 63, which can then transmit instructions



through the router 65 to be received by the monitoring device 10 , which the monitoring

device 10 may then act upon.

Referring now to FIG. 3 , the monitoring device 10 , which may also be referred to

as a tag, may comprise a processor 28, a radio transmitter/receiver 46, an alarm 42, a

battery 40, and a sensor 50. In some embodiments, the monitoring device 10 may

include a memory device 44 and/or a input/output device 29. Further, in some

embodiments, the monitoring device 10 may comprise a mounting device 52 for attaching

to an article, such as a retail article.

The processor 28 may act in accordance with a protocol and receive indications

from components of the monitoring device 10 . The processor 28 may be the same or

similar to processor 20 as described with respect to the server 63 and FIG. 2 . In some

embodiments, the monitoring device 10 may comprise- a battery 40, and, for example, a

low power processor 28 may be more desirable to conserve battery life.

The processor 28 may also include an input/output (I/O) 29, which may include

ports (or pins). According to some example embodiments, the I/O 29 may be configured

to interface with any number of external devices such as, electronic security devices,

tamper detection components, merchandising displays, equipment tags, employee

identification cards, audio signal emitting devices (including alarms, speakers, piezo

buzzers, etc,), microphones, lights (e.g., light emitting diodes (LEDs) including dual-color

LEDs), buttons, keypads, monitors, displays that presents human-readable information

(e.g., for changeable pricing labels), sensors (e.g., accelerometers, movement sensors

(e.g., jiggle switch, light sensors, temperature sensors, cameras, camera controls (e.g.,

configured to forward still pictures, security gates, store audio systems, customer

counters, lighting switches, employee communicators (e.g., headsets, handheld radios,

door strike mats, jewelry case mats, Lojack® devices, global positioning system (GPS)

devices, barcode scanners, RFID readers, loyalty card scanners, communications

hardware (e.g., USB hardware, Ethernet hardware, RS232 hardware), node devices,

network entities (examples of which are discussed herein), and the like. As such, the I/O

29 may be configured to support various functionality that the monitoring device may be

configured to perform. For example, an I/O pin or port that is configured to interface with

a light sensor may be used to determine whether a protected article has been placed

under a coat or otherwise concealed. As another example, an l\0 pin or port may

interface with an LED to cause the LED to flash at a regular interval to provide a visual

indication of the status of the monitoring device and operate as a deterrent to would-be

thieves. For yet another example, an l\0 pin or port may be configured to interface with a

piezo buzzer or other audio device to emit various audible tones by the processor 28.

According to various example embodiments, actuation of the jiggle switch and detection



of the actuation by the I/O may be a trigger event, which may have a corresponding event

indication signal, for the monitoring device to transition from a sleep state to an awake

state.

Via the I/O 29, which may be included with the processor 28, various

functionalities may be triggered (including the transitioning of roles). Triggering may be

initiated either at the monitoring device level or at the network entity or monitoring

terminal level. For example, the I/O pins or ports of a monitoring device's processor may

interface with a display (e.g., an LCD display) that operates effectively as a price tag.

The price depicted on the display may be set to reduce at a given time. In some example

embodiments, the time may be monitored by the processor of the tag and when the given

time is reached, the processor may direct the I/O and the connected display to present a

reduced price. Alternatively, an example that includes triggering at the network entity

level may include the time being monitored by the network entity 62, and the network

entity 62 may communicate a message including a reduced price, or an indication to

reduce the price, to the tag at the given time to trigger the tag to reduce the price

accordingly.

The memory device 44 may include, for example, one or more volatile and/or no n

volatile memories and may be the same or similar to the memory device 27 of the server

63. As indicated above with respect to the processor 28, the monitoring device 10 may

be battery operated and thus a low power consuming memory device 44 may be more

desirable. The memory device 44 may be an electronic storage device (e.g., a computer-

readable storage medium) comprising gates configured to store data (e.g., bits) that may

be retrievable by a machine (e.g., a computing device including a processor such as

processor 28). The memory device 44 may be configured to store information, data,

applications, instructions or the like, which can be organized in any manner (including as

various types of functionality profiles), that enable the monitoring device 10 to carry out

various functions in accordance with exemplary embodiments of the present invention.

For example, the memory device 44 may be configured to buffer input data for processing

by the processor 28. Additionally or alternatively, the memory device 44 may be

configured to store instructions for execution by the processor 28.

The communications interface 48 may be any means such as a device or circuitry

embodied in either hardware, software, or a combination of hardware and software that is

configured to receive and/or transmit data from/to a network and/or any other device or

module in communication with monitoring device 10 . In this regard, communications

interface 48 may include, for example, an antenna (or multiple antennas) and supporting

hardware and/or software for enabling communications with a wireless communication

network 30 or other devices (e.g., other monitoring devices). Additionally, to support



network communications within the monitoring system, the communications interface 48

may support the implementation of a system-wide synchronized clock. Synchronization

of the clock may be maintained via a clock signal. Monitoring devices may include real

time clock circuitry to support the synchronized clock and to regulate the use of precise

communications windows. Additionally or alternatively, the communications interface 48

may include an unsynchronized clock.

In some example embodiments, the communications interface 48 may

alternatively or also support wired communication. For example, in some example

embodiments, the communications interface may support wired communication via, for

example, an RJ45 port. As such, the communications interface 48 may include a

communication modem and/or other hardware/software for supporting communication via

cable, digital subscriber line (DSL), universal serial bus (USB) or other mechanisms.

In an exemplary embodiment, the communications interface 48 may support

communication via one or more different communication protocols or methods. In some

embodiments, the communications interface 48 may be configured to support relatively

low power, which may yield a relatively small communication proximity area. As such, for

example, a low power and short range communication radio (e.g., radio

transmitter/receiver 46) may be included in the communication interface 48. In some

examples, the radio transmitter/receiver 46 may include a transmitter and corresponding

receiver configured to support radio frequency (RF) communication in accordance with an

IEEE (Institute of Electrical and Electronics Engineers) communication standards such as

IEEE 802.15 or draft standard IEEE 802.15.4a, which may yield a relatively larger

communication proximity area. For example, some embodiments may employ Bluetooth,

Wibree, ultra-wideband (UWB), WirelessHART, MiWi or other communication standards

employing relatively short range wireless communication in a network such as a wireless

personal area network (WPAN). In some cases, IEEE 802.15.4 or 4a based

communication techniques, ZigBee, or other low power, short range communication

protocols such as a proprietary technique based on IEEE 802.15.4 may be employed.

According to some example embodiments, the communications interface 48 may be

configured to support an Internet Protocol version 6 (IPV6) stack.

The communications interface 48 may also support a Route Under MAC (Media

Access Control) (RUM) protocol or a modified RUM protocol. Regardless of the protocol,

the communications interface 48 may be configured to utilize a network identifier, for

example stored in the memory device 44, such as a personal area network (PAN)

identifier. In some example embodiments, a monitoring device might not be permitted to

communicate within the monitoring system without using a matching network identifier.



According to some example embodiments, a monitoring device 10 , or the network

entity 62, may select a communications channel for use with monitoring system and

network communications to implement a fixed channel scheme. A monitoring device

may, based on the noise or channel traffic, select a quiet channel. A procedure may be

implemented by the network and the monitoring devices that provides for changing

channels, for example, when a channel begins to operate poorly. According to some

example embodiments, the server 63 may communicate to the ping nodes to change

channels, and/or the monitoring devices may perform a channel scan to determine the

new channel.

The battery 40 may supply power to the monitoring device 10, either as a constant

source of power. The sensor 50 may be any type of sensor, but in some example

embodiments, the sensor is a jiggle switch configured to detect movement or handling

(e.g., physical handling by a consumer or store employee, etc.) of the monitoring device

10 or an item affixed to monitoring device 10. In some example embodiments, an output

of the sensor 50 may cause the monitoring device 10 to "wake-up" and, for example,

transmit a message such as a current status message. The alarm 42 may be configured

to produce an output, typically in the form of sound energy, although light, vibration or

other outputs are also possible. As such, the alarm 42 may include an output device

such as one or more of a speaker, vibration pack, light (e.g., a light emitting diode (LED))

or other device. The processor 28 may be configured to control operation of the alarm 42

based on instructions received from the network entity 62. In this regard, based on the

current configuration of the monitoring device 10 , an alarm condition may be identified

and signaled to the alarm 42. In some embodiments, the alarm condition may be

associated with a predetermined alarm signal, which the processor 28 may be configured

to provide to the alarm 42 to direct an output. The alarm 42 may be configured to provide

any number of different outputs in response to the alarm signal including but not limited to

a tone or series of tones, a ringing noise, a recorded or synthetic voice output, a solid or

flashing light with any of various predetermined flash sequences, a vibration that is either

continuous or pulsed with various different pulse sequences, or various other outputs or

combinations of the above and/or other outputs.

As indicated above, one or more monitoring devices may be affixed to respective

products or other articles (e.g., retail products) to facilitate monitoring of the article to

which each monitoring device is affixed. In situations where the monitoring device 10 is

affixed to a product or retail article, the mounting device 52 may take a form factor that is

tailored for particular product packaging. As such, for example, in some situations, an

adhesive, snap fastener, clip, clasp, tether, hook-and-loop fastener, magnetic fastener,

pin connector, or other fastening device enabling direct connection of the monitoring



device 10 to the corresponding article may be provided as the mounting device 52. One

such mounting device may be configured to attach to the shaft of a golf club or similar

article such as the device disclosed in U.S. Patent No. 7,266,979 herein incorporated by

reference in its entirety. Other such mounting devices may be configured to attach to a

bottle neck or a bottle cap such as the devices disclosed in U.S. Patent Nos. 7,259,674

and 7,007,523, both herein incorporated by reference in their entirety. Still other mounting

devices may be configured to attach through a product such as an article of clothing or a

blister pack such as the hard-tag disclosed in U.S. Patent No. 6,920,769 incorporated

herein by reference in its entirety. Each of the aforementioned patents is commonly

owned by the assignee of the present application.

Additionally, the monitoring devices may be configured as a tag or device that

may leverage connectively to multiple networks. According to various example

embodiments, monitoring system 30 may be configured to interface with any number of

other types of independent networks and/or systems. For example, monitoring system 30

and the monitoring device 10 may be configured to interface with independent EAS

systems, RFID systems, closed circuit television systems, inventory systems, security

systems, sales systems, shipping systems, point of sale terminals, advertising systems,

marketing compliance systems, ordering systems, restocking systems, virtual

deactivation systems, Lojack® systems, and the like.

For example, in some embodiments, an implementation an embodiment of the

system described herein may support monitoring devices that support dual or multiple

types of system connectivity. For example, a single monitoring terminal may support

monitoring system communications via an IEEE 802.xx protocol, while also being

configured to support communications and locating via a Lojack® system. In this regard,

the monitoring device may rely upon the IEEE 802.xx protocol for security functionality

inside of a retail environment (e.g., inside a store), but may leverage Lojack® system

functionality for security or other purposes when the monitoring device is positioned or

moved (e.g., due to theft) outside a retail environment, or is otherwise unable to

communicate with the monitoring network 30. In some example embodiments, less than

all, or a small percentage of all, of the monitoring devices in a system may be configured

with dual or multiple tag type functionality to, for example, limit the cost associated with a

multiple tag type implementation while still provide some level of security with respect to

multiple tag functionality, possibly unbeknownst to would-be thieves.

II. Example Implementation of Network

FIG. 4 shows an example embodiment of the network 30 in a typical commercial

environment 100. The commercial environment 100 is divided into a retail floor 110 , store



room 120, and a point of sale desk 130. The retail floor 110 is a sales floor where articles

are displayed on sale for customers to buy. The store room 120 is an inventory storage

room where extra articles may be stored or prepared before placement on the retail floor

110 . The point of sale desk 130 is a check-out counter or other feature of a commercial

environment where customers purchase the retail articles.

As illustrated in FIG. 4 , the monitoring devices 10 may be scattered throughout

the retail floor 110 and may generally correspond to retail articles to which they are likely

attached. Ping nodes 66 are also located throughout the retail floor 110 . Routers 65 are

placed throughout the commercial environment so as to receive signals from the

monitoring devices 10 placed throughout the store. The routers 65 are connected to a

coordinator 64, which is directly connected to a server 63, which may be located in the

back store room 120 or other area.

A. Override Device

The network 30 may further comprise an override device 25, which may also be

referred to as a manager's key. The override device 25 may be placed or carried

throughout the commercial environment and can be used to decommission monitoring

devices 10 as further described below. In this regard, the override device may be utilized

as an override device capable of silencing an alarm (e.g., an alarming monitoring device

10) and/or decommissioning a commissioned monitoring device 10 . According to some

example embodiments, a stationary override device 25 may be located near a point of

sale desk 130 for decommissioning purchased articles. In some example embodiments,

the override device 25 may be mobile and may be transported throughout the commercial

environment 100. Override devices structured in accordance with various embodiments

may also include a display (e.g., an LCD display) for alerts as described in greater detail

below.

The override device 25, with reference to FIG. 5 , may comprise a radio

transmitter/receiver 246, a processor 220, a memory device 244, a battery 240, and

input/output interface 221 . In some embodiments, the override device 25 may comprise

an alarm 242. The processor 220 allows for implementation of protocol that may be

stored in the memory device 244 and may be the same or similar to processor 20 or 28

described above. The memory device 244 also may be the same or similar to the

memory device 27 or 44 described above. The override device 25, like the monitoring

device 10, may run on power from a battery 240. According to some example

embodiments, to conserve battery power, low power consuming processors and memory

devices may be desirable for implementation with the override device 25. The

input/output interface 221 may support various types of user interfaces for the override



device 25. In some examples, the radio transmitter/receiver 246 may include a

transmitter and corresponding receiver configured to support radio frequency (RF)

communication in accordance with an IEEE (Institute of Electrical and Electronics

Engineers) communication standard such as IEEE 802.15. For example, some

embodiments may employ Bluetooth, Wibree, ultra-wideband (UWB), WirelessHART,

MiWi or other communication standards in a network such as a wireless personal area

network (WPAN). In some cases, IEEE 802.1 5.4 based communication techniques,

ZigBee, or other low power, short range communication protocols such as a proprietary

technique based on IEEE 802.1 5.4 or 4a may be employed. According to some example

embodiments, the communications interface 22 may be configured to support an Internet

Protocol version 6 (IPV6) stack.

In some embodiments, the override device 25 may require an activation code to

function properly as an added security measure. Such embodiments and functionality are

further described below with respect to additional embodiments of the override device 25.

B. Event Detection Device

In some embodiments, such as those in accordance with FIG. 4 , the network may

include event detection devices 70. The event detection device 70 may comprise a radio

transmitter/receiver for transmitting signals to the network entity 32. An event detection

device 70 may be connected to a device in the commercial environment that is adapted to

provide information that is useful to the network. For example, an event detection device

may be associated with a light switch or a display case 7 1 to provide information (e.g.,

whether the lights are on or the display case is open) to the network. The event detection

device 70 receives input from the connected device and sends a signal to the network

entity 32 indicating that an event has occurred. For example, the event detection device

70 may be connected to a display case 7 1 and may be configured to receive input when

the display case 7 1 is opened. Thus, when the display case 7 1 is opened, the event

detection device 70 may send an event signal to the network entity 32 indicating that the

display case 7 1 has been opened.

C. Alert Device

In some embodiments, the network may include an alert device 5 . The alert

device 5 may be configured to, for example, send and receive transmissions, such as a

personal digital assistant ("PDA"), personal computer, laptop computer, server, smart

phone, override device, and/or other electrical device capable of communicating. The

alert device 5 may be configured to communicate with the network either wirelessly

and/or with wired medium. As used herein, "wired medium" and "wired" refer to any type



of physical medium that may carry a signal, including at least one a fiber optic cable,

electrically conductive wire, among other things. Further, the alert device may be

configured to communicate with the network, such as through an external network, like

the internet. In some embodiments, the alert device 5 may have a display and/or other

type of user interface that may enables the alert device 5 to convey alert messages

and/or other data to a user based on data received from the network entity 62. Thus, the

alert device 5 can allow for additional monitoring of the network and functions performed

by the network.

In some embodiments, the alert device 5 may have similar or the same

functionality as the override device 25 discussed herein. In various embodiments, the

alert device 5 and the override device 25 are separate devices, both implemented into the

functionality of the network as described herein.

D. Monitoring Terminal

In another embodiment, the network 30 may further include a monitoring terminal

80. The monitoring terminal 80 may be placed on the retail floor 110 for display and

interaction with customers. The monitoring terminal 80 may comprise a user interface,

such as a video or audio output. The monitoring terminal 80 may also comprise a radio

transmitter/receiver for receiving signals from either the network entity 32 or the

monitoring device 10. Other embodiments of the monitoring terminal 80 comprise

processors and memory devices for performing further functions desired by the network

30.

E. Zones of Interest

The network entity 62 may be configured to consider the location information of a

monitoring device 10, as sent from the ping node 66, with respect to defined rules, alarm

conditions, and alarm responses. In this regard, zones of interest within a retail

environment may be defined, and when the network entity 62 determines that a

monitoring device 10 has entered a zone of interest, corresponding security or monitoring

functionality may be implemented. If a security function is to be implemented, for

example, an alarm may be triggered or real-time tracking may be initiated. Other

functionalities may alternatively or additionally be triggered.

According to some example embodiments, conditions may be actively or passively

monitored (e.g., by the network entity 62 and/or the monitoring devices 10 themselves

recording or analyzing data in real-time) and the conditions may be compared to a set of

rules to determine whether to initiate a functionality prescribed for a particular rule. The

rules that may be specified for employment in accordance with example embodiments of



the present invention may be categorized into a zone-based functionality profile, for

example, as location or zone-based rules, time-based rules, or identity-based rules.

Other rules may additionally or alternatively be provided. Zone-based rules may

prescribe a particular action based on the location in which the tag (i.e., monitoring

terminal) is currently located. Time-based rules may operate differently based on, for

example, the time of day. Thus, for example, certain functionality may be active at certain

times of the day, but disabled at other times of the day. Alternatively, functionality may be

active, but different, dependent upon the time of day.

Identity-based rules may include rules defining functionality associated with the

identity of the person or product associated with a specific event. In this regard, for

example, some embodiments may provide monitoring devices to be worn by or carried by

specific personnel (e.g., via a tag being located in an employee communication headset)

or customers. Monitoring devices associated with individuals in the manner may be

referred to as personal monitoring devices or tags. Each personal monitoring device may

be directly associated with a corresponding employee or customer and rules for access,

presentation content or other functionality may be prescribed accordingly. Alternatively,

since each personal monitoring device may be associated uniquely with a corresponding

product, specific rules for certain products may be defined. Furthermore, combinations of

identity-based rules, time-based rules and location or zone-based rules may also be

applied. Thus, for example, rules may define that certain individuals or certain products

may only be allowed in certain zones at certain times. Any exceptions to the rules may

result in an alarm condition, where, for example, the server 63 sends an alarm message

to particular monitoring devices or other security devices.

The above described interaction between the network entity 62, monitoring

devices 10, ping nodes 66, override devices 25, event detection devices 70, and

monitoring terminals 80 creates a network 30 that can perform multiple functions with

regard to a commercial environment.

III. Security Network

The network 30 can perform security and anti-theft functions, such as creating a

sophisticated alarm system. The monitoring device 10 may follow protocol to respond to

a security event and may communicate with the network entity 62 to, for example, report

that a security event has occurred. Thus, the components of the network 30 can work

together based on a pre-determined protocol to indicate and respond to a security event.



A. Monitoring Device Functionality

For example, in some embodiments and as described above, the monitoring

device 10 may be attached to retail articles and placed throughout the commercial

environment. The monitoring devices 10 may further comprise a security feature, such as

a tamper detection component or an article detachment component. According to some

example embodiments, where, for example, a low cost monitoring terminal is utilized, a

monitoring device may not include a tamper detection component and/or associated

tamper detection software. The example monitoring device without tamper detection

functionality may still, however, provide a visual deterrent to would-be thieves since the

monitoring device may be affixed to article is a visible manner. Thus, the network entity

62, in some embodiments, may be configured to recognize the monitoring device 10 and

associate a corresponding monitoring device identifier with the signal of the monitoring

device 10. Furthermore, in other embodiments, the network entity may be configured to

set a state of the monitoring device 10. Such states may be a commissioned state or a

decommissioned state.

1. Monitoring Device identifier

In other embodiments, the monitoring device 10 may transmit a monitoring device

identifier to the network entity 62. The network entity 62 can receive the monitoring

device identifier and store the monitoring device identifier to memory. This monitoring

device identifier may be associated with other information such as ping node location

data which corresponds to the last set of ping node location data sent with the monitoring

device identifier. In this way, the network entity 62 can track and log locations of multiple

monitoring devices 10 through the commercial environment and perform associated

security functionality based on the location of the monitoring device 10 .

2. Commissioning

FIG. 6 shows a flow diagram in accordance with some exemplary embodiments

discussed herein. It will be understood that each operation, action, step and/or other

types of actions shown in the flow diagrams discussed herein, including FIGS. 6-14, and

16-22, and/or combinations of actions in the diagrams, can be implemented by various

means. Means for implementing the actions of the diagrams, combinations of the actions

in the diagrams, or other functionality of example embodiments of the present invention

described herein may include hardware, and/or a computer program product including a

computer-readable storage medium (as opposed to or in addition to a computer-readable

transmission medium) having one or more computer program code instructions, program

instructions, or executable computer-readable program code instructions stored therein.



In this regard, program code instructions may be stored on a memory device of an

example apparatus and executed by a processor, such as those discussed herein. As

will be appreciated, any such program code instructions may be loaded onto a computer

or other programmable apparatus (e.g., monitoring device processor 28, server processor

20, override device processor 220, or the like) from a computer-readable storage medium

(e.g., monitoring device memory 44, server memory 27, override device memory 244, or

the like) to produce a particular machine, such that the particular machine becomes a

means for implementing the functions specified in the diagrams' actions, such as those

shown in FIGS. 6-14, and 16-22 as discussed herein.

These program code instructions may also be stored in a computer-readable

storage medium that can direct a computer, a processor, or other programmable

apparatus to function in a particular manner to thereby generate a particular machine or

particular article of manufacture. The instructions stored in the computer-readable

storage medium may produce an article of manufacture, where the article of manufacture

becomes a means for implementing the functions specified in the diagrams' actions. The

program code instructions may be retrieved from a computer-readable storage medium

and loaded into a computer, processor, or other programmable apparatus to configure the

computer, processor, or other programmable apparatus to execute actions to be

performed on or by the computer, processor, or other programmable apparatus.

Retrieval, loading, and execution of the program code instructions may be performed

sequentially such that one instruction is retrieved, loaded, and executed at a time. In

some example embodiments, retrieval, loading and/or execution may be performed in

parallel such that multiple instructions are retrieved, loaded, and/or executed together.

Execution of the program code instructions may produce a computer-implemented

process such that the instructions executed by the computer, processor, or other

programmable apparatus provide actions for implementing the functions specified in the

diagrams' actions.

In some embodiments, the actions shown in FIG. 6 and the other diagrams

discussed herein can be executed sequentially. For example, FIG. 6 shows a

commissioning process 600, which is an exemplary process that may be used to

commission a monitoring device, such as monitoring device 10 discussed in connection

with FIG. 3 . Commissioning of a monitoring device may enable, for example, the arming

and monitoring functionality of the monitoring device. In some embodiments,

commissioning a monitoring device may enable different and/or additional functionality

provided by the monitoring device and/or any other device (such as, e.g., an override

device 25, ping node 66, and/or any other component of the network 30).



At 605, the monitoring device may be in a deactivated mode. The deactivated

mode may comprise the monitoring device being in a power down mode, a sleep mode,

and/or any other mode that may involve reduced functionality as compared to an active

mode. For example, perhaps to improve battery performance, while in the deactivated

mode, the monitoring device may refrain from listening for wireless signals (e.g., actively

waiting to receive) or otherwise monitoring wireless signals (e.g., actively waiting to

receive and processing signals that are received).

At 610, the monitoring device can be activated. For example, the monitoring

device may enter an active mode in response to an electrical, mechanical,

electromechanical, optical, magnetic, and/or any other type of switch and/or sensor

generating an output signal. A sensor, for example, may be triggered by a locking

mechanism being actuated, such as a lanyard post being inserted into a receiving port

(e.g., a cable lock lanyard being inserted into its receiving port). In one embodiment, the

monitoring device is housed within a cable lock security device as described in commonly

owned U.S. Patent No. 7,474,209 ("the '209 patent") entitled "Cable Alarm Security

Device", which was filed December 22, 2005 and is hereby incorporated by reference in

its entirety. In such embodiments, the monitoring device may enter the active mode in

response to the cable locking plug (referenced as item 27 in the '209 patent) being

inserted into the locking channel (referenced as item 38 in the '209 patent) of the security

device housing.

Once activated, the monitoring device may remain in a decommissioned mode.

While in the decommissioned mode, the monitoring device may not be armed, associated

with a product, and/or be operating at less than full capacity. For example, the anti-

tamper functionality of the monitoring device (such as detecting the cutting or other

breaking of a connection provided by a cable (i.e., item 3 of the '209 patent) lanyard that

conducts electricity) and/or location based alarming functionality of the monitoring device

(discussed further below) may remain disarmed until the monitoring device enters a

commissioned mode. Other functionality of the monitoring device may be activated. For

example, when activated, a user interface may illuminate or begin blinking periodically

(e.g., a light emitting diode may go from OFF to being illuminated green).

While in the active, decommissioned mode, the monitoring device may monitor

wireless signals. Upon receiving a ping node signal with its wireless receiver, such as

those discussed above, the monitoring device 10 may report a receipt of the ping node

signal to the network entity 62. Similarly, in response to the monitoring device's receiver

receiving a ping node signal sent by a commissioner node 67 at operation 615, the

monitoring device's processor can be configured to generate a report or other type of

message that indicates the monitoring device has received the commissioner ping node



signal. The commissioner node 67 may be configured the same or similar to a ping node

66, but may be referenced by the network entity 62, through the ping node location data

associated with the commissioner ping node signal, as a commissioner node. Thus, the

commissioner ping node signal may include, for example, location information (such as

ping node location data or other identifier), which may be included or otherwise

referenced in the data included in the message generated by the processor of the

monitoring device. The processor of the monitoring device may also include other data,

such as a monitoring device identifier (e.g., serial number preprogrammed into the

monitoring device). The monitoring device's processor may then provide the message

including the location data to the monitoring device's wireless transmitter.

At 620, the monitoring device can be configured to report receipt of the

commissioner ping node location data and/or other type of signal to the network entity

(e.g., the server). In the depicted embodiment, the server may be configured to

determine from the message generated by the monitoring device whether or not the

monitoring device is in proximity with a commissioner ping node 67. The server may also

be configured to determine whether or not the monitoring device is commissioned and/or

should be commissioned.

In response to determining that the monitoring device is not commissioned and/or

should be commissioned, the server may receive product information from a product data

input device, such as the input/output device 21/29 of either the network entity 62 or the

monitoring device 10. For example, the product information may include at least one

universal product code and/or any other data generated by, for example, a barcode

scanner at 625. In other embodiments, such product information may be obtained from

an RFID reader in connection with interrogating a tagged article or simply manually input

into a terminal by a retail employee. Other conventional product information entry

techniques may be used as will readily be apparent to one of skill in the art in view of this

disclosure.

The product information can be sent to the network entity at 630. In some

embodiments, the network entity may simply receive data at 620 and 630 simultaneously

or near simultaneously or within a given period of time because a user is physically

attaching the monitoring device to an item and scanning the barcode associated with the

item (e.g., such as a traditional price monitoring device having a barcode). In other

embodiments, the server may send a request (not shown) for product information to the

product data input device in response to receiving the message from the monitoring

device at 620.

At 635, the network entity can associate the product information with the

monitoring device identifier and store the respective information with the association in a



storage device, such as the memory device 27 of the network entity 62. At 640, the

network entity 62 can send a commissioning message to the monitoring device, which

may include an instruction for the monitoring device to execute one or more

commissioning-related protocols. For example, the commissioning message can be

transmitted in response to the network entity determining that the ping node location data

received from the monitoring device is associated with a commissioning ping node 67.

The monitoring device may send a commissioning message acknowledgement

message at 645 and then execute one or more commissioning actions and/or pre-

commissioning confirmation protocols. For example, a pre-commissioning protocol may

occur at 650 that involves the monitoring device confirming the tamper sensor is properly

engaged (e.g., that a signal is being passed through an electrically conductive lanyard).

The pre-commissioning actions may enable the monitoring device to determine, for

example, that the monitoring device is not experiencing a fault, alarm and/or other

condition that may reduce the monitoring device's effectiveness when commissioned.

For example, if the cable lanyard is damaged before the monitoring device is

commissioned, the monitoring device may be unable to detect further damage caused by

tampering while commissioned.

At 655, the monitoring device may be configured to execute one or more

commissioning protocols. For example, a user interface included in the monitoring device

(e.g., a light emitting diode) may change (e.g., from green to red). The user interface

change may be in response to an instruction sent by the network entity to the monitoring

device and/or the monitoring device may be configured to automatically change the user

interface in response to being commissioned. In this manner, the user may be given a

visual indication as to the current mode of the monitoring device.

The processor of the monitoring device may then generate and transmit at 660,

using the wireless transmitter, a commissioned acknowledgement message. The

commissioned acknowledged message may include, for example, the monitoring device's

identifier as well as an indication that the commissioning of the monitoring device was

successful. Should a fault or other type of error occur during the commissioning process

of 655, the monitoring device may transmit an error report at 660.

In response to receiving the commissioned acknowledgement message, the

server may store an indication that the monitoring device has been commissioned at 665,

such as a commissioned state event. The indication may be stored, for example, in the

same and/or different storage device(s) as those used to store the product information

associated with the monitoring device.

Further to the discussion elsewhere herein, while in the commissioned state, the

processor of the monitoring device can be further configured to monitor for an alarm



condition. As another example, the processor can be configured to periodically monitor

wireless signals while in the commissioned state and/or in response to receiving an

indication from a sensor (such as a jiggle switch or other type of motion detector). The

processor can also be configured to alarm in response to input from a tamper detection

component or in response to the locking mechanism being disengaged while in the

commissioned state.

Additionally or alternatively, in response to the monitoring device becoming

commissioned, the network entity may begin monitoring for alarm states or alarm

indications associated with the monitoring device, some examples of which are discussed

herein. The processor of the network entity can also be configured to receive an alarm

indication from the monitoring device, the alarm indication indicating the monitoring

device is in an alarm state, and in response to receiving the alarm indication, log or

otherwise store data associated with the alarm indication. For example, the alarm

indication may indicate that the monitoring device's lock has been disengaged while the

monitoring device is commissioned.

3. Decommissioning

FIG. 7 , similar to FIG. 6 , shows a flow diagram in accordance with some

exemplary systems, methods and/or computer program products discussed herein. In

some embodiments, the actions shown in FIG. 7 and the other diagrams discussed

herein can be executed sequentially. For example, FIG. 7 shows commissioning process

700, which is an exemplary process that may be used to decommission a monitoring

device, such as monitoring device 10 discussed in connection with FIG. 3 .

Decommissioning of a monitoring device may enable, for example, the monitoring device

to conserve battery power, while also or instead disabling arming and monitoring

functionality of the monitoring device. In some embodiments, decommissioning a

monitoring device may enable and/or disable different and/or additional functionality

provided by the monitoring device and/or any other device (such as, e.g., an override

device 25, ping node 66, and/or any other component of the network 30).

At the start of process 700, the monitoring device may be in a commissioned,

active mode, such as that discussed in connection with FIG. 6 . While the commissioned

mode, the monitoring device may listen for wireless signals (e.g., actively waiting to

receive) or otherwise monitor wireless signals (e.g., actively waiting to receive and

processing signals that are received). For example, the monitoring device may be

configured to process received wireless signals sent by various ping nodes. At 705, the

monitoring device may receive a wireless signal that was sent by a decommissioning ping

node 69. The decommissioning ping node 69 may, in some embodiments (and similar to



some types of commissioning ping nodes 67), function like any other ping node discussed

above. The monitoring device and/or server can be configured to distinguish certain ping

nodes as commissioning and/or decommissioning ping nodes based on data transmitted

(periodically, consistently, randomly, or otherwise) by the ping node.

At 710, the monitoring device can be configured to report to the network entity 62

receipt of the decommissioning ping node signal and/or other type of signal. The network

entity may be configured to determine from the message generated by the monitoring

device whether or not the monitoring device is in proximity with a decommissioning ping

node 69. The network entity may also be configured to determine whether or not the

monitoring device is currently commissioned and/or should be decommissioned.

In response to determining that the monitoring device is commissioned and/or

should be decommissioned, the server may receive product information from a product

data input device, such as the input/output device 2 1, 29 of the network entity 62 or

monitoring device 10. For example, the product information may include at least one

universal product code and/or any other data generated at 7 15 by, for example, a

barcode scanner located at a cash register or other payment area. As another example,

an override device 25, such as those discussed in connection with FIG. 5 , may function

as a decommissioning ping node in some embodiments.

The product information can be sent to the network entity at 720. In some

embodiments, the network entity may simply receive data at 710 and 720 simultaneously

or near simultaneously or within a given period of time because a user is accepting

payment for the purchase of the item to which the monitoring device is attached and/or

otherwise actuating the decommissioning of the monitoring device. In other

embodiments, the network entity may send a request (not shown) for product information

to the product data input device in response to receiving the message from the monitoring

device at 710.

At 725, the network entity can disassociate the product information with the

monitoring device identifier, add an indication that the monitoring device is unassociated

with any item, and/or delete information previously stored from one or more storage

devices, such as the memory device 27 of the network entity 62. At 730, the network

entity can send a decommissioning message to the monitoring device, which may instruct

the monitoring device to execute one or more decommissioning-related protocols. For

example, the decommissioning message can be transmitted in response to the network

entity determining that the ping node location data received from the monitoring device is

associated with a decommissioning ping node 69.

The monitoring device may send a decommissioning message acknowledgement

message at 735 and then execute one or more decommissioning actions and/or pre-



decommissioning confirmation protocols. For example, a pre-decommissioning protocol

may occur at 740, which involves the monitoring device disengaging the tamper sensor

(e.g., begin ignoring a signal that is being passed through an electrically conductive cable

lanyard or disconnecting such signal through operation of a switch). The pre-

decommissioning actions may also or instead enable the monitoring device to determine,

for example, that the monitoring device is not experiencing a fault, alarm and/or other

condition that may reduce the monitoring device's effectiveness when decommissioned.

For example, if the battery is too low to be re-activated after being deactivated for a

period of time, the monitoring device may generate a message that is sent to the network

entity and causes the network entity to determine that the monitoring device should be

charged before being re-activated and/or re-commissioned.

At 745, the monitoring device may be configured to send a signal acknowledging,

for example, that the tamper sensor and/or other locking mechanism has been

disengaged. At 750, the monitoring device's processor may execute one or more

decommissioning protocols. For example, a user interface included in the monitoring

device (e.g., a light emitting diode) may change (e.g., from red to green). For example,

the decommissioning message may include an instruction to change a user interface of

the monitoring device and/or the monitoring device may be configured to change the user

interface automatically in response to being decommissioned.

At 755, the processor of the monitoring device may then generate and transmit,

using the wireless transmitter, a decommissioned acknowledgement message. The

decommissioned acknowledged message may include, for example, the monitoring

device's identifier as well as an indication that the decommissioning of the monitoring

device was successful. Should a fault or other type of error occur during the

decommissioning process of 750, the monitoring device may transmit an error report at

755.

In response to receiving the decommissioned acknowledgement message, the

network entity may store an indication that the monitoring device has been

decommissioned at 760, such as a decommissioned state event. The indication may be

stored, for example, in the same and/or different storage device(s) as those used to store

the product information associated with the monitoring device.

Further to the discussion elsewhere herein, while in the commissioned state, the

processor of the network entity can be further configured to, for example, cease

monitoring for alarm states associated with the monitoring device in response to storing

the decommissioned confirmation message. Additionally or alternatively, while in the

decommissioned state, the processor of the monitoring device can be further configured

to ignore an alarm condition. As another example, the monitoring device's processor may



be configured to enable the unlocking of the locking mechanism (e.g., cable lanyard

locking mechanism) absent an alarm condition (e.g., in addition to receiving the

decommissioning signal from the server). In some embodiments, the monitoring device

may remain in a decommissioned, active state until, for example, the locking mechanism

and/or component used therewith (e.g., inserted therein) is unlocked, disengaged,

removed, and/or otherwise physically unlocked after being decommissioned.

4. Monitoring Device Protocol

The monitoring device 10 may be configured to receive an indication of a security

event from the security feature (e.g., tamper detection component, I/O sensor, etc.) and

respond in a pre-determined manner. For example, when commissioned as described

above, the monitoring device 10 may respond by alarming. Since the commissioned

monitoring devices 10 may be attached to retail articles that may be placed on the retail

floor for days or months at a time, and the monitoring devices may be reconfigured for

subsequent use, it is desirable to conserve power for the battery 40. Thus, a protocol is

configured into the monitoring device 10 to preserve battery life, while still maintaining an

effective security network.

FIG. 8 illustrates a flow chart detailing the operations that the monitoring device

10, e,g., a commissioned monitoring device, may perform as a security device. At

operation 300, the monitoring device 10 is configured for use in the network, such as

being commissioned, as further described herein. Then, after a pre-determined amount

of time without any signals or sensor indications, the monitoring device 10 may enter a

sleep mode, whereby the functions of the monitoring device 10 are powered down except

for a low-powered timer and the sensor function, shown in operation 302. The sensor on

the monitoring device 10 may be a motion detection device, like a jiggle switch or

accelerometer, which indicates to the monitoring device 10 that the monitoring device 10

has been moved. Thus, in some example embodiments, the monitoring device 10 may

only be awoken and returned to active operation (e.g., listening for ping signals and

reporting to the server) in response to two events. First, during operation 304, the timer

may wake up the monitoring device 10 after a defined amount of time has passed.

Second, during operation 306, the sensor may detect and indicate that an external event

has occurred for which the monitoring device 10 needs to respond. In some

embodiments, such an event may include movement of the monitoring device 10 as

indicated by, for example, the jiggle switch. Thus, upon waking either by timer or sensor

indication, the monitoring device 10 may undergo operation 308, wherein the monitoring

device 10 listens for and receives a ping node signal comprising ping node location data

from a nearby ping node 66. Then, as shown in operation 3 10 , the monitoring device 10



may transmit the ping node location data to the network entity 62. Once awake, the

monitoring device 10 may proceed to the take action, as shown in operation 3 12 ,

depending on indications received or not received. Thus, the monitoring device 10 may

take action by beginning to track, monitor, report, alarm, go back to sleep, or the like.

B. Response Protocol

FIG. 9 shows a flow chart detailing various actions the monitoring device 10,

network entity 62, and the alert device 5 may take depending, at least in part, on inputs,

signals, or indications provided by sensors (e.g., tamper detection components, article

attachment/detachment or mounting devices) of the monitoring device 10.

1. TamperAlert Protocol

Box 400 details an example tamper alert protocol for detecting a tamper event and

responding to receipt of a tamper detection indication from a tamper detection sensor 402

or an article detachment indication from an article attachment/detachment sensor 404

that may be associated with a locking mechanism (e.g., a cable locking mechanism) or

mounting device (item 52 of FIG. 3). According to some example embodiments, the

tamper detection sensor 402 and the article detachment sensor 404 may be the same

sensor. In some example embodiments, the monitoring device 10 may be attached to a

retail article through use of a cable wrapped around or through the article, and the tamper

detection component may be circuitry configured to monitor the cable for damage (e.g., a

cut) or other tampering with the cable. For example, in one embodiment, the tamper

detection component could be electronic circuitry configured to: detect current (i.e.,

breaks or changes in such current) running through the cable or a voltage at an end of

the cable, detect changes in the electrical resistance provided by the cable circuit, or

other similar indicators of security device tampering that would be apparent to one of

ordinary skill in the art in view of this disclosure. Upon receiving an indication from the

tamper detection sensor 402 (i.e., tamper detection component) or the article detachment

sensor 404, the monitoring device 10 may directly and immediately sound the alarm of

the monitoring device at 405 (i.e., without receiving alarm instructions from the network

entity). Then, the monitoring device 10 may transmit a tamper alarm signal at 406 to the

network entity 62. The network entity 62 will receive the tamper alarm signal and may, in

some embodiments, send a tamper alarm alert 408 to an alert device 5 . The alert device

5 may be configured to receive the tamper alarm alert and display a tamper alarm alert

409. In other various embodiments, the alert device 5 may have a processor and a

memory device, such that the alert device 5 may store the tamper alarm event. The

network entity 62 may also log the tamper alarm event at 407 to the server 63 memory.



2. Zone Alert Protocol

Zone alert protocol, detailed in Box 4 10 , comprises the network entity 62

determining that the monitoring device 10 has entered a zone of interest. Certain ping

nodes 66 may be located in strategic locations with tailored signal strengths and

electromagnetic field broadcast areas to thereby generate a zone of interest to be

monitored such as in connection with the storage room 120 shown in FIG. 4 . Certain

rules or protocols may be stored in the memory of the network entity 62 in association

with particular zones of interest (and their associated ping nodes), to generate a zone-

based functionality profile. Upon receiving ping node location data from a monitoring

device 10 indicating that the monitoring device 10 is located near, for example, the

storage room (i.e., the ping node matching the ping node location data is located in the

storage room), the network entity 62 may be configured to transmit instructions based on

the zone-based functionality profile. An example of such instruction may be an alarm

instruction. Thus, the monitoring device 10 may receive the alarm instruction and trigger

the alarming functionality of the monitoring device.

In some embodiments, as indicated in FIG. 9 , upon receiving ping node location

data indicating that the monitoring device 10 has entered a zone of interest (i.e., is

associated with a ping node located in a zone of interest), the network entity 62 may

initiate a zone alarm 412. Then, the network entity 62 may log the zone alarm event 414

in the memory and may transmit a zone alert message to the alert device 5 at 417. The

alert device 5 may then, after receiving the zone alert message, display the zone alert at

419. In other embodiments, the alert device 5 may store the zone alert message to

memory. The network entity 62 may also be configured to transmit a local alarm

message 4 16 to the monitoring device 10 , which, upon receiving the local alarm

message, triggers the alarming functionality of the monitoring device at 4 18 .

In other embodiments, the zone of interest may be a fitting room or a restroom.

For such a case, the network entity 62 may receive a ping node signal with ping node

location data indicating that the monitoring device 10 has entered the fitting room or

restroom (i.e., has become associated with a ping node located in the fitting room or

restroom). Then, the network entity 62 may initiate a zone-based functionality profile

such as initiating a timer. If the network entity 62 doesn't receive a different ping node

signal with different ping node location data (i.e., a ping node located outside the fitting

room or restroom and within the retail environment) from the monitoring device 10 before

the expiration of the timer, the network entity 62 may enter a pre-determined protocol.

For example, the network entity 62 may send an alarm instruction to the monitoring

device 10, or the network entity 62 may send an alert message to the alert device 5



indicating the location of the monitoring device 10 and a message, such as "remove

article from fitting room." Such an embodiment may be desirable for either security

purposes or retail purposes, as the article is more likely to sell on the retail floor then

sitting in a fitting room. Other embodiments of the network entity 62 may be programmed

to reset the timer upon certain conditions, depending on pre-stored data in the memory,

such as whether the room is a restroom or based on the price of the article.

3. Lost TagAlert Protocol

The network 30 can also be configured to initiate a protocol when an article and

attached monitoring device 10 are likely being stolen by being placed into a booster bag.

The term booster bag refers to a specially lined (e.g., metallically lined) bag that contains

material that prevents or interferes with wireless communications occurring between the

monitoring device 10 and network entity 62. A shoplifter may place an article and

monitoring device 10 into a booster bag to "hide" the article both from sight and from the

network entity 62. Some embodiments of the network 30 comprise a lost tag alert

protocol detailed in Box 420.

In some embodiments, the network entity 62 may be further configured to initiate a

timer upon receiving ping node location data from a monitoring device 10. If the network

entity 62 does not receive another signal from the monitoring device 10 indicating the

ping node location data, even if it is the same ping node location data, the network entity

may initiate the lost tag alert protocol. In other embodiments, the network entity 62 is

configured to distinguish between a signal with ping node location data received from

routine waking of the monitoring device 10, and motion detection indication waking of the

monitoring device 10. In some example embodiments, the network entity 62 may be

further configured to only initiate the timer after receiving ping node location data from a

motion detection indication waking of the monitoring device 10 .

Upon initiation of the lost tag alert protocol, the network entity 62 may report that

the timer has expired at 422. Then the network entity 62 may log a no report event at 424

in memory. The network entity 62 may also be configured to transmit a lost tag alert

message to an alert device 5 at 425. The alert device 5 may receive the message and

display the lost tag alert at 429. In other embodiments, the alert device 5 may store the

lost tag alert message to memory. Additionally or alternatively, the network entity 62 may

also be configured to initiate a lost tag alarm at 426 and transmit a local alarm message

at 427 to the monitoring device 10 . If the monitoring device 10 receives the local alarm

message, the monitoring device 10 may start alarming 428 in response to the local alarm

message. However, the material lining the booster bag may prevent the signal from

reaching the monitoring device 10. But at the very least, the network entity 62 may



initiate a lost tag alarm at 426. In one embodiment, the network entity may be configured

to transmit local alarm messages to other monitoring devices located proximate the ping

node last associated with the monitoring device concealed in the booster bag. In this

regard, a shoplifter may find himself surrounded by alarming monitoring devices even if

the monitoring devices within the booster bag are not, themselves, alarming.

4. Tracking Protocol

As previously described, some embodiments of the present invention include a

network entity 62 that receives and stores location data associated with a monitoring

device 10 or group of monitoring devices. Therefore, as a monitoring device 10 moves

throughout the commercial environment, the monitoring device 10 may receive new ping

node signals with new ping node location data, which the monitoring device 10 may send

to the network entity 62. The network entity 62, can thus track the movement of the

monitoring device 10 throughout the commercial environment (i.e., associations of the

monitoring device with various ping nodes). In some embodiments, the network entity 62

can create a report that effectively tracks the movement of the monitoring device 10 ,

which may, for example, indicate certain shopping patterns or potential consumer

interests (e.g., consumers who patronize expensive purse displays often also patronize

certain shoe displays) associated with the article attached to the monitoring device 10

being tracked. The network entity 62 may be further configured to generate reports and

that may be provided to a user, such as through a user interface or display.

C. Alert Device Functionality

In various embodiments, as indicated above, the alert device 5 may be configured

to receive alert messages from the network entity 62 and log or display those messages.

FIG. 9A shows an example of an alert message 440 that may display on an alert

device 5 . The alert message 440 may have a title 441 , indicating the pertinent

information concerning the alert. In the depicted embodiment, the title reads "Alert! Tag

Enters Dark Area." Such a message may indicate to a user of the alert device that a

monitoring device 10 has entered a zone of interest, such as a "dark area" (e.g., an area

having no ping node and which is generally not intended to receive retail products). The

title may be configured to stand out to a user to draw their eye immediately, such as using

boldface type of all caps.

The alert message 440 may further include product information 442 associated

with the alert, such as that associated with the monitoring device 10 for which the alert

message pertains. In the depicted embodiment, the product information 442 is the stock

keeping unit ("SKU") number, item description, and price, although in other embodiments,



other product information may be displayed. The alert message may further include

event data 444 such as the specific zone of interest associated with the alert, the time of

the alert, or some combination thereof. This information may be helpful for the user in

logging events or investigating the alert. Further, the alert message 44 may also contain

a visual representation of the product 446. In other embodiments, the alert message may

be configured to pop-up on the alert device 5 to further draw attention of the user.

FIG. 9B shows an example of an alert event log 450 that may be displayed on an

alert device 5 , perhaps in response to a query from a user. The alert event log 450 may

have set information 452 corresponding to zones of interest, such as a fitting room or a

department name. The alert event log may also contain specific alert events and relevant

information regarding the event alerts that were indicated to the alert device 5 . In the

depicted embodiment, the alert event log contains a title of the product for which the alert

pertained at 454, the time and date of the alert at 458, and the type of alert that occurred

at 456. As such, the alert device 5 can store relevant information about received alerts to

memory and form that information to reports or logs. In other embodiments, the network

entity 62 may store or log such information and the alert device 5 may be configured to

query the network entity 62 for reports or logs of the information.

D. Override Device Functionality

The network 30 can utilize and implement many operations in association with the

override device 25. In some embodiments, the override device 25 may include the same

location functionality as a monitoring device 10 and can receive a ping node signal

comprising ping node location data. The override device 25 can be configured to transmit

that ping node location data to the network entity 62. In some embodiments, the override

device 25 can be configured to send an override device identifier and the network entity

62 may be configured to store the ping node location data last associated with the

override device 25 with the override device identifier to the memory. Furthermore, in

other embodiments, the network entity 62 can indicate the location of the override device

25 based on the stored ping node location data, such as alarming the override device 25

or displaying the ping node location data on a user interface.

Other functionality of the override device 25 comprises receiving user input to

initiate protocols and transmit signals. FIG. 10 shows a flow chart of the protocol of

various embodiments of the override device 25 configured to receive user input. During

normal protocol, at operation 500, the override device 25 waits for user input. Upon

receiving user input, operation 510, the override device 25, in some embodiments,

determines if the user input is a first user input 520. If the user input is a first user input,

the override device 25 transmits a silence alarm signal 525 to the network entity 62,



which may in response, transmit a silence alarm instruction to the monitoring device 10 .

The monitoring device 10 may be configured to receive the silence alarm instruction and,

in response, stop alarming.

In other embodiments, if the user input is a second user input 530, the override

device 25 may be configured to transmit a silence alarms signal 535 to the network entity

62. The network entity 62 receives the silence alarms signal and transmits a silence

alarms instruction to each monitoring device 10 . The monitoring devices 10 are

configured to receive the silence alarms instruction and, in response, stop alarming.

The override device 25 may also be configured to respond to a third user input

540, wherein the override device 25 initiates a decommissioning protocol 545. The

override device 25 then transmits a decommissioning signal to the network entity 62 and

begins the decommissioning protocol for the monitoring device 10 , for example, as

described above and otherwise herein.

E. Location Protocol

With multiple monitoring devices 10 located throughout the store, and many being

attached to valuable retail articles, it may be desirable for commercial, inventory, security,

or other reasons, to locate a specific monitoring device 10. Embodiments of the present

invention may include a network entity 62 configured to locate a monitoring device 10. As

described previously, with reference to FIG. 4 , a monitoring device 10A may be

configured to receive a ping node signal with ping node location data from a nearby ping

node 66A. Also, the monitoring device 10A may transmit the ping node location data and

a monitoring device identifier to the network entity 62, most likely, a router 65. The

network entity 62 may store the ping node location data and associated monitoring device

identifier. Thus, the network entity 62 may be requested, such as through a user input, to

locate a specific monitoring device 10A. In some embodiments, the network entity 62

may respond by sending a tag locator signal to the monitoring device 10A, which upon

receiving the tag locator signal, may alarm to indicate where it is located. In other

embodiments, the network entity 62 may display the stored location on a user interface

indicating the relative location of the monitoring device 10A, based on the nearby ping

node 66A and ping node location data. In other embodiments, the network entity 62 may

store all the monitoring device identifiers for all monitoring devices 10 and thus may be

able to transmit instructions to alarm any number of monitoring devices 10 or display the

proximate locations of any number of monitoring devices 10.

In other embodiments, such as shown in FIG. 4 , the monitoring device 10A may

receive ping node signals from multiple ping nodes, such as from ping node 66A, ping

node 66B, and ping node 66C. The monitoring device 10A may thus be configured to



transmit ping node location data from all the ping nodes for which it is receiving ping node

signals. Thus, the network entity 62 can receive the multiple ping node location data

associated with the monitoring device 10A and determine the relative location of the

monitoring device 10A based on which ping node location data the monitoring device 10

is receiving. Therefore, in some embodiments, it may be desirable for the ping nodes 66

to have a defined or tailored range for which monitoring devices 10 can receive their

associated ping node signal, such as having a ping node signal cover one area of the

store, like the electronics section. For example, if the monitoring device 10A is receiving

ping node location data from three ping nodes 66A, 66B, and 66C, the network entity 62

may determine that the monitoring device 10A is likely located somewhere in-between

those three ping nodes. Therefore, a proximate location of the monitoring device 10A

may be more easily determined and the network entity 62 may indicate that location to a

user, such as through a user interface.

In another embodiment, the network entity 62 may determine the signal strength

associated with the specific ping node location data. Thus, the network entity 62 may

determine that because monitoring device 10A is sending a higher signal strength from

ping node location data matching ping node 66A, the monitoring device 10 most likely is

located closer to ping node 66A. This additional embodiment may allow for more precise

location of monitoring devices 10 , for which the network entity 62 may indicate to a user

through a user interface.

The above described embodiments used to locate monitoring devices 10 may also

be used for locating an override device 25 or multiple override devices 25. Thus, the

override devices 25 may also be configured to receive and transmit ping node signals

comprising ping node location data.

ADDITIONAL EXAMPLE EMBODIMENTS

I . ADDITIONAL SECURITY TOOLS

In some embodiments, the present invention may comprise a network as

described above with additional security features. Such additional features may be

enabled by, for example, gate nodes located near the exit of the commercial environment,

optical sensors that interact with one or more monitoring devices, and/or network

components may be configured to perform security sweep functions.

A. Gate Node

Additional security may be desired near areas of the commercial environment that

have a higher probability of theft, such as the exit and entrance points of a retail store.



Thus, ping nodes may be configured to operate as gate nodes near these areas. In some

embodiments, the gate node will operate via the locating functionality described above or

based on a determination that a monitoring device is within range of a gate node's signal.

In some example embodiments, a gate node may detect the proximity of a monitoring

device by receiving communications from the monitoring device in response to a gate

node signal provided by the gate node. To avoid situations where a gate node detects

the proximity of a monitoring device that is properly within the retail environment, and is

not located so close to the exit so as to indicate that the attached article is being stolen,

guard nodes may be implemented. Ping nodes configured to be guard nodes may be

located near an exit and may be configured to prevent monitoring devices within the store

from improperly associating themselves to the gate nodes and causing erroneous

alarming. As indicated above, other location based or time based limitations on alarm

activity may also be implemented.

A gate node may be connected to the main system power, and may include a

battery to support operation when main power is lost. The gate node may also be

configured to transmit regular gate node signals, which include the gate node's unique

identifier or location data, and listen for responses from monitoring devices that are within

range. If a monitoring device detects that the strongest signal that the monitoring device

is receiving is from a gate node, the monitoring device may transmit a message including

the monitoring device identifier to the gate node and the monitoring device may enter a

first alarm mode. In this regard, a monitoring device or network entity may maintain a list

of identifiers for gate nodes to determine when a signal is being detected from a gate

node.

In the first alarm mode, the monitoring device may be configured to emit an

audible chirp every second (or other predetermined time period), providing a deterrent

indication to an individual holding the article to which the monitoring device is affixed. In

another embodiment, such audible chirps may occur progressively more rapidly as the

individual approaches a gate area and progressively less rapidly as the individual moves

away from the gate area to provide a directional deterrence effect.

While in the first alarm mode, the monitoring device may continue to listen for ping

node signals from other nodes, and if a ping node signal from a non-gate ping node

becomes the strongest ping node signal (e.g., as determined by signal strength or other

conventional means) detected by the monitoring device, the monitoring device may

transfer from the first alarm mode to a normal mode (e.g., since the tag has apparently

moved away from the gate node and the exit). If the strongest received ping node signal

continues to be the gate node signal from the gate node, and the received signal strength

passes a predefined gate node signal strength threshold, the monitoring device may



transfer into a second alarm mode. In the second alarm mode, the monitoring device

may be configured to alarm continuously. Again, the monitoring device may continue to

listen for ping node signals from other nodes, and if a ping node signal from a non-gate

ping node becomes the strongest ping node signal detected by the monitoring device, the

monitoring device may transfer from the second alarm mode to the first alarm mode or a

normal mode (e.g., since the monitoring device has apparently moved away from the gate

node and the exit).

Numerous other alarm modes and rules for tracking, alarming, monitoring or

otherwise reacting to the environment may also be programmed into the monitoring

device based on the configuration information loaded to each such device. Furthermore,

the alarm functions may be initiated locally or remotely in different embodiments. For

example, in some cases, the alarm of the monitoring device may be triggered, while in

others an alarm panel or display associated with the network entity 62 may receive an

alarm indication and an alert may be sent to an alert device without necessarily providing

any local alarm (e.g., audible or visible alarm) at the monitoring device itself. In some

alternative embodiments, a store or mall alarm system may be triggered such as, for

example, an EAS gate system, a surveillance system, building alarm system, or the like.

In some embodiments, a call may be made to a law enforcement facility or a message

may be sent to request dispatch of police or other security personnel to the scene.

Information about the movement of monitoring devices, video and other data may then be

recorded and perhaps transferred to law enforcement personnel to facilitate investigation

and/or prosecution of crimes.

B. Optical Sensors

In some embodiments, the monitoring device 10 may include a sensor 50 that

may be an optional device added into or plugged into the monitoring device 10 in some

situations (e.g., including optional hardware that can be integrated into and/or placed in

operable communication with the monitoring device 10). In this regard, the sensor 50

may be used for making determinations of local conditions at the monitoring device 10.

The sensor 50 may be embodied as any of various sensing devices configured to detect

motion, light, images, sound, tampering, or other environmental stimuli. As such, the

sensor 50 may include a light detector, an optical scanner, a motion detector or other

sensing devices. In one embodiment, the optical sensor 50 may indicate when light is no

longer detected, thus indicating that the article and associated monitoring device may

have been placed underneath someone's jacket or within a bag. The monitoring device

10 may then transmit a signal to the network entity 62 indicating that the optical sensor no

longer detects light. The network entity 62 may be configured with various protocol to



respond to certain situations presented by indication of no detection of light. For

example, the network entity 62 may alarm, transmit an alarm instruction to the monitoring

device 10, or send an alert message to an override device 25 indicating a possible theft.

The network entity 62 may also respond in other ways, determining if the lights have gone

out in the retail store and responding by turning them back on. Thus, an optical sensor

may be useful in multiple functions for a network such as in some embodiments

previously described.

C. Sweep Security Function

As indicated above, the network entity 62 may comprise a user interface. Thus, in

some embodiments, the network entity 62 may be enabled to provide a display showing

locations of various monitoring devices 10 at any give time. In one example embodiment,

the display may show ping nodes 66 with respect to their physical location on a floor plan

of the retail floor and show a corresponding number of monitoring devices 10 associated

with each ping node. Movement of a monitoring device 10 from one ping node 66 to

another ping node may be indicated by the movement of a symbol or icon from one ping

node to the other and the decrementing of the number of monitoring devices 10 at the

ping node 66 from which the monitoring device 10 departed, and incrementing of the

number of monitoring devices 10 at the ping node 66 to which the tag has moved. All

movements may be buffered or otherwise recorded for analysis. Each ping node 66 may

be accessed via the network entity 62 to retrieve information about the product

associated therewith, battery level and other information.

In one embodiment, rules may be applied to the movement of monitoring devices

10 . For example, if certain monitoring devices 10 are moved out of a specific location

without being decommissioned or otherwise disarmed in an authorized manner prior to

such movement to indicate that the product has been paid for, a local or remote alarm

(e.g., accompanied with a corresponding message at the network entity 62) may be

triggered to alert store personnel or the individual possessing the monitoring device 10 , or

to initiate tracking of the monitoring device 10 or surveillance of the individual possessing

the monitoring device 10 (e.g., with cameras or by store personnel). The network entity

62 may determine where the monitoring device 10 was located based on the ping node

location data and then transmit a signal to the retail store camera overlooking that

location to begin monitoring that location.

Alternatively or additionally, if a threshold number of monitoring devices 10 from a

given area move at the same time, an alarm may be triggered. In this regard, a large

migration of monitoring devices 10 at one time may be indicative of a "sweep", where a

thief (or thieves) attempts to steal a large amount of product at one time. As indicated



herein and particularly with respect to customer monitoring devices and customer traffic

profiles, movement profiles may also be analyzed and rules for initiation of alarm

conditions, real-time tracking, or other activities may be applied based on a comparison of

a current movement profile to pre-stored suspicious movement profiles.

Accordingly, in some embodiments, monitoring devices 10 may be configured to

provide multiple levels of security. For example, one level of security may be provided by

each monitoring device 10 being visible to the network and being monitored (e.g., via

cameras or other mechanisms) in response to movement and/or other type of

disturbance. Monitoring devices 10 may also be secured by mechanical key aspects,

such as mounting devices 52, associated with each monitoring device 10. In this regard,

for example, monitoring devices 10 may have physical locking mechanisms or mounting

devices as discussed above that enable the monitoring device to be affixed to at least

one product in a manner that may permit removal of the monitoring devices 10 via a

mechanical key device. In some embodiments, monitoring devices 10 may also have

some sort of wireless key and/or other type of electrical key. For example, a wireless

signal with a key code may be provided to enable unlocking of a physical lock associated

with a monitoring device 10 or to enable activation/deactivation of the monitoring device

(or an alarm). In an exemplary embodiment, the wireless signal may be provided by an

override device 25, also called a "manager's key" described herein. Any combination of

the above three layers and other security layers may also be provided. As such, multiple

security layers may be provided by embodiments of the present invention.

II. INTEGRATION OF THE COMMERCIAL ENVIRONMENT

In some embodiments, the present invention may include a network that

integrates with other types of retail store technology and networks. Such integration may

provide increased security via cameras, lighting, music, or other features such as locking

mechanisms on display cases, as described above with respect to event detection

devices.

A. Cameras

The network entity 62 may be connected either wirelessly and/or with wired

medium to other networks, such as a camera security network, which may have been

previously installed in the retail environment. The network entity 62 may be configured to

receive information from cameras, photo eyes, clocks and/or other external sensors, as

well as being configured to communicate with the cameras, clocks, other external

sensors, etc. Further, rules may be applied to the information received from the other

security systems. Based on the application of the security rules, action may be taken,



such as initiating tracking operation, initiating continued monitoring, initiating a report,

initiating an alarm locally or remotely, directing recording of data, directing movement or

operation of a camera, directing provision of information, and/or the like. The application

of the security rules and the actions taken may therefore be similar to those actions

described above in reference to FIG. 9 , as protocols can be created for certain indications

received from the other security systems. An example of such rules comprises a

monitoring device 10 sending a signal to the network entity 62 indicating that the

monitoring device 10 has been tampered with or improperly removed, the network entity

62 may be configured to respond by transmitting instructions to a camera positioned to

monitor the location of the ping node last associated with the monitoring device 10 (i.e.,

the ping node originating the last received ping node location data). The network entity

62 may also display the images from the camera on a user interface for store personnel

to view. In other embodiments, the network entity 62 may signal the camera or

associated recording device (e.g., digital recording device) to flag images or event/alert

related video portions for later review by store personnel or law enforcement authorities.

B. Lighting and Music

In some embodiments, the network may incorporate the principals just described

to the lighting and music networks of retail stores. For example, since many retail

environments may be noisy, the volume of in-store music may be automatically reduced

by the network entity when an alarming monitoring device 10 is detected. As such, the

network entity 62, in response to notification of an alarming monitoring device 10, may

reduce in-store music volume in order to allow in-store personnel to readily perceive such

alarms. Additionally or alternatively, some monitoring devices 10 may be configured to

alarm when they are within communication range of another alarming monitoring device

10 .

In one example embodiment, a monitoring device 10 that is alarming, but is

concealed in some manner by the individual attempting to steal the corresponding

product, may set off a cascade of alarming monitoring devices 10 in its vicinity so that a

thief's ability to silence one monitoring device 10 will be thwarted. Such a cascade of

alarming monitoring devices could be used to track the movement of a would-be-thief in

the retail environment. Such behaviors of the monitoring devices 10 and/or the network

entity 62 may be controlled by the security rules that are applicable to any given situation.

Based on the flexible nature of the monitoring devices and the ability of the

network entity 62 to interact with external sensors, displays, speakers and other devices,

a powerful deterrent to theft may be provided. For example, audible warnings, alarming

monitoring devices 10, visual displays, camera recordings and other features may be



made transparent to customers and potential thieves so that all are well aware of the

robust nature of the network.

III. MARKETING TOOLS

As described above, some embodiments of the present invention include a

network that may be configured to process information and apply rules in order to initiate

functionality. In addition to or instead of providing security functionality, some

embodiments of the present invention may apply rules and initiate functionality for

marketing retail and/or other types of products. Accordingly, FIG. 11 is provided to

illustrate some example operations that may be employed in connection with the network

being configured to apply marketing features.

As shown in FIG. 11, the network entity 62 may initially be configured to monitor

the network at operation 800, wherein the network includes components described in

connection with some examples discussed herein, such as monitoring devices 10,

override devices 25, ping nodes 66, event detection devices 70, monitoring terminals 80,

camera systems, lighting, and other systems that may be in communication with the

network entity 62. At operation 802, the network entity 62 may receive information from

network components, such as those previously identified. At operation 806, rules may be

applied to the information received at operations 802. Based on the application of the

marketing rules, as described below, action may be taken at operation 808. The action

taken may include initiating a tracking operation, initiating continued monitoring, initiating

a report, initiating an alarm locally or remotely, directing recording of data, directing

movement or operation of a camera, directing provision of information, accessing a

database, providing a coupon or other printed marketing material, and/or the like.

Various examples of rules and, in some cases, corresponding conditions that may trigger

certain rules are described below.

A. Retail Articles

In some embodiments, the network entity 62 may be configured to store product

information relating to the article attached to a monitoring device 10 . For example, with

reference to FIG. 12 , the network entity 62 may receive product information 912 while

receiving a monitoring device identifier 922 and a commissioning signal 902, during

commissioning. The product information may contain any type of valuable information

associated with the product that may be attached or otherwise associated with the

monitoring device 10. For example, the product information may be the universal product

code ("UPC"), SKU, retail price, potential price change schedule, product specifications,

and/or any other type of information associated with the product that may be useful for



the network entity 62 to have access to, particularly for embodiments of the protocol as

described below.

The product information may be stored in a code on the product which may be

read by the network entity 62 or the override device 25 at the time of commissioning.

Thus, the override device 25 may scan the code and transmit it to the network entity 62 at

the time of commissioning. In other embodiments, the product information may be a code

that the network entity 62 may use to determine, using pre-defined data, an identity of the

product. Then, then network entity 62 may access pre-stored product information

associated with the code. In other embodiments, the network entity 62 may receive the

product information, monitoring device identifier, and commissioning signal, or various

combinations thereof, within one signal.

Upon receiving the product information, commissioning signal, and monitoring

device identifier, the network entity 62 may store the commissioned state event 904, the

product information 914, and the monitoring device identifier 924 to memory. Then,

based on commissioning protocol or a timer indicating a small interval of time between

receiving the signals, the network entity 62 may associate the commissioned state event

and product information with the monitoring device identifier 930. Finally, the network

entity 62 may store that association to memory 935 for use later, such as in another

protocol.

In other embodiments, the network entity 62 may transmit a signal to the override

device 25 or monitoring device 10 indicating a successful association. Additionally, in

other embodiments, the network entity 62 may transmit the same product information or

further product information to the monitoring device 10 for storage. Thus, the monitoring

device 10 may have immediate access to the product information and, in other

embodiments, may be queried by the network entity 62 or another network component,

such as a monitoring terminal 80 and/or point of sale terminal 1160, to obtain the product

information.

B. Monitoring Terminal

In some embodiments, the network may be configured to provide an interactive

shopping experience based on the functionality described above or otherwise herein. In

this regard, for example, the network entity 62 may be configured to interface, via a

network connection or the like, with a monitoring terminal 80 to support marketing

functionality. In some embodiments, the monitoring terminal 80 may be a customer

information terminal. The monitoring terminal 80 may be a computing device including a

display and/or audio output capabilities (e.g., speaker, speaker driver, etc.), and in some

cases may further include a printer or other peripheral device. A monitoring terminal 80



may be located at strategic security or marketing locations such as exits and entrances.

Monitoring terminals 80 may also or alternatively be located in association with certain

displays or at various locations distributed throughout the retail floor to enable customers

to access information at the monitoring terminal 80.

The network entity 62 may also be configured to interface with the monitoring

terminal 80, via a network connection, to provide output to customers and/or would-be

shoplifters. For example, a monitoring terminal 80 and a camera may be located at the

exit of a retail environment. The camera may be controlled by the network entity 62.

When the network entity 62 determines that a monitoring device 10 has moved into a

zone of interest defined near the exit, the network entity 62 may instruct the camera to

capture the image of the individual carrying the monitoring device 10 (and the associated

product). The video captured by the camera may be transmitted to the network entity 62

and then transmitted to the monitoring terminal 80 to be displayed or otherwise indicated

to the shoplifter that they are being recorded, thereby providing a deterrent effect. In

addition to providing a display for a deterrent effect, monitoring terminals 80 may also be

used in marketing applications, such as displaying sales on products or indicating

products suggested to the customer to buy.

In some embodiments, the monitoring terminal 80 may also enable customers to

browse different product lines interactively to identify products of interest. Each identified

product may be recorded by the network entity 62 and a product list may be generated for

the customer on the monitoring terminal 80. Thereafter, the customer may be presented

with a map to facilitate location of each product of interest identified. In some

embodiments, store personnel may also be notified and a sales professional may be

alerted to proceed to a specific location associated with a product of interest to assist the

customer as the customer approaches the product or searches for the product.

Furthermore, due to the network capability, customers may be enabled to browse

information and perhaps shop online from a remote terminal (e.g., a home computer or

laptop) using a web-based application.

In other embodiments, the customer may interact with the monitoring terminal 80

to browse through products. The monitoring terminal 80 may store product information

itself, or may transmit a signal to access product information from the network entity 62.

The network entity 62 may then receive that signal and transmit the product information to

the monitoring terminal 80 to display for the customer. In other embodiments, the

monitoring terminal 80 may contain protocol or access protocol from the network entity 62

in response to customer input, such as making suggestions to the customer for related

products, or printing coupons for the customer for certain products.



C. Zone of Interest Messages

In addition to simply outputting the location of the monitoring device to the user

interface, the network entity 62 may be configured to consider the location information of

a monitoring device 10 with respect to defined rules, alarm conditions, and alarm

responses. In this regard, zones of interest within a retail environment may be defined,

and when the network entity 62 determines that a monitoring device 10 has entered a

zone of interest, marketing functionality may be implemented, which may include a variety

of different functionalities such as tracking and other functions.

In general, conditions may be actively or passively monitored (e.g., by the network

entity 62 and/or the monitoring devices themselves recording or analyzing data in real

time) and the conditions may be compared to a set of rules to determine whether to

initiate functionality prescribed for a particular rule. The rules that may be specified for

employment in accordance with some exemplary embodiments of the present invention

may be categorized as a zone-based functionality profile, for example, as location or

zone-based rules, time based rules, or identity based rules. These zone-based rules may

act in the same or similar manner to zone-based rules for zones of interests as previously

discussed above under the Zones of Interest Heading and otherwise herein.

With respect to additional marketing functionality, since the location of a

monitoring device 10, and thus a product, can be determined, the network entity 62 may

be configured to transmit zone of interest messages, such as instructions to make

suggestions to customers for purchasing other products while the customer is still in the

store. For example, movement of a monitoring device 10 associated with a dress shirt

may be detected near a dress shirt display. The monitoring device 10 associated with the

dress shirt may communicate with the network entity 62 to identify itself and thereby also

identify the product associated therewith. The network entity 62 may direct a zone of

interest message to the monitoring terminal 80 associated with the dress shirt display.

The customer may then be provided with various different types of information via the

monitoring terminal 80 that may assist in marketing the dress shirt or other products. As

an example, the monitoring terminal 80 may present a picture of a model wearing the

dress shirt and perhaps also identify other products that may form an ensemble with the

dress shirt. In this regard, slacks, neck ties, shoes, belts and/or other products that are

recommended for use with the dress shirt may be provided.

Alternatively or additionally, detailed information about the product associated with

the monitoring device 10 may be presented to the shopper at the monitoring terminal 80.

For example, manufacturing information, product care instructions, cost, inventory

information (e.g., available colors/sizes), and/or other information may be presented to

the shopper. The monitoring terminal 80 may present information to the shopper



automatically in response to movement of the product or, in some cases, in response to a

request for such information from the shopper after prompting by the monitoring terminal

80. The monitoring terminal 80 may provide a touch screen or voice activated interface in

some embodiments. Accordingly, in some instances, the user may interact with the

monitoring terminal 80 to mine desired information from the network entity 62 about

available products.

In some embodiments, the monitoring terminal 80 may have a ping node 66

associated therewith and, in response to bringing any product with a monitoring device 10

into proximity with the ping node 66, the monitoring terminal 80 may issue a greeting to

the shopper and identify the product associated with the monitoring device 10 currently

presented to offer various mechanisms by which to enable the shopper to access further

information. As such, the monitoring terminal 80 may be a shopper resource to perform

price checking, gain information about the product, identify related products, identify

related product sales, request/print coupons, and/or access other functionality simply by

bringing a tag proximate to the ping node 66 associated with the monitoring terminal 80.

In some embodiments, the monitoring terminal 80 may provide banner ads for advertising

in-store products or even brand names or product lines of other goods and services that

wish to use the banner ads to advertise.

As consistent with the foregoing discussion, the network entity 62 may be

configured to monitor when it receives ping node location data from a monitoring device

10 located near a monitoring terminal 80. Upon receiving the ping node location data so

associated, the network entity 62 may transmit a signal to the monitoring terminal 80 with

product information or other instructions indicating to the monitoring terminal 80 to display

such information to the customer carrying the monitoring device 10 near the monitoring

terminal 80. Thus, the monitoring terminal 80 may receive the information or instructions

from the network entity 62 and display that information or proceed with protocol

associated with those instructions, such as initiating a presentation about a product

related to the product associated with the monitoring device 10 which the customer is

carrying.

Additionally or alternatively, the shopper may be tracked from one area to another

and information pertinent to the relationship between the areas the shopper has transited

from (e.g., as indicated by monitoring devices 10 in the possession of the shopper) and

the current area may be presented to the shopper on the monitoring terminal 80 in the

shoppers current location. For example, if the shopper picked up the dress shirt

previously mentioned, and the shopper's movement is thereafter tracked to a sales area

for neck ties, the network entity 62 may be configured to consult a database to suggest a

neck tie that matches the shirt, based on product information associated with the



monitoring device 10 affixed to and associated with the shirt. To implement the

suggestion procedure, the network entity 62 may interface with a monitoring terminal 80

located near the neck tie retail area, which is thus viewable by the shopper.

A flow chart applicable to some of the examples described above is illustrated in

FIG. 13 . In this regard, as shown in FIG. 13, monitoring device movement may initially be

detected at operation 1000. After waking up in response to detection of monitoring

device movement, as previously described above, a determination may be made as to

whether to track the monitoring device and/or monitor the monitoring device (e.g., through

video surveillance) at operation 1002. Rules may then be applied with respect to product

information presentations at operation 1004 and a presentation of information may be

provided based on the rules at operation 1006.

Zone based rules may also define how the network entity 62 interacts with

individuals carrying an item associated with a monitoring device with respect to marketing

functionality. In this regard, for example, in certain zones, product information may be

provided for only the product associated with the monitoring device, while in other zones

product information may be provided for related products or sales. In some zones, the

information provided may depend on the product associated with the monitoring device

itself. In other words, for some products in a particular zone, only information related to

the corresponding product may be provided, whereas for other products in the same

zone, information related to other products may be provided. Furthermore, the level of

customer interactivity of the network entity 62 (e.g., via the monitoring terminal 80) may

be governed by zone based (and/or product based) rules. As an example, if a customer

takes a product into a fitting room, a zone based rule may trigger a monitoring terminal 80

in or near the fitting room, through a zone of interest message as provided by the network

entity 62, to provide product information about one or more products brought into the

fitting room. The information presented may indicate alternative sizes, colors or styles. In

some embodiments, the monitoring terminal 80 may also provide a store map with an

indication of how to find a specific product of interest to the customer. Moreover, the

indication of product location may be a real-time positional indication based on a specific

monitoring device 10 of the specific product whose location is being revealed. The

customer may thereby be presented with information assisting the customer in locating

the correct product.

In an exemplary embodiment, an area immediately outside the fitting room may

also be provided with a camera to enable customers to take pictures or video of

themselves trying on products and log onto a social networking or other web-site to share

the pictures or video with friends. The friends of the customer may then provide feedback

that the customer may consider in relation to purchasing the products.



D. Customer Traffic Profiles

To provide additional or alternative marketing functionality, the network entity 62

may be configured to record and analyze the path that various products take through the

retail floor when in the possession of shopping customers. For example, shopping

patterns and customer traffic patterns may be analyzed to improve product placement

and pairing and determine the effectiveness of various displays and store setups. The

network entity 62 may thus generate traffic density maps and/or profiles by storing the

ping location data associated with monitoring devices 10 that move throughout the retail

environment. Traffic density maps or traffic density profiles may be reports or maps

indicating shopping patterns or customer traffic or location patterns throughout a retail

environment. To generate a traffic density map and/or profile, the network entity 62 may

be configured to store each ping node location data associated with each monitoring

device 10 as the monitoring device 10 moved around the retail store (i.e., the customer

carrying the product associated with monitoring device 10 moving around the retail store).

Then the network entity 62 may filter this ping node location data for time, place, or other

factors and create a traffic density map or profile. The network entity 62 may then

transmit this information to a user interface for a store manager or other user to print or

otherwise utilize for marketing or analysis purposes.

Further, information regarding the effects (e.g., sales effects, customer traffic

effects, etc.) of moving product display racks and associated products within the store

may be determined based on the movement of customers and the sales of the associated

products. In this regard, common pathways that shoppers take through the store may be

determined based on the frequency with which such shoppers transport monitoring

devices 10 through a specific area. Based on the common pathways that shoppers (as

indicated by the travel path of monitoring devices 10 they are transporting) take through

the retail floor, a traffic density map may be determined for the retail floor by the network

entity 62. The traffic density map may be employed by store management (or mall

management if used in a larger setting) to define areas of high, medium and low traffic,

thus creating customer traffic profiles. Dead zones, as noted above with respect to zone

of interest protocol and otherwise herein, may also be identified. Information recovered

from the traffic density map may be utilized to modify store configurations and/or

determine product placement to attempt to influence shopper movement and traffic

patterns and/or to take advantage of existing and known traffic patterns. In some

instances, the traffic density map may be used to determine retail space rental values in

order to provide potential mall retailers with information regarding the traffic density in

various locations from which the potential retailer is choosing in order to select a location.



In other instances, such maps may be used by mall developers to set pricing levels for

specific retail store locations. In still other embodiments, such maps may be used by

department store owners for setting pricing of retail display locations as might be offered

to its product vendors.

FIG. 14 illustrates a flowchart of operations that may be performed to influence

marketing within the retail store based on traffic density information. In this regard, at

operation 1200, movement of monitoring devices 10 may be monitored and recorded by

the network entity. At operation 1202, a profile of traffic density may be developed (e.g.,

as a traffic density map) based on movement of the monitoring devices 10 . At operation

1204, marketing decisions (e.g., product pricing, product placement, sales clerk staffing

levels, etc.) may be made based on the profile.

In some embodiments, the network entity 62 may be configured to monitor

movement past a particular ping node 66 or group of ping nodes 66 in order to perform

customer counting functions. As such, the monitoring devices 10 may be employed to

function as a customer counter. In some other embodiments, the network entity 62 may

interact (directly or via the network) with and receive information from conventional

customer counters (e.g., people counters, activity counters, etc.) to determine customer

traffic density profiles or other marketing profiles. In one embodiment, for example, if a

freezer or other product container is monitored with an access counter, or other similar

event detection device configured to count the number of openings of the door or

entrances into the product container, the number and/or frequency of access events to

the product container may be monitored and/or recorded. The customer or access

counting functions may be used along with other traffic pattern information to assist in

generation of a traffic density map, or to otherwise provide information for use in

determining marketing strategies for product placement or display presentation.

The network entity 62 may also be configured to determine which products tend to

be purchased together in order to develop a generic customer profile for various product

lines. For example, the network entity 62 may be configured to determine that shoppers

that purchase a particular brand of perfume have a tendency to favor specific brands of

shampoo and conditioner, based on the frequency with which such branded items are

purchased in combination with each other. Knowledge of such common product pairings

may be used to influence the presentation or display location of the products or

information regarding such products. For example, a coupon or marketing materials for

the shampoo and conditioner may be provided at the location of the perfume.



E. Customer identifiers

[00176] In other embodiments of the present invention, the network can utilize

monitoring devices 10 for association with individual customers. Thus, monitoring

devices 10 may be used as identification devices and may be commissioned in similar

fashion to the commissioning of a monitoring device 10 associated with a retail article. As

such, the monitoring device 10 may be configured to operate as a "customer tag" 1155.

Although, the monitoring device 10 is referred to as a customer tag 1155, the monitoring

device 10 may similarly be associated or assigned to non-customers such as employees

or vendors. Examples of the customer tag 1155 are shown as triangular shapes having

the letters "CT" therein in FIG. 15.

1. Customer Tags

[00177] In this regard, FIG. 15 illustrates a diagram of various embodiments of a

network to help illustrate the flexible nature of the monitoring device 10 with respect to

dynamic configuration and employment thereof, particularly in regard to implementation

as a customer tag 1155. In this regard, FIG. 15 depicts an exemplary retail environment

including a stock room 1110 where excess inventory is maintained, an office space 1120

from which monitoring activity may be coordinated or otherwise viewed, fitting rooms in

which articles of clothing may be tried on by potential buyers, a retail floor 1140 on which

various products may be displayed or otherwise made available for buyers to purchase

and restrooms 1150. FIG. 15 also depicts a point of sale (POS) terminal 1160 at which

payment may be made for products and a door 1170 through which customers may enter

and exit the retail floor 1140. Notably, FIG. 15 is not drawn to scale, but is merely

provided to illustrate an example of the some of the concepts described herein.

[00178] In some cases, the customer tag 1155 may be commissioned in the retail

environment 1100, for example, at a customer service desk 1165 or by equipment in the

office space 1120. In such examples, the customer may go to the customer service desk

1165 and provide personal information (e.g., profile information) to enable commissioning

of the customer tag 1155 in association with the corresponding customer. The personal

information may be very limited or expansive depending upon the desires of the customer

and the retailer. In some examples, the personal information may include any or all of

name, home address, phone number, email address, and the like. In some other cases,

the personal information may also establish a payment account for the customer. As

such, credit card or bank account information may be provided or an account similar to a

Paypal account may be set up for the customer. In still other cases, the customer may



provide detailed information on preferences, household information or other survey

responses.

[00179] The customer tag 1155 may be the permanent property of the customer (e.g.,

as a key fob or other easy to carry device). In some alternatives, the customer may

check in to the customer service desk 1165 to receive the customer tag 1155 on each

visit to the retail environment 1100. As such, as suggested above, the casing or housing

of the customer tag 1155 may be different in corresponding different embodiments.

[00180] As indicated above, in some cases the customer tag 1155 may be

permanently assigned to a customer (e.g., the customer leaves the retail store with the

customer tag). Because the customer tag 1155 may be configured to communicate with

the network entity 62 of the retail environment 1100 with relatively low power signaling,

the customer's privacy outside of the retail environment 100 may not be impacted.

Meanwhile, since the customer tag 1155 is permanently assigned to the customer in this

example, permanent information identifying the customer may be stored on the customer

tag 1155 and retrieved by the network entity 62 in the retail environment 1100 when the

customer returns.

[00181] In other cases, the customer tag 1155 may be temporarily assigned to a

customer upon visiting the retail store (e.g., the customer returns the customer tag upon

leaving the store). In such an embodiment, a remote or local server or computer may

store profile information voluntarily provided by the customer. The profile information may

then be used (perhaps along with other information applicable to the customer's visit) to

commission a temporary customer tag for the customer on each visit in which the

customer checks into the customer service desk 1165 to receive the customer tag 1155.

In some example embodiments, the customer tag may be configured to wirelessly

interface with a cell phone of the customer to retrieve profile information from the

customer upon entry. The profile information may include the customer's name, age,

gender, home address, phone numbers, credit card numbers, credit information,

purchasing preferences, and the like. Upon entry into the retail environment, the

customer may be immediately recognized and the customer may then proceed to the

customer service desk 1165 to receive the customer tag 1155 without significant delay.

[00182] In an alternative embodiment, rather than a wireless interface, profile

information may be acquired via stored profile information on the network. In this regard,

for example, customer profile information may be stored to a database disposed in

communication with the network. Customer profile information may be stored to a

particular tag wirelessly through the network upon the tag being associated with a

customer upon the customer entering the store. In one embodiment, this association may



occur through scanning a barcode provided on a customer loyalty card. This barcode

scanning operation, which may occur in connection with a customer entering the store,

may trigger the customer's profile information to be stored to a particular tag that the

customer may then carry as he or she moves through the store as part of their shopping

experience. The barcode scanning operation may also replace the UPC scanning step

625 shown in FIG. 6 in connection with commissioning of the customer tag in connection

with various embodiments discussed herein.

[00183] In some embodiments, an EAS gate, or ping nodes 66 set up in an EAS gate

configuration may be located within the retail environment 1100. In this regard, for

example, some ping nodes 66 may be configured as gate nodes and may be located at a

doorway (e.g., door 1170) to monitor for customer tags 1155 passing through the door. In

response to an active customer tag 1155 passing between ping nodes acting in an EAS

configuration as gate nodes, the corresponding nodes (e.g., nodes 1180 of FIG. 15) may

report information to a database or other device, through the customer tag 1155, to the

network entity 62. The network entity 62 may be configured to respond by driving a

display, camera or other external device, or generating an alarm response. According to

some embodiments of the present invention, for customers with permanent customer

tags, when the customer tag 1155 enters the store, the nodes 1180 may communicate

with the customer tag 1155 to recognize the customer. Information may be exchanged

with the customer tag 1155 (including configuration information) at that time in order to

initiate any special circumstances that may apply to the customer's visit.

In this regard, for example, the customer tags 1155 in the retail environment may

be in communication with or coordinated by network entity 62. The network entity 62, as

discussed previously with respect to other embodiments, may comprise a server 63,

coordinator 64 and at least one router 65 such that they are in communication with each

other, and such that the router is in communication with the customer tags 1155.

In some embodiments, as is consistent with respect to monitoring devices 10 , the

network entity 62 may be configured to include functionality to permit the customer tag

1155 to be tracked, to provide guidance services to the customer tag 1155, or enable the

customer tag 1155 to receive personalized messages, coupons or other materials at any

of various monitoring terminals 80. In some embodiments, an instance of the monitoring

terminal 80 may be positioned near the door 1170 to provide a personal greeting to

customers having customer tags 1155. The monitoring terminal 80 may also provide

shopping tips, coupons, information on sale items (perhaps personalized based on

customer preferences), guidance services or other information to entering customers.

Furthermore, monitoring terminals 80 at various product displays or other locations may



provide information and/or marketing materials tailored to the customer when the

customer tag 1155 approaches a monitoring terminal 80 positioned in the store.

2. Customer Profiles

[00186] In some embodiments, the customer tag 1155 may also be configured to

provide for tracking and positioning the customer in the store. The tracking function may

be used to further develop the profile information associated with the customer. The

profile information may be used for rewards program determinations, product or coupon

offerings, and various other incentives. The profile information may also be used for

statistical analysis in larger marketing studies. As such, information may be mined and

stored (e.g., by the network entity 62) regarding aggregate customer behavior and

response to specific product displays or other stimuli. As such, obtained information may

regard such data as, for example:

i . Products most frequently picked up and purchased;

ii. Products most frequently picked up and not purchased;

iii. Products most frequently tried on;

iv. Products most frequently tried on and purchased;

v. Products most frequently tried on and not purchased;

vi. Product display locations most frequently visited;

vii. Product display locations having highest sales;

viii. Marketing display configurations most frequently visited;

ix. Marketing display configurations having highest sales;

x . Correlations/relative importance between display location and

marketing display configuration;

xi. Marketing display compliance rate for retailers;

xii. Correlations between displays/marketing display configurations

visited;

xiii. Correlations between clerk positioning, levels of staffing, and loss

rate;

xiv. Correlations between suggested sales, banner ads, etc., (provided

via customer terminals) and display visit rates; and

xv. Individual loyalty program participant tracking.

[00187] Tracking information may also be used to provide guidance to customers. In

this regard, for example, a monitoring terminal 80 may be enabled to provide a store map

to the customer with a depiction of the customer's location. In some cases, the customer

may identify (e.g., via a user interface of the monitoring terminal 80) a particular product

of interest. The monitoring terminal 80 may then provide instructions to the customer



(e.g., in text or on a map view) as to how to reach the product of interest. In some cases,

the customer tag 1155 may be configured to provide guidance to the customer to assist in

reaching the corresponding monitoring device 10 of the product of interest via Geiger

counter functionality. In this regard, the customer tag 1155 may be configured to act as a

locator tag. The locator tag and/or a target monitoring device 10 (e.g., the monitoring

device of the product of interest) may be configured to provide audible and/or visual

feedback to the user to indicate the location of the target monitoring device 10 . For

example, the locator tag and/or the target monitoring device 10 may be configured to

output audible beeps or chirps (similar to the sound of a Geiger counter) or repetitive light

flashes or other graphic indicators, the frequency of which may increase as the locating

tag moves closer to the target monitoring device 10 .

[00188] FIG. 16 illustrates an example process diagram for facilitating transactions

using a customer tag according to one embodiment. It should be noted, however, that

some embodiments in accordance with FIG. 16 may include a number of optional

operations and therefore not all of the operations displayed will be performed in some

embodiments. Moreover, some embodiments may have different operations performed in

addition to or instead of some of the operations shown in FIG. 16 . In this example, a

customer tag may initially be recognized in the retail environment at operation 1300. The

recognition may occur at entry of a permanent customer tag, or after issuance of a

temporary customer tag. In some cases, a personal greeting may be provided to the

customer (audibly or on a display) at operation 1302. Configuration information may be

provided to the customer tag at operation 1304. The configuration information may

include a shopping list, guidance information, access codes, marketing information or

other information. At operation 1306, the customer may receive coupons, incentive

rewards or other materials, if applicable. At operation 1308, the customer tag may be

tracked and events associated with the customer tag may be logged during the shopping

experience. Interactions with monitoring terminals may be conducted as appropriate or

requested at operation 131 0 and privileged access may be granted at operation 1312.

[00189] After the shopping experience is complete, the customer may proceed to the

POS terminal to checkout. During or as a result of customer checkout at operation 13 14 ,

incentive rewards (or other materials) may be applied or earned again at operation 13 16 .

The customer may be enabled to remove product monitoring devices at operation 13 18

and exit the store with a personalized farewell message at operation 1320 either as the

customer exits or in response to turning in the customer tag.

3. Loyal Customer Rewards



Various incentive programs may be tied to the customer via the customer tag

1155 in order to enable the customer to receive rewards, coupons, enhanced access or

functionality and/or the like. As such, the customer tag 1155 may be configured to

operate as a personalized loyalty card. In some embodiments, the customer may unlock

different levels of access, rewards or marketing materials based on participation. For

example, by achieving various loyalty levels of participation (e.g., number of visits,

number of purchases, aggregate dollar value of purchases, frequency of visits, surveys

taken, profile information submitted, etc.), the customer may earn corresponding levels of

reward or access. Accordingly, for example, profile information may also include

information indicative of a customer loyalty level. In this regard, based on the customer

loyalty level, various loyalty program features may or may not be available to the

customer. For example, a customer tag 1155 associated with a customer having a

particular customer loyalty level may be configured to signal the network entity 62 to allow

a customer to use the self check out lane at a retail store, open a display case without the

assistance of store personnel, open a security device that protects a product, purchase a

product using pre-stored credit card information, decommission security tags associated

with a purchased product, and the like. These functions may be performed by the

network entity 62 accessing the customer profile and determining the loyalty level and

then transmitting instructions to various components of the network to perform tasks,

such as unlock a display case, for example, by sending an unlock signal to an event

detection device 70 connected to the display case. Alternatively or additionally,

customers may enroll in different levels of reward plans that may offer increasing rewards

in exchange for commitments to corresponding levels of participation.

During the shopping experience, customers with customer tags 1155 may receive

privileged access to some locations. For example, a customer that is loyal and trusted

may have an authorization code associated with the customer tag 1155 that permits

access to otherwise restricted locations. In this regard, FIG. 15 shows a display case

119 1 that may enclose high value or other items that may each include a corresponding

monitoring device. The display case 119 1 may include a locking mechanism 1193 that

may typically require an employee key to permit opening of the display case 119 1 . In

some cases, the customer tag 1155 of a preferred or loyal customer may be enabled to

open the locking mechanism 1193 without requiring assistance from an employee. In

other embodiments, the network entity 62 may transmit an unlock instruction to the

locking mechanism 1193. The customer tag 1155 may be useful for granting preferred

access in other situations as well.

In some embodiments, specially configured nodes may be located at the POS

terminal 1160 for decommissioning monitoring devices 10 when an item is purchased



and/or for obtaining information regarding the sale for recordation (e.g., product

information). In some cases, the node at the POS terminal 1160 may also include a key

for unlocking monitoring devices 10 to permit their removal from products after payment

has been received. The POS terminal 1160 and its unlocking functionality may typically

be operated under the control of store personnel. As mentioned above, in some

embodiments, the customer may be enabled to self checkout and/or unlock monitoring

devices 10 using the customer tag 1155. As such, for example, the customer tag 1155

may interface with the POS terminal 1160, directly or through the network entity 62 in

order to enable the customer to perform self checkout and/or unlocking of the tag. In

some instances, the customer tag 1155 may emit an electronic key or code to unlock (or

deactivate) the monitoring device 10 . In some other cases, the customer tag 1155 may

authenticate itself to the POS terminal 1160 or the network entity 62 to cause the POS

terminal 1160 to emit an electronic key or code to unlock the monitoring device 10 .

Alternatively, after authentication to the POS terminal 1160 or network entity 62, the

customer may receive access to a physical key to unlock the monitoring device 10 . The

monitoring device 10 may therefore be removed for use and subsequent commissioning

with another item.

4. Customer Zone of Interest Message

FIG. 17 illustrates a flow diagram directed to an example method involving the

utilization of zones of interest that may be implemented by a network and/or its

components as described herein. For example, an example system with components

configured to implement the method of FIG. 17 may include various embodiments of the

network previously described.

Accordingly, at 1400, the network entity 62 may be configured to detect movement

of a customer tag 1155 and/or determine whether the customer tag 1155 enters a zone of

interest that is defined, e.g., with respect to the location of at least one product associated

with a monitoring device 10 . The network entity 62 may be further configured to

communicate a message at 1402 indicating a zone of interest based association between

the customer tag 1155 and the at least one monitoring device 10 . In this regard, a "zone

of interest based association" indicates that the customer tag 1155 has been associated

with ping node location data from a ping node 66 in such a manner as to indicate that the

customer tag is within the zone of interest. Further, at 1404, the network entity 62 may be

configured to, in response to at least receiving the zone of interest based association,

retrieve product information about a nearby product associated with a monitoring device

10. The network entity 62, at 1406, may be further configured to initiate a presentation of

at least one of visual or audible information from a monitoring terminal 80 associated with



the zone of interest, possibly via communication from the network entity 62 to the

monitoring terminal 80, based at least on the product information associated with the

monitoring device 10 attached to the product. Therefore, the network entity 62 may be

configured to initiate a presentation to market a nearby product to the customer that has

just stepped into the zone of interest.

Additionally or alternatively, the network entity 62 may be configured to initiate the

presentation of the at least one of visual or audible information, where the at least one of

visual or audible information is information about a second product that is related to a first

product that is affixed to the monitoring device 10, and the second product being

associated with the first product via a relationship defined in a data structure stored, for

example, in a memory device of the network entity 62 or the monitoring device 10. In this

regard, the at least one of visual or audible information may be information about a

competing product. Further, according to some example embodiments, the network

entity 62 may be additionally or alternatively configured to initiate a communication to

provide an electronic coupon to the customer tag, or initiate a communication that causes

the monitoring terminal 80 to print and/or dispense a physical coupon. Additionally or

alternatively, the network entity 62 may be configured to initiate the presentation of the at

least one of visual or audible information, where the at least one of visual or audible

information is directional guidance for a customer to a defined location. In some example

embodiments, the network entity 62 may be additionally or alternatively configured to

initiate the presentation of the at least one of visual or audible information, where the at

least one of visual or audible information is information about pricing of at least one

product that is related to a product affixed to the monitoring device 10 via an association

defined in a data structure stored in a memory device of the network entity 62 or the

monitoring device 10. Additionally or alternatively, the network entity 62 may be

configured to initiate the presentation of the at least one of visual or audible information,

where the at least one of visual or audible information is provided in association with a

user input device to enable interactive presentation of the at least one of visual or audible

information and capturing of user input via the monitoring terminal 80. In this manner, a

user of the monitoring terminal 80 may, for example, request that service personnel be

alerted to the needs of the user.

According to some additional example embodiments based on the method of FIG.

17 , the network entity 62 may be additionally or alternatively configured to initiate the

presentation of the at least one of visual or audible information, where the at least one of

visual or audible information is information about inventory availability of at least one

product that is associated to the monitoring device 10 in a data structure. For example,

the at least one of visual or audible information may be information about different sizes



of a clothing article that are available in inventory. In some example embodiments, the

network entity 62 may be additionally or alternatively configured to initiate the

presentation of the at least one of visual or audible information, the at least one of visual

or audible information being personal information about an individual person associated

with the customer tag. Additionally or alternatively, the network entity 62 may be

configured to initiate a communication that causes access to a display case to be

provided based on a customer loyalty level associated with the tag.

5. Customer Counter

FIG. 18 illustrates another flow diagram directed to an example method involving

the utilization of customer tags 1155 to track movement of individuals within a monitored

environment. The example method of FIG. 18 may be implemented by a network and/or

by its components, such as the network previously described.

In this regard, with respect to the example method of FIG. 18 , the network entity

62 may be configured to associate a customer tag with an individual within a relational

data structure at 1500. The relational data structure (e.g., a database) may be stored on

a memory device of the network entity 62. The network entity 62 may be further

configured to track movement of the customer tag at 1510 and, by association, movement

of the individual within a monitored commercial environment that is configured to

communicate at least with the network entity 62. Being configured to track movement of

the customer tag may include being configured to receive information derived from a

communication initiated by the customer tag, where the communication is initiated by the

customer tag including ping node location data sent from a ping node. The ping node

signal, sent from the ping node, in some embodiments, may further comprise a time

stamp indicating a time when the customer tag received a communication from the ping

node. Additionally, the network entity 62 may be configured to store, for example in a

memory device of the network entity 62 or in a remote memory device, representations of

the movement of the customer tag as personal tracking data at 1520.

According to some example embodiments of the example method and system of

FIG. 18 , the network entity 62 may be additionally or alternatively configured as follows.

In some example embodiments, the network entity 62 may be additionally or alternatively

configured to aggregate the personal tracking data to generate a customer shopping

movement profile, where the customer shopping movement profile indicates the location

of a customer tag over a period of time. Further, according to some example

embodiments, the network entity 62 may be additionally or alternatively configured to

associate the customer tag with personal information including a charge account number

of the individual. Additionally or alternatively, the network entity 62 may be further



configured to disassociate the customer tag from the individual in the relational database

(e.g., when the individual returns the customer tag to the service desk) and associate the

customer tag with another individual in the relational database.

Additionally, or alternately, according to some example embodiments, the network

entity 62 may be further configured to associate the customer tag with a customer loyalty

level in the relational database, and provide privileges to the individual associated with

the customer tag based on the customer loyalty level. Further, in some example

embodiments, the network entity 62 may be additionally or alternatively configured to

associate the customer tag with a customer loyalty level in the relational database, and

provide privileges to the individual associated with the customer tag based on the

customer loyalty level, wherein the loyalty level is determined based on the personal

tracking data. According to some example embodiments, the network entity 62 may be

configured to receive a communication including a representation of a unique identifier

from a barcode or magnetic strip reader, where the unique identifier is provided by a

loyalty card associated with the individual. Additionally, or alternately, according to some

example embodiments, the network entity 62 may be further configured to incorporate the

personal tracking data into personal tracking data for other customer tags to generate a

customer traffic density profile over a period of time for the monitored commercial

environment.

According to some additional example embodiments associated with the method

and system of FIG. 18 , the network entity 62 may be further configured to incorporate the

personal tracking data into personal tracking data for other customer tags to generate a

time-based customer traffic density profile for the monitored commercial environment,

and generate a customer count over a period of time at a selected location within the

commercial environment. Additionally, or alternately, according to some example

embodiments, the network entity 62 may be further configured to incorporate the personal

tracking data into personal tracking data for other customer tags to generate a time-based

customer traffic density profile for the monitored commercial environment, and generate a

customer count over a period of time at a selected location within the commercial

environment, wherein the selected location is associated with a product display. Further,

in some example embodiments, the network entity 62 may be additionally or alternatively

configured to incorporate the personal tracking data into personal tracking data for other

customer tags to generate a customer route profile over a period of time, where the

customer route profile indicates an aggregation of routes traveled by the customer tag

and other customer tags within the monitored commercial environment.

Accordingly, embodiments of the present invention may provide numerous

different opportunities for users to receive incentives and improvements to a shopping



experience. Functionalities that may be provided by embodiments of the network include,

among other things, the presentation of customer specific product or marketing

information at a display, the presentation of a message specific to the customer, the

initiation of tracking and/or guidance for the customer tag, among others.

F. Market Optimization

Example marketing compliance applications and functionality may also be

implemented by the network as described herein. In this regard, some retail stores may

have requirements for how the store should be set (i.e., where particular products should

be located within the store). A floor plan or marketing compliance set design may be

followed for setting the store. To ensure that a store complies with a given set design, the

location of monitoring devices 10 may be queried. Monitoring devices 10 associated with

particular products, product displays, marketing materials, or the like may be checked

against a stored, electronic set design to ensure that the products, product displays,

marketing materials, or the like are located in the correct locations within the store. For

example, the location of the winter sweaters within the store may be queried, to

determine if the winter sweaters have been located on a table at the entrance of the store

in accordance with a set design. The results of the query may be compared to the set

design to determine whether the store complies in this regard. Thus, for example, if

marketing compliance protocols require that a particular item be located proximate to a

sale sign, monitoring devices on the item and the sign may be used to determine whether

the store is compliant in this regard.

FIG. 19 illustrates another flow diagram directed to an example method involving

the utilization of a network to measure and indicate marketing layout compliance within a

monitored environment. The example method of FIG. 19 may be implemented by a

network and/or by its components, such as the network previously described.

In this regard, with respect to the example method of FIG. 19 , the network entity

62 may be configured to determine a location of the first monitoring device 10 to thereby

determine a location of the first product at 1600. In this regard, determining the location

of the first monitoring device 10 may include receiving a monitoring device 10 location

communication initiated by the monitoring device 10 indicating ping node location data

from a nearby ping node 66. The network entity 62 may be further configured to

determine a product type for the first product using the monitoring device identifier and

stored product information, at 16 10 , as indicated in a relational data structure that is

possibly stored in a memory device of the network entity 62. Additionally, the network

entity 62 may be configured to compare the location of the first product to a marketing



compliance set design to determine whether the location of the first product is in

compliance with the marketing compliance set design at 1620.

According to some example embodiments of the example method and system of

FIG. 19 , the network entity 62 may be additionally or alternatively configured as follows.

In some example embodiments, the network entity 62 may be additionally or alternatively

configured to perform the operations of determining a location of a monitoring device 10,

determining a product type for a product affixed to the monitoring device 10 , and

comparing the location of the product to a marketing compliance set design, for each

monitoring device 10 within the plurality of monitoring devices 10 within a monitored

commercial environment to determine a compliance result for a respective product

associated with each monitoring device 10 . Additionally or alternatively, the network

entity 62 may be configured to determine a global compliance factor based on these

compliance results. Further, in some example embodiments, the network entity 62 may

be configured to compare the location of the first product to the marketing compliance set

design, where the marketing compliance set design is a map of a commercial

environment that indicates where commercial sale products are to be placed within the

commercial environment, and wherein the first product is a commercial sale product. In

some example embodiments, the network entity 62 may be additionally or alternatively

configured to compare the location of the first product to the marketing compliance set

design, where the marketing compliance set design is a map of a commercial

environment that indicates where commercial sale products are to be placed within the

commercial environment, and wherein the first product is a commercial sale display.

IV. PRICING TOOLS

In some embodiments, the present invention may comprise a network further

configured to perform pricing functionality. The network, for example, may be configured

to monitor and manage pricing of products and may make automatic price modifications.

Further, monitoring and managing of prices may be implemented with electronic shelf

pricing. Additionally or alternatively, the network may be configured to implement price

changes depending on schedules and/or pre-defined protocol(s).

A. Automatic Price Modification

Another example marketing application may be automatic price modification. In

this regard, the network entity 62 may be configured to change the price of a product (or

suggest the change of a price for the product) based on various factors. For example, the

network entity 62 may be configured to implement a timer and determine a "time on the

sales floor" value or other indicator of the time that a particular product has spent on the



retail floor without being sold (or in some cases without being even handled, i.e., moved).

If the time on the sales floor value reaches a threshold level, the price for the article that a

monitoring device 10 is associated with may be modified or at least a message may be

sent by the network entity 62 to store management to identify the corresponding product

and suggest a price modification. To support this functionality, according to some

example embodiments, when the monitoring device 10 is commissioned or is placed on

the sales floor, a time and date threshold for the monitoring device 10 may be defined in

the memory of the network entity 62. For example, a thirty day threshold may be set.

When thirty days has passed, as determined by the network entity 62 from signals from

the monitoring device 10 , the monitoring device 10 may be configured to, or the network

entity 62 may be configured to, modify or suggest modification of the price of the article.

Additionally or alternatively, the monitoring device 10 may alarm when the threshold is

reached indicating to sales personnel that the monitoring device 10 should be moved to

the clearance rack. The price may also be modified based on the sales of related

products. For example, if sales of a particular product have been increasing, the price

may be automatically raised according to a pre-defined protocol. Alternatively, if the

sales of retail product have been decreasing, the price may be automatically lowered

according to a pre-defined protocol. In other embodiments, similar pre-defined protocols

could be established for raising or lowering prices based on increasing or decreasing

consumer handling (i.e., movement of monitoring devices associated with retail products).

FIG. 20 illustrates an example flow chart of price modification according to an

example embodiment. In this regard, at operation 1700, a determination may be made as

to the time a product associated with a monitoring device 10 has been on a shelf (or on

the sales floor). At operation 1702, timing rules may be applied with respect to pricing.

Thereafter, at operation 1704, the price may be adjusted based on the timing rules.

B. Electronic Shelf Pricing

Although the monitoring device 10 may communicate with the network entity 62 in

order to interact for price modification situations in some cases, in alternative

embodiments the monitoring device 10 or the network entity 62 may communicate directly

with pricing components (e.g., electronic shelf labels). For example, in some stores,

pricing information is not included on the product itself, but is instead included on an

electronic display that may be on a shelf associated with the product or otherwise

proximately located with respect to the corresponding product. In some of these

scenarios, the monitoring device 10 or network entity 62 may be configured to

communicate directly with the electronic price displays. For example, various

functionalities may be triggered, based on the role and the configuration information of



the monitoring device 10 or network entity 62. As an example, the I/O ports of a

monitoring device 10 processor may interface with a display for a price tag. In some

example embodiments, time may be monitored by the processor of the monitoring device

10 or network entity 62 and when the given time is reached, the monitoring device 10 or

network entity 62 may direct the display to depict a reduced price. Alternatively, an

example that includes triggering at the network entity 62 level may include the time being

monitored by the network entity 62, and the network entity 62 may communicate a

message including a reduced price, or an indication to reduce the price, to the price tag or

the monitoring device 10 .

C. Pricing Changing Schedule

FIG. 2 1 illustrates another flow diagram directed to an example method involving

the utilization of a network to perform price changes based on a schedule within a

monitored environment. The example method of FIG. 2 1 may be implemented by a

network and/or by its components, such as the network previously described.

In this regard, with respect to the example method of FIG. 2 1, the network entity

62 may be configured to access a price change schedule for an item at 1800, determine a

current condition at 1810, and initiate a price change event in response to at least

determining that the current condition meets at least one criterion included in the price

change schedule at 1820. The network entity 62 may be further configured to

communicate a price change message to the monitoring device 10 or electronic price tag

in response to at least initiation of the price change event to cause modification of a

stored price in the monitoring device associated with the item, as indicated at 1830.

According to some example embodiments of the example method and system of

FIG. 2 1, the network entity 62 may be additionally or alternatively configured as follows.

The network entity 62 may be additionally and alternatively configured to determine the

current condition, wherein the current condition is the current time and date. Additionally,

or alternately, according to some example embodiments, the network entity 62 may be

configured to determine the current condition as the current time and date, and initiate the

price change event in response to at least determining that the current condition meets

the at least one criterion, the at least one criterion including a start time and an end time

for the price change event. Further, in some example embodiments, the network entity

62 may be additionally or alternatively configured to determine the current condition as

the current time and date, and initiate the price change event in response to at least

determining that the current condition meets the at least one criterion, the at least one

criterion including a threshold inventory quantity for a product. Additionally, or alternately,

according to some example embodiments, the network entity 62 may be configured to



communicate the price change message to cause modification of a stored price in the

monitoring device 10 or electronic price tag associated with the item, wherein the item is

associated with a product display including a user interface that presents the stored price

(e.g., electronic price tag). In some example embodiments, the network entity 62 may be

additionally or alternatively configured to initiate the price change event in response to at

least determining that the current condition meets the at least one criterion, the at least

one criterion including a threshold duration that a product has been located on a sales

floor. In this regard, the duration that the product has been on the sales floor may begin

when the product is first placed on a display on the sales floor. An example duration may

be one month, and accordingly, after one month of being on the sales floor a price

change event may occur in accordance with the price change schedule.

V. INVENTORY TOOLS

Further to the discussion above, the network entity 62 may be embodied as,

include or otherwise control an inventory manager. The network entity 62, as an

inventory manager, may be any means such as a device and/or circuitry operating in

accordance with firmware, software, hardware, or a combination of hardware and

firmware/software (e.g., the processor of the network entity 62).

A. inventory Management Functionality

Thus, in some embodiments, the network entity 62 may be configured to

coordinate, manage, and configure the operation of monitoring devices 10 and other

network components with respect to inventory management. In this regard, for example,

the network entity 62 may be enabled to query monitoring devices 10 for product

information or store product information in association with each monitoring device

identifier in a database (e.g., in the memory device). The network entity 62 may also

store a plurality of inventory based rules defining different inventory management related

functionalities that may be executed either via manual or automatic initiation techniques.

In some cases, inventory management functions may work together with or operate using

information that may be gathered in connection with other modalities or functionalities of

the monitoring devices 10 , ping nodes 66, or other network components. In this regard,

for example, the security function of the network entity 62 may be principally responsible

for managing a monitoring device 10 tracking mode during which monitoring device 10

movement may be monitored and/or tracked. Information gathered via monitoring device

tracking may be useful in connection with inventory management and therefore may be

communicated to or otherwise accessible to the network entity 62 for inventory

management functionality. The network entity 62 may then use the information received



to process information according to processing rules and perform corresponding functions

or tasks based on the triggering of respective different rules.

1. Monitoring Device Locating

According to some example embodiments, and discussed previously with respect

to the locating protocol, the ping node signals generated by the ping nodes may be used

for locating a monitoring device 10. In this regard, a monitoring device 10 may be

configured to report to, for example, the network entity 62 that the monitoring device 10 is

currently within the range of a ping node. The ping nodes 66 may be configured to

randomly, based on an algorithm, modify the ping node signal strength. When the signal

strength is modified, some monitoring devices 10 that were in range may no longer be in

range, or some monitoring devices 10 that were previously in range may now be within

range of the ping node signal. As monitoring devices 10 come in and out of range, due to

the changing ping node signal strength, the ping node signal strength at the time may be

used to determine the distance that a monitoring device 10 is from a particular ping node

66. In some cases, if the distance is determined with respect to multiple ping nodes 66, a

physical location of the monitoring device 10 can be determined.

According to some example embodiments, standard operating power settings

(describing standard fluctuations in power) may be utilized in a standard locating mode.

In an active locate mode, when the location of a specific article is desired, active locate

power setting may be utilized. Due to interference that can occur in enclosed

environments, such as retail stores, a signal power optimization procedure may be

performed by the network entity 62, for example, directed by the network entity 62, to

minimize interference and determine optimum signal strength for ping node signals. In

this regard, the signal strength of the various ping nodes 66 may be modified to

determine settings where minimal interference and ping node signal overlap occurs.

The network entity 62 may be configured to analyze data to identify and classify

various conditions based on the analyzed data. For example, in response to activity that

may be indicative of picking up a product, either detected locally (e.g., at a specific

monitoring device 10) or identified remotely (e.g., by analysis conducted by the network

entity 62), the network entity 62 may be configured to track the movement of the

monitoring device 10. Then, for example, based on the rules associated with inventory

management, the network entity 62 or monitoring device 10 in response to instruction

from the network entity 62, may perform a corresponding function.

Although the above described tracking function may clearly have inherent security

uses, embodiments of the present invention may further enable flexibility with respect to

inventory management uses that may be provided. In this regard, for example, the



efficiency of shelf stocking, product placement, and other activities may also be monitored

and evaluated using data indicative of the movement of monitoring devices 10 .

2. Zone of Interest Monitoring Device Locating

In addition to simply outputting the location of the monitoring device to the user

interface of the network entity 62, the network entity 62 may be configured to consider the

location information of a monitoring device (i.e., the location of ping node(s) associated

with the monitoring device) with respect to defined rules, reporting requirements, alarm

conditions, and alarm responses. In this regard, zones of interest, as previously

described with respect to other embodiments, may be useful for inventory management

functionality.

In this regard, for example, various specific rooms or spaces may be designated

as zones of interest with corresponding monitoring and/or inventory management

functions associated therewith. As an example, store personnel may wish to define

various zones for use in product locating. Accordingly, for example, if a particular product

is to be located without using more detailed tracking or locating methods, a general

locating mechanism such as identification of the zone or room in which the product is

located may be sufficient. In this regard, the stock room may be one zone of interest,

while the retail floor is a separate zone of interest. Based on the ping nodes 66 with

which a particular monitoring device 10 is receiving ping node signals from, a general

location of the monitoring device 10 may be easily obtainable by either querying the

monitoring device 10 or based on routine location reports received from the monitoring

device 10.

3. Locator Tag

More specific locating may also be enabled using control of ping node signals to

determine more detailed location information for a particular monitoring device 10 . In

some embodiments, a locator tag in the possession of an individual attempting to locate a

target monitoring device 10 may be configured to provide a user with an indication of the

where the target monitoring device 10 is located or how far the target monitoring device

10 is away from the locator tag. The locating tag and/or the target monitoring device 10

may be configured to provide audible and/or visual feedback to the user to indicate the

location of the target monitoring device 10 . For example, the locating tag and/or the

target monitoring device 10 may be configured to output audible beeps or chirps (similar

to the sound of a Geiger counter), the frequency of which may increase as the locating

tag moves closer to the target monitoring device 10 . The output may be based on



locating that is performed via the ping nodes described above, or via signal strength

detection directly between the locating tag and the target monitoring device 10 .

4. Product Location and Accounting

Apart from locating specific items, other inventory functionality may also be

performed by embodiments of the present invention. In this regard, for example, product

counting may be accomplished. In some cases, the network entity 62 may query all

products or all product associated monitoring devices 10 in a particular location or of a

particular product type (e.g., as identified by product information associated with a

monitoring device identifier). Responses to the query may be counted to get a count of

the number of corresponding products either generally or within a specific location. In

some embodiments, the network entity 62 may direct all monitoring devices 10 to report

and then classify the reports received by product type (or other distinguishing product

characteristics such as size, color, style, etc.) or location in order to obtain a full inventory

of items associated with monitoring devices 10 that are classified by product type and/or

location.

FIG. 22 illustrates some example operations that may be employed in connection

with some embodiments of the present invention from the perspective of the network

entity 62. As shown in FIG. 22, the network entity 62 may initially receive instructions to

perform an inventory function at operation 1900. The instructions may be automatically

generated based on timing rules defining the frequency at which inventory operations are

to be conducted for certain products, certain stores, certain product lines, certain

departments, and/or the like. Alternatively, the instructions may be received by virtue of

user input or request. The user may be local or remote in various different embodiments.

As such, for example, a user may utilize the user interface of the network entity 62 or the

user may input a request to check inventory from a remote computer (e.g., at corporate

headquarters or some other company location such as another store, or from a customer

requesting real-time inventory status).

The instructions received at operation 1900 may direct the performance of one of

two general inventory functions including either monitoring device location 19 10 or

monitoring device accounting 1950. Monitoring device location functionality may, in some

embodiments, further require reception of an identity of the monitoring device or product

to be located at operation 19 12 . After the monitoring device or product to be located is

identified, the network entity 62 may issue a location query at operation 1920. If a

response is received at operation 1922, a report on location may be issued at operation

1924. In some alternative embodiments, rather than issuing a location query, the network

entity 62 may signal a monitoring device associated with the product to be located to



alarm, at operation 1940. The corresponding monitoring device may then alarm to

identify the location of the corresponding product. In some examples, at operation 1930,

a locator tag may be commissioned to initiate Geiger counter-like functionality to locate a

target monitoring device as described above.

For monitoring device accounting 1950, the network entity 62 may initially receive

a monitoring device identifier signal associated with the product to be located, at

operation 1960. This signal may also contain ping node location data. The network entity

62 may then initiate a count of active monitoring devices for the corresponding product or

location identified at operation 1962 and provide a report at operation 1964. In some

embodiments, when a total inventory is desired as shown at operation 1970, the network

entity 62 may initiate a count of all monitoring devices at operation 1972. The total count

may be reported at operation 1974 or, in some cases, the total count may be classified by

location and/or product characteristic at operation 1976 prior to reporting at operation

1978.

Embodiments of the present invention may therefore be used to obtain real-time

inventory information on any specific product, monitoring device, or line of products in a

flexible manner. Moreover, instant inventory information may be achieved for products

associated with a monitoring device either by routine (e.g., via time based rules) inventory

operations or by requested inventory operations. Furthermore, due to the availability of

access via the network entity 62 to a global network such as the internet, embodiments of

the present invention may also enable remote access to inventory functions. By enabling

remote access to inventory information, enterprise management of inventory may be

made possible. For example, if the network entity 62 of a retail chain is located remotely,

but is able to check inventory for each of a plurality of outlets or stores based on real-time

inventory information, the retail chain may be more able to provide adequate inventory

based on current conditions and may also be enabled to study inventory related data and

respond to trends in a more timely fashion.

B. Customer Inventory Tools

1. Local Customer Inventory Query

In some embodiments, customers may be enabled to interface with the monitoring

terminals 80 via a touch screen or other user interface in order to identify products of

interest and check inventory availability. In some cases, the customer may browse

products to identify a product of interest. In some other instances, the customer may

bring a product associated monitoring device 10 proximate to the monitoring terminal 80

and the monitoring terminal 80 may retrieve information associated with the product from

the network entity 62. The user may then interface with the monitoring terminal 80 to



retrieve related information that may be of interest. For example, if the customer has

found a desirable style of jeans with a 38 inch waist, but wants to know if the same style

of jeans are available with a 34 inch waist, the customer may approach the monitoring

terminal 80 with the 38 inch waist jeans. After the monitoring terminal 80 has recognized

and displayed information about the 38 inch waist jeans, the customer may interface with

the monitoring terminal 80 to query regarding 34 inch waist jeans in the same style. The

monitoring terminal 80 may then check inventory, via the network entity 62, in real-time to

determine whether such jeans exist. If the desired jeans are in stock, the customer may

be informed and, perhaps also directed to the location of a corresponding item via the

locator tag or other locating protocol as described above. In one embodiment, for

example, if the desired 34 inch waist jeans were located among the products immediately

adjacent the monitoring terminal 80 (perhaps buried under a stack of similar jeans), the

network entity may transmit a signal to the desired jeans causing the associated

monitoring device to issue an audible chirp or other message while also flashing an LED

light.

2. Web-based Customer Inventory Query

Additionally, for example, a potential customer may be enabled (sometimes via

proper identification and/or authentication) to log into a web page associated with

providing online shopping for a retail store. Once logged in, the customer may be

enabled to browse various products of interest and check the actual real-time availability

of the product at a store of the customer's choosing. The customer may also be

presented with the real-time location of the product in question via presentation of a

virtual store map. Thus, for example, if the customer is interested in a particular product

in a certain size, color or style, the customer may be enabled to determine whether the

particular product is in stock at one or more store locations near the customer and further

enabled to identify where, in a particular store of interest, the desired product may be

found.

In some embodiments, the customer may be enabled to purchase a desired

product online, or request that the product be set aside for the customer to come into the

store and try on or try out. Once the request is made, store personnel may be led to the

corresponding product via locating embodiments described above and may remove the

product to the fitting room or another location at which the customer may pick up the

product when the customer arrives at the store. If a customer purchases the item, the

associated monitoring device 10 may be decommissioned by a node at the POS terminal

and removed from inventory. The monitoring device 10 may then be associated with



another product and commissioned accordingly for use in association with the other

product.

VII. GLOBAL NETWORK

In some exemplary embodiments, each of a plurality of stores may employ

separate networks. These networks may be interconnected and/or interconnectable via

an intranet, the internet and/or other network. Accordingly, although each particular store

may have its own respective PAN identifier so that monitoring devices 10 and ping nodes

66 of one store avoid interfering with or otherwise communicating with the monitoring

devices 10' or the network entity 62' of another store, the ability to interconnect between

stores may enable various aspects of collaborative security, marketing, or inventory

functions. Additionally or alternatively, a global network entity may be configured to

monitor and manage individual network entities 62 assigned to specific retail stores. The

global network entity may have at least all the functionality of the various embodiments of

the network entity 62 described herein. Additionally or alternatively, the global network

entity may communicate, via the external network, to individual network entities 62 to

perform functions, such as creating security, marketing, inventory, and other reports for

specific retail stores or a global network of specific retail stores.

A. Global Security

In this regard, for example, information regarding suspicious individuals may be

shared between stores via the internet or some other network. In some cases, this may

be via email alerts, phone calls, sharing of video content, etc. In other cases, monitoring

devices removed from one store may be reconfigured to operate with a PAN of another

store. Accordingly, the network entity 62 may be dynamically reconfigured to permit

tracking or alarming of the monitoring device even within another store or another

shopping center.

B. Global Marketing

1. Mall Based Marketing

In some cases, embodiments of the present invention may be implemented within

a shopping mall and information associated with stores in the mall may be shared in a

collaborative manner. Some useful information that may be extracted and shared in such

an environment may include, for example:

i . Correlations between stores visited;

ii. Correlations between product types purchased;

iii. Suggested selling based on "partner" network enabled stores;



iv. Product display locations most frequently visited;

v. Product display locations having highest sales;

vi. Marketing display configurations most frequently visited;

vii. Marketing display configurations having highest sales;

viii. Correlations/relative importance between display location and

marketing display configuration;

ix. Marketing display compliance rate for retailers;

x . Correlations between displays/marketing display configurations

visited; and

xi. Correlations between clerk positioning, levels of staffing, and loss

rate.

2. Global Market Compliance

In other embodiments, and in relation to the previous description of market

compliance functionality, the query regarding marketing compliance within a particular

retail store may be made from either local or remote personnel. As such, for example,

remotely located compliance officers may inspect a retail store, or multiple retail stores,

remotely and issue messages to management based on the remote inspection results.

Alternatively, local store management may run compliance checks and institute corrective

measures as appropriate.

C. Global Inventory

In other example embodiments, inventory functionality may be initiated through an

external network linking separate network entities 62 in different retail stores. Thus,

global retail management or other programs inquiring about inventory may be made

remotely to search all available inventory across all the stores connected via the external

network.

VIII. BRIDGE DEVICE

In other example embodiments a protocol bridging device may be implemented,

which may support inter-system compatibility (e.g., backwards-compatibility) for security

system functionality, as well as additional functionalities that would be beneficial to store

owners, store managers, and customers. For example, some example embodiments

support bridging communications of a radio frequency identification (RFID)

communication protocols (such as RFID active, passive, or semi-passive protocols) and

communications from wireless networks based on short range communication protocols

(e.g. IEEE 802.xx protocols).



For example, many of the applications and functionalities described herein utilize

wireless communications between a network entity and the monitoring devices via the

short range communication protocol that are compliant with, for example, the IEEE

802.1 5 standards. In addition to, or in lieu of, communicating with individual monitoring

devices via this air interface, one or more communications interfaces of the monitoring

terminal may communicate, directly or indirectly, with a separate bridge device to forward

and receive information external to the monitoring system's network, allowing other types

of network data to flow from and to monitoring devices. The bridge device may operate

unilaterally or in conjunction with the server 63 to manage the communications to and

from the monitoring devices. The bridge device, which may be implemented as, e.g., a

fixed position communications device, a hand-held scanner-type device, and/or a

monitoring device affixed to a retail product, can be configured to operate in at least two

communication modes to interface with monitoring devices and/or the network entity 62

for security, inventory, marketing and other purposes.

As noted herein, in addition to being configured to communicate with the

monitoring system using a short range communication protocol, the bridge device can be

configured to communicate with RFID devices, such as an RFID reader, that

communicate using, for example, a RFID communication protocol. For example, the

RFID reader and the bridge device may be configured to communicate in accordance

with the Generation I I UHF RFID standards, which may involve the RFID reader

broadcasting an interrogation signal to which the bridge device responds.

In a second communication mode, the bridge device can communicate with and/or

relay information provided by the RFID reader to tags using a protocol built on an IEEE

802.XX standard (e.g., 802.1 5.4 standard, such as ZigBee), a proprietary protocol built on

IEEE 802.15.4, and/or any other short range communication protocol. To support the

dual modes of communication (e.g., RFID communication protocol and short range

communication protocol), the bridge device may include a transmitter/receiver and an

antenna configured to support for example, IEEE 802.1 5.4, as well as, a

modulator/demodulator, and possibly a separate antenna, to support RFID

communications. According to some example embodiments, the bridge device may

include a monitoring device configured to operate as a bridge device. Via seamless

transition between the two communications modes, a single, possibly hand-held, bridge

device can operate as a tag or monitoring device reader, and may be used to

communicate with disparate types of devices. Communications with the devices may be

performed for a variety of reasons, such as for counting inventory, price checking, tag

firmware upgrades, tag encoding, and the like.



Some example embodiments discussed herein include methods and systems that

comprise receiving a first communication in accordance with a radio frequency

identification protocol, the first communication including an ultra high frequency

interrogation signal; extracting, with circuitry, information from the first communication;

generating, with the circuitry, a second communication based on the information; and

transmitting the second communication to a monitoring system in accordance with a short

range communication protocol that is different than the radio frequency identification

protocol. For example, the receiving the first communication can include receiving a new

price and/or other data to be associated with an item other than that to which the circuitry

is physically attached. As another example, the receiving the first communication can

include receiving a new price and/or other data associated with the item to which the

circuitry is physically attached. For example, an RFID reader, which also includes a

barcode scanner, can scan a barcode, transmit the barcode information to the bridge

device, thereby causing the bridge device to update its product information stored locally

and by the monitoring system, as well as cause the bridge device to update the price

stored on other tags attached to similar items tracked by the monitoring system. The

price and/or other data may also be associated with the item for a predetermined period

of time (e.g., have an expiration date/time) and/or be user-entered (e.g., using a key pad

included in the RFID reader or tag).

In bridging two different types of communications, the bridge device can be

configured to receive a first communication having a first format, extract the payload data

from the first communication, generate a second communication based on the extracted

data (including formatting the payload data in accordance with a different protocol), and

then transmit the second communication to a device on the monitoring system (e.g., for

storage by a remote storage device, etc.). Similarly, the bridge device may bridge

communications from the monitoring system to other types of devices on networks not

otherwise connected to the monitoring system. Networks that only connect to the

monitoring system via one or more bridge devices are sometimes referred to herein as

"external networks."

In some embodiments, the monitoring system may be configured to install a

configuration data onto the storage component(s) of a bridge device. The configuration

data may, for example, allow the bridge device to bridge the monitoring system with one

or more external networks. In some embodiments, the monitoring system (e.g., the

network entity 62) may instruct the bridge device to generate and transmit hardware

profile data for configuring the bridge device, which in some example embodiments have

hardware similar to that of monitoring device. For example, a monitoring system may

only provide configuration data, that causes the configurable monitoring device to function



as a bridge device to an ultra high frequency device, after determining the configurable

monitoring device has an operable antenna that may function as an ultra high frequency

antenna.

To avoid overcomplicating this discussion, most examples referenced herein

relate to a retail sales environment. However, example embodiments involving the bridge

device may be configured to support various security, inventory, marketing, and/or other

functionalities also useful for, for example, tracking items in a warehouse, chips on a

casino floor, equipment in a hospital, animals at a zoo or on a farm, portable computers in

an office, and/or any other environment(s) where one or more items may be moved

and/or associated with various identifying information.

Additionally, as discussed further below, each monitoring devices can be

configured to download information from and/or upload information to a local device, such

as RFID reader. The RFID reader may or may not be otherwise connected to a network,

such as the system 30. For example, the RFID reader can be any type of RFID

encoder/decoder, such as a handheld RFID scanner, ink printer with RFID encoding

functionality, RFID reader integrated into a desk, retail counter or other piece of furniture,

document tray RFID reader, any other type of decoding/encoding device, and/or other

apparatus that provides any such RFID functionality or combination thereof. For

example, the RFID reader can be configured to read passive or active UHF RFID tags.

Because passive RFID tags do not include their own a power source, but are instead

powered by electromagnetic radiation emitted by the reader/encoder, the RFID reader

can be configured to initiate communications by emitting an particular radio frequency,

sometimes referred to herein as a power signal. When a passive RFID tag is activated

(or powered) by the reader, the passive tag is often configured to emit responsive radio

frequency signals that include data stored on the passive RFID tag's non-volatile

memory. The communication processes used by passive RFID tags is sometimes

referred to as "backscatter communications." The data stored by passive RFID tags can

include, for example, the type of data encoded in traditional barcodes. Passive RFID tags

can also include additional and/or alternative types of data (such as data related to

security and authentication), as well as a greater amount of data. UHF RFID tags, for

example, can be configured to conduct communications consistent with the Generation I I

Ultra High Frequency (UHF) RFID standards.

The bridge device may also support RFID communications based on any

standard, including Generation I I UHF RFID standards. In example embodiments, a

bridge device can be configured to function as a RFID bridge by conducting

communications in compliance with both an IEEE 802.1 5 protocol and RFID protocol

(even when the bridge device has its battery and/or other dedicated power source). For



example, an RFID reader or another RFID device, which cannot or rather not

communicate directly with a monitoring device or the network entity 62 (e.g., does not

have 802.1 5 communications capabilities and/or is inefficient at communicating using

802.1 5 protocol(s)), may communicate with a bridge device. In response, bridge device

may function as an RFID bridge by relaying data, based on communications received

from the RFID reader, to other devices and/or modules connected to monitoring system.

In some embodiments, when the RFID reader attempts to communicate with the bridge

device, the energizing signal of the RFID reader may cause the bridge device to enter an

awake state and communicate with the RFID reader and, in some instances, the network

entity 62. Similarly, the bridge device may relay communications from and/or provide a

bi-directional communications bridge between other components of monitoring system

and the RFID reader, thereby using the bridge device as an interface to and for the RFID

reader.

FIG. 23 is a block diagram showing various functional components of the bridge

device 2310 according to example embodiments. The processor 2320 may act in

accordance with a protocol and receive indications from components of the bridge device

2310. The processor 2320 may be the same or similar to processor 20 as described with

respect to the server 63 and FIG. 2 . In some embodiments, the bridge device 2310 may

comprise a battery, and, for example, a low power processor 2320 may be more

desirable to conserve battery life. Similarly, in some example embodiments, the bridge

device 2310 may include a memory device similar to memory device 27 for interaction

with, for example, processor 2320.

The communications interface 2322 may be any means such as a device or

circuitry embodied in either hardware, software, or a combination of hardware and

software that is configured to receive and/or transmit data from/to a network and/or any

other device or module in communication with bridge device 2310. In this regard,

communications interface 2322 may include, for example, an antenna (or multiple

antennas) and supporting hardware and/or software for enabling communications with a

wireless communication network 30 or other devices (e.g., RFID reader 2370).

In an exemplary embodiment, the communications interface 2322 may support

communication via one or more different communication protocols or methods. In some

embodiments, the communications interface 2322 may be configured to support relatively

low power, which may yield a relatively small communication proximity area. As such, for

example, a low power and short range communication radio (e.g., a radio

transmitter/receiver) may be included in the communication interface 2322. In some

examples, the radio transmitter/receiver may include a transmitter and corresponding

receiver configured to support radio frequency (RF) communication in accordance with an



IEEE (Institute of Electrical and Electronics Engineers) communication standards such as

IEEE 802.15 or draft standard IEEE 802.15.4a, which may yield a relatively larger

communication proximity area. For example, some embodiments may employ Bluetooth,

Wibree, ultra-wideband (UWB), WirelessHART, MiWi or other communication standards

employing relatively short range wireless communication in a network such as a wireless

personal area network (WPAN). In some cases, IEEE 802.15.4 or 4a based

communication techniques, ZigBee, or other low power, short range communication

protocols such as a proprietary technique based on IEEE 802.15.4 may be employed.

According to some example embodiments, the communications interface 2322 may be

configured to support an Internet Protocol version 6 (IPV6) stack.

In embodiments where the bridge device, the communication interface 2322 can

include additional hardware, software and/or firmware that are compliant with, for

example, a RFID communications protocol, such as the Generation I I UHF RFID

standards via, for example an RFID module. The functionality of communication interface

2322 may be divided among multiple components or combine into a single component

(e.g., FPGA). Rather than a single functional unit, as represented by communication

interface 2322, bridge device 2310 can comprise radio transmitter/receiver which is

separate from an RFID module. Radio transmitter/receiver may transmit/receive

communications formatted for a first protocol (such as a short range communications

protocol), while RFID module may transmit/receive communications formatted in

accordance with a second protocol (such as an RFID communications protocol).

Processor 2320 can then be configured extract the information and/or other type of data

from a first communication (of one protocol and/or the other), generate a new

communication in accordance with the other protocol and transmit the new

communication, thereby bridging the monitoring system with one or more external

networks.

FIG. 24 illustrates an example RFID module 2448 that may be configured to

interrogate RFID tags and/or simulate a passive or active RFID tag if interrogated by a

RFID device, such as RFID reader 2370. Alternatively or additionally, RFID module 2448

may include one or more passive or active RFID tags or some of the components thereof.

For example, as shown in FIG. 24, RFID module 2448 can include a one or more

backscatter UHF antennas 2432 coupled to various other RFID backscatter circuitry

components that may form, e.g., a matching circuit, a demodulator, modulator, and/or any

other type of circuit.

When RFID module 2448 includes two UHF antennas 2432, as shown in FIG. 24,

RFID module 2448 may also include, for example, capacitor 2434 coupled to both of the

of UHF antennas 2432. Inductor 2454 may be coupled to a first node of capacitor 2434



and inductor 2456 may be coupled to a second node of capacitor 2456. As shown in FIG.

24, the second node of inductor 2454 may be coupled to the negative node of diode

2458, a first node of capacitor 2460 and ground 2462. The second node of inductor 2454

may also be connected to processor 2320 of bridge device 231 0 . The second node of

capacitor 2434 can be coupled to a first node of inductor 2436 and a first node of inductor

2456. The first node of inductor 2456 can be coupled to the positive node of diode 2458

and the second node of capacitor 2460. The second node of inductor 2436 can be

coupled to the cathode of varicap diode 2438 and processor 2320, while the anode of

varicap diode 2438 may be coupled to ground 2462.

In other embodiments (not shown), RFID module 2448 can include one or more

backscatter UHF antennas 2432 coupled directly to processor 2320. Processor 2320's

hardware, firmware and/or software can be configured to function like one or more

backscatter circuits.

In some example embodiments where the bridge device 2310 includes a radio

transmitter/receiver (e.g., an IEEE 802.15.4 radio) separate from an RFID module, the

bridge device 231 0 may be configured to operate as a network interface or other type of

bridge that allows RFID and/or other types of devices to access a monitoring system. For

example, an RFID reader 2370 or other RFID device, may communicate with the bridge

device 2310, and the bridge device 2310 may relay the communications to entities

connected to the monitoring system. In the same manner, the bridge device 2310 may

relay communications initiated on the monitoring system to an RFID device that has

interfaced with the bridge device. For example, RFID reader 2370 may include hardware,

firmware and/or software installed thereon, referred to herein as CMD app 2372, which

enables RFID reader 2370 to receive information from a bridge device, such as the bridge

device 2310. The information conveyed to RFID reader 2370 can cause CMD app 2372

to program RFID reader for future communications with devices outside and/or part of a

monitoring system, such as monitoring system 30. As such, a bridge device may be

configured to conduct passive and/or other types of RFID communications.

Such an array of functionality may enable bridge device 231 0 to interface with

legacy RFID readers and encoders through simulated or actual backscatter and/or other

types of communications methods. For example, RFID reader 2370 can use backscatter

to communicate with and write SKU, other price tag information, other retail information,

and/or any other type of data to RFID module 2448, which can then be sent to processor

2320. And in response, a radio transmitter/receiver can receive the corresponding data

from processor 2320, format the data (if necessary), and upload the formatted data to the

system 30. Similarly, processor 2320 can format and/or save the corresponding data to a

memory device. Should bridge device 2310 determine that RFID reader 2370 is



attempting to interrogate it using a backscatter protocol (based on, e.g., determining that

an energizing power signal has been and/or is being received), RFID module 2448 can

simulate a passive RFID tag (if it's not a passive RFID tag) and provide data stored on a

memory device to RFID reader 2370. The data stored on the memory device could have

been originally supplied by an external device (such as RFID reader 2370, barcode

scanner, and/or keypad) and/or received from system 30 via a radio transmitter/receiver.

As such, the monitoring system can be enabled to interface with existing passive or active

RFID networks currently being implemented in many retail and other industries as a

barcode replacement or enhancing system.

Processor 2320 of some exemplary embodiments may be embodied as, include

or otherwise control bridge manager 2324 shown in FIG. 23. Bridge manager 24 may be

any means such as a device and/or circuitry operating in accordance with

firmware/software or otherwise embodied in hardware or a combination of hardware and

firmware/software (e.g., processor 2320 operating under software control, processor 2320

embodied as an ASIC or FPGA specifically configured to perform the operations

described herein, or a combination thereof) thereby configuring the device or circuitry to

perform the corresponding functions of bridge manager 2324 as described herein

including, for example, the funcationality described with respect to FIGs. 25-30. Thus, in

examples in which software is employed, a device or circuitry (e.g., processor 2320 in

one example) executing the software forms the structure associated with such means.

Bridge manager 2324 may be configured to control operation of bridge device

2310 based on configuration information provided to the bridge device 2310 (e.g., via

communication interface 2322) or pre-stored in the bridge device 2310. According to

some example embodiments, bridge manager 2324, with or without the communication

interface 2322, may support a wireless bootloading. As such, for example, bridge

manager 2324 may be configured to determine and/or control the configuration and

thereby also the operation of bridge device 231 0 based on the current situation as

determined by bridge manager 2324 and/or based on the instructions received by bridge

manager 2324. A bridge device, e.g., via the bridge manager 2324 may also be

configured as a manager's key or override device to be implemented within the

monitoring system.

FIG. 25 shows an example of a flow diagram showing an example configured

operation of a bridge device, according to an exemplary embodiment. In this regard, as

shown in FIG. 25, a bridge device may initially be powered ON (and/or otherwise

initialized) at 5200. Subsequent to powering ON or initialization, the bridge device may

check for configuration information at 5202. If no configuration information is found, the

bridge device may either request configuration information from the network entity 62 at



5206 or simply wait to receive configuration information and enter an idle mode in the

meantime at 5208. At 5210, the bridge device may receive configuration information in

response to its sending a request for configuration information and/or in response to

sending an instruction to provide configuration information to the bridge device that is

either manually and/or automatically generated. In response to receiving configuration

information and/or in response to finding configuration information at 5202, the bridge

device can determine at 521 1 whether the bridge device has or lacks the requisite

hardware to implement the configuration information. For example, the bridge device

may receive and/or find bridge configuration information, but may lack the proper UHF

antenna to implement such functionality. In response to determining that the proper

hardware is lacking to implement the particular configuration information, an error

message can displayed at 521 6 .

In response to the proper hardware being found (based on, e.g., a reported

hardware profile) and determined to be operable at 521 1, the bridge device can configure

itself according to the configuration information from 5204. Each of 5204, 521 2 , 5218

and/or 5220 may represent a number of types of operations and/or other type(s) of

functional steps, some examples of which are discussed in connection with FIGS. 26-30.

After being configured, the bridge device may monitor activity at 521 2 according to

its configuration information. At any time during monitoring, new configuration information

may be received to trigger reconfiguring of the bridge device at 5204. However, during

monitoring, any one of several occurrences may be encountered. For example, the

bridge device could be decommissioned at 5214 or report its previous and/or current

activity to another system device and/or a device external to the monitoring system (such

as, e.g., a UHF RFID device) at 521 6 . In some cases, at 521 8 , a specific stimulus may

be detected by the bridge device (such as an activation signal by the bridge device's UHF

printed antenna) and/or the bridge device may receive notification of a stimulus from a

monitoring device. In response to the detection of the stimuli, the bridge device may be

configured to report the activity at 521 6 and/or take other action(s) according to the

configuration information (e.g., as defined by the bridge manager 2324) at 5220.

FIG. 26 shows a process flow and provides additional examples of the type of

information that can be passed from a monitoring system over a bridge device to a RFID

reader and/or other type of device that is otherwise external to the monitoring system.

FIG. 26 shows an exemplary process that could be used for providing information,

including configuration data, from a monitoring system to an RFID reader using a bridge

device, such as bridge device 2310. This may be helpful when, e.g., configuring RFID

tags and/or other devices that cannot access the monitoring system (e.g., due to a

technical malfunction, lack of hardware, lack of functionality, among other things).



At 6802, a bridge device can receive one or more signals from a RFID reader,

such as RFID reader 2370, and/or any other type of device. For example, the RFID

reader can broadcast an ultra high frequency interrogation signal (e.g., between 300MHz

and 3GHz) in accordance with a passive RFID protocol, which may initiate UHF RFID

communications between the bridge device and the RFID reader. As additional

examples, the RFID reader can broadcast one or more other types of interrogation

signals, at any suitable frequency, in accordance with an active RFID communication

protocol and/or a semi-passive RFID communication protocol.

At 6804, the bridge device can receive identifying data and/or otherwise identify

the RFID reader. For example, the RFID reader may include hardware, firmware and/or

software that may enable the bridge device to program the RFID reader, and the bridge

device may access a look-up table (using, e.g., the identifying data received at 6802) that

indicates whether the RFID reader is configured to be programmed by the bridge device.

As another example, the bridge device and/or other aspect of the monitoring system may

be able to determine whether or not the RFID reader can be programmed by the bridge

device based on information provided by the RFID reader (such as, e.g., in the initial

interrogation signal and/or subsequent communications with the bridge device).

At 6806, the bridge device may receive information from the monitoring system,

such as monitoring system discussed above, and/or the bridge device may be configured

to generate information to be transmitted to the RFID reader. In some embodiments, the

bridge device may receive and/or generate information intended for one or more RFID

readers (and/or other devices) from the monitoring system before the destined device

actually begins communicating with the bridge device. In other words, at least a portion

of 6806 may precede 6802 and/or 6804.

For example, at 6808 the bridge device may transmit information to the RFID

reader, wherein the information was extracted from a communication the bridge device

received from the monitoring system. The extracted information can causes the RFID

reader to, for example, program a price for products having RFID tags, which cannot

access the monitoring system (because, e.g., the RFID tags do not have 6802.1 5 and/or

other short range wireless network authorization and/or capabilities used by the

monitoring system). In some embodiments, such as those where the RFID reader has

the requisite hardware, additional software and/or firmware, such as CMD app 2372

discussed above, can be transmitted at 6808 to the RFID reader. As yet another

example, tag-specific information, monitoring-system reports, and/or any other type of

information can be transmitted to the RFID reader at 808.

At 681 0 , the RFID reader can, for example, reconfigure itself in response to

receiving the information (e.g., install the CMD app). As anther example, the RFID reader



can relay and/or otherwise provide the information to one or more other devices that may

be external to the monitoring system. In this regard, the bridge device may enable the

monitoring system to be backwards compatible and interact with legacy devices and/or

systems that do not necessary include the requisite hardware, software, firmware,

authorizations, and/or other components to be part of the monitoring system.

FIG. 27 shows an exemplary process that could be used for providing information,

including configuration data, from a RFID reader to a monitoring system using a bridge

device, such as bridge device 2310 and/or a device dedicated to functioning as a bridge

device. The opposite may also be performed to provide information from the monitoring

system to the RFID reader. A device that is configured to bridge communications (e.g.,

extracting the payload data from a first communication and generating a communication

providing the payload data in accordance with a different protocol) may be helpful when,

e.g., importing information into the monitoring system from RFID tags and/or other

devices (such as barcode readers, keyboards, user input devices, and/or any other

device) that cannot otherwise access the monitoring system (e.g., due to a technical

malfunction, lack of hardware, lack of functionality, among other things).

At 7902, a bridge device can receive a communication from an RFID reader

(and/or other device). For example, the bridge device may receive an ultra high

frequency interrogation signal that includes various information and other types of data,

including payload data that the bridge is configured to relay to the monitoring system.

The communication received from the RFID reader may also include an RFID identifier,

which is determined at 7904.

At 7906, the bridge device can extract information from the communication

(including removing any headers and/or other types of data used to route the

communication to the bridge device), and the bridge device can generate a

communication that includes the extracted information and is compliant with at least one

communications protocol used by the monitoring system. For example, the RFID reader

may provide the bridge device pricing information for one or more items (based on user-

entered information, barcode scan(s), etc.), the bridge device may be configured to

extract the pricing information from the communication and generate a new

communication that provides the pricing information to the monitoring system. In some

embodiments, the bridge device may be configured to store the extracted information in a

storage device that is local to (e.g., included within) the bridge device.

At 7908, the bridge transmits the new communication to the monitoring system.

For example, the bridge may transmit the new communication using a short range

communication protocol that is different than a RFID protocol used by the RFID reader to

initially deliver the information at 7902.



At 791 0 , the monitoring system can be configured to receive the information

transmitted by the bridge device and update its databases and/or data otherwise stored

throughout the monitoring system (e.g., by tags, nodes, etc.). For example, the

monitoring system may be configured to determine that the item associated with the

bridge device just had its price changed by the RFID reader. As a result of that price

changing, other items that are similar to or different than the item associated with the

bridge device may also have their prices changed by the monitoring system. For

example, if the bridge device is physically attached to a golf club and has a price

reduction applied by the RFID reader, the monitoring system may make a similar price

reduction to all golf clubs of the same type and for all golf clubs of lesser value. The price

reductions (and/or any other change made to monitoring system data) may be the same

or different across various items. In this regard, prices and/or other data can be made to

devices that are located remotely from the bridge device. The bridge device and/or

remote devices may then display new information as a result of any data changed by the

monitoring system.

As further to the discussion above with respect to sections I . through VIII., the

flexible nature of the embodiments of the present invention, including the network and its

components (e.g., monitoring device, ping nodes, network entity), may enable dynamic

configurations within a network to introduce robust capabilities for providing services and

functionality and, for providing updates to existing capabilities with updated configuration

information. Embodiments of the present invention may be implemented by various

means, such as hardware, firmware, processor, circuitry and/or other device associated

with execution of software including one or more computer program instructions. For

example, one or more of the procedures or activities described above may be embodied

by computer program instructions. In this regard, the computer program instructions

which embody the procedures or activities described above may be stored by a memory

device of an apparatus employing an embodiment of the present invention and executed

by a processor in the apparatus. As will be appreciated, any such computer program

instructions may be loaded onto a computer or other programmable apparatus (e.g.,

hardware) to produce a machine, such that the resulting computer or other programmable

apparatus embody means for implementing the functions specified in the corresponding

procedure or activity. These computer program instructions may also be stored in a

computer-readable storage memory (as opposed to a computer-readable transmission

medium such as a carrier wave or electromagnetic signal) that may direct a computer or

other programmable apparatus to function in a particular manner, such that the

instructions stored in the computer-readable memory produce an article of manufacture



the execution of which implements the function specified in the corresponding procedure

or activity. The computer program instructions may also be loaded onto a computer or

other programmable apparatus to cause a series of operational steps to be performed on

the computer or other programmable apparatus to produce a computer-implemented

process such that the instructions which execute on the computer or other programmable

apparatus provide steps for implementing the functions specified in the corresponding

procedure or activity described above.

Many modifications and other embodiments of the inventions set forth herein will

come to mind to one skilled in the art to which these inventions pertain having the benefit

of the teachings presented in the foregoing descriptions and the associated drawings.

Therefore, it is to be understood that the inventions are not to be limited to the specific

embodiments disclosed and that modifications and other embodiments are intended to be

included within the scope of this disclosure. Moreover, although the foregoing

descriptions and the associated drawings describe exemplary embodiments in the

context of certain exemplary combinations of elements and/or functions, it should be

appreciated that different combinations of elements and/or functions may be provided by

alternative embodiments without departing from the scope of this disclosure. In this

regard, for example, different combinations of elements and/or functions than those

explicitly described above are also contemplated as may be set forth in some of this

disclosure. Although specific terms are employed herein, they are used in a generic and

descriptive sense only and not for purposes of limitation.



That Which Is Claimed:

1. A system comprising:

a first ping node configured to transmit a first ping signal comprising first ping

node location data;

a network entity; and

a monitoring device configured for attachment to an article, the monitoring device

configured to:

receive the first ping signal from the first ping node;

transmit the first ping node location data to the network entity;

receive a tamper detection component indication;

alarm in response to receiving the tamper detection component indication;

and

transmit a tamper alarm signal to the network entity in response to

receiving the tamper detection component indication.

2 . The system of claim 1, wherein the monitoring device is further configured

to receive a motion detection component indication.

3 . The system of claim 2 , wherein the monitoring device is further configured

to transmit the first ping node location data to the network entity in response to receiving

the motion detection component indication.

4 . The system of claim 1, wherein the monitoring device is further configured

to receive an article detachment indication.

5 . The system of claim 4 , wherein the monitoring device is further configured

to transmit the first ping node location data to the network entity in response to receiving

the article detachment indication.

6 . The system of claim 1, wherein the network entity is disposed in

communication with a memory, and wherein the network entity is configured to receive

the tamper alarm signal and, in response to receiving the tamper alarm signal, store a

tamper alarm event to the memory.

7 . The system of claim 6 , wherein the network entity is disposed in

communication with an alert device, and wherein the network entity is configured to



transmit an alert message to the alert device in response to receiving the tamper alarm

signal.

8 . The system of claim 7 , wherein the alert device comprises at least one of a

mobile device, a computer, or a display.

9 . The system of claim 1, wherein the monitoring device is further configured

to:

receive a motion detection component indication, and

transmit the first ping node location data to the network entity in response

to receiving the motion detection component indication, and

wherein the network entity is configured to:

receive the first ping node location data transmitted by the monitoring

device, and

determine that the monitoring device has moved into a zone of interest

based upon the first ping node location data.

10 . The system of claim 9 , wherein the network entity is disposed in

communication with an alert device, and wherein the network entity transmits an alert

message to the alert device in response to determining that the monitoring device has

moved into the zone of interest.

11. The system of claim 10 , wherein the alert device comprises at least one of

a mobile device, a computer, or a display.

12 . The system of claim 9 , wherein the network entity is disposed in

communication with a memory, and wherein the network entity is configured to retrieve,

from the memory, a zone-based functionality profile that corresponds with the zone of

interest.

13 . The system of claim 12 , wherein the network entity is configured to

transmit an alarm instruction to the monitoring device based on the zone-based

functionality profile, and wherein the monitoring device is configured to alarm in response

to receiving the alarm instruction.



14. The system of claim 12, wherein the network entity is configured to initiate

a timer based on the zone-based functionality profile and is further configured to transmit

an alert message to an alert device in response to expiration of the timer.

15. The system of claim 12, wherein the network entity is configured to initiate

a timer based on the zone-based functionality profile and is further configured to transmit

an alarm instruction to the monitoring device in response to expiration of the timer.

16 . The system of claim 12 , wherein the network entity is configured to initiate

a timer based on the zone-based functionality profile and is further configured to reset the

timer in response to the network entity receiving second ping node location data

associated with the first ping node from the monitoring device.

17 . The system of claim 12 , wherein the system further comprises a second

ping node, and wherein the network entity is configured to initiate a timer based on the

zone-based functionality profile and is further configured to reset the timer in response to

the network entity receiving second ping node location data associated with the second

ping node, the second ping node location data indicating that the monitoring device has

moved our of the zone of interest.

18 . The system of claim 12 , wherein the system further comprises a second

ping node configured to transmit a second ping signal comprising second ping node

location data, and wherein the monitoring device is further configured to:

receive the second ping signal from the second ping node,

receive a second motion detection component indication,

transmit the second ping node location data to the network entity in

response to receiving the second motion detection component indication, and

wherein the network entity is configured to:

receive the second ping node location data, and

detect movement of the monitoring device into a second zone of interest

based at least upon the second ping node location data.

19 . The system of claim 18 , wherein the network entity is further configured to

retrieve, from the memory, a second zone-based functionality profile that corresponds

with the second zone of interest.



20. The system of claim 1, wherein the system further comprises an event

detection device configured to receive an event detection indication and, in response to

receiving the event detection indication, transmit an event signal to the network entity.

2 1 . The system of claim 20, wherein the network entity is disposed in

communication with an alert device, and wherein the network entity transmits an alert

message to the alert device in response to receiving the event signal.

22. The system of claim 20, wherein the network entity transmits an alarm

instruction to the monitoring device in response to receiving the event signal.

23. The system of claim 20, wherein the network entity transmits an alarm

instruction to the event detection device in response to receiving the event signal.

24. The system of any one of claims 1-23, wherein the monitoring device is

further configured to transmit a monitoring device identifier, wherein the network entity is

disposed in communication with a memory, and wherein the network entity is configured

to:

receive the first ping node location data and the monitoring device

identifier;

receive product information associated with the article; and

store the product information and the monitoring device identifier to the

memory such that the product information is associated with the monitoring device

identifier.

25. The system of claim 24, wherein the network entity is further configured to

transmit a commissioning signal to the monitoring device, and wherein the monitoring

device is further configured to receive the commissioning signal and, in response to

receiving the commissioning signal, transmit a commissioning indication to the network

entity.

26. The system of claim 25, wherein the network entity is further configured to

receive a commissioning indication from the monitoring device and, in response to

receiving the commissioning indication, store a commissioned state event to the memory,

such that the commissioned state event is associated with the monitoring device

identifier.



27. The system according to any one of claims 24-26, wherein the article

comprises a product information device configured to transmit a product information

signal.

28. The system according to claim 27, wherein the network entity is further

configured to receive a product information signal.

29. The system according to any one of claims 24-28, wherein the first ping

node is a commissioning node configured to transmit a commissioning node signal

comprising commissioning node location data, wherein the monitoring device is further

configured to receive the commissioning node signal and transmit the commissioning

node location data to the network entity, wherein the network entity is further configured

to transmit a commissioning signal to the monitoring device and wherein the monitoring

device is further configured to receive the commissioning signal and, in response to

receiving the commissioning signal, transmit a commissioning indication to the network

entity.

30. The system of any one of claims 24-29, wherein the network entity is

further configured to determine from the memory if product information is associated with

a monitoring device identifier.

3 1 . The system of claim 30, wherein the network entity is further configured to

delete the product information associated with the monitoring device identifier from the

memory.

32. The system of any one of claims 30-31 , wherein the network entity is

further configured to transmit a decommissioning signal to the monitoring device, and

wherein the monitoring device is further configured to receive the decommissioning signal

and, in response to receiving the decommissioning signal, transmit a decommissioning

indication to the network entity.

33. The system of claim 32, wherein the network entity is further configured

receive a decommission indication and, in response to receiving a decommission

indication, delete the product information associated with the monitoring device identifier

from the memory.



34. The system of claim 30, wherein the network entity is further configured to

determine if a commissioned state event is associated with the monitoring device

identifier.

35. The system of claim 34, wherein the network entity is further configured to

delete the commissioned state event associated with the monitoring device identifier from

the memory.

36. The system of any one of claims 32-35, wherein the network entity is

further configured to receive a decommissioning indication from the monitoring device

and, in response to receiving the decommissioning indication, store a decommissioned

state event to the memory, such that the decommissioned state event is associated with

the monitoring device identifier.

37. The system according to any one of claims 24, or 30-36, wherein the first

ping node is a decommissioning node configured to transmit a decommissioning node

signal comprising decommissioning node location data, wherein the monitoring device is

further configured to receive the decommissioning node signal and transmit the

decommissioning node location data to the network entity, wherein the network entity is

further configured to transmit a decommissioning signal to the monitoring device and

wherein the monitoring device is further configured to receive the decommissioning signal

and, in response to receiving the decommissioning signal, transmit a decommissioning

indication to the network entity.

38. The system of any one of claims 7-8, 10-1 1, or 2 1 , wherein the alert device

comprises an override device, wherein the override device is configured receive a first

user input, and, in response to receiving the first user input, transmit a silence alarm

signal, and wherein the network entity is further configured to receive the silence alarm

signal and, in response to receiving the silence alarm signal, transmit a silence alarm

instruction, and wherein the monitoring device is further configured to receive the silence

alarm signal and, in response to receiving the silence alarm signal, stop alarming.

39. The system of claim 38, wherein the override device further comprises a

user interface and, in response to receiving an alert message, the override device is

configured to indicate the alert message on the user interface.



40. The system of any one of claims 7-8, 10-1 1, 2 1 , or 38-39, wherein the alert

device comprises and override device and wherein the network entity is further configured

to transmit an alarm instruction to the override device in response to receiving any one of

the tamper alarm signal, an event signal, or determining that the monitoring device has

moved into the zone of interest.

4 1. The system of claim 40, wherein the alert device is further configured to

alarm in response to receiving an alarm instruction and to stop alarming in response to

receiving a silence alarm instruction.

42. The system of claims 4 1, wherein the network entity is further configured to

transmit a silence alarm instruction to any monitoring device or alert device.

43. The system of any one of claims 38-42, wherein the override device is

further configured to receive a second user input, and in response to at least receiving the

second user input, transmit a silence alarms signal, and wherein the network entity is

further configured to receive the silence alarms signal and, in response to receiving the

silence alarms signal, transmit a silence alarms instruction to each monitoring device, and

wherein the monitoring device is further configured to receive the silence alarms

instruction and, in response to receiving the silence alarms instruction, stop alarming.

44. The system of claim 43, wherein the network entity is further configured to

transmit a silence alarms instruction to each alert device in response to receiving a

silence alarms signal, and wherein the override device is further configured to receive the

silence alarms instruction and, in response to at least receiving the silence alarms

instruction, stop alarming.

45. The system of any one of claims 38-44, wherein the first ping node is a

non-function node configured to transmit a non-function node signal comprising non

function node location data, and wherein the override device is further configured to

receive the non-function node signal and, in response to receiving the non-function

signal, prohibit transmission of a silence alarm signal or a silence alarms signal.

46. The system of any one of claims 38-45, wherein the first ping node is a

safe zone node configured to transmit a safe zone node signal comprising safe zone

node location data, and wherein the override device is further configured to receive the



safe zone signal and be at least partially disabled in response to the override device not

receiving the safe zone signal.

47. The system of any one of claims 38-46, wherein the override device is

further configured to receive a third user input and, in response receiving a third user

input, transmit a decommission signal, and wherein the monitoring device is further

configured to receive the decommissioning signal and, in response to receiving the

decommissioning signal, transmit a decommissioning indication to the network entity.

48. The system of any one of claims 12-19, or 24-47, wherein the network

entity transmits a zone of interest message in response to determining that the monitoring

device has moved into a zone of interest, wherein the zone of interest message is based

on the zone-based functionality profile that corresponds with the zone of interest, and

wherein the monitoring device is further configured to receive the zone of interest

message and initiate a presentation of at least one of visual or audible information from a

user interface based on the zone of interest message.

49. The system of claim 48 further comprising a monitoring terminal

comprising the user interface, and wherein the monitoring terminal is configured to

receive the presentation and present at least one of visual or audible information from the

user interface in response to receiving the presentation.

50. The system of any one of claims 48 and 49, wherein the zone of interest

message is based on product information associated with the monitoring device.

5 1 . The system of claim 50 further comprising a second article, wherein the

network entity stores product information about the second article to the memory, wherein

the network entity stores relationship information to the memory based on pre-determined

relationships between the first and second article, wherein the network entity stores

certain relationship information in zone-based functionality profiles, and wherein the zone

of interest message includes relationship information.

52. The system of claim 5 1 , wherein the network entity is further configured to

access the relationship information based on the product information associated with the

monitoring device identifier and transmit that relationship information in the zone of

interest message.



53. The system of any one of claims 49-52, wherein the monitoring terminal is

further configured to initiate a communication providing an electronic coupon to the

monitoring device, or initiate a communication that causes the user interface to dispense

a physical coupon.

54. The system of any one of claims 49-53, wherein the monitoring terminal is

further configured to initiate a communication providing directional guidance.

55. The system of any one of claims 49-54, wherein the monitoring terminal is

further configured to initiate a communication providing pricing of at least one article.

56. The system of any one of claims 49-55, wherein the monitoring terminal is

further configured to initiate a presentation of the at least one of visual or audible

information being provided in association with a user input device to enable interactive

presentation of the at least one of visual or audible information and capturing of user input

via the user input device.

57. The system of claim 50, wherein the zone of interest message includes

inventory availability of product information associated with the monitoring device.

58. The system of any one of claims 24-57, wherein the network entity is

further configured to receive personal information associated with a customer and store

the personal information and the monitoring device identifier to the memory such that the

personal information is associated with the monitoring device identifier.

59. The system of claim 58, wherein the zone of interest message is further

based on personal information associated with the monitoring device.

60. The system of claim 58, wherein network entity is further configured to

transmit a loyal customer instruction in response to detecting movement of the monitoring

device into a zone of interest, wherein the event detection device is further configured to

receive the loyal customer instruction and, in response to receiving the loyal customer

instruction, perform a loyal customer event.

6 1 . The system of claim 60, wherein the loyal customer event is unlocking a

display case.



62. The system of claim 58 further comprising a plurality of ping nodes,

wherein each ping node is configured to transmit a ping node signal comprising specific

ping node location data for that ping node, wherein the monitoring device is further

configured to receive the ping node signal and transmit the ping node location data to the

network entity, and wherein the network entity receives the ping node location data,

associates the ping node location data with time data and stores the ping node location

data, the time data, and the associated monitoring device identifier to the memory.

63. The system of claim 62, wherein the network entity generates a customer

shopping movement profile based on the ping node location data, the time data, and the

associated monitoring device identifier stored in the memory.

64. The system of claim 58, wherein the personal information includes a

charge account number associated with the customer.

65. The system of any one of claims 58-64, wherein the network entity is

further configured to delete personal information associated with a monitoring device

identifier from the memory.

66. The system of any one of claims 58-65, wherein the network entity is

further configured to disassociate personal information with a monitoring device identifier

in the memory.

67. The system of any one of claims 58-66, wherein the personal information

includes a customer loyalty level, wherein the customer loyalty level provides privileges to

the customer associated with the personal information.

68. The system of any one of claims 58-67, wherein the monitoring device is

further configured to receive a representation of a customer identifier provided by a

loyalty card associated with the customer.

69. The system of claim 68, wherein the monitoring device is further

configured to transmit a customer identifier signal comprising the customer identifier,

wherein the network entity is further configured to receive the customer identifier signal

and, in response to receiving the customer identifier signal, access personal information

associated with the customer identifier from the memory.



70. The system of claim 69, wherein the network entity is further configured to

associate the personal information associated with the customer identifier with the

monitoring device identifier.

7 1. The system of any one of claims 62 and 63 further comprising a plurality of

monitoring devices, wherein the network entity generates a customer traffic density profile

based on the ping node location data, the time data, and the associated monitoring

device identifiers stored in the memory.

72. The system of claim 7 1 , wherein the network entity generates a customer

count over a period of time based on the customer traffic density profile.

73. The system of any one of claims 71-72, wherein the network entity

generates a customer route profile over a period of time based on the customer traffic

density profile.

74. The system of claim 7 1 , wherein the network entity compares the ping

node location data and the time data with the associated with a monitoring device

identifier to a market compliance design to determine whether the ping node location data

and the time data associated with the monitoring device identifier is in compliance with

the market compliance design.

75. The system of claim 74, wherein the network entity transmits a non-market

compliance message to an alert device in response to determining that ping node location

data and time data that are associated with a monitoring device are not in compliance

with the market compliance design.

76. The system of any one of claims 74-75, wherein the market compliance

design is a map of a commercial environment that indicates where commercial sale

articles are to be placed within the commercial environment.

77. A system comprising a global network entity configured to monitor a

plurality of commercial environments, wherein the commercial environments include a

system in any one of claims 1-76.



78. A system of claim 77, wherein the global network entity is configured to

determine a global market compliance based on compliance of each network entity with

the market compliance design.

79. The system of any one of claims 24-78, wherein the product information

includes the price of the article, and wherein the network entity is further configured to

change the price of the article in the product information.

80. The system of claim 79, wherein the network entity is further configured to

access a price change schedule associated with the product information, wherein the

price change schedule includes a price change criterion, and wherein the network entity

is further configured to determine that the price change criterion has been satisfied and,

in response determining that the price change criterion has been satisfied, change the

price of the article in the product information.

8 1 . The system of any of claims 79-80, wherein the network entity is further

configured to transmit a price change message in response to changing the price of the

article in the product information, and wherein the monitoring device receives the price

change message and, in response to receiving the price change message, provides a

presentation of at least one of visual or audible information indicating the price change.

82. The system of claim 8 1 , wherein the monitoring device is further

configured to transmit a price change indication, wherein a monitoring terminal is further

configured to receive the price change indication and, in response receiving the price

change indication, initiate a presentation of at least one of visual or audible information on

a user interface indicating the price change.

83. The system of any one of claims 79-82, wherein the price change criterion

is time and date related.

84. The system of any one of claims 79-83, wherein the price change criterion

is a threshold inventory quantity.

85. The system of any one of claims 79-84, wherein the price change criterion

is a threshold duration the article has been located in the commercial environment.



86. The system of any one of claims 1-85, wherein the network entity is further

configured to transmit a tag location signal, and wherein the monitoring device is further

configured to receive the tag location signal and in response to receiving the tag location

signal, transmit first ping location data.

87. The system of claim 86, wherein the monitoring device is further

configured to alarm in response to receiving the tag location signal.

88. The system of any of claims 85-86, wherein the network entity further

comprises a user interface and is further configured to display the first ping location data

on the user interface.

89. The system of any one of claims 24-88, wherein the network entity is

further configured to transmit a tag accounting signal, and wherein the monitoring device

is further configured to receive the tag accounting signal and in response to receiving the

tag accounting signal, transmit product information and first ping location data.

90. The system of claim 89, wherein the network entity is further configured to

generate a report based on the product information and first ping location data.

9 1 . The system of any one of claims 89-90, wherein the network entity further

comprises a user interface and is further configured to display the product information

and first ping location data on the user interface.

92. The system of any one of claims 89-91 further comprising a plurality of

monitoring devices, wherein the network entity is further configured to receive product

information and first ping location data from a plurality of the monitoring devices, and in

response to receiving product information and first ping location data from a plurality of

monitoring devices, generate a tag accounting report.

93. The system of any of claims 86-92 further comprising a second ping node

configured to transmit a second ping node signal comprising second ping node location

data, and wherein the monitoring device is further configured to receive the second ping

node signal and transmit the second ping node location data in response to receiving a

tag location signal.



94. The system of claim 93, wherein the network entity is further configured to

determine the relative tag location based on the first ping location data and the second

ping location data.

95. The system of claim 94, wherein the network entity further comprises a

user interface and is further configured to display the relative tag location.

96. An apparatus comprising:

a receiver configured to receive a first ping signal from a first ping node, the first

ping signal comprising first ping node location data;

a processor configured to:

generate a message based at least partially on the first ping node location

data;

receive a tamper detection component indication; and

trigger an alarm in response to receiving the tamper detection component

indication; and

a transmitter configured to:

send the message to a network entity; and

send a tamper alarm signal to the network entity in response to receiving

the tamper detection component indication.

97. The apparatus of claim 96 further comprising a motion detection

component, wherein the processor is further configured to receive a motion detection

component indication from the motion detection component.

98. The apparatus of claim 97, wherein the transmitter is further configured to

send the message to the network entity in response to receiving the motion detection

component indication.

99. The apparatus of any one of claims 96-98, wherein the processor is further

configured to receive an article detachment indication.

100. The apparatus of claim 99, wherein the transmitter is further configured to

transmit the message to the network entity in response to receiving the article

detachment indication.



101 . The apparatus of any one of claims 96-1 00, wherein the receiver is

configured to receive an alarm instruction from the network entity.

102. The apparatus of claim 101 , wherein the processor is configured to trigger

an alarm in response to receiving the alarm instruction.

103. The apparatus of any one of claims 96-1 02, wherein the receiver is further

configured to receive a second ping signal from a second ping node, wherein the second

ping signal comprises second ping node location data, and wherein the processor is

further configured to generate the message based at least partially on the second ping

node location data, and wherein the transmitter is further configured to send the message

to the network entity.

104. The apparatus of claim 103, wherein the processor is further configured to

receive a second motion detection component indication, and wherein the transmitter is

configured to send the message to the network entity in response to receiving the second

motion detection component indication.

105. The apparatus of any one of claims 96-1 04, wherein the processor is

further configured to generate the message based at least partially on a monitoring

device identifier.

106. The apparatus of any one of claims 96-1 05, wherein the receiver is further

configured to receive a commissioning signal from the network entity.

107. The apparatus of claim 106, wherein the transmitter is further configured to

send a commissioning indication to the network entity.

108. The apparatus according to any one of claims 96-1 07, wherein the receiver

is further configured to receive a commissioning node signal comprising commissioning

node location data, and wherein the processor is further configured to generate the

message based at least partially on the commissioning node location data.

109. The apparatus of claim 108, wherein the receiver is further configured to

receive a commissioning signal, and wherein the transmitter is further configured to send

a commissioning indication in response to receiving the commissioning signal.



110 . The apparatus of any one of claims 96-1 09, wherein the receiver is further

configured to receive a decommissioning signal, and wherein the transmitter is further

configured to send a decommissioning indication to the network entity in response to

receiving the decommissioning signal.

111. The apparatus according to any one of claims 96-1 10 , wherein the receiver

is further configured to receive a decommissioning node signal comprising

decommissioning node location data, and wherein the processor is further configured to

generate the message based at least partially on the decommissioning node location

data.

112 . The apparatus of claim 111, wherein the receiver is further configured to

receive a decommissioning signal, and wherein the transmitter is further configured to

send a decommissioning indication in response to receiving the decommissioning signal.

113 . The apparatus of any one of claims 96-1 12 , wherein the receiver is further

configured to receive a silence alarm instruction, and wherein the processor is further

configured to silence the alarm in response to receiving the silence alarm signal.

114 . The apparatus of any one of claims 96-1 13 , wherein the receiver is further

configured to receive a silence alarms instruction, and wherein the processor is further

configured to silence the alarm in response to receiving the silence alarms instruction.

115 . The apparatus of any one of claims 96-1 14 , wherein the receiver is further

configured to receive a decommissioning signal from an override device, and wherein the

transmitter is further configured to send a decommissioning indication to the network

entity in response to receiving the decommissioning signal.

116 . The apparatus of any one of claims 96-1 15 , wherein the receiver is further

configured to receive a zone of interest message, and wherein the processor is further

configured to initiate a presentation of at least one of visual or audible information from a

user interface based at least partially on the zone of interest message.

117 . The apparatus of any one of claims 96-1 16 , wherein the receiver is further

configured to receive a zone of interest message, and wherein the transmitter is further

configured to transmit the zone of interest message to a monitoring terminal.



118 . The apparatus of any one of claims 116 and 117 , wherein the processor is

further configured to initiate a presentation of at least one of visual or audible information

based at least partially on the zone of interest message.

119 . The apparatus of claim 118 , wherein the transmitter is further configured to

transmit the presentation to a monitoring terminal.

120. The apparatus of any one of claims 96-1 19 , wherein the receiver is further

configured to receive an electronic coupon from one of a monitoring terminal or the

network entity.

121 . The apparatus of any one of claims 96-1 20, wherein the receiver is further

configured to receive a ping node signal comprising ping node location and time data,

wherein the transmitter is further configured to send the ping node location and time data

to the network entity.

122. The apparatus of any one of claims 96-1 2 1 , wherein the receiver is further

configured to receive a customer identifier signal comprising a customer identifier.

123. The apparatus of claim 122, wherein the transmitter is further configured to

transmit the customer identifier to the network entity.

124. The apparatus of any of claims 96-1 23, wherein the receiver is further

configured to receive a price change message, and wherein the processor is further

configured to initiate a presentation of at least one of visual or audible information

indicating the price change in response to receiving the price change message.

125. The apparatus of claim 124, wherein the transmitter is further configured to

transmit a price change indication to at least one of a monitoring terminal or the network

entity.

126. The apparatus of any one of claims 96-1 25, wherein the receiver is further

configured to receive a tag location signal, and wherein the transmitter is further

configured to transmit the message in response to receiving the tag location signal.

127. The apparatus of claim 126, wherein the processor is further configured to

trigger an alarm in response to receiving the tag location signal.



128. The apparatus of any one of claims 96-1 27, wherein the receiver is further

configured to receive a tag accounting signal, and wherein the transmitter is further

configured to send the message in response to receiving the tag accounting signal.

129. The apparatus of any of claims 126-1 28, wherein the message at least

partially comprises ping node location and time data.

130. A method comprising:

receiving a first ping signal from a first ping node, the first ping signal comprising

first ping node location data;

sending a message based at least partially on the first ping node location data to a

network entity;

receiving a tamper detection component indication;

triggering an alarm in response to receiving the tamper detection component

indication; and

sending a tamper alarm signal to the network entity in response to receiving the

tamper detection component indication.

13 1 . The method of claim 130 further comprising receiving a motion detection

component indication.

132. The method of claim 13 1 further comprising sending the message in

response to receiving the motion detection component indication.

133. The method of any one of claims 130-1 32, further comprising receiving an

article detachment indication.

134. The method of claim 133, further comprising sending the message in

response to receiving the article detachment indication.

135. The method of any one of claims 130-1 34, further comprising receiving an

alarm instruction from the network entity.

136. The method of claim 135, further comprising triggering an alarm in

response to receiving the alarm instruction.



137. The method of any one of claims 130-1 36, further comprising receiving a

second ping signal comprising second ping node location data from a second ping node,

generating the message based at least partially on the second ping node location data,

and sending the message to the network entity.

138. The method of claim 137, further comprising receiving a second motion

detection component indication and sending the message to the network entity in

response to receiving the second motion detection component indication.

139. The method of any one of claims 130-1 38, further comprising generating

the message based at least partially on a monitoring device identifier.

140. The method of any one of claims 130-1 39, further comprising receiving a

commissioning signal from the network entity.

14 1 . The method of claim 140, further comprising sending a commissioning

indication to the network entity.

142. The method according to any one of claims 130-141 , further comprising

receiving a commissioning node signal comprising commissioning node location data and

generating the message based at least partially on the commissioning node location data.

143. The method of claim 142, further comprising receiving a commissioning

signal and sending a commissioning indication in response to receiving the

commissioning signal.

144. The method of any one of claims 130-143, further comprising receiving a

decommissioning signal and sending a decommissioning indication to the network entity

in response to receiving the decommissioning signal.

145. The method according to any one of claims 130-144, further comprising

receiving a decommissioning node signal comprising decommissioning node location

data and generating the message based at least partially on the decommissioning node

location data.



146. The method of claim 145, further comprising receiving a decommissioning

signal and sending a decommissioning indication in response to receiving the

decommissioning signal.

147. The method of any one of claims 130-146, further comprising receiving a

silence alarm instruction and silencing the alarm in response to receiving the silence

alarm signal.

148. The method of any one of claims 130-147, further comprising receiving a

silence alarms instruction and silencing the alarm in response to receiving the silence

alarms instruction.

149. The method of any one of claims 130-148, further comprising receiving a

decommissioning signal from an override device and sending a decommissioning

indication to the network entity in response to receiving the decommissioning signal.

150. The method of any one of claims 130-149, further comprising receiving a

zone of interest message and initiating a presentation of at least one of visual or audible

information from a user interface based at least partially on the zone of interest message.

15 1. The method of any one of claims 130-1 50, further comprising receiving a

zone of interest message and sending the zone of interest message to a monitoring

terminal.

152. The method of any one of claims 150 and 15 1 , further comprising initiating

a presentation of at least one of visual or audible information based at least partially on

the zone of interest message.

153. The method of claim 152, further comprising sending the presentation to a

monitoring terminal.

154. The method of any one of claims 130-1 53, further comprising receiving an

electronic coupon from one of a monitoring terminal or the network entity.

155. The method of any one of claims 130-1 54, further comprising receiving a

ping node signal comprising ping node location and time data and sending the ping node

location and time data to the network entity.



156. The method of any one of claims 130-1 55, further comprising receiving a

customer identifier signal comprising a customer identifier.

157. The method of claim 156, further comprising sending the customer

identifier to the network entity.

158. The method of any of claims 130-1 57, further comprising receiving a price

change message and initiating a presentation of at least one of visual or audible

information indicating the price change in response to receiving the price change

message.

159. The method of claim 158, further comprising sending a price change

indication to at least one of a monitoring terminal or the network entity.

160. The method of any one of claims 130-1 59, further comprising receiving a

tag location signal and sending the message in response to receiving the tag location

signal.

16 1. The method of claim 160, further comprising triggering an alarm in

response to receiving the tag location signal.

162. The method of any one of claims 130-1 6 1, further comprising receiving a

tag accounting signal and sending the message in response to receiving the tag

accounting signal.

163. A computer program product comprising a non-transitory computer

readable medium with executable instructions stored thereon, the executable instructions

being configured to direct circuitry to at least:

receive a first ping signal from a first ping node, the first ping signal comprising

first ping node location data;

send a message generated based at least partially on the first ping node location

data to a network entity;

receive a tamper detection component indication;

trigger an alarm in response to receiving the tamper detection component

indication; and



send a tamper alarm signal to the network entity in response to receiving the

tamper detection component indication.

164. The computer program product of claim 163, wherein the executable

instructions are further configured to direct the circuitry to receive a motion detection

component indication.

165. The computer program product of claim 164 wherein the executable

instructions are further configured to direct the circuitry to send the message in response

to receiving the motion detection component indication.

166. The computer program product of any one of claims 163-1 65, wherein the

executable instructions are further configured to direct the circuitry to receive an article

detachment indication.

167. The computer program product of claim 166, wherein the executable

instructions are further configured to direct the circuitry to send the message in response

to receiving the article detachment indication.

168. The computer program product of any one of claims 163-1 67, wherein the

executable instructions are further configured to direct the circuitry to receive an alarm

instruction from the network entity.

169. The computer program product of claim 168, wherein the executable

instructions are further configured to direct the circuitry to trigger an alarm in response to

receiving the alarm instruction.

170. The computer program product of any one of claims 163-1 69, wherein the

executable instructions are further configured to direct the circuitry to receive a second

ping signal comprising second ping node location data from a second ping node,

generate the message based at least partially on the second ping node location data, and

send the message to the network entity.

17 1. The computer program product of claim 172, wherein the executable

instructions are further configured to direct the circuitry to receive a second motion

detection component indication and send the message to the network entity in response

to receiving the second motion detection component indication.



172. The computer program product of any one of claims 163-1 7 1, wherein the

executable instructions are further configured to direct the circuitry to generate the

message based at least partially on a monitoring device identifier.

173. The computer program product of any one of claims 163-1 72, wherein the

executable instructions are further configured to direct the circuitry to receive a

commissioning signal from the network entity.

174. The computer program product of claim 173, wherein the executable

instructions are further configured to direct the circuitry to send a commissioning

indication to the network entity.

175. The computer program product according to any one of claims 163-1 74,

wherein the executable instructions are further configured to direct the circuitry to receive

a commissioning node signal comprising commissioning node location data and generate

the message based at least partially on the commissioning node location data.

176. The computer program product of claim 175, wherein the executable

instructions are further configured to direct the circuitry to receive a commissioning signal

and send a commissioning indication in response to receiving the commissioning signal.

177. The computer program product of any one of claims 163-1 76, wherein the

executable instructions are further configured to direct the circuitry to receive a

decommissioning signal and send a decommissioning indication to the network entity in

response to receiving the decommissioning signal.

178. The computer program product according to any one of claims 163-1 77,

wherein the executable instructions are further configured to direct the circuitry to receive

a decommissioning node signal comprising decommissioning node location data and

generate the message based at least partially on the decommissioning node location

data.

179. The computer program product of claim 178, wherein the executable

instructions are further configured to direct the circuitry to receive a decommissioning

signal and send a decommissioning indication in response to receiving the

decommissioning signal.



180. The computer program product of any one of claims 163-1 79, wherein the

executable instructions are further configured to direct the circuitry to receive a silence

alarm instruction and silence the alarm in response to receiving the silence alarm signal.

18 1. The computer program product of any one of claims 163-1 80, wherein the

executable instructions are further configured to direct the circuitry to receive a silence

alarms instruction and silence the alarm in response to receiving the silence alarms

instruction.

182. The computer program product of any one of claims 163-1 8 1, wherein the

executable instructions are further configured to direct the circuitry to receive a

decommissioning signal from an override device and send a decommissioning indication

to the network entity in response to receiving the decommissioning signal.

183. The computer program product of any one of claims 163-1 82, wherein the

executable instructions are further configured to direct the circuitry to receive a zone of

interest message and initiate a presentation of at least one of visual or audible

information from a user interface based at least partially on the zone of interest message.

184. The computer program product of any one of claims 163-1 83, wherein the

executable instructions are further configured to direct the circuitry to receive a zone of

interest message and send the zone of interest message to a monitoring terminal.

185. The computer program product of any one of claims 183 and 184, wherein

the executable instructions are further configured to direct the circuitry to initiate a

presentation of at least one of visual or audible information based at least partially on the

zone of interest message.

186. The computer program product of claim 185, wherein the executable

instructions are further configured to direct the circuitry to send the presentation to a

monitoring terminal.

187. The computer program product of any one of claims 163-1 86, wherein the

executable instructions are further configured to direct the circuitry to receive an

electronic coupon from one of a monitoring terminal or the network entity.



188. The computer program product of any one of claims 163-1 87, wherein the

executable instructions are further configured to direct the circuitry to receive a ping node

signal comprising ping node location and time data and send the ping node location and

time data to the network entity.

189. The computer program product of any one of claims 163-1 88, wherein the

executable instructions are further configured to direct the circuitry to receive a customer

identifier signal comprising a customer identifier.

190. The computer program product of claim 189, wherein the executable

instructions are further configured to direct the circuitry to send the customer identifier to

the network entity.

191 . The computer program product of any of claims 163-1 90, wherein the

executable instructions are further configured to direct the circuitry to receive a price

change message and initiate a presentation of at least one of visual or audible

information indicating the price change in response to receiving the price change

message.

192. The computer program product of claim 191 , wherein the executable

instructions are further configured to direct the circuitry to send a price change indication

to at least one of a monitoring terminal or the network entity.

193. The computer program product of any one of claims 163-1 92, wherein the

executable instructions are further configured to direct the circuitry to receive a tag

location signal and send the message in response to receiving the tag location signal.

194. The computer program product of claim 193, wherein the executable

instructions are further configured to direct the circuitry to trigger an alarm in response to

receiving the tag location signal.

195. The computer program product of any one of claims 163-1 94, wherein the

executable instructions are further configured to direct the circuitry to receive a tag

accounting signal and send the message in response to receiving the tag accounting

signal.

196. An apparatus comprising:



means for receiving a first ping signal from a first ping node, the first ping signal

comprising first ping node location data;

means for sending a message based at least partially on the first ping node

location data to a network entity;

means for receiving a tamper detection component indication;

means for triggering an alarm in response to receiving the tamper detection

component indication; and

means for sending a tamper alarm signal to the network entity in response to

receiving the tamper detection component indication.

197. The apparatus of claim 196 further comprising means for receiving a

motion detection component indication.

198. The apparatus of claim 197 further comprising means for sending the

message in response to receiving the motion detection component indication.

199. The apparatus of any one of claims 196-1 98, further comprising means for

receiving an article detachment indication.

200. The apparatus of claim 199, further comprising means for sending the

message in response to receiving the article detachment indication.

201 . The apparatus of any one of claims 196-200, further comprising means for

receiving an alarm instruction from the network entity.

202. The apparatus of claim 201 , further comprising means for triggering an

alarm in response to receiving the alarm instruction.

203. The apparatus of any one of claims 196-202, further comprising means for

receiving a second ping signal comprising second ping node location data from a second

ping node, means for generating the message based at least partially on the second ping

node location data, and means for sending the message to the network entity.

204. The apparatus of claim 203, further comprising means for receiving a

second motion detection component indication and means for sending the message to

the network entity in response to receiving the second motion detection component

indication.



205. The apparatus of any one of claims 196-204, further comprising means for

generating the message based at least partially on a monitoring device identifier.

206. The apparatus of any one of claims 196-205, further comprising means for

receiving a commissioning signal from the network entity.

207. The apparatus of claim 206, further comprising means for sending a

commissioning indication to the network entity.

208. The apparatus according to any one of claims 196-207, further comprising

means for receiving a commissioning node signal comprising commissioning node

location data and means for generating the message based at least partially on the

commissioning node location data.

209. The apparatus of claim 208, further comprising means for receiving a

commissioning signal and means for sending a commissioning indication in response to

receiving the commissioning signal.

210. The apparatus of any one of claims 196-209, further comprising means for

receiving a decommissioning signal and means for sending a decommissioning indication

to the network entity in response to receiving the decommissioning signal.

2 11. The apparatus according to any one of claims 196-21 0 , further comprising

means for receiving a decommissioning node signal comprising decommissioning node

location data and means for generating the message based at least partially on the

decommissioning node location data.

212. The apparatus of claim 2 1 1, further comprising means for receiving a

decommissioning signal and means for sending a decommissioning indication in

response to receiving the decommissioning signal.

2 13 . The apparatus of any one of claims 196-21 2 , further comprising means for

receiving a silence alarm instruction and means for silencing the alarm in response to

receiving the silence alarm signal.



2 14 . The apparatus of any one of claims 196-21 3 , further comprising means for

receiving a silence alarms instruction and means for silencing the alarm in response to

receiving the silence alarms instruction.

215. The apparatus of any one of claims 196-21 4 , further comprising means for

receiving a decommissioning signal from an override device and means for sending a

decommissioning indication to the network entity in response to receiving the

decommissioning signal.

2 16 . The apparatus of any one of claims 196-21 5 , further comprising means for

receiving a zone of interest message and means for initiating a presentation of at least

one of visual or audible information from a user interface based at least partially on the

zone of interest message.

2 17 . The apparatus of any one of claims 196-21 6 , further comprising means for

receiving a zone of interest message and means for sending the zone of interest

message to a monitoring terminal.

218. The apparatus of any one of claims 216 and 217, further comprising

means for initiating a presentation of at least one of visual or audible information based at

least partially on the zone of interest message.

219. The apparatus of claim 218, further comprising means for sending the

presentation to a monitoring terminal.

220. The apparatus of any one of claims 196-21 9 , further comprising means for

receiving an electronic coupon from one of a monitoring terminal or the network entity.

221 . The apparatus of any one of claims 196-220, further comprising means for

receiving a ping node signal comprising ping node location and time data and means for

sending the ping node location and time data to the network entity.

222. The apparatus of any one of claims 196-221 , further comprising means for

receiving a customer identifier signal comprising a customer identifier.

223. The apparatus of claim 222, further comprising means for sending the

customer identifier to the network entity.



224. The apparatus of any of claims 196-223, further comprising means for

receiving a price change message and means for initiating a presentation of at least one

of visual or audible information indicating the price change in response to receiving the

price change message.

225. The apparatus of claim 224, further comprising means for sending a price

change indication to at least one of a monitoring terminal or the network entity.

226. The apparatus of any one of claims 196-225, further comprising means for

receiving a tag location signal and means for sending the message in response to

receiving the tag location signal.

227. The apparatus of claim 226, further comprising means for triggering an

alarm in response to receiving the tag location signal.

228. The apparatus of any one of claims 196-227, further comprising means for

receiving a tag accounting signal and means for sending the message in response to

receiving the tag accounting signal.

229. An apparatus comprising:

a receiver configured to:

receive a first ping node location data from a monitoring device; and

receive a tamper alarm signal from the monitoring device;

a transmitter configured to transmit a tamper alarm alert; and

a processor configured to log a tamper alarm event associated with the tamper

alarm signal to a memory device.

230. The apparatus of claim 229, wherein the processor is further configured to

log the first ping location data to the memory device.

231 . The apparatus of any one of claims 229-230, wherein the receiver is

further configured to receive the first ping node location data, and wherein the processor

is further configured to determine that the monitoring device has moved into a zone of

interest based upon the first ping node location data.



232. The apparatus of claim 231 , wherein the transmitter is further configured to

send an alert message to an alert device in response to determining that the monitoring

device has moved into the zone of interest.

233. The apparatus of claim 232, wherein the processor is further configured to

retrieve a zone-based functionality profile from the memory that corresponds with the

zone of interest.

234. The apparatus of claim 233, wherein the transmitter is further configured to

send an alarm instruction to the monitoring device based on the zone-based functionality

profile.

235. The apparatus of any one of claims 233-234, wherein the processor is

further configured to initiate a timer based on the zone-based functionality profile, and

wherein the transmitter is further configured to send an alert message to an alert device

in response to expiration of the timer.

236. The apparatus of any one of claims 233-235, wherein the processor is

further configured to initiate a timer based on the zone-based functionality profile, and

wherein the transmitter is further configured to send an alarm instruction to the monitoring

device in response to expiration of the timer.

237. The apparatus of any one of claims 233-236, wherein the processor is

further configured to initiate a timer based on the zone-based functionality profile, wherein

the receiver is further configured to receive a second ping signal from the monitoring

device, and wherein the processor is further configured to reset the timer in response to

receiving the second ping signal.

238. The apparatus of any one of claims 233-237, wherein the receiver is

further configured to receive a second ping signal comprising second ping node location

data, and wherein the processor is further configured to determine that the monitoring

device has moved into a second zone of interest based at least partially on the second

ping node location data.

239. The apparatus of claim 238, wherein the processor is further configured to

retrieve, from the memory, a second zone-based functionality profile that corresponds

with the second zone of interest.



240. The apparatus of any one of claims 229-239, wherein the receiver is

further configured to receive an event signal.

241 . The apparatus of claim 240, wherein the transmitter is further configured to

send an alert message to the alert device in response to receiving the event signal.

242. The apparatus of any one of claims 240-241 , wherein the transmitter is

configured to send an alarm instruction to the monitoring device in response to receiving

the event signal.

243. The apparatus of any one of claims 229-242, wherein the receiver is

further configured to receive a monitoring device identifier.

244. The apparatus of claim 243, wherein the receiver is further configured to

receive product information associated with the article, and wherein the processor is

further configured to log the product information and the monitoring device identifier to the

memory such that the product information is associated with the monitoring device

identifier.

245. The apparatus of any one of claims 229-244, wherein the transmitter is

further configured to send a commissioning signal to the monitoring device.

246. The apparatus of any one of claims 229-244, wherein the receiver is

further configured to receive a commissioning indication.

247. The apparatus of claim 246, wherein the processor is further configured to

log a commissioned state event to the memory in response to receiving a commissioning

indication.

248. The apparatus according to any one of claims 229-247, wherein the

receiver is further configured to receive a product information signal from a product

information device.

249. The apparatus according to any one of claims 229-248, wherein the

receiver is further configured to receive commissioning node location data, wherein the



transmitter is further configured to send a commissioning signal to the monitoring device,

and wherein the receiver is further configured to receive a commissioning indication.

250. The apparatus of any one of claims 229-249, wherein the processor is

further configured to determine that product information is associated with the monitoring

device identifier in the memory.

251 . The apparatus of any one of claims 229-250, wherein the processor is

further configured to delete the product information associated with the monitoring device

identifier from the memory.

252. The apparatus of any one of claims 229-251 , wherein the transmitter is

further configured to transmit a decommissioning signal to the monitoring device.

253. The apparatus of claim 252, wherein the receiver is further configured to

receive a decommissioning indication.

254. The apparatus of claim 253, wherein the processor is further configured to

delete the product information associated with the monitoring device identifier from the

memory in response to receiving a decommission indication.

255. The apparatus of any one of claims 229-254, wherein the processor is

further configured to determine that a commissioned state event is associated with the

monitoring device identifier.

256. The apparatus of claim 255, wherein the processor is further configured to

delete the commissioned state event associated with the monitoring device identifier from

the memory.

257. The apparatus of any one of claims 229-256, wherein the receiver is

further configured to receive a decommissioning indication from the monitoring device,

and wherein the processor is further configured to store a decommissioned state event to

the memory in response to receiving the decommissioning indication, such that the

decommissioned state event is associated with the monitoring device identifier.

258. The apparatus according to any one of claims 229-257, wherein the

receiver is further configured to receive decommissioning node location data, wherein the



transmitter is further configured to send a decommissioning signal to the monitoring

device, and wherein the receiver is further configured to receive a decommissioning

indication.

259. The apparatus of any one of claims 229-258, wherein the receiver is

further configured to receive a silence alarm signal, and wherein the transmitter is further

configured to send a silence alarm instruction in response to receiving the silence alarm

signal.

260. The apparatus of claim 259, wherein the transmitter is further configured to

send a silence alarm alert message to the alert device in response to sending a silence

alarm instruction.

261 . The apparatus of any one of claims 229-260, wherein the transmitter is

further configured to send an alert message to an alert device in response to receiving

any one of the tamper alarm signal, an event signal, or determining that the monitoring

device has moved into a zone of interest.

262. The apparatus of claim 261 , wherein the processor is further configured to

log the alert message to the memory in response to receiving any one of the tamper

alarm signal, an event signal, or determining that the monitoring device has moved into a

zone of interest.

263. The apparatus of any one of claims 229-262, wherein the receiver is

further configured to receive a silence all alarms signal, and wherein the transmitter is

further configured to send a silence alarms instruction to each monitoring device in

response to receiving the silence alarms signal.

264. The apparatus of claim 263, wherein the transmitter is further configured to

send a silence alarms alert to an alert device in response to sending a silence alarms

instruction.

265. The apparatus of any one of claims 229-264, wherein the transmitter is

further configured to send a zone of interest message in response to determining that the

monitoring device has moved into a zone of interest, wherein the zone of interest

message is based on the zone-based functionality profile that corresponds with the zone

of interest.



266. The apparatus of any one of claims 244-265, wherein the processor is

further configured to access product information about a second article from the memory.

267. The apparatus of claim 244-266, wherein the processor is further

configured to store relationship information to the memory based on pre-determined

relationships between a first and second article, wherein the processor is further

configured to store certain relationship information in zone-based functionality profiles,

and wherein the zone of interest message includes relationship information.

268. The apparatus of claim 267, wherein the processor is further configured to

access the relationship information based on the product information associated with the

monitoring device identifier from the memory, and wherein the transmitter is further

configured to send that relationship information in the zone of interest message.

269. The apparatus of claims 265-268, wherein the processor is further

configured to generate a presentation of at least one audible or visual information based

at least partially on the zone-based functionality profile, and wherein the transmitter is

further configured to send that presentation in the zone of interest message.

270. The apparatus of any one of claims 243-269, wherein the receiver is

further configured to receive personal information associated with a customer, and

wherein the processor is further configured to store the personal information and the

monitoring device identifier to the memory such that the personal information is

associated with the monitoring device identifier.

271 . The apparatus of claim 270, wherein the transmitter is further configured to

send a loyal customer instruction in response to detecting movement of the monitoring

device into a zone of interest.

272. The apparatus of any one of claims 229-271 , wherein the receiver is

further configured to receive the ping node location and time data, and wherein the

processor stores the ping node location and time data and associated monitoring device

identifier to the memory.



273. The apparatus of claim 272, wherein the processor is further configured to

generate a customer shopping movement profile based on the ping node location and

time data and the associated device identifier stored in the memory.

274. The apparatus of any one of claims 270-273, wherein the processor is

further configured to delete personal information associated with a monitoring device

identifier from the memory.

275. The apparatus of any one of claims 270-274, wherein the processor is

further configured to disassociate personal information with a monitoring device identifier

in the memory.

276. The apparatus of any one of claims 270-275, wherein the receiver is

further configured to receive a customer identifier signal, and wherein the processor is

further configured to access personal information associated with the customer identifier

from the memory in response to receiving the customer identifier signal.

277. The apparatus of claim 276, wherein the processor is further configured to

associate the personal information associated with the customer identifier with the

monitoring device identifier.

278. The apparatus of any one of claims 272 and 273, wherein the processor is

further configured to generate a customer traffic density profile based at least partially on

ping node location and time data and the associated monitoring device identifiers stored

in the memory.

279. The apparatus of claim 278, wherein the processor is further configured to

generate a customer count over a period of time based at least partially on the customer

traffic density profile.

280. The apparatus of any one of claims 278-279, wherein the processor is

further configured to generate a customer route profile over a period of time based at

least partially on the customer traffic density profile.

281 . The apparatus of any one of claims 272-273, and 278-280, wherein the

processor is further configured to compare the ping node location and time data

associated with a monitoring device identifier to a market compliance design to determine



that the ping node location and time data associated with the monitoring device identifier

is in compliance with the market compliance design.

282. The apparatus of claim 281 , wherein the transmitter is further configured to

send a non-market compliance message to an alert device in response to determining

that a ping node location and time data associated with a monitoring device is not in

compliance with the market compliance design.

283. The apparatus of any one of claims 244-282, wherein the processor is

further configured to change the price of the article in the product information.

284. The apparatus of any one of claims 244-283, wherein the processor is

further configured to access a price change schedule associated with the product

information, wherein the price change schedule includes a price change criterion, and

wherein the processor is further configured to determine that the price change criterion

has been satisfied and, in response to determining that the price change criterion has

been satisfied, change the price of the article in the product information.

285. The apparatus of any of claims 283-284, wherein the transmitter is further

configured to send a price change message in response to changing the price of the

article in the product information.

286. The apparatus of any one of claims 229-285, wherein the transmitter is

further configured to send a tag location signal.

287. The apparatus of any of claims 229-286 further comprising a user

interface, wherein the processor is further configured to display the first ping location data

on the user interface.

288. The apparatus of any one of claims 229-287, wherein the transmitter is

further configured to send a tag accounting signal.

289. The apparatus of any one of claims 244-288, wherein the processor is

further configured to generate a report based on the product information and first ping

location data.



290. The apparatus of any one of claims 244-289 further comprising a user

interface, wherein the processor is further configured to display the product information

and first ping location data on the user interface.

291 . The apparatus of any one of claims 244-290, wherein the receiver is

further configured to receive product information and first ping location data from a

plurality of the monitoring devices, and wherein the processor is further configured to

generate a tag accounting report in response to receiving product information and first

ping location data from a plurality of monitoring devices.

292. The apparatus of any of claims 229-291 , wherein the receiver is further

configured to receive second ping node location data from a monitoring device.

293. The apparatus of claim 292, wherein the processor is further configured to

determine the relative tag location based at least partially on the first ping location data

and the second ping location data.

294. The apparatus of claim 293 further comprising a user interface, wherein

the processor is further configured to display the relative tag location on the user

interface.

295. An apparatus comprising a global network entity configured to monitor a

plurality of commercial environments, wherein the commercial environments include an

apparatus in any one of claims 229-294.

296. The apparatus of claim 295, wherein the global network entity is configured

to determine a global market compliance based on compliance of each network entity

with the market compliance design.

297. A method comprising:

receiving first ping location data from a monitoring device;

receiving a tamper alarm signal from the monitoring device;

transmitting a tamper alarm alert; and

logging a tamper alarm event associated with the tamper alarm signal to a

memory device.



298. The method of claim 298 further comprising logging the first ping location

data to a memory device.

299. The method of any one of claims 297-298 further comprising receiving the

first ping node location data and determining that the monitoring device has moved into a

zone of interest based upon the first ping node location data.

300. The method of claim 299 further comprising sending an alert message to

an alert device in response to determining that the monitoring device has moved into the

zone of interest.

301 . The method of claim 300 further comprising retrieving a zone-based

functionality profile from the memory that corresponds with the zone of interest.

302. The method of claim 301 further comprising sending an alarm instruction to

the monitoring device based on the zone-based functionality profile.

303. The method of any one of claims 297-302 further comprising initiating a

timer based on the zone-based functionality profile and sending an alert message to an

alert device in response to expiration of the timer.

304. The method of any one of claims 297-303 further comprising initiating a

timer based on the zone-based functionality profile and sending an alarm instruction to

the monitoring device in response to expiration of the timer.

305. The method of any one of claims 297-304 further comprising initiating a

timer based on the zone-based functionality profile, receiving a second ping signal from

the monitoring device, and resetting the timer in response to receiving the second ping

signal.

306. The method of any one of claims 297-305 further comprising receiving a

second ping signal comprising second ping node location data and determining that the

monitoring device has moved into a second zone of interest based at least partially on the

second ping node location data.

307. The method of claim 306 further comprising retrieving, from the memory, a

second zone-based functionality profile that corresponds with the second zone of interest.



308. The method of any one of claims 297-307 further comprising receiving an

event signal.

309. The method of claim 308 further comprising sending an alert message to

an alert device in response to receiving the event signal.

310. The method of any one of claims 308-309 further comprising sending an

alarm instruction to the monitoring device in response to receiving the event signal.

3 11. The method of any one of claims 297-31 0 further comprising receiving a

monitoring device identifier.

312. The method of claim 3 11 further comprising receiving product information

associated with an article and logging the product information and the monitoring device

identifier to the memory such that the product information is associated with the

monitoring device identifier.

313. The method of any one of claims 297-31 2 further comprising sending a

commissioning signal to the monitoring device.

314. The method of any one of claims 297-31 3 further comprising receiving a

commissioning indication.

315. The method of claim 314 further comprising logging a commissioned state

event to the memory in response to receiving a commissioning indication.

316. The method according to any one of claims 297-31 5 further comprising

receiving a product information signal from a product information device.

317. The method according to any one of claims 297-31 6 further comprising the

receiving commissioning node location data, sending a commissioning signal to the

monitoring device, and receiving a commissioning indication.

318. The method of any one of claims 297-31 7 further comprising the

determining that product information is associated with the monitoring device identifier in

the memory.



3 19 . The method of any one of claims 297-31 8 further comprising deleting the

product information associated with the monitoring device identifier from the memory.

320. The method of any one of claims 297-31 9 further comprising sending a

decommissioning signal to the monitoring device.

321 . The method of claim 320 further comprising receiving a decommissioning

indication.

322. The method of claim 321 further comprising deleting the product

information associated with the monitoring device identifier from the memory in response

to receiving a decommission indication.

323. The method of any one of claims 297-322 further comprising determining

that a commissioned state event is associated with the monitoring device identifier.

324. The method of claim 323 further comprising deleting the commissioned

state event associated with the monitoring device identifier from the memory.

325. The method of any one of claims 297-324 further comprising receiving a

decommissioning indication from the monitoring device and storing a decommissioned

state event to the memory in response to receiving the decommissioning indication, such

that the decommissioned state event is associated with the monitoring device identifier.

326. The method according to any one of claims 297-325 further comprising

receiving decommissioning node location data, sending a decommissioning signal to the

monitoring device, and receiving a decommissioning indication.

327. The method of any one of claims 297-326 further comprising receiving a

silence alarm signal and sending a silence alarm instruction in response to receiving the

silence alarm signal.

328. The method of claim 327 further comprising sending a silence alarm alert

message to the alert device in response to sending a silence alarm instruction.



329. The method of any one of claims 297-328 further comprising the sending

an alert message to an alert device in response to receiving at least one of the tamper

alarm signal, an event signal, or determining that the monitoring device has moved into a

zone of interest.

330. The method of claim 329 further comprising logging the alert message to

memory in response to receiving any one of the tamper alarm signal, an event signal, or

determining that the monitoring device has moved into a zone of interest.

331 . The method of any one of claims 297-330 further comprising receiving a

silence all alarms signal and sending a silence alarms instruction to each monitoring

device in response to receiving the silence alarms signal.

332. The method of claim 331 further comprising sending a silence alarms alert

to an alert device in response to sending a silence alarms instruction.

333. The method of any one of claims 297-332 further comprising sending a

zone of interest message in response to determining that the monitoring device has

moved into a zone of interest, wherein the zone of interest message is based on the

zone-based functionality profile that corresponds with the zone of interest.

334. The method of any one of claims 297-333 further comprising accessing

product information about a second article from the memory.

335. The method of claim 312-334 further comprising storing relationship

information to the memory based on pre-determined relationships between a first and

second article, storing certain relationship information in zone-based functionality profiles,

and wherein the zone of interest message includes relationship information.

336. The method of claim 335 further comprising accessing the relationship

information based on the product information associated with the monitoring device

identifier from the memory and sending that relationship information in the zone of

interest message.

337. The method of claims 333-336 further comprising generating a

presentation of at least one audible or visual information based at least partially on the



zone-based functionality profile and sending that presentation in the zone of interest

message.

338. The method of any one of claims 3 1 1-337 further comprising receiving

personal information associated with a customer and storing the personal information and

the monitoring device identifier to the memory such that the personal information is

associated with the monitoring device identifier.

339. The method of claim 338 further comprising sending a loyal customer

instruction in response to detecting movement of the monitoring device into a zone of

interest.

340. The method of any one of claims 297-339 further comprising receiving the

ping node location and time data and storing the ping node location and time data and

associated monitoring device identifier to the memory.

341 . The method of claim 340 further comprising generating a customer

shopping movement profile based on the ping node location and time data and the

associated device identifier stored in the memory.

342. The method of any one of claims 338-341 further comprising deleting

personal information associated with a monitoring device identifier from the memory.

343. The method of any one of claims 338-342 further comprising

disassociating personal information with a monitoring device identifier in the memory.

344. The method of any one of claims 338-343 further comprising receiving a

customer identifier signal and accessing personal information associated with the

customer identifier from the memory in response to receiving the customer identifier

signal.

345. The method of claim 344 further comprising associating the personal

information associated with the customer identifier with the monitoring device identifier.



346. The method of any one of claims 340 and 341 further comprising

generating a customer traffic density profile based at least partially on ping node location

and time data and the associated monitoring device identifiers stored in the memory.

347. The method of claim 346 further comprising generating a customer count

over a period of time based at least partially on the customer traffic density profile.

348. The method of any one of claims 346-347 further comprising generating a

customer route profile over a period of time based at least partially on the customer traffic

density profile.

349. The method of any one of claims 340-341 and 346-348 further comprising

comparing the ping node location and time data associated with a monitoring device

identifier to a market compliance design to determine that the ping node location and time

data associated with the monitoring device identifier is in compliance with the market

compliance design.

350. The method of claim 349 further comprising sending a non-market

compliance message to an alert device in response to determining that a ping node

location and time data associated with a monitoring device is not in compliance with the

market compliance design.

351 . The method of any one of claims 3 12-350 further comprising changing the

price of the article in the product information.

352. The method of any one of claims 3 12-351 further comprising accessing a

price change schedule associated with the product information, wherein the price change

schedule includes a price change criterion, and the method further comprising

determining that the price change criterion has been satisfied and, in response to

determining that the price change criterion has been satisfied, change the price of the

article in the product information.

353. The method of any of claims 351 -352 further comprising sending a price

change message in response to changing the price of the article in the product

information.



354. The method of any one of claims 297-353 further comprising sending a tag

location signal.

355. The method of any of claims 297-354 further comprising displaying the first

ping location data on a user interface.

356. The method of any one of claims 297-355 further comprising sending a tag

accounting signal.

357. The method of any one of claims 3 12-356 further comprising generating a

report based on the product information and first ping location data.

358. The method of any one of claims 3 12-357 further comprising displaying the

product information and first ping location data on a user interface.

359. The method of any one of claims 3 12-358 further comprising receiving

product information and first ping location data from a plurality of the monitoring devices

and generating a tag accounting report in response to receiving product information and

first ping location data from a plurality of monitoring devices.

360. The method of any of claims 297-359 further comprising receiving second

ping node location data from a monitoring device.

361 . The method of claim 360 further comprising determining the relative tag

location based at least partially on the first ping location data and the second ping

location data.

362. The method of claim 361 further comprising displaying the relative tag

location on a user interface.

363. A method comprising monitoring a plurality of commercial environments,

wherein the commercial environments comprise a network entity that performs the

method in any one of claims 297-362.

364. The method of claim 363 further comprising determining a global market

compliance based on compliance of each network entity with the market compliance

design.



365. A computer program product comprising a non-transitory computer

readable medium with executable instructions stored thereon, the executable instructions

being configured to direct circuitry to at least:

receive a first ping location data from a monitoring device;

receive a tamper alarm signal from the monitoring device;

transmit a tamper alarm alert; and

log a tamper alarm event associated with the tamper alarm signal to a memory

device.

366. The computer program product of claim 365, wherein the executable

instructions are further configured to direct the circuitry to log the first ping location data to

a memory device.

367. The computer program product of any one of claims 365-366, wherein the

executable instructions are further configured to direct the circuitry to receive the first ping

node location data and determine that the monitoring device has moved into a zone of

interest based upon the first ping node location data.

368. The computer program product of claim 367, wherein the executable

instructions are further configured to direct the circuitry to send an alert message to an

alert device in response to determining that the monitoring device has moved into the

zone of interest.

369. The computer program product of claim 368, wherein the executable

instructions are further configured to direct the circuitry to retrieve a zone-based

functionality profile from the memory that corresponds with the zone of interest.

370. The computer program product of claim 369, wherein the executable

instructions are further configured to direct the circuitry to send an alarm instruction to the

monitoring device based on the zone-based functionality profile.

371 . The computer program product of any one of claims 370-370, wherein the

executable instructions are further configured to direct the circuitry to initiate a timer

based on the zone-based functionality profile and send an alert message to an alert

device in response to expiration of the timer.



372. The computer program product of any one of claims 370-371 , wherein the

executable instructions are further configured to direct the circuitry to initiate a timer

based on the zone-based functionality profile and send an alarm instruction to the

monitoring device in response to expiration of the timer.

373. The computer program product of any one of claims 370-372, wherein the

executable instructions are further configured to direct the circuitry to initiate a timer

based on the zone-based functionality profile, receive a second ping signal from the

monitoring device, and reset the timer in response to receiving the second ping signal.

374. The computer program product of any one of claims 370-373, wherein the

executable instructions are further configured to direct the circuitry to receive a second

ping signal comprising second ping node location data and determine that the monitoring

device has moved into a second zone of interest based at least partially on the second

ping node location data.

375. The computer program product of claim 374, wherein the executable

instructions are further configured to direct the circuitry to retrieve, from the memory, a

second zone-based functionality profile that corresponds with the second zone of interest.

376. The computer program product of any one of claims 365-375, wherein the

executable instructions are further configured to direct the circuitry to receive an event

signal.

377. The computer program product of claim 376, wherein the executable

instructions are further configured to direct the circuitry to send an alert message to the

alert device in response to receiving the event signal.

378. The computer program product of any one of claims 376-377, wherein the

executable instructions are further configured to direct the circuitry to send an alarm

instruction to the monitoring device in response to receiving the event signal.

379. The computer program product of any one of claims 365-378, wherein the

executable instructions are further configured to direct the circuitry to receive a monitoring

device identifier.



380. The computer program product of claim 379, wherein the executable

instructions are further configured to direct the circuitry to receive product information

associated with the article and log the product information and the monitoring device

identifier to the memory such that the product information is associated with the

monitoring device identifier.

381 . The computer program product of any one of claims 365-380, wherein the

executable instructions are further configured to direct the circuitry to send a

commissioning signal to the monitoring device.

382. The computer program product of any one of claims 365-380, wherein the

executable instructions are further configured to direct the circuitry to receive a

commissioning indication.

383. The computer program product of claim 382, wherein the executable

instructions are further configured to direct the circuitry to log a commissioned state event

to the memory in response to receiving a commissioning indication.

384. The computer program product according to any one of claims 365-383,

wherein the executable instructions are further configured to direct the circuitry to receive

a product information signal from a product information device.

385. The computer program product according to any one of claims 365-384,

wherein the executable instructions are further configured to direct the circuitry to receive

commissioning node location data, send a commissioning signal to the monitoring device,

and receive a commissioning indication.

386. The computer program product of any one of claims 365-385, wherein the

executable instructions are further configured to direct the circuitry to determine that

product information is associated with the monitoring device identifier in the memory.

387. The computer program product of any one of claims 365-386, wherein the

executable instructions are further configured to direct the circuitry to delete the product

information associated with the monitoring device identifier from the memory.



388. The computer program product of any one of claims 365-387, wherein the

executable instructions are further configured to direct the circuitry to transmit a

decommissioning signal to the monitoring device.

389. The computer program product of claim 388, wherein the executable

instructions are further configured to direct the circuitry to receive a decommissioning

indication.

390. The computer program product of claim 389, wherein the executable

instructions are further configured to direct the circuitry to delete the product information

associated with the monitoring device identifier from the memory in response to receiving

a decommission indication.

391 . The computer program product of any one of claims 365-390, wherein the

executable instructions are further configured to direct the circuitry to determine that a

commissioned state event is associated with the monitoring device identifier.

392. The computer program product of claim 391 , wherein the executable

instructions are further configured to direct the circuitry to delete the commissioned state

event associated with the monitoring device identifier from the memory.

393. The computer program product of any one of claims 365-392, wherein the

executable instructions are further configured to direct the circuitry to receive a

decommissioning indication from the monitoring device and store a decommissioned

state event to the memory in response to receiving the decommissioning indication, such

that the decommissioned state event is associated with the monitoring device identifier.

394. The computer program product according to any one of claims 365-393,

wherein the executable instructions are further configured to direct the circuitry to receive

decommissioning node location data, send a decommissioning signal to the monitoring

device, and receive a decommissioning indication.

395. The computer program product of any one of claims 365-394, wherein the

executable instructions are further configured to direct the circuitry to receive a silence

alarm signal and send a silence alarm instruction in response to receiving the silence

alarm signal.



396. The computer program product of claim 395, wherein the executable

instructions are further configured to direct the circuitry to send a silence alarm alert

message to the alert device in response to sending a silence alarm instruction.

397. The computer program product of any one of claims 365-396, wherein the

executable instructions are further configured to direct the circuitry to send an alert

message to an alert device in response to receiving any one of the tamper alarm signal,

an event signal, or determining that the monitoring device has moved into a zone of

interest.

398. The computer program product of claim 397, wherein the executable

instructions are further configured to direct the circuitry to log the alert message to

memory in response to receiving any one of the tamper alarm signal, an event signal, or

determining that the monitoring device has moved into a zone of interest.

399. The computer program product of any one of claims 365-398, wherein the

executable instructions are further configured to direct the circuitry to receive a silence all

alarms signal and send a silence alarms instruction to each monitoring device in

response to receiving the silence alarms signal.

400. The computer program product of claim 399, wherein the executable

instructions are further configured to direct the circuitry to send a silence alarms alert to

an alert device in response to sending a silence alarms instruction.

401 . The computer program product of any one of claims 365-400, wherein the

executable instructions are further configured to direct the circuitry to send a zone of

interest message in response to determining that the monitoring device has moved into a

zone of interest, wherein the zone of interest message is based on the zone-based

functionality profile that corresponds with the zone of interest.

402. The computer program product of any one of claims 380-401 , wherein the

executable instructions are further configured to direct the circuitry to access product

information about a second article from the memory.

403. The computer program product of claim 380-402, wherein the executable

instructions are further configured to direct the circuitry to store relationship information to

the memory based on pre-determined relationships between a first and second article



and store certain relationship information in zone-based functionality profiles, wherein the

zone of interest message includes relationship information.

404. The computer program product of claim 403, wherein the executable

instructions are further configured to direct the circuitry to access the relationship

information based on the product information associated with the monitoring device

identifier from the memory and send that relationship information in the zone of interest

message.

405. The computer program product of claims 401 -404, wherein the executable

instructions are further configured to direct the circuitry to generate a presentation of at

least one audible or visual information based at least partially on the zone-based

functionality profile and send that presentation in the zone of interest message.

406. The computer program product of any one of claims 379-405, wherein the

executable instructions are further configured to direct the circuitry to receive personal

information associated with a customer and store the personal information and the

monitoring device identifier to the memory such that the personal information is

associated with the monitoring device identifier.

407. The computer program product of claim 406, wherein the executable

instructions are further configured to direct the circuitry to send a loyal customer

instruction in response to detecting movement of the monitoring device into a zone of

interest.

408. The computer program product of any one of claims 365-407, wherein the

executable instructions are further configured to direct the circuitry to receive the ping

node location and time data and store the ping node location and time data and

associated monitoring device identifier to the memory.

409. The computer program product of claim 408, wherein the executable

instructions are further configured to direct the circuitry to generate a customer shopping

movement profile based on the ping node location and time data and the associated

device identifier stored in the memory.



4 10 . The computer program product of any one of claims 406-409, wherein the

executable instructions are further configured to direct the circuitry to delete personal

information associated with a monitoring device identifier from the memory.

4 11. The computer program product of any one of claims 406-41 0 , wherein the

executable instructions are further configured to direct the circuitry to disassociate

personal information with a monitoring device identifier in the memory.

4 12 . The computer program product of any one of claims 406-41 1, wherein the

executable instructions are further configured to direct the circuitry to receive a customer

identifier signal and access personal information associated with the customer identifier

from the memory in response to receiving the customer identifier signal.

4 13 . The computer program product of claim 4 12 , wherein the executable

instructions are further configured to direct the circuitry to associate the personal

information associated with the customer identifier with the monitoring device identifier.

4 14 . The computer program product of any one of claims 408 and 409, wherein

the executable instructions are further configured to direct the circuitry to generate a

customer traffic density profile based at least partially on ping node location and time data

and the associated monitoring device identifiers stored in the memory.

4 15 . The computer program product of claim 4 14 , wherein the executable

instructions are further configured to direct the circuitry to generate a customer count over

a period of time based at least partially on the customer traffic density profile.

4 16 . The computer program product of any one of claims 414-41 5 , wherein the

executable instructions are further configured to direct the circuitry to generate a

customer route profile over a period of time based at least partially on the customer traffic

density profile.

4 17 . The computer program product of any one of claims 408-409, and 4 14-

4 16 , wherein the executable instructions are further configured to direct the circuitry to

compare the ping node location and time data associated with a monitoring device

identifier to a market compliance design to determine that the ping node location and time

data associated with the monitoring device identifier is in compliance with the market

compliance design.



4 18 . The computer program product of claim 4 17 , wherein the executable

instructions are further configured to direct the circuitry to send a non-market compliance

message to an alert device in response to determining that a ping node location and time

data associated with a monitoring device is not in compliance with the market compliance

design.

4 19 . The computer program product of any one of claims 380-41 8 , wherein the

executable instructions are further configured to direct the circuitry to change the price of

the article in the product information.

420. The computer program product of any one of claims 380-41 9 , wherein the

executable instructions are further configured to direct the circuitry to access a price

change schedule associated with the product information, wherein the price change

schedule includes a price change criterion, and wherein the executable instructions are

further configured to direct the circuitry to determine that the price change criterion has

been satisfied and, in response to determining that the price change criterion has been

satisfied, change the price of the article in the product information.

421 . The computer program product of any of claims 4 19-420, wherein the

executable instructions are further configured to direct the circuitry to send a price change

message in response to changing the price of the article in the product information.

422. The computer program product of any one of claims 365-421 , wherein the

executable instructions are further configured to direct the circuitry to send a tag location

signal.

423. The computer program product of any of claims 365-422, wherein the

executable instructions are further configured to direct the circuitry to display the first ping

location data on a user interface.

424. The computer program product of any one of claims 365-423, wherein the

executable instructions are further configured to direct the circuitry to send a tag

accounting signal.



425. The computer program product of any one of claims 380-424, wherein the

executable instructions are further configured to direct the circuitry to generate a report

based on the product information and first ping location data.

426. The computer program product of any one of claims 380-425, wherein the

executable instructions are further configured to direct the circuitry to display the product

information and first ping location data on a user interface.

427. The computer program product of any one of claims 380-426, wherein the

executable instructions are further configured to direct the circuitry to receive product

information and first ping location data from a plurality of the monitoring devices and

generate a tag accounting report in response to receiving product information and first

ping location data from a plurality of monitoring devices.

428. The computer program product of any of claims 365-427, wherein the

executable instructions are further configured to direct the circuitry to receive second ping

node location data from a monitoring device.

429. The computer program product of claim 428, wherein the executable

instructions are further configured to direct the circuitry to determine the relative tag

location based at least partially on the first ping location data and the second ping

location data.

430. The computer program product of claim 429, wherein the executable

instructions are further configured to direct the circuitry to display the relative tag location

on a user interface.

431 . A computer program product comprising a non-transitory computer

readable medium with executable instructions stored thereon, the executable instructions

being configured to direct circuitry to monitor a plurality of commercial environments,

wherein the commercial environments utilize the computer program product in any one of

claims 365-430.

432. The computer program product of claim 431 , wherein the executable

instructions are further configured to determine a global market compliance based on

compliance of each commercial environment with the market compliance design.



433. An apparatus comprising:

means for receiving a first ping location data from a monitoring device;

means for receiving a tamper alarm signal from the monitoring device;

means for transmitting a tamper alarm alert; and

means for logging a tamper alarm event associated with the tamper alarm signal

to a memory device.

434. The apparatus of claim 433 further comprising means for logging the first

ping location data to a memory device.

435. The apparatus of any one of claims 433-434 further comprising means for

receiving the first ping node location data and means for determining that the monitoring

device has moved into a zone of interest based upon the first ping node location data.

436. The apparatus of claim 435 further comprising means for sending an alert

message to an alert device in response to determining that the monitoring device has

moved into the zone of interest.

437. The apparatus of claim 436 further comprising means for retrieving a zone-

based functionality profile from the memory that corresponds with the zone of interest.

438. The apparatus of claim 437 further comprising means for sending an alarm

instruction to the monitoring device based on the zone-based functionality profile.

439. The apparatus of any one of claims 433-438 further comprising means for

initiating a timer based on the zone-based functionality profile and means for sending an

alert message to an alert device in response to expiration of the timer.

440. The apparatus of any one of claims 433-439 further comprising means for

initiating a timer based on the zone-based functionality profile and means for sending an

alarm instruction to the monitoring device in response to expiration of the timer.

441 . The apparatus of any one of claims 433-440 further comprising means for

initiating a timer based on the zone-based functionality profile, means for receiving a

second ping signal from the monitoring device, and means for resetting the timer in

response to receiving the second ping signal.



442. The apparatus of any one of claims 433-441 further comprising means for

receiving a second ping signal comprising second ping node location data and means for

determining that the monitoring device has moved into a second zone of interest based at

least partially on the second ping node location data.

443. The apparatus of claim 442 further comprising means for retrieving, from

the memory, a second zone-based functionality profile that corresponds with the second

zone of interest.

444. The apparatus of any one of claims 433-443 further comprising means for

receiving an event signal.

445. The apparatus of claim 444 further comprising means for sending an alert

message to an alert device in response to receiving the event signal.

446. The apparatus of any one of claims 444-445 further comprising means for

sending an alarm instruction to the monitoring device in response to receiving the event

signal.

447. The apparatus of any one of claims 433-446 further comprising means for

receiving a monitoring device identifier.

448. The apparatus of claim 447 further comprising means for receiving product

information associated with an article and means for logging the product information and

the monitoring device identifier to the memory such that the product information is

associated with the monitoring device identifier.

449. The apparatus of any one of claims 433-448 further comprising means for

sending a commissioning signal to the monitoring device.

450. The apparatus of any one of claims 433-449 further comprising means for

receiving a commissioning indication.

451 . The apparatus of claim 450 further comprising means for logging a

commissioned state event to the memory in response to receiving a commissioning

indication.



452. The apparatus according to any one of claims 433-451 further comprising

means for receiving a product information signal from a product information device.

453. The apparatus according to any one of claims 433-452 further comprising

means for the receiving commissioning node location data, means for sending a

commissioning signal to the monitoring device, and means for receiving a commissioning

indication.

454. The apparatus of any one of claims 433-453 further comprising means for

the determining that product information is associated with the monitoring device identifier

in the memory.

455. The apparatus of any one of claims 433-454 further comprising means for

deleting the product information associated with the monitoring device identifier from the

memory.

456. The apparatus of any one of claims 433-455 further comprising means for

sending a decommissioning signal to the monitoring device.

457. The apparatus of claim 456 further comprising means for receiving a

decommissioning indication.

458. The apparatus of claim 457 further comprising means for deleting the

product information associated with the monitoring device identifier from the memory in

response to receiving a decommission indication.

459. The apparatus of any one of claims 433-458 further comprising means for

determining that a commissioned state event is associated with the monitoring device

identifier.

460. The apparatus of claim 459 further comprising means for deleting the

commissioned state event associated with the monitoring device identifier from the

memory.

461 . The apparatus of any one of claims 433-460 further comprising means for

receiving a decommissioning indication from the monitoring device and means for storing



a decommissioned state event to the memory in response to receiving the

decommissioning indication, such that the decommissioned state event is associated with

the monitoring device identifier.

462. The apparatus according to any one of claims 433-461 further comprising

means for receiving decommissioning node location data, sending a decommissioning

signal to the monitoring device, and means for receiving a decommissioning indication.

463. The apparatus of any one of claims 433-462 further comprising means for

receiving a silence alarm signal and means for sending a silence alarm instruction in

response to receiving the silence alarm signal.

464. The apparatus of claim 463 further comprising means for sending a silence

alarm alert message to the alert device in response to sending a silence alarm instruction.

465. The apparatus of any one of claims 433-464 further comprising means for

the sending an alert message to an alert device in response to receiving at least one of

the tamper alarm signal, an event signal, or determining that the monitoring device has

moved into a zone of interest.

466. The apparatus of claim 465 further comprising means for logging the alert

message to memory in response to receiving any one of the tamper alarm signal, an

event signal, or determining that the monitoring device has moved into a zone of interest.

467. The apparatus of any one of claims 433-466 further comprising means for

receiving a silence all alarms signal and means for sending a silence alarms instruction to

each monitoring device in response to receiving the silence alarms signal.

468. The apparatus of claim 467 further comprising means for sending a silence

alarms alert to an alert device in response to sending a silence alarms instruction.

469. The apparatus of any one of claims 433-468 further comprising means for

sending a zone of interest message in response to determining that the monitoring device

has moved into a zone of interest, wherein the zone of interest message is based on the

zone-based functionality profile that corresponds with the zone of interest.



470. The apparatus of any one of claims 433-469 further comprising means for

accessing product information about a second article from the memory.

471 . The apparatus of claim 448-470 further comprising means for storing

relationship information to the memory based on pre-determined relationships between a

first and second article, means for storing certain relationship information in zone-based

functionality profiles, and wherein the zone of interest message includes relationship

information.

472. The apparatus of claim 471 further comprising means for accessing the

relationship information based on the product information associated with the monitoring

device identifier from the memory and means for sending that relationship information in

the zone of interest message.

473. The apparatus of claims 469-472 further comprising means for generating

a presentation of at least one audible or visual information based at least partially on the

zone-based functionality profile and means for sending that presentation in the zone of

interest message.

474. The apparatus of any one of claims 447-473 further comprising means for

receiving personal information associated with a customer and means for storing the

personal information and the monitoring device identifier to the memory such that the

personal information is associated with the monitoring device identifier.

475. The apparatus of claim 474 further comprising means for sending a loyal

customer instruction in response to detecting movement of the monitoring device into a

zone of interest.

476. The apparatus of any one of claims 433-475 further comprising means for

receiving the ping node location and time data and means for storing the ping node

location and time data and associated monitoring device identifier to the memory.

477. The apparatus of claim 476 further comprising means for generating a

customer shopping movement profile based on the ping node location and time data and

the associated device identifier stored in the memory.



478. The apparatus of any one of claims 474-477 further comprising means for

deleting personal information associated with a monitoring device identifier from the

memory.

479. The apparatus of any one of claims 474-478 further comprising means for

disassociating personal information with a monitoring device identifier in the memory.

480. The apparatus of any one of claims 474-479 further comprising means for

receiving a customer identifier signal and means for accessing personal information

associated with the customer identifier from the memory in response to receiving the

customer identifier signal.

481 . The apparatus of claim 480 further comprising means for associating the

personal information associated with the customer identifier with the monitoring device

identifier.

482. The apparatus of any one of claims 476 and 477 further comprising means

for generating a customer traffic density profile based at least partially on ping node

location and time data and the associated monitoring device identifiers stored in the

memory.

483. The apparatus of claim 482 further comprising means for generating a

customer count over a period of time based at least partially on the customer traffic

density profile.

484. The apparatus of any one of claims 482-483 further comprising means for

generating a customer route profile over a period of time based at least partially on the

customer traffic density profile.

485. The apparatus of any one of claims 476-477 and 482-484 further

comprising means for comparing the ping node location and time data associated with a

monitoring device identifier to a market compliance design to determine that the ping

node location and time data associated with the monitoring device identifier is in

compliance with the market compliance design.

486. The apparatus of claim 485 further comprising means for sending a non-

market compliance message to an alert device in response to determining that a ping



node location and time data associated with a monitoring device is not in compliance with

the market compliance design.

487. The apparatus of any one of claims 448-486 further comprising means for

changing the price of the article in the product information.

488. The apparatus of any one of claims 448-487 further comprising means for

accessing a price change schedule associated with the product information, wherein the

price change schedule includes a price change criterion, and further comprising a means

for determining that the price change criterion has been satisfied and a means for

changing the price of the article in the product information in response to determining that

the price change criterion has been satisfied.

489. The apparatus of any of claims 487-488 further comprising means for

sending a price change message in response to changing the price of the article in the

product information.

490. The apparatus of any one of claims 433-489 further comprising means for

sending a tag location signal.

491 . The apparatus of any of claims 433-490 further comprising means for

displaying the first ping location data on a user interface.

492. The apparatus of any one of claims 433-491 further comprising means for

sending a tag accounting signal.

493. The apparatus of any one of claims 448-492 further comprising means for

generating a report based on the product information and first ping location data.

494. The apparatus of any one of claims 448-493 further comprising means for

displaying the product information and first ping location data on a user interface.

495. The apparatus of any one of claims 448-494 further comprising means for

receiving product information and first ping location data from a plurality of the monitoring

devices and means for generating a tag accounting report in response to receiving

product information and first ping location data from a plurality of monitoring devices.



496. The apparatus of any of claims 433-495 further comprising means for

receiving second ping node location data from a monitoring device.

497. The apparatus of claim 496 further comprising means for determining the

relative tag location based at least partially on the first ping location data and the second

ping location data.

498. The apparatus of claim 497 further comprising means for displaying the

relative tag location on a user interface.

499. An apparatus comprising means for monitoring a plurality of commercial

environments, wherein the commercial environments comprise the apparatus in any one

of claims 433-498.

500. The apparatus of claim 499 further comprising means for determining a

global market compliance based on compliance of each commercial environment with the

market compliance design.
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