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(57) Abrege/Abstract:
Systems and methods for location tracking notification are provided. Location sharing involves a mobile device sending location

Information to another device. This can allow another device to track the geographic location of the mobile device. Even though
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(57) Abrege(suite)/Abstract(continued):
permissions can restrict access of the location Iinformation to only authorised users, the user of the mobile device might

nonetheless wish to be Informed of when another user Is tracking their location. In accordance with an embodiment of the
disclosure, If the location of the mobile device Is being tracked, then the mobile device executes a user notification indicating that
the location of the mobile device Is being tracked. This can inform the user that their location Is being tracked.
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Abstract

Systems and methods for location tracking
notification are provided. Location sharing involves a mobile
device sending location information to another device. This

can allow another device to track the geographic location of

the mobile device. Even though permissions can restrict access

of the location information to only authorised users, the user

—

of the mobile device might nonetheless wish to be informed of

when another user 1is tracking their location. In accordance

wlith an embodiment of the disclosure, i1if the location of the
moblile device 1s being tracked, then the mobile device executes

a user notification indicating that the location of the mobile

device 1s being tracked. This can 1nform the user that their

location 1s being tracked.
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Systems and Methods for |
Location Tracking Notification

Field-of the Disclosure

. The application relates generally td'mobile'devices,

and more particularly to tracking the geographic location of
one or more mobile devices.

Background of the Qiscloaﬁre

A location-based service (LBS) is.an information and
entertainment service that .makes use of the geographieal
’positiono’of one .or more mob;I.le devices.fﬁ' Some applications
involve tracking the geographic location of one or more mobile

devices. 1In order for a communication device to track the
location of a mobile. deviee, the communica'tion device 'receives

location information from which the geographical locatlon of

the mobile device can ‘be determined - The location informatlon

can be generated- by the mobile device uaing 'GPS"technology or
by other means. The communication device can receive location

information on an ongoing basis in order to keep up to date on
the geographical location of the ‘mobile device.

Privacy can be a concern when providing location

information. - One approach is implement permlsswns for

accessing location information. This can prevent unauthorlsed

users from accessing location information. of a mobile device,

as orily authorised users'can access the location information.
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Summary of the Disclosure

According to a broad aspect, there 1is provided a
method executable in a mobile device, the method comprising:
determining whether a location of the moblle device 1s
currently being tracked by at least one other device;
determining a type of location tracking; and upon determining
that the location of the mobile device is currently beiling

tracked by at least one other device, executling a user

notification based on the type of location tracking, the user

notification indicating that the location of the mobile device

1s currently being tracked, and the executing the user

P

notification comprising: if the location of the mobile device

is being actively tracked whereby location information 1s

periodically provided in response to a user request, executing

a first user notification associated with active tracking; and

if the location of the mobile device 1s belng passively tracked

whereby location information is provided only upon a condition

other than a reguest being satisfied, executing a second user

notification associated with passive tracking.

According to another broad aspect, there 1s provided

a computer readable medium having computer executable

instructions stored thereon for executlon on a processor SO as

to implement the method summarised above.

According to another broad aspect, there 1s provided

a mobile device configured for implementing the method as

summarised above.

Other aspects and features of the present disclosure

will become apparent, to those ordinarily skilled in the art,

p

upon review of the following description of the specific

embodiments of the i1nventlion.
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Brief Description of the Drawings

EFmbodiments will now be described

the attached drawings 1n which:

—
p—

Figure 1 1s a block diagram of an

d communication system featuring peer-to-peer

Figure 2 1s a block diagram of an

communication system

featuring server-based

wlith reference to

example

communication;

example

communication:;
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—

Figure 3 is a flowchart of a method of notifylng a

user that its location i1s being tracked by another device;

Figure 4 is a flowchart of a method of notifying a
user that its location is being tracked by another device 1n a

peer-to-peer architecture;

g

“lowchart of a method of notifylng a

b

Figure 5 1s a

user that its location 1s being tracked by another device 1n a

server-based architecture;

Figure 6 is a flowchart of a method for a server to

report each device that is tracking the location

Figure 7 is a flowchart of another method of
notifying a user that its location 1s being tracked by another

device;

Figure 8 is a flowchart of a method of notifying a

user that its location is no longer being tracked by another

device;

F

Figure 9 is a flowchart of a method of notifying a

user 1in real-time when its location is being tracked by another

device;

Figure 10 is a flowchart of a method of obtaining

location information of a mobile device only when the location

information 1s needed;

Figure 11 schematic of an example graphic user
interface (GUI) for notifying a user in real-time when 1ts

location i1s being tracked; and

Figure 12 is a block diagram of a mobille device.
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Detailed Description of Embodiments

It should be understood at the outset that although

illustrative implementations of one or more empbodiments of the
present disclosure are provided below, the disclosed systems
and/or methods may be implemented using any number of
techniques, whether currently known or in existence. The
disclosure should in no way be limited to the i1llustrative
implementations, drawings, and techniques 1llustrated below,
including the exemplary designs and implementations 1llustrated

and described herein, but may be modified within the scope of

the appended claims along with their full scope of equivalents.

Systems for Location Tracking Notification

Turning now to Figure 1, shown 1s a block diagram of
an example communication system featuring peer-to-peer
communication. The communication system has a wireless network
20, and a plurality of devices 10,30,35 including a mobile
device 10 and other communication devices 30,35. There might
be other devices, but they are not shown for simplicity. The
mobilile device 10 has a wireless access radio 11, a GPS receiver
12, a processor 13, a location tracking notifier 14, and might
have other components but they are not shown for simplicity.
Details of the other communication devices 30,35 are omitted
for simplicity. There are a plurality of GPS satellites 40
(only one shown for simplicity) for those devices that are GPS-

enabled, for example the mobile device 10.

The operation of the communication system will now be
described by way of example. Communication between the devices
10,30,35 1s through the wireless network 20. The mobile device
10 uses 1ts wireless access radio 11 for communicating
wilrelessly over a wireless connection 21, while the other
communication devices 30,35 communicate over respective

connections 22,23. The connections 22,23 can be wireless or
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wired depending on whether the communication devices 30,35 are

mobile. For this example, 1t 1s assumed that the communication
between the devices 10,30,35 1s performed in a peer-to-peer
manner. However, alternative i1mplementations are possible. An
example featuring communication 1n a server-based manner 1s

described later with reference to Figure 2.

The moblle device 10 generates location information

using GPS technology, which 1nvolves receiving GPS signals 41

from the GPS satellites 40 using 1ts GPS receiver 12. Location
sharing involves the mobile device 10 sending the location
information to another device, for example one of the other
communication devices 30,35. This can allow another device to

track the geographic location of the mobile device 10.

Privacy can be a concern when providing the location

information. One approach 1is to implement permissions for

accessing the location i1nformation. For example, the user

might have a set of rules indicating who can access their

location information. This can prevent unauthorised users from

accessing the location information. However, even though

F
e

permissions can restrict access of the location information to

P

only authorised users, the user of the mobile device 10 might

nonetheless wish to be informed of when another user is

tracking their location.

In accordance with an embodiment of the disclosure,

1f the location of the mobile device 10 is being tracked, then

the location tracking notifier 14 executes a user notification

pr—

indicating that the location of the mobile device 10 is being

tracked. This can 1nform the user that their location is being

tracked.

There are many ways to determine whether the location

of the mobile device 10 is being tracked. In some

implementations, the mobile device 10 determines that each
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device to which the location information 1s sent 1s tracking

the location of the mobile device 10. For example, i1f the
mobilile device 10 provides the location information to the first
communication device 30, then the mobile device 10 determines
that the first communication device 30 is tracking its

location. Since the location information 1s provided to the

first communication device 30 1n a peer-to-peer manner, the

mobile device 10 1s aware that the location i1nformation 1s sent

to the first communication device 30.

In some implementations, 1f a communication device 1s

not presently tracking the location of the mobile device, then
the communication device 1ndicates this to the mobile device
50. Thus, the mobile device 50 can avoid sending location
information to the communication device even though the
communication device might have permission to the location
information. For those communication devices that are
receiving the location information and do not indicate that the
location information 1s not needed, then it 1s assumed that

they are tracking the location of the mobile device 10.

In some i1mplementations, the user notification

plr—

identifies who or what i1s tracking the li1ocation of the mobile

device. n some 1mplementations, the user notification

identifies each device to which the location information 18

sent. For example, 1f the mobile device 10 provides the

location information to the first communication device 30, then
the user notification i1identifies the first communication device

30. The identification is provided 1n a manner that

distinguishes from other devices such as the second

communication device 35. As an alternative, the user

P

notification can 1dentify the user of each device to which the

location information i1s sent. This serves to inform the user
of the mobile device 10 of who 1s tracking its location. As

another alternative, the user notification can 1dentify a
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tracking application operating on each device to which the

location 1nformation 1s sent. Any appropriate combination 1is

also possible, for example the user notification can identify a

device to which the location information 1is sent together with

the user of that device.

In the 1llustrated example, the location tracking

notifier 14 1s implemented as software and is executed on the
processor 13. However, more generally, the location data
provider 14 may be 1mplemented as software, hardware, firmware,

Or any appropriate combination thereof.

Further details of notifying a user that its location
1s being tracked by another device in a peer-to-peer

architecture are provided later with reference to Figure 4.

Turning now to Figure 2, shown is a block diagram of
an example communication system featuring server-based
communication. The communication system has a wireless network
60, and a plurality of devices 50,30,35 including a mobile
device 50 and other communication devices 70,75. There might
be other devices, but they are not shown for simplicity. The
moblle device 50 has a wireless access radio 51, a GPS receiver
52, a processor 53, a location tracking notifier 54, and might

have other components but they are not shown for simplicity.

Details of the other communication devices 70,75 are omitted
for simplicity. The wireless network 60 has a server 65, which
has a processor 66, a location tracking informer 67, a location

tracker 68, and might have other components but they are not

shown for simplicity. The server 65 is shown to part of the
wireless network 60. In alternative configurations, the server
65 does not form part of the wireless network 60 and is instead

coupled to the wireless network 60. There are a plurality of

GPS satellites 80 (only one shown for simplicity) for those

devices that are GPS-enabled, for example the mobile device 50.
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The operation of the communication system will now pe

described by way of example. Communication between the devices

50,70,75 is through the server 65 of the wireless network 60.

The mobilile device 50 uses 1ts wireless access radio 51 for
communicating wirelessly over a wireless connection 61, while
the other communication devices 70,75 communicate over
respective connections 62,63. The connections 62,63 can be
wireless or wired depending on whether the communication
devices 70,75 are mobile. For this example, 1t 1s assumed that
the communication between the devices 50,70,75 1s performed 1n
a server-based manner. However, alternative 1mplementations
are possible. An example featuring communication 1n a peer—-to-

peer manner was described earlier with reference to Figure 1.

The mobile device 50 generates location information
using GPS technology, which involves receiving GPS signals 81
from the GPS satellites 80 using 1ts GPS receiver 52. Location
sharing involves the mobile device 50 sending the location
information to the server 65, which 1n turn provides the
location information to another device. For example, the

p—

location tracker 68 of the server 65 might operate to provide

the location information to one of the other communication
devices 70,75. Location sharing can allow another device to

track the geographic location of the mobile device 50.

Privacy can be a concern when providing the location

i

information. One approach 1s to implement permissions for

accessing the location information. This can prevent

unauthorised users from accessing the location information.

However, even though permissions can restrict access of the
location information to only authorised users, the user of the
mobile device 50 might nonetheless wish to be informed of when

another user 1s tracking their location.
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In accordance with an embodiment of the disclosure,
1f the location of the mobile device 50 1s being tracked, then
the location tracking notifier 54 executes a user notification
indicating that the location of the mobile device 50 1s being
tracked. This can inform the user that thelr location 1s belng

tracked.

There are many ways to determine whether the location
of the mobile device 50 1s being tracked. In some
implementations, the mobile device 50 determines that another
device 1s tracking the location of the mobile device 50 based
on the location i1nformation being sent to the server 65. Since
the location i1nformation 1s provided 1in a server-based manner,

F

the moblle device 50 might not be aware of which devices are

tracking 1ts location. However, the server 65 is aware of
which devices are provided with the location information.
According to another embodiment of the disclosure, the location
tracking informer 67 of the server 67 operates to send a

message to the mobile device 50 1ldentifying who or what 1is

tracking the location of the mobile device 50. Upon receiving

the message, the mobile device 50 becomes aware of who or what

1s tracking the location of the mobile device.

In some 1mplementations, 1f a communication device 1is
not presently tracking the location of the mobile device, then
the communication device 1ndicates this to the server 65.

Thus, the server 65 can avoid sending location information to

the communication device even though the communication device

might have permission to the location information. For those

communication devices that are receiving the location
information and do not indicate that the location information

1s not needed, then it is assumed that they are tracking the

location of the mobile device 10.
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In the i1llustrated example, the location tracking

informer 67 of the server 65 is implemented as software and 1s

executed on the processor 66. However, more generally, the

location tracking informer 67 may be implemented as software,

r—

hardware, firmware, or any appropriate comblination thereof. In

some implementations, the server 65 1s a Presences Server.

In some implementations, the user notification

executed by the mobile device 50 identifies who or what 1s

pp—

tracking the location of the mobile device. The i1identifilication

F F

of who or what is tracking the location of the mobile device

might depend on what information 1s provided by the server.

pr—
p—

For example, 1if the server 65 indicates to the mobile device 50

that the location information was provided to the first

communication device 70, then the user notification can

identify the first communication device 70. The identification

can be provided in a manner that distinguishes from other

devices such as the second communication device 75. As another

P

example, 1f the server 65 identifilies the user of the first

communication device 70, then the user notification can

Jr—

identify that user. This serves to inform the user of the

mobile device 50 of who 1s tracking i1its location. As another

example, if the server 65 identifies a tracking application

operating on the first communication device 70, then the user

notification identifies that application. Any appropriate

combination is also possible, for example the user notification

can identify a device to which the location information 1s sent

together with the user of that device.

In the illustrated example, the location tracking

P

notifier 54 of the mobile device 50 1s i1mplemented as software

and is executed on the processor 53. However, more generally,

the location data provider 54 may be 1mplemented as software,

p—
—

hardware, firmware, or any approprlate combination thereof.
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Further details of notifying a user that 1ts location

is being tracked by another device 1n a server-—-based

architecture are provided later with reference to Flgure 5 and

Figure 6.

In the 1llustrated examples present above with

reference to Figure 1 and Figure 2, detalils of the wireless
networks 20,060 have been omitted. It 1s to be understood that
the wireless networks 20,60 would have any appropriate
combination of components suitable for a wireless network.
Note that the wireless networks 20,60 may include wires in
spite of having components for wireless communication. The
components of the wireless networks 20,60 are 1mplementation
specific and may depend on the type of wireless network. Any
appropriately configured wireless network can be used. In
specific implementations, the wireless networks 20,060 are GSM
(Global System for Mobile communications) / EDGE (Enhanced Data
rates for GSM Evolution) / 3G or CDMA (Code Division Multiple
Access) networks. In other implementations, the wlreless

networks 20,60 are WiFi networks. Other implementations are

possible.

In the 1llustrated examples present above with

reference to Figure 1 and Figure 2, 1t 1s assumed that at least

some of the devices are GPS—-enabled for determining geographic

location. Whilst examples presented herein focus on use of
GPS, i1t 1s to be understood that alternative means for
determining geographic location are possible and are within the

scope of this disclosure. For example, geographic location can

alternatively be determined based on cell/sector identification

within cellular network. As another example, geographic

i,

location can be determined using triangulation of signals from

in-range base towers, such as those used for Wireless E911.
Wireless Enhanced 911 services enable a cell phone or other

wireless device to be located geographically using
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P

radiolocation techniques such as (1) angle of arrival (AOA)

which entails locating the caller at the point where signals

from two towers intersect; (ii1) time difference of arrival

(TDOA), which uses multilateration like GPS, except that the

networks determine the time difference and therefore the

distance from each tower; and (i1ii1i1) location signature, which

uses "fingerprinting" to store and recall patterns (such as

multipath) which mobile phone signals exhibit at different

locations in each cell. Coarser location i1nformation can be
obtained not only be triangulating the device’s position based
on nearby cell towers but also based on nearby Wi-Fi access

points via a WLAN radio. As an alternative example, geographic

location can be determined based on bar codes. Each bar code

1s located 1n a predefined location and encodes location

information for that location. A mobile device, upon

scanning/taking picture of one of these bar codes, can obtain
the location i1nformation. The bar codes can be l-dimensional,
or 2-dimensional. Other means for determining geographic

location may be possible.

In the examples presented hereln, reference 1s made

F

to “location information” of a mopbpile device. It 1s to be

—

understood that there are many possibilities for the location

information. In specific implementations, the location

information 1s presence information. In some implementations,

the location information includes coordinates of the location

of the mobile device. The coordinates might for example be

derived using GPS technology. More generally, the location

information includes any suiltable information from which the

location of the mobile device can be determined.

Methods for Location Tracking Notification

Referring now to Figure 3, shown is a flowchart of a

method of notifying a user that 1ts location is being tracked
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by another device. This method may be implemented i1n a mobile
device, for example by the location tracking notifier 14 of the

mobile device 10 shown in Figure 1. Alternatively, this method

may be implemented by the location tracking notifier 54 of the
mobile device 51 shown in Figure 2. More generally, this

method may be implemented in any appropriately configured

mobile device.

At step 3-1, the mobile device determines whether 1ts

location 1is being tracked by at least one other device. As

noted above, even if authorised users have permission to track

the location of the mobile device, the user of the mobile

device might nonetheless wish to be informed of when another

user 1s tracking their location. Therefore, 1n accordance with

an embodiment of the disclosure, 1f the location of the mobile

device is being tracked, then at step 3-2 the mobile device

executes a user notification indicating that 1ts location 1s

being tracked.

There are many ways for the mobile device to

determine whether 1ts location 1s being tracked. In some

implementations, if the mobile device sends 1ts location data,
then the mobile device determines that its location 1s belng
tracked. The manner in which the location data 1s sent might
depend on whether the mobile device communicates with other
devices in a peer—-to-peer architecture or 1n a server-based

architecture. An example 1n which location data 1s sent i1n a

peer—-to-peer architecture 1s provided pbelow with reference to

Figure 4. An example in which location data 1s sent 1n a

server—-based architecture 1s provided below with reference to

Figure 5. In other implementations, 1f the mobile device
accepts a request for location data, then the mobile device
determines that its location 1s being tracked, even 1f 1ts

i

location information has yet to be sent. An example of this 1s
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described below with reference to Figure 7. Other

implementations are possible.

There are many ways for the mobile device to execute

the user notification indicating that its location 1s being

tracked. In some implementations, the user notification

pr—

includes any one or more of visual notification (e.g. LED,

screen 1con, Sscreen text, etc.), audio notification (e.q.

chime, ring, etc.), and tactile notification (e.g. vibrate,

etc.). Any suiltable notification from which the user can
understand that its location 1s belng tracked can be
implemented. In alternative 1mplementations, the user

F

notification comprises transmission of a message, for example

SMS, instant messaging, or email, for indicating that the

location of the mobile device 1is belng tracked. The message

gt

can be received by the user of the mobile device 1in order to

P

inform the user that the location of the mobile device 1s being

tracked. Other implementations are possible.

In some implementations, the user notification

P

identifies who or what is tracking the location of the mobile

device, examples of which have been provided. The manner 1n
which the mobile device determines who is tracking i1its location
might depend on whether the mobile device communicates with
other devices in a peer-to-peer architecture or 1n a server-
based architecture. An example in which the mobile device

determines who 1is tracking its location 1n a peer—-to-peer

architecture is provided below with reference to Figure 4. An
example in which the mobile device determines who 1s tracking

its location in a server-based architecture 1s provided below

with reference to Figure 5. In alternative implementations, no
indication is provided as to who 1s tracking the location of

the mobile device. Other implementations are possible.
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ﬂ

Referring now to Figure 4, shown 1s a flowchart of a

P

method of notifying a user that 1ts location 1s being tracked

by another device in a peer-to-peer architecture. This method

may be implemented in a moblle device, for example by the

location tracking notifier 14 of the mobile device 10 shown 1n

Figure 1. More generally, this method may be implemented 1n

any appropriately configured mobilile device.

At step 4-1, the mobile device determines location

b

information of the mobile device. At step 4-2, the mobile

device sends the location information to at least one device.

As noted above, even if authorised users have permission to

F

track the location of the mobile device, the user of the mobile

F

device might nonetheless wish to be i1nformed of when another

user 1is tracking their location. Therefore, 1n accordance with

an embodiment of the disclosure, at step 4-3 the mobille device

executes a user notification indicating that i1its location 1is

being tracked.

Generally speaking, the location information 1s

provided upon an event that triggers the moblle device to send

the location information. The event might for example be a

request for the location information. Alternatively, the event

might for example be a condition being satisfied for sending

F

the location information. For instance, 1f the mobile device

is to provide location information upon traveling at least a

minimum amount of distance, then travelling the minimum amount

P

of distance triggers the mobille device to provide location

information. The mobille device might have a set of rules for

providing location information upon satisfaction of one or more

conditions.

In some i1mplementations, the user notification

identifies who or what 1s tracking the location of the mobile

device, examples of which have been provided. Since the
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location information is provided to each device 1n a peer-to-

gr—

peer manner, the mobile device 1is aware of each device

receiving the location information. The user notification can

therefore inform the user of who is tracking its location.

F

Referring now to Figure 5, shown 1s a flowchart of a

method of notifying a user that its location 1s being tracked

by another device in a server-based archltecture. This method

may be implemented in a mobile device, for example by the

ﬁ

location tracking notifier 54 of the mobile device 51 shown 1in

Figure 2. More generally, this method may be implemented 1n

any appropriately configured mobile device.

At step 5-1, the mobile device determines location

information of the mobile device. At step 5-2, the mobile

device sends the location information to a server. In some

implementations, as indicated at step 5-3, the mobile device

recelives a message from the server i1dentifying who or what 1s

P

tracking the location of the mobile device. In alternative

implementations, no such message 1s received 1n which case the
mobile device might not know who or what 1s tracking 1ts
location, but nonetheless assumes that at least one other

F
—

device 1s tracking its location. As noted above, even 1f

F

authorised users have permission to track the location of the

o

mobile device, the user of the mobile device might nonetheless

wish to be informed of when another user is tracking their

location. Therefore, 1n accordance with an embodiment of the

disclosure, at step 5-4 the moblle device executes a user

notification indicating that 1ts location 1s being tracked.

Generally speaking, the location i1nformation 1is

provided upon an event that triggers the mobile device to send

the location information. The event might for example be a

request for the location information. Alternatively, the event

might for example be a condition being satisfied for sending
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the location i1nformation. For 1nstance, 1f the mobile device

1s to provide location information upon traveling at least a

P

minimum amount of distance, then travelling the minimum amount

of distance triggers the mobile device to provide location

F

information. The mobille device might have a set of rules for

providing location information upon satisfaction of one or more

conditions.

In some 1mplementations, the user notification

ldentifies who or what 1s tracking the location of the mobile

device, examples of which have been provided. The mobile

F
p—

device might determine who or what 1s tracking the location of

the moblile device, for example based on the message received at

step 5-3. The user notification can therefore inform the user

—

of who or what 1s tracking its location.

P

Referring now to Figure 6, shown 1s a flowchart of a

method for a server to report each device that is tracking the

location. This method may be i1mplemented in server, for

*

example by the location tracking informer 67 of the server 65

shown 1n Figure 2. More generally, this method may be

implemented 1in any appropriately configured server.

At step ©6-1, the server receives location information

of the mobile device. At step 6-2, the server provides the

location information to at least one other device. In some
implementations, each device has been determined to have

permission to obtain the location information. However, even

I

1f authorised users have permission to track the location of

the mobile device, the user of the mobile device might

P

nonetheless wish to be 1nformed of who i1s tracking their

F

location. Therefore, 1n accordance with an embodiment of the

disclosure, at step 6-3 the server sends a message to the

moblle device identifying who or what is tracking the location

of the mobilile device.
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In the examples presented above, it 1s assumed that a

mobile device executes a user notification around the time that

location information 1s provided. In other 1mplementations,

the mobile device executes a user notification

upon granting a

request for the location information, even 1f location

information might not be provided for a while.

In some

instances, location information might be provided much later

than the time of the request. However, the user of the mobile

device might nonetheless wish to be promptly notified that 1its

F

location is being tracked. An example of executing a user

notification upon granting a request for the location

information is provided below with reference to Figure 7.

Referring now to Figure 7, shown 1s a flowchart of

ﬁ

another method of notifyving a user that 1ts location 1s being

tracked by another device. This method may be

implemented 1n a

mobile device, for example by the location tracking notifier 14

of the mobile device 10 shown in Figure 1. Alternatively, this

method may be implemented by the location tracking notifier 54

of the mobile device 51 shown 1n Figure 2. More generally,

this method may be implemented 1n any appropriately configured

mobille device.

At step 7-1, the mobile device receives a request for

location information. At step 7-2, the mobile

determines whether to grant the request. This

device

P
—

LOK

might

F

example 1involve determining whether a source of the reqgquest has

P

permission to track the location of the mobile

request 1s not granted, then the method ends.

'

P

device. f the

n alternative

implementations, 1f the request 1s not granted, then mobile

device executes a user notification indicating

that a request

for location i1nformation has been denied. Thlis can inform the

user that there was an attempt to track i1ts location.
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However, 1f the request 1s granted, then the mobile
device determines that another device 1s tracking i1ts location.
As noted above, even 1f authorised users have permilission to

F

track the location of the mobile device, the user of the mobile

pr—

device might nonetheless wish to be i1informed of when another

user 1s tracking their location. Therefore, in accordance with

an embodiment of the disclosure, the mobile device executes a

user notification indicating that i1ts location 1is being
tracked. In some implementations, the user notification
ldentifies who or what initiated the request. This serves to

F

inform the user of the moblile device as to who or what 1s

tracking its location.

In some 1mplementations, as indicated at step 7-3,

the mobile device determines a type of location tracking. This
allows the mobile device to execute the user notification based
on the type of location tracking. 1In a specific example, if at

step 7-3 the mobile device determines that its location is

being actively tracked, then at step 7-4 the mobile device

executes a user notification that i1s associated with active

y—
p—

tracking. Conversely, if at step 7-3 the mobile device

determines that 1ts location is being passively tracked, then

at step 7-7 the mobile device executes a user notification that

1s assocliated with passive tracking. Details of active
location tracking and passive location tracking are described

below.

Active location tracking might for example involve
periodically providing location information in response to one
request, namely the request received at step 7-2. Therefore,

the moblle device periodically determines location information

at step 7-5 and periodically provides the location information

at step /-6. Alternatively, active location tracking might
1nvolve providing location information in response to each of a

plurality of requests, one of which being the request received
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at step 7-2. In any case, the device to which the location

1nformation 1s sent actively tracks the location of the mobile

device.

Passive location tracking might for example involve

providing location information only upon a condition other than

a request being satisfied. For example, the request received

at step 7-2 might be a geofence request, which indicates that

location information 1s not needed until the mobile device

leaves a geofence. Therefore, prior to the mobile device

leaving the geofence, the mobile device does not provide any

location information. As another example, the request received

at step /-2 might i1ndicate that location information i1is not
needed until the mobile device moves at least a minimum amount

of distance from 1ts current position. As another example, the

e

request received at step 7-2 might indicate that location

information i1s not needed until the mobile device becomes

F ﬁ

wlthin proximity of another object. These examples differ from

active location tracking because there is reliance on the

mobile device to determine when to provide location

F

information. Other forms of passive tracking are possible.

P

A

Examples have been provided for informing a user o:

moblle device when their location is being tracked by another

user. The user of the mobile device might also wish to know

when the other user i1s no longer tracking their location.

P

Example methods of notifying the user that their location is no

longer being tracked are provided below.

)

Referring now to Figure 8, shown is a flowchart of a

method of notifying a user that their location is no longer

being tracked by another device. This method may be

1implemented in a mobile device, for example by the location

P

tracking notifier 14 of the mobile device 10 shown in Figure 1.

Alternatively, this method may be implemented by the location
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tracking notifier 54 of the mobile device 51 shown in Figure 2.

More generally, this method may be implemented in any

appropriately configured mobile device.

The method will be described with the assumption that

at least one device was tracking the location of the mobile

device. However, 1t 1s noted that this is not a requirement

for the method. At step 8-1, the mobile device determines

F

whether the location of the mobile device is no longer being

tracked by the at least one device. If the location of the
moblle device is no longer being tracked by the at least one
device, then at step 8-2 the mobile device executes a user

ﬁ

notification indicating that the location of the mobile device

1s no longer being tracked by the at least one device.

By informing a user that its location is being

Cracked by another device, and subsequently informing the user

that 1ts location 1s no longer being tracked by the other

device, the user can be informed in real-time as to who or what

gr—

1s tracking their location. An example method of notifying a

user 1n real-time when their location is being tracked by

another device 1s described below.

Jr—
aad

Referring now to Figure 9, shown is a flowchart of a

b,

method of notifying a user in real-time when their location is

being tracked by another device. This method may be

implemented in a mobile device, for example by the location

P

tracking notifier 14 of the mobile device 10 shown in Figure 1.

Alternatively, this method may be implemented by the location

tracking notifier 54 of the mobile device 51 shown in Figure 2.
More generally, thilis method may be implemented in any

appropriately configured mobile device.

In some 1lmplementations, as indicated at step 9-1,

the mobile device receives a request for location information

F
p—

Of the moblle device on an ongoing basis. This request might
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be received for example because a tracking application of a

communication device 1s to track the location of the mobile

device. If the request 1s granted, then at step 9-2 the mobile

—

device automatilically sends location information of the mobile

device on an ongoing basis. This allows the communication

gr—

device to track the location of the mobile device. In some

implementations, a GPS receiver used for determining the

P
—

location i1nformation of the mobilile device 1s turned on 1f it 1is

off at the time of the request. Also, at step 9-3 the mobile

device executes a user notification indicating that 1its

location 1s being tracked.

p

If at step 9-4 the moblle device recelves a message

indicating that location i1nformation of the mobile device 1s

not needed, then at step 9-5 the mobile device ceases to send

H

location information of the mobile device on the ongolng basis.

Also, at step 9-6 the mobilile device executes a user

F

notification indicating that the location of the mobile device

1s no longer being tracked. The mobile device might receive

F

the message for example 1f a tracking application that uses the

location information 1s no longer running or 1s otherwlse not

F

presently tracking the location of the mobilile device.

the mobile device turns o:

FF
pr—

In some 1mplementations, as indicated at step 9-7,

f a GPS receiver used for determining

F

the location information of the mobile device 1f the GPS

recelver 1s not needed for any other purpose. Turning o:

B
3

f the

GPS receilver can reduce power consumption for the mobile

device. The GPS receiver

pre——
p—

can be turned back on 1f for example

the mobile device later receives notification that another

device needs 1ts location.

In some i1mplementations, the method returns to step

9-1 at a later time 1f the mobile device receives another
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F

request for location information of the mobile device on an

)

ongolng basis. In other words, the method can repeat itself.

In the examples presented herein, reference is made

to a mobile device automatically sending location information

Jr—

of the mobile device on an “ongoing basis”. In some

1mplementations, the ongoing basis is periodic. However, it is

to be understood that the ongoing basis can be irregular and

might be dependent upon one or more events or variables. For

p— pr——

example, an update of location information of a mobile device

might be received only whenever the mobile device moves a

specified distance. Regardless, location information is

provided automatically without any specific request except for

an 1nitial request for automatically receiving location

information on an ongoing basis.

The method described above with reference to Figure 9

notifies a user in real-time when its location is being tracked
by another device. This 1nvolves determining whether the

location 1s being tracked based on sending or not sending

location information 1in accordance with various signaling,

namely the request at step 9-1 and the message at step 9-4.

The signaling can originate from a server in the case of

server-based communication, or from a communication device that

tracks the location of the mobile device in the case of peer-

F

to-peer communication. An example of how the signaling 1is

generated 1s described below.

Referring now to Figure 10, shown is a flowchart of a

P

method of obtaining location information of a mobile device

only when the location information is needed. This method may

pe 1mplemented in server, for example by the location tracking

informer 67 of the server 65 shown in Figure 2. Alternatively,

this method may be implemented in a communication device (e.g.

first communication device 30 shown in Figure 1) that tracks
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the location of the mobile device. More generally, this method

may be implemented in any appropriately configured apparatus.

In some 1mplementations, as indicated at step 10-1,

the apparatus requests to automatically receive location

information of the mobile device on an ongolng basis. Upon

recelving the request, the mobile device starts to provide

location information on an ongoing basis. Therefore, at step

10-2, the apparatus automatically receives location information

F

of the mobile device on an ongolng basis. The location

information might for example be used by an application

tracking the geographic location of the mobile device.

At step 10-3, the apparatus determines whether
location information of the mobile device i1s needed. This
might for example 1nvolve determining whether the location
information is presently needed. In specific implementations,
this i1nvolves determining whether an application that uses the
location information 1is no longer running or 1is otherwise not

pre—

presently tracking the location of the moblle device.

Alternatively, or additionally, a determination might be made
as to whether the location information i1s expected to be needed
at some future time. In accordance with an embodiment of the

—

disclosure, 1f the location information of the mobile device is

not needed, then at step 10-4 the apparatus transmits a message
indicating that the location information of the mobile device
1s not needed. Upon receiving the message, the mobile device
stops providing location information to the apparatus on an
ongolng basis. This avolds excesslive messagling by avoiding

location messages that are not needed. This also serves to

inform the mobilile device that 1ts location is not being

tracked.

Later at step 10-5 the apparatus determines whether

F

location information of the mobile device i1is needed. This
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might for example involve determining whether the application
that uses the location i1nformation has been re—-executed or 1s
otherwise not tacking the location of the mobile device. 1If
location information of the mobile device 1s needed, then at
step 10-6 the apparatus transmits a message 1ndicating that the
location information of the mobile device 1s needed. Upon
receiving the message, the mobile device continues to provide
location information on an ongoilng basis. At step 10-7, the
apparatus automatically receives the location information on an
ongoing basis. Thus, the application that uses the location

#.

INOX 4

information can continue to use the location i1nformation

tracking purposes.

In some implementations, the method returns to step
10-3 so that the apparatus can determine at a later time
whether location information of the moblle device 1s needed.

F

In other words, the method can repeat itself.

User Interface

Referring now to Figure 11, shown 1s a schematic of

an example graphic user interface (GUI) 90 for notifylng a user

1n real—-time when its location 1s being tracked. The GUI 90

might for example be displayed by a mobile device, for example

by the mobile device 10 shown 1in Figure 1 or by the mobile

device 50 shown in Figure 2. It is to be understood that the

GUI 90 1s shown with specific features and specific information

for exemplary purposes only.

The GUI 90 includes a list 91 of users and a

respective tracking status 92 for each user. In this example,
Joe has no permission to track the location of the mobile
device. Sally has permission to track the location of the

mobile device and 1s currently tracking the location of the

'}

moblle device. Rob has no permission to track the location of

the mobile device, but has nonetheless requested location
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information. The request was denied and therefore the tracking
status 92 indicates “no permission, request denied.” Terry has
permission to track the location of the mobile device and 1s

currently tracking the location of the mobile device. Paul has

P

permission to track the location of the moblile device and was

ﬁ

tracking the location of the mobile device but has recently

stopped. Ron has permission to track the location of the

moblle device and 1s currently tracking the location of the

mobille device.

Whilst the GUI 90 is shown to i1ndicate permissions,
1t is noted that the GUI 90 also provides an indication of who

or what is tracking their location. Thils goes beyond merely

informing of who has permission to track their location, as the
user 1s provided with a real-time indication of who or what is

tracking thelr location.

Note that the tracking status 92 for each user 91 1s
text-based. Alternatively, or additionally, 1icons or other
visual graphics can be displayed for indicating the tracking

status 92. More generally, any indicatlon can be displayed

from which the user can determine who or what 1s tracking their

location. Whilst a tracking status 1s provided for each of a
plurallty different users, 1t 1s to be understood that

alternative implementations are possible.

Another_quileﬁgez;qg

Referring now to Figure 12, shown is a block diagram

of another mobile device 100 that may implement any of the
device methods described herein. The mobile device 100 1is
shown with specific components for implementing features
similar to those of the mobile device 10 shown in Figure 1 or

the mobile device 50 shown 1n Figure 2. It is to be understood

that the mobile device 100 1is shown with very specific details

for exemplary purposes only.
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A processing device (a microprocessor 128) 1s shown
schematically as coupled between a keyboard 114 and a display

126. The microprocessor 128 1s a type of processor with

features similar to those of the processor 13 of the mobile

device 10 shown in Figure 1 or the processor 53 of the mobile

device 50 shown in Figure 2. The microprocessor 128 controls

operation of the display 126, as well as overall operation of
the mobile device 100, 1n response to actuation of keys on the

keyboard 114 by a user.

The mobile device 100 has a housing that may be
elongated vertically, or may take on other sizes and shapes

(Lncluding clamshell housing structures). The keyboard 114 may

include a mode selection key, or other hardware or software for

switching between text entry and telephony entry.

In addition to the microprocessor 128, other parts of
the mobile device 100 are shown schematically. These include:
a communications subsystem 170; a short-range communications
subsystem 102; the keyboard 114 and the display 126, along with
other input/output devices including a set of LEDs 104, a set
of auxiliary I/0 devices 106, a serial port 108, a speaker 111
and a microphone 112; as well as memory devices 1ncluding a
flash memory 116 and a Random Access Memory (RAM) 118; and
various other device subsystems 120. The mobile device 100 may
have a battery 121 to power the active elements of the mobile
device 100. The mobile device 100 1s in some embodiments a
two-way radio frequency (RF) communication device having voice
and data communication capabilities. In addition, the mobile
device 100 i1n some embodiments has the capability to

communicate with other computer systems via the Internet.

Operating system software executed by the

microprocessor 128 1s 1n some embodiments stored in a

persistent store, such as the flash memory 116, but may be
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F

stored 1n other types of memory devices, such as a read only

memory (ROM) or simlilar storage element. In addition, system

software, specific device applications, or parts thereof, may
be temporarily loaded 1nto a volatile store, such as the RAM
118. Communication signals receilved by the mobile device 100

may also be stored to the RAM 118.

The microprocessor 128, 1n addition to 1ts operating

system functions, enables execution of software applications on

F

the moblle device 100. A predetermined set of software

applications that control basic device operations, such as a
volce communications module 130A and a data communications

module 130B, may be 1installed on the mobile device 100 during

manufacture. In addition, a personal information manager (PIM)

application module 130C may also be installed on the mobile

device 100 during manufacture. The PIM application is 1n some

embodiments capable of organizing and managling data i1tems, such
as e-mall, calendar events, volce maills, appointments, and task

items. The PIM application 1s also 1n some embodiments capable

of sending and recelving data 1tems via a wireless network 110.

In some embodiments, the data i1tems managed by the PIM
application are seamlessly integrated, synchronized and updated
via the wireless network 110 with the device user's

corresponding data i1tems stored or associated with a host

computer system. As well, additional software modules,
i1llustrated as another software module 130N, may be installed

during manufacture.

The flash memory 116 stores computer executable

P

instructions for implementing features similar to those of the

location tracking notifier 14 of the mobile device 10 shown in

Figure 1 or the location tracking notifier 54 of the mobile

device 50 shown 1n Figure 2. In a specific implementation, the
other module 130N of the flash memory 116 stores computer

executable instructions that when executed implement a location
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tracking notifier. ©Note that the implementations described

with reference to Figure 12 are very specific for exemplary

purposes.

Communication functions, 1ncluding data and voilce
communications, are performed through the communication
subsystem 170, and possibly through the short-range

communications subsystem 102. The communication subsystem 170

includes a receiver 150, a transmitter 152, a GPS receiver 162,
and one or more antennas, i1llustrated as a receive antenna 154
and a transmit antenna 156, and a GPS antenna 1l64. In
addition, the communication subsystem 170 also includes a
processing module, such as a digital signal processor (DSP)
158, and local oscillators (LOs) 160. The communication
subsystem 170 having the transmitter 152 and the receiver 150

-

1s a wireless access radio with features simililar to those of

the wireless access radio 11 of the mobile device 10 shown 1n

Figure 1 or the wireless access radio 51 of the mobile device

50 shown in Figure 2. The specific design and implementation

of the communication subsystem 170 1s dependent upon the
communication network in which the mobile device 100 1s
intended to operate. For example, the communication subsystem
170 of the mobile device 100 may be designed to operate with
the Mobitex™, DataTAC™ or General Packet Radio Service (GPRS)

mobile data communication networks and also designed to operate

with any of a variety of volce communication networks, such as
Advanced Mobile Phone Service (AMPS), Time Division Multiple

Access (TDMA), Code Division Multiple Access (CDMA), Personal

Communications Service (PCS), Global System for Mobile

Communications (GSM), etc. Examples of CDMA include 1X and 1x
EV-DO. The communication subsystem 170 may also be designed to
operate with an 802.11 Wi-Fi network, and/or an 802.16 WiMAX

network. Other types of data and voice networks, both separate
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and 1ntegrated, may also be utilized with the mobile device

100.

Network access may vary depending upon the type of
communication system. For example, in the Mobitex™ and

DataTAC™ networks, mobile devices are registered on the network

using a unique Personal Identification Number (PIN) associated

with each device. In GPRS networks, however, network access 1s

typically assocliated with a subscriber or user of a device. A
GPRS device therefore typically has a subscriber identity

module, commonly referred to as a Subscriber Identity Module

(SIM) card, 1n order to operate on a GPRS network.

When network registration or activation procedures
have been completed, the mobile device 100 may send and receive
communication signals over the communication network 110.
Signals received from the communication network 110 by the

recelive antenna 154 are routed to the receiver 150, which

provides for signal amplification, frequency down conversion,

filtering, channel selection, etc., and may also provide analog

ﬁ

to digital conversion. Analog-to-digital conversion of the

received signal allows the DSP 158 to perform more complex

communication functions, such as demodulation and decoding. In

a simllar manner, signals to be transmitted to the network 110

are processed (e.g., modulated and encoded) by the DSP 158 and
are then provided to the transmitter 152 for digital to analog
conversion, frequency up conversion, filtering, amplification

and transmission to the communication network 110 (or networks)

via the transmit antenna 156.

In addition to processing communication signals, the
DSP 158 provides for control of the receiver 150, the
transmitter 152, and the GPS receiver 162. For example, gains

applied to communication signals in the receiver 150 and the
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transmitter 152 may be adaptively controlled through automatic

galn control algorithms 1mplemented 1n the DSP 158.

In a data communication mode, a received signal, such
as a text message or web page download, 1s processed by the
5 communication subsystem 170 and 1s 1nput to the microprocessor
128. The recelved signal 1s then further processed by the
microprocessor 128 for an output to the display 126, or

alternatively to some other auxiliary I/0 devices 106. A

device user may also compose data 1tems, such as e-mail

10 messages, using the keyboard 114 and/or some other auxiliary
1/0 device 106, such as a touchpad, a rocker switch, a thumb-
wheel, or some other type of input device. The composed data

ltems may then be transmitted over the communication network

110 via the communication subsystem 170.

15 In a voice communication mode, overall operation of
the device 1s substantially similar to the data communication
mode, except that received signals are output to a speaker 111,
and signals for transmilission are generated by a microphone 112.
Alternatilive voice or audio I/0 subsystems, such as a voice

20 message recording subsystem, may also be implemented on the

mobile device 100. In addition, the display 126 may also be

utilized 1In volice communication mode, for example, to display
the 1dentity of a calling party, the duration of a voice call,

or other voice call related information.

25 Location determination using GPS technology involves
receiving GPS signals from GPS satellites 166 on the antenna
1064. The GPS signals are received using the GPS receiver 162
and processed by the DSP 158. Typically, GPS signals from at
least four satellites are processed. Further details of GPS

30 are omitted for simplicity.

The short-range communications subsystem 102 enables

communlication between the mobile device 100 and other proximate
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systems or devices, which need not necessarily be similar

devices. For example, the short range communications subsystem

may 1nclude an infrared device and associlated circuits and

components, or a Bluetooth™ communication module to provide for

communication with similarly-enabled systems and devices.

Numerous modificatlions and varlations of the present

disclosure are possible in light of the above teachings. It is

therefore to be understood that within the scope of the
appended claims, the disclosure may be practised otherwise than

as specifically described herein.
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CLAIMS:
1. A method executable in a mobile device, the method
comprising:

determining whether a location of the mobile device

> 1s currently being tracked by at least one other device:

determining a type of location tracking; and

upon determining that the location of the mobile

device 1s currently being tracked by at least one other device,

ﬂ

executing a user notification based on the type of location

10 tracking, the user notification indicating that the location of

—

the mobile device is currently being tracked, and the executing

the user notification comprising:

P

1f the locatilon of the mobile device is being

actively tracked whereby location information is periodically

15 provided in response to a user request, executing a first user

notification associated with active tracking; and

1f the location of the mobile device is being

passively tracked whereby location information is provided only

upon a condition other than a request being satisfied,

20 executing a second user notification associated with passive

tracking.

2 . The method of claim 1, further comprising:

F

determining location information of the mobile

device; and

25 1f an event occurs that triggers the mobile device to

send the location information, sending the location

information;
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whereln determining whether the location of the

mobille device 1s currently being tracked comprises determining

P

that the location of the mobile device 1s currently being

tracked 1f the location information 1s being sent.

—

3. The method of claim 2, further comprising:

e

1f the location 1nformation 1s being sent to the at

least one device, determining who or what is currently tracking

the location of the mobile device based on the location

information belng sent to the at least one device;

wherein executing the user notification comprises

I

identifying who or what 1s currently tracking the location of

the mobile device.

4. The method of claim 2, further comprising:

]

1f the location information 1s being sent to a

server, recelving a message from the server i1dentifying who or

Jrinbey

what 1s currently tracking the location of the mobile device;

wherein executing the user notification comprises

)

1dentifying who or what 1s currently tracking the location of

the mobile device.

0. The method of any one of claims 1 to 4, further

comprising:

"

receiving a request for location information of the

moblle device;

determining whether to grant the request;

wherein determining whether the location of the

mobile device 1s currently belng tracked comprises determining
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that at least one device 1s currently tracking the location o

v

the mobile device upon the request belng granted.

6. The method of claim 5, wherein executing the user

notification comprises 1dentifying who or what 1nitiated the

5 request.

7. The method of any one of claims 1 to 6, further

comprising:

at some time after executing the
indicating that the location of the mobile

10 being tracked:

determining whether the location

is no longer being tracked by the at least

user notification

device 1s currently

of the mobile device

one device;

1if the location of the mobile device 1s no longer

being tracked by the at least one device,

executling a user

15 notification indicating that the location of the mobile device

is no longer being tracked by the at least

one device.

8 . The method of claim 7, further comprising:

automatically sending location information of the

mobile device on an ongolng basis;

20 receiving a message indicating that location

F

information of the mobile device 18 not needed;

in response to the message, ceasing to send location

information of the mobile device on the ongoling basis;

wherein determining whether the location of the

25 mobile device is no longer being tracked comprises determining

that the location of the mobile device 1s no longer being
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tracked 1f the location information is not being sent to the at

least one device.

9. A computer readable medium having computer executable
1nstructions stored thereon for execution on a processor so as

to i1mplement the method of any one of claims 1 to 8.

10. A mobile device configured to implement the method of

any one of claims 1 to 8.
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