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INTERFERENCE SUPPRESSION METHODS FOR 802.11

(0001)  This application claims the benefit of U.S. Provisional Application No.
60/272.854, filed March 2, 2001, entitled Interference Suppression Methods For
802.11, U.S. Provisional Application No. 60/274,259, filed March 7, 2001, entitled
Interference Suppression Methods For 802.11, U.S. Provisional Application No.
60/290,789, filed May 14, 2001, entitled Interference Suppression Methods For
802.11, which are incorporated by reference herein in their entirety.

(0002) This application is a cohtinuation of U.S. Application Nos. 10/044,916 and
10/045,071, -entitled Interference Suppression Methods For 802.11, filea oh January
15, 2002, énd is related to ‘U.S. appliéatiohs tz) Interference Suppression Methods
For 802.11 which are filed on even date herewith. These applications are co-

pending and commonly assigned.

Background of the Invention

(0003) Wireless local area networks (WLANSs) employ a plurality of mobile
network stations, such as data processing devices having wireless communication
capabilities. Access to tﬁe wireless medium in such a network is controlled in each
station by a set media access control (MAC) protocol based on a listen-before-talk
scheme.

(0004) |IEEE 802.11 is a well-established standard for implementing media

access control. An enhanced version of the 802.11 standard is the 802.11e

standard.
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Summary of the Invention

(0004) In development of quality of service enhancements for the existing 802.11
standard, it is desirable to guarantee the time a packet or frame will be delivered on
the wireless local area networks. However, when new protocols within new versions
such as the enhanced 802.11e standard are introduced, there may be stations on
the wireless local area networks that may not understand these new protocols. That
s, there may be older stations in the wireless local area network that may not be
equipped to practice the enhanced 802.11e standard. Furthermore, not all new
stations practice the enhanced 802.11e standard. Accordingly, the older stations or
stations not practicing the enhanced 802.11e standard might interfere with the
enhanced 802.11e protocols.

(9005) Thus, interference may occur fthat may prevent reception of another
deéiréd iraﬁsfﬁission, or that may éadse anOt‘her. tranémission to be delayed,'-so that
the delayed transmission is no longer useful once received.

(0006) In accordance with the various exemplary embodiments of this invention,
while a first source station is transmitting on a medium, transmission from a second
source station that is not equipped to practice the enhanced 802.11e standard, or
that does not practice the enhanced 802.11e standard, is prevented from starting
while the first source station is still using the medium. Thus, in accordance with the
various exemplary embodiments of this invention, loss of a packet from being
received by a destination station due to the interference from a second source
station is prevented.

(0007)  Inaccordance with the exemplary embodiments of this invention, using
clear channel assessment, the source station desiring to use the medium will not

transmit until it determines that the medium is clear, i.e., when it determines that no
-2
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carrier or significant signal is present. In accordance with the exemplary
embodiments of this invention, transmissions earlier in a sequence are provided with
information concerning the transmissions later in the sequence, whereby information
concerning the later transmissions is used to determine the medium'’s availability.
(0008) In various exemplary embodiments of this invention, an 802.11 duration
field may be used to indicate periods of time when no carrier may be present, or a
non-802.11 carrier may be present on the medium. For example, a source station
may use the duration field to indicate times where if a transmission is bégun from
the source station, the source station may cause delay in another transmission.
(0009) In accordance with various exemplary embodiments of this invention, an
802.11 source station transmits a signal with a duration field other than that required
for the transmission to prevent transmission by other stations during known
sequences. In accordaﬁce with these éxemplary embodiments, the duration field is
used to “spoof”, or misrepresent the actual time the medium will be occupied, to
stations within range of the signal.

(00010)  In accordance with other exemplary embodiments, a specific set of 802.11
stations, rather than all stations within range of the signal, are involved in the
spoofing scheme. In accordance with other various exemplary embodiments of this
invention, the application of the duration field may be further generalized to apply to
specific sets of stations. By applying group addressing with a duration field, sets of
stations are determined as to whether the stations should obey the duration field set
in the signal. Thus, a specific group of stations could be caused to suppress
transmission.

(00011) In accordance with various exemplary embodiments of this invention, an

802.11 source station transmits a signal to an address borrowed from another
-3.
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protocol and already in use, to prevent transmission by particular stations during
known sequences. In accordance with these exemplary embodiments, the duration
field is used to "spoof”, or misrepresent the actual time the medium will be occupied,
to stations not recognizing the address as a borrowed address.

- (00012) In accordance with other various exemplary embodiments of this
Invention, the application of the borrowed address may be further generalized to
apply to specific sets of stations.

(00013) In accordance with these various exemplary embodiments of this
Invention, an 802.11 source station transmits to a borrowed address to indicate the
beriod of time for suppressing transmission from particular stations. That is, in
accordance with these exemplary embodiments, the borrowed address is used to
misrepresent to particular stations within range bf the signal the actual time for
setting the network allocation vectors (NAV).

(00014) In accordance with other various exemplary embodiments, group
addressing is provided that only stations in a particular group are caused to set their
suppression mechanism.

(00015) In accordance with the various exemplary embodiments of this invention,
a station within range of the transmitted signal will check the duration field and the
address of the transmitted signal, and set or reset the station’s network allocation
vector (NAV). Thus, a spoofed station will not transmit because the station’s
network allocation vector indicates that the medium is in use, even though the
station maybe unable to hear the carrier.

(00016) In accordance with the various exemplary embodiments of this invention,

because their network allocation vectors indicate that the medium is in use, stations

within range of the spoofed signal, including hidden stations, will be spoofed into
-4 -
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suppression, thereby not interfering witﬁ unknown or foreign protocols. That is, in
accordance with these embodiments, spoofed stations may, for example, 1) delay
transmission until a more critical transmission has completed, 2) allow unknown or
foreign protocol to have preferential use of the medium, 3) prevent interference from
hidden stations, and 4) allow sharing of the medium by overlapping basic service

sets.

Brief Description of the Drawings

(00016) FIG. 1 shows an exemplary embodiment of a wireless local area network.
(00017) FIG. 2 shows an exemplary embodiment of a station in the wireless local
area network.

(00018) FIG. 3 shows detailed.operation of the method to exchange control
information when transmitting data from a transmitting ‘étation to a receiving station.
(00019) FIG. 4 shows an exemplary embodiment of the request-to-send (RTS)

frame format.

(00020) FIG. 5 shows an exemplary embodiment of the clear-to-send (CTS) frame

format.

(00021) FIG. 6 shows one exemplary method of enhancing the signal transmission
according to this invention.

(00022) FIG. 7 shows another exemplary method of enhancing the signal
transmission according to this invention.

(00023) FIG. 8 is a flowchart illustrating an exemplary method of enhancing the

- signal transmission according to this invention.

(00024) FIG. 9is a flowchart illustrating another exemplary method of enhancing

the signal transmission according to this invention.
-5-
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(00025) FIG. 10-12 are flowcharts illustrating other exemplary methods of

enhancing the signal transmission according to this invention.

Detailed Description

(00026) FIG. 1 discloses an exemplary embodiment of a wireless local area
network (WLAN). It should be appreciated that various types of local area networks
for forwarding messages to and receiving messages from network stations may be
employed in the various exemplary embodiments of this invention.

(00027) As shown in FIG. 1, the wireless local area network 10 includes a
distribution system 100, stations 160-1 and 160-2 provided in a first basic service set
BSS1 having the same basic service, and stations 160-3 and 160-4 provided in a
second basic service set BSS2 having the same basic service. For example,
stations 160-1 and 160-2 are network stations provided within a cell under a
common coordinating function, with one of the stations providing access to the
distribution system 100 being an access point (AP) to a basic service set. Similarly,
stations 160-3 and 160-4 are network sta;tions provided within a cell under a
common coordinating function, with one of the stations providing access to the
distribution system 100 being an access point (AP) to a second basic service set.
Stations 160-1 to 160-4 together with the distribution system 100 form an éxtended
‘service set (ESS), where all stations may communicate with each other without
Involving entities outside of the 802.11 media access control (MAC) architecture. |t
should be appreciated that any of the stations 160-1 to 160-4 that are not access
points may also be mobile network stations.

(00028) Further, it should be appreciated that the stations 160-1, 160-2, 160-3-and

160-4 may be connected to other devices and/or networks with which the stations
-6 -
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may communicate. Furthermore, though FIG.1 only shows four stations within the
wireless local area network 10, it should be appreciated that a wireless local area
network may include more than four stations. That is, it should be appreciated that
the basic service sets BSS1 and BSS2 may each include more than two stations In
accordance with this invention.

(00029) As shown in FIG. 1, stations 160-2 and 160-3 are also access points (AP)
that provide access to the distribution system 100 by the basic service sets BSS1
and BSS2, respectively. The distribution system 100 enables mobile network station
support to the mobile network stations 160-1 and 160-4 by providing the logical
services necessary to handle address to destination mapping and seamless
integration of multiple basic service sets. Data moves between the basic service
sets BSS1 and BSS2 and the distribution system 100 via,, access points.. In
accordance with these exemplary embodiments, because the access points are also _
stations 160-2 and 160-3, they are addressable entities. It should be abpreciated
that though FIG. 1 shows basic service sets BSS1 and BSS2 as two separate sets, .
in accordance with various exemplary embodiment of this invention, the basic
service sets may partially overlap, be physically disjointed, or be physically
collocated.

(00030) As shown in FIG. 1, to send a data message from station 160-1 to station
160-4, for example, the message is sent from station 160-1 to station 160-2, which is
the input access point for basic service set BSS1 to the distribution system 100.
Station 160-2, as an access point, gives the message to the distribution service of
the distribution system 100. The distribution service delivers the message within the
distribution system 100 in such a way that the message arrives at the appropriate

distribution system destination for the intended station, station 160-4. In the
-7 .-
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exemplary embodiment of FIG. 1, the message is distributed by the distribution
service to station 160-3, which is the output access point for basic service set BSS2,
and station 160-3 accesses a wireless medium to send the message to the intended
destination, station 160-4.

(00031) FIG. 2 discloses an exemplary embodiment of a station in the wireless
local area network, such as a mobile network station. As shown in FIG. 2, a station
200 1s provided with an antenna 220, a receiving unit 240, a transmitting unit 260,
and a central processing unit (CPU) 280. The mobile network station 200 selectively
transmits and receives messages.

(00032) When receiving data, a signal received by the mobile network station 200
s received by the antenna 220, demodulated into control information or data through
the receiving unit 240. Based on the control information addressed at the receiving -
unit.240; the central processing unit (CPU) 280 controls receipt of data by the
recelving unit 240.

(00033) In transmitting data, the central processing unit (CPU) 280 identifies
whether or not the medium is unused for a time period. If the central processing unit
(CPU) 280 determines that the medium is busy, the central processing unit (CPU)
280 proceeds to defer mode, while if the central processing unit (CPU) 280 detects
that the medium is unused for an appropriate period of time, the transmitting unit
260 transmits data.

(00034) FIG. 3 shows detailed operation of the method to exchange control
information when transmitting data from a transmitting station to a receiving station,
according to an exemplary embodiment of this invention. As shown in FIG. 3, a
request-to-send signal (RTS) 81 is used by a transmitting station as control

iInformation for identifying the medium connectability to a receiving station. A clear-
- 8-
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to-send signal (CTS) 82 is used by the receiving station as control information for
reSpoﬁding to the identification made by the request-to-send signal (RTS) 81. Data
83 is sént by the transmitting station after the clear-to-send signal (CTS) 82 has
been sent. An acknowledgment signal (Ack) 84 is used by the receiving station as
control information for acknowledging the data reception of data 83. Subsequent
data is subjected to a succeeding procedure started by another station after
confirming termination of the transmission procedure between the transmitting and
receiving stations, as acknowledged by the acknowledgment signal (Ack) 84 from
the receiving station.

(00035) As shown in FIG. 3, time intervals such as inter-frame spaces (IFS) are
provided between frames. A station determines that the medium is idle through the
. use of the virtual carrier detection to determine a medium’s availability fdr. |

~ transmission for the interval specified. As shown in FIG. 3, the inter—frame spaces
(IFS) may include short inter-frame spaces (SIFS), PCF inter-frame spaces (PIFS),
and DCF inter-frame spaces (DIFS).

(00036) As shown in FIG. 3, short inter-frame spaces (SIFS) are USed as gaps
between exchange procedures. For example, as shown in FIG. 3, the short inter-
frame spaces (SIFS) 816, 812, and 813 are used respectively as gaps between the
request-to-send (RTS) frame 81, the clear-to-send (CTS) frame 82, the data frame
83, and the acknowledgment (Ack) frame 84, for example. A short inter-frame
space (SIFS) indicates the time from the end of the last symbol of the previous
frame to the beginning of the first symbol of the preamble of the subsequent frame
as seen at the air interface. The short inter-frame space (SIFS) is the shortest of the
Inter-frame spaces and is used when stations have seized the medium and need to

keep the medium for the duration of the frame exchange sequence to be performed.
-9-



CA 02439697 2003-08-29
WO 02/071650 PCT/US02/06435

Using the smallest gap between transmissions within the frame exchange sequence
prevents other stations, which are required to wait for the medium to be idle for a
longer gap, from attempting to use the medium, thus giving priority to completion of
the frame exchange sequence in progress.

(00037) As shown in FIG. 3, DCF inter-frame spaces (DIFS) are used by stations
operation under the distributed coordination function (DCF) to transmit data frames
and management frames. A station using the distributed coordination function
(DCF) transmits a data frame if the virtual carrier detection mechanism determines
that the medium is idle. As shown in FIG. 3, at a starting point of the exchange
procedure from a transmitting station to a receiving station, DCF inter-frame space
(DIFS) 811 is spent for confirming connectability (channel occupation status) on the
medium for transmission of the request-to-send signal (RTS) 81. Further, as shown
in FIG. 3, after data 83 has been delivered, supplemental DCF inter-frame space
(DIFS) 814 is spent, and the station performs a backoff procedure.

(00038) A data frame format comprises a set of fields that occur in a fixed order in
all frames. These fields are used to indicate the identification of the basic service
set, the address of the source station, the address of the destination station, the
address of the transmitting station and the address of the receiving station, for
example. FIGs. 4 and 5 show exemplary embodiments of the frame formats
according to this invention.

(00039) FIG. 4 shows an exemplary embodiment of the request-to-send (RTS)
frame format. As shown in FIG. 4, the request-to-send (RTS) frame 400 includes a
frame control field 410 for frame control, a duration field 420 for the duration, a
receiving station address field 430 for the address of the receiving station, a

transmitting station address field 440 for the address of the transmitting station, and
-10 -



CA 02439697 2003-08-29
WO 02/071650 PCT/US02/06435

a frame check sequence field 450 as a calculation field for a parity check. In the
request-to-send frame format of FIG. 4, the receiving station address is the address
of the station that Is the intended immediate recipient of the pending directed data or
management frame. The transmitting station address is the address of the station
transmitting the request-to-send (RTS) frame 400.

(00040) FIG. 5 shows an exemplary embodiment of the clear-to-send (CTS) frame
format. As shown in FIG. 5, the clear-to-send (CTS) frame 500 includes a frame
control field 510, a duration field 520, a receiving station address field 530, and a
frame check sequence field 550. In the clear-to-send (CTS) frame format of FIG. 5,
the recelving station address is the address copied from the transmitting station field
440 of the immediately previous request-to-send (RTS) frame 400 to which the
clear-to-send (CTS) frame 500 is a response.

(00041) For a station to transmit, using virtual and physical carrier detection, the
station determines if another station is transmitting. If no station is determined to be
transmitting, the transmission may proceed. The transmitting station ensures that ne
other station is transmitting for a required duration before attempting to transmit. |If
another station is determined to be transmitting, the detecting station defers
transmission until the end of the current transmission.

(00042) The request-to-send (RTS) and the clear-to-send (CTS) frames 400 and
500 are exchanged prior to the actual data frame to distribute medium reservation
iInformation to announce the impending use of the medium. In accordance with an
exemplary embodiment, the request-to-send (RTS) and the clear-to-send (CTS)
frames 400 and 500 contain a duration field that defines the period of time that the
medium is to be reserved to transmit the actual data frame and the returning

acknowledgment frame. All stations within the reception range of either the
- 11 - |
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originating station which transmits the request-to-send (RTS) signal or the
destination station which transmits the clear-to-send (CTS) frame learns of the
medium reservation. Thus, a station can be unable to receive from the originating
station yet still know about the impending use of the medium to transmit a data
frame.

(00043) The request-to-send (RTS) and clear-to-send (CTS) signals 81 and 82
contain information to set the network allocation vectors (NAV) for the stations within
the range of the signals. In FIG. 3, each network allocation véctor (NAV) field 821 in
822 shows the information contained in the request-to-send (RTS) and clear-to-send
(CTS) signals 81 and 82, respectively.

(00044) The network allocation vector (NAV) maintains a prediction of future traffic
on the medium based on duration information that is announced in the réquest-to-
send (RTS) and clear-to-send (CTS) frames 81 and 82 prior to the actual exchange
of data.

(00045) A station receiving a valid frame updates the station’s network allocation
vector (NAV) with the information received in .the duration field contained in frame.
As shown in FIG. 3, stations receiving the request-to-send (RTS) frame 81 set the
network allocation vector (NAV) 821 in accordance with the request-to-send (RTS)
frame 81, while stations only receiving the clear-to-send (CTS) frame 82 set their
network allocation vector (NAV) 822 in accordance with the clear-to-send (CTS)
frame 82, resulting in the lower network allocation vector (NAV) as shown in FIG. 3.
(00046) At the nominal beginning of each contention free period (CFP), the access
point (AP) senses the medium. When the medium is determined to be idle for a
period of time, the access point (AP) transmits a beacon frame. After the initial

beacon frame, the access point (AP) waits for at least another period of time, and
- 12 -
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then transmits one of 1) a data frame, 2) a CF-Poll frame with which the access
point (AP) requests one of the stations to transfer a data packet, 3) a Data+CF-Poll
frame which contains a poll and data for the polled station, or 4) a CF-End frame
which indicates the end of the contention free period (CFP).

(00047) Inthe exemplary embodiment in FIG. 3, at a starting point of the exchange
procedure from a transmitting station to a receiving station, DCF inter-frame spaces
(DIFS) 811 and 814 are spent in the contention period (CP) for confirming
connectability (channel occupation status) on the medium for transmission of the
request-to-send signal (RTS) 81. In accordance with other various exemplary
embodiments of this invention, to confirm connectability on the medium for
transmission of the request-to-send signal (RTS) 81, shorter PCF inter-frame spaces
(PIFS) may be used instead of the: DCF inter-frame spaces (DIFS) 811 and 814 with:
the request-to-send signal (RTS) transmission. Thus, by using the PCF inter-frame
spaces (PIFS), priority access to the medium may be obtained.

(00048) Though the shorter PCF inter-frame spaces (PIFS) are not normally used
outside of the 802.11 contention free period (CFP) and a request-to-send signal
(RTS) is normally only transmitted in the contention period (CP), in these exemplary
embodiments, a request-to-send signal (RTS) could be used in the contention free
period (CFP) or a PCF inter-frame spaces (PIFS) could be used in the contention
period (CP) so as to prevent various stations from transmitting at inappropriate
times. In these embodiments, receiving stations would behave in a predictable

manner and would be suppressed, potentially reducing the possibility of interference.

(00049) Transmission of a frame from station 160-1 to station 160-2 of FIiG. 1, for

example, may not be heard by another station wishing to use the medium to transmit

subsequent data because the another station may be too far away, or there may be
-13 -
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intervening obstacles. In addition, transmission of the subsequent data may
interfere with the transmission of data 83 if the another station transmitting the
subsequent data does not understand the protocol of station 160-1 transmitting data
83. Without enhancements, the another station may start to transmit the
subsequent data while the first station, station 160-1, is still using the medium.
Accordingly, the receiving station for data 83, station 160-2, for example, may hear
both transmitting stations 160-1 and the another station transmitting the subsequent
data, and the data 83 being received will be lost due to the transmission of the
subsequent data from the second transmitting station.
(00050) As discussed above, in accordance with exemplary embodiments of this
invention, the request-to-send (RTS) and clear-to-send (CTS) signals 81 and 82
- include information which indicates the availability of the medium for thé
-:'subsequent transmission of the subsequent data. For example, request-to-send
(RTS) and clear-to-send (CTS) signals 81 and 82 may include a duration value in
the duration field to indicate medium availability. A station within the range of the
signal will check the duration field of the signal, and update the station’s network
allocation vector (NAV) to indicate when the medium is known in advance to be
busy. Then, even if no carrier is sensed on the medium, the station will not transmit
as it knows the medium is in use, even though it maybe unable to hear the carrier.
That is, in these exemplary erhbodiments of this invention, the 802.11 duration field
s used to indicate periods of time when no carrier may be present, or a non-802.11
carrier may be present, and the. duration field is used to suppress transmissions

from stations so as to avoid interference from the suppressed stations.

(00051) FIG. 6 shows one exemplary method of enhancing the signal transmission

according to this invention. In this embodiment, the duration field set to a
- 14 -



CA 02439697 2003-08-29
WO 02/071650 PCT/US02/06435

predetermined value other than the duration time for the subsequent transmissions
is sent by a transmitting station, and the stations within the range of the sent signal
will update their network allocation vector (NAV) in accordance with the set duration
field value.

(00052) As shown in FIG. 6, the network allocation vector (NAV) for the stations
within the range of the transmitted signal 80, such as a clear-to-send signal (CTS) or
request-to-send signal (RTS), is set to be greater than the time required for
subsequent transmissions Tx1, Tx2,... TxN by the stations within the range.
Because the stations within the range and obeying the duration field may believe the
duration field represents the time it will take for transmissions immediately following
the sequence, the obeying stations are in essence being spoofed by the transmitting
station. That is, the duration field is not being used by the transmitting station for its
intended purpose of representing the time it will take for transmissions immediately
following the sequence. Rather, the duration field is used by the transmitting station
to indicate times to suppress the transmissions Tx1, Tx2,... TxN by the stations
within the range of the signal 86, where if the suppressed transmissions Tx1, Tx2,...
TxN have begun, another more critical transmission may be delayed, a protocol
other than 802.11 which might be undetectable to the 802.11 station may interfere
with the 802.11 station, or the transmitting 802.11 stations may interfere with a
foreign protocol or advanced 802.11 protocol. Thus, in FIG. 6, during the
suppressed time period set by the network allocation vector (NAV), transmissions,
Tx1, Tx2... TxN from the stations obeying the duration field are suppressed. By
spoofing to the stations obeying the duration field, it is possible to get the obeying
stations to exhibit behavior for which it was not originally programmed, such as -

delaying the transmissions Tx1, Tx2,... TxXN until a more critical transmission has
- 15 -



CA 02439697 2003-08-29
WO 02/071650 PCT/US02/06435

completed or suppressing transmission so that undetectable protocols may not
Interfere.

(00053) In the network of FIG. 1, if station 160-2 wishes to prevent another station
from causing a beacon from being transmitted beyond the target beacon transmit -
time (TBTT), for example, station 160-2 may send a signal to another station such
as station 160-1 containing a duration time that exceeds the normal requirements of
the protocol so as to cover any time remaining between the current time, and the
next target beacon transmit time. Station 160-1 and other stations within range of
the sent signal will not realize that the duration field is incorrectly set, and might even _
propagate the signal further by re-transmitting the duration field. Thus, in this
example, station 160-2 would send a signal, such as a request-to-send signal (RTS),
to station 160-1 with the duration field set to-cover the remaining time to.the target
beacon transmit time, and the receiving station .160-1 would respond. with a clear-to-
send signal (CTS) whose duration would be set to cover the remaining time to the
target beacon transmit time as well. All stations within range of the request-to-send
signal (RTS), clear-to-send signal (CTS), or both would set their network allocation
vectors (NAV) so as not to attempt transmission again until after the target beacon
transmit time.

(00054) In accordance with other exemplary embodiments of this invention, the
application of the duration field may be further generalized to apply to specific sets
of stations rather than all stations within range. That is, in accordance with these
exemplary embodiments, only specific sets of stations are spoofed by the duration
field. For example, enhanced stations under the 802.11e or later standard could
apply group addressing with the duration field to determine which sets of stations

should obey the duration field, and which should ignore it. Thus, a specific group of
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stations, such as legacy stations which do not apply the enhanced 802.11e
standard, could be caused to suppress transmission. That is, because stations
applying the enhanced 802.11e standards may already contain protocols that
prevent them from transmitting at a suppressed time and the legacy stations which
do not apply the enhanced 802.11e standards do not contain these protocols, these
legacy stations may be treated as a special group. In this case, the transmitting
station sends the signal only to the group of legacy stations.

(00055) A transmitting station wishing to block usage of the medium by a set of
stations sets the duration field for the length of time during which usage of the
medium is to be restricted. Other parameters in the transmission determine which
specific group of stations should recognize the value of the duration field. Stations
not in this specific group would ignore the value of the duration field. Thus, in the.
example of FIG. 6, if the transmitting station wishes to block usage of the medium by
a group of legacy stations, suppressed transmissions Tx1, Tx2... TxN within the time
period set by the network allocation vector (NAV) would only be transmissions from
legacy stations.

(00056) In an exemplary embodiment, a transmitting station such as an access
port (AP) may send a signal, such as the clear-to-send signal (CTS), to a group
address. In group addressing, the station transmitting to the group addfess has
access to lists of assigned group addresses and the properties for membership in
each of these addresses. A station within range of the clear-to-send (CTS) signal
may identify if the receiving station address (RA) of the sent signal is a group
address and whether or not the station belongs to that group. A specific set of

stations, such as the stations applying an enhanced 802.11e standard, would ignore

the duration field of the clear-to-send signal (CTS) if the receiving station address
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(RA) in a clear-to-send signal (CTS) were set to the group address. The specific set
of stations would then surmise that the transmitting station was spoofing the stations
that are not applying the enhanced 802.11 standards, such as legacy stations. The
stations applying the enhanced 802.11 standards would ignore the duration field in
the clear-to-send signal clear-to-send (CTS), and still would be free to transmit.
Since stations applying the enhanced 802.11 standards in accordance with this
invention know not to delay the beacon from the transmitting access port (AP), the
stations applying the enhanced 802.11 standards are free to use the medium. On
the other hand, legacy stations and other stations which do not apply the enhanced
802.11 standards would not detect that they are being spocfed, and would set their
network allocation vectors for the duration value in the clear-to-send signal (CTS) so
as not to transmit. Thus, the spoofed stations are prevented from transmitting at the
target beacon transmit time and delaying the beacon from the transrhitting access
point (AP).

(00057) In various exemplary embodiments, a station applying the 802.11
standard may borrow an address already in use for a similar purpose by a related
standard, such as the purpose of pausing transmission in the related standard. For
example, an 802.11 frame may borrow a multicast address for pausing
transmissions from the 802.3 standard to suppress transmissions from par’ciculaf
stations in the 802.11 standard. In these exemplary embodiments, upon receipt of
the 802.11 frame containing the borrowed 802.3 multicast address, a station not
practicing the enhanced 802.11e standard, such as a legacy station, may assume
that the legacy station is addressed by the multicast address, may set the network

allocation vector (NAV) of the legacy station in accordance with the duration value in

the 802.11 frame, and will not transmit.
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(00058) On the other hand, a station practicing the enhanced 802.11e standard
recognizes that the address of the 802.11 frame is a borrowed multicast address,
and will check to ascertain that the enhanced 802.11e station is not in the addressed
group, and thus, not set the network allocation vector (NAV). Thus, unlike the
pausing effect in the 802.3 standard, the borrowed 802.3 multicast address is used
in the 802.11 standard to signal to stations, such as the enhanced 802.11e stations,
that the enhanced 802.11e stations need not suppress transmission. By reusing a
multicast address, advantages such as saving address space may be obtained.
(00059) Table 1 shows an exemplary embodiment of the effects of a clear-to-send
(CTS) signal on stations within range of the signal. It should be appreciated that
since a legacy station (LSTA) will always set its network allocation vector (NAV)

according to the received signal, effects on legacy stations are not shown in Table 1.

- TABLE 1.
Message | RA [ Effect - B
cTs STA | SetNAV T
cTts groﬁp ) 1 Set NAV if not in Grofjp ) - :!
CTS broadcast | Set if legacy station

e ————— i —

g — e oE® - nd— bl

(00060). As shown in Table 1, when a clear-to-send (CTS) signal is transmitted, if a
station (STA) 'identifies that the receiving statfoh address (RA) in the clear-to-send
(CTS) signal is the station’s own address, that is, a unicast address, the station will
“set the station’s network allocation vector (NAV) in accordance with the received
clear-to-send (CTS) signal. If the station identifies that the receiving station address
(RA) of the clear-to-send (CTS) signal is that of a group address, that is, a multicast
address, the station will set the network allocation vector (NAV) if the station is not in
the addressed group. Alternatively, the protocol may be defined such the station

sets its network allocation vector (NAV) if the station is a member of the multicast
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address. If the receiving station address (RA) of the clear-to-send (CTS) signal is a
broadcast address, the station will set it network allocation vector (NAV) only if it is a
legacy station that does not practice the enhanced 802.11e standard.

(00061) It should be appreciated that, while a station transmitting a clear-to-send
signal (CTS) may usually expect signals sent in response, in accordance with the
various exemplary embodiments .of this invention, the clear-to-send signal (CTS) is
merely sent for sétting the network allocation vector (NAV), and thus, no other
responses are expected by the station transmitting a clear-to-send signal (CTS). It
should be appreciated that similar provisions with, for example, '802.1 1 data or null
frame, that is a data frame containing no data, may be applied in accordance to this
invention.

(00062). In accordance with other.exemplary embodiments of this invention, a
requirement for resetting network allocation véctors when a clear-to-send (CTS)
signal is not detected after a request-to-send (RTS) signal, or when no frame is
detected.within a predetermined time period of a request-to send (RTS) signal, is
added. In an example, if some of the stations in a basic service set (BSS) are
legacy stations which require resetting the network allocation vectors when a clear-
to-send (CTS) signal is not detected, an additional message such as an additional
clear-to-send (CTS) signal may be sent to the broadcast address or to the sender’s
own address. This additional clear-to-send (CTS) signal or any other similarly
encoded frame may be transmitted immediately after the first clear-to-send (CTS)
signal response to the request-to-send (RTS) signal, or otherwise may immediately
follow the request-to-send (RTS) signal. A station not hindered by this requirement,
such as stations practicing enhanced 802.11e standards, may not be affected by the

additional clear-to-send signal (CTS), since the additional clear-to-send (CTS) signal
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contains a duration value corresponding to the same network time for resetting of
the network allocation vector (NAV) as the prior request-to-send (RTS) and clear-to-
send (CTS) signals. The stations receiving the additional clear-to-send (CTS) signal
may defer resetting their network allocation vectors until the desired duration had
expired.

(00063) Additional, in protocol sharing, for example, by having the station that
sends the request-to-send (RTS) signal also send the additional clear-to-send (CTS)
signal, stations which have problems in hearing the first clear-to-send (CTS) signal
may be prevented from incorrectly resetting the network allocation vector (NAV).
Thus, the setting of the network allocation vector (NAV) to that of the request-to-
send (RTS) signal may be guaranteed, and the medium may be reserved

~ appropriately.

- (00064) it should be appreciated that this invention is not limited to sending of an
additional clear-to-send (CTS) signal after the first clear-to-send (CTS) signal, and
that other message types such as a null, acknowledgement signal or data frames
could be used to perform the same function as the clear-to-send (CTS) signal.
(00065) Table 2 shows an exemplary embodiment of the effects of a‘request-to-
send (RTS) signal on stations within range of the signal. It should be appreciated
that other similar encodings may be developed by those skilled in the aﬁ using the
principles disclosed in this invention. As in Table 1, since a legacy station will
always set its network allocation vector (NAV) according to the received signal,

effects on legacy station are not shown in Table 2.

TABLE 2

Message TA RA Effect B B
RTS unicast1 unicast1 Set NAV if not in same BSS _
RTS unicast1 unicast2 Set NAV, Respond CTS, Obey NAV for CTS
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gyl
pg

unicast! | multicast! | Set NAV if not in Group
unicastt | broadcast | Set NAV

multicast! | unicast | Set NAV if not in Group, send CTS to Group, ignore NAV for

] | CTS, obey physical CCA o
multicast1 | multicast1 | Set NAV if not in Group, send CTS to Group, ignore NAV for |

_ e CTS, obey ph sical CCA_ ~ __ ]
multicast! | multicast2 | Set NAV if not in Group, send CTS to Group 1, ignore NAYV for

| CTS, obey physical CCA _____________‘
broadcast | Set NAV -

unicast! | Set NAV if not in same BSS I — -
multicast! | Set NAV if not in same Group o
broadcast | Set NAV I j

(00066) As shown in Table 2, when a request-to-send (RTS) signal is transmitted,

P i, — - R/

— T ——— i

—

multicast1
broadcast
broadcast
broadcast

a station identifies the transmitting station address (TA) and the receiving station
address (RA) in the request-to-send (RTS) signal, and sets the station’s network
allocation vector (NAV) accordingly. As shown in Table 2. if the transmitting station
address (TA) is of a first unicast address (unicast1), the station will set its network
allocation vector (NAV) if 1) the receiving station address (RA) is a broadcast

- address, 2) the receiving station address (RA) is also of the first unicast address
(unicast1) and the station is in the same basic service set as the first unicast
address (unicast1), or 3) if the receiving station address (RA) is a multicast address
(muiticast1) and the station is not in the same group as the addressed group.
Further, if thé receiving station address is another unicast address (unicast2), the
station will set its network allocation vector (NAV) accordingly, respond with a clear-
to-send (CTS) signal if the station’s address is the another unicast address
(unicast2), and obey the network allocation vector (NAV) in the clear-to-send (CTS)
signal.

(00067) As shown in Table 2, if the transmitting station address (TA) is of a first
multicast address (multicast1), the station will set its network allocation vector (NAV)

if the receiving station address (RA) is a broadcast address. Further, if the receiving

station address (RA) is also of the first multicast address (multicast1) or another
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multicast address (multicast2), or a unicast address (unicast1), the station will set its
network allocation vector (NAV) accordingly if the station is not in the addressed
group of the first multicast address (multicast1), respond with a clear-to-send (CTS)
signal if addressed by the receiving station address (RA), ignore the network
allocation vector (NAV) for transmitting the clear-to-send (CTS) signal, but obey
physical clear channel assessment (CCA). It should be appreciated that it is also
possible to encode the message such that the network allocation vector (NAV) is set
if the station is in the addressed group of the first multicast (multicast1).

(00068) Further, as shown in Table 2, if the transmitting station address (TA) is of
a broadcast address (Broadcast), the station will set its network allocation vector
(NAV) it 1) the receiving station address (RA) is a broadcast address, 2) the
receiving station address (RA) is also of the first unicast address (unicast1) and the
station Is in the same basic service set as the first unicast address (unicast1), or 3) if
the receiving station address (RA) is a multicast address (multicast1) and the station
Is not in the same group as the addressed group.

(00069) In a contention free period (CFP), a station must be able to determine
when to ignore the network allocation vector (NAV) of the request-to-send (RTS)
signal and when to obey the network allocation vector (NAV) of the request-to-send
(RTS) signal. That is, though the network allocation vector (NAV) of all'stations are
set during the contention free period (CFP), when a station receives a request-to-
send (RTS) signal, the station must respond to the request-to-send (RTS) signal.
However, if the station’s network allocation vector (NAV) is set, the station may not
be able to respond if the station is reserved for a period of time on the medium.
Thus, as shown in Table 2, if a request-to-send signal (RTS) is received during a

contention free period (CFP), the station must remember why its network allocation
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vector (NAV) is set, and the station must be able to determine when to ignore and

when to obey the network allocation vector (NAV).

(00070) It should be appreciated that the use of the techniques of this invention
could be for sharing with a non-802.11 protocol. If the medium is td be reserved for
a period of time for use by a non-802.11 protocol, the transmitting station could send
a message with the duration field set so as to prevent use of the medium by 802.11
stations when another protocol is active. For example, as shown in FIG. 7, a station
practicing the enhanced 802.11e standards could send a signal 80, such as a clear-
to-send signal (CTS), to itself with a duration field set to a specified duration value.
All stations including stations practicing the enhanced 802.11e standards would set
their network allocatioh vectors (NAV) accordingly. The other unknown or foreign
protocol would then have preferential use of the medium during that specified

- duration value interval. The stations practicing the 802.11 standards within the
range of the clear-to-send signal (CTS) would set their network allocation vectors so
as not to use the medium, even thought they might not be able to detect the other
protocol.

(00071) It should be appreciated that, in accordance with this invention, a station
practicing an 802.11e standard or some future enhanced 802.11 version may
introduce a new protocol within the standard. For example, a token passing scheme
may be introduced within the 802.11e enhanced standard, or an unscheduled
contention free period (CFP) may be introduced between a transmitting station, such
as the access point (AP), and a subset of stations. In accordance with various
exemplary embodiments of this invention, the new protocol is specific to a group of

stations, and stations that are not in the specific group-are set to suppress

transmissions. In these exemplary embodiments, the transmitting station may send
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a request-to-send signal (RTS) from itself, for example, to the group’s multicast
address in which the duration time would be set for a specific extended period of
time. Stations not in the group are set to suppress transmissions, while the
transmitting station implements a protocol of its choosing. .
(00072) In other exemplary embodiments of this invention, an 802.11 CF-End
message may be used to indicate the end of the period of time for suppressing
transmission other than the time indicated by the duration value. That is, though the
CF-End message is normally only used in the 802.11 standards to indicate the end
of the contention free period (CFP), in accordance with these embodiments, the CF-
End message may be used for other purposes. For example, a source station may
use the CF-End message to indicate times'where if a transmission from the source
station has ended and no further delay of other transmissions is required, the source
station may cause transmissions from all stations that had suppressed their
transmissions to resume transmitting by resetting a suppression mechanism.
(00073) In accordance with the various exemplary embodiments of this invention,
the 802.11 source station transmits a CF-End message at times other than the times
indicating expiration of the contention free period (CFP), to prevent transmission by
other stations during known sequences. That is, in accordance with these
exemplary embodiments, the CF-End message is also used to spoof stations within
range of the signal by lying about the ending of the contention free period (CFP). A
station within range of the CF-End signal will update the station’s network allocation
vector (NAV) to indicated the reset time of the network allocation vector (NAV).
(00074) Thus, if a transmitting station decides that it no longer needs the additional
time set aside by the duration field in the request-to-send signal (RTS), for example,

the transmitting station may send a CF-End to the broadcast address. The CF-End
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would cause all stations within the range of the CF-End signal to reset the stations’

network allocation vectors so as to shorten the time set aside from that originally

specified in the duration field. Similarly, if the previous transmission has ended but

the network allocation vector (NAV) has not indicated the end of the suppression

duration, as set by the CF-End signal, the station will not transmit because the

station’s network allocation vector indicates that the medium is still in use.

(00075) It should be appreciated that the application of the enhanced CFfEnd also

can be extended to group addressing so that only stations in a particular group are

caused to reset their suppression mechanism.

(00076) Table 3 shows an exemplary embodiment of the effects of a CF-End

signal on stations within range of the signal. As in Table 1 and Table 2, since a

legacy station will always set its network allocation vector (NAV) according to the

received signal, effects on legacy. station are not shown in Table 3.

TABLE 3
TA RA Effect L
unicast1 unicast1 Reset NAV ifinsame BSS ] i
unicast1 unicast2 Reset NAV if unicast2 |
unicast muiticast1 Reset NAV if in Group L ]
unicast1 broadcast Reset NAV
multicast1 unicast1 Reset NAV if in Group D
multicast1 multicast1 Reset NAVifinGroup
multicast1 multicast2 Reset NAVifin Group2 |
multicast1 broadcast Reset NAV L L
broadcast unicast1 Reset NAV if not in same BSS

broadcast | muiticast1 Reset NAV if not in same Group
CF-End broadcast broadcast Reset NAV

(00077) As shown in Table 3, when a CF-End signal is transmitted, a station

Identifies the transmitting station address (TA) and the receiving station address

(RA) in the CF-End signal, and sets the station’s network allocation vector (NAV)

accordingly. As shown in Table 3, if the transmitting station address (TA) is of a first
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unicast address (unicast1), the station resets its network allocation vector (NAV) if 1)
the receiving station address (RA) is a broadcast address, 2) the receiving station
address (RA) is also of the first unicast address (unicast1) and the station is in the
same basic service set as the first unicast address (unicast1 ), or 3) if the receiving
station address (RA) is a multicast address (multicast1) and the station is in the
same group as the addressed group. Further, if the receiving station address is
another unicast address (unicast2), the station resets its network allocation vector
(NAV) accordingly if the address of the station is the second unicast address
(unicast2).

(00078) As shown in Table 3, if the transmitting station address (TA) is of a first
multicast address (multicast1), the station resets its network allocation vector (NAV)
if 1) the receiving station address (RA) is a broadcast address, 2) the receiving
station address (RA) is also of the first unicast address (unicast1) and the station is
In the same group as the addressed group, or 3) if the réceiving station address
(RA) is also the first multicast address (multicast1) and the station is in the same
group as the addressed group. Further, if the receiving station address is another
multicast address (multicast2), the station resets its network allocation vector (NAV)
accordingly if the station is in the second group.

(00079) As shown in Table 3, if the transmitting station address (TA) ié of a
broadcast address (Broadcast), the station resets its network allocation vector (NAV)
if 1) the receiving station address (RA) is a broadcast address, 2) the receiving
station address (RA) is also of the first unicast address (unicast1) and the station is
not in the same basic service set as the first unicast address (unicast1), or 3) if the

receiving station address (RA) is a multicast address (multicast1) and the station is

not in the same group as the addressed group.
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(00080) It should be appreciated that the methods of this invention may be applied
in overlap mitigation of basic service sets (BSS). That is, the methods may be
applied when two or more 802.11 basic service sets (BSS) operate in the same
area. In such cases, in accordance to various exemplary embodiments of this
invention, the transmitting stations treat each other as foreign protocols, and
suppress transmissions within their own basic service sets (BSS) at scheduled times
as discussed above. Thus, in the example shown in FIG. 6, the suppressed
transmissions Tx1, Tx2, ... TxN are thus transmissions within each basic service set
(BSS). In these embodiments, the basic service sets (BSS) may take turns sharing
the medium.

(00081) In an exemplary embodiment, the station groups are defined as all
stations existing in a basic service set that interfere with. other basic service sets. In
this exemplary embodiment, group addresses are assigned corresponding to each
of the groups. When a first basic service set and a second basic service set of a
plurality of basic service sets arrange a time such that the first basic service set Is to
suppress interfering transmissions, the transmitting station for the first basic service
set may issue a signal such as a clear-to-send (CTS) signal to the group defined as
interfering with the second basic service set. Thus, the impact to the first basic
service set is minimized, as only stations interfering with the second basic service
set are suppressed.

(00082) It should be appreciated that the network allocation vector (NAV) for a
given station may continually be set, due to suppression for the Contention Free
Period (CFP) from several surrounding basic service sets (BSS). Accordingly, the
continually set station may never have the chance to transmit.

(00083) In accordance with other various exemplary embodiments of this
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Invention, a suppressed station may send a signal, such as a clear-to-send (CTS)
signal, in response to a request-to-send (RTS) signal from the access point (AP) of
the suppressed station’s'own basic service set (BSS), to the stations addressed
from one of the groups suppres'sing it. That is, the suppressed station would send a
clear-to-send signal (CTS) to the group indicated by the transmitting station, ignoring -
the suppressed station’s own network allocation vector (NAV). The suppressed
station would first wait for the medium to be physically clear of any messages using
physical carrier sense on the medium. When the access point (AP) from the
suppressed station’s own basic service set (BSS) hears the clear-to-se'nd (CTS)
signal from the suppressed station, the access point (AP) would then know that one
set of interfering stations were suppressed. The access point (AP) then sends a CF-
End message from itself, to the suppressed station. This would clear the
SUppressed station’s network allocation vector (NAV), and aliow the cleared station
to transmit for some period of time. The transmitting station may repeat this process
with several groups of interfering stations in a row if necessary until the cleared
stations could transmit in a clear medium.

(00084) In essence, in accordance with the various exemplary embodiments of the
present invention, the use of signals such as the request-to-send signal (RTS), the
clear-to-send signal (CTS), and CF-End would create an unscheduled contention
free period (CFP), that could be used to implement the normal contention free period
(CFP) protocol, or another protocol that might be of use in future versions of the
802.11 standard.

(00085) It should be appreciated that enhanced stations according to various
exemplary embodiments of this invention may be sensitive to why a network

allocation vector (NAV) is set. If, for example, the enhanced station could
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differentiate between the network allocation vector (NAV) being set because it was

in a contention free period (CFP) or being set by a recently transmittéd message
frame such as data, request-to-send signal request-to-send (RTS), or clear-to-send
signal (CTS), for example, it may chose to ignore the network allocation vector
(NAV) only for the contention free period (CFP), and obey the network allocation
vector (NAV) if it would interrupt an ongoing 802.11 frame exchange sequence. In
this example, the standard practice of transmitting the clear-to-send signal (CTS)
after a short inter-face time interval (SIFS) would be used. However, if clear channel
assessment were not idle, or the network allocation vector (NAV) was causing
suppression due to an ongoing frame exchange sequence, no clear-to-send signal
(CTS) response would occur. Thus, according to these various exemplary
embodiments of this invention, the station transmitting the request-to-send signal
(RTS) would realize that if no clear-to-send signal (CTS) response is heard after a
short inter-face time interval (SIFS), the station must be suppressed. At that point,
the transmitting station could either retry the request-to-send signal (RTS) or give up
until a later time.

(00086) It should be appreciated that in accordance with these exemplary
embodiments, a PCF inter-face time interval (PIFS) may be used for the retry to
maintain access priority on the medium, even outside of the contention free peribd
(CFP), and that the request-to-send (RTS) and clear-to-send (CTS) frames may also
be allowed within the contention free period (CFP).

(00087) FIG. 8 is a flowchart illustrating a method of updating the network
allocation vector (NAV) in accordance with an exemplary embodiment of this
invéntion. As shown in FIG. 8, the process begins with step 800, and Continues to

step 810, where the duration value is set. That is, in this step, the duration value is
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set to a value other than a time period for subsequent transmission to spoof obeying

stations. Control then continues to step 820.

(00088) In step 820, a signal, such as the clear-to-send (CTS) signal is sent
containing the set duration value. Next, in step 830, a determination is made as to
whether the receiving station address (RA) in the signal is that of the station. If the
receiving station address (RA) is that of the station, control jumps to step 860, where
the network allocation vector (NAV) is updated. If not, the receiving station address
(RA) is not that of the station, control continues to step 840.

(00089) In step 840, a determination is made as to whether the receiving station
address (RA) in the signal is a group address and whether the station is not in the
addressed group. If the receiving station address (RA) is a group address and the
station is not in the addressed group, control jumps to step 860, where the network
allocation vector (NAV) is updated. If not, control continues to step 850.

(00090) In step 850, a determination is made as to whether the receiving station
address (RA) in the signal is a broadcast address and whether the station is not a
legacy station. If the receiving station address (RA) is a broadcast addfess and the
- station is not jn the addressed group, control continues to step 860, where the
network allocation vector (NAV) is updated. If not, control jumps to step 870. In
step 870, the process ends.

(00091) FIG. 9 is a flowchart illustrating a method of updating the network
allocation vector (NAV) in accordance with another exemplary embodiment of this
Invention. As shown in FIG. 9, the process begins with step 900, and continues to
step 910, where the duration value is set. That s, in this step, the duration value is

set to a value other than a time period for subsequent transmission to spoof obeying

stations. Control then continues to step 920.
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(00092) In step 920, a signal, such as the request-to-send (RTS) signal is sent
containing the set duration value. Next, in step 930, a determination is made as to
whether the receiving station address (RA) in the signal is a broadcast address. |f
the receiving station address (RA) is a broadcast address, control jumps to step 980,
where the network allocation vector (NAV) is updated. If not, the receiving station
address iIs not a broadcast addréss, control continues to step 940.

(00093) In step 940, a determination is made as to whether the receiving station
address (RA) in the signal is a multicast address. If the receiving station address
(RA) is not a muiticast address, control jumps to step 960. If the receiving station
address (RA) is a multicast address, control continues to step 945.

(00094) In step 945, a determination is made as to whether the transmitting station
address (TA) is a unicast address and whether the station is not in the group
identified by the multicast address. [f the transmitting station address (TA) is a
unicast address and the station is not in the g-roup, control jumps to step 980, where
the network allocation vector (NAV) is updated. .lf not, control continues to step 950;
(00095) In step 950, a determination is made as to whether the transmitting station
address (TA) is a multicast address and whether the station is not in the group
identified by the multicast address contained in the transmitting station address (TA).
If the transmitting station address (TA) is a multicast address and the station is not
in the group identified by the multicast address contained in the transmitting station
address (TA), control jumps to step 980, where the network allocation vector (NAV)
IS updated. If not, control continues to step 955.

(00096) In step 955, a determination is made as to whether the transmitting station
address (TA) is a broadcast address and whether the station is not in the group

identified by the multicast address. If the transmitting station address (TA) is a
-32-



CA 02439697 2003-08-29
WO 02/071650 PCT/US02/06435

broadcast address and the station is not in the group, control jumps to step 980,
where the network allocation vector (NAV) is updated. If not, control jumps to step
990.

(00097) Next, in step 960, a determination is made as to whether the receiving
station address (RA) in the signal is a unicast address. If the receiving station
address (RA) is not a unicast address, control jumps to step 990. If the receiving
station address (RA) is a unicast address, control continues to step 965.

(00088) In step 965, a determination is made as to whether the transmitting station
address (TA) is the same unicast address as that contained in the receiving station
address (RA) and whether the station is not in the basic service set (BSS) identified
by the unicast address. If the transmitting station address (TA) is the unicast address
-and the station is not in the basic service set (BSS), control jumps to step 980, -
“where the network allocation vector (NAV) is updated. If not, control continues to -
step 970.

(00099) In step 970, a determination is made as to whether the transmitting station
address (TA) is a multicast address and whether the station is not in the group
identified by the multicast address contained in the transmitting station address (TA).
If the transmitting station address (TA) is the multicast address and the station is
not in the group, control jumps to step 980, where the network allocation vector

' (NAV) is updated. If not, control continues to step 975.

(000100) In step 975, a determination is made as to whether the transmitting station
address (TA) is a broadcast address and whether the station is not in the basic
service set (BSS) identified by the unicast address. If the transmitting station
address (TA) is a broadcast address and the station is not in the basic service set

(BSS), control continues to step 980, where the network allocation vector (NAV) is
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deated. If not, control jumps to step 990. In step 990, the process ends.

(000101) FIG. 10 is a flowchart illustrating a method of resetting the network
allocation vector (NAV) in accordance with another exemplary embodiment of this
invention. As shown in FIG. 10, the process begins with step 1000, and continues to
step 1010, where the CF-End message is sent. In this step, the CF-End indicates a
value other than the end of the cbntention free period to spoof obeying stations.
Next, in step 1020, a determination is made as to whether the receiving station
address (RA) in the message is a broadcast address. |f the receiving station
address (RA) is a broadcast address, control jumps to step 1080, where the network
allocation vector (NAV) is reset. If not, the receiving station address (RA) is not a
broadcast address, control continues to step 1030.

(000102) In step 1030, a determination is made as to whether the receiving station
address (RA) in the signal is a multicast address. If the receiving station address:
(RA) is not a multicast address, control jumps to step 1050. If the receiving station
address (RA) is a multicast address, control continues to step 1035.

(000103) In step 1035, a determination is made as to whether the transmitting
station address (TA) is a unicast address and whether the station is in the group
addressed by the receiving station address (RA). If the transmitting station address
(TA) is a unicast address and the station is in the group, control jumps to step 1080,
where the network alldcation vector (NAV) is reset. |f not, control continues to step
1040.

(000104) In step 1040, a determination is made as to whether the transmitting
station address (TA) is a multicast address and whether the station is in the group
addressed by the receiving station address (RA). If the transmitting station address

(TA) 1s a multicast address and the station is in the group addressed by the receiving
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station address (RA), control jumps to step 1080, where the network allocation
vector (NAV) is reset. If not, control continues to step 1045.

(000105) In step 1045, a determination is made as to whether the transmitting
station address (TA) is a broadcast address and whether the station is not in the
group addressed by the receiving station address (RA). If the transmitting station
éddress (TA)is a broadcast address and the station is not in the group addressed by
the receiving station address (RA), control jumps to step 1080, where the network
allocation vector (NAV) is reset. If not, control jumps to step 1090.

(000106) Next, in step 1050, a determination is made as to whether the receiving
station address (RA) in the signal is a unicast address. If the receiving station
address (RA) is not a unicast address, control jumps to step 1090. If the receiving
-station address (RA) is a unicast address, control continues to step 1055.
(000107). In step 1055, a determinaﬁon Is made as to whether the transmitting
station address (TA) is a unicast address, whether the transmitting station address
(TA) matches the receiving station address (RA), and whether the station is in the
same basic service set (BSS). If the transmitting station address (TA) is a unicast
address, matches the receiving station address (RA), and the station is in the same
basic service set (BSS), control jumps to step 1080, where the network allocation
vector (NAV) is reset. If not, control continues to step 1060.

(000108) In step 1060, a determination is made as to whether the transmitting
station address (TA) is another unicast address and the station is at the receiving
station address (RA). If the transmitting station address (TA) is another unicast
address and the station is at the receiving station address (TA), control jumps to

step 1080, where the network allocation vector (NAV) is reset. If not, control

continues to step 1065.
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(000109) In step 1065, a determination is made as to whether the transmitting
station address (TA) is a multicast address and whether the station is in the group
addressed by the multicast address. If the transmitting station address (TA) is a
multicast address and the station is in the group, control jumps to step 1080, where
the network allocation vector (NAV) is reset. If not, control continues to step 1070.
(000110) In step 1070, a determination is made as to whether the transmitting
station address (TA) is a broadcast address and whether the station is in the same
basic service set (BSS) as the unicast address. If the transmitting station address
(TA) is a broadcast address and the station is in the same basic service set (BSS)
as the unicast address, control continues to step 1080, where the network allocation
vector (NAV) is reset. If not, control jumps to step 1090. In step 1090, the process
‘ends. .

(000111) FIG. 11 is a flowchart illustrating a method of updating the'network
allocation vector (NAV) in accordance with another exemplary embodiment of this
invention. As shown in FIG. 11, the process begins with step 1100, and continues té
step 1110, where the duration value is set. That is, in this step, the duration value is
set to a value other than a time period for subsequent transmission to spoof obeying
stations. Control then continues to step 1120.

(000112) In step 1120, the address is determined from an address already in use
for another standard. Then, in step 1130, a signal containing the set duration value
Is sent to the borrowed address. That is, though the transmissions are in the 802.11
standard, an address in another standard already in use for a similar purpose to the
802.11 standard, such as the 802.3 standard, may be used. For example, the
PAUSE address given as 01-80-C2-00-00-01 in Hexadecimal notation may be

borrowed from the 802.3 standard to the 802.11 standard. By reusing the multicast
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address from another standard such as the 802.3 standard in an 802.11
transmission, advantages such as saving address space may be obtained. Control
then continues to step 1140.

(000113) . In step 1140, station within the range of the signal determines whether
or not it recognizes the address as a borrowed address. If not, the station is, for
example, a legacy station which automatically assumes that it is address by the
borrowed address, and control continues to step 1150 where the station’s network
allocation vector (NAV) Is updated. That is, stations not practicing the enhanced
802.11e standard will be spoofed into automatically setting the network allocation
vector (NAV) in accordance with the duration value, and will not transmit.

(000114) On the other hand, if the station is practicing the enhanced 802.11e
standard, and recognizes that the address is a borrowed address, control jumps to .
step 1160, where the station will check as to make sure it is not in the addressed
group, and will not set its network allocation vector (NAV). Control then continues to
step 1170, where the process ends.

(000115) FIG. 12 is a flowchart illustrating a method of receiving an additional clear-
to-send (CTS) signal after a first clear-to-send (CTS) signal in accordance with an
exemplary embodiment of this invention. As shown in FIG. 12, the process begins
with step 1200, and continues to step 1210, where the request-to-send (RTS) signal
IS réceived by a station within range. Next, in step 1220, a determination is made as
to whether the station is an obeying station. If the station is an obeying station,
control continues to step 1230, where the network allocation vector (NAV) of the
obeying station is updated. Else, the station is not an obeying station and control

jumps to step 1270.

(000116) In step 1240, a timer is set. Next, in step 1250, a determination is made
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as to whether the timer expired before receipt of a clear-to-send signal (CTS). That
is, a determination is made as to whether a first clear-to-send (CTS) signal or an
additional clear-to-send (CTS) signal sent by the station sending the request-to-send
(RTS) signal is received by the obeying station within a predetermined period of

‘ time.

(000117) If the timer expires before receipt of a clear-to-send (CTS) signhal, controf
continues to step 1260, where the network allocation vector (NAV) is reset.
Otherwise, control jJumps to step 1270. Accordingly, an additional clear-fo-send
(CTS) signal sent immediately after the first clear-to-send (CTS), or otherwise
immediately following the request-to-send (RTS) signal, is sent before expiration of
the timer to the obeying station, which may have problems hearing the first clear-to-
- send (CTS) signal, and may prevent the obeying station from incorrectly resetting

- their network allocation vector (NAV). Control.then continues to step 1270, where
the process ends.

. (000118) FIG. 13 is a flowchart illustrating a method of responding to a request-to- -
send (RTS) signal during a contention free period (CFP) in accordance with an
exemplary embodiment of this invention. As shown in FIG. 13, the process begins
with step 1300, and continues to step 1310, where a request-to-send (RTS) signal is
received. That is, in this step, the station receives a request-to-send (RTS) signél In
the contention free period (CFP) containing a duration value set to a value other
than a time period for subsequent transmission to spoof obeying station. Control
then continues to step 1320.

(000119) In step 1320, a determination is made as to whether the station is
addressed. [f the station is addressed, control continues to step 1330. Else, control

jumps to step 1370.
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(000120) In step 1330, the reason that the network allocation vector (NAV) is set
during the contention free period (CFP) is retrieved. Next, in step 1340, a
determination is made as to whether to ignore the duration value based on the
reason the network allocation vector (NAV) is set. That Is, though the network
allocation vector (NAV) of all stations are set during the contention free period
(CFP), when a station receives a request-to-send (RTS) signal, the station must
respond to the request-to-send (RTS) signal, and thus, the station must determine
why its network allocation vector (NAV) is set. If the duration value is to be ignored
based on the retrieved reason, control continues to step 1350, where the station
responds to the request-to-send signal. Otherwise, the duration value is to be
obeyed, and control jumps to step 1360 where the station is determined to be
reserved on the medium during the contention free period (CFP). That is, the station
that Is reserved on the medium is.not able to respond to the request-to-send (RTS)
signal. Control then continues to step 1370, where the process ends.
(000121) It should be appreciated that many other possibilities exist. That is, it -
should be appreciated that the exemplary embodiments discussed above are just a
small list of examples of how the principles of the present invention can be applied.
Other arrangements and methods can be implemented by those skilled in the art

without departing from the spirit and scope of the present invention.
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What Is Claimed Is:

1. A method for spoofing stations while transmitting data through a medium using a

first standard, the method comprising:

setting a duration value to a value other than a time perio’d for a predetermined

subsequent message transmission; and

sending a signal containing the duration value to an address already in use by a
second standard, wherein at least one of the stations is an obeying station that updates

a network allocation vector in accordance with the duration value.
2. The method of claim 1, wherein the first standard is the 802.11 standard.
3. The method of claim 2, wherein the second standard is the 802.3 standard.

4. The method of claim 3, wherein the address is a PAUSE address in the 802.3 -

standard, and the address is given as 01-80-C2-00-00-01 in Hexadecimal notation.

5. The method of claim 1, wherein the duration value represents a time period for

suppressing transmissions by the obeying station.

6. The method of claim 5, wherein transmissions of unknown protocols are given

preferential use of the medium when the transmissions by the obeying station are

suppressed.
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/. The method of claim 5, wherein transmissions of hidden stations are given

preferential use of the medium when the transmissions by the obeying station are

suppressed.

8. The method of claim 5, wherein critical transmissions are given preferential use

of the medium when the transmissions by the obeying station are suppressed.

9. The method of claim 5, wherein at least some of the stations are provided in an
overlapping basic service set, and stations of the overlapping basic service set are

given preferential use of the medium when the transmissions by the obeying station are

suppressed.

10.  The method of claim 5, wherein stations of an enhanced version of a standard

are given preferential use of the medium when the transmissions by the obeying station

are suppressed.

11.. A method for spoofing stations while transmitting data through a medium, the

method comprising:

setting a duration value to a value other than a time period for a predetermined

subsequent message transmission; and
sending a first signal containing the duration value, wherein at least one of the
stations is an obeying station that updates a network allocation vector in accordance '

with the duration value if a second signal is detected after the first signal and that resets
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the network allocation vector if the second signal is not detected after the first signal:
and

sending a third signal containing the duration value, wherein if the at least one
station resets the network allocation vector because the second signal is not detected

after the first signal, the at least one station updates the network allocation vector in

accordance with the duration value contained in the third signal.

12.  The method of claim 11, wherein the first signal is a request-to-send signal and

the second signal is a clear-to-send signal.
13.  The method of claim 12, wherein the third signal is a clear-to-send signal.

14.  The method of claim 11, wherein the third signal is sent immediately after the

second signal.

15. The method of claim 11, wherein the third signal is sent immediately after the

first signal.

16.. A method for spoofing stations while transmitting data through a medium, the

method comprising:

setting a duration value to a value other than a time period for a predetermined

subsequent message transmission; and

sending a signal containing the duration value during a contention free period,

- 49 .



CA 02439697 2003-08-29
WO 02/071650 PCT/US02/06435

Wherein at least one of the stations is an obeying station that updates a network
allocation vector in accordance with the duration value , that records a reason why the
network allocation vector is updated, and that determines when to ignore a duration
value of a subsequent signal sent during the contention free period and when to obey

the duration value of the subsequent signal based upon the reason why the network

allocation vector is updated.

17.  The method of claim 16, further comprising responding to the subsequent signal

when the duration value of the subsequent signal is ignored.

18.  The method of claim 16, wherein the subsequent signal is a request-to-send

signal.
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