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I B FFACREE B, 80048 FPRAS SIS AN TZhBE, Frid RSS2 BN S A T e eieidk
TSR HAT AL/ BT SRR U7 A

[0010] S AMEIRAT RS n] LASEIR DRM V7 n] B g 14, Joa0F830 J Al A A Bk R4 n] 14

4



CN 102882677 B 1«51'1 AA :F' 2/232 1L

HIZL o R, 553X 28 R GEAH R IR Bk sl BRI AE R ] BEME - R ] DADade Uy 1) S i vl s
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P P o XL D S A R A B LR NV AT T AR B 6 AR 7 I SRR iR
B LB ARSIV ] o

loot1] LA AR GEnl ARG F TR SR — SRR 2 — SR TR) 6 A A6 P BUR AR LS
R B BEATBIL R (proximity) A € RIALAF. XA 5 G ml LAsR il AT AL, i 00 2 B
0 T8 TP T BRI SR A AL R, 1M AR 52 R 37 IR A A eI A DRI — IR 2 Ak AR
11, I8 R G B A T EA E A BEAEAN L T WS AT QBT FEAS 2 A B R D0 1] 32 R4
HIN ARtz e ORdr . AR RSt B L 1R 20 i S5 2 S B AL BN/ Al 1 AH G
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[0013]  FZMEA B ZR G 7 iR 7 St A 3 i P B AT ) A S v e
FAHRER R AL 2

[0014]  FE— A onBIPE S, JEAE T — B BB MIAEAF it 25 Hh BT A7 i L AL
W55 e BB S B0 75 32 n] AR BN U5 1) H 5 2RISR, 3R (retrieve)
L5 B i1 A R AR SR IBC AV AT, I ELARE 5 7 ORI B 5 | B R PAAT 56— 1 TR e LU 1 5
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ANBERE X GIT BT 5 R R e DU i BT B e 15 A R/ Bl A s A AR 2
A AL
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[0057] & 36 P&7R T A B — A S 8] 1) 40T FEAS A P

[0058] P&l 37 PE7R T Ak HE— AN S 4] F 200 30w EAS A Pl g A8 A

[0059] & 38 W&7R T AE— A S ] rh 7025 7 o AT AT RSS2 2 TR I AS B

[0060] 39 FEAE— AN S 7 B 7 S R ] IR 4% 2 TR) AT L R S A I
[0061] 40 7R T HA 2 A AR SR £

[0062] 41 BR TR — A2l 19515 (bootstrap) Hhisle
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BRLHEA R

[0064]  FTOFEHE T BTk B TAE EARRITEAIFEIE . BARTGIAR T JLAN SRl , 4R 1M i 1 2R A,
JIT R B A AR BT — AN S, 1 A2 A A B AR B 1R 2 B 4 B R S5 8007
Fi4N, BARTE T TR ] B T 1R 2 ELARGH17 US4 B P BH AR 3= AR 400 IS B A, A
ST DAAE A K e 7 v () — Se sl A I 00 T SEER— SRS . A, R TIE R E K, I
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IR T HCE RO EHE (DRM) AR R SE M FETE DRM 51 3 () sz, H5a AR T 14 2 56 AT DRM 5K
7 A ARIR ) — 2855 5, FEMLIE I 5 I LA SE & LAES o RHEHER T XTE <551 HiE
oP T I ) 1 R 5 460 R DRM 5 |28 (K I 5 L B 78 RS o DA R R R 8 S g , I HOG IR T B
(R LA A 2R s A AN ST o AT R, A, W DATE 6 4 551 FRIE BT Ik 1) 1 3 45 4
/ B DRM 5 |3 P17 5% A DA R A e i 5 P A P 3 B PR (R A
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[0067] LR T HFEEE AR RS 100, @ 1R, HFRFEERT W
25103 PAAI 5214 102 B2 R DAL R AR 7 108a—e 9l (B — AR 1E“ & A
J7 1087, HA B E BRIC 108 AIAZ He b FR AR R A& F s & H P IV R R G, IXEA s b
NHRIE RN ) o BN, STk 102 ] DLELEE Y AT R BN R, W AR AR R
TAEZE R R AR AEFE BB IR SN 3 PR I P9 25T B E T IR S5 i ik
S HAARE R L ) i i S B AR TR B SR, FE HLN A 103 W] DU HER Tl HL 7 U 2%
T U A B SCAS Y 2%, F % S A0 X A FEL T IR B SCARTH B
Ab PESCRY R TE BT H B B AR A B L R 2.

[o068] 7L 1 Jromth (457, SEfR 102 8 A dH e 5 |4 109 kA 0] 106 5 Frdst ey iy
25 104 AR, ¥FR] 106 226 T 544 102 (1 5Ehg 105 s e B RE, IF Hfa @ v / 5L
AR AT AR/ B AT A TR W, Brid— a2 A A a0 2, 51
TR — A A G R AT S At B 4 SR 0 Z5 A5 A2 o TS PR 20 T DA E R D 2 B 5
FEELFRZ B — D Z AU 224, ] LAE (S BUEALR 110 Sk3E
FIE YA G %

[0069] 4] 1 frow, W] LARE B AT 0@ 2 - Bk il f 26 FH P 108 #2341 N 25 104 1
VW] 106, 75 4N 28 FAZ IR P 4% 112 3l 103 o2k 4% B L& FH &4 107 ) 45
A, e gl DA e 0B 114, M1/ 804 g s 452 (CD) B £ Thig i
(DVD) PRINAEfE R (Han, 240 (SD) R ) ZZRHIRIERA i 116 5. BN E 104

7



CN 102882677 B 1«51'1 AA :F' 5/232 T

A LUERIVFR] 106 — ke LA AS B s 4 113 A sl LR R SCAS [R5 BT 32 080 F e o7 2t B
fES PR IE A

[0070] AP IR (Fan, ™S ATHEWL 108e, B3 HL1E 108a, LA / BLHLALHLI &
108c, {485 3 E A0RT / BRALAMFR I8, W15 D e 5% ) B N AR A 116 BlERRT / B
FHIZ4E 800, & B e SRR SRBUF LTI N 2. P I AR G0 A 453X LA Rk A
HECERCRE PG | 118 AR/ Sk, T VP Al 55 BT 22 6 P 2% 104 AHSCER 47 m]
106 FF HBRHIFAT & R4 (F1/ BUER FH 116 BEB R ATIX R 402K ) , i i@ A e 4
MV A ST AT 106 SR VRIS A BE U i) T Py 28R S5 . BCEBCR) A BE S |35 118 ]
CIAESE 4 b s Thie b5 N A 116 2Rk, 8 w] U FEAST (8RR / shiliq . 1 g ik B sk
TAN MRS 108c 2B MRS LIS I RS 108b 2RI RS (i, R4
a5, P AP T 7 — A%, WA ATH AL AL TN G 55 ) 81, TR E R RSE
FECE AR B kAo 120 2B UHEVE R P U i M P Semi PR 8Os RN 2
[0071] ¥ AR FES 3R / 8 7 A% b HOm P A (0 B A B AT BLd 36
FH P2 A AT R S e E R . s b, tE A ) — el 451
Al DB AR IR B FE 7 (W, A8t (clearinghouse) 122, PG, I+ B Y &
102, H P, ARG B s2 k% ), Blan UH T o0 aciss (i 2%, 51 5 m
Weaa % ) e P T SR R G g (), ISP SR DU T AL (5 R ) & Y
HE, BAREE 1R T U B PR DRM 1R 2R 45 R FT— 4L U8 B I 5 2R, (ELA T] DUEAT ] 38 24 F 1
358 v S X L TR IR B R AN T, IF HON R Y B AR, ] 1 2 H T EOR RRERE B T AN
e PR E .

[0072] P& 2 7 T AT DA SR S AR & BH AR AR S A9 1 &R 4 200 (1958 40 19451 1
B, 2245 200 7] AL G B & 4% 108 N ALY B 1 4% 109 25 S fel . film, %
2t 200 7] LLALFEE G AT 108e B 4% e 554 105 2 2 [l A 5018 2% B Wiy
A HLTE 108a N NS 3 (485 S A s RR s « RN B B2 iR R A S L
IR . R 200 — LA FEALFE RS 202 7 A28 204 H 210 206 FH T3 nl R 147
fiti s 208 [R5 11 207 482 11 210 FIH TR Ll o —A s 2 N ek 212, R4t 200
[RERAE— M R TEAE At 2% 204 TR IFE 48 S P ERERUALEERS 202 K45 i, /4% 204
W S SR B A A F A AR (RAM) FHAE S R A7 Ak 3 W8 Wi A / BN & EEPROM. 47
fitidy 204 [ FELEE 43 ] DABERR I, LB eI EiE M R 4 200 L e ARSI S N G 1
207 W] LA FE H T332 0F BN i 208 13 UK S 25 B 2 4 48, iR v &AL AT e A
JBT 208 15 WAL . CD-ROM, DVD A7 Mt SD R HER BN . MEE0 210 — i n] 4
VESR 25 p i PR e X B 3 09 (46141, LAN, WAN, VPN 28 ) 2 R[N 4% 220 SRTE R % 200 J%
HeiHERg (R ShE & mEs) 2 R ahER:, I+ BT AE FH—Fhok 2 ol fE SR
SRAEY I AT IR R: (1, Jolk, DURMEE) o A6 —28sLif o, &%: 200 0] LU
Ab T BT 203, PR AL B ER T 203 52 BILR ST DLEE S bk R4 200 [ FH B SR . X R
LA R AL TR B T n] DL B 9 i 0 5 B L L B A4 U6 A 2 DS (AU B AR LA S B BOR) i
SRR e 5 T 22 Ak

[0073] 4P 2 FioR, T 4% 200 FRIAF A 2% 204 0] LU 3G A T v 508 4% 200 #4154
PR3 B o 5, 476t 2% 204 — AL HE T4 BERA H A1 256 B S5 AT I BRE R 4 220
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AT RILZ AR 7 N A B NN A 230 580 H 3T IX LT RS IRBCR) & 2L Dh e b i —
SEEA ) DRM 518 232, WMk E 7 it , DRM 5|3 232 n] LI HE . 52 AH
VEFN / sl gz 25 P e s, 18 W - FHAT I IR 1 BRI 222, AL T2 R ASE S 2
BEREFINL 222 48 FH FRIRESEAR FE 224, A1/ BUH THATE W IE 5 (i anns /i / sifias i
B EEG BRECRE B UGEAHS PSR 5 ) BB AR 226, fEGAR
204 —FERELHE SZ RPN 28 228 FHAHCHCIYT ] 229 DL % H AE %% (Rt )«

[0074]  — AU B AN T2 G HLR, X BT R R R SR v mT DR H S 2
BT B 7 I 2R AL Bl 5 4 AH TR (R T F B350 4 sl SE B b AT ) HL 2 M I T 85004 &% SR St , G AN
HAEKE 2 R FT R H 1 — 2l AT R R & R/ s Ros I e 4R B4 . T
N2 AR, ] 2 TR IR BRI E .

[0075]  SXHLHEAR T ECFABUR)E B G | EBERIAR OGN R G 7 vk, HnT DA ER HEAE ] 1 0 2
T H R 2 R g ml L e SR A R e ROR) A BRI B TR K — SR A . D34, TR TR
WEFILE RGN, AT UL FTEE 1 2 R IR R i 1 b DL R e 15 48
o, A SRR B R IS .

[0076] 2. DRM 5%k 2 45 4

[0077]  7E—A> ST, A5 FH A XS 8T B L SR IO R, B AR E B (DRM) 5 | 3R AT
1%L> DRM Dy RE . EARIE ST, itk DRM 5 124 v e F T AH X 25 2 B R 3135 /e 551
HHAE T BT A IR 1K) web 9 26 Ik 55 2R 455 T, DL R 8 B 31 ] B8 IR A AT 3= LA 53 BlOR A 4 2R &5 1)
oo FEDLIE SEAE] H , DRM 5 13 5 8 BB U 25 0 P iSOG o0, Savr sevt & 12 IR e 1
DU B SRR RAEH AT FAREAL S B . H DRM 5| 85 [ 328 i i 451 B 4 FH 1 7 B S
(governance) AR IE ] 5 (1), (E2 Z AR AR ] DU DR R RAF IR R AL 5545578

[0078] T i& DRM 5| & [y — £y B M S5 30 R ok ok “ B8 (Octopus) "R 79 1t SE I8 77
2 PRT N Y AR, A B FF AP T F a9~ 1 B R n =, FF HACH T3t B i AR RR S B
i

[0079] 1.1. MR

[0080]  [&] 3 7 HY T UL BT ) DRM 5|3 303a 7E4H DRM [ 548 302 Hha] LLUEFEREIEH .
WEl 3 PR, fE—ANSETtf h, DRM 513 303a B ik A AR NN 304a (4140, 195 W&
SR/ BAATRE TRs 2 R 5 PR RN 5 0 A F - AR e SO AL TR L P T AR
BOCAF B s S SCA LN ) WEE 285 . 72— ANSHEE] 1, DRM 52 303a 14T DRM
DNREFF HOWT T anhn s fdss S8 B2 R IR MO =AU 304a, F1/ B0RT LA AL
KA AP E Thae. B, 7EARIE SEE] T, DRM 512 303a Tl #AERk 44 DRM X %
305, ik DRM X% 305 B 4552 £ P75 308 47 1] 306. 7E—L8sSjEfs]h, DRM 5/2& 303a
AL FEHLN A 304a #BIX %58 . WK 3 frzs, DRM 52 303a FENLN A 304a H il —4
Sl N E] LA B AL PR web PIZE AR 5% 305a F1 / s EHLARSS 306a F1 / B4 58 e A 145 B
RS It 205 R . ‘551 HUIEHR L T X Ff IR 45 1451+ LA S b DRM 5| 303a Fl = HLAY.
H 304a m] DAAH B #AER 77 K

[0081] £l 3 Fran 4] 1+, DRM 5138 303a. EAHLNH 304a. LIRSS 306a Fil web R 4%
5542 10 305a # IR W 2 H P A ATHEHL (PC) 2 2B 300a b. 4 300a
A TR HIAS A B IR S5 A% 300b DL R AE 1 & 300d, Horr AFITIR 45 7% 300b FRAF N 2 308
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AT 306, FF H ik 2% 300a 1] LA {485 X % 2% 300d %5 & 2% 308 Fl / BRI 1] 306, ixXabll
BRI LUAEE S DRM 513 300a JIak 58 4 AH (A1 #) DRM 512 303, Hn] L frid
WA IR E BN =LA AR . 040, RS54 300b ] LIASHE =AM H 304b, H T
PAT ettt 2y 0/ siirn], IF HAH DRM 513 300a S VPl 5 1F Bl 3 25 10 ) 28 AH BRI
P, DU 5 AR AT =T 23 A B BRI AH — 3. MBI, 1524 300¢ W LLAUHS e fs FF IR JF B 5 Y
FHIFEHLNY A 304c, 14 300a 7] LLALFE HEE T IR N A& 0 =N H o /R AR TER BN R
ZRENE I S 1, % 2% 300d T LAASELEE web P48 ARS8 01, (H 24 B ARAT LUK T 55
B4 300a FIIETE F web P44 4532 10 305a, DLIEBIIXAEFIFERE ML ] 304d FT / 85 DRM
518 303d 75 ZAT AT web PIZIRSS. Kl 3 S HorpmT LS A DRM 5|25 R 1) — 1
F s VY IR 3 L BT R 1) DRM 5| 2 (1) St 51 n] LUK BV 2 AR 7 XT3 B S5 N A
FMRAER, HBARTAERE 3 s H i vt B ]+

[0082] 1.2. A%

[0083]  FEANIL LI, P A ORY FIAE BH SN G H R R RGP SR AR N 24 AT
A5 PRI 55 P 25 AH DG IBE I ELA 5 2418 SR IS U7 [l A B T

[0084] 1 I 1HI T LR A B IR, 75— A S ) A A LAUR A&

[0085]
g EA ik
R AT HES
233 AT ASAZ M E £ R
N EFRE (B, BARE)
MEZY R TmEREIE R MmE EH
15 % ATERIRSE Wﬂxﬁﬁﬁmﬁw
Eot R AEE R A5 E AN EZ 6 X5
A B ATAA BB E AN Z 2 H XK

[0086]  1.2.1. i Xt%
[0087] 15 RIS RHIRF R RGP ISR, fESErh, 0 Ul Ros - R B4 . 1 A
X G B A A DGR S 1, Pl AH DGR i Ptk 2 /s 574 A DI IR SIS AR 1) R e
[ooss]  fltn, Bl 47~ T WA (Xan 400 F1 Knox 402) WA 2% (PC 404 FIfE#5X0%
2% 406) FUH TRondl (B, PR FKEER R 408, AFLEBE R R 41045558 & SR IRS
[RIT 77 412, RIAA HEVERI S 414 BLRCRE & 24 =) Jrilad 1 e 4 416) 1 LANSEAK, B — A0
BAFHRIRAITY S %
[0089]  7E—ANSEJt 5 T, W MM RS H T O s HRE R AR E . BRI —
AMFI AT REAL . BRI P VLB A 2 A, T R A B T DL SRR R e Sk . 7
— G S 45 R, YT RO S ] DU HE S A AR R W A A A A 1 A B A S R A
R Y S TG B 1 2 B 25 B A S
[0090]  7E—&LS e, ﬁ'EXT%L@T@f%M PEBIAERT BRE EN, FTHEHLEE B H AR
E A BT ] TR fON LR R 1 R g8 IR W] L mUir s iy se ik (i, &
10
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SRIRSS 412) B0 T3 8 B IR T R AN SEAR (N, s (i, Knox  402) W] LLA7
T3 8 A Bl b R (s 35 2 A 406)

[0091] 1.2.2. BEHEXT%

[0092]  TEAM L S, BB G2 T /R AR AN 1Y s 2 A G R I A 4 1Y) (signed)
It %, i, ZE&] 4 1, A PC 5 5 404 3 Knox 402 fIBEM R HH T AL M Knox 402
BIYLH G EET T 408 [FRERE 7R T R Bk, MWITIR Carey ZRBETT i 408 5 SR IR S5T 7
I AL2 R R IR . AE— A S, BEEE N R R IEAE I S 2 [ IR, AT AE
Bl 4 A Br7s R 08 R ] DUAE AN E R R R R

[0093] W1 4 Fron BB T] DL SR FRIATENT sl Z A 2R, Hoh B BR N G AR 7E 1Y K2 [A)
(A 3. I AE R 4, ZEEL L S BEST A 408 N AR IRGS: 1 0 412 2 )20 B W 5 75 1%
P AR LTI AT R DL L SRR 1Y o 408 I SR IR 4510 mi 412 A [l . Knox 402 il Xan 400
UL ZKBE 408 BRI . PRIA Knox 402 B #EH: 21 L K BE 408 H H T IR YL 5 BE 408
BRI SR RS 412, BT LLACHAE Knox 402 FIE SR ARG 412 Z RMFEERE . M EN—D
A BT SIS AR, DRM 128N S s n] N — T SRk . X R E AL H
T AV T A IE AT H T SR U7 0] 52 OR300 9 25 BN 1) 1 6 B8 I 4 ARk 17
AT ) S ORAF R 2

[0094] G I~y iy SE VR AR MR IA , BE B T Gk et e RT DL S H T RV R A S I
—REEAL A . BERR N ZAE ] U T8 SRR B T DA A A RO A A B A R
J¥ o IXFREHIRE AT LLAE DRM 5 3 LT Bkt (IX UK SeRTE n AZ #e b A Y ) DA
PP B R A R (A, DASER 2 BT IR i A2 75 n] DU R BA A 245 78 1 0 ) o
[0095]  fE—ASKJE ], BEEE B 2 44 o W] AT FH AR AT 4 i B 2 A L, FF AR — 5K
Jti 451 7 DRM 5 | 285 A7 5 S % 0T S S 28 44 I HLBEA VPN AT AT AR DGR (PAIE D, 4B A AR
AR BN RGO AL TATIX PR/ BAIET . X SOV R G et 3 sl 3 01 e SURE R XS
S I RO © 5 (@ ek A5 S A B BGIE 15 RS 55 ) » AITTERE & 32 R 37
PR/ B BTG BE T 7RI Ik DRM 5 [ ZE 0P At 28 w2 77 0 DRM R S i 2 A 1) SR 7 BRI 22 A
Z EARAE T B SR s A R 2 e E () G, R R A e Bl ) A nT DU i R B
X G A B v L HETE 2 )45 IR ol SR, P 478 iR 3 X B A T I 2 o o) I e 1 s I A B AL
BRI ) o fE—SERh, DRM 5128218 1, - H A5 AEIE s 284 e
/B EAUN R/ BRSPS (e 22 WL — & TAE . AT, 1 an 2 DRM 5 | 2
LA R B R S DA AR AL, IS e T DA R R A LS R/ BRI
BRI EMIRS ) DMEMKA Rt & i B n e e 25 44 77 SR BAIE TR %5 4, DRM 5|
BRG] UANENIE Fridk 77 S 407 o AR e S, DRM 5 |3 A B RO 3= B 1] 5 b 2 B
BT A% 38 29 %5 44 55002, SRPAT SL B (R 28 44 VA

[0096] 1. 2.3. PNALRIFIE A

[0097]  FRIRZHRE 3, fE M ALK 7, (WA RN 300b 18 A . 304b, Firid i H 304b
A045 FH T 025 B3O 25 A R AR 3 He - U 28 308 [ 2665 13, I HL ik Py 22 ik .2 300b A1) 3 1]
T P ERZ N A G 7 ] sl A AT 306 AE— NSRRI, ] 308 LS H TR
8 1] LLEREAE B N 2% 308 [1—20%0 % 305, Jf HLIAELHE P 2R I N 25 5 R0 / 8 R 3RA53 24T
PRSI fE R o AE— D SEHif v, 2% 308 FIER] 306 7R 4E bRy i, (H 28k y i |
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R Cltan, 4 XS 1D 310) #5482 fE—iL. EF2 0T, BN FRF — AR/ 5
— IR IR T BE R TR s SR AE LI S ] rh AN SR, o 7R — AN S ptids o, VEm] ] LAY
HF—NUL BRI, I H—A LA ] w] DU A AT B A [ Y 25 00

[0098] WK 3 7K, 24 AER /it ¥ 4% 300a _IE4T A9 AN T 304a AE R 12 (Y P 2% 308
PATBIVERS, ‘E 35K DRM 5% 303a 0 & & B AEHATHIBIME (FIUn“HRIs”) 2&pk air. 15
—ANSEHER] 1, DRM 518 303a MAEELRE N 25145 0] 306 X% 305 A1 B8 (145 5 R n g ot
PAT 5 WA 308 AH IR FHIFE P, I EHARYE B il 4 w2 e B b ] 1) & R ke vt 7 B4 4 11
FHATZBEFIRBR o AR — B SR 2 — L4, W 7y 5] A TR RS2k / %
2% 300a [ s BIA I 41

[0099] |15 2 H &7 DRM 51 EE (1) S 491 T LAERERf 2 Frii SR BAE (i, W& N2
S BB AUGRRE R . 10 5 FoR, B 0Pl X 45 2 s E I wT & =R (500) o 1l 4, 78
TN B F3AT I FR 2 S E G R 2 Jm, T LA =L e oiis k. a5 By
7N DRM 5 |28 PFAd BT e i /F ] (502) , 3 HLAf s BTis SR sh B & B B2 AL (504) » i 40, fir
IRVER] A DU 2 DRM 5 [ EERAT (2 iR 1, Hodi th R IEATHRACA € . i RV AT IE
KIBHE CBI, B 5042 7B H ), B4 DRM 5 |3 1) 41N 26 B BT i SR MEE (506) .
A5 I0), DRM 5| 8 ] = WL F 3R I BT IR SR 4 (508) o #E— L5251 H, DRM 5] #587]
[] S ATLAY FH 3R [0 25 b oo $ s, B i se i 49 an e A S YE VPR K6 (il dn, 5%
(obligation) Fl/B[H]if (callback)) , B H AL IC T 45 42 B05 R KT B N4 S o 491 41, DRM
ST DAR B A E VLN A AR 0 T Irid SR sh VEHAT I 34845 B A v i K I sh 4, B4
& E TR AU LLTRE SO A 18] [R] [ (903 DRM 5| 3 LG5 40 33 DR Al Va4 SR vep
ESREIBE. IEEHE T B DRM 5 EE Bk (A1 OC T Fh 45  [B1 9 B I E I8 S e sk
o IR PTG KIS VERE IR A A2 P4 (B dan, VFRT I P 5235 % Gerh ) 3REL,
I H A sl P i SR 4 FH T AT B ads o9 45

[0100]  1.2.4. ¥FH] DRM %f%

[o101]  t & 6 iz, 7E A St b, Y a] 600 X% fas. 7K 6 Fian i) 7, ¥
AJ 600 FLHE N B IR HR 602 AR A4 5 604 F5 25T 5 606 Flz %% 608, ik 6 At
T, A BEEAX 4 602 045 025 (125 SR 610 (50140, A a5 BT N5 IR 9 2500 612 JT a2
K2 H I I Z AR ) FOCT T rid 2 HE IR S 2 NE R RYE0 45 604 3
W AN % 602 Jh 2 Bl — P ELZ D ARTZ 614, WIE 6 Fiw, 38§10 % 608 ALHEH- -3
a2 EFEE RN AXTS 614 [FFEHITLT 6160 AEPLESEHERIH , I3 HIFET 616 /2 4F
H1 DRM 5 22 P AR B B UL EIs AT B mT AT 1T ACRE o 48 AR ol b A 2 2 150 2 7T ik
PR A BT e 2 1 4 o A S 15 1T AR BT I P 8 AT SR LE A , FTid 451 5
LEAY U AT A A AR N B BIIL, BRI R SR T O A, TR G RA
FAERAE L FLRS IR 6, E IS4 606 HIRIE— B2 A~ N B HIRT % 602 4552 Bl
HIX% 608,

[0102] PR 600 3R] DAL HE 55 A 42, i a0 T 3@ A0 BT il 177 m] B 2 SR I 3 25 )7 Il A4
[RIALAE BN TR K o iR VR R £ 5 A, T DL RRIX M oeBR /R o — N H ekt
G (i, EHI % 608) IRIEY . fER 6 Fras i BUsER g, 006 5 608 Fls il 2
X4 606 HHE 24, 431 R G0 nT LATEAE FH AR HME B R EAT N U5 1) 4 5 2 A A 36 iE i i
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FHIE B R AE IR 72— ASShif] b n] DUR I 30 UE7E 3 635 AT 5 606 H Tl hE
()22 A HURAS B 5 XS 5 608 HA R . B HIA A% 606 7] LLELE £S5 I N A%
X% 602 F4 E RN 2 BH Bl B BRI R B A, FH AR B o S e 2 R A A
P A B R G 2 TR 48 52 AR AR X TR S

[0103] 41 6 o, fE— NSt , P2 612 o IF HAFEE N AR % 614 o Prd
FH 55 2 A R TE N A 2 I %602 N (BUHILS T ), FF HAEIX Y& 2 [R5 5 Hh Ak
PIEATH 604 KEKIR . W 6 Fros, ME— 1) ID FRAEAE N AT 614 FIPY B FIXT A 602
Z IR RSB E T3 T . F T80 B S e A8 2551 610 KA PN 2% 612 [ I AL 15 78§ i of 4
608 P, I HLAEFEHIXT 5 608 FIPY 282540 602 2 [ (45 72 H = I8 0 % 606 T A% I ME— 1)
ID RFE IR

[0104] NV PRAE, BANKE 6 7n T AE— ARG STt ] AR VAT R, AN X BTG
TR DRM R G0 5 iEAN SR e ] g5 R (A8 A o it SRR A1, w] UE A m], e 7E
6 1 B H RSB 0 R D REAR BEAS [R] 1 77 5] ARl 45 B/ b B g rh, slAE 85 21 55 A1
G b, BEEAEX G Mo AR AR REE ) A1, n] DUR) T A] ke S BL pr i i i R e
TR RS, PR Rl B2 HAE R 6 A s H VT R] S5 R B I — 2L T Re, A/ SR S
ANPITIBE . AATHT SV 22 SR, 0 HE I L B el (9 JR B mT DAASE FH A AT m] 5 Py AR G B AT:
RT3 ML, AN ik PR ARIE ST ) Th A FHAE ] 6 H B IR 2 4544

[0105] 1. 3. IR&EHEE

[0106]  7E—NSETt 5 7, DRM 5| Q4% sl A Il W] DL SRR A 22 RS A7 g MLl i) 22
BFF AN ZAF it B o BP0 Tl 2 )R P e % 152 BDURT "5 N MR FH 3098 A 2 FF A
R R UL o IXFR AL 2 m] L RAF RS G LA S os T WA RS/ B
AR AT LY BB, PR30 S an#& ok 2 w RAE H H 3 SRR IR () 5. 7R
—HEST T, FEEE — R AT B DRM 51 EE AT BEAS B Uy il A B R S B R AR, FF
HATERVER B 448 FH web IZE T/ B FENUIRSS KU M I FE RS EERE . £ — L5004, 78
H— RS AT H DRM 51 ZE 0] B0 2007 ] R FE R 4 A P BT RS E R . 1
un, S — RG] fe ANEFRR AL, 80E v ReEIL B QPRSI E PR e T TR B
156 e FE— BS54, 24 DRM 5 [ EE T I A I LN, e mT BAZe p R854 1R/ siad i A
AREERE 2R U7 M FRRASE AR 2, T T By 52 PR 4 B A

[0107] 1. 4. KTEHIFLF

[0108] 3K HLFT G () R G T VEAE & A B T R AR w0 o 0 4, PR3 et Zrb B,
BB IR AT LA SRR R T8 B S AT 2 R4 WA A A 4k o D o, B X 22
o R R AT DL SRR T e X T-45 2 B IR (0an, =15 sinT ik o4 ) Brid a2
A R R AL 2 o IR IR A i X LB AR VE A BE R 200K (1ink constraints) o
Hn] DU A 4 R 7 1 S — 15 B R AE A BE B ZRFEXS G, JLrh s A AE R AR 5 — Sk
(FEARHEHIFE P IE LT ) BURER S —i8H) (FERFCHIRPIE N T ) PATEIE.
[0109]  7E—NSEHE H, A1 32 d 4 BEAL BE 28 0ATAH I, #28 HIFE 7 B DRM 5138 =45 1)
FETUALARIAAT SRR . SR N =4 2 A, W] DL By Ay 3 47 B A 3 2 sl L e BB 38 4 B ook
PATIETIRESF o 75— AN St o, F R R FH 2 AR A 5, A s ~F & AT IOAH ELER AR
AT,

13
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[0110]  FEOUIESCHEWE] , 45 SR FIC 9wl 5 90 'S B g e i e o 21 Rs . 78
s S A, REACRT /8% R 2R 0k G T AT LR SRR R /34 A I
GRERIR T, I HUAT AAS FH 2 B R BT 1 4 3 i e o4 1 A LI IX L B i i DRM
TV S BAT o« 19041, B %4 DRM A% 20 5 B BCR) 228 CRT DA FHIE 4 1) 9 1R 245 Bl e
e RPN 7E T Rg b AR A A R IA SN DU AEIX B 348 (1) DRM 5 | 35t 4] E AT
M 52 LR A7 1) PN 25 B8 5 A0 I eh Y AL N2 I 0 ) 4 AR AR B AR T IR &1 DRM A% X I &
Ge b UL R AL HEE WX BT HEIA 1 DRM 51381 R 40 AT . a N 2 R, 3 HL AT HEIAR 5L
TR 3 5| B R G AN 7 VAN BT A E R LT R 1 2 AR AR R 1A . (BN
ARAE— 2SI g b, W] UK ATl 22 i 07 =8 O, A R iR R A B (rights
expression language REL) AEMREE) SRRABUR], IF Hix H TS d i SR AN/ sl g+
AAE B 152 v B A - TR0 VP Al X FioBOR 32 X 19 3 FH R PSR AT

[o111]1  1.4.1. &1F

[0112]  4nSEHT IR B, AR — MR T 0 N A8 P SR HE T A T B 4t
WA BB D200 S B — A B A 45 BT I A HERN 3 SR G e B R/ B
Tk R4 P HE R Dh e, ] LU AT Al 2 1 454

[0113]  FEARIE S5+, o DRM 5128 B Adi H (1) B SN SRR R B R AR T, T IR T fg
5 ARG W LR — 2o sk A3 i 44 1F

[0114]  @ELTWI IR 45t A2 it [B) (B -5 7R 45 RS 7 Hh T Fe e B — AN B AME AR LE
[0115]  @UIRF 15 ik HAR AT &I RO B AT — 1 Bk . SR B4R AL T X0 4
AR NN B AR S P LI RN S

[0116] @I I LT i J8 1t A2 75 VCC Fr i 2 W RS 250 s AT B ok, 18 i 5574 AUAH
RIBE I H PR ELEE 2 5 IR L ER

[0117]  @WRTESS P i 5 22 A AH S I TR A2 15 A2 B (4 <91 G A 2 7 g 15 HA 1)
P2 A IR 50 P S Ak A LA S R P I TR) B o AE — S8 Sz Jitis) v, 3 PR 25 491 4 ] UAR g T
oK B A IE B RS 1 — A B2 ANE T i 75 B

[0118]  @ZELTRAERIAAT AS EORAEAR ZE 15 B o a0, PRAE B ] DU & 1R A 458
RSP S ATPAT I 45 BT = AR R B/ B4, BT e R &L E R R,
JITIR A R T UE B ST BB A A i 03 e 5 A4S ] APPSR 98 St Bt i 4k (43
U, FEBEL S H B Tl 2 B ) R4S ) .

[0119]  @IAIEREME 40, K A EALIREE A R RN / B2 15 A SR LERR A, 15 Wil
S R SCAS T BE T R 0 2 A H A T 2 S ) T S A R A 1 A7 AE AN A7
1 R B AR MR I, W Al SR 5 o — I BN T (R 4B FE 54 FH I 4 JIR 25 F / BOAR 2R
K AITFERAM / SAESL B R fR e 55

[0120] i FH 3 e sl AT A LB Y 1 4, 8 et G ] LR IA A 45 3 S0 e ] LAZE AR
PRI i S N AN o N B AR, DL AR A SR SR bR U B Y, thr L AT DL i A
AT FH T T AR A A 1 R e T FH R SO A AR T 4 9 45 Ao 480 4 i R PR A,
YR A SR A TR e 1T W4 L, FI8A0] DL SURT A ERIR [B] ML 4 1 TPConfig
5 R (SO s &1 IPConfig f5 5, tn FAF AR AR n fE v ¢ aisAT RAWH IS ) IR
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grifiH (40, GetIPConfig) , Hom] LA 45 il R 5 F SR I BT ik e & 2 A5 A T+ B e 1) 1
Mg b,

[0121]  1.4.2. Q3

[0122] 31X HL T HEIA K9 DRM 5| 38 AH O 119 22 G0 FH 7 V2 AR 346 S ) 32 4% T 0 #5727 F U R I
RPN X GRS R o 3Bl “AREL” W] LIRS 70 RS TEEFE R4 184716 DRM 5 |2 DU S I8 By
TR ThEE, W WS N B FE DR 51 B8 1) 22 ARASAEAE P o 0, m] DAE R BRI FE AR 2% 51
PATTEFEFE HIRE P 85 Tk A B AT . 3 m] AT A AR SE I N 2588 shi/E  WItR A58
AR Y AR o A ST, AT DA A AR AT MR T F) T SR RTIA
PE3 BT o XA QTR ) A7 i i) S T peE W 4 o — P R R e SR — R P
(1) & 7T A R WSS — ) SREM, B AACBE ] LUk 55 — - sl ARk fth sl
TSI IR S5 RIR BN A%, » DUERA & BTl 2% A 1 ey i 2058 — P, e s
RS T RS SR T B A B AR 4

[0123] & 7TA 1 7B 7R T AE— Sl AREE A A . Wil 7A o, (B e AN SE R ——
RAE AN 700 FIRSE B 702— B ILE BT HHLNESE 703 (5, 7 H DRM RS 1 E# A
HL BB 1A I iR ) St A 1 S e AR BRI, 18 s (9] 52 AR B P AR BB g mT LU SRR R
B TR PR SRR DR A% . 7E— 24500 R, SIS TE RS A 700 EREVPAL, (H2 R
MR T RSB 702 (FPRERIME R &5 B 7729, DR R4 704 {F1F, Prik DRM R4
704 FER S A 700 B S BT IR ) .

[0124] 40, RGE A 700 LfY DRM 4% 704 W] LLVEAG / Bl SEi T HATH BENR S A
700 B|RZGB 702 PR F IR, 3 H TR AT AR B A M RSB 702 2 e
I — 5 I A R VFIX P ERAE, P B fER A B 702 Ev; il (22 A RAAER A 716
RPIRASXT B T1L IAF AR A S B2 PP I Rl 1 B

[0125]  {EARIL SiAe] Hh FH >R b FEIX A A 50 0 T M ARER . fdn, R R4 A 700 7542
KEBRZB 702 PELE, ARG A 700 HERRHE 705, Jrl A3 705 75— S5 2
RA N 700 M RAB 702 KEMIEHIFET (F1Qn, 77 LU DRM 51 B HAT RS T ) o 1
— BT, R A 700 £ HUERIEEFIE 720 W R4 B 702 KA 705, {15
ARG A 700 W] LLAAE AR 705 BTREIEITERS B 702 o 7E—2eSifs) 3% R4 QAR
i 705 —i2, R A 700 IEH LA REE B 702 ALIXH] LLIACHACHS 705 Ak AT H TR
—NEEAN S

[o126] 4] 7B fii7n, R4 B 702 SR 705 FIATATAH SR A RS %, 3F HisAT4CHE
RIS 705, HAREE 705 FERA B 702 LIEATHE, ‘1M RS B RPIRASEHEE 716, HRECIRZS
HFRE 711 R/ S HEPAT—DEE A, JE ARG R 713 REMIBIRS A 700, UL L H
WIEHBE EEIE 710, 7EX— 5 b, B4 A 700 BA 555 F ke 9k 8 AT HVEAG 1012
[0127]  1.4.3. BEEZH

[0128]  ZE—ANSEEB] A, F T2 7 I ORAEF BH S B o6t P 28 AT A4 0E (i “ 4% 007)
R R 5 R S R AR “ B AR 7o T 3R 0 THRE RSN B 09 2501 4 o 9 PR SR A R A
“BERRLVH . BENERSH] AL, FEPUGE S T, BE R 29 ] DLR AT TS Y AR
WG BIEFS T —HE, BEMR LA T] AP ASHPPAS AN/ B4 A IR 25422 11 B AR B R FE VPAl
[0129]  1.4.4. MXZ-F10]1
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[0130]  7E— ALt fslrh, e e Mg e v I Bk A ENNV B — 255, X5%K
7 A ML FH 98 SR 1 P 25 26 R I BRI 2 5 7 2 R iR AL P AT 3R AE . [l R
TR BN AN IFE B RE VR A BT R 428 oG 9 R 24 58 A = ALY P 3 SR 1 P 25
I BRAE 2 5 7 B NN BT o 55 B4 7 B REAEAN PR T4 P 25 LE A P TN D% P
oA/ BE ISR (0, DU R (30 ik Py 2585 N BIAS 2 0R 4 0 4 HH B8y 1 P st i
RIAFELE BN RBL) s TS G B (i, vhEEETHE R ) R/ 8
Bl AR B RS i (N, AT, RS54 ) BBIR s ACH BOZe R AT AR e 1 22
K325 [P A8 1A R AEAS PR 8 S5 e ot B 1) S AL 1 [0 38 P 4t P ) SR, A RN T
WIS [R) A an, A8 AR P IR ) 2 5, FER AR A A (i, 5E G H 2
PR B ) 2 J5, 2 8w (Al N A 5 o 840, 75N 2 1R) 22 Ja i 1Rl mT BLA SR G
Bk /D PR RO (i, R P — BN A 2 bk —E I R A - i
DK ) 5 AT ORGP G 3 70 Al B3t £ 2R 4 M 18 I8 4% 1 AL ST B2 T 452 1k I 3 A At B
ft (g R K

[0131]  FE—ASEH I, FEAEAS R I 55 R [E] 3, FF B S sy A8 B S A SR e
ANBR A (A AT DG BRI S5 BRI (A R A Bk 55 R B RT REAE AT IV Z Ja A 78 X )
I 590 5 B2 T 3 N FH 4 4 4k 29 B L (At S 55 sR R TR S 4 s 1 .

[0132]  1.4.5. #ff

[0133] & 8-12 7t T DRM 51 (1t B ek St 49 m] LA B R il N A 1) 1. 2 B
8, {72 DRM 5 | & O 43200 H T8 50N 25 10 802,804 12 800 i K . 514, Y 251 802,804
AT LLELRE T AR SS FELF WA BT AT 5 A AR R AN TR B P 25 B 22 B e 7R B AN [R]85 7
MR IAE Eh H o Prid i sk w] LLE DRM 5 138 A ML B Brid 01N FH B S5 Befiok
B VR A P B SR, Pk AN HISATFE ik o 4 b ok B NN g sk —
BRI I SR MBI AE B HR BB AR 1 — AN B2 AN P92 LA S B S TE i i P 2 1P T
DRM 5| 242 Ha7E ] 5 v BT B 7 [0 Ik R e o 2 15 N Y HEV R K .

[0134] & 8 A1 9 $241 T 7EIE] 5 vh i 7= tH Pk R I SE PR i AR RR P9 1~ o SRR 9, 4%
B 1] P 25 200 802 FIT 804 IR SR I (1R 900) , DRM & | A8 25 78 AT i i >R A BT b TR A sl L4
H V] KRG F S ARG O] . B0, DRM 5138 0] DU Sebr R 2854 % 806 Fil 808,
HALE AT 802 A1 804 HIME—HRIRAF (BI4r%1 24 NS: 007 F1NS:008) ( B 9 H b 902) .
ROk, DRM 53 AR IR X 2 806 T 808 H1 B bR AR N 25 25 BHXT % 810 Fi 812 (K] 9
HIEL 904) , BTIR AR 25T 5 806 FH 808 B J {F Ik DRM 51 B2 Refi b il | H P AR 2 X %
810 FH 812 [zl 814 (& 9 R 906) » TEHLILE S, #2545 814 #5454, 3 H. DRM
FIEEIGUE A (BOE SR ENURSREAUEE ) - DRM 5124 Al 4445 814 SRbriRH T
ST P 2 AT B 810 I 812 ( AT A1 802 A 804) [T H ()42 il Xf % 816 ( |&] 9 rf
(R 908) o FEALIE ST, DRM 5 2R B UE 2 0 % 816 (I 5e 3 ME (5 4n, 18 ik v ARE s whill %
% 816 I (digest) JF HIE SEEEHIZS 814 T & M BAH LR ) o W R se st
TEEUAS Ty, T34 DRM 5| 38 AT 7Efas it 2 816 th A & [R5 hil4Chg (B 910) , 3F HIELE R
R A B EHN A (B 912) , Brad ML AT A & R AEVFeldE 48 1 7 067 i AR R . 58
ARSI 5 BLI0 W] LG B PR M Fs 8 R ALY K 55 B0 2 1 — A sl 2 > 55 k]ali .

[0135]  [&] 10 & DRM 5|2 w] LU REPAT AL 9 BIH 910 F1 912 v Birdi & i3 AR 1 S8 1 40 141
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F CHE, BATEHIFT 35 HaR[FI 2558 ) o Wi 10 iR, GFR A 306 4, DRM 5 |4
FEAESE I b P B i A 2 B A0 i 3 DRM 5 |28 =4 ¥ e S L (B 1000)
DRM 5130/ BN LI AL B0 IR A0 R SIS AT I RS (B 1002) o 1, AL
AT LAy C A BAT 8 IR P BT 7 BRI A7 i 28 I aA A 25 47 38 S LB R B A, i/ mle (el
WIR ATk AL BEAT System. Host. GetObject YA ) $R1F K T RINLERME 1 VLA EE 115
Ko NYTRAR, 7F— LSz T, B 1000 F 1002 W] DL A 2 4 B AT 2R, BT/ BRIk R
8, 4k 10 Fros, RN TORPATESHIRE P20 (B 1004) o X B L e iy By
R, X AT LS RO A S BRI ACRS W 2 S 7 2 B R BUIRS R B sty o4
SERPAT IS, Rt (B e SE 5] A ExtendedStatusBlock) , HoAg w1 m] PLH
A S SR i 2 33 SR A2 75 C vV, I Lo 3B 2 B4, 0 5 AT S 4% e i e 75 5 5L
AHICHE TR O pin g, 3 Han S 2 (35, #f 2 FE 4 0 JR IR 5 8135 1 o 76 S0 AT 3 ) /2
I A5 (B 1006) o

[0136]  4IZEHT TR B, TE4a I % 816 Hh A & e sl A RS e oA 77 %5 Py 25 00 802 1 804
AT TR SR IR ASE T i 06 20006 A2 P A5 A B B SR o 3X BT IR B R GE RN 7 VA e 8 U AT &
HIARWIEAEA AR A T B+ B R, B R el B B SR o T 38 25500 802 F1I
804, (a) #5 e L 1Y sl bb 20 ] MK HAE H 3B T30 ) 2590 SR IV e 45 BI0E, A (b) 4T H L6
IAE TR E H 2 )5 .

[0137]  J& 11 /-t TAE IR A 1102 32 ATHY DRM 528 1100 (1) BH Pt S iAs vl LEFE AT
IR TR IR, 3F B 12 R AR ST R T B R R R R . R 11 R,
DRM 5 |5 1100 (51 41, ik I H System. Host. SpawnVm) G B UNLHATHEE 1104 FF H N2k
PEHIFEE . EAUINL 1104 76 DRM 513 1100 Ardg @ N 10 & (140, 7E Control. Actions.
Play. perform FIFERINLE ) FFUEHATIEHIFET . FERLE] T, 3 H0FE 7 5 B0 2 40 2 1 ol
S ] W 3247 DRM 5148 1100 (¥4 1102 AN (personality) 5 S FA. 4 T #H4T
PR 52, #HIREE i) DRM 5 138 1100 A4 (L (0 B i 5 B 2% IR 45 1106 7EH I 1105, ¥552 2k
FEREBIAT A (12 b 1200) o BEIGETPEAS 1106 T DT IPALBE R X S kA — AN 4
SE A MG S BIE . S T RO e X A, BRI BEAS 1106 W] LATSGTHA B 4% 1102
[IANPET i 1110 BIFEZ 4 1102 BT A BT BERE 0 G B di e 15 1T o 1114 215
AR, B, BERR P S 1106 W] DUE R & & A BT il RER 1 “ 2417 F1 Ok B F2BE
S 7 B L S MRS S AR BT A 1102 (9N PR A 1110 BIA . YRR TR 1106
FEWCR B RBAUNL 1104 1 TR 1105 I, el ik e Ze i e AN A 1110 B Prde a7y
1112 R GAAEREE (B, WA & 76 S JE AU if 2 fEEES L nT BT 1 AU 81 3R A 7 a5
D) KeAfyE Brig g n s 1112 2w B (B 12 itk 1202) o i R4 AR AR, A
FERR AT 1106 VP ERER T T e & A s AR P B B IR B o2 A (| 12
[FHR 1204-1210) » 24 T VP EERET S A IS HIRE T (B 12 G 1206) , B 2 1106
Al LUE 3 A SRR 1108, Tl BE M A FE 2% 1106 78 EPATAE Tk B s X % b BT
FE SR . BRI Y 1106 ¥ e g5 R (HD, 45 1Y RUR 2 v B[ ) IR [FI2I7E
FEFUAL 1104 FhPAT B4 L 7, JL b el AT VA 3% 5 25 0 SR R VT . 4
e BT He R (R0 A 1112 A AT S 1102 [RANPEETT 1110 BAR, 7EERINL 1104 EFATHY
PR P T R A A TR 1 H BRI (B 12 by 1212) o Wl g 2 H
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BRI BT, AP 1212 BL“ 73R H ), IR PR e [0l TR B CLgeim e TR A 10 45
FCE 12 g 1214) 575 W, PR iR [ TR AN 2 prdia s 2P S R (1B 12
b 1216) .

[o138]  "NHIZRHE T i i BB IR 5
[0139]

s B R

; WEREER P T ARG ATEH ALY
: MR BHARFEFEFHBANZE

: A EH R R A IZA

 ARAEH] P 00 A R R

B

.equ DEBUG_PRINT SYSCALL, 1

.equ FIND SYSCALL BY NAME, |

.equ SYSTEM_HOST_GET_OBJECT_SYSCALL, 3

.equ SUCCESS,

.equ FAILURE, -1
[0140]

18
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[0141]

.
>

&

.
L

.data

Control TargetNodeldAttributePath:

string "Octopus/Control/Attributes/TargetNodeld"
ControlStartDateAttributePath:

string "Octopus/Control/Attributes/StartDate”
ControlEndDateAttributePath:

string "Octopus/Control/ Attributes/EndDate"
TargetNodeld:

.zeros 256

StartDate:

Jong 0
EndDate:

Jong -1
IsNodeReachableFunctionName:

string "Octopus.Links.IsNodeReachable"
IsNodeReachableFunctionNumber:

Jdong 0
GetTimeStampFunctionName:

string "System.Host.GetLocal Time"
GetTimeStampFunctionNumber:

dong 0O

: R

@
o

.code

19
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Global.OnLoad:
2 e E e Bk 3

: FR B A T Octopus.Links.IsNodeReachable % syscall 4 &
PUSH @IsNodeReachableFunctionName

PUSH FIND SYSCALL BY NAME

CALL

DUP

PUSH @IsNodeReachableFunctionNumber

POKE

BRN OnLoad Fail

. FJEFLR T System.Host.GetTimeStamp 8 syscall % H
PUSH @GetTimeStampFunctionName

PUSH FIND SYSCALL BY NAME

CALL

DUP

PUSH @GetTimeStampFunctionNumber

POKE

BRN OnLoad_Fail

5 'fﬁ
PUSH 0
RET

OnLoad Fail:
PUSH FAILURE

Control, Actions.Play.Init:
c B PR
s B BART R (RIEAAR)
[0142]

20
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PUSH 256 ; @&+ K K (256 A5 %)
PUSH @TargetNodeld ; & =44

PUSH @ControlTargetNodeldAttributePath ; %4k
PUSHO ; #R=4HME%

PUSH SYSTEM HOST GET OBJECT SYSCALL
CALL

: RIS B

PUSH4 : BEZEFKE K (4 /4MFF)

PUSH @StartDate ; & B4

PUSH @ControlStartDateAttributePath; & A
PUSHO ; FR=HKEZE

PUSH SYSTEM HOST GET OBIJECT SYSCALL

PUSH 4; &®4 o X k) (4 45 %)

PUSH @EndDate ; =14

PUSH @ControlEndDateAttributePath ; & #&
PUSH 0 : FR=HREE

PUSH SYSTEM_HOST_GET_OBIECT _SYSCALL
CALL

PUSH 0O
PUSH SUCCESS
STOP

Control.Actions.Play.Perform:
Control.Actions,Play.Check:
s BEHARTAATATH R
PUSH @TargetNodeld
[0143]
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[0144]

PUSH @IsNodeReachableFunctionNumber
PEEK

CALL

BRN Play Fail

R IR RL R S 4

PUSH @GetTimeStampFunctionNumber
PEEK

CALL

BB IMAS AL RS
DUP ; & 7] 8f H)

PUSH @EndDate

PEEK

SWAP

CMP

BRN Play_Fail

s REDMATAEAMATHEHZS
L% A4 T AL

PUSH @StartDate

PEEK

CMP

BRN Play Fail

PUSH 0
PUSH SUCCESS
STOP

Play Fail:

PUSH 0

22
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PUSH FAILURE
STOP

export Global.OnLoad

.export Control.Actions.Play.Init
.export Control. Actions.Play.Check
.export Control.Actions.Play.Perform

[0145]  FEPHS% E RELHE T 627 r b el 7.

[o146] 3. PNZTH B AN H

[0147] LN Z9H %% DRM LRI N SR (040, SRR AR SO e HE2% L T IR
e iR 3 N 303a.303¢ F1303d) LA W FH 303b 22 25 (3] N 1 5E 1
U0 B P S 18], Pk 2R N FH T R L bR AT S N IR N 2

[0148]  1.5. P2V P By R R 4544

[0149]  PNZEVH ol N HL AU O S b 10 RS2 ORI PN 28, B0 mT LAl FH R 16—
53 s FTIR 8 FH N IE AT 7 st 2 N 5 2 R LB ThRg . 76 & STl b, Py 280 9 S ]
DABHAT LA — 2l A

[0150]  @$24EH ;2 w] LA AE K 15 1] 52 OR3P 1) N 58 G o BRI T T ik N A 11 B
BRI E BRI

[0151] @EHE5XHFRANALL ;

[0152] @2 IR AR R IHE A

[0153] @ik DRM 51 ZEPEAln Py 2% B/ ] LA 7 il s p 2 RO AL PR 2 A5 mT AT
[0154] @ IIFHUF2544 I HALFE DRM 5138 5 B AT i e 18 I 250 Th Bt

[0155] @ik DRM 5 [ ZEFR (L0 il 52 (R4 W 25 I s B354 s F0 /81

[0156] @ fifa 52 ORY P 25 3 H A5 SR P IR 55 AH A T DS PR BT ik P 2%

[0157]  ZE—NSZiifs e, DRM 27 ity 5 VP4l 55 N B AH SRV ], A BB 24 H T 1F
FH S ORI 5 I L) P 270 9% N FH B A 25 25 5H o DRM 2% g 5 | 283 ] LA ) N 25690 2 .
RAT—ABEA LS/ B0, BSRAZPY AT F L83k, JRRTE T OAaes 5 T Ui
P A BIBCR .

[0158] & 13 7R tH T 75— AN S ptifs] hoAe) e py 25890 30 25 7 i A T 1300 oot il 13
s EHLN A 1302 SR v (g e il i o 2 S ST RSN AE e b 2 [R) A8 FLAR X DL &2 08
AR 1304 SIS E.. B 1302 0 EAHLRSS 4 0 1308 [ DRM 51 1306
PRt —H RS . MRS 1308 i DRM 5128 1306 7 [0 t = ALY I 1302 T BEA 4L
P, UL TR ML 1302 BAT B RELC FE R gl . 76— NS rh, EHURSSHE 1 1308 2
DRM 512 1306 ME—f H a0

[0159]  FE—sEifsl =, DRM 5128 1306 AL B ENN A 1302 Fris i 2 AN K EH
PAZH . BNV 1302 703845 5 T15 ) 2 8RN A N B IRSS 1310 4 H., 3F H A
7] DRM 518 1306 &1 020 f SLALBE AP 30 40 o FHIEAR TR IR 5 138 1312 SRPAT 5 W AR
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'BAS Hoo 80, 28— SEHEE R, N ARARSS 1310 45T N BER AR 55 28 3R BN 2%, F7At T B
FU R A AR B AT IR S | 88 1312 J2 S 5 vy il 2 R N 5 H (9t
FERLAIAN / st ) MIVER PR, £ NSEEs b, GART IS #1312 )\ DRM
515 1306 265 B (N BAREE 8T ) , HRE— NS MR, BTk DRM 5% 1306
A BB SEARF IS % 1312 AHACH, w2l EAUN A 1302 52485,

[0160]  DRM 5% 1306 T 7% 21— 85 B T 76 2 WAk Py 27 N 3RS, FF HLnT LIGH Ik oy 28 1R
55 1310 SRARIURIE B, {H 2 1% (5 B — S8 0] B8 75 B 20 b i d AT e R 45 B30l 53 98 4 R 5
ZRMILEMETB (KRRl k3kE.

[0161]  {EFE 13 Fion H I SEil o) 4, d s i AR 45 e 1314 kA IR WIS 5 (il an, e, 4
ISIFAE ) o FE— AN, DRM 54 1306 FEAS 535 R 45 He 1314 BLEARAS B, 1 24k
SRS HH AL 1302 (48 F ENURS- 10 1308) (M3t Ar 1, 41 1302 R EHE k. 25
MR S5 1314 s mT LA G AR TR IS |38 1312 FSRPAAT P AR5

[o162] i, $20E T K 13 228 T Ut O, JF HAE K e s 7E Kl 13 F Fros
BALAAE ] LA B HEA A FE 2 B VIR, R/ BT DL sEr 44 . B AR R T, 7E
13 H ) DRM 5 A = AUN 2 (R 8 R Th RE RN 23 SRS Uk BH — ] RESE ), JF HAESEBR
(5230 5 P AT A ARk . B 2an, TT DL DRM 538 5 = LS B ek 2 o B . A
7 R 24 P, T LAAE AL AT DRM 5 |48 2 T4 F AR AT 338 24 ) Sh RERI 4>

[0163]  1.6. HAEZRIAREEW

[0164]  NTHFEAE T HF 25 FE R LK B HHE f 7 A I ALY H BT BT R Sh e 1 1
FESZ A, B8N AT UK B B AR T2, a8 T DR AE F P 2R G 0l A S 1 —
oy, TR RGeATy I 2R BN A (FEAHBBIE ) ande 4 b i) e b 7 6 ) .
[0165]  {EAANSilds) B =ML A AT RASAAT BL R — 28l 43

[o166] @4 Htn] LIk Hdg e W ARV E B #10

[0167] @MW ;

[0168] @I TR ¥ DRM XF 4 s 1 / 5§

[0169] @AY AT, Tk 9 AN AL & 55 | iAW 59T HAL S sos | T
[0170] [ 14 /- T AE— NS fe i) s N 5 22 R 1400 BT, DRM 2% 5135 1416
B DT 2 Wik BT HEIA (A L mT (0, AR a8 A PR S DRM O 41
VAT ) o 75— SUSTHEf o, DRM 12555 148 1416 36 7] LAAT TCERE 5 V7 RTAH IR LUT kB
AL TE AR AFRE TR VT R EA 4

01711 fE—Aszpflrh, EHUN A 1402 3-4E T A #:0 1404 3 B SRS N 255
FAR (RS SUT A WAITA & s b 3 ) TR HAT IBNTE (B, N g8 e 4
e, RV AT AR A N BT AR ) 2 BMME R . AP BT 1404 180] DL /R G T 5
REFRE S W8 W T R VAT I SOAS, LR R R AR 2R I, B4 BT R JR Rl . A —
SEHE R, EHLNY 1402 B 55 20— 2645 BT UR I R4S 15 il 25 (Service Access Point
SAP) BLRAE I H B IR SS, W AV B AUIR S5 1/ B R B o AT 7E — L8 S 3] v, 2
I 1400 A1/ B ENLN AT 1402 7] B8 T ST DA — S84 3 -

[0172] @AM UIRSS 1406 AE— AN S H , b oI 6n 57 55 B g WA 4 e flndef 2 .
KA RERAE . EIE R TTNBINET, DI A N2 28 N 280 2% JIR 45 BB 1408 Sfe SR
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[0173] @GRS 1410 A —ADSLHBH, Shocmi s se kR H / BIESE 4 UL /
fife s — LOE AR o RPXFPERAE B SR AT DL R S5 15 1] 0 1414 B DRM 35245 |38 1416 28t 341
MRS 1412 kKR H o

[0174] @A INZ RS 1408 AE—NSEHEHI H, MR AE IR 518 A 2 R4 1410 4H
I3 X BRI AN ATE BTl B o8 EH A IR 45 7 A 25 22 i8R P R DRM 25
B 1416 JeRT R H I — 45 HR IS .

[0175] 4. ZHH#HES

[0176] TR T ZHMES RS, Frid %53 R4 0 AR A X B ATHIIA K DRM 5] 2
MRS R R G MPLE ST, F1 / sin] IAEH eSS P . 76 ST 2w i — 246 1
EX B HEFR 4 “Scuba (KT ) 7 (023 51 S RAEMIRIE SR 022 520 7. 7F 551 HIiE
W T 5 A SE A .

[0177]1 Wi 15 s, 76— S8 S vh, 5 X0 4 1530a.1530b [ T EAIT/ETY &1 1500a,
1500b. 1500¢ 2 [B) B3 5¢ R I 2B B 12 ANE R 43 R 387 Wi ERTIR, #3550 2] LS
PEHIRE T, P d iR e mT LR R A 8 T 3T sh VR SR 15 N A i r . 8 T 58 X
05 PR P T DR AR 2 1 R B R BRI . X T HEIA B B HE S HARA
FH M B 1 A7 AR A 25 0 20 A6 34T, ASSOR] LA v 26 B ] H - IEAE AT $ 02 7
) DRM 5|2,

[0178]  ZE—AN U BH Pk St ] ZEAL F AT e 2580 0 e BRI 4h iR AT AR
1500a.1500b. 1500c FA7H T Py 2855 81 S L e s g — 4% . wiflak A T4H
)30 8 P BRI X % 15302, 1530b A1 — 2L S0 S0 a5 A 23T, Frid B0 50 P43 24
DRM 5 | 4 b FA% B A I B8 S B B8 S

[0170] SRR I Ak X Ap 77 A% 3 B, fBOE AT /DA 1500a 275 50 C 1500¢ HIHE R
% 1530a.1530b, ART RIS A 1515a.1525a HIFL L2 885 () stk (ot , 25 7 3 £ AL
N FH I DRM 5148 ) AR5 ] 715 55 C 1515¢.1525¢ FFR 25 SL 23850 . A BT Il 45 A5 C Rl
SIS FVTZ SR T ) ) A IS A B 0 5 AT AT Y AR R

[0180] 1. 7. ¥ fi  SEAKFNEH

[0181]1  1.7.1. SEfk

[0182] 7 DRM R/ —ANSEitifsl b, 7 sl EUR XN %, A 2 RAT RSS2 5% . 1Rt
BT, G2 58 BPRAE AR . SR B A B AR R TR 25 TIOIT RS N 4 e
o AR AT A S EATHICIE . T B A B SE RS A DRM 51 25 B A A 1
(personality) B2 /b—ANT RIS o 75— AL, SEARRAR & A BT ) 8 s B )Y
OGRS, BRI R A RAAE B .

[0183] 1.7.2. 74

[0184] 2555 4k T 2R 40 10 U BH M St 491+ 1 s R S A B, R A e AT ) — 3R
G o AR ST, 7 T DU S A — R B R B LB B . LU
FH T AT DATE &S S5 A FH AN [F) 25 2R B o AR T A 1 B At , LA 28 T DU AT
LR — AN TR N, FRGen] LR L E A ORI S X AR, 4w A AR S R RR
B, R e N B L B P (5 AT DAFEAS o] 79 A PR AL 2 B 1 O T ke A
g,
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[0185]  1.7.2.1. JLzzassh

[o186] LR AEH / AT/ B 7m0 N ORI Y 5 Px FE R 80, A i A
Px B N fFEH & 2 A Y R R .

[0187]  HLZ /AN :Kpub-share [N] . X R AHEBEIAH / AN B AILE . HEHEH—
B SR — 4, AT HARUE W] DL AR B AL (F B B 0545 58 B 1) SR EAIE .
[0188]  FL=EFAEH :Kpriv—share[N]. iX&NEH / AT IRAA 50« B HEY A RO SEAR M
THATR RS R BT IXA R AL, R IE 5 7 T A AT s Bk A A
o SERAHRT LLERERR 2 HHE S Y R S T (downstream) HIH B ML=,

[0189]  ILEXHREEH Ks—share [N]. IXJELIARREHS T LA ZH . SUEFAH—HE,
BB SENLEE 1, I HLAE Y R ) SEAR AN SR R B 1 o OB 235 2 B mT LA i % i 1)
FRHHESY RS H B AT I =

[0190]  1.7.2.2. Hl25354H

[0191]  HLZE R BN / BONFRE B, RO E e By R ss ki fn. 76 bk
XL AL A 2 A E R AE T e A s 2 S R S5 et A
=,

[0192]  HLZ A8 :Kpub—conf [N]. XEAHEHEMKI A/ BN AT A —
B SR — AR E g, 43 AR W] DL i AR AL (E S 205 45 5E 21 1 SEARSR IR .
[0193]  HLZAAEH :Kpriv—conf[N]. RN / FATHRT I FAE 053 o & BT s 1 SE AR A T3
ORI FAAE IR o HH T3 AN TR R, S RABH I8 5 Bl 7 T AR (0 U5 B R AT B A
[0194]  HLEFXT R EH :Ks—conf[N]o 3Xa2 LA HFR A T A0 %5 50 . mtiB L= FAEH—
FE, I R R 21 o

[0195]  1.8. ZR4 Gl

[0196] 31X HL T IA ) 25 B4 T A 20 R 3R G0 D0k St 49 mT AASE FH 88 ol AN [ 1) 2 B B0
KSR, FFHAS PR T8 2505 5505 AT R e e . RVE bk, % 145 e 28 Bl R ke it
A 25 SR8 T B — 3R R — AR S0 (o oARE TR 8 8 I R 7R e s
J5 2 A I — AL SE B BRI RIS (a0, F 255 34 S 10 RSA s T4 ig 6 S 1 XML
FH T304 R MPA 55 ) R/ B R S B (R3028 vh o SRR I AEAE R BT SOy ek
R

[0197]  FE—ANSEHtiflrh, #E AR 22— A A HE R (U0 RSA) Fl—ASREFR 3 EH 65
(W 4N AES) AT FF.

[o198]  Huf AL IIRENHEH L T RF5 -

[0199] M Ep (Kpub[N], M) Z45 “VH 5 M AT 2825058 FH15 23 N 12 4H Kpub SRm”
[0200] M Dp (Kpriv[N], M) =38 “7H S M A A BHZ SR Y 5 N FAH Kpriv RAgE”
[0201] M Es(Ks[NJ, M) &8 “ W5 M As 6 FR 38 B 2 0 A1 0 A N AT RR 28 8 Ks R

fuz}'”
[0202] M Ds(Ks[NJ, M) FHi “I5 )5 M A FRas g R HT Y i N BOSERR S B Ks SRt
fuz}'”

[0203]  1.9. WK H bR
[0204]  ZEARIESZHEE] P, {8 PR A (25 6Y Hbr. BN AN BhrE 8 BHERT AR
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ILEBH B WE XS R T H bR SRR a3 e 2 B R P SEAk . RN A
(1) AR A SR HLES 25 B R A i 25 B R n] T8 B0 R sE Ak . A BUR
JTE A B AN I AE ) 288 BN B rh T 4557 1) P A BH CK R 58 N A & BRI E B
Br

[0205] @/ HedbiE ANEAL S Ep (Kpub NI, CK) 1Py 785 0 %

[0206]  @XIFRYSE AIEAE Es Ks[NI, CK) I A2 IS

[0207]  FEARIE S, 76 ] B H S G0 AE X PR R » 1% BRI A e 0 S s /N
SR LR, A AT B S AR AN A B SR, AN N A B B S AR (R
O N AEEESS ) FTREA S AAA BT Ks[N] o an R 2E85 %A Ks IN], HS A& ] DIAEH
A, X2 T Kpub [N] FFAZHLEE B ] T 75 ST A I e i si ik, 18
{8 Kpub [N] W] H T 520 A UEH I W A2 8w B bR sS4k, Prds ik 45 m7 DL B i S R
A1 DG I A B 2 WS R A 22 Kpub [IN] 2 15 S ] DUE AR AL T py 25 25 B 71 R 1)
ZEH (I, B 1 s R A2 4T DRM 5 1280 =AU A 1 S, Birah DRM 5 | 38R0 R ML AT
B RAR I RE EREN 2 TR0E ) o

[0208] 1. 10. ff I BEEE A IS

[0209] R T Fe AR SEARA BT Al o] AN PEY 2 208 B P 1 s 3L =2 B, e — A SEi
b, T AL IR R Y R A A . MY R AT VA BT R R
JET AN/ MR I SE AR AT I B R AT AR/ MR . KIRIX
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A SeVEIF Ul DA ) A A

[0270]  fBUEFFIIESCAFLT T 2081, L08R Re ] TREBAA 5 o I SR A A Sl
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AR YT H . CCO M 2R 1B . TM TR0 2% 4 0 A2 0% LAY 3R 78 1% H W82 m i BT
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[0280] iy i) H A A N F)7H B N A 5e 4 v] F TARBENLAY / J ok AR A i — 8
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[0281]  7E—Esytafs A, e 1) T FE BA A SR g ade vl LLALHE 14 SRR TR AH S B A T
AICE O E AR o o, S R R A R R R R AR D R IE LR, A e AT
DAFE SRS P R VAT R R H 2 5 — S0 . 2B 00 R, 2w ] DU 4 IRk e g sk
RARFFIC T . EEI T2 S5, BIE CCO B IE T A o

[0282]  7F Rifiigid b, fR/R&51H “m Hbn” M “gim”, ek seiel b, & B isfghe
FORPIPIAN A ) AR AH R R . AEPUE S rh, “ 4 ” E 2R Bl e, W AR
M NS H . Syl g BT s (i e TRERN” 75 550) B, i dn g w]
DAEFRRI 5120 SHRBR I A BRI 2 A% . i, R AAR5 15 R BH w#
BAT DB ER 2 PRARE LN S (I BAEPLE S b, $R45 U5 ) 755 SR RCR) e — 7 5
ST MR BIZTY S BEREBE ) AR, T R B IE A AL B SR B PR 1A A 0 SRRk VR IX R
GORREEEEE (e SRR

[0283]  ZEARIESZHEAR] A, B AT PN 458 R P R 22 A 15 SOV 18E 4% U il 2%, I ELARr 1
MR, B BAERGS E o HAr. “E HbR” fe R SIRE 7 i 8 A e e e v a8 (8%
ZANT ) R B DR A RIER . 7E BT TR R R
PR H8 2 R T A R ) CRERA AT v S S Bk

[0284]  {E—2efE UL, W BEA SEAEVE ] H bR — A BL BT S5, W WIre 2 = B8 o R
BN (“aw)”) , L5 2 SN R AR B bR 425 7= S dLfF . (B e 7 TR 54 B
IR, LRV RS A LN R B (5e 43 ) HER A 3 “SecretProjectX” HIHERE . HEN R A A %L
55 SecretProjectX M FTA B 35 30 AR, (HR AN A5 B A A 140 & TG s R) itk IR &5 R 7 B
HBERRT A W] DUA XS YER] 2 B AR AL : ( “SecretProjectX 2w BIAM ) J H ( “fEpV Ry
AETTRER” 8 “AFRTRIEN”) o WERA R LR EIE B AR % T X
R N CEFEHER T B) , IBA N RVFEALN R B (R4 N AR &, PRI A F PR EEA
TFH XU I LI BRI R A 25 2 LR bR 25 i ml B

[0285] 1. 14. fF fRAdid %

[0286]  [&] 23 E7R T AT LUEFE N A X BLFTHEIR 1 R G FH 7 2ok S BRI . e BT
O BA AR AL 00, i HA N RGP AR RSk (i, i A B A VIR B A 7 5% )
YEVFAN A 905 MUBCR o 140, W] e A 22 RV SRSt Rl A B F , R AR staeid 4w A
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B AL A, VPRIt S ] B0 AN 25 (E2 AT F e A B AR g, A i/ 2 g S mT 4%
BT AR, AOVF SR o S T A ORI A ) B8, Ao/ e 3 HUnT B N R ORBS 2A 7)
.

[0287] Wil 23 AR, AT LIS S8 U072 P e i D7 T8 1) I 6 i R i X 1Y) DRM
X G RRBIL AR AR A RS 2300, 001, T AT S BCLA A 230299 A TEE A2 2304
i N IARI A 7) 2306 98 A4 (2308, 2310) Wi A — AR R 2E 23124 [ 2 [ 1
2% 2314.2316  FTA A2 2318 Bk B 2R 41 2320 B 97 /LA 2322 LRI A ) 2324 H
R 2 0 AT FH I 51 4% 2326 T Tl 23 1) 20 2328 45

[0288]  {f 5 s A (1) = A A FH At sl b 1) PC SRAN R IC T N7 ie % ol an, B id 3%
Al DA B A Al b i B 2 W b 7 FR A T e A TR A SR 2 A B SORY AR
B o FTIRASHIA W] DL S VR BE AR 2k B 45 BE SO IE SCRS RN/ B A NP BRI 22 A o o 15
U, B AR 0 R AT DAZE H— 2 A () 22 4 SR 38, IF B3R AR B AR I I B, mT DARR 9 7
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[0290]  FERY FH B2 Be AR () SRBS FIE A N ( FLRT DL fa] o A FE AR VAR AR - 1 BB s )
I H = AR, B v m A5 v G T T s H AR IR

[0291]

Action.Edit.Perform() {
if (IsNodeReachable(“MedicalFoundationX”) &&
IsNodeReachable(“Cardiologist™)) {
return new ESB(ACTION GRANTED);
} else {
return new ESB(ACTION DENIED);

Action.View.Perform() {
if (IsNodeReachable(“PatientY™) ||
IsNodeReachable(“HCPsPatientY™) ||
IsNodeReachable(*ICsPatientY™) {
return new ESB(ACTION GRANTED);
[0292]
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} else if (EmergencyException == TRUE) {
return new ESB(ACTION _GRANTED, new

NotificationObligation()); }

else {

return new ESB(ACTION DENIED);
}
¥

[0203] 4R J5 ] LAy e 38 B AR SRR R/ R it 1 B 9 1 s P v SRl e R e e B
FRESPTRAENEARES . WA Y B SRR R R AL, I B RUIR AR (it
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WA B DR AR P 81 B BE R, TR IR SR AL W R I0 B AR T RN R S L.
R AT R IRAT B A x P MBS T I0 5%, A b REAE IR AT 0 1% 7 id R 1 &
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AR T —Jr ARG ] AR ER L8 AR (NI ) By id S UL, T4 At ] B AN RE U
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P B R AR T A R y AT R PRIG 2w 7 1) WAL R G 33k
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TR I 4 At (A, BRI AR Pl B8 2 Uy il B 7 1 S PR DR AR AR A S 1 e AR T W i A Y
RIPRAEIR UL ) o ARIE LR, BT ) i I & B TR AT/ s e R 5 A
B B AR, I BAR ] 7 il S ECR L@ A (i, e AR ) IR B Ak ——R1,
F s A B AL S ph—0 / BOR N ) o XRP U555 5 258 (K SR InT LABH L% S
3 FH 5 32 R D AT B 2> A7 AR F I
[0205] B fi#, CLARSR ML /s MR e DA T AR LTI 10 28 G R g v i) R 2 s
Ao G, BRGNS R SR IR T R G v SRR . T
191 — e S AG) P LAAN SRR B S SR, L S T DA SRR B S R (BRI AT DA X
Fii s R SEAARSERR R P A 28 (40, Wi 25K EmergencyException briEHl & E
A CEIE HATA BE AR SEOR ATRIR R ), 0 B e S B AR T LS R R B R (H A
R EIME 55 2 M REE (T ANBERT & ik ARk S5 b ] Be A N AW 1)
] ) 5 A A AR T F TSIt i A B iy s s B T B (), i A AT AR A AR 4t
B SRR, A/ SRS T AE B R SR B Rl )
[0206] W LI b S AE A1 - HEAT I X — A n] BESESK A ) BOUE R, R E= AR Bl AL
PEAA B AR SE R AR U T BT i SN, AN A2 ARAE B A SR U A SR T SR (9 B
7178 b, 55 Al A2 P I  J BT BT 2 O B B P S0 ) 3 B A o T UK BT i
Mty 7 2R S X R SE AT (E A 2 B, S A 1A VAR R e AR R
WU AR OR 37 B 10 ) B i S R B AR ROV SR/ B3R, W DAAE Y Y BOR G A 1
B 73 ML B R SEREIX 5 o AE N PR A, R BT Al SR SR ER A5 IR e A 5 T LAY
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8 BRI T AR IR LA B AT W AR A AT A7 A R BN IR 1A%
[0297] 1. 15. fF :FiT

[0208]  [&] 24 J& 7F HL F TIT IR S5 B0 A7 458 vh mT LB ASE FH X B T 4 tH ) R e R v 1
fifto WlanfeoE - (a0 ee ) FRBINPIR IR S5 BE R RS (XYZ ISP) SRAGXS BF & SR I Tl
o DRIRE 0 IR S5 FAE Y 1 T AR (S Fp AN [R] R 00T 26 I, B8 4 2l 90300, AL AT DUHSRAE
B 2 AU RECOOVT PN Tk (Ao T8 sk % 30— RO L v, 68 e R T L A [ AR
—WEE) o WITIEAE P2 AT TS AR ZZ B (B, FRARE SR ) . =W
22 A P A AT LR U7 IR A5 BE R 7 AR PR X Y 0, FF LT o AR5 IR SS- B R R
KBRS XIS 2400 FIACEE 2401 FF HABEATRIZ B Z 00 22 1 AN THE L 2406, ACH 2401
A ERAE R UR 2 T 22 22 A IRAE R T KPR, Irde R 26 F R BR B 52 T 22 CL &2 A8 T3
BRI IREL . BERE 2400 A2 A FZ 0N 22 MK 7 17 (Alice@XYZ_ISP) 2402 BIFIIT 5 &1 2404
H HAFEESHIFE Y, 22 0N 2208 SR 3BT 0 280, BTk 23 sh R A 2 kAR 2L 2401 i B RR
DA ERPUHTE AEE B2 R VFES MO

[0209] 2PN LA N AR b ) PC - HAR SR E I, dh () PC 1 () DRM 5 #4974k 5
JIT I P 28 AE BRI R, LR B A BRSO I N 5, IOV A 2404 IR A BIIATY . IR
SEHT OV [l b ¥ TSP 30 T 4 1) PC, BH IR it 422 e T M i 1) PC 15 £ 2406 31 1k = 45 A
2402 HIERE 2405, AT DRM 5 2404 ] 148 PC 5 4 2406 SERERITHIT T A1 2404 [5ERE
% 24052400 BRI AEHEF 52 0N 2238 30N 2510037 SR 2 1T, DRM 5 13875 56 T8 i S04 T BT id il i 1
B AT P IR SR b 8 TR BE IR 2 15 2. ST HERE 2400 FP I HIFE I, DRM 5] %
R AR AE 4 B DT e 215 DT T 5 ER A I BLan SR R BIIE 5 Ik, IBAHEF
Ut B8 TSR Y 2RI SR, IF HAE ) AL A R H 55 BTid 45 HEsKk ML A I AT
RS FHLNY 52 B REMS I 2 0L LS5, I HARSEFIILN 2% . A T A0 52 TN 22 RE S (EAH X T
i TR B B AR R ISRV H0Z 8 2 2 AT A, 8RR e A ] DA AR (], ik [m] 3 451
UIFE C 2R UEVE TR R SR 2 5 R A 20 B2 LUEE & ik W32 SR IERR . 1
TR N AT R T T4 9 D BT H 5 WA D o AT 5 52 T 2 0] DA F T e 45
P AIL R AT Py 2 I P e 8, FF HAE il T 300 2 A # s e AP i .

[0300]  — H SZ TN 2230 1T JAW5 , 52 I 22 h v o W S 56 A 1) 4 3 P T , XA th R 68 375 1 5 b
B AN N AT RN 2 FH b PC ORI TIIT 2544 , I HBCN i (b 75
252402 BT A5 2404 FIRERK 2410, b el 55 FH TR BT id e oA 28— A H vz
IR (an, Pridda e R SRS Edm Eh 4 H UEEE B AR HBEE LR 2 O
St l—NH) . HEBEEE 2410 $E0% RIAEFE T — R AL B2 W 22 1) PC, T iR QEEFE P n
VERAIEAAL PC 1) DRM 5 ZEFPIRZSEAE P TG 4 B, ik 45 BRI R BRSO H . 4
52 W 22 NTIOT AR 45 N3 28 91 HAR R e i, I PC fé) DRM 5 1 350 52 2 70T 10 A 42
B 2405.2410 2Rk, DRM 51 ZEPATIERE R 24052410 H BT AL 5 (AT An] 42 SR F SR ifl o e
PR A R A MR B 2410 LISRISEH L —H, IABER 2410 F i $ R
iR AL T3 IR 2410 18R R 25 3 DL R 52 TN 22 85 Uk 9 5101 SRk . Wi IR 2 2
T B 0 5 BT AR b Ao S X IR PR AS Y 45, T84l PC (%) DRM 5| 244 AT AH R 1)
SINTIF HAUEVF M 8 K o T 570 R U3 TR) i SR A 1) PN 5 AH QIR IR/ T 36 A 2 22 40
FEH ) TrialState A8 & R4 &, BT DAME— S AR AE T T00T 05 s 0 2002 ] BIIK 1, IRAE 52 0
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22 n] LLFRR YT i A 28, IX R DR D BT s TOT 10 sl eI w22 B R 2410 AN 2 AN 20
BERG 2400 SR NIV 22 1) PC FRIREIIE . NI, 2 NI L2 AN 00 3RAG A2 TR 26 — 9% DR Hidh
A5 G 9 AR F S ALY IR) B SRAT A5 UL o SRADUM, 4n 2R 52 1 22 It ¥ A AR 3RAG T0IT A2, P
A gl A R IR S5 (3T 7 IR AAE L] 1 Hh 52 T 22 th BE RS R B0 N 7, X2 I AL A F
AR R IT Y s ] BIA I, 17 AR &l 48 B 1K) PC Bk ™ 2I3E

[0301] R, DL B3~ Hot B AE Kl ml LLHnZ BB R I R GeN5 v 8 K — 282
RE, IF LA 5 AR B UK IR _E SRS 0 10 07 SORSEILFT A TUE » #lanE S e Sl b, 5
TIAT AR IR IR ] ] LA B R rfy AN BT 50 ARG (AT P 32
B ARAE LR 7 R AN B 2R o N B, W DA LA_E B ATV e AR AL
[0302]  FEREEME T H T bR o kAR B R AV R R R 1) — LE G P A0

FITIR A A FRITE S ASATITARAR., AZRERI20H ZE 4
WAFICACHEIN., ERAFETHRILG RN LARFNLZ A B,

A EFITH A A B BRI R R FEA AT RS

RIE KA 4o T

TrialAgent() {
SetObject("TrialState", 5);

KA AL T e s p A2 KA A

Control. Link.Constraint. Check() {
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if (GetObject("TrialState", 5) > 0) {
return SUCCESS;
} else {
return FAILURE;
}
}
B EML A EMPUTHREN, MEREEE (N Wy, 3|

FIT ) Ao

RIZ 4K A4 F

RealSubscriptionAgent() {
/] o A A5 b1 R A #EF TrialState
trialState = GetObject("TrialState");
if (trialState != NULL) {
SetObject("TrialState", NULL); / #%&

4k 35 0 XA A

Control.Link.Constraint. Check() {
if (GetTrustedTime() < ExpirationDate) {
return SUCCESS;
} else {
return FAILURE;
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B AR A T T 64 A 2 7T AR A8 R 4 dx R AR A

Action.Play.Perform() {
/| BHRARETITT ARG RTE LY
if (IsNodeReachable("SubscriptionNode")) {
return new ESB(ACTION_DENIED);

/| RAEAE R T A /£ TrialState
if (GetObject("TrialState) != NULL) {
I AMLFRAEXNT: KMNEEZD RS
return new ESB(ACTION_GRANTED,
new OnTimeElapsedCallback(20, DecrementCounter),
new DegradeRenderingObligation());
} else {
/] ZMLFAFREAEX: R AEBACTION_ GRANTED
return new ESB(ACTION_GRANTED);

// OnTimeElapsed#) & i 2h 5 694K 2
DecrementCounter() {
SetObject("TrialState",  GetObject("TrialState")-1) ; }
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SRR A b BE N U 17 FRRR B R 55 (R 2 e T RO T P 7 IR 55, P it P 2 I Al 55 L
A BRI S 2422 R n] BIERYVFR] o QR 2N 22 e M s IR 55 (R 7 » A4 — H b e
R 2424 310, Whost A RE U ] S0 T SRIBUR Y 2%
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2P B SR BE A R UL B Bl A I IR S AR o A B, i P A A B P 2K JE 1Y
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Bk . a0, B Ry e kI 1 4 mT DA I ERAIE AR S5 (o, BORIFI N 2 3L 22 ) , Fit / B
AT DLE A FE AR S5 DME T AR N 2532 BTG I R G FH 5 vk R A% G FRIX A (1) DRM 2244,
JIT ik DRM B R ANGE e B 1L B 45 DUA B, 12 4 e vk BOAH 1 F 9 8 B AR Bl T4 B
f ARVTIL Y, RN 70 3% 3 A8 8 N A AR R
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T3 A, mT DA T B R AEAL G AR 1 e 4k vt EOR IR et e 41, At/ Bn] A
SEIUA T H BT IX PR RIS BVE I DRM 5188 VR IEFE, 76— LESi o), a8 AN LA
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XML G IBCRZRIE , 3 BAZ TR R PRI 20
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13, FF HAE AR 5 U S I K L — A M i ¢ BIR o MR IR s 50 b, W DL A%
2 48 OB A RO 45 07 AR BRGS0, HA Hr— A Wik DhBe i) FALRT BL ) g
WA BT RS . XMRS AP B E B AN B RS ik &Itz
P iR 55$e it 1 B8 F R s BOR) AT A5 AT LU 52 B Zy Hi i BRARAAT FR A1 R

[0309] X HLF R RG T VE AR E S A R T — MRS A& . o B,
kS re e 5L M ARSS MAIRZ RS R TAE. B KBRS AN 252215 50
Wi, XA AFEORARE B 40, FC RAHNUIRAE T 5 Wili R — R, 01548 i ) 4 3t
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[FIEI %% . B B A2 R, (2N AR B8 AR X BT RR 1) R G772
ST K E N ALK I s FALE IR b, AN S 35 £ R 2 138 3] ik FEAH
MU R AT W, EE 12 B 2R3 n M, A BAEIR L8 2 BRI ITA W 25 HIRCH)
PO E S AW H BI7E T R VFERM & EEE B =, At e ol
BEIF. WA N A BEW A o g L (RN BAN YT E L=, Wi, A=A
HIXFER DRM RS, Haete i ¢ 1) 4 26 I H ] DIAEHT ol P9 28 P X 4 R 2 SR 1 i B it
()R SOk E A2 AT N I I HERERILE N A o 3K BT AR 1K R G AN 7 VR R s S T
I BEAS SR A T7 1%

[0310] 6. FI T A ZATH BB R S % IR R S

[0311]  "Fi#IAR 7 H T 9% 52 DRM ORI I N AR 2 s (i, SRR ) AT
B4 H AR A 2 N IR B BN (BN, A7 T kg5 48 LRIV D) SRR G .
[0312] 1. 17. % Uik R 451

[0313]  "FUHIFEME T DRM 5|2 i B S 49 m] LA B 130 9 o9 25 10 R WL i B AT 1Y
DhRERI o

[0314] 1. 17.1. AL 2 DRM 5| B 1

[0315]  JUEAEALIL S o DRM 513 JFANELSKR APT, AN T T A2 A8 — 10 W1 S it 3]
FH U6 B P DRM 513 (RRh ‘20’ DRM 535 ) ) ML e fit (g 1 R AY 1) s Rtk
[0316] Octopus: :CreateSession (hostContextObject) — Session—%55%E FHNLNH EF
30 RAEE S TE . BRSO S HE A DRM 51 #E kR ) N R HEAT IR

[0317]  Session::ProcessObject (drmObject) —IH: B %2 = ALY FH A8 RIBEAAR SCAHF b g 5t
LB RN BN N 2 4 NN A, BT iR A ST nT LLgbR R4 J& T DRM R 4. XA
XTGALFE N AT R G 2 WA . BT R TR RIS SO ALY R U2 ANZ
BT

[0318]  Session::OpenContent (contentReference) — Content FEHNVHYFES L
AR P 25 SCATAH AT B ISR FH O R 280 DRM 5 |33 (B Y 2856 52, BTk P 286 5 B s T LR Rk
WG TPk W25 DRME B H 5 2 A H..

[0319]  Content::GetDrmInfo () —i&[B]5&T PN 2211 DRM JC 4 , FTik DRM Jo U 73 4 AE BT
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R SR E TR PSR AT 13 ). Content: :CreateAction (actionInfo) — Action—
ML YRR S Y X SR A2 BN FH e e 25 . actionTnfo 2240 de e M FH 77 EHAT A2
e Clhn, 3750 LA S B RG s (BRI R ZE0) o Prid s E0R (913 4 %f
%, FURBNVEX ZAR 5 AT UL AR PAT Frik s 4 T HARE A A% .

[0320]  Action::GetKeyInfo ()—iR [ #2555~ R GUMR S Firids N 2 I s 2015 U o

[0321]  Action::Check ) —Hi % DRM ¥ R4t 2 HAHAT HBIE (Rl Action: :Perform()
I ) o

[0322]  Action::Perform(O)—HATITIABNME, JF H 4% MUE B SO b3l V5 (R R0 B 48 5 ok
PATERE R (HAENEEN) .

[0323] 1. 17.2. DRM 5|33 AL S iz 1

[0324] T il A HH DRM 5 | 38 (% i BH P St 49 A 3= AT, FH ) i B e 5 i A4 e 0 22 1) = LR
-4 R R 45

[0325] HostContext::GetFileSystem(type) — FileSystem—i&[F] DRM T &% E A M
VAL B FileSystem (LA RS ) A%, MR FileSystem A RA7fif DRM AR B
I FileSystem P HIZHE Y 2 2 B8t DRM ¥ R HHE A .

[0326] HostContext::GetCurrentTime ) —iR Al EHLRGLES FIUHTH M/ BHA].
[0327] HostContext::GetIdentity O —iR[0|t F=HLATHE— 1D,

[0328] HostContext::ProcessObject (dataObject)—I[u] FEHLARSS IR [P B X1 %, Prik %L
P AT G0 B LW R ANLE DRM ST 5L N, (H 2 DRM F R4 LA #br U B 8L (4, iE+ )
B,

[0329] HostContext::VerifySignature (signaturelnfo) —F & 2#E 5% IS F254
P, FE—ASEEfh, signatureInfo MG S8R T7E XMLSig Juli ik 215 5
M5 S e EAUIRSS 00 5388 BN B AIE il 28 44 Py 6 75 ) 235 FH I 2 AHE S o

[0330] HostContext::CreateCipher (cipherType,keyInfo) — Cipher—~I% DRM T &%
AT DU K 02 2 Jm ) 3 0 5o B/ — A A R AN 4 e S, FF HAFRR R 12
A A THEA dr 2505 5B 7 I ER 1 23 8E B R X

[0331] Cipher::Encrypt (data)

[0332] Cipher::Decrypt (data)

[0333] HostContext::CreateDigester (digesterType) — Digester—@I TR DRM T~ 5
5 n] DL H SR — e i b B A AR BN 5. FE— S, vl Bl s — 4]
WEERA,

[0334] Digester::Update (data)

[0335] Digester::GetDigest()

[0336]  1.17.3. UMLJBFR

[0337]  [&] 26 7 T A5G HTER 23 o O 1 B 50 B 14 APT ()48 FH A R A 73 480 P S it 491 7
FHL AT DRM 26 77 3 5 | 3 2 TR EAT A B

[0338]  1.18. HEEHRBHILRLM

[0339]  "RmHRLE T e | EE ] LA A TR i N A B9 ALY B AT B D RE G 1« 7
S, BN F AT CURe SR TR T 3 e, B T LU TE R P R R E B0 N A B —# 55

44




CN 102882677 B 1«51'1 AA :F!' 42/232 L

Jir i 188 FH S AR 7 i) S2 OR3P N 2% (FEAS B BY R 1 n 7E 9 4% R e by 21 ) &
[0340] 1. 18. 1. FHLMYHH BB | E 4 O

[0341]  AHArHEfE T AE ALY AN G5 G4k PR “ B fa” (112275 DRM 5|38 P FH i 3 2 5 1
BRI APT 1) Aok

[0342]  Octopus::CreateSession (hostContextObject) — Session. Z5E LN M EF
SCRATER ST, IR EIT IR A1 bR SO S b st 282 5 1 28 Y o 1) N B4 T (A1

[0343]  Session::CreateContent (contentReferences[]) — Content. EHLN I EA
AT RN TEBE 5 102 B 5V R NS AH R N B %. 7E contentReferences (Y
FolH ) #AP B AL ENET | HERE X P g e e —& (Fla, —A~&
SR — AP B ) i BB R AR N Y B ARTE T g |, A — AR 4L
[0344] Content::SetDrmInfo (drmInfo) . drmInfo % T8 & ¥ & H B ¥ v] 1) JC 20
drmInfo 784 H TV AT 44 H T R RUNLI A o g iR e

[0345] Content::GetDRMObjects (format) — drmObjects. 4N FUE R IREL B 2%
ST drmOb jects I, BERRZEHE I o 4% 2S8R B IX S0t S s 22 1 X (gt
XML 8 —#ZEHIJR§ ) o Content::GetKeys ) — keys[]. BRRECH FHLEREN A FHZEH T 00
WA AN VRN AR, WA A5
[0346] 1. 18.2. BT EER| EHLIRSS K

[0347] R HIAEAE— AN SEHAG] b v B PR e | R B LN A B A 4 L 2R AL 4 1«
[0348] HostContext::GetFileSystem(type) — FileSystem. iR [A] DRM T~ & 4t B H M
U7 R RE L FileSystem X % M HEHL FileSystem W] LLH SR A7 fiff DRMARZS(E B B
FileSystem P EIZHE Y 24 H A8 HH DRM T R E A .

[0349] HostContext::GetCurrentTime () — Time. IR [Pl FHL ARG YEY 1477 HHY / 1t
A o

[0350] HostContext::GetIdentity () — ID. R[0[itFHLAIME— 1D,

[0351] HostContext::PerformSignature (signaturelnfo, data). F3f5E5]2 6121
— 48 DRM W R B E AT HH BN UE R IR S F R R P de 2 I R84

[0352] HostContext::CreateCipher (cipherType, keyInfo) — Cipher. |z 55| 2n]
UL e 2 R 2 000 R 2 b 5 G (BB N 25 AR 5 A5 R 5 ) o 75— NS tfs] H , 250
ST RN N BTG 1N 23 I

[0353] Cipher::Encrypt(data). HNE%4E.

[0354] Cipher::Decrypt(data). fF%Z%HE.

[0355] HostContext::CreateDigester (digesterType) — Digester. GIEER] UL A E2ET]
AR — SR T R R A R

[0356] Digester::Update (data) . FEECIEBIIRBM TR .

[0357] Digester::GetDigest (). THEHZE,

[0358] HostContext::GenerateRandomNumber () . F=A=w] LA T = A= 2 S I BEHTEL .
[0350] || 27 s A T Hh Lo v (3 B A 6 B 14 APT (8948 FH A B A — 4 10 B P St 491 T 7
FHUN At e 5 [ 2 [A) 3EAT B A2 B9 5~ 1) UML ] .

[0360] 7. X%
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[0361] L3424 7 OC T DRM AR K SE 245 15, Fridk DRM X% 7624 DRM 5 | 2 (1) i B P S
PO . B S, 25 T R DRM 5 13 T N A DR 4 R 3 S R R R SR B R A X i
IR o 2 TR, BT ZRAK [ IX LE 0T ZORE TR B 1 8 A8 3 [R] 7 — A 1 BH M STt 497
JIT A FH 8 — e 49 P 20 45 1) — e e it 1

[0362]  1.19. PYALRY RIS BESZ L DRM X%

[0363] USRI A Kl 6 Prithiid, A E B SCRCA G (I 579 RURIBE RN 5 — S AR AE
A ‘DRM XS L”) FHRAEAE F RN AN 2% (155 52 DR (1) N EAH ORI o IX et R — T Al T 1A .
[0364] W1 6 From, {0 FH 2 B I 2t N AR R 614 P B R . ff5 T ik W & P il
BRZEH N A2 X 602 30K, FF HAE b 2R T 05 2 0 25 10255 B 2 TR K 45
TE IR A AT B 604 SRR o FH T8 BRSO A 2 25 B 1100 45 FH FRT 0 I P 428 106 % 608 Rk
7N, FF HAE W 258 602 R HIXT % 608 2 [A] 4852 A Hl 4 AT 4 606 kKR 76— 5K
JE Y 5215 F 48 A AE FHAE I G 608 1 1771 AURE iy 2 2 1 100 ) 7 728 B S e MU N 2%
it . B 28A 2 WITERE 6 Hh T~ Az vl 1 8 R4 B fE, OF HLEDR THE— NS0t
i eh BT AT 2544 J7 %

[0365]  1.19.1. AF I

[0366]  7E—A>SEHtE b, XA A R AR e E T LR A 1D B s R Ay
JEFHK

[0367] 1.19.1. 1. ID

[0368]  HHILEXT G TSI IS HAME—K 1D, 7E—/NSEHEf 4, 1D fa b2 URT, 3F
H A% Fa i1, B LE URT 24 URN.

[0369] 1.19.1.2. @Mk

[0370]  JEMEAARAIE. BT LR A ZETCA I 2 8 M A PR T R A4 o
BCURL. B HA TR (2R, B P A ) iR AR (FIRFEA ) . 2K
AR WEEa S A RRENITFAR. B A EEa S R EERA A
[0371]  XI%H ‘@i FEREALBEENILTFES (TRRETH) .

[0372] 1.19.1.3. /&

[03738] ™ J@ A2 ] LRGN I 65 LU 45 A W] ik (1) sl i e (R 8o MR o i, 3 Rl
KA, I A HAAME—1 1D, REn] B2 N SN I

[0374] 1.19.1.3.1. W&E¥ &

[0375] WP BESECNT BENS S . ENTEA S8 bRk, HTRHE S LR
YRR 2 Y AR R B A AT N S 7 S e 75— SEi g o, an SESEER 7 5
BB R RIS, Hrp BTk By e HoA e JF A B 002 m 28 8, -4 BT ik SR
J5 b A A FEAN X5

[0376]  7E—ANSEHtifrh, NELH R ID 75 S AN HIME— 1Y X2 JGiE A S HAAH R ID (1)
PR, A2 PR AR RN R AT LS A 55— X2 008 EAHEE ID My ke
[0377]  XI%H ‘PR FEEAWNEY RNLTFES (WRETH) .

[0378]  1.19.1.3.2. 4N &

[0379] AR AL E AT IR BT TR, IF HHEA 8
FES TR A FEAEEENT RN G 1D, fE— SR, T BN R 1D &
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2 R ME— 1.

[0380] 1.19.2. N&

[0381]  fE—SLiafslrh, WX G Oh7 5. HAg X HAEE A 52 DRM 51 Z i di),
ERE 2 ALY I P A BT R s d] (B, PR AT BLE MP4 HE 2 S0F MP3 &
SRMTESE) o AE— DS, A RIS R A 1D 5 A R SR A R B AL S
Fio MRS AR I 7 ke n 25 WA i (— ORI R 365, 3 40 AES) .

[0382]  1.19.3. WAL

[0383] PN AEE X SR ME— I N3 25 50, F HAE 1D 5 2 AH2CHK. 1D 11 H 7E T fR3
PR Z R HIZR X R R 5 | W BN G o 7E N B3N G A BTt 2 1) S s 25 AH 408 B
Er Rl A1 e AT DL B 4 BOR 825 BT ik N 25 s T . WA BB AR e Al
WA 25 B R G RN 2 R . TR WA 3 BRI 2 1 R R E R B R R 4e.
AU AR ZH S R RG. FHS KRG 52 LR Scuba B3 KRS

[0384]  1.19.4. {&i%s

[0385]  fRAFE8 AT G AL ] LUK HH AT A WA 25 Bk n 2% ) X S R 15 B . B
K TAE WA s Bk I B % 2R B B . 7B — D SEf b, (RIS SE NS
X5 HE— A 1D LB & 3 s T a5 50 B3 I W A3 X 205 | I
—AN 1D WRLRY AR TR IR — DL BB AR R, A4 BTE TR L Py 26 G s LA HAH ]
(R T SV RTRH [R) ¢ 35 R T N (AR o 76— STt v, BRAE BT A FH 25 S R g e vF—
TfOREAN (5] RIS 4 T A FH AH [R]85 BRI 22 42 07 2, A5 ) AN ORI 2 0 B8 T — 4 BL BT
BRR o

[0386]  1.19.5. &l

[0387] &N S AL & FH T SR 1/F DRM 5 |38 ) 5 2 0 P 25 1 B e ) A e = LAY FH 3 SR I iy
REE AT N AP AR VFIIE B o 7E—ASEHEH b, T8 BSOS A2 3 B A0 FH 0 7
R G A G A B PN L AT B 1A . #I Zk A ME— 1 1D {8752 m] LA
PRI GG o 25— AN rh, JEHI S84, 4845 DRM 5 |2 m] LUSS UE B ad 4 i) 1y
FAETE F R A 2 02 A S RS AT . EPEME L, 3 mT DUIE ik B0 E 70 28 ) 35 %0 G e
FE )2 AR 5 s I S A 2k

[0388]  1.19.6. 5|8

[0389] il A G & FH T S V/F DRM 5 | 3 4k HH MR 47 ol ofe 2 B SO NS ] P 28 35 BN B
PR m i — A B 2 AN HR AT S S Eflas e 20 5 H T e 90E 2)e 5| B filx
ZHPN BB AN GG B DSl b, Ehlss g4 (Fl, g BT e
BRI A T B N BB 2844 ), A 15 AT DURA N2 7E P 25 25 B R8BS & 4 il
G 2 TR0 5 BA 0ME DA AR N 25535 8 1D RIS fp 25 B0 2 R RO 48 @ A 20 . #5571
AR LU AL BN R B A BNE NS G A el g 2 R i
TR T 5 | A T S A B2 0, 3 W] DAAE AN b 37 b 30 428 116 5 B 25 44 I 15 0 T
SEHIT R A NE

[0390]  1.19.6. 1. XFREHEL

[0391]  7E—ASEJtf H, X A2 P H AR T SRR SR R A5 44, I AR o v S A X 2 1
HIBVIEARHS (Message Authentication Code MAC) SRSEIR, FIH 5 HHAH N 1) P 258 FH S
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SRR E AR 3 SR . AE— AN rh, T MAC FIRE T R S
A AEAR [R5 A BT A5 FH 1 PRI 28 44 5000 BT S B 10 AH R B0 A0V kA8 A HMAC.

[0392]  1.19.6.2. N4

[0393] i ELANIE IS HI B AT S 2 NS A IR 2 4 o RS AR AR A5
TERSZIR, R W5 T S8 S IZRFE N (principal) MRV o 76— SEHEHI
2 FH 2R EE I, SRR 44 AT ALE, I HXT I I8 6 5 UL K NS A AT 2544, AT 1S
AT DUARAIER A L FABH 2 44 (24 N AR S0 E P9 28 25 B G Hp BT 4851 11 P 25 B 1) S oL
[0394]  1.20. G 4F14 % B DRM 4 %

[0395] IR AT, 17 25 %G 2~ DRM fii 4 A0 19 SE 44, I H AN A Be X sl 8 =X i SOk
E XN SRR A RAMEETE ORM R ) & X THEEHARRMEEN, 3T H.
ANF T S BRI AT A AR Sy . BRSO AE T RN S 8 Pk R A U E
=

/B o

[0396]  BEIKXT G RIANTETNT M IS FR o BRI, BERE X GIa m] DAL & — e 25 i 500,
BT iR B R SV T IR RE RS H T AR AR o DO T sk i, 78— AN ST o, AN
B S A RE SOk 2 B KRBT 4« P TREBR IR B A £ AT SfEg 2
DRM fij #2474, BE K ¢ IR SURT DA Al B B T A B QIR / B 2 e
FARI G R . (R ML) DRM faj ks, — 287y s Zn] LA R P, e mi ] DLRR W 4%
F HI S A nT LR R H P A8 B (authorized domains AD) o FEIXFPIF A, 7R 1% 4%
FHR P 2 18] B i T DASR R BT A KR 2R 5 FF HLAE P R R P 20 sl AU TR) )% % mT AR
ISR TG R TR o ] 28B IR T A — AN 5] 1t St 191 A AT R R I 2 R) R 5 R R R
Ho

[0397]  1.20. 1. 55

[0398] ¥ RN REKIR RA TSR A7 A G g M ST Y RN S R IR [ H L 7
TH], W5 WITE DRM A5 58 BT s G Rn A s S o 1 s Gt v] DLRAA T8
MLEAE B B AR € 8 T R ALE AL TR XS, Frid 1 R GG B0 A BTl 7 s xSl
F Sy (HUBIIEOUE S BT s PR /s I SR B AR S48 BT s B AN S AA ) o AT AR A
INLEE AN BRI H PRAEIZT A HLE AR B 1 AT DLEA L AR B3 %, 3
HILEX R E AN R AT H A A HIER RGO T WA 2850 R IN BE 4 456 B % 0T
ZAVTH, BTk W A2 HHE S R G0 WAe S L e 7 BTk o e i Seif A w2
B B N G5 | FH B B0 H bR A5 S0 B SEAR RR EE A AT s 4.

[0399]  1.20.2. BEp%

[0400]  BEBEXT GRS B, 7R SLTO AU N R E P AEAE A . T 4%
R RE R U, BTV A R AE B R Y A X TRSURI Y ALY TS 2 (R 42, TR A
LEAY S X RN S Y 2 AFFAERRAE o ALY A X ORI ALY Z [RIAEAE B AR, AT T A A Y 7]
M X BITE o A8 RN BT R R 1 A BDR R IA MRy i w] N R Bk . H T
PSR B B A LR AN ARV HAT B E 2 AT & 5y Snf NS H T 3T Frig
FIVERSEARAH CHR Y s BIIE o 1 d, an SR A D R RE N W BRI R PAT “FRIBC shER)
W A T8 ST N A G e il vl LIS TR — AP R R U2
AT D Bk . A T T AU S 152 ] RIGK 1), DRM 538 A] LIRS 252 75 4745 W] LAE
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FE D AT U Z AV AR — B N

[0401]  fE—ANSHfH, DRM 5 | 376 & A8 A B X Gk e 2B i B R A7 A B 1 2 RT3
IEFTRBERE N %o BT H AR X ST A E R RS (B, x509v3) [RF ey
TIE , B 14 6T 0] AR 25 7 PR A FH 300 R &5 E— S S 9] 5 T 7 B S W e
AT UK RE IR X % 25 4 AT DL Z MR e 1 6T 5 DA R B I o) G IS FH A 1) SR s AN L B
DRM 5| B3R A BE o A A AR, S LL M P51 S R SR MEAS R o DA T {7 5 ) SIZ il 5 2 SR (1) 4T
AT T AT, E— A S, $RAE T — 0 H TR B0 29 AR AR R ARV AIE T A% X
(7. IR A1 AT LSRR T A B 25 44 B 38 A P A R ME 20 o, DLECAT LA
FEREBS AN R AR B0 W BT IR B M B T A BB SR DL R e B .

[0402]  {E—ANSIjifs] , Bl X G n] DU B SR 4 A BE B A A5k s X %o T4, fE—
ANSIH T, B N T DU B 0 B R A, 00 B R A T P ER A A
TEHS RN H . SRR cEIR 2 A E R A7 W SR R/ BOMPRAL
R, R R W R SRR AR/ SO RS R N .

[0403]  1.21. HHE4EH)

[0404] DN EUAEFE4EHIRE IR T Bl G B M G, 1 e SCFE— > B 1 5K
it 1 A AR G BT B - B A RS ] SR RN AR TR IR B R S5 h . BRGNS
AR DAY AR R e X (IR “HE —(is—a) "IRFR ) o« R 2 R A s i %28
A ‘string” (FRFE ) L “int” (EEERAE ) | ‘byte” B fifH ) Al ‘boolean” (H B ) IR
T AEE XS T I e gl S A B A 5 R LR R A 4 A 8 AT R e g . dmhd Bk
AT 7 AT AR 5 B i Sy a4 . SRR, DRM 5| EE 48 A 45 2 TR R el
fe 2 EFER R B (B, 43 XML 4552 .

[0405]  7E—ANULBAMESCHER AT DL RE S

[0406]
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class ClassName {
fieldl ;
field2;

H
type(]

String
Int
Byte

Boolean

class SubClass extends

SuperClass {...}

Abstract class {...}

{type field; }

(type field: )

class SubClass extends

SuperClass(field=value

EXRGRARE, RGRABI LY
MESHBER (LARESTZE
) o WEAEEG-AREATF
Bk, SAFHEAIBERLLE
A, BAFBRTULE TR LA,
EXH OGBS HIBEE (BARE
FlERMEER)  ELERY
0RXRZSMAEBGTHER (
WEAREHZO) .

MELEA: ATHEHS
SRS R £ 8 S i

R A8 KT 04255 2 M8
AR

M EA: RFHRIE (RRR)
EXRTV RS ANELEBGLE
By FRA—NEGEGRELITMA
By FERZINE BT R £
(FRAEAR£) WY PTH T HE,
AR ENER, BHEEEAR
TR B AR, R B &
# .

BT ST e TS T BT KA
AT EAHIB R T ER T
B,
EXLEHAEHA LS FHROAESF
W5 P i ak it 68 F 8

PR Rl RiET R, ABEKER
FRELAETFEH R,

[0407]
[0408]
[0409]

1. 21. 1. AH &

FE— UL PESCHE B A5 T AR 23 FH 454
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abstract class Octobject {
{string id; }
Attribute[] attributes;
InternalExtension[] extensions;

class Transform {
string algorithm;

class Digest {
Transform|] transforms;
string algorithm:
byte[] value;
}
class Reference {
string id;
{Digest digest; }
§

[0410] 1.21.1.1. J&@M
(04111 7 — /> SZ i 15 b, 42 78 VY PP J& M :IntegerAttribute. StringAttribute.
ByteArrayAttribute fl ListAttribute, &P @M H A 4 FRIZEA

[0412]
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abstract class Attribute {
{string name; }

string type;

class IntegerAttribute extends Attribute(type="int’) {

int value:

class StringAttribute extends Attribute(type="string’) {
string value;

class ByteArrayAttribute extends Attribute(type="bytes’) {
byte[] value;

Class ListAttribute extends Attribute(type="list") {
Attribute[] attributes; // sLIRHRH L AR

Class ArrayAttribute extends Attribute(type="array’) {
Attribute[] attributes;  // oL R AR KA S AR
[0413] 1.21.1.2. ¥ /&
[0414]  ZEPTIHE I UG W1 L0  , A7 AR R 2R B K9 R < 7E Octobject P4 IR P 35

P EALE Octobject AMEHT ISMEY e
[0415]
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abstract class ExtensionData {
string type;

abstract class Extension {

string 1d;

class ExternalExtension extends Extension {
string subject;
ExtensionData data;

class InternalExtension extends Extension {
boolean critical ;
{Digest dataDigest; }

(ExtensionData data; )

foa16] 7 — Bl WA 56T 75 AR5 S ExtensionData, (1656
RAEXT RS B TS, AT E— S HEG A, M5 dataDi gost ¥ BRI
. 1SR ExtensionData FYRIIE SR I B 2 e a8 M B BN SO R — 80y, T84
dataDigest FEFAFLE. R)G, HfF I ExtensionData Jf H K EME o1 5 H NG R 10 5K
D7 ST LB UEFARAIEE 40 SR AE SRS M9 3 Bxtens i onData RS8R BT 4 A<
A5 T dataDigost F AR TFLE.

[0417]  1.21.2. T X%

[0418]

class Node extends Octobject {

}

[0419]  1.21.3. BEgx4
[0420]
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class Link extends Octobject {
string fromld;
string told
{Control control; }

[0421]  1.21.4. #5545
[0422]

class Control extends Octobject {
string protocol;
string type;
byte[] codeModule:

[0423]  1.21.5. NAZHNS
[0424]

abstract class Key {
string id;
string usage;
string format;
byte[] data;

abstract class PairedKey extends Key {
string pairld;

class ContentKey extends Octobject {
Key secretKey;

}
[0425]  fE— Sl b, R RAME ) id A A (TR ) M. A
AP P BLAUERA N 2 (18, At @ prid s sl LU LA 4o X T IEH A A POk U, 1t
FBOY A AR A IR RS 2 R T S S B s Boa] DR e IX R SR s e
bl E Y] KA FEARE AR TR G DX RRE PR U RAW, Bl
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XTT RSA FABHR UL ‘PKCSH8” 55 ) o« ‘Bl PRI M B AL I 55 b 25
[0426]  XFTAEABEHN—&B 0 HUAEH (i RSA 50 ) SRt B4 ‘pairld’ 25
T T2 R ME— bR RRT, A 75 0] DU L & 500 2544 5 | o0t

[0427]  HE— NS, 25 BT G (AR - B SE PR I B SO (BRI, & 2K Bl L
GV A B SCE ) 5 B2 S SEBR R 8L Bz % B B D 2 9% DI 2 itk

[0428]  1.21.6. ¥&HI2exI %

[0429]

Reference controlRef;

Reference[] contentKeyRefs;

3
J

[0430] 8. FEHIHL

[0431] X HLATHEA DRV 5 | 3 [ p 35 S 49 438 RS AL (X B BBl Bk A Sy < 42 ol i 40
HL7 3t VM7 sl st g VM) SRR AT 485 BE S O 9 A AT U7 il (s IR . T
TR TP AL U B 1 S 18], T LIOKS s 0 B S AR AT A5 P RN e TS5 RS . IR
AT HERIHL (HFR A “Plankton (VRUHFAEY) ) 7 RN ) (UL PESTEH] 5 DRM 5138 (B
PRA“Z A7) U8BV S AR B Bl . SRR R A, 1K HEL T A AR T ROR) B 5 | A
REW R LT RGN T S AT LA LT AADE 2 R UL 7 SR AE T, 5838 A — 265K
Tt 1 5 FRAS VAT REFUAIL, AT R R, 1 11 I B2 AR 1 G T DL Lo 481) 1 S A1) 1) 40 77
S T UL IR HE 2 BRI .

[0432]  {EARIESTHEM] , #2556 VM 2L BRI, 8% Bk B T 5 A H AR /MRS
JHIED (footprint) M FIRFEil 5 R e R T i 1 i HEAR T 2 4, okt
HOZ B ARPR R, A S ISP AT HE SR . EE RS ST, T e
A8 FH 50 e 240 15 AR P 448 R SO LI 2 15 RS

[0433]  {EARIESCHEf) 34 RN T s T 0d TR PR s i P b e 5
(¥ B 5, 3 LRG0 S, C 1 FORTH. o AR 2B A, W] LUAR B AFDGE ] 5 114 5 =X 2 A
T Java 8% P S 2 R EES 9012 85 R30S g0 3¢ s ERINLAT A A 4% =X
(il tn, A5 ARAS ) o FE— ALt b, RN LG B O T8 AL N T4, A
SEAEALBELAR BURE T EEAT » AEPLIE SR, AT BRI B 2R LA DRM 5138, AN
oY B X BT HEIR B BN LAR R GG M N B 5 AT AR e il B i A A

[0434] ] 29 7R T 40 R AUAL 2902 FR U6 I P SE BT AR BRVE AT . 48] 29 FvoR, fE—
AN B, RERUAL 2902 78 H EHLEREE 2904 FI5 B FIigAT, 24 BERMLATFLF 2906 I fr
A EHLIEE 2904 SLILT TR BRWLAT 7 21— 2eThig. WMAMESLT, #85] VM £E DRM 5| %
2908 WIBAT, BTk DRM 5% 2908 SEIRH THLIAEE . Wil 29 s, TR0 R R, 9L
M1 2902 A1 DRM 512 2908 A1 ) 22 a4 da 1 2910 LIEEF A HAEEIREE R

[0435]  1.22. tRZ& 45

[0436]  1.22. 1. $HATALTY
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[0437]  FEALIESETEE] H, VM AT AR ARG B th S RS P 47 i [ F8 2R 18 AT 2
Jo —HERA AT LUE I AT R GO RV FHERE P AR B 22 AP SEER I D RE . R Gei FH W] LA ER
VM AR B Sfe SR B 224645 T HLIREE R S

[0438]  FE—ANSETEH] 1, VM PRATAEACRE B e By 47 i 3R 2, FIrid 42 2 1E s n a2 47
fitie PR AR VM R RRERE U 204 (Program Counter PC) HIMEFLAT /245, 4
PATTE A B PR FE P 202 28 0 o VOB B AT 84 F8 2 ELRIE 3 OP_STOP F5 4, £
PR EE U T B S| OP_RET $54, 8 HILIS AT I 70 o DR B He e AR Bk (Be e
I MCATETHY PCAE B 27T ) BlHe e o 4% ik

[0439]  1.22.2. f7fikosferm

[0440]  7E—ANSETtAI rh, VM A FAHDGT (6] S (R AR At A AR 2, b fE s 3 0 B A2t 2
MR A7 fiti s o 040, B A7 At 2 7T AR SIS 46 T bk O IR AS T S A7 it
8], 3 B AT LAk SE3 A 7 ALY 8 =AU IR ME A7 it s 9 o LB 1 84l . 76— St
1, 3K 7 i) 78 I 2 B R 2 A A At s S BUSATIN 7, b s AT i e = 807
HATZ L,

[0441]  7EHHBAUNLIF A EH LA BT 2 (R 3 e b AL 5 A2t 2 o BB A7 fti s
[RIEHR W] LA A7 i s U7 i F8 2 U7 i, BT iR A7 At s U Il Fig & 70— Se i) vh ] LUK 32 Ly
B¢ 8 tbr s Al . AT K (big—endian) S 1 IRFRAT 32 LURF A Mt ds U Il o 7R DI SE i
B, R FAE ML ] WA 2 A BN B g s (BRI, 0L CPU B RIs ) A7 fik 25 )
Z B BT HHE AN AT AT B E

[0442]  FE—ANSET ) T, ARG A7 s R A af Tk O B BRAN (IR LI A7 0 2% R), I HLwJ LA
Bl SR A AE T ALY B BRSO HE A7 it ) 2 B 2 2 A

[0443] VM AT LASZREINZR — A DL EARRGASE R . for 5 VMOn# LA AR B, A5 A 7E — A>3
b, BT A AR B B I L A (R ) BR A7 it A (AN Ut B, AN A5 Bk P 0080 4 n 8078 AN [+
L ), (BRI B A I 5 RS At 2y, AT B 1 — AR A e A i Bk 5
A T 20 B ) — ARSI b AR

[0444]  1.22.3. FAEHER

[0445]  FE—ANSEptifl b, VM B 20dm MERR &, RORTEEIR A7 it T A2 4d 1) 32 LUE
HARHTT . M YRR RRVERERRTEEE (Stack Pointer SP) MBI fFds. TEE M2 )5,SP 15
W EAR At A AR R, I HHERR I R (YA ER 28R iR B, {8 SP /78D ) .
HER E 32 BRI B TR 5 | H HERREE I F8 2 A AR 0 32 LhRe kel 32 HhRes
Ao HHER R SEEL. 7S, R R A e 32 LR R PR AR S 1
U BF A IR R A i 19 5 B

[0446]  1.22.4. 1 HEFk

[0447]  FE—ANSEptif b, VAS BEH 13047 90 R FH 18 HERK o 75— AN St i, 9
BIHEHERR b R SIERAE EAs U M 4e A BRI EE Ao HJ3HUT OP_JSR. OP_JSRR F1 OP_
RET $8-4 I, ShHERR EH VM A o X125 7 19 VM SRR 7 2R UG, bk [m] b ik HE Ak PR /)
A] LURE [ e A ok, i R e ir— e 2 H i E R A

[0448]  1.22.5. th&FA7os

[0440]  FE—ANSETtA T, VM 7E 20 A7 it 2 T 05 I OR B /) bk 2 8] LUSE S £ B A7 4 o 7E
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AN, b A7 B A R . A, BT DA SCBA R A A

[0450]

[0451]
[0452]
[0453]
[0454]

£ 4

T i

M hE Koy
0 4
4 4
8 4
12 4

1D

DS

UM

Bl AT 04T K AD L 69 32 I 4% ID.
BB At d VM Rk
Do ke VM A — A e 69 X
BB B 3 R M 6 K
B, BBA VM KL HFHR
32 AL E A iR
Wbk, fE BTt AT AR AL
% ok B BT AT AR He 0 BB
o i VM 89 e R B
K

32 HeAFAE Ak AL B A 4 A KA
Huhb, AR PR 48 A AK AL e b
% m B B AT BT B 69 X A
Blo sbAi ) VM 094 a2 B
KR o

32 R AR E N A RIE A
Bk R B O 4R e KA AL
R BBEEORRZ B H —

Lt € 1

1.22.6. fEfE2s %

I THAE U B SR 051 s H T BB A A A A R A A A AT S

HHE A7 it A
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[0455]
[0456]

[0457]
[0458]

Mo Bk 76 B

Bk

0% 15

16 2] 127
128 3| 255
256 %] DS-1

DS 2| UM-1

UM 2] £ &

WEHE

8 AR R VM/F Sl A
G A B R4 A
£ A F ., VM 7T BLAE 256 3 vl b ag e

Mok e K AL AL S B R AR e B U i
Bk F 256 d9u bk, AR 248 256 F0 DS

Z ARG Mk A A4 AR Y I AR

By, iX Bk £ B LR AL XAR BB B A

kA E AT HF NREA

W IR WAL A B — A R B AR AL
09 R B bR .

£ F bk 5 1] o R A B 0 SR Ao R
MAR LT T W B R TR
WARRHLET R RERTHIEA
B ARG MRk B3R A b B R )
B VM ARSE A KA 3k AT 8,
EMAERBERRPRAT XELAE
'y

AR A7 it 2

¥t 3G B

Bk

0 & CS-1

CS 3] CStsize
(KAL) -1

AR BT IAAE 0 A LG4
17 3o 1k A B AR A A e R K AL B, e B
CHBFKT 0 MM, AR AL O F CS
Z DA hg e Rk E 1A B4R R AL A K48 R
B. XERE BBMKEELRLE
BT A RAEFE o

By B LA A 2, AY AR A AR S A4 4K A £R A
A

1. 22. 7. $ATHIRE

FEPAT A B FE 2RI, AE— S5 b 5 R LS I 75X SR S HE R i B LAAE
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T8 TG A HERR TV . AI46 A RO HERR A0 2 00 R i A28, JF By e 2 A7
fift 2 R 2 o WIAE A0 I 200 HERR RT AR R O I AR Jd 4 A\ B AR 17 e ARG
A BB R HEAR I, A MERRFR BT 48 AR AR AR R B o 78— ST 9, w046 1 FH HEAR 2
B AL S FE 17 OP_STOP Fig 4 1 B v 3R [P iy ik, X 7E A FH OP_RET $ig 4 5¢ B A9 F2 (1) 1 U
N B BREIPATHIRE LGS AT OP_STOP $54 .

[0450] Y[R 4 CLAPAT B A S HHEAR 5 2 OP_RET 84 8L 4T 5 4 OP_STOP fi7
A BT ABAT 15 110, B AE P HE AR b AT AT 5 Al 2 R 1

[0460] 1. 22.8. IBATHI S

[0461]  7E— NSt AT LR 44 A 2 ad AT 37 RIS I RIS AT I S
[0462] @[Ty Rl 70 Y AT A I A7 it o HuBE 22 [R) 2 A AR A7 At 4%

[0463] @K EH PC ¥ B N BUAE Tk PC BIIATE AT ACRE A7 fi 2% B bk 2% (/) 2 AR ACAS Hh
18

[0464] @i EHAT AR E LIRS

[0465]  @IXPEHAT HAET 0 B TIHERAEZUY OP_DIV $54.

[o466] @AEHAT RAET 0 MR TURAELL OP_MOD $84 .

[0467] @i A HEARIK b3 sl ¥ o

[0468] 1.23. 844

[0469]  7E—MSEtE s, fa il VM A AN fT R ) Fe 2 5. RE AR, Ade42%H
ARURIBERE R 1848 LHEAES R ARk R R fE— S, 584
LR T HERRIY, 3 HBR OP_PUSHIRA Z4b, WA — MRS A BREBRES. NEER R
SEHURAESL, HF BARE RR 2IER AR b 75— ADSEHEm, W& 32 Lhife W Ira Fe 2 X0
TR oRfE i A Mk B 77 5 340 32 PURp EAR R AELATHR MR . I 2 R4S — 1k
i R RN RS B FECL N R R T R VM e A SR R U B S . A
R, T HAWNEEE T2 M HERREREL 7108 “A, B, FErp e HER T () 35 1E 2L
WA tESRSE (B, “B”) o BRAESAE UhBH, 5 WIZE—AN 1 B PR St fa] (%) R T 4 vb B s FH )
ARIE N TR 32 UREAE He N 2500 HER R T L .

[0470]
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Btk 5D 24 F¥ OBRAR BH
.48

OP_NOP  No Operation 0 A+ 2 A
OP_PUSH  Push Constant 1 N B 32 A E AL
(direct)
OP_DROP Drop 2 515 $ 48 3 AR 1Y
TR AR T
OP_DUP  Duplicate 3 B B BB
e S
OP_SWAP Swap 4 AR TR 26 7 Ao
HE L
OP ADD  Add 5 AB it Ade B &
(A+B)
OP MUL  Multiply 6 A, B A A Ao B a9
(A *B)
OP SUB  Subtract 7 A,B A Afe B &Y
£ (A-B)
OP DIV Divide 8 A B A ATRVAB
(A/B)
OP_MOD  Modulo 9 A, B it A B A
H (A%B)

OP_NEG  Negate 10 A AR A 6 2 2 H AR
KR (-A)

[0471]
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11 25 A 2N BAEX Rk
R 41

OP CMP  Compare 11 A,B 4% AT B, AR
ST B2 8t
0, FH=E A Kk
FBAFAHK ]

OP AND  And 12 A,B K AJe B #&
125 (A& B)

OP OR Or 13 A B HEik Ade B YR
/2 OR (A |B)

OP_XOR  Exclusive Or 14 A B #& AABKE
fZ#& (A”*B)

OP NOT  Logical Negate 15 A HR A B EAE
(hn j‘% AAOAA
A1, FHA=R A

A H 0,88 24 % 0)

OP_SHL  Shift Left 16 AB HHEAALAZHTE
E# B (A <<
B)

OP_SHR  Shift Right 17 AB #EAAEZHL
54545 B bad (A
>>R)

OP_JMP  Jump 18 A B EE B A

OP 1SR Jumpte 19 A BREFE AL
Subroutine At A 89T P42 PC
69 4w AR R 2
7 3 AR o

[0472]
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HAEA

AR

e

TP
R

HRAE &

LTS

[0473]

OP_JSRR

OP_RET

OP_BRA

OP BRP

OP_BRN

OP_BRZ

OP_PEEK

OP_POKE

OP_PEEK

OP _POKE

Jump to
Subroutine
(Relative)

Return from

Subroutine

Branch Always

Branch if

Positive

Branch if
Negative
Branch if Zero
Peek

Poke

Peek Byte

Poke Byte

20

21

22

23

24

25

26

27

28

29

62

B4 5] f£ PC+A 9
F 442, PC 10 %
A AL A R 3 9

M F AL Fp 15 ) B
MR R HE AR AR
45 35 B M B,

A3 PC+ A

de B A>Q AN A B
4% 3| PC+B

Yo B A <O IRA B
# 3| PC+B

4o K A K OARA Sk
¥ 3| PC+B

ML HE A BFAR 32
P AR

fEHGE B B % 32
FEAEiE A

S B E—le T
JE 5] 32 b4k it A
FIACEW S EE
AR

A M HEB A fE1E A
9 AR 2L 8 b4
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BAEA P FH R Ak

%23
OP_PUSH  Push Stack 30 #A& SP 8944
SP Pointer
OP_POPSP Pop Stack 31 A i SP 9 HL E H
Pointer A
OP_CALL  System Call 32 A Fl B & 3] A B
& SRR

OP_STOP _ Stop 255 2k AT

[0474] 1. 24. fCHEfik

[0475]  ZEARIE SZHt5 b, 4k 8 5 T MPEG—4 SCA-#% 2 2848l 8 52 4 A [A) 19 38 T 1% =X
KA AR, I SR 75 32 B /S (9 pl AR B Ko 2 1 P i 4 F T RoR ) G
T 4 FAT 8 (Bt , Gp R T B TR ASCTT [ER T ), 5 2 A 8Edr (Hiltn, 8
T .

[0476] & 30 /- T UL B PEAREES AR 3000 (%K. S 30, pkCM JRLF 3002 /25 =2
AR 7. B TR IS fE—DSEHi 1, pkCM JRF 3002 A8 —4> pkDS
JE - 3004 — pkCS JEF 3006, —A> pkEX JE T 3008 LL & 7] B8 i A0 & — 4 pkRQ J& F 3010,
pkCM Ji - 3002 38 7] LLEL S AR =4 B e T, 78— AN St vh B il He e B 5 W SR A7 A
(195 TR s o AE— A S s 7R T BRI R AR, R SEBR 7 SAS Y 2 B R e
W

[0477] 1.24.1. pkDS &1

[0478] 4] 30 7, pkDS JRT- 3004 AL ] LURE In 25 A7 fih 25w i 5s B 474t 2
e 3005, 411 31A s, 76— S b, A g IAg 3005 HAT 3112 (RSP AIR KR,
FH— AN E AT 3114 Ja T2 F e E 250 0 3116 4. T 3114 4rid A T AR iR
B 5 77 3116 [ A S .

[0479]  FE—sLifi A, A T — A S (BI, DataSegmentFormatVersion = 0),
I HAK A% X, A7 2 IR BB 0 R R B I B A D I A AR . B RN
i ae FUMEAE B ae % 3105 [R5 3116, AMUFE 7Y 3114, 76— ANy b, &
AN S AT BRAEAAE 48 0 2R AR AT H e s A g

[0480] 1.24.2. pkCS g7t

[0481] 1] 30 7R, pkCS Ji+ 3006 £ &5 n] LARE Nk B A7 1 2% T AR B A7 i
A% 3007, W 31B R, fE— NS, £ A g 3007 t= 1Y 3120 [P HIRETR,
FOlH—ANE AT 3122 ST R FEE 28R T 3124 ARk, T 3122 S A T AR
WBE G 77 3124 [ A S .
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[0482]  FE— st A, Hoe X T — M AS (B, CodeSegmentFormatVersion = 0) , Jf
HAnK 31C FioR, R RASH , AR B 302710 3122 2 JG 2 a8 55— & 5B 77 3130, frid 3
— BT 3130 A H TARIRRE T 3132 A S A S . £ 31C i
[R5, BT 3130 FRiH ByteCodeVersion = 0, T4 & Hl 71 3132 A& JR UG
WA, TR R AE 5 R A B W e IR o 4 A AR b B e SR IR AR . AR
PRIk St s vh, KR DN e U 2R 1 = AR 3 3132, AN I A & i
7 3122.3130.

[0483] 1.24.3. pkEX R T

[0484] Tk Z MK 30, pkEX JR T 3008 A& — % i A\ 1. 76K 30 Frzs H 1946 7 71, pkEX
JE 7 3008 [ 55— PUAS7T 3009 4k BRSETBE 5 N D4 B K 215 IR 7k 4 32 L
FERART 5350, Wil 31D s, BB S B9% N 1 3160 046 440K, ok 4w b5 A 4075 44 FR
KNS BI—F71 3162, S5 26 Bz A PRI ASCTT A5 S 2717 3164, AR 455 3166,
Ji THT A2 A R O i 10 P 1 32 ERIRr e 75 40 3168, H FaRanm & A N A1 Wi, I
MAE 31CS JEFH BT AE A 2 S R e & . B 31E R T H FAEImE 64 N1
MAIN (5 R A 11 3170 [+, Horp 2 —5771 3172 $Ron bk CHE“MAINT) [oR/Nin BoR
R — R AN, 9 B P e PS5 3174 R FE s 2 64.

[0485]  1.24.4. pkRQ Ji T

[o486] ] 30 7R, pkRQ JRF 3010 €524 T HATACRE B H A (1) AAAD, H i FUALSE IR 77
AT B R R . FE— AN SR, SRR RTIE R, H H A RAELE RS, T4 T
HLAS B SEIR 7 3CA E, v dnm] DA Rl sl oy Ui ke e e

[0487]  ZE—ASEHEBIH, pkRQ JR T H 32 LLRy EFF 5 A S AL AL i, A FBE— A
{H -

[0488]

64



CN 102882677 B 1«51'1 AA :F!' 62/232 1T

FH AL 3k
vmVersion VM #L3E 69 i & ID

minDataMemorySize ¥ H TR RBLEEEZF T P
B b Koo X OAE R TR
35 B AR 0 AR 0 B AR #&
BRI RGRIEGHE. A
—AEEB P, VM L IRIE %A
HAE, WRECAEFLLER
#135 o

minCallStackDepth VM R & 62T 042 R 8
(OP JSR #= OP JSRR) # % )
KH, E—NEHRET, VM &
MAE#m BAL B, 4o BT LEH

pi JHC '/‘%‘ ;jt‘ é{:) i% ®
Flags EARE MU RE ST AT VM B
Z RO HIE,

fo = AN EH P, VM £ F X
oI5 4B 48 Jm B B A AEAT R AR &
AR R, Plde, R HA
ARG IRE, RLAE—/NFH
Bl VM S35 K LAtk E HAR
EMIEE RN 0.

[0489] 1. 24.5. M INEZ:

[0490]  JEFUNLA T INEACHIBIEL . B ACAIALHLIN , 76 pkDS Jii 1 B b5 1 204 B A7
28 RN E BRI AT 2 P A g 2 bl o iZ3th bt (B VM Ingk 2848, 3 H 4 hE
T WAEHETE DS th & fr#e .

[0491]  7E pkCS J5l 7 i 2 5 (X1 AR5 B A7 fi 4% IR A5 0k I 28 B4R RS A7 i 2% vh IR A2 A 25 Hh
HEo ZHbHE VM AR, I H AR HAT NP AEAETE CS thar /s .

[0492]  hnZACALRIEE , an R 7E M R A T R B FRA “Global. OnLoad” % 12
BIFE, A APAT ILBIRE o Ie I REASREHERR b1 B A8 8, H 220 [A] ) 3 [P 3EEOIR A, 0 o
B2y, 3 B AR S R R B R AT

[0493] I ACHE IR (BN 5 A MBI B UML) 5 a0 57 H HE 3R b 4 2
A “Global. OnUnload” (IREE BIAE, A APAT IR BIRE . ILEIFEAIRECHER B BAE &,
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I B[R] A REEOIR A, 0 o i, I HAVEE R AU R B iR 45 AT

[0494]  1.25. &M

[0495]  JEFUMLIIRE - m] LAV HAE AT BIA RS R A S B 22 A0 SR ) R 20 3 38 i A A
OP_CALL #5842k 58 i, fITid OP_CALL 823K HUH] T4 € R G0 1 F - B B KO R AR R
Mo R RG VI, SE 7 2UnT DURTEAS A A (4, S B 2% ) P il VM AR
VM AHLEEIAE 2R EAPAT BUH AR5 AR e (i ln W B EHLAET ) SRPAT Y
FATS IR

[0496]  7E— S5, A SR FH AL S R AN N AT R S 15 B E R PAT
OP_CALL $84, B4 WM g5 SYS_NOP ZR i F #l i FH — AR T4

[0497] 1.25.1. RS S HE

[0498]  7EPTiv e B U B ME St , RIS 0 21 1023 R 4518 2 RG] (et
R ITE WS X ERAMERINS ) . REHH S 1024 2 16383 7] T VM 3))
A4rBC (B, H System. FindSystemCal1ByName JiT ik [F] (1) 22 481 FH 5 0] LA VM Bl &Hb 53
B, 3F HANBAERTA WM SEB 77 20 F2H RS )

[0499]  FE— AN/l PESEf o, 48 LN @ KRS 5 -

[0500]
TN T RH%AA
SYS NOP 0 System.NoOperation
SYS DEBUG PRINT 1 System.DebugPrint
SYS FIND SYSTEM CALL BY N 2 System.FindSystemCal
AME IByName
SYS SYSTEM HOST GET OBJEC 3 System.Host.GetObject
T

SYS SYSTEM HOST SET OBJECT 4 System.Host.SetObject

[0501]  1.25.2. FrUEZRSiEH

[0502]  fE—ANSitfl, SR B NI LA PR R S . XS S
e B R AI e S RS, LR ASSHE M SR EEAH (RPE LA
System. FindSystemCal1ByName 24 i AR ENII R G 5, eI B FRIE RN B2
R ) .

[0503]  fE—ANSitfs H , 76 ] BE IR [A] GUEE R AR K T A BT R 2 16 & S A T DR [B] L
AT SE RS 77 8. 4.4 8 TR BB (R . 76— AN SS9, SRR [F1 R
B LR SRS AR, T2 s g e A 18 A AR ACAS(E FATLURE FRFE KRR o

[0504]  System. NoOperation. IifH %A fr A FF H AR [Fl4 H, FF H 7 Sk B i AR
. ©EEH TR W,

[0505]  System. DebugPrint. i AMEMTIHISR AL & 2 25 o745 R I A7 il 53 e Lk
VER SN, 3 HAS IR P15 H o S b R 5 A SCA 245 R g1 B 23 e LA
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Jr ] e . AR v SEEE 7 AN EE T RSO I B (] Re S AR
TERFREE R BL) L T4 VAT LL 2B T 3 ELILE 4% E.2 8 11 System. NoOperation JRAE
FALFE .

[0506]  System. FindSystemCallByName. %% &40 B4, L H R EM g5 I
YA CHERR B TIES ) 60 3 B A R K R G F 44 R ) 20 45 R ASCT T “ 45 B3 iy i kA
s, FFH AR BAT R AR BB R AW, B4 (i Ik HERR TR ) R [ R 2
M5, WREAPATIZRG VA, I4 1% [0 ERROR_NO_SUCH_ITEM, 3 H.21 R B 5%, T4
R [E AR RS

[0507]  System. Host. GetLocalTime. M1 F A Sin A F H. ) HEFR A T0ERIR [9] AL 2 A1
A I N TR B3 A7 A DR A, FT R 2 i A N [R] f 1 — A S ] e 32 7 A 55 T B 19701
J 1 H 00:00:00 DRI X KB 32 LR 77 5 340

[0508]  System. Host.GetLocalTimeOffset. XA H A A, I H ) HEF TR 0] 3=
HURTZ AT A A (AN UTC ISR TG ) JTid 2 i st TR A RS 76— 1> St 4] A 2 s oA o H
T AEA N AT UTC (B LocalTime-UTC) W IR)Z IR Jr BPZEH 32 LLRp i 1T 5 B4
[0509]  System. Host. GetTrustedTime. Uk 1 A % & % A, JF H i ¥ B T00 3 & [
TrustedTime (fFERTE] ) FI— DB AIREE . AE— DL, 5 4RI RS2 15 AR VI i
B AT (WUR ARG AFERXAE R B ) , s a0 RAF AR I ) AN AT F B4 3R (8] 47 R R AR
5o AE—ASLHE e 5, E AR R R R A ST H A 1970 4F 1 H 1 H 00:00:00UTC
DIk 2 670 8RR 32 LUK HAAT 5 B B A VRS o AE— N SERER P, ik bR
Tt — 308 BRI B S A RS AR R LR A . 78— SE s an S 248 AR R
(B4n, TrustedTime {E 0 FUETRACHS ), B A% bR G TR [T HI(E R 0.

[0510]  {E—ANSEHifs] T, & LA FARAS

[0511]
EX T X £ A ik
(0 # LSB)
0 TIME IS ESTIMAT &40 TrostedTime 14F3F £ &
E REMGAL, B E I h
A B

[0512] RSG5 H THATE TR B RGAE I, Frid G AE R 2] LS 15 T A 5 ]
A FF H 4 i I B (R RS o HEACRIE (S (T A 4G 22 VERA I, (ERAE — A ST v
RV RN R

[0513]  @{E I [AMEAE K R A UTC IS [RME (fE 4RI R AN T AN i X A, 32 PR A
AR AT AT R ) .

[0514] @fE{EHIAKIEASH]IE .

[0515] @& LB BhASLL S b [A) A4 SE P

[0516]  [KIth, 7RI /49 PR STt o, TrustedTime {E 755 fa R IS TRE (515 AR TR
[F20 ) FHHT S BRI (RME 2 (). WER RGREW 2 H AR ) -5 15 AR T3 R 20 LRSS AT
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I Bh O 28T S I FLIE AN TR R AR IR ST, A e ] LA E TrustedTime B FFAN 2 Al
THE TR, JF B3 TIME_TS_ESTIMATE bri&E&E 4 0.

[0517]  FE—ANSHEfe] v, G SR AR I RIS I 380 O 28t IR B3k A i s 4% A1 I Hgr
AR IR [FE R ) A TR, B4 0 (Rl R R A RS, JF BRI IR R bR & R B BN 0.

[0518]  System. Host. GetObject : Mt ZRGE Y FH 2 FH T AL VPRS- U7 0] b R FLML IR = ATL B 4
LR S R IE #2100, System. Host. GetObject ¥ FHZREL LA N4 A ( AHERR TR W] T 1)
H) :Parent ( 534% ), Name ( ZF% ) , ReturnBuffer (iR [A]ZZ 45 ) Fl ReturnBufferSize (iR
[P ZZphas /) o Hoh“Parent 7 3505 28 (parent container) [ 32 ELEFAJFR ;“Name 72
A E T8 1) P SRON B B AR ) 28 25 PR HR AR T b S5 AR A S8 bk 5 “ReturnBuffer”
ST AT A S I 2 T B T IR A S B Ik s 9 . “ReturnBufferSize” & H T
H A AEAER GAE I B AS S A 2T R /NP 32 R BT

[0519]  System. Host. GetObject ¥ A= pe UL N ( MHERRTIER ) R A H ) :TypelD (28
A ID), Size (R/N) o H1 “Typeld” AR EA id, s a0 FHH KW, B4 2 TR
o W PTIE SR BN B FEAFETE, WA 0T IR [P )5 1% 5 ERROR_NO_SUCH_TTEM. 411 5 v 15 7]
B T PR AL S h 2 K /IN 52 B ik (9] (48 2 24 ERROR_INSUFFICIENT _SPACE. W1ER IE 15 1] [
X G [—5B53 FE 4 U ] 8 15 I ELVE R 3 08 U7 R 20 S I ALRR 5 84 3% [F] ERROR _
PERMISSION _DENIED. HJLLR[FIHE4 RIS, “Size” & 32 L H4L, TR H17E i A
77 B S a2 o Bk [ () 28 7 R/ B an R A D7 R T ORI ZR s, B A E AR
HENPIE S N NG

[0520]  {E—ANSEHE D, FEAE VYRR R WIS B - PRTH , B, A A A R 5 4%
[0521]

MEEA X7 1d L4k A 1d 1A
BE OBJECT_TYPE_CONTAINER 0
i OBIECT TYPE INTEGER 1
FH P OBJECT_TYPE_STRING 2
T OBJECT_TYPE_BYTE_ARRA 3

Y

[0522]  FE—ANSEHEY]H, T AN BB 8 LR P8, AT B X S A KR UTF-8
gt (incoded) MZEE W FRT Y, JF HAEHON GAEE 32 FURp i 715 5 1 fEL. A U 1E
RS R A X R P REH B4 . BRSPS X SRR a5 1%
T BAERAES T VM L N RE— [ 32 LURF A AR fURN . AE— Sl iRAES </
HATH & fIRE{E 0.

[0523]  fE— S, T BN S AR R (namespace) &7 241, Ferp @il )
RACH AR I BRI 1% 5 1 2 FRRALD e A8 I 2% 1 X B A FK, AR IR ¢/ FF 5 R 70
B o AT AN R A %1 B WEREAS A 4405 ©/Node/Attributes” (/ T /
JEIE ), I HAALHEN “Type (KAL) " HIFFFH £, IA “/Node/Attributes/Type (/ 1
sOEYE /R TR T AT H
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[0524]  ZRRAERIIMR K /7o FrALXT AR /7 IFa. JFAERL ©/7 IR A4 FRAR
FAXS A4 FR e AR 4 RRGE AR 2R A AR 10 B 0, AT 254K /Node (1 510) 7 A4 FK

‘Attributes/Type (Jg¥t / 2B )7 2 HA AN 2 FK ¢ /Node/Attributes/Type” XI5,

[0525]  {E—ANSHtAG b, A G w] DR A 3E a5 A R A0L A4 Bk ke U i AR L UL
B A% ML TR AR B B WA R R, (R AR 2 bR iR AR fr & X 5
BANFR BB E TN GEE BT SR (GFEERE RS R IEZ TR RN 3

B TXT4) o
[0526]  7E— S o, 0 TGt LUR LA Rt 2 UK LS TR 4 447K
[0527]
Bt |
@Name | BMFFE L o289 L4HK,
ﬁ%ﬁimﬁ%z% ALEH = FH
B, BE, AGLHMNELATEHEE
S EG@<n>REMLHREGTE (LT
) |
@Size BEMER R, ERMAFTH T AL
R B R F T Kb T EL R,
WALH 4; HTFHFERKE, CARTEH
% UTF-8 FH #TEH BHF N A L
”ﬁ”“‘”ﬁ“”*fff MR, MTFHaME
B, EARAFHFIHA,
@Type BEERNF ., BREE T 260 £A
Id.
[0528] X T e 83kt 76— ANSEHEGI b, LUT R0 44 B o S REILES T3 5L 447
[0529]
BHLGAR | daik
E#EE | @<n> B g ZRTHE<AN R, BETHE
— A HAEH L 0. <a>BETH “l“&%!%h
BlF: 4R fAttributes” RS 5 BT HE
MR, 4 ‘Auributes/@4’ REBNF L
NHTF
BHLkD | @Size BIERS R ERAF T RSP ROHE,
[0530]  f3I+
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[0531] DL FRoast T EHTZARR BB T

[0532]
LAk B BT
Th 1 it YT
iR A
& T
2 % 18 %T
[0533]
bigd “pr@”
2 A & YT
Ko 78
2 AR {& %
3R “TopLevel
(ma) >

[0534]  7EHM) T, 1A System. Host. GetObject (parent = 0,name = ”Node” i& [F]| 22 7Y
ID OCBA, 4% )) , FF HAFFIMAE 1 85 A2 iU 7 et g2 o fEETR/ A 4
o

[0535] i System. Host. GetObject (parent = 0,name =”Node/Attributes/Domain”)
IRIEZRAS ID 2 (B, PRFER ), I HAT 55 “ TopLevel "85 N Bt FH 5 BT () 22 b 2%
e BRI 9 5,

[0536] 1l System. Host. GetObject (parent = 1,name =" Attributes/@1”) I [A|2E7HY
ID 1 (RA, 25 , JF HATREEY 78 45 AN B sl A 7 e it e s b o (ERIRD A 4 7
o

[0537] i ] System. Host. GetObject (parent = 0, name = ” DoesNotExist”) iR [A|4E iR
4% ERROR_NO_SUCH_ITEM.

[0538]  System. Host. SetObject. WL R A& T AR VFFE P61 EE 5 A FF85 5% i B UL
FIENLT ST S B O . XS AR HE 5 EIR System. Host. GetObject i
HHRTARAER . FFAEPTA FEAUN G SRR 5 NBU G, IF H IR T A R8s SR BN £ 14
% MNTAS T ERZEAE N %354T SetObject 18 FHI, % [A] ERROR_PERMTSSTON_DENTED.
[0539]  System. Host. SetObject Z 4% i H SR MEH IO 7] T 51 H 15 CL R 8006 4
UNE

[0540]  HEMZ TR

[0541]
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Parent

Name
ObjectAddress
ObjectType

[0542]

ObjectSize

[0543]  Parent (RAR) SRAUZAERHY 32 LR AJAR .

[0544]  Name ( ZAHK ) /0 7538 ) X G0 B 40 1 28 &5 077 B AHN T2 AR A I bk o
[0545]  ObjectAddress (XA Zublik ) AFMEAF b HAAAE XS RAR L. W A HhE 4 0,
B B R Ry B BT S () SR . AEZ MR (B B vk 15 52 [ 28 A

[0546]  ObjectType ( X[ ZRA ) XTHAIZEA 1D,

[0547]  ObjectSize (X B K/IN) < T3 BH Hrb £ i 6 G AR I A7 24 22 1 25 T 271 R/
() 32 LR B E . AR PT I I U B PR ST o, Bk DK/ 6) TR B0 ZOR Ui BB R 4, JF B
X TR/ RN GOR UL B AR AR S P2 I KD, BFE T R 4577 . A T A 2ok
Ui, K/NAEA P EA 5 E -

[0548] System. Host. SetObject &% i ] HE#E T8 [A] Resul tCode 1E Ak Hi o 41 -1
R B4 Resul tCode 24 0, F HAn S8 A W, 54 Resul tCode A AR RAAS « WIS
FH & A SO0 R R SK I HLITE SK RN R ANEAE , 808 BT ik i FH 2 T sl 5 A X %
(137 3K I H TR X B SEARANAE LR, B4 Bl [ () 4 24K 65 24 ERROR_NO_SUCH_ITEM. iR
TETI 1) (R0 BB B 30 23 S 52 07 il 158 01, 9 EL TR R R 3 U5 1) X B R RCRR, T8 38 [
ERROR_PERMISSTON_DENIED. iH] DL [m| He e 4l AU

[0549]  UXTZIEI AL H ObjectAddress A2 0 INAETE— AN E 5L 7EIXFIE 1L
T, 0bjectSize ZEH I E N 0 JF H. ObjectAddress {H ik ZB& . QIR AL CAAFAE, BAA
VEARAT 4, I HIR[A] SUCCESS ResultCode. WIRZAZRASFAE, I H AR S,
AR B

[0550]  Octopus. Links. IsNodeReachable. I % Goifl H rhda il T 7 FH SR AG A 45 2 70 i 2
5 1] M =45 UL IR b S A6 (1) SEARAH SCIBE R s 208 o I AHERRTIA 3R B Node Id 1
N, Horp Node Td 280 2 BLIRT B8 M ) B bR S0 1D R g2 R/7 . FE A5
H, 2 ) HEAR THR IR [9] Resul tCode T StatusBlockPointer. ResultCode #&—> ¥4
B, 4N FAZTNY SR BIE I, 84 Pk B8 0, B8 an Py 2 AN ] 2IIE 1, 84 B
R B A N RIS, StatusBlockPointer fE#n#fE ExtendedStatusBlock fHbhE, 5%
WA IR BRAES, AR 0.

[0551]  System. Host. SpawnVm. %0 A HH 4% il R e K i s ) 28 g FUUTL 40 38 S5 491
BonZEcH ARSI R . 7R —N S, B B I UL B AL 2R S pk 2 Er TR 74
[F T EHLAT R, Br EALNR “/Octopus/Runtime/Parent/Td” # 15 & A H 77 1 & 2 5.
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TE—ANSEH Y, BN R R o ARSI R R AR/ R X 2, W HA H T 3RoR
ARIE s AE— SR, 046 2 FR 1 o SO ELAR AR RE AL E ML E T 2

[0552]  7E— St oh, iz AT A 11 7 B AR R R JUUL 2 b i, v R 38 ok A
System. Host. ReleaseVm & 3 & A (AT A= i RERAL F R ek HL 3 A, 55 421
A System. Host. ReleaseVm —#%,

[0553]  System. Host. SpawnVm 1 ] M 3 % 100 %5 35 B Moduleld ( #55He 1D) 1E & H % A
ModuleId FriRERE MR HT i ML b I ACAEARER . 75— S, AL =41
PIFRVEHEIR T T e R Y T AR 1D 1 52 o A RBE AR (R ML o

[0554]  System. Host. SpawnVm 18 ] o] HE#E T 53 [7] Resul tCode A1 VmHandle. Resul tCode
SN, WERV R I, B4 P S5 4 0, FF Han Rk kM, 84T
IR EHAE Ay VRS . VmHandLe J& H T A5 PR C 28 G5 1 R AT 1 S 491 1 B8 504 G SR 1A
FH R, T2 e A BB A 00 A8 SR, RORIEIE AR 7R rh i I 38 FH ) R0
HLA A2 ME—FT

[0555]  System. Host. CallVm. 15 e H 428 B SR 1 F A8 AC R AR B b SIZ 3R 4 £91)
P, BT i A A I 22 48 1] System. Host. SpawnVm 28 G0 FH B2 KRB IBL LB . 1
G AHERR TR B LA T 4N

[0556]  HERRTIAL -

[0557]

VmHandle
EntryPoint

[0558]

ParameterBlockAddres

s

ParameterBlockSize
ReturnBufferAddress

ReturnBufferSize

[0559] VmHandle :F T- %/~ L8 System. Host. SpawnVm 111 612 1Y RE UM AJFR 1) 22
AL

[0560] EntryPoint : H TR AN O S AR T W ERFR I HIE, AR 2
DU AR A B 4 2 P N 11 22—, B ARRE SR I 4 2160 B T VmHandle 22311
JEFUATLSE 1

[0561]  ParameterBlockAddress «/f9 & B4 % 16 B4R A U7 BOAICHS B A7t ey s ko 4 2R
WA IR T R 2250, B4 st 588 0.

[0562] ParameterBlockSize :7EHil ParameterBlockAddress FA7fiE B (21T KN, 8%
Z U ParameterBlockAddress 4 0, #5424 0.
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[0563]  ReturnBufferAddress :H:A i H 77 ] LA I A 05 B BB 1476t 5 22 1 245 1)
kb G SRV 7 A A 7 3R BT, B4 e ik g BB 0

[0564] ReturnBufferSize :7EHill ReturnBufferAddress HIAF i 25 2% i 25 B 5717 K/,
B U ReturnBufferAddress 4 0, 844 0,

[0565]  System. Host. CallVm i F i) MERRTOES IR [B] DL R #r i -

[0566] ﬂitgﬁﬁ%ﬂ:

[0567]

SystemResultCode
CalleeResultCode
;_ ReturnBlockSize

[0568]  SystemResultCode : BEEGAE, W1 F A FH B2l -4 Pridk B4 4 0, 3 Han R ik
P R A4 B S50 8 S A RS . BB F R G AN A2 A R A 7 kffie . e A
SER N RGEREN DhHF R] B R EIRE, AT Bk R I BN TR AR SR B0 [RIE . 7R
CalleeResul tCode {H iR 12K HZFIFE A £ () [BI{E .

[0569]  CalleeResultCode : FA 1 FH 77 B i [0 1 #8450 {8

[0570]  ReturnBlockSize :fE Hi Hl 5 B4R 1 2 o o alk o] (0 508t 71 KD » B0 2RI
Wk I NA NG E Al 15/ VT N N N 1 B2 X L e s B A L b 6 i [/
B4 0,

(05711 7E B vk v 1 vt B P S e 451 Hb, 8 FH 0 R A7 A DU B ) < Y08 A B b
o) B I, ME B TO0 A0 B 5 el i A O BT £ i 8 {E ParameterBlockSize, Ji TH A& £ 1)
ParameterBlockSize ST, T {H ParameterBlockSize & B S K/ o U 5 AT ik K7y
ANE 4 BIREEL IS4 FH RS R AR B IO DA R ORI TR PR HF N 4 A5, iR Al
I, k3 R AE HE AR B T DU IR P -

[0572]  HERRTITES -

[0573]

ResultCode
ReturnBlockAddress
ReturnBlockSize

[0574]  ReturnBlockAddress -3 & T4 ) FI8 I 7 SR 02 A LML, B0 SR0e
IR A5 s, B4 S e B % B R 0,

[0575]  ReturnBlockSize :fEHi}E ParameterBlockAddress FIAEflER AT KN, B3 U
B ReturnBlockAddress 4 0, A4 4 0,

[0576]  System. Host. ReleaseVm., It Z e A H #2 Hi 78 7 F >k & A 1 X System. Host.
SpawnVm FR] 56 5TV FH BT A2 1 RE UL o 33 U b R A HH BT SR AT B8 RE UL A B AT RE DAL A%
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System. Host. ReleaseVm il F M HEFR T 3 HY VmHand 1 e 18 A Hofm A , VmHand 1 e &7~ o818
H System. Host. SpawnVm 81 & () BRI AR . System. Host. ReleaseVm i H [a] MEAETH
#BIR [F] ResultCode 7E At . ResultCode & ANHEENAE , 4n SR A A& e Eh i), A8 A BT id #4454
{RLA 0, B W SR BT IR FH 2R, T T IR HE AR A A1 A R AR

[0577]  1.25.3. bRAERIERE S5
[0578] NI HH—LebRHE R R G0 FH P A F R bR AEE R 454
[0579]  1.25.3. 1. brifESHL
[0580] ParameterBlock:
[0581]
S e
Name [NameBlock
Value [ValueBlock
[0582]  Name :Z¥{HIZ K.
[0583]  Value :Z¥Xf¥{H
[0584] ExtendedParameterBlock:
[0585]
B KA
Flags 32 HRe I bhgr - B
Parameter [ParameterBlock
[0586]  Flags :Afi/Rbxa i &,
[0587]  Parameter : L& ZFRAUE KIS,
[0588]  NameBlock:
[0589]
LR KA
Size 32 Hekp R AL
Characters |8 WHETFFIEi4l
[0590]  Size :32 ELHF AT 5 HE S THE 5 1 “ A 477 7 F BT R R {E A 0, T8
AFRFFBONA (R, JE T A #EA ) .
[0591]  Characters : 5450 UTF-8 F A1 H
[0592] ValueBlock:
[0593]
Type 32 tbAF R
Size 32 HeAF A
Data 8 AT
41
[0594]  Type :32 ELRFRBIBRIRFT. FE— AN S, & LPL R4 .
[0595]
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R AL it
0 Integer 32 rhAF RS, RIB K

VR A G Ky v
A8 T o 2— 45K
PP, AR S LA E
W AL AN R A5

LI
1 Real 32 rbdFF BAE, B X
ST PR oM AL A
IEEE-754 .
String & UTF-8 4 %
3 Date 32 AR TN,

FTEMANI970F1 A 1
H 00:00:00 ¥AEPrit £
8 o o 2 — N5 815
P, AR B AL E W%
{EMIA A A2 UTC B 2,
LR EBHBALLIA 0o

4 Parameter ParameterBlock &4
5 ExtendedParameter  ExtendedParameterBlock
44y
[0596]
6 Resource GERA TR XEHR A

ID 41 A: a9 %dE 8
AR ASCH S5 %,
RO F AR RS
A R R B8 TR 1D

7 ValueList 18 % m (& %A H
ValueListBlock)

8 ByteArray ZAEL 8 HAFF P AY K
4
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[0597]  Size :32 HURFEA 5 BT T RS I “ Bdl 7 P B R/ Wk AE 2 0, 78
AEARFBOA (R, 78 ValueBlock HK/ DB AT AHERA )
[0598]  Data : Hl TR/ H I 8 LLAF A A4 SEPn 7R T H 2R A - BT R 58 15

P .

[0599] ValuelistBlock:

[0600]
A KA
ValueCount 32 LLRrEE %
ValueO ValueBlock
Valuel ValueBlock

[0601] ValueCount :Z5 TPl )51 ValueBlock 45 /4% B 14 32 ELEF AT 5840, Rl
N0, A4 S TS ValueBlocks.

[0602]  Value0, Valuel, ==+ :EmH £ ValueBlock 454751 .

[0603]  1.25.3.2. RN ExtendedStatus

[0604]  FRifE[1) ExtendedStatusBlock f&—f A T A5 EAE iR [FERES U H A& ik
PR R G R BAR S5 h o & A2 AT AR5 A I 458 o A I A £ 4, o T2 B
KUEHA AR ] REAE TG« 75— S0 F, @ F € X ExtendedStatusBlock :

[0605] ExtendedStatusBlock:

[0606]
A KA
GlobalFlags 32 LU bR B
Category 32 b

SubCategory 32 LLRFE
LocalFlags 32 PRI Lotk 7 B

CacheDuration CacheDurationBlock
Parameters ValueListBlock

[0607]  GlobalFlags : ANE 25 B ] Ho v SCHS AR R AT /R PR A& o bR s AL B FIE X
H 4% F ARVt ExtendedStatusBlock EudE 454 (1 faikl sk & X,

[0608]  Category : IR IT & B9 28 ) ) ME — BEBOPR IR AT o 28 A% IR AT (8 HH A3 H b o
ExtendedStatusBlock £ 45 1) i k4 ok 2 X .

[0609]  SubCategory : H T8k 73 28 B B Jr iR (AR 2 SR B+ 2 0l (1) 2 HObs IR T
(EFTR SR A2 ME— ) .

[0610]  LocalFlags : H:H s PR T HOR A BRGS0 F 20 R A /R AR R o & HIAL
BRI S T e ORI 208 SRRk e

[0611]  CacheDuration : 3B AR LI mIdi 2247 (BILRIFA R0 MFFELnT | X T6
FERE USRI 82 A4, 22 W R T CacheDurationBlock ZRAYRE L.

[0612] Parameter :Z 8 % ValueBlocks H%F . &4 ValueBlock & # gm i k25 7Y
248l ExtendedParameter (A1 240, NS EAC LRI & BIZERUE, IF H A k409 2%
()78 B 5, BT iR A s T IR b U SR 2800 e % A7 R 4 I TR) bR 7 B T
(R 40 7 R g RS

[0613]  CacheDurationBlock :
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[0614]
S
Type [32 Foirdss
Value (32 Foirdssl
(06151 Type : [ FAEKAGREBRIT . (£ SEHEHI, 52 X LA F AL
[0616]
AR FE
0 BAE R A L AT A A9 AP S ARG 32 He
SRR, A0 ERERERA
Kk BiRE A, B2 A A
—k o 4% A8 OxFEFFFFFF #k 84 %
RF KO (Bp, PR ET
DAk KRB R B ) .
1 ARy R A R HuE By 32 phdF
RAEFEH, Lk THAMA 1970
F 1 A 1 8 00:00:00 Ak id 89 54F
Ko B—NFEARBIF, REF ML
MA s
[0617]  Value :32 Ebie 2%y, g U TR A B
[0618] 1. 25. 4. FRyEMI4SE FACHS
[0619]  ZE&A APT R4 FARUERG 25 BARKS . WT DL S 45 SRR DU AE SE 4R 2 11 APT
g .
[0620]
& &k 1R
0  SUCCESS A
-1 FAILURE A AR A &I
-2 ERROR_INTERNAL L d A (HAT) B
%
-3 ERROR INVALID PARAMETER S 3B L34
-4 ERROR OUT OF MEMORY EHETRAT R TR
%A
-5 ERROR_OUT OF RESOURCES EBRTRTRAT R R
99 R
[0621]
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6 ERROR_NO_SUCH_ITEM PR A B TR B A B AR
5|

-7 ERROR_INSUFFICIENT SPACE BT XA RER BN E
HE (—RYEEE ;R
KR D

-8  ERROR PERMISSION DENIED EwmiARFIRT R T
178 R 89 AR

-9 ERROR RUNTIME EXCEPTION &5 9 R AT 4 &
h IR

-10 ERROR_INVALID FORMAT WA A LXK
(5o R 182 3 o 8 2
$AE) PTEl ANy iEiE

[0622] 1. 26. J[ 4ResiEik

[0623] LT HEIR T TR 7 4 13 A A I R B 7 i 1) e g 3 s ) 1
o N GHE, X IR — DA RETERIVA R — M1, I HOAT LA AT 4 3875 . Qs ai i
T, IE N B FAA, 1X BT 25 o A s O — A, OF X B TR i R e f 7
VA AT AR DA AT e 24 B A A% s e A s = 7 A H

[0624] Y1 %t s 2 HUA 5 A5 L 5 A0 A A4 (R SO, I HLAR BemT BL H 428 i g ST
DN — JEHIACR R o AE— U PR ST T VG s AT I R A B SCA . AT ] R
e FWHELRT T, FIHZBATR . AT LERL T2 — T (228 An) (B4 Edk
A a2 S A bRl s dr A 34, BT R DLCLEMRE R, UL ¢ f5 5
TG IF HAR S HBZAT IR 2

[0625] MRSz X £ R AR 2 B IR B B CRI, 2L =5 AT T8 M nZ i)
GEW0) o AERENT ISR HIA) BATATT — s, Y g HAA A VB, S TR e S ke H
B, AT LAE Bt 4 R AT B

[0626]  1.26.1. B4

[0627] B fiir % D A2 MR M 2% B0 B A B A — A SEREM) b, P ORI B AT & & . code
M. data. .code BIRFFF1ANISTE4, IF B . data BURIF R AZE.

[0628]  1.26.2. HEm4

[0620]  Hdfs i 445 5 K Bl M0 2B R AN LA B h OB (D, BN 477 eR ) o fE—
AN SEJE Y, T SRR i
[0630] @ .string“<some chars>”
ORI INE A 0 1 AR5 .
[0631] @ .byte<value>——4&5E 8 L. <valued> T] LI R A+ kBl + Sk
O CHIZN 0x) o

[0632] @ . long<value>

faE — BT T o AE S TG A A A

i€ 32 LURF{E. <valued> W] LR 0 +2EHI sl N it
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HE CRTZER 0x) o

[0633]  1.26.3. VL Zu#stna

[0634]  E—ANSEHEHI A, PSRRI 45 % &2 . equisymbol>, <value>, F THLAF 5
<symbol> WE A TAE <value>. 5 — Bkl FH A BRAELEITE 4

[0635]  1.26.4. pRZE

[0636]  FRAEAETH M BN AL EIRT 5o F7 AU B 4 4 BRSSO T-Bki% / 4 345
Lo FRIMEFRB MBI KR R TSR, /£ ADSEpigh, H TSR EE R
<LABEL> :

[0637]  VEE, BRATIETEMREZ Ab, 12« "2 Jatt AHRBEA o pn2Ede ) T —EdRediE 2 A E .
TE—ANSEHAg b, v LR Fs A Rk i — AN BLEARAE

[0638]  1.26.5. Fitimm4d

[0639] iy HH i A F SRAE HHL S #hs BT AE BR ARAS AR ) “ B B 7 = rp BN 10 Byt o
RIRES N T2 CARR, Bk ) X o 7R BT IS IR 30 B Pk S 9] v, A ARRS B N I ik Re s 4
R TR E

[0640] %y th w2 [MTEVE AR & export<label>, H T4t B <label> g1 (U, HAFR N
“<label>”,

[0641]  1.26.6. fAI$E4

[0642] % Al AEACHS B R R I, Y g i w2 UM T B4 IR0 42 W S e 2 1 AR S i Fig
Ao AE LT TR 7R B TR A ST, Ko AL A B BRI E S JF BAE—
AT BV R B AT B . O T ATV s B N ] L, — Sede AR h R AEEL P
I Oh A ERCE R IR B AT 2 AR AR (RSB IR ANE (B EOL R, I A%
P A B A ANG TR A LME - A Bk e 2 1 B BB R R RO AR R 2%
Ro wian, 3 e A4 b R E S

[0643]  1.26.6. 1. > CERIESL

[0644] 73S HRA T UM E FHe . (WAAETERVERL) , B FHAR T G 2 S 488 kg AH B 1)
TSP T A ER R . R ERUR BRI 5 . SR EEOR R S, I
G vt 5 IR SO A , A149 79 S5 R T X T FriR A5 5 itk

[0645]  1.26.6.2. HAEEAFR

[0646]  7E—MSLjti 5], PUSH 82 2R 2RI — MRS 2R AEEOT DL B 40 177
SEATZR “@” J5TH HE B AR — MR EHUE R 5 i), SR NE R Z T W EE
{EL, MAE PTIART 5 RAREIE 2 . equ fF 5 (FEANIZIBUMBE G IZAE ) . iz EEE A
HATE “@” WFRE PRI, PEARI B R THRETR AT A o Bl HealE MERR (B A2 AR 22T 2R
AN e il (R, Bas o0 2 BUm B AR bR 2248 )

[0647]
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;WA

.equ SOMECONST, 7

s Tk AR B P
.data
VARI:
Jbyte 8
VAR2:
string “hello\0”
VAR3:
long OXxFFFCDAO7
VAR4:
dong 0
[0648]
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;T @k A E KA

.code
FOO:
PUSH 1
ADD
RET
BAR:
PUSH 2
PUSH @FOO s B EARE FOO & 23k
JSR s BkEFEAR A FOO 46y K24
PUSH SOMECONST ; ##& 14 7
PUSH @VARI ; #EA& VAR 8936 ht
PUSH VARI s HRELIBHEA VARL 891404
PUSH @VAR3 : #EHR VAR3 89 b
PEEK ; # A& VAR3 6944
PUSH @VAR4 ; #EAR VAR4 &9 3 hk
POKE s ACI AR TR LAY 5 BE E] VAR
PUSH @VAR2 ; HRFHE “hello” #yxik

[0649]  1.26.8. 24T iEYE:

[0650]  7E — AN 5% i 44 0, V4w s 2 v BAR) A BUR TS O B Ay 24T T
“PktAssembler[options]<input file path><output file path>”, H [options] H] DA
J& :—cs int, —ds int, —xml id 8% -h, Hp “-cs int” BACILEHbE{E (ERiA=8), “—ds
int”7 2 PRBHEE (BRA= 4),“—xm] id” F R SIS B Prda & 1D [ XML
SO, IR H b AR BRI E R

foe51] 9. ikl

[0652]  ULATHEIR T F& 0T S i vk B PR S o 423 00k Zn] DU ke 36 7m A T 18 kv st
2 A8 T AT I T PN 2 2 BN Gk A T S T P A AT U7 el R o AT TR T LA SRR
TR E A TR RN B PR T SR R A0 . BT W] DAl AT R e A, AR
u AREEERZEFCZ M o — SARRIBAT TR MO FE 7 258 « 7E— NSt b, da i & o8
PR AR, T HAT R € A2 Bl HI PR B 7 T4 DRM 51 3k iR 2
7E DRM 5 | ZE RN 2 7 2 [ BAE BN LN A IR TR I AS B IR IE AR 7 N w] L
X B HAT B UE R S AR S BT IR SR B SN SR i 4 1 IR P, O BLG R IR i i 42 1
T B FE GRS T2 BT LA AT AT BT SR B AE R [RPR A DA ] BLE — 20 ik B
B [FPR A B 250

[0653] Mk oh, A8 FH LU H 4 5 A E RE4gg ia] (-
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[0654] @ ESB 4 AR M

[0655] @ LSB : it 24fr

[0656] @77 :8 LR Bk )\ AL 7

[0657] @< IAXAY : T gmhd n] AT ¥4 M AR EL 210 I

[0658] 1. 27. f&IFRfF

[0659]  {E—ANSilifs] 45N G & 5 IR P o 8 HIFE P L RE A AT, T A D Atk
A5 A BN LBAT AR, DL Ky A I RE AR (i, i R N ) .

[0660]  7E—ANSJta ], T2 7 FH O 8 B ST et N B I BAT e (R “ 4% 0807)
(R R R B RRAE BIERE I o B T3 X B % T B2 A R0 29 T 491 R AR A FR A
“HEBRZIR, BEREREFE S ABAT I IREE (R WAEA R L EIS4T R DRM 51 285 il
TAEPM TR ) BRAE AR, BAEARUR S — I HIPAT BIAIFE S (i 5 il R AL
A System. Host. CallVm RS ) $ERRAE “Z2HE7.

[o661]  1.27. 1. @ ishkIfE RO

[0662]  7E— NS, FHAE ENAEE PIs AT B RN R BT IR . Al LUK BT
T 177 SR PAT THLEREE s8R, T TR LA T BIR, 76 R T iR iR T e i AL
FHIAEE LI T7 A E 5 ] DU o B A58 73« ALY A DRM 5128 o SR 1T A4 PR A,
How s ] LLEAA AN F @5 Dhse R 4y, Honl DL T IR IR S5

[0663]  LnTEWE 29 7R HE, FEARIE SEHE ] 1, DRM 5128 2908 2 7E T HLAH 2900 Fo4a i
T 2906 2 [A) (& 88 1. ALV 2900 [n)5 | % 2908 i ARG K, w40k T 3HA B
(o, $&TRCE PRI Y 25000 ) TR SR Rl P 85 ] o 7E— AN S, 51 2908 #i IR IE R
SRR IR AE FLA I, v an i A OO0 T IR R BRI AR AL R A1) B e AT A Y AT
J] CRAIEAR 955 A2 SR LA 1 ST

[0664] 4 FHLAYH] 2900 & RAEHH T —Z A2 1D K P A% FHIN, DRM 515 2908 iff 5 i
VRS HIXT o AR ZEAT G AT 5 1353 B0t T BTl SR B 2% 1D S BB & py 25 25 B X %
TRERE T ARG PTIR 1 BT 4R | TR L Py 525 B SR H 28 B 76— AN St
gt m LLg | — AN L E N BB NS . X RVFS DN AN % A [ 4 e %
KA 2 NN A 8 SRR SR U7 Il N 525 B, & n] LU SRAE 8 — 4L
251D, FERXAE X EX N TR W A2 0 % AR R i 2 it ok 5 1 . 78— 5L
b, A RVERTTT A A PL R A S R — N A S HRE K.

[0665]  7E— /S5 1, DRM 5| 28184 H T /E ML BB FE 4 AR L. Bl nfE—
AN ST IR BRI FER UL, 7EACAEATE () Far H 2R N 1A IR A PR TR T AT
9.1.4-9. 1. 7T PR & B 2R 8

[o666]  1.27.1.1. ¥iflhnzk

[0667]  {E—A~SEHfe] H, 7651 E ] LLEAT 8 U(E 2 B0 72 2 /T, & 7% B4 1 I ARG
BEHOME BB AL . FE— DS, A W U — MR B

[0668] 1.27.1.2. JR 1M (Atomicity)

[0669]  7E—ANSETM T, 125 | AR DR X 2 R P A A9 R K FH AFDGE T & A8 B i 491 R v
()BT PR R SR, TR SRR it % (BCORES”) Bl . T, ZEIX A St 4, i
R 5 |3 T B AR AESAAT & TR FH AT An 51 Tt 1 1) 08 A % 900 R o AN A5 4 X mT DA ek A 481
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T FH S0 R) A 28 B e R A6 Bt el i i By 1 - 22 A4 VM I R s AT R 58 . SR T, Frid 5 |3
AN PR AE T8 6 3 Y5 2 58 ) 8 R 1 2 TR) AN A

[0670] 1. 27.2. FEHIPHL

(06711 {E—ANSEiifol b, BIAE dr 44 N / e e R AT AR AR e A0 7 1) 2 s
G — A A I AR RN R “ P B RN ARSI il . R ik
Ut B P4 R P SRR A AR A U P, I HHARIRAT (Pl F-BfE ) &2 “http://www.
octopus—drm. com/specs/scp—1 07,

[0672]  {E— A5, 75 DRM 5138 a3 A A A e 3 B A 4 03 e i R 2 0T, e
7 ERIE S HIRE T A B E RS R B P Ros R e il 1d FRE .. IXAHE ST
7 e SIEIR ) RE AL AE AR ART ORAIE 5% AT FH T2 RS B b 1k 22 B) R/ R ERAIE %

[0673]  %F T+ anbrERE il Eh 2 S B SR Ui, W] CAZEAS 20 BIE 37 i P SORE () 1
O B TR HERE T k. X PRSI R SO RS G 1 SE RTE T R JF B EE DRM
SV LI 7 LD AR i W SRR $2 R 4k S B BT IR R R AT, T4 ik
ORI A S AR o R 1 anmT LS B s RIS Y .

[0674]  1.27.3. FH{LHLEAY

[0675]  {& ikl K bl da il W 3L Ak i B P STt o, 2 AR B B i 2R B 2 “Plankton
FARRGALIRCAS 1. 07 £E 7R P SIEiA7] 4500 B i) “ 2R B BB A2 “http: //www.
octopus—drm. com/specs/pkem-1_07,

[0676] 1. 27. 4. i iz HI s

(06771 3 HIAFI A i FH ok #28 il D B AR RO, O HLX 145 € W s VR sl i 2 ROF A
SR T T AR U6 B P S48 A DL S A R

[0678] 1.27.4.1. Control.Init

[0679]  ULMIFE T IE ) (BRI, 7EFT AT il b AN BRI ) o G SRAE FH S5 3, I8 A7
FEArr FE e da i Rt 1 2 1T, 1205 38 A SRR — R o iR A S N, I L ) HERR T
iR ] Resul tCode ( 5 FARAY ) 1E K% tH . ResultCode 7ERINIS Hy 0, B 7E K MU 4y 47
FERARAY o 7E—ANSEHER] 41 B Resul tCode ANJE: 0, FBA %5 12 (- 2487 45 il 4E oF B
AN T e ) R AT AR AT — 2 R A

[0680] 1.27.4.2. Control.Describe

[o681]  JhfFIFE 2 AT LEI . JH, N HIE K iR HRE e CRIIFER B BARShME ) %
IS FRTRE I ) i SRR I 18 R R . PIr i R A S N 5 I H ) HERR T3 [F] ResultCode
Fl StatusBlockPointer (U A Bk $8 &1 ) 1 k% i, I A ResultCode 42 ¥ {8 (4 R
191 B 1 2y 56 B 4 A 0, 15 I 2 S SR ARES ), IF oL P StatusBlockPointer s b i
ExtendedStatusBlock (4 ARAH ) ByHihl. ExtendedStatusBlock & XFERIfE S, N
FIAT LAz B I8 FH ke 1) F P 450 T FR 45 U RE e i 2 s L ) R SRR IR
[0682] 1.27.4.3. Control.Release

[0683] SRR 2 WAL . W R BLGIREAF AL, B4 DRM 5 |38 7 & AN A 55 2208 A T4 i 1Y
AR S TR AR — ke TR Uk AN e B, BraAE R 3 T i85
IR (FERX ARG DL R, Control. Init HIFR AR ) o« FridIRE A AN, I Bl
HEFE TR ER R 5] Resul tCode VE A%t « ResultCode 7EREININ Ky 0, BE 5 7E It Ay 7 44K
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b,

[0684]  1.27.5. BIMEHITE

[o685]  FEANRIBERIBNIE RA AAHR (BIan, #7580 ek, S 5% ) o 76— Ul B St o
T4 2 BE <Action> Rkui, BAN IR A B4 E L (Hrp “<Action>” BRoR s 5k bR 44
PR (il “HEI7, “Hk”, “H” 55 )

[0686] 1.27.5.1. Control.Actions.<Action>. Init

[o687]  BLAIFESE P LE K. WIS M FRAFAE, -4 A5 2k S 3l B I8 FH AT o] L8 460 72 22 i,
SIS ATICOIRL K. TR BIFEEA N IF HL i SRR TR L Resul tCode {1y s
ResultCode fERLIIIN A4y 0, B 71 R WIN K 57 B R ARHS o #E— AN SETtis) H , Wik ResultCode
A 0, Az 51 A T S E I HA T e i vh e sh A B0 R A8 AR T adk— 28 1)
P

[0688] 1.27.5.2. Control.Actions. <Action>.Check

[0689]  7EFT i i ¥k B M S b, LA RE A K, FF Hopk U SR AE S B B WE AT 4
SE BIAE B IRO0 TR 2 20 S A Z S A A AT BRI 43R [BLRAS 252 A4 o 6 T L 2
KUEZE WA EMAEN . 35, MRPATOIRRE A REN, IBABE A LR
R B ABAT A LA LR IR AH [F R . SRR A 5 N RS ATHIRE A R 4 A R4
[0690] 1.27.5.3. Control.Actions. <Action>.Perform

[0691]  7E—ANSEHti o) i, b R Bl BE5K, I H 24 Y F B AT Zh AR I R FH . P ik 491
FE A i N, JF H v HE#& T30 3% [9] ResultCode F1 StatusBlockPointer 1E 4 %y HY, H
1 ResultCode & BEHAA ( 4n SR F%E B ) 58 B4 24 0, 15 W) 4 47 AR ACHS ), IF H H
StatusBlockPointer #& br ¥ ExtendedStatusBlock )b hik. V3 &, 78— N2 M6 b, Ak
I ResultCode ( B, 0) FEA B AL Ik il KAGHEVE T o & K RWRE Ik 9] B2 Re A% 3 A 5
WHIZAT . /& ExtendedStatusBlock 2% B PR il SR M HEVT T &9548 1. SR, an
ResultCode KB RN 1, B4 ALY FH RGBT ik 18 KRG HE 48— FEIEAT o ol dE— > 5K
JE Y, StatusBlock HIZEHI R 244 ACTION _DENIED, 8¢ # iTi% [A] ) ExtendedStatusBlock
Bl et BRIy EALR A P bz sk .

[0692]  UHATENEN, AAHATUIFET L4 . Pk s [ ZEA B AR ABIFE. P
ATEIFER LI AT LA py S8 A AS 2 (U R B B A E T8 ) » (HAR AR B e i &
g AR T Tk AR

[0693] 1.27.5.4. Control.Actions. <Action>.Describe

[0694] 1 {1 B4 2 WI 3k (), JF H. 24 N R I 3K bR 35 0 RE e 8 45 5 B)) AE BT 32 7 1R R0 I R
A B SR AR . PR R B A S N, O HL ) HE AR THUER JR [9] ResultCode
StatusBlockPointer /E A, i ResultCode & ¥4 {E ( an R HIRE R Zh e 4 4 0,
50 A TS RACHE ), IF HIH A StatusBlockPointer 2 #nvHE ExtendedStatusBlock H L
[0695] 1.27.5.5. Control.Actions. <Action>. Release

[0696]  ILfFIFEE PTG, A1 R ML FEAE AR, IB-AALE DRM 5| #EAF 5 B H A T-45 2 3ME
PTG iR B RE A — IR X2 e sk vl AN E LS HFRE, BRAE S 3
Pk shAE B L (FEIRAE BT, Init GIFRG AR A ) o« Pk BIRR B N, IF Holnl
HERE T ER IR 5] Resul tCode 7E A%t « ResultCode ZEREININ K 0, I HLAE It Ay 7 1AL
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5. 4 ResultCode ANK 0, B4 BTk 51 AN 145 72 S E BB FEREAT (AT 10E— 20 (1)
Ho

[0697]  1.27. 6. HEMZI T

[0698]  FE—ANSETtiA Y, S RERK A R AT R B HI S, DRM 5 AR 4% 1 U FH RE 2R 29
AR LIAE 0 UE PR B BRI 20 o 75— AN U B PR ST A A5 FH LT B B 2 A
[0699] 1.27.6.1. Control. Link. Constraint. Init

[0700]  USLBIFEARTT LR, H H At R EAEAER UG, A A TE A 45 5 B % 20 R 8 F AT AT 2L g 49
P2 AT SRR A G B — Ik . BRI RE e S N, IF B MERR TR % [B] Resul tCode 7E 4
&t . ResultCode 7ERINET A 0 3F HAE S Wit 4 f b i S . W5 Resul tCode ANk 0,
ARG VN R R RE BN B A UM 0 SRR S A2, I LT G 6 FH T I B i 428 o) ) 4 R 2F
TE—P A

[0701] 1. 27.6.2. Control.Link. Constraint. Check

[0702]  7EJ v i (%) U BH 4 S5 49 o, I 49 R e R SR, I Lk R Sl R A R S 2 AT
25 78 BE B A A 2 R P IR R A B ON, O HL 1) HE B T AR 3 (8] ResultCode
StatusBlockPointer {E A fartt, 2L ResultCode 2 ¥EE{E ( WURBIFERL L) 58 A4 4 0,
T ) A R A0S ) , I H v StatusBlockPointer S& b ExtendedStatusBlock H#hE .
W ResultCode ANAy 0, B4 51BN AR 5% B 6 G2 A UM L0 AR R e A 5 O LI S0 0
TR IR BE A R R AR B o RIE ResultCode 4y 0 (RN ) , IR AN RA ik
LR AW ;B R R PRI P e A H iR iz 4T . J2 StatusBlock 3 B2 75 2
PRI

[0703] 1.27.6.3. Control.Link. Constraint. Describe

[0704] UL TE A2 WG AR, I HL 22 8 R 3 SR E 48 T R A 4 5 e B T 28 7S ) 2 IR SR A
RSB o TR A SN, FF H ) HEFR TR [B] Resul tCode Fll StatusBlockPointer
YE R4, Hodr ResultCode S BEAE (G SRR e Lh 56 B4 A 0, 45 WA A7 RS R4S )
I+ HI b StatusBlockPointer f&dn#fE ExtendedStatusBlock fHME .

[0705] 1. 27.6.4. Control.Link. Constraint. Release

[0706] L RS2 FT AL ), FF H W R EAATER G, ARSI EEA 7 E N 45 € LW
AR e IR 2 Ja TR 512 — R Prads R 3 A S N, I HL ) HE AR T00 50 O (]
ResultCode 1E K. ResultCode £E AT Ky 0 I HAF R 4 S AE RS . ERTIIR
(RSt o, AT IR 5 BRAETFARR B EA (ZERXAME DL, A Init BIF2)
A5 AT LAAS A 25 52 R AT e R o 5B, 4R ResultCode ANA2 0, HBA 5 AT
T ik 2 BE s 2R B FEBE AT 28— 2B U A .

[0707]  1.27.7. ARFEHIFE

[0708]  {E—ANSERtifsHh, ACBL A BTk RO TARR SEME AT B I % e — BRI
SR TR R RS A LA B A R AR, i — A R A 50 o RIS 58 N AT A R
WHACHS, I B AT BESRAFIZPAT IS Ao A8 —AN SRt , $m] LA 3 24, JF A
AMRER] DAL RERE AT AT R 2 B IR 5 R 1T 7 SE e AR — M A B

[0709] 7~ B P St o) s DA AR SCBLR AN A, Horp <Agentd @ R AR BRI 5K
bR PR PR PR H
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[0710] 1.27.7.1. Control.Agents. <Agent>. Init

[0711]  SLBIFE RV IE R, I Han R e F s, I8A 18 45 @ AR AR e B2
RO 5 3 FH R — Ik o BT R i N, I HL ) R TR 3 [3] Resul tCode 1E A%
H o ResultCode 7ERINI & 0 FF HAE Wb Ky 0 AR .

[0712] 1.27.7.2. Control.Agents. <Agent>. Run

[0718]  7E P i) 18 (9 U B 1 St 491 v, e 4 1 At oK IF HOR AR BE B9 = R P ik 9 7
WA N, IF B e HE# T #E 3% [F] ResultCode. ReturnBlockAddress ( 3% [7] B # bk ) A
ReturnBlockSize (IR [RIH R/ ) AE A% H . ResultCode & BEHAA ( ln B9 FE i D 56 B
A K0, 75 W) A 74548 ), ReturnBlockAddress 2 A0 & AC B A AL 4k T 4 3% [7] 25 1
7 BI85 1 A7 A 2 e i st bk, C o S0 FE AN 08 3R [BIAT o] 22 7, 54 i Hi bk 24 0) 5 9 HL
ReturnBlockSize #&7F ReturnBlockAddress FIAFEER 2SR FAT KN AE— A SLE B,
WA ReturnBlockAddress & 0, #54 ReturnBlockSize {HAZ 0.

[0714] 1.27.7.3. Control.Agents. <Agent>. Describe

[0715] LGRS RTIERT, FF H 4 N i kb e BRI AR I 4% 8 F o Il FE A N,
I H [ HEFE T E IR [Pl Resul tCode A1 StatusBlockPointer /E A%, Hrb Resul tCode F&: 4
Bl Can BRI 58 B4 4 0, 75 W 71 RS RARES ), JF HH StatusBlockPointer &
PR ExtendedStatusBlock [jHbHE

[0716] 1.27.7.4. Control.Agents. <Agent>. Release

[0717]  SLBIFE RV IER, H H AR EA 2R TE, I L0 5| ZA 1 75 208 b ACH A A AR AT
IR I, ik 5 8 AR — R o 6 T AREER Ut AN FH B IR, BRAE 468 i
P (FERXPEOLT, Init IR AR ) o PTIRBIRE A S N, I HL vy HEFR T8 3% ]
ResultCode 1E Nt . ResultCode fERCHIIN 4y 0 FF HAE IR A oUs = A0 .

[0718] 1. 28. ¥ EHPIRA bR

[o719] DL Fox ) M e & T Bl B LA B0 FE 1 Ul B9 M SE i ) B R (B
[*] ExtendedStatusBlock ( # JE IR & H) H W 45 ). &5 & 6 & & U Bl ok #5 8
ExtendedStatusBlock Z &5 4 451 1.

[0720]  TE—ANSEEfd]h , ANFAE4 ) ExtendedStatusBlock Fridi. TEIMSEHHE] 4, fa iR
74" ExtendedStatuBlock [ GlobalFlag ( & afr& ) FEIXE N0,

[0721]  1.28.1. K5

[0722] (R — ALt s LA Be ik o€ LT H T ExtendedStatusBlocks 25 B {E .
FE— S ) T, X LR HR A 12500, AT ExtendedStatusBlocks 287 B HIME
WBEA 0,

[0723]  {fE—ANSEHifs & BN SEAMRAS

[0724]  1.28. 1. L. ZfER A FIPAT BT

[0725]
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£ Bk e
0  ACTION _GRANTED A 7 ik Kah/Eay B 49, &mﬁﬁﬂ
& A d B AR R PR AR R 6 R
P ¥ ExtendedStatusBlock éﬁf‘i’*i 7
AR S Qb EmAa RS, BT
AR, 3L S/ R B AR

[0726]

1 ACTION DENIED AT A £ah4E6 889, B A T4k
BMAERBERAEFTERGARE
o
Yo e apsend, =452 Y AP
2 ¥ ExtendedStatusBlock #9545 &
T AE AR T R AR IEL S
— R EAHR (2SR AMIPE
MR AR BT FEANEREN S
) o
BEo— A F PP, BT R W
ExtendedStatusBlock &9 %4 ] & TR 48
AT L S R B IS .
[0727]  FE—ANSEHEd] , 76 s R P ik [A ) ExtendedStatusBlock S0 15 5,
YIRE e T AR 45 5Lk A 2 A 25 5] ACTTON_GRANTED [ ExtendedStatusBlock i 5
T AR VI B SR B 4
[0728]  7E— St fe] , A T EIR IS0 LocalFlags ( Jmfibri& ) FBUI{E A

fi5
[0729]
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tdd & 3| o AR Rk

(0 % LSB)

0 OBLIGATION NOTICE HEI RO AL LA —A
REANHH

1 CALLBACK NOTICE SRR O e K8 —A
EE T 24

2 GENERIC_CONSTRAINT £ 47 & 6,4 53l B 45 RoAs X 0
— AR EAHEK

3 TEMPORAL CONSTRAINT A4 7| & &4 54 k4a£69
— AR EANBH

4 SPATIAL CONSTRAINT BT RO B R YRR
— A E SR

[0730]

5 GROUP CONSTRAINT B RO A HE YR ARG —
NI F BB

6 DEVICE_CONSTRAINT HEAECEHREH AR
*i&y$$ﬁ

7 COUNTER_CONSTRAINT A# P& 845K EHRME
B — A3 5 A

[0731]1  7E by i 7s 3R b, BTl B 24051 3K /& ExtendedStatusBlock %l Hs 45 14 1t
“H TR

[0732]  1.28. 1. 2. #ERGIFEEHACHE

[0733]  E—ANSilids] o, X FHER I FER DA & SRR AR . 75— NS, 543
VEBIFE B 2 X R i An AR R ) R b i i H T R 2, JF BRI FE R S e e AT TR ]
[*) ExtendedStatusBlock KGR FRA W N Pfe ) k™ K124k, 75— AL,
FHARBIFEAE AR I ExtendedStatusBlock ANV, AT SL45 BRI 240 ;4K Mo ik 41
FEN AR AT M 7] ExtendedStatusBlock H AL 7 T & FH T AH M. 5l 4 Bl 8E % 20 )
[ — LSBT YRS 4L

[0734] 1. 28. 1. 3. HEER AR HIFESEAALHY

[0735]
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18 | P i P

0 LINK _VALID  dqstd2 425 B 29 R4 4638 K 289
FriAEIA ESB MARFE RS %0 A
AT 4 R A, LA — AN A R
A & U R A S

1 LINK_INVALID 7 st 4 #1425 T 29 R A9 Re 38 R 309
BEEIR ) A, ERAL S B B A PTR
B ESB #9525k F @I AAHRH
SHEBRERG—ARENAGE (B Y
BB KRR IPE A R VL B 584t
FRMETAR) .
E—AGAF, BRI ESB 45
HIV R O AEM XS A DHE K.

[0736]  7E—ANSETtE M, 55 A BAEGIRE B 2 SRR bs AR [F] ) br il H T iX 262k
AR RS

[0737]  {E—ANSEfs) b, 75 Fh e 29 5 FE BT ik (9] () ExtendedStatusBlock Z44 11 55
o, ACER N T AR R 45 SRk [R 2 A7 2655 LINK_VALID ¥ ExtendedStatusBlock Ifi 223K
T 2 PR U B L SR A LI Ak

[0738] 1. 28.2. [RHZEAT FFLLI ]

[0739] ExtendedStatusBlock [£] CacheDuration ( & # %% 4% 5 22 W [A] ) F B & 1F
ExtendedStatusBlock H AT % 4 15 & 10 2 B Bt ) #8 7n. 24 ExtendedStatusBlock
H A 95 Z A 20 B, 3% & Wk % ExtendedStatusBlock A DL 47 i 78 &1 ik 22 17 29
wp T L AE 12 I B TR, 6k AR R A R 2 2500 1 U AR (R4 R 1 R A 2 & [R1AH R
ExtendedStatusBlock, [Al 1M st 22 47 (4R AT LA & [F 21 3= HLS A AN A2 18 R

[0740] 1.28.3. &%k

[0741] 28BSl AL 1k ¢ T IR PPIRZA UL TR A B AR 408 iF i E S, (&
AT 9.4),

[0742]  FE-—ANSEHtHh, Bk ORI 2 46, 3% BR800 B a0 p A T8 B 3=
BN 23 SR B2 1) B R, 17 FF = T 58 il St A5 P RO o e i) S Tt B ks R A 2 i) 72
PR DT

[0743]  FE— AL, 78 T e K S E g A ParameterBlock ( WEREH
SHbRETE TG ) , 808 #9705 4 ExtendedParameterBlock ( 41 R — a2 Mr & H
)36 ) o F IR AR IR

[0744]  1.28.3.1. #iR

[0745] 24044 :Description (iR )
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[0746] ZHKEMY ValueList ({HA)F)

[0747]  #5k FERSEHIK . TR P RGMERK ST RS £
W, 8 LU S BRI ST R WERAETE RS - B A R R — 1
ID B o 12 BEUE I A0 B SCAA R BT 28038 o W R B AR, T8 A e Bl AL BE LA
EARTFEE R SRR (B PR 7 BUR e S R IR ) o AL IR 4R 2%
(122 P L S U 78 S0 e fe A BEAR AR o

[0748]  ZE—ANSEHEf b, anFIEEFE BN R, IBA T LU RO K k.
[0749]

84 £B R

Bk KR A B HE A R AR F R Id
4 iR O A s R LA RABEAR TR Id
¥ xR A KMELARBERG TR I

[0750]  1.28.3.2. R

[0751]  ZE— SR, FEA SRR AR MR PR S g . E— 50k
i, g —He M s ARAERI LI o 75— AN S T, an SR RS E 2 AR TE IR IR 144 PR e
— P K2 R TA) TR 2R URN, B4 #2 il w] LR [RER S EARE A R N AR 240 iIX v LU
FEEH B T T I AR sl e e b o e CRIZ0R .

[0752]  1.28.3.2.1. HAR

[0753] Z%144 :GenericConstraints (GAHZAIHR )

[0754]  Z4SKEM ValueList ({HFI5 )

[0755]  #iiA W LUEH @ AR AR . IR PR MEE TRUSHEBT RS
[0756]  7E—/NSHtEfsl b, 38 H 29 A AN & T B o i s SO AT e 2 R 2R R 1 4
W FE—ASEHEM H, WA B LR S5

[0757]  1.28.3.2.2. If[AJZ10K

[0758] Z%444 :TemporalConstraints ( I [A]Z)H )

[0759]  ZHKAY ValueList ({HA)FR)

[0760]  Hii& 0] LUEH RIBT R Z R 0 5136 51038 B REAME R R S A E T R S50 i)
Ay SR H 3 BRI SR RS AR . AE— NS P, 2 XL R A R B4
[0761]

Pl i AR ik

NotBefore A ALz iEsiesesn i

NotAfter Nl ALZBHE#RIELN DY
[0762]
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NotDuring Value AR BN 2AMEMTI R, F—EARLFHE
List  #9FF45, JF L% — 452 Herk a9 AR AN 0 LAY
ER,

NotLongerThan ##% ZABXRERZENR KSR £—1F#k
il , ALK 5,

NotMoreThan %4  RArfk MBt i 60 % KAV 8. £ — A% 5]
¥, AR EKFTH.

[0763]  1.28.3.2.3. ZE[AJZHK
[0764] %14 :SpatialConstraints ( ZF[AJZIH )
[0765] ZHKEAY ValueList ({HA)F)
[0766] ik 1 LUE FH S AR SR o 76— SERERH , 53R P IR TR S
WY S TWAAE S YA EAR AN fE— ST, B e XRHER =
[ESE
[0767]  1.28.3.2.4. HAK
[0768] Z%14 :GroupConstraints ( ZHZH )
[0769] KM Valuelist ({HF5% )
[0770] ik FTLUEH AL RN GIR . IRP G MERBM SR RS 5. A4
WO AL AL A S AR IR . E— NS, 8 XL B4 -
[0771]
AR A7l it
MembershipRequired ~ #7k B, B KR T A A 281G G AR AR IR
0 LR BARM A TR A 1d
IdentityRequired TR 8,4 AL A RARIR AT B LA R AR
67 R a Id

[0772]  1.28.3.2.5. W&AK

[0773] %044 :DeviceConstraints (L0 )

[0774]  Z%2KMY :ValueList ({H5155)

[0775] & W] LUE R &AW 5K SRS MEE T RSB8P RS
WAL B B HRe PEAH S A0, BT i MR8 QR Ak 8 M 4R PR IR & o A8 — 5K
N, 8 LR 24

[0776]
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A

AR e

DeviceTypeRequired

DeviceFeatureRequired

RR AAFERS I E R AR

AR 4G R A 1d

ik 5 F WAL S L B AR L ARG

Sk BB R 4 1d

DeviceldRequired FHE ZREEEA Id. b Id TRET A
B RAFRBEGETFHE (P4,
WRELH, EEFPE, TEIAT) .

[0777]  1.28.3.2.6. 1584

[0778] %144 :CounterConstraints ( 1FE AL )

[0779] Z%2EAY ValueList ({HAFK )

[0780]  #fiA A LLE A BT AR AR . SR P MEE TR ST B S,

T AE S THEE AR DRI AR, 18 A3 B0 2 BB . AE— D SEtifih, 5o e X
PRUERITH A A

[0781]  1.28.3.3. Z%br&

[0782]  {E—~sZitatl A, DLR bR & M8k 4w 18 & ExtendedStatusBlock B ] PAH] T 7E 5

9. 2. 3 TR T S5 -

[0783]

P4 & 5] 2 A ik

(0 4 LSB)

0 CRITICAL | 5t A48 A 00153 E S48 AL B BT
B, e RCMATHBEM, IFL2EAN
ExtendedStatusBlock & % #& & 4 7~ 22 i &t
Kot BAfe 2,
AR, ARER R S AT R E
PE iR A

1 HUMAN R | #b B d & 7 5L 4 A Aol 2 T £ L KSR B A

EADABLE | A P o ¥ 23690 A AR 84T

AP EREGLEINEA, FLREFEL
Bp. T EBFRGARAARM, RAEF
RBID @A ®AE ID BFs]l Ao REIER
HBARAETIEN,

[0784]  1.29. X Z5Fu[aliff
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[0785]  fE—ANSEtE sy, F LB U E VI Bk A NNV — 255, X5%K
7 A ML FH 98 SR 1 P 25 26 R I BRI 2 5 7 2 R iR AL P AT 3R AE . [l R
TR BY 2 AN IFE B RE R A, BT IR 428 SRR e 9 R 24 A58 P B v SR 16 A 25 2% BH B B0 HE
2 S5 i B EALNY H AT .

[0786]  7E— S Mo rh, dn SR A FH 8 31 AN S B AN S AR R AT AT O B g S 5% B[R] i
(A0 R A i ik 55 R AT REAE AT N FH 2 Ja A58 S0) 5 A e 4G 4 4k 2L AT g ik
A3t 45 BRI S50 s VR . 7E— N SEHig] b, 8 sk 24 T4 OB 1) S 5% B8 ml i 1 234
WE CRITICAL ZX5R 3K B T i S B 1 45 8 [R1

[0787] e HIAARIEM (i /MO 40 , A BN 48 A OnAccept [A]H2k
BR FEAUN A P8 A 3 — B8 (3 Re % B T 77 & Fra S8 A MRS )«
A BIE R Y R AEAE IR FE A o 76— A7 M S e vh, SO 5 Ak 22 SR ke BRAR 5 ST
OnAccept [F]i, 3 42 I 4 & ] CLH TR ik @l /E R C a2 2 58397 ) 3 AT H IR
(B an7E WY 8 2 B A BERT A 40 18 I S B 45 50T I H 75 B ERAT 200 ) »
N7 e 1= v

[0788]  1.29.1. %\

[0789]  DLFZ%E X T W] LATE ExtendedStatusBlock £ 45 14 b ik [H] iy J LA 24 11y X
e ICINR

[0790] 1.29.1.1. X%

[0791] &% % :Obligations

[0792] %2R AY :Valuelist

[0793]  #ik : XS ZHFIK. FIERT W MER TRMESHSY B £
i, 2 MCBLR X554

[0794]

AR £ gr

[0795]
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RunAgentOnPee | ValueList | EAULR A % & &2 RILIE & AME L B
r A EAT B9 LA TE 8 A S 4k LB 4T
Zae | QERBHORENE
#49 1d

FHE | BEAHREN L
g | RO Ide AER RE—H
FRIRRARIE L S 0. i
id f£ & LAt B4 st K22
55
OnAgentCompletion = i
HHARK

LT Ide b Id A
R LT L AT

¥
B
&

/Session/Contextld T &% %+
Sk BT RIEE L.
ValueList | 2R R B0 7 &, BT R
AR R HOTAE AR
KA KA L.

[0796]  1.29.1.2. [A]if

[0797]  Z%(4% :Callbacks (A3 )

[0798]  Z3#ZEA :ValueList

[0799]  #4iA RIS ENFIK . FIERT R MERE TRESHSY B £ L
i, g CEAR R 24

[0800]

A A e ik

[0801]
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OnAccept | Callback | 4R £ 4L B At 95 B 230 ESB F A 6469 B
H KA L A il 523, IR A ZAUR ) ok N
e,
LR P, ERRALARI AT HEE S —
A OnAccept Hifl 5, R A A PHZLT
A, AP AH SEMAT OnAccepts
OnTime ValueList | EAL B o205 BT A5 2 69 B 25/0 0 2 6 it 479
P

AR FE

BAR | BB ENN R E /AT
=169 B AR

W | R e R A £
& cookie (E8LAF)

OnTimeEl | ValueList | W B LM A W F R L8t L2
apsed Ja B AT RN (S Bk 2L R R BT R A
ARG A BT 45 20D o

A A Fhik

B | A A LT,

%194 B T ©1 8 64 18] 42 A B AR 0
89 cookie.

[0802]
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OnEvent

ValueList

% h R —F I E UG Rk AT S

Rk

M4

it

F AR E (4 valus #8 fR 2
AL F B

3

FHSH

i

BT =R AR UL R Al R BR
& cookies

MEFRTEHGOES@WT, LR THEFHY

17%‘0

[0803]
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OnAgentC | ValueList | ¥ AX H AR Z — P A2 HREZLE T RR
ompletion H X AT AT B A AU R oL AT A,

£ | #iE
B REEY
BRI 5P P75 2 09 55 )
ido
E8 7 BT =8 Ay ) A2 1A B 48 F BR
19 cookic.
E- Rl = i%ﬂ A S
ArgumentsBlock (8 % %3
£7 D ik
32 Hed¥ [ RB A | RIS KA
2 S ¥
g 4 4~
Fy
32 HeAF | Rk | R B RA
-2 S D ¥
i 4 A
F9
sweH | FHAE | AR
FHH | 7 ReturnBlock
g3l
do AR ELEE QBIE TR A iﬁﬁk&i‘ﬂﬁ%iﬁﬁ 0, &
W] e BB AR AT AR A4 R R AR S K AL{E R R AEiR
4)";’ o
KR E ReturnBlock & K HE il Wl 694 38, 4= R
R REIE 4TI 4 BB B4R (R R A KA TR
[0804]  {E—ANSEHifs] H, £ e rh Firde S i) Bl 2R AL AT =4~ ValueBlock ({HHR)

JCI) ValueListBlock ({EA ) .
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[0805]
BER | Bk
Bi | WARANID. E-AKREFT, EXT A LA = HE:
D FHiR
RESET =0 | %8 B =B 4L 0 B0H P Ak
89 B 3 KA F 5 L . WA AR
BE TR AT AR ER
R4 L AT IR 1E 49 ESB.

CONTINUE | % i B £ e 6 W i 5 K Aa i

1 L4 A 2 S A

B AR I B R A R KB

AT A S ATRE, hIFZE R

R £k IT,

FHE | RBERTATFHAGAD S, E—AEHEHT, FF56
4B LA S SR ESB M BIAZ R0 12 B4R L 0B BRI, K

LA RS R PRI A B Z —,

4 | Cookieo stAf & fh 2] prif A AR 0 R L.

[0806]  1.29.1.3. Z¥hr&

[0807]  FE—ANsiptifg b, A8 H S TESE R I e SCRIAH R S8R & o 72— NS,
SR 77 SR [F1 8 A SCSS4FR A0 A CRITICAL, LAIRE 9 i) = WL FH S T Z 0% 3% e 22 50 1)
vk

[0808]  1.29.2. FHAft

[0809]  FE—ANSEHtifalHh, thA&ARRRYe 2 iF. B T2, nf Bl U Tik— P s
E TR B — bR & TE— AN b, R %A A B AR e bR, IBabr & B
AR EAN 0o —LE AR W] DL 2 4 H BB b At ) g [ 9 PR Al — 28 fF L. 72—
AN, 40 A TR ENLNY F B SR AR R R, 54 BTk ALY H 0 200 F 2
ArgumentsBlock ( HAFEH ) KA (S I FHAT 3. 3 HEIVIFIFERE O MR ) .

[0810]  7E—ANSEHti ], 4 S = NN FHAS BEAR B A SR AE R bR id h CRITICAL [[H]6 2
BRI R R, WA TR VN H Atk 2 Bl 2 AFER) CRITICAL 241 (FF H.
ANBEPAT X HAF SKBFR 30 1E ) o

log11]  7E—ANSEptifslh, & LU N FA4

[0812]
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EHL F 4 FHAR | Mk
o
OnPlay x| & L LR R AT AR R
AT =R,

OnStop LA b ST b (R F13) B 24
KR o8 AR AT

OnTimecode | £ | Bl B AT | 4 ©2 338 A PT48 2 09 2 ALE )
b 2 LA | i (R B F 69 5 046 Ak 1) R A F 4R,
WA RR | ZG) AR Rk e, AL
R0 E | B agAe B AR BTSN, LA
PEHE | BRREARRE, B AR LR
B (e, B 2 IEE, AN
BHFREE)

[0813]
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OnSeek X

T

Y R A SR E NP T BT
B AL B LA B
BRI T, SRR, T
A 4R £ ArgumentsBlock 324 LA F
F A8

AR | R Rk
32 |REAHE | FRE
HE | R AN | Blas
H5 | FH
R
32 tb | 4RBE K3
x| KA 4A
S | 5%
¥

i
3

fofg er
&
W

SRR EIANGEER AN EEANF
898 “ARITT ZM AR “ARILT .

Blde, #F 327 RGEARB, T
A e As= 60, EE=327 & TF
RE 6OA, e FAEEANENLRPY
HIHA AR, WABHIAAS
F kAR AF BT BT kAR A Ao L B AN &
1884 (BT RRRTEE, 59
RDFESAETL T E) o oAl
IR TF REF B

[0814]  1.29.3. [A|iAWFE

[0815] £ ANSEHEH] (9] RS SRECAR [R] P4 -

[0816]  Tnput :HEARTHE -
[0817]

Cookie

ArgumentsBlockSize

...data...

[0818]  Cookie :fE[H[I{ZH+ Prig € Cookie FBUIIfE.
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[0819]  ArgumentsBlockSize : R ZE T AEMERR [T AR AR 73 H . JIF B
IS, BTk MEAk A 2 B 7 B iR E ArgumentsBlockSize ( BAZ &R A/ ), Ja T 22
FA5 ArgumentsBlockSize, TiA ArgumentsBlockSize & IHLETNHR ) BH A BB /N ZE—
ST QR PR K ANAN I 4 AR E A4 e 3R A O 15 S JH 78 DA R HEAR
TREMREF N 4 A5 EL

[0820]  1.29.3.1. 4k&:[ali

[0821]  7F—ASifs] h, HLAT 25 CONTINUE ( 4k4: ) (2880 1D = 0) Ay [aliE 2 A UL 4
H

[0822]  Output :HEFRTIEE -

[0823]

ResultCode

[0824]  ResultCode: ®%U{H . 40 FAIFEBEBE AT I 4 &5 FAE O 0, sl an S IR AT R4
45 FAH A TRRACS o

[0825]  Description : QIR ResultCode KW AR HFIFE BB zAT (RIFTIRE A 0), B4 &
HUN AT LR S AT #EE . WIER Resul tCode M HH AL 15, AB-A ML A H b M A It
HEUH BT A e L [R5

[0826]  1.29.3.2. RESET(&AZ) [A]if

[0827]  Mf=HiIHIFE CATE MBIFEFTIR A1 ESB Hhfig 2 T — A8 NI RESET 1 [A] 3
IS, 24305 2 T B B 45 A I LN 2 AT 48 52 1 R0 7 o 75— A Sl , —
B AR AT 0 25 RN 7522

[0828]  @EXyH A I e fr eyl i

[0829]  @HLVHPTH 7T 55

[0830] @ [nix[mliA4E (LT ESK IS5 (U RAFAEATFATIR S )

[0831] @i Al i e il 7

[0832] >k [ 457 () [FLAR 2 1] WL 2R B &7 A5 T DAARSEHAT 200 #R4E. 72—k
A5 0 SEA B A 45 4 B3 9 R U Re A D AT S I ALY A 0 4 1 A TR R R A
ATo ZSulHh, an SEBLPRBE HEVT, -4 F WL 0 008 57 7] BEAE ESB iR [A] (AT X 45 B[]
P, B e A R A6/ Control. Actions. <Action)>. Perform routine —FE. JCHTHI X
55 B8 [BIRLTEAS A 2L

[0833]  7E— NSt fa v, k4 oA F T 2 [l 1) IR0 N 1 s i oA 6 R LA DU S
H

[0834]  Output :HEFRTIEL -

[0835]

ResultCode
StatusBlockPointer

[0836]  ResultCode: ®EHfE . WIRBIFEREMSIATHS A 45 RAGEN 0, BEE W 2R H BURG DRI 4
45 R A N PR A
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[0837]  StatusBlockOointer:FrdERIH AR HL K kL,

[0838] i : M FE IR 18 L ZEAY T X Control. Actions. <Action>. Perform 14 F£ BT
PR X o

[0839]  1.30. JUEIEHYE

[o840]  7E — /> St 1 b, 8 H) 6 W] BLA oo o dE B U, oW RO AR
ExtendedStatusBlock £545 £544) H1 Frik [BI i 250k 5 1 o B2 mT LA ] 5 (0 SOAS L SCAERAR
B E BRI YR BEYE 1D bR, IF BT DL — AN B A SO 8idn i 20
ANFNE T R A — > o ANEESKO PTA T 5 # 3R AL UR . B ALY Rl Rh i 5 A
JE o TH TS,

[0841]

£ Hoik

ASCILF# % | URI (EEHRLTH URN, €

fy AR ey Bn Id, PT
Bl R0 RO AR B

AT ABAT19) 42 69 K AL AR 3 )

S

[0842]

Type | ASCII 4 % 4m TETF REC 2046 *F Fif ik 64 %
R A9 MIME £ 7
Data LocalizedData # | 3 TR B % B &3, #REGPT

I H I ik R g 7] &
LocalizedData
| FH ES F iR

Language | ASCIL F% & | 4=/ IETF RFC 3066 ¥ A 4%
Ay iE S KA

Data ABBRTH | ATHR (LAF) HERH
15 £ 89 mime | #c4%
£

[0843] BRI LA AP A FEAE S IS B b i fE R4 IFE P . SRR Td WS BRI 5
IR RN Td, BraR 2 e S iy e & B B e ds i B Re i A g i B .

[0844] T THELBIERT ARG 717 P40, A8 — A St h AR g s i

[0845]
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class LocalizedData {
string language
byte[] data;

class Resource {

string id

string type;

LocalizedData data;
}
[0846]  1.30.1. faj&aCA
[0847]  fa] B3 SCAAHR /E 4 MIME 2R S04
[0848]  1.30.2. STAKIR
[0849]  BRARVEM SCAN BRI S, FE— AN S, 8 T SCARBIRE B, T I SOARRE
MR MIME 28780 2 “text/vnd. intertrust. octopus—text—template’.
[0850]  7F— > S Jili 9] v, SCARHRAR A 7 K HR UTF-8 4 b5 1) SCARF 5 DL K fiw 44 o AL A
(placeholder) , FTid &5 A7 F9HF H ATE S 051 36 BT iR A1 6 2 50 SR B SCAE R AR, i
4 ExtendedStatusBlock ). F T 500 FF T2 < \PLACEHOLDER\”, H:+ PLACEHOLDER &
E ZEIHAA] 1Ak SAFRIR I PR o 78— AN S5 o, ASAR AL 38485 00 Z50M) FH i 2 80 ) (8
TR AR R R G e B4 hi C\PLACEHOLDER\”, I+ H N IIAETY 4. 2. 1 F5 38 T XA %k
P s At
[0851]  FE—ANSEtifrh, nRATS N\ HIRAE AT 2 AR SCAH, T84 B L 2R G b Ay
NN HHAESCAR TR I A\ SHEBACEEERIK SN\
[0852] T (5 RLAF TR (FORMAT | NAME, v NAME 2 24 ¥ 2 FK , 3 H FORMAT #2& H
FAESEEAE 5 3 ok ORI AR R o W SR T S 5 2R BRI A R 3t 2
e 7, WA n] LA IS AR, FF H 57 R B 4 NAME
[0853]  1.30.2.1. #%1k
[0854]  1.30.2.1.1. BRIk 1k
[0855]  7E—ASijids] , T AN [FIE(E 28 2 B RS AR Y
[0856]

103



CN 102882677 B

i M B

101/232 71

e XL

xE
i

EHAEATRT T ML LAET, LARGTH
BF 07 8] 99" fofF 5 -7 . W RAAHN O, ARA
LEAAFHE 0" o mRMERA 0, RALATRATH
“O” Frdke RAMAA R, WALKRFH “-7 Fdb.
e RAEHIE, AL KRERR T FHF4.

.
39

A
s
S

5 R T 0 A R . 5 S ARLA R L
RA TG LIRS AR A2 B GG T 280 18
HARR TR IR . (690 HA W S5 64 <07
FHEBASEIMEERTFHEA

FHE

FHBELAH

[0857]

H 2

RIE AR B IR KT, ALTiEeAMERT

BA

LA ¥<pame> = <value>” , H P<name>H LI L, H#F
HL<value> % 8 3% £ 2 69 28 A K AL AL A X AL 89 2
Al

eter

ExtendedParam

55848

gl

TRBIBR LA S, £—ARAEPIF, B EEFEA
B R o MBA AT LR MIMI £8 (e, LAK
text/vnd.intertrust.octopus-text-template) o

ValueList

LA “<value>, <value>, 7 , ¥ &P BA A ALK
B A £ A 89 2RI AR AL L] Ak A4 K AL .

[0858]  1.30.2.1.2. ERKAAL
[0859] WA A FRTT CAE A 5 AL FF AR 2R 1) FORMAT #5434 S8 31 R &1 1) FORMAT 44
B, TR A AR AL 2 5 | B2 A5 ] BRAAS A B )

[0860]

& Ak

# XA

+ X i
%l

AR TS 0 AR+ B R . — R A
b TR AR LA, B XA,

[0861] 1.31. L FxCxft4
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[0862]  fE—/NSEHEM]H, MPATIEHIGIFEN, & A BUE L # H System. Host. GetOb ject
RGP M 24 EF SO %

[0863] 1.31.1. A LR

[0864]  7E— NSy, 45 LR BR SCiE B DU Taa AT i

[0865]
2 A A7 Bk
Octopus/Personality/Id F 5 LR AR Y B ID

Octopus/Personality/Attribute B MO EE WA ARY L9 EHR

S

[o866]  1.31.2. iB4THF F R3¢

[0867]  7E— NS, X FAE W s AT T A B Hlgs LU F B SoiE B, o n &gt
ffl System. Host. SpawnVm RV AIE T T VM. 26— D SEif) d, b bR S 2
AAELE BB 2 T hl 0 2 2588, IR 5 6 fEA & AE A System. Host. SpawnVm Il VM

HigiT.

[0868]
AR £ 1o 18
Octopus/Runtime/Pare & 4 & &9 F £ A9 M 698 A 7 wh 2 KB4
nt/Id Fexie 6840,

i =4

[0869] 1.31.3. &l T
[0870]  FE—ANSEititl b, B s AT I B RE T 25 B DL B R SO R
[0871]

AR AA R

Octopus/Control/Id FHE EiTdEdeId
Octopus/Control/Attribute % % BRI G B e R EA
s B PE AR AT A vk g %o

[0872] 1.31.4. BHIR T

[0873]  ZE— NS b, A 248 K00 R IE AR IS 4T JF HL i 458 28 6F 5 45 1) BT ad a8 ) B
A, 43 ] Y B B 5 DTV 9 S2 R P N 58 ), g5 B DU BR SCE 8%

[0874]
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Octopus/Controller/Id %ﬁ$:%@an@ By 4% 4 69 42 H1
%09 1d

Octopus/Controller/Attribute 5 % gg w B AT B AT 89 4% %‘J SR

$ éﬁ/%fi I RIEH B XK B

M, ARAT LY @%ﬁbxﬁ Zo

[0875]  {EH A A UF MU G2 H B4 il 2 X S s 1 1 P 2 3 B 1) St 451+, ot
Tehw e, RAFAE—NE SRR 5

[o876] 1.31.5. ZhfE EF3C

[0877]  {E—ANSilifsl h, 52104 T 4 dI3h(E B B ISR 45 H DUR R BRSO R
[0878]

& A% TR
Octopus/Action/Par & % ATATHSmahEmANL LN L
ameters F ARG, e R B ANIE, £—

SR P, FAHEEA LT T
R Bk 5 A, W RAE R
HEKIATAE R TR,

[0879] 1.31.6. B T
[0880]  7E—ANSEtE ] A, B2k T BRI BE R o B 1A 25t i R s I O g bk N B
B Z A IS ), 5 CUR B S
[0881]
AR EA 4L
Octopus/Link/Id FH® LR 5‘3‘ %09 1d
Octopus/Link/Attr &% AT IR RS R e, o E
ibutes SEIR T Bth, ARATT VA AL AT £,
[0882] 1.31.7. /8 ¢

[0883]  fE— /NS, RF IS AT I AR GIRE RS 45 UK B B R SO 8E -
[0884]
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Octopus/Agent/Parameters E O ATEAFRELSR NS

LM SR AT R R,
Octopus/Agent/Session/Contextld  F # X P EZBTKEHYRELT
# LIHBHFRIR T

[0885]  ZEAIL TR AL T H T A VFXFE R0 Frid B sk — > SEAR R IR 24T )
—SEAR B DUME SR B R LA A SRS B PTIA A, DLRAE IS LR B
B2 0E BRSO S RS TE BRSO G AFAE BANEAE W] DU A AChE e ) 2 &
SE AR A BB I SRR I I — 4 18T, B e R A AR BT L2 ANEAT, R
oL En LHE4eiadT . flhn, 2 B e TR EisiT =L EAIE RS R AR LR
14T, BRAEEAERE 2 B PSS B AR AT

[0886]  1.32. #H1E

[o887]  FE—ANSEitifslrh, BABMERA T AEMBEYIR. fE—ADLhs $, &2 %2
E— N A PAT IEBIE I o 2R AL AT ] — I H— 282 n] ik i — Y A v] DASR A e AT sl m]
LI BE EAN .

[oggs]  7E—ASEptifslHh, & LA N ARiEshfE -

[0889]  1.32.1. #&JX

[0890]  Hfik « 25 SEAR P 25 I 1E S S SR

[0891]  1.32.2. #:i%

[0892] ik HEILBIHAEM HIRRS .

[0893]  4.lhZiifd PN 25 W FH T H AT AH [R] DRM £ AR RGN, Al A% X B3 A5 11 H br R 4¢,
DLSUIT IR B As 540 ] DS 5 A8 stds sl AH R v m] (R AEYE B8 (sink) BUEAT =%
TR TR ENCRIRSE B . WL TH IR R BRI AT H IR B AR REFR
MIETE .

[0894]  ILEN1E & 7RG MRS TSR AT, BT ik IR 55 P AT A B e A 43k AR 4 328 B4 15 LA
ELEYE RIS 18 B7 ACRAS (40, 3 BT AR GRS EAR FE P %) AT B EZ 1 58 . 78
— NSz, A T A% E 1, #595018 B RunAgentOnPeer X 5%, R 454 IR A £ 2k
PRALIC T b AR S5 B SL I i B 1 S e A7) P BRI 15 I8

[0895] %4 :

[0896]

Ak ESAE S

Sink/Id FHE | EHEATE

Sink/Attrib | & | BBV EWEMN. R EEA BN, WATRE
utes L8

[0897]
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TransferMo | 34 % | A F & YE4 % 4 EZH LT R X 082K
de ID. 1D 7T A4 F @ PF R AR K, S
AT & 4 A B X80 URN,
ARG, RXAT RS R:

D Wik
N, 1% 78 40 A B AR B L
# N 1R BN RS E T
) R EAL AL B2

Ak ANBEERERIER. X5
(Check |##hE M, BERAMETFIZE L
Out) B 7 8 AR S T AT Ak TR A5 = 2]
BT AT R E A,
TransferCo | &4t BTAME St n AR RETREW
unt %y A5 B A5 R G B AUA

S, B R TR, e BB L
iE, R4 PR AR, YA Xy FAL AR
net, Y HE,

[0898]  1.32.3. i

[0899] ik :FHMEE B AR RG M4 H -

[0900]  #y H B AN B bR FR G0 A 21 06 5 P 254 H B L op JE VR AT R GG 1 N VPRI I &R
G BT AE A B e X AT DL A AN IR DRM H AR I R S0 3 DRM B R R 40 sl 2o AH ]
(AR R AL TSR AN B T SR LA VF o] I ] (0 T IR G I AT R 0 R G HFR A
o BT HIE N B AR R SRR A (ETE -

[0901]  ZE—ANSifol 4, 78 H T I sk IR e A AT VA RS S Rh, Y
WEU NS

[0902]

s ik

[0903]

Exportinf 44T % /i o0 4 5 B F P A8 0 B 4% R i i A B0
0 *Hﬂéélydmrgo J"”tﬁa# éﬁﬁ“FF;éﬁqﬁHm%\m#/\H

WAL E R, Pl TETFT CCIB R AR EBL,
XAE A K 0 R 2L B Y CCI bk,
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[0904] %) .
[0905]

AR A8 | #R

TargetSystem |5 | @A TGN FA R RL ID. L ID &
¥ URN,

ExportMode | F 4 | BT & 90 B4y sk 75 8 0 A Ak a9 AL X6 40 i 42 X
¥ ID. #tID T AR 4 F @ A2 LR R, &

H BT £ %5 F % X4 URN.,
TE—=AFawpd, LA TR K

1D Fik
DontKno | A & R4 if 12 8 69 Fat X
W AL EZAFLT, 25142

FREBET ARG ERRBE
*FF TargetSystem K WLAT A
POAEATARE X, 5 L 5 2 Bh 4 1)
FEOY I8 LK A R AT IR H .
Plde, *FFEFT CCIM AL
B, ¥ T AR E CCIL E4s, AT
# CCI HbaF AR 354 5T B A 35 09
R AHFFARE NGF .
Render 5 EREAEAE B, F 0
M dm d A AR R RPTIR 2 B
B R A Z I B R AR

# R 6ST B#R

Copy g EARNL N B e HE R
Move M B AL S,

[0906] e RS R Gn] IELR L i A S50,

[0907]  1.32.3.1. {HEI EFR RS

[0908]  1.32.3.1.1. &% CD 8% DVD

[0909]  FE—ANSLhEflHh, 2 HAs R4 e FEAKREYE POL & 8UH AR N2/ (15 anw]
540 CD 85 DVD) B, {8 FHARUER TargetSystem ID‘CleartextPemAudio’ . *f 11 H¥Fr %
gk, ExportInfo 24U H T RRMBUR & K IS HEEUE NS RA A kR

W HEARAS o
[0910]
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gl ek

0(LSB) St dEmizEe, X ETHHADLHFTMHE X
EBHRAAE RARE R T, I 4 L IR BB T A
XERBEELERARE

[0911]  10. ARAEHIEE

[0912] "R IHPKE IR 22 A% A7 At B, JLRT LU H DRM 5 | 3R 012t S e 491 FH e B2 ik 22 4tk
BAFENLA] o PP T 42 R e 8 % 70 A1 FH 21038 FH R 3 AN R 1 52 AR R IR S 2 s
FEP AT U S AR U2 A I X PR EIE 27T DL RAEAEIRAS X &, v tn # it
0 E AT A I BRI [R5 AEORIE SE 9 s 7R 3R 2 R AR i s v S R
W1 ik AE 5 R MEA7 it 2 w8 A 45 20 25 B IN A7 i s B PCE (WA SR 3y 8 1) 0 235
DI, SR 2 R A, W] DALEAR DI A 0 it b siil e 4R 1

[0913]  GnE b1y A B At FH AR 60 7 3 FiR (R 2 78 2 R A7 At 2 B N I 2 TR 8
PR, A2 AR L E 7 I a6 % (i andz il B hilds VRE g 55 ) s W R ZiX 43
TX PP TN IR0 5, A ARTE “DRM X 274 FH R AR B2 70 b L e 7 Brfih ek % (B,
PR g IR N A B VB Y SR ) S TARTE RS %7 AR M 2 7R IRSEIR
VEWNFTAFRE A SR o A5 P TIRIA T, H I 25 AR AE “ Seashell (g U1 ) 7 PR EE K
vl PRSI T 5, g A A0 I L e 5 BT R () 2 £ DRM 5 1 B8 SR AT A o« AR Y 24
P 53X L BT A 1 ZR G RN T3 v IR ST 1 R DA A U B e SRR K — SR Bl B A R AE
(R O T S

[0914]  1.33. FHEEX S

[0915] X ZAFMEAEE (BIWEIRE ) BEEIRN % . 76— S, N S B E
By R, Hrp RSSO EATT S TR R 1B b, 4778 DY F
RPN G R, BB, AT A 2y . BN A A R IBE Ju B A2 Y . Bk
TR, X Gk n] LLEAE.

[0916]  7FE—SLjitfs v, m] LL{#F H System. Host. GetObject Al System. Host. SetObject
Z G MR FUNLRE b 0 R X S, 9 Hoan 71 B S s g Hu iR, mT DUs e fU 44 FR
HKeVr )X G o dE . 7E— A S, — e sidE 7 BT DR FE R R P sm ks (RR, 8
AR (RW) Jiin ), e oo 7~ B Ry (RO) »

[0017]  FE—ANSEptifrh, 2 X TR LU 2 Fros R e s - B

[0918]
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T3y ARk

flaled

Owner

CreationDate

RO

FHE  RW
% % 5 RO
29 32 b
B

A LA, E—AFE AP T,
R AR T FHAE N £ 445
AL CFHRE) ¢ az,
A-Z, 09, ¢ 7, 7 4
A T
(*)‘ , raes

ma P A 1d

B PTEA RAG R, AR T
AAMA 1970 £ 1 A 1 8
00:00:00 A 3B 1] A2 B 22 3 84

5?7\ éﬁ’ 'fgé; o

[0919]

ModificationDate

ExpirationDate

Flags

% % 5 RO
89 32 kb

P

T & 5 RW
89 32 ik

TR

32 b4
a9 b 4
FH

RW

RGP A £ 6901, 4%
RTAAMI970 F1 H 1 B
00:00:00 A 3B 6] A2 B 2243 89
o &

T RSN ERK, XA
T 9 G T e B R 5 AP W
BB o ST w2k,
AU R R AT
69 b 18] o

Bk b R A A9 BT, AR R R
A AMA 1970 F 1 A 1 8
00:00:00 A& 35t 8] 42 B 22 1L 89
R NEL e & SO BiE e
b

£ AR A RARE A
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[0020]  fE—NSEif] b, 52 T AE LR 3R Bos K e B AR s

[0921]
o AN &3
0(LSB) PUBLIC RE 4eRi% B 8936, A4 £ 9 A F bt £ 8

AD 7 P 45 R A 8 A BAE AT B PO T
AR BB A A A

[0922]  GnSEHT TR BH, 76— AN S th A2 7 DR R Y (RS X B 77 i VB 7 3L

RN RS, (RIS EID, 75 B B AL 2 UTF-8 S S (24T 5, BB S48 2 32 Lk

BUE, I HF AN G2 A . RIS, R A S FEEZ NN K

A BBN N ZEITE TN RRE. TSNS 2R BT A%

AR SRAR AT BE I T BB A R RAER R SE . RN R EA 5 — X IENE

[RIFHSE A A2 SRR B SN R 5 7

[0923]  1.34. XfHALEH

[0924]  FE— NS b, IRAEAR A b 6 B ) AL A7 A 2 0. X ZmT Dloglk 2 Xt

B S i ST A B o R I W] R T 1 G H S e B T B 4 B o ANEEREAH BN 22,

PE— A SEJAg] SR LT )

[0925] @ H TZARIFZEAAELTI ModificationDate #% i B A = HY AN [H] .

[0926]  @UNHLNT AR, A S T IR X G AR B T HL P A %A A B

[0927]  1.34.1. BN AYS

[0928] G4 K% P i SR B G (23 WX Gy il o SE VR 4l Hb ) figtax m] LLE A

{#/H] Host. SetObject RN KT ), KA AN ZH .

[0029]  1.34. 2. Baxlnt 54l

[0930] Y% ol T HLAH S H (AN R S Al A B T A i e e A B X B B o

[0931]  1.34.3. EHH ot

[0932]  {E—ANSEZil ) A, IR AE S PR B A W TR N %o MAE SEIREUE E I R S

R ASHBIN AR T4 % e E AR I ExpirationDate S BN, Il Sk & O I . 5K

PR 5 AT DL B 500 e ok - H B R X R B B e AT, B e T DR Ay B BN G

Uy i) DUk A L H . 7B — S o, SEE 7 sANBE ) 2 7 vl R R N S 72—

NS, AT G S (i, RO B ), HE X R s (1B

H, EAVIE G AR A S ) » RIS BATT v R 0wt 2 it

[0933]  1.35. X%yl

[0934]  FE—ANSLtEfa) vh, W LAt BAR — % &R G0 1 FH >Rk B FUNLRR T T 1 IR S ER

RIS TR B S {E 1 System. Host. GetOb ject FIHT T % . 45 8% 5 % B X %8 1Y

System. Host. SetObject,

[0935]  FE—ANSETE ], Ky T AE A FHLAT A a] I, PRASEAE R 22 fEF I %

PR EEANIRZ S o KR, B EAE R 00 G 00 B3 R o A2 ] LI . 4 T SEERIX

R AE— AL T, RSB EA S IR A AR TZ A N B RIR AN % LIRS

S ESRER I AARR . BRI T LS SRR A AR G . 2RSSR AT LA
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Bl 22 BEAE FHAT S A R FIAL B O TR 2 FEAH R LA T A 200 ok Ui,
AR EHAAFE R AR T EAIRR L) 60, i RILAR AL L TR Databasel (]
RSEAREQ T BFRA Childl KRR X B, I8 A2 2 v LAk 2 B /E AL %
P /SeaShell” N, 7EIXFME UL R, Childl X%k “/SeaShell/Databasel/Childl”
WA o AE— NS , F2 DT i) SRl RS T SRR A E e A X B 7 1]

[0936]  1.35. 1. BRHUXI%

[0937] W] LI Ad FH R4 H System. Host. GetObject SRIEHUNT A . 7EIRZSEIRE )
—ANSEHER R, BT DA AE T EE A VY S S R A (R, AR R, AN AR ) B
FEWG BN EATE SN LA R A o AT LR IE 5 7 2R U7 U S8, I BT DLSEE bR
HfsEiY ey i

[0938]  1.35.2. GIEEX%

[0930] X T CLAMNAEERIXT AR W] LU H System. Host. SetObject ARAIENT % . K
RO R BAT N R AR . 75— AN S, A8 G, RS R 3 AT LU T
{/15 H

[0940]  @IXTZICHAR ) “ A H” FEOR B AN SRARAR N S TR “ A &7 B
[RIAEL o

[0941]  @ITITHIRIY CreationDate F-B R B A AT M ASHLINTH .

[0942] @I ICEHR ) ModificationDate B B A A HT FIAHLIN 8]

[0943] @I ICEIEI ExpirationDate FE B A 0 ( BA MW ) o

[0944] @I CHIEMIREFBIKEN 0.

[0945]  @EARAELL ModificationDate V& A 4 Al A H I &) .

[0946]  47E LLIRA 2848 70 J& 7R 2R SR () B 42 B B ERX BN, 5 — > St s b, RS E s
PERS A HL B R4S X 5, TR A5 25 A B 77 B4 A A O 238 1) B B B B 2. fE—4
S, B R A AR S A S SRR AR R R . 1, a0 RAFAER A % I
BN, I ALERNEE“A/B/C/SomeOb ject” Z Al T ¥ E “A/B/C/SomeOb ject ” (i SR & Bk
B A2 “A/B” FI “A/B/C”.

[0947]  1.35.3. EAXNH

[0948]  Xf T L& AEAE RN % & FRn] LU I 18 A System. Host. SetObject 2k ol 48 X %
. R $s ) ObjectType AN UL EL IR A X % 1 25 7 1D, # 4 iR [A] ERROR_INVALTD_
PARAMETER. 7E— NS5, 2 525 1D 24 OBJECT_TYPE_CONTAINER, HSA AT 45 &
(ObjectAddress A2 AEF K], (H 2 HAH A 20 ) o B EIA X BN, RASEER EEHXT
%1 ModificationDate ¥ & A Y4BT HIASHL S 7]

[0949]  1.35.4. FHEENT%

[0950]  Xf & A7 AE B X %, v] LLid oL F) A ObjectAddress {H 0 2k i A System. Host.
SetObject KB AHEIBXT G o AN GBI, RALE L IE -

[0951] @I BACELS ModificationDate ¢ B A T AN H I T8] .

[0952] @4 AL PTAHER IR St A, I A BRI HEZ A%

[0953]  1.35.5. X ICHIE

[0954]  7E— /S v, 8 of A A R 3L 44 B 4# FH System. Host. GetObject FH1 System.
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Host. SetObject R4 K U5 i RESEIR EXRT S o8l . TRAVE T ERSERERN—
ASSEREE] ] X SRR R R BT RR, I H A T e ERE L B e i B
[0955]

B 4 AR A2 HhL
@Name FH P o § AR AT
@Owner Fh o F AR TR B F B
@CreationDate 32 teAF LA 5 A % LAAE Y CreationDate 5 £
@ModificationDate 32 Fe4F R 5 £ LA A4 ModificationDate ¥
@ExpirationDate 32 A L5  AF R /L4 4T ExpirationDate 5
s
[0956]
@Flags 32 LAY LA X R THAB M AR R T B
FH

[0957]  TE—ANSEitfrh, W —ADEE A K E bR S E R 1, A4 SEI 7 b 2
AT E AR S AR T B R o FEIXFME BT, X System. Host. SetObject IR [AI{E 4
ERROR_INVALID_PARAMETER. 7E— NSt fo) H, iz bR i Jo B im 7 BN, 25 7 i L6 201 220 s
R T e LT bR s FF H 240 B G bR s T BN, 507 S 06 2001 S e LI A {8 5
HAR B AR A T SO AT bR & B4 (9, AR B R s ) o
[0958]  1.36. XJ %A BRI il 45 il
[0959]  7E—ANSEHl B b, A AT SR BN B B B S R SR A, IR A B S
7 B e A R F 7 2 A B SRPAT BT 3K o FH 45 BRSO X G347 1 v 1 SR s
SERETRICN G AEFER R O T B SIS ng , SEIL 7 SCERAE I BT Ak 1915 AT A
R T B R GE R IR 7 A o X — Bl B RS H A T RAT
N TR 28 2 B PR DGR I A PR R 58 B Il i UM AR AR A &1 PKT 2580 1
AR (HESE R 2| H B ) J B2 TR SR N Y 3%, T8 e i 7
Sy AN [R5 A2 mT BLRY, w] CUE A SR A A E i — 1.
[0960]  7E—ANSijids] TR AR e bR 1 i SR el L] S AU 4 R
[0961] @ WIZRVEFH 77 & 5 X% 0 I 25 A0 R B W0 A0 G B & o 8 7 Boh ik
‘B PUBLIC_READ #5 &, HS4 HEVT XS AT GAB A2 BT 7]
[0962] @ Un 5 iH 77 A BN X G S AR AR AT L 7 il FB AT XA S AR AT 2L
Vi
[0963] @ W15 HI 5 1 B oy 5 6 B9 I & AR ], 84 HEVE X SABHEAT 5 AN T5 il o
[0964] @ W1 AL T A BN X B B SR AL AT E NV ], I AV AT 5 A
Y.
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[0965] @ W11 I 5 A AU X G B SEAR LR EAT 5 N Ui I, B vV 6 de B B80S X %
(7 ]

[0966] @ (fdiFREFLAGHR) XA G T EAR AT BB S N Vs ]38 5 0 S AR AT 132
BRI N7 Il AH 5] e S g, o2 5 S BRI A R 5 N R B

[0967]  {E—ANSEHEfF] H , 24 U7 ] SR 5 405 7 o 1 SR IS, 238 SK IR R Ge i 1k (R4
+& ERROR_PERMISSION _DENIED.,

[0968] DL, 4G A FE I, PR AE I FE AR A R e 1. S Al S, Hpr 3
JCEE T B A B N 5 A R TR 3 oA B AR . SR ITA AL
Al LABGAE . A T B R R B BT A R v LUE R B X S @Owner” FEILA ARG Sytem.
Host. SetObject ZR & FH 2k 1 B A # o8 7 B Can R AE U7 el R0~ ey
)

[0969]  TEFEHIFEF AT LAYS M HELexf 4 (i X G A i 5 6IFE 7 IEfE L 8 T iz
TR FC N AR R ZFEA TR ) S b, 38R 7 57 B0 OMER 7 X S 17 Wl 2=
Fo2h N R IRACG B B BT I R, BT ACIE A He B A8 “ A MR BT & S Fig
ATHIRE ST M, IR e w] DAL AE il R AL P A8 System. Host. SpawnVm, System. Host.
CallVm F1 System. Host. ReleaseVm 241 H o

[0970] 1. 37. ¥FH#EiE il

[0071]  HLIRZS(E BEAFAETE S a0 B B2 2 v A BRI e 8 71 150 46 2 TR RS Bl Bl s
B (B, @RS B AR B S — k% ) o DU TR T BRSOy s, £5 e m] LA
L PE RS WIRELIE B E T o T8, R M FE B A K SV rT B L, B 6 e RS
B R RS X S A SERR PR (B s I 555 ) (GRS o TR i Ak A2 1T
A] BRI, 3K A R R 78— S, i i 2 i o e 45 R e h AT H X s R R 1Y,
I LRk e 38 P i RS A A A5 18 BeA s Sh b AT 55 3 ZRAH G 7]

[0972] 32 7R T HI=ANH L 320232043206 2 RV AT 3% 3200 FI6)F. 7ER 32
7 H ) b, HAE e 3210 T8 [ 3212 Kkilsk 3202 KA FNZML. 7E—> L)
3SR 3202 (R BRI PN R 1D, Y5 3212 [ETE 3210 RIEWIN 3204, (5 (i) #AE
1578 3210 WRRSEIE b & BRSO, DL (1) HEWETE 3210 HIN AZHRTS,
W 32 Frw, {576 3210 [J§ 3212 KRG TR LB AT A 3206, BN &
BARN /BN BT, (51 AR 5 AT LUK B I A DGR i s sk A BT ik N 2 (o, T8 i 47 75 4%
e, AR L EoR e/ sk L A HIRE ) .

[0973]  HLARAE— LSzt i) A ] LUAE FHAE B 32 A B tH 0 v, (EL 2 — BB o 1Y) il
Tﬁ H

[0974] A IME T FFEEMCOLERW T D56 b, 72K 32 & AT B
VORI, HAaX 2 — R - (1) H3 (A i), M 1) Bl (RAEA
(checkin)) o T Ukl @E, 7] B8-S B A& H 5 & H O T BT e 18 FPARAS R N o AR T, X 7]
REAETVH 2 8 I ARORE , 40 4 = P ARERAE — A e a5 E et Sk B HAREEAE )
— A BRI A RS AT A, IR R BEAE M REAE AR I — N BRI A T
WINEEAFE A — & BRI A . W PTIR N B AR (i ) , A TX ] REss
A NAPL,
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[0975]  m]BEAR XM MT S Sk b Y N 28 TDAH DS BR IR VER] o 7E—ANSEREf) b, Bkl sk H A,
TTNE ID, I HUE LV RTS8 B S Bk N2 ID AHSCHRIKVERT o SR, ik A m R
G T VT 12 AT A DU A B AE T SR DN b, 9F BAEZY e B, an 3k A i 2
SRR E, I ARF 2 VT ] R AN B A, BIME ] 2] H 9, I8 A ZEVFnT 47
i B B P A AR TRV T BT BEAE BRI o SE R A T BEAFAE S — LN A 1D AHSCHR I 2 A
AL, By LART BeME T 5 B o A BVl A S AR SR rp T AR T A [

[0976]  EHIFE P A IME T ANE R ABIT S A (broximity check) o 7E—ASEHEHIH, 1%
HERG /[ /G AS SRR i ORGSR AR FE A B S R 1 7 2 A AR, 4235
w] DL R B E VLT % Octopus/Action/Parameters/Sink/Proximity/LastProbe M, 1%
B R . FH AR S 3120 S 1) ) FH & S T B 2030 PR 2 B BT Hh P R AR R R SE 78 o 7R TR A
7 BLIX R AR B A B A 1] fe Ay SR A AP FE R A I OL T (i, WR CAE e R —
B ) IR e AR A ]

[0977] X ikl HAFTE =AM E . 7R 32 Fros H IS 9 v Bods P iSO PR i 4
ZAMEE . AR AT E R RS X2 T TR U BE AL OnAgentCompletion [A]
YR Bl HA 55— RunAgentOnPeer S5 HIH BEARSHEIME BL. 0N, A58 ML J . 15 1d
L EANFIE PR SRS T ). Jiah, A8 RS B f B R AR AR R IR N 2 /Y (2
SEHT AL ), AH 2 AR AE TG AL T AH RS 00 S ANt 5340, 72Kl 32 Bros th il
o PRAEANRNE P 28 B 2 S A IS 00T (5 78 25 tH N 525

[0978]  {E ESBH A IMERT R T EYF R 636, #FIK 32 Frzn Szl 4 , 24 DRM % 7 i
PR (440 Control. Actions. Play. Check) ISF, &y T 3R15 BEM% 5 Th 1P AS BT 3R 425 1 (1R
T, BHIBANTTRA R 5 7 Ak R R B T ik .

[0979]  JEJLyki iR . 7EK 32 From th B irh, VPRl ik th s 1E Kk . ] ReAy SRR R
REMS AL HEIR .

[0980] gk iy STt 41

[0981] IR SEfI] AT LAF P B R bk — Se sl A i)

[0982]  BEJMCIALEH (KM vk 77 S0 FE—ASEHEEI T, 5INB IR ERAE . UeEW R ¥RE it
PRUVEI, Haa i 1D B E B, & U, 4 T ik e il / 28 AR ISR E
[AJAH G, PTG Sessionld (231 ID) SMMENE SR (S W FHEY ) o £ S,
2 CTAFAERT , B S REE Sessionld FIEEREBIVE LN SCE B EHLT S .
[0983]  fEfEAEWI R EHAETRIEE (S F30) FRENT RRERAE S, A
B IAERE OSSR A IE I Sessionld :

[0984] Z#044 :Sessionld

[0985] SR T H

[0986] LS ELM bR &R E N CRITICAL.

[0987]  VERfEHT ] S fR pe 7 % (BBl (refactoring) iEsK ) o 7F—NSEHERI, BTk g
POT EAFEATE 8 W AEVP TR (— D EE 24 NG KPR S8 5t EORIE Frd (5 15
AEHATAH RN VAT o AR 32 Fros H 5 SEige) H , BT SR XML A -

[0988]
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<xs:complexType name="LicenseTransferRequestPayload Type">
<xsisequence>
<xs:element ref="ContentIdList"/>
<xs:ielement ref="Operation"/>
<xs:element ref="oct:Bundle"/>

</xsisequence™

</xsicomplexType>
[0989] 7 ContentldList( % ID #5R) B-EARIHA BN E 1D MAERERT (5
AHE /WA ) B S VP B R, I AR 1 SR A P SR AR S B

24 .

[0990] Ty T ik S bR VE RN i) L, 490 nn] DU I d A2 IE A ORISR A AR AR TR
K

[0991]
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<A AR D
<xsielement name="LicensePart" type="LicensePartType"/>
<xs:complexType name="LicensePartType">
<xgigequence>
<xs:element ref="oct:Bundle" minOccurs="0"/>
</xsisequences
<xs:attribute name="contentld" use="optional"/> </xs:complexType>
<xs:element mame="License" type="LicenseType"/>
<xs:complexType name="LicenseType">
<xsisequence>
<ksielementre="LicensePart" maxOccurs="unbounded" />
</xg:sequence>

</xs:complexType>

AR ETH R AR T LY
<xsicomplexType name="LicenseTransferRequestPayload Type">
<xs$isequence>
<xsielemernt ref="License™/> <l—@ LR E e

<xs:element ref="Operation"/>
<xsielement ref="oct:Bundle"/>
<xs:element name="Sessionld" type="xs:string” minOccurs="0"/>
<xs;element name="NeedsContentKeys™ type="xs:boolean” minOccurs="0"/>

</xgeomplexType>

[0992]  FESbAEF H, ContentIdList ( W4 ID 4138 ) JuIi il ¥V n] JUHORANE . oot
T —41 LicensePart JuIi. LicensePart JLI#H: oct:Bundle JUII, PTik oct:Bundle JG
TS B VPR 05 UL S T3 BH BT I V7 m] e 4 B FH T I 78 ContentId ( N2 ID) (AT 1%
Contentld J&TE. ¥ Contentld JETEIY LicensePart JoIE bk 7 FL bl % b BT 40 &7 1
XTGAEN T A WA 1D CIEE A g FEHil 4 ) .

[0993]  fE—ASEHEFI Y, Sessionld A RETTIIABEAAAE, BRAFWIR TR #2150 urn:mar]
in:core:1-2:service: license—transfer:release, fERX PG I T 1 G AEAHBY (1) 75 IR B 2%
HEMERT RSB T Sessionld Z2E A B0 AE (S0 EH ) .

[0994] fE — A SEjEf P, WA FEHEMBEECCARE HENEEH K4
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NeedsContentKeys ( T3 EL N A B E] ) Aoy 2 MR AEAE . OTIIAFAE B 7L T
BB B G0 T Y5 L 20 BT I (5 18 N AR 8

[0095]  7E—ANSERtis R OX ARG K, W R A BV R] I

[0996] (1) YHEFE LicensePart Jolii BTk BN TH Contentld J& .

[0997]  (2) AbFEAE LicensePart JU - B4k 2 A 8 A& 14 o

[0998]  (3) 4TIF LTI PFTHCEE LA N 2 1D,

[0999]  (4) AAHRN GEHIFIE %4 .

[1000]  (5) KfATALFR 4 HI e Bt A Control. Actions. Transfer. Check JivE.
[1001]  (6) A PTALIEFHIRN %18 H Control. Actions. Transfer. Perform.

[1002]  AVEEEIFET NG RAEE AT B A . A T SR is i e ixX#e e, v Bloe X
XTI LSS/ IRl . R, I AT LR “Proximi tyCheckSink (4RIT BER & 151 ) 7 X
FIIANEY RS . X W H R R & 5EE AT AL . 458 ART BEAS B I
I 4548 ] “OnSinkProximi tyChecked” [B]3fE 2K [B] 8 By ik Fs il o

[1003] #E— DL, 8 X 7T HETFN KXW ETXHEREWNE MK
ProximityCheck (4B fERI AL ) X 55« fEM S, FA 9 RS T BT 8l — 41X X
55, I HALRAFAERI U, A4 3875 BAFAE OnSinkProximityChecked []3 .

[1004]

Fo AR £l e |
ProximityCheck | ValueList | £ WL B & & 5 4Z 8 &% & #IT4E
S o 1 O
rHE

PHE | LATARIE B B

[1005]  OnSinkProximityChecked [F]iff
[1006]

LA A ik
OnProximityChecked | ValueList | % &2 % & L 5402 — P 8940 IL B
wEHEE AT ZEH,

£H ik

=9 JA T @1 8 8% 5142 A A
KPR cookie (X
}H" ) o
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[1007]  ZEPM A2 ADERATIE. Kl 33 Mk T4 R 2 MERITRE M ESOE
Ko 75K 33 Pron B s, BB W R 3302 4 a] LU b T 454 VAT @7 IR 31/ fid vk
77 FEAIAR ) SOk BV AT R SRV B AH A

[1008] 41l 33 FroR, /£ WE 3302 2 5, N IS AT W b ik (9 420 9 B R
B (ESB) . Itk ESB #] PLAL 7 RunAgentOnPeer X 4% /OnAgentCompletion [F|H. 7E— 4> 5L
JE 15 1, RunAgentOnPeer M 4540 & J& 3312 W 75 B2 K M 22 RunAgent 5 BL 3304 ) T
AZH . TR, B DL, an N HAE OnAgentCompletion [H )4 AR A& i
2] %5 — RunAgentOnPeer/OnAgentCompletion [P / X 4%} ( 7 — 4> 8 £ /> RunAgent/
AgentResult HEAZ# )5 ) , A4 )i RunAgent H & 3304,

[1009]  7E—SLjifi) b, 15 ESB ¥ A 8 RunAgentOnPeer X 4% /OnAgentCompletion [A]
W, BAKERE FEREFEHHEE (W F3)  FE, LESB AT LA 7 Proximi tyCheck
X 5% /0nSinkProximityChecked [A], 7EIX M Ol TR AT 03 FERS A PR i30T HAE RIX R
HIY K2 HT M OnSinkProximityChecked [ ] ESB mrisz Y &5 & .

[1010]  7E—ANSEptifth, BrIFA T ContentKeyList (AR EASIR ) ZF1, RunAgent ¥
3304 1A AT 5 SE AT vt R N R 58 A AH R

[1011] 408l 33 7w, fE45 16 3310 T84T YR 7E RunAgent i & 3304 T RIA K2
Ja, Bk E7E 3310 )il 3312 iX AgentResult (fRIHZE R ) 5 3306, 17— SLifs] 4,
B BE AT S S A B 32 B i ah A AR A

[1012] & Kl 33 B 7, 4 OnAgentCompletion ) §~ J& IR 2% e & A # &7 AT 1
RunAgentOnPeer/OnAgentCompletion [F]1f / X4 XH (IXEMWE ML CELL W ), RN
F 3312 FIRYFENE L 3308, 7E—ASEHEF]H, PRETH E 3308 #EATPIAME R - (1) Philtdi R
[RAR, 13578 3310 HTE Pk il O 48 DIk & WA ), oA A R HR 7R (20
TICRIFAFE L2400 ) , B (1) R BRI OL R, BT SR AR X % (SERTH R+
Wi WY fE] ContentKeyList (AN %A )), WEIH K NeedsContentKey JCIAE % B A H
WAL

[1018]  7E—ANSEHtaf] o, Wil & SR B IA SEBr b2 A e #5775 AREAH OC i 5%
/ TR R I RS (ESB) .

[1014]  FESRMCPIIE LT, ESB I Z4nT LR ) B8R . 75— S8, X S8 B854 T/ 1
BB A TR IR HIT ResourceList ( BYEAIER ) ¥ .

[1015]  FERCINIIIG 00T, 76— AL b, 7511 57 A7 R S I 1) 38 B AR WA AR RE SR 35l
(R 00 W AT 3 2235 1 2 /DIt [R)

[1016] Rz TiXFl ESB XML Ko B4+, I H W] DI A in 2 AT -

[1017]
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<xs:element name="CacheDuration" type="CacheDurationType"/>
LB RE A F L XA >
<xsicomplexType name="CacheDurationType">

<xs:attribute name="type" type="xs:int"/>

<xs:attribute name="value" type="xs:int"/>

<fxs:complexType>

<xs:element nmame="ExtendedStatusBlock" type="ExtendedStatusBlockType"/>

A H EREBHER >
<xs:eomplexType name="ExtendedStatusBlockType">
<xs:sequence>
<xs:element ref="CacheDuration"/>»
<xs:element name="Parameters” type="ValucListBlockType" minOccurs="0"/>
</xsisequence>
“xs:attribute name="globalFlags" type="xs:int" default="0" use="optional"/>
<xsrattribute name="category" type="xs:int" use="required" />
<xs:attribute name="subcategory" type="xs:int" use="optional"/>

<xs:attribute name="localFlags" type="xs:int" use="required"/>

</xsicomplexType>

[1018] "I b ik etk B/ T S X ML R — A STt A5 130 -F IASE FH A3 DL i 9 5 o 70
BT R A 5 AR UL R VAT PI

[1019]  — F&JH AR AHCARESAEAE, B4 OK

[1020] - 3% .

(10211 — G ARG L0480 X rp i R AR A AR 4RI, 4 P8 0K — O AT BLARIIE— A4
AT

[1022]  fRE %0 DRMClientl iE K AR ER N M AR R . A5 LLF 24800 W B 1E R ENE
f5 (%0 DRMClientl) &iZZ|YE (BC F AR

[1023] - VFH] 5 {5 1E AREL AL I A A AH DR IR ) P AT

[1024] - #{F= urn:marlin:core:1-0:service:license—transfer:render

[1025] - R =15 M MET A

[1026] =4 £ i i K I, Y5 N H 2H 78 AH OC 59 E AL % JF H i H Control. Actions.

Transfer. Perform /yk. THzsH T A T8 3 SORCH BUEE 128 00 5 v 00 vl B P8
[1027]
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[*  & B T k6 th A
AILIEIE
ESB* TransferRenderPerform(HostObjectTree* t) {
g o
if (t->GetObject(“SeaShell/.../lock™) = NULL) {
return new ESB(ACTION DENIED);

}else {
/BT R R AR, AR R A LT AT
t->SetObject(“SeaShell/.../lock™, 1);
t->SetObject(“SeaShell/.../lock@ExpirationTime,
Time.GetCurrent() + 180);
// 3B %) €, 4 RunAgentOnPeer # ESB
/3 FrF= OnAgentCompleted B i
return new ESB(ACTION_GRANTED,
new Obligation(RUN AGENT ON PEER,
CheckDomainAgent),
[1028]
new Callback(ON_AGENT COMPLETED,
RenderAgentCompleted)):

}

[10290] R EHILARBEHE, IATAT RunAgentOnPeer X 4% . FFH A E CheckDomainAgent
JIERI TSR & 3% RunAgent VH 8 o A3 b v BT, 15 1 B HH 78 AH 2 ) B ML % 3 B H
CheckDomainAgent J57¥%. FHi7Z~H T CheckDomainAgent Wi BHIEIRTS .

[1030]
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/ * CheckDomainAgent 65 4% 4% /
AgentResult* CheckDomainAgent(HostObjectTree* t) {
[ BB S AT R T 5
if (IsNodeReachable(*“urn:marlin:...:domain2042x™)) {
return new AgentResult(SUCCESS);

}else {
return new AgentResult(FAILURE);

}
[1031] Oy 7 0 od B H Y, BE 15 18 B0 A2 12 80P . R e, 5 18 IE A s A RE 4
R I AgentResult ¥ B 4% I AgentResult I, Y5 R 8 B 77 k. Nima i T
RenderAgentCompleted [{6 BH ARG .
[1032]
/ * RenderAgentCompleted #1425 % /
ESB* RenderAgentCompleted(HostObjectTree* t,
AgentResult® ar)

if (ar->IsSuccess()) {
/R L4 /E A 69 ESB
A e By R B A St
return new
CacheDuration(0));
} else {
/AR B AT AR B AR E
return new ESB(ACTION GRANTED,
new Obligation(CHECK PROXIMITY,

ESB(ACTION_GRANTED, new

[1033]
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t=>GetObject(*.../Sink/1d”),
new
Callback(ON_SINK PROXIMITY CHECKED,

ProximityCheckCompleted));
5
b
[1034]  FeAi]C & Af e AREE T MRS AT T (570 BRI R Beh% . ROEIREITH R, b 7 )
HEHA Q) (R FHE BB R 5150 A28 ) (570 T80 N2 i ) 2528,
(i1) 57 T BT 6 72 (1 ik A7 R 1A K ESB (FEIX RIS 0L N 0 0, Bk E Frik 518 Rk
RO 1] N 28 B B R ) o 5 T B v I, S T B A EIR N 2 0T B P
B AR
[1035]  PUAEME AR BAE AL A H s B2 4% DRMCLient2 B A, [ BZE T ATk i 2%
FEZIR EABUE T 180 70 bh. sEisitisd, = HI 7 £ DRMClient ] 4% K STOP i, DRMClientl
TRl P B Ve R S (R VA T B Do 24 B i ST, 9 2 DK SEL 7S AH D F2 LRt
% 3t HiflHH Control. Actions. Transfer. Perform J5ik., FHizn T H T8 B Al 5B
TR 5 2 U B T O A
[1036]
[ 32 K BTy ik 6 th A
Pk B
ESB* TransferReleasePerform(HostObjectTree* t) {
N EPRR
if (t->GetObject(“SeaShell/.../lock™) != NULL) {
t->SetObject(“SeaShell/.../lock, NULL): /M 1%
return new ESB(ACTION GRANTED);
1 else {
return new ESB(ACTION DENIED);
}
}
[1037]  HHT-7E ESB Fi A $ 2 X 55 / B3, Bt LUX B RAE ] FH U ESB ] [A] R IA IR EIH & .
[1038]  BATTIT Sk IR ASE A A7 00 240 0 B 7 A S8 S i) v, P IR 11938 5K DRMClient AN
LA H T VP A o RS AN D6 IS RIS T, 450 0] DL gl sk A8 A 2, I H 4
FEIILAR ) FH P 28 T LR TOT IR P 25
[1039] 11. 3FP
[1040]  7E— NS 8] rv, SIED F S AR AR 3 A1) 00 A 23 B 1) 2 ) 2 -2 4 AT A 2 TR
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Py 5 2 B AR S HR R AR E

[1041]  7E—2ESytifsoh, DRM 5134k vt i T S A e R BEORSRZ, IF Honl LU 7E
EMHE R T r R B R, 8 A RO B R SE . BRIFESIFEAR A 2 4, 7 — 25T
JE ) A, AT LA E SOOGT PTIESE 2 SR TR B TAEA A I &y, axm] DUIE
0 A AT A AIE TS B AR AE YR AL — 5 o I A B A Rk SE I . FEX PR R b B gm s 11
EE DRM 5 ZE Retp i & LA 2SR R e N S 2 B A B LU T B 1. i, e
] B A AR IR TS, A B R AR 2 i PR e B T o — R g T s A A
HERERS, FTRUE A RV T2 H B S T84 . BT HTFREIEBHEHEAR
()8 SOIE AN B R IR IX PP A, 3842 PR A % TR I8 B i W B AT 122 28 DRM 51 3%
FH B TCIUAH O 145 A > Bt ALE — A S 4 A 3 e DRM 5 | 385 FH I 20 SRR 4R A AR UE 5 1 25
TP sk fRin, ol C Bl & 4 8 H ik DRM 5 [ E8 (1) N F >R Ab B

[1042]  FE—ANSEHEE] 25 P 4 v i 2930 e A5 A 200 R0 W 2R ke Rk o A A
KNG E T A SRR G AT AR RN S AR o] DR b Sl sk £iA 50 &4
PFo AR SEHAG Y, B KIS UE X B IE 3 2000 IR AR AT 360 UE s B B2 SR B PR DRM 5 | 347
S I HAEXT 2 B P R R VP 2R 9T45 DRM 51735, BTk DRM 5 | 245 F i ST s 451k
PATZIET . R P HAT R E5 Ry, B A ZE R A 21 300

[1043]  7E—ANSEHtif o), 29 RFR P A 55 2R R R (B . “ B 7R WRE T 2 L4, IF A
“UR7EME AR LIRS AR A S, AR AR R 2 BN SUE R Pk b
I OE BT DA SRR YoE, i R AL EN SR O H TREPRE R AT
TR SCHAE BB T2 DRM 5 38 SR 3G AEIE 1 R B A R A A 28 A g v . 0, FEAE
FH B 4 6 % 7 1915 B2 BT, 2E— S SZiif9) & DRM 5 |38 32 B GAF B 25 4 BTl A % (1 25 68 1
IEBAVFZEHH T ZER . APATA AR, R ¢ T8 28 J8 M LU b Il B 25 5 |
RS s Ja PR SRR 78 ML RS

[1044]  7E—/NSEHE b, Bl i N 28 A0 3 J v 0 20 SRR P 4 g b5 8 JE UM AR i A8
B, lERINACHE RS T % L & F h “Octopus. Certificate. <Category>. Check 7] & /b—
AN g, Horp 2507 A FR A T3 B FR B A AR M e . FETR AN I s /T, T
AIEFE P S 50 I N HERR o AR L B HE R - S50 B AR A0 5 B T BT vP A5 e B
IEESTIP

[1045]  12. }(F54

[1046]  FEAR LS5 vh, XT H DRM 51 28 oA I 1) — S s b AT 28 44 . T ik
TAE—ASEHE P B XML 20725 4 Ve (http: //www. w3. org/TR/xmldsig—core)
( “XMLDSig”) KX X AT T 4. HAL BHAR T 5 XML £ H 0 (http://www.
w3. org/TR/xml-exc—cl4n/) ( “cldn—ex”) FEAM XML FIFIE 7%, Hob i v] LA EE XML 44
FRZZ A58 (non—XML-namespace—aware) [FFENT# KA. M=% D 324 7 R F 7l Xt %
AT SE 205 B, A 45 A T B S 4 90 58 1 07 2SR A6 Gt SRS =74 e 400 1) 1 B 12
[1047]  Gnl&] 28,34 F1 35 Frow, FEHLIE St 5] o DRM V] A () 3 s o b 4728 4 . i
TEFE] 28,34 1 35 T s HA R TS 5 RTE By 11 B BH 2 B O B e A mT A A R AR A
WKl 34 Fros, AEARIE L] T, a2 3402 43 AL HE N A B AT 3404 FIEE I %
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3406 ()2 h R B R (BBl MR e ) 34053407 . #5Hi45 3402 A% B 4 ) F MAC (B
PIE AR A2 A IMAC) MIAHZE RS (— Oy WA BT TR I A4 ) 3412 1M
B o LEAUIESEHERE) T, 3 HI88 A 4 3412 AR B2 A8 P 25235 B SRk FH HMAC 3410 1
PEREAA I o N BEAR, 7R S, O T TR ) R S ) B R AT K, W]
DI L2844 7 5 o ol , AR 48 07 28 m] DL T dil#s F0 / sidsdil i 25 44, 15 n PK
PR MAC %5, 1R 55— B, W] DL R 2 SR A 928 20X — 3 V1 ST () MAC 2544 , T AN 7
3 48 AL BT 0 4 B ST IR SR AR I B MAC 2544 . ZE X —9 1+, W LAF
I MAC FIA A2 R B Lt . AENIEBEE S Ab, v LUAE A I IR AN [R] iy 2% ok
XA NI AR 28,34 FT 35 ffk B —LL st 7R T JLFRA s A 2 HoAR, 2R 1 Y
B, IR SR A Ui B E I AN BRFITER . B 35 K T isiilge sl 2 W s 4]
[Rysicitisl] . anl 35 P, 76— S b, RS P28 SR A 45 U 3% 4 HMAC 1 PKT 28
4.

[1048]  TE—ANsiitafslrh, BB bR A AR AIHTEE (A8 FH BRI & 0k 2 (AL R 3 B 4 AR
] ) LR A Ei%ﬁb%;eﬁsﬂiz%?ﬁ%asz% T XML R R A b 2 i NS4
F 2 5 5 L AYE XML (cl4n—ex) AH[A]. 25— PR A JE Mk S oo 75 24 T 4H ]
4B A,

[1040] & 42 7R T AE—ANSEH ) 1 AE c14n—ex R B 1 XML #EEAL 2 TR G &, Horp
<xml> ATATH B XML, I35 B rh WA 7E <xml> B A6 Se 4 3 HLIA 4 7R 25 18] i 45 it
<xml>? = <xml>”,

[1050] NI HE T 454 T R TR A AR, AR ORI S, A P AR AE R XML FE
STENS

[1051]

JRAL Ry <nl:elem2 id="foo"
xmlns:n0="foo:bar"
xmlns:nl="http://example.net”
xmlns:n3="ftp://example.org">
<n3:stuff/>
</nlielem2>
LOE bl <elem2 xmlns="http://example.net" id="foo">
<stuff xmlns="ftp://example.org"/>
</elem2> |
[1052] ZEUET BT it R 1925 4 Ju B T XMLDSig 4 #% 2% [A] (xmlns = http://www.
w3. org/2000/09/xmldsig#) I HAE XMLDSig U1 i i€ A XML P g Mo AE—ASE i
il , DRM XS %1 XML 7R i) A4 oI <Bundle (W ) > JoHL.

[1053]  ZE—SCifl, e B4 LU X4 -
[1054] W55
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[1055] MR

[1056]  ER¥=Hil#s

[1057] ¥z (H]ik)

[1058] MRy J&& (HUHR e P g )

[1050]  FE—ANSEHlf]h, 4844 T B pk 7 B JF H. <Signature> JUIH #AF(E T <Bundle> Xf
Zorf, ik <Bundled> X G A& /5 ERAE A IR BN XML KR .

[1060]  7E—NSEHEf]F, <Signature (2544 )> ety

[1061] M <SignedInfo> Joli

[1062] M <SignatureValue> JGII

[1063] M <KeyInfo> JGIi

[1064]  #E—NSEHEf]+, <SignedInfod> #iALLF LI -

[1065] <CanonicalizationMethod>—fF— 5L+, <Canonical izationMethod> JGI
NI A A EN AU ME . http://www. w3. org/2001/10/xml—exc—cl4n#

[1066]  <SignatureMethod>—7E—SLJfif5]H, <SignatureMethod> JuIi A& 7 (1 7 HHH
EREME P U RA LT -

[1067] M http://www.w3. org/2000/09/xmldsig#hmac—shal (HMAC 2544 )

[1068] M http://www.w3.org/2000/09/xmldsighrsa—shal ( ANEHZEZ )

[1069]  <Reference>—7E— 5L v, i F—A~ Lh X 57 Sl AH 1R 1) % B ok 45 44
CHan, o428 A T 280 5, 1K ] BE A& XATE L ) , B4 4E <SignedInfo> HLAHLA] LA
FEAE—EZ A Reference ( 51 ) > oI,

[1070]  FE—ASifsl , XX G2 I, <Reference> JLIK ‘URL” J@ AL Ky 51 FIXT 4
[ IDo XA XML JT LS 44 I (A e F T4 il i R i A S8 4 TR I 2 A28 44 5 0
H), URT B4 BT S | FH eIy < 1d” J& M e

[1071]  FE—ANSEH b, 245 | 48 o G, 78 Bk 5 | A B 46 I A 2 A5 XML
TR R HIIE I S )T <Tranforms (284 ) > HeAE XMLDSig 3 B H X 4%
oo EIEAE— LR, <Reference> JTIUR A JSLER

[1072]

<Tranforms>
<Transform Algorithm="http://www.intertrust.com/octopus/cbs-1_0"/>

</Tranforms>

[1073]  Fff st DARAEL T B INME B A5 — A SEHEE B, X T R 5] R A v e
{Tranform>.

[1074]  #F— A SEHE ), <DigestMethod> Jo T =% (1 JF H I & ik g B DL F {E -
http://www. w3. org/2000/09/xmldsig#shal

[1075] <DigestValue (2 (H ) > JUIIAL S ] base64 Fmlid({H .

[1076]  <SignatureValue (254418 ) >——AE St b, 254 (R M HIHE KeylInfo> Jo
TP TR 125 oK base64 g HIFEAL (ex—cl4n) <SignedInfo> JCIHIAE 414

[1077] <KeyInfo>
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[1078] M T=HHIA8 46 %25 4 1¥) HIMAC-SHAL f5

[1079]  £E— S, 7E X Fiig o K <KeyInfo> R % T :<KeyName>, F T
L4800 HMAC 254418 M 2581 1D,

[1080]  f3l¥ :

[1081]

<Keylnfo>
<KeyName>urn:x-octopus:secret-key:1001</KeyName>
</KeylInfo>

[1082] M RSA-SHA1 15
[1083]  ZE— A SEHEM b, X FH LT, 76 X, 509v3 UE 1 P #s 7 B T30 F 25 44 (1 A 8 3F
HFT IR 25 R] LU H e UE A5 B F , B iR 3 5 % 58 Bl 1] CA AR BIE 15 % 4% e i 2 T R
EER,
[1084] X 26 {F 5 4 &k M base64 g7 15 I # 75 7F <X509Certificate> Ju T . IX 4&
<X509Certificate> LM AR <Keylnfo> JLHfH <X509Data> JLIF%F =, 3 H 4k Fa i
P, NS ZHPRE DG, BE EERIEET.
[1085] M (& T faivfid WL, MR A A A R P AE T AE s M BR A4 R 44 1
FHT kKW -
[1086]
<KeylInfo>
<X509Data>
< B LN IES >
<X509Certificate>MIICh...</X509Certificate>
<—BZ ARG F HGEH >
<X509Certificate>MIICo...</X509Certificate>
</X509Data>
</Keylnfo>
[1087]  ZE—A~SEilfs] , #5280 G 0 TR A28 B AR R P T s | /N A%
AR T ERLA 2/0— IMAC 254 . H T HPLe2s 2 p AN B2 R AT 5 | I ) 32581
WG A BT AL B 1 9 2 2 A
[1088]  #HHlgsim] LA RSA 2544 . AE— Sl 4, dn R IX P2 A7HE, I A LB 2k
184 <Reference> 1EH T FTIA N G BIEA IMAC 22 P I A T SEIRIX A, 75— A St f41)
H, T RSA 25 % 1] <Signature> JUIAAIAER A XML SCRY N BAME—/) ‘1d” JB ik, H
TERES HMAC 2244 1) <Reference> JuliZ —H i A “URT J@ k. 7E—SChEflh, 5 urss
AR 45 R 4 HMAC 25 44 TIE Y RSA 2544 .
[1089]  f4i]f :
[1090]
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<Signature Id="Signature.0" xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<Reference | :
URI="urn:x-octopus.intertrust.com:controller:37A5 0262EE33 89A14ABCOBC7BESD
43E5">
<Transforms>
<Transform Algorithm="http://www intertrust.com/Octopus/xmidsig#cbs-1_0"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue>G1zXF9Sz/zCwH6MaFm00ObOQcxuk=</Digest Value>
</Reference>

</SignedInfo>

<SignatureValue>mjoyW+w2S9iZDG/ha4eWYD 1RmhQuqRuuSN977NODpzwUD02
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FdsAICVjAcw7{4nFWuvtawW/cIFzYP/pjFebESCvurHUsEaR 1/LYLDkpWWxh/LIEp4
r3yROkUs0AU3524BDxDxQE7nUdqU9YMpnjAZEGpuxdPeZIM1vyKqNDpTk94=</Si
gnatureValue>
<Keylnfo> ‘
<X509Data><X509Certificate>MIICh...</X509Certificate></X509Data>
</KeyInfo>
</Signature>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod
Algorithm="http://www. w3 .org/2001/1 0/xml-exc-c14n#"/>
<SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#hmac-shal"/>
<Reference URI="#Signature.0">
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue>AqPVO0nvNj/vc511cMyKIngGNKtM=</DigestValue>
</Reference>
<Reference URI="urn:x-octopus.intertrust.com:controller:1357">
<Transforms>
<Transform
Algorithm="http://www.intertrust.com/Octopus/xmldsig#cbs-1_0"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue>G1zXF9Sz/zCwH6MaFm00ObOQcxuk=</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>TcKBsZZy+Yp3doOkZ62LTfY+ntQ=</SignatureValue>
<KeyInfo>
<KeyName>urn:x-octopus.intertrust.com:secret-key:2001</KeyName>
</KeylInfo>
</Signature>
[1001]  13. SBUTFERT A PRI
[1002]  7E-—SESIE ], W] REAY AR AR TR SR S A4 40 B QR FE R PR AIXS 2 iR 95 A/
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B HE RGO TT ) (0, 35 B g il S 138 I 32 AR 4 B N A TG # LRI P X

BEW 25 I3 oy 2 AR G 2 AP RTRRIN ) o T TR A ST A A U ST 481, B ok S i A5

TEAE TR AT B SRR A A 5 (G Ol e itk AR e & bl B TR 5 20

FFER B BN SCRE B N, G B R 2 R AR RCR) A B R ) B S R

BRI Y BR AR, TR ARIT B A A RGN E A BRI R T RCR)E B B SIS

A4 4 AR B ), 3 HL e H AR 3T FE RS A B AR W] DATE W 4 IR 25 HZR R 48 bR s 85

i, W ANTE ‘551 HIIERIAR ) BRSO B P A/ BT B & 4 B S SE .

[1098]  7E—ANS it 5], 388 b 05 5 — v A5 0Y RER AR RIS P B — o R

SSUVE SRR e NPT A B BRI TR) SR AT AR FE RS A o W SR Pk i) [R) &/ TP O (G

R A SRS P E S R R N ), S AR FE R A AN S RN

[1094] NV PRAE, HHTAFAE &R nT LU SR RGN / B3 B2 RS AN (7] 194 294 32 2 1) 254

JIT LAZE 7 I [R) 2 0] UGERY. T 1] Be R S o 76— Lo SEifs) o, AR Ab il ] B b 200, 5 H.

WIERAE SR/ g B A7 8 (AR 3R N [A) /N T 100 SO (A9, 8 22 A Bl AT T HL 2 3 >4 [ I TR

T ) MIANE G A A A 1 AT A PRad W9 286 1 42, 3 ] Be R RS T SRORH M N5 i S AR e AH

XG5 IS4 AR AT A A A U A A2 BRI Y o AR SIS, T LIRS e T A P Y P e ks

A4, IF HASR AT IR I [R) LK RT A R FH T4 AN [F] R 9 2 e

[1095]  FEALIESCHEWG] H, A1 RS A Savral (flan, 287w ) KA HAn (i, IS ) 1

RITSE . FE—ASEHE , PSR AR, 142 B T4 7= 42 T A Fh 1, BT il p 744 A

HHARR A Z 2T S8 M ——A AL, HERAS D EE b sl . 201 R 7 10k S

P340 2 B0 R AT < AR — A S A9 SRR AN 2 EH A

[1096]  MFhT S 7240 Q FIZH R

[1097]  FE—ANSHEf] b, IR L R AR MFD T S 3RAG4L R Ry = 1™ S) o b HW) &%t

TR M EI B B B H RO B, IF Y o> = 1 3R HH 0D = Mk, ') = HE (M) .

F“élfiﬁﬁ XU T A SR A i — AN Ul B M ROR, FF HLAE A I 2 SR () s Ol T AR
' St o] DU L E R AR

[1098]  {E—ANSEHifs] 4, H T B8 e £ H IR 92502 SHAL (9 12 WLFIPS PUB 180-1. %24

B AR . 25 EFRUEFF AR L / EZEZ Ph4s# (U. S. Department of Commerce/National

Institute of Standards and Technology)) , ANiE N 24 F i, 75 H 2 St ) v, w] DAA# A

B T BRI

[1099]  7E—ANSEhtifglrh, 1 T AT AR FER A, o A7 (i, %/ om ) HF H“B”

s Bbr (i, ks ) -

[1100] () W1 EJroR, A 74 Q XTRHIEUZE R « {Re, Ry}, {Ry, R} =+ {Rog o, Rog 1) o

[1101]1  (b)A [n] B &% E(PubB, {Q, S}), P E(Y, X) #57s T M A EH Y N X, Jf H. PubB

P T BIEAE / RN PRI AH.

[1102] () w1 BJos, B % {Q, S} FF HAsEIH & R,

[1103]  (d)B ] A RIAFANLMER B B4k 4L .

[1104]  (e) AT EES K WEANF,

[1105] () A & T,=" S HTI A,

[1106] (g)A ] B Ri% « {k, Ryt o
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[1107]  (h) 415 Ry fE 2 IEFART, B4 B H R g (EH A .

[1108] (i) A& D =F B4 ETIE -T0.

[1109]  (3) AT Rowe 2R UL, 405 B R IEFAE ] A 7 H U0, 3F H D /N TAiE HT B,
A3 PEARS B A S N I 6

[1110] iR k+1<Q, A4 A WT LB IR I k F HAEERPIR () REH 2. w3
T EHAT Q L EHI &, A4 AT CALLHTHZE R AP BR (a) FFah . B idE—2esi i i) v,
ATLVE L (BURE SOk ) AT AR AR B, B BIAE Tw S [ R A AT L ) i [
(B WERAE R T ooty / w32 A1) B TR U 23 b 7 S N U 1 IERR R Y. ) 5 3X
S ERLA RIS AN 1 s A I AE BT LR (R 4RI B N 5 S 5 12 I P 49 e e L KT A o\ e
A A B SR B IR Y TR

(11111 [ 36 Bl7R 1 B Pl s, Horbali (A) B Hbr (B) 2 S7E T B2 104 (A)
[RIRBIT LN o il 36 Fros, A W] DL S TH Y 55 3602, Brid v 571 A 3602 4 & 2 R 9
(I 28 (AN, & 5 PRI SO VEREFSE ) R/ B FEVHETT A (B) 3606 s ] 52 A4 T I 2%
PR BRI AT AL (N, BER% B EA5E ), TR 2RI N BAEAETETF BT AU B 3606
e T ). 5 A BN BT ARG B4 HI T IR BB R T LIS A 3602 K
— &8I B IR A= (i, SR B R A PR ITE R BE 2% ) o« VE AR 54, 1]
DIAEVHSR T RUA 3602 KR G gR o il St A sfimg (BTihvH 1 fi A 3602 i dnm] LA iE K
JEBAR MY WA R RS ) o BT, A3 RS A AN 06 A2 FH R SN LT AT (R s AR e i 45 5 1E
HARE R DU THE Y A 3602 7E W THEY B 3606 AIE N A BN T MM BLZ BTE
R ERAE RGP BRI — 282k Vh . DR 7 asR e SE IR R IR/ BN, R IE K T B A
B 3606 73 & 52 PR I N A BN 507 AR, ZETHEY A 3602 FAsAT AR / st
AT DAPAT BB AR FERS B B VR A EREB ST 41, W LA TIOE R BB AT AR FE R A (49
Ur, —R—I ) CUERHE T B AR SR SR AR A Y, LS I &1 T S A A2 15 1l
XA SCR R Ui 1Y /0B 3606 W] LARRAR A 70 T BRI ARUT FE Iy (440, ELBIHAT R —IKk
R A, ERITOE LRI TR s 5% ) .

[1112] Gl 36 fron, — H A R B 58 BAT AT W 4f & B0 B (4] tn, B i 28 3% (a) 2
(e))3604.3608, A Fl B gt I\ 35 2¢ 4 TF B 5950 — ma fY. A2 46 (5 o, B0 3R () 3
(1)) 3610, Jrik A2 #ufd A REAS € B A& 5 7 W] B2 ISR FE Y o

[1113] 418l 36 Frow, fE— sl h A 3602 [n] B 3606 KIX W EIEK 3604, Prid ik B il
sk 3604 4% E (PubB, {Q, S})——R[, %7 Q MEH , LA B AT 28 (a0, th B
TEMRA A BN SOIB S A IS8 ) s A2 % Fh 7 So ZE— S, {Q, S} 2
A 2 T P QL 279 ) A S (16 2 ) B i, fo— A sgitfrh, 48 4 RSA
NEINEE (4004 B. Kaliski. J. Staddon, PKCS#1 i) RSA Cryptography Specifications
Version 2.0 FFTHiiA, IETF RFC2437, 1998 4F 10 H ) RHATINZS . 7E408%E St 1, PubB
BHRECLH ABEH AN T, IF HHGEEH Oagiir. RE ER 36 st TAB
3606 F| A 3602 [ ¥ B MM 3608, ANid 78 H e St o, AN H BB W Y. 3608 WISGHT BT R
O, PERRCACE G 5K 3604 2 )5, B 3606 JLib HSGTHRZL R, MEXT >R B A 3602 BE 5 Bt
AT P e K

[1114] 4o & 36 Frzn, A 36-2 [n] B & 3K ot # 1 5K 3612, T & T 1 35 3K 3612 1 4% [k,
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Row — BRI, R 5| k RARHEFI T T - S IAH N AR o 26— AN SEREBI, [k, Ryw] /2 H base64
GBI AR IR 28 T OB k(L7750 ) A Ry (20 7757 ) B it H% LA . 0 8] 36
Jr7s, AE— AL EH 1, B 3606 Al ERVER M) A 3602 1A Brifiia Y. 3614, Brid it i i, 3614
H Rowern ZHl——B, oK B BTHIE K 3612 BIAHN RS o 76— SEHEBI 1, R g2 H baseb4d
GBI ) 28 T P I Ry (20 7749 ) B U LAHAR A

[1115] 37 7 T AT LU REAE b ok 408 30 PR R 2 P U8 1 SISk 48 R B2 AR A N
UG 1. ZRE ST, e ik AN AN E LA T RuH PN ARG
(PVR) 3702 ¥l SLARIT & 3708 PN ¥ T 1A 4% 22 FH T IR PVR 15 1] Y 258 R SE s o AT 461 4
7EPVR 3702 LIz AT (I BEAS A AT LIS A TSR 28 PVR 3702 X N A 1HEAT U5 il I 10 &
3704 F1 3706 HATABUT FEAT A . 7EE] 37 T o B i, 108 3706 ANTE HH IR 25 FHE Y 3 3
W T e SLRIARIT A 3708 N, I H4s ik PVR 3702 46485 il AHLLZ N, 4% 3704 7EFTIR AN
W I B atg vrm (), & [ W % 3704 B PYR 3702 [ BATH BE IS — i 2
W R ) o AENIERESS A1, ik vl DL S S HIRE T, Tl #5 IFE o A8 & nl /B R A H
PVR 3702 4RI AT 2, IF Han 3k % 3704 B2 H PVR 3702 7w X ARIEE 3708 24k,
I AAELE Y 4% 3704 HE— % N BT 15 1) o

[1116] AWM E

(11171 FEARIE e, B0y B R4 DL — 28 43

[1118]  @XFTFALATL R K Ut, FFAFAHAFE k REZOFLE (O 2 (1) BIEH.
[1119] @ UISATAT— 7l T BB AMRTH R, I A kWi, Brid &kl AMFE
[1120]  OWRIELIE (g) TRT Rkl B M T A IEME

[1121]  OWRIELIE (a) " Q ATEFTTEEHIFEE M

[1122]  OWREMM P ELR k

[1123] O k Hid Q

[1124]  AENEFEE T AN UERAE D IR (h) A B T A IEF A Ry » A I 7EHE
S, AT DAYk OB AN IE A Y .

[1125] RS FAR, Q (1955 D0 (AN T0 2 SR A TR 15 (i — 8 E ke 1 5 320 1) 8 T fl — R 5%
(A5G, Do 284 3 P82 A DR AT B8 25 QA R I BB ME AR ) o ALt SEB J7 eUpIE B 7E il B X
R PR e R G o 7E— A S, B ST 006 T Q Sl i SR /M 64 FF BT B
RS EFE 8ms ( HA LLA- R FEA P45, 8ms WX AT JL0E LSRR ) o

[1126] PRIl z2 4 TRmE

[1127]  fEARIE SR, X T A HE R A R A T BB 2 at. BT Irss iy
BRI (B, 20 5747 ) BLACEATTA ZBEATL PR ) I el i it Ad A SHAL By kel e Ty
%) s RUME B ek 2 BB IR a8 5K, 104 Pk Bk 2 B0 LE A 1) ) S 70 2608 b o AN T
AT,

[1128] RV Y ERME, o SO 2 Ui B M 1, I HLAE A B 1% 5L e R B SR B g 4 ol T
A DL TR 2805 flan, BAR b TR T b A EH AR 2 P, AN I AT A 0 1 i R
ATV TR / R 2E—AS SR, SR T LR AR A B BRI N 14k
H /W5, 7B/ mver DUOURAEEECE /W ER A T B A (Hian, A ) B Kki%
TR — 24, I H B ) A R PTIR T B RS A5 ) o RUE IR AR T B Z 254
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36 Pt s iz e (P RS T 20 AT S FASI ) , A AE—
LESAG X R 22 A SE ] Re R AR BB IR (R S 18] A ) 9 B AR W] A P A 41 3 A A AL
THAH 2R b s S SEBR AR BB U0 T ) 5 IF HAESL e Sl A, ml DL i 22 R AT 403
2 d I 5 2 A M, Horh RVE AR s T B LU R T BAE N B T I, AN i Mo e
IERAAG W25 5 207 B LIRS e 91 0 W] ek S T 4 B 1 n iy Ttk /s o AR b sz o
HA B R TE A H D EASESER) [EAf M R, (a3 B (1 e SCH 43 Ee L )
B, SR A A5 A 0] AR A A A2 B 1

[1120] 24 7 U BANAERE, B $R 0L 1 48U FE RS A U s b 78 Uk BH MR 5 o 7R 048]+, 28
— 14 SRC A& I EEE (BTFEALME: ) 55 & SNKIfE . FRAIEZE R 24t
452 SRC FIT SNK 2 75 4% L AEAR T FE (3228 SNK %63k [ SRC [ 38 1298 SR A5 HH i )57 BT 46 2% 1 it
[ E ) LA . M SRC [a] SNK &3 B sl 4 v 8., I H. SNK ) B 98 EoR & o 7
R TV R ST i S 2 TR) PRI B BRVEAE IR N TR) B RTT . Ok 1 3BES0AE SNK 152 FF 3% [ 3
W [P 2 T ()7 5 NS D B2 IR Y 5 0 A B S os B RS ] B 2D s gk AT ooty / i
NIE A . H b, — MRS S S TSR SRC B SNK 7B K H S A e i 3 2 [R) BE AT %5 1 is
Ho

[1130] 4 T H#afR A SNK BEAE Xk B SRC KB A= A S By (54, o 7 8850 mp i) A
[ B, Forh 55 = 5wl DLk B SRC 1 ity H HL 1] 9] A 326 i )97, 3 -4 SNK. 2 48 1) [ —
FE) S BT P S0E T U a0 S 4k 4k

[1131] (1) SRC QEFAES . LEAAZE pH— T 8Y 22 X R ATL B P B AT A o

[1132]  (2) SRC [n] SNK Ak o P iSRS 38 23 AN A 0 I TRV RS KT o s Bk 25 HH SRC
SNK SRARFFHLES o AR IR IR AT SNK AT P Fib 25 1 7 2R R P iR db 3 o 31X — b )
22 FHAE SRC T SNK 2 [R) 22 A VAIEAS 1 >R R b Fib 25 (5, SRC ] LU A ‘& Jnidd A SNK A
AAHNFAHI A AN BB 2L ) o FREEAR A2 IR BRI BEATE . RIEAE
A8 FH KPS 1 SIS Tt Ag) v, 2 D R e BT R 36 ()RR S e I R R A SNK AR DATH B slHE ST 4L
H AR B o 540, A2 40 n] LU RENLAD 740 5, 4 ] LU R Bl Oy RENLEUR A2 882K
7R B GO BEALEL

[1133]  (3) —H. SRC ANiE SNK ¥ & H i sty (440, SNK W] DALE R OR b BEAR 3 B 2 J5
I READY yH 5. ) » SRC AN SUAIVH R o A T A FOAW S . 1 e ik S ifs) , SRC
ERERENLEOS 2 — o BAE A — 5 BLE, A Fof i S SR S FH T 3R IR BRI T DL R A
EAHRPRA S H 2 — R

[1134]  (4) SRC W= YT A [A{E TO. FEMZ 5, SRC LRI ] SNK A% B B (AT E
BT ) I BN . VR A EEE, SRC T LLYE R IX W B2 BT ( Akkikde
SHAT AT LR IS E (B, e B 42% ) 2 G ) SCRIINE a7 8 10,

[1135]  (5) SNK B2l ity , 5 st e ] DABR IE Se AT LB R I X S 2 — . SNK RS 2 5 1 0 1)
B AL P T 5o (1) — 38 43 FF LA s e 7 5 J5 B o) 7 3 VB0, 2 1 R0 1 S — B AT LB
{Ho

[1136]  (6) SNK 1] SRC KIXMIN B ( AFEMEHBEFEL ) .

[1137]  (7)SRC Hema Ny 5., H H WS Y uT I A T1 8. AR I RTT 2&F T1-T0,
[1138]  (8) SRCHSHIE 7 M B - BT FE AT ()4 ) 5 T Ay ST P e B R0 vh i) 5 — Ao i 2R ik
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HHUCES, A4 oy N g 2, FF H. SRC 7] LAf{E SNK 7E HH 43 1% i 18] By 2 B (R 4R FE Y .
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AR o A T R RR R, AT DA R AS IR 3 R A, AT DA AN [ L S 5%

[1140]  14. 4k

[1141]  FESCFR A A X B R B9 R Gefn 72, v CL LR FiAS [R] (59 20 0 9 HAS A 4% FhAS
A IR AR SR 22 4 1 o 3X BT R S B4R P T DRM 5 | B AH ¢ WL A B B T E R4 LA
A S 8 m] e B 24 4 2. 24 DRM 5 | B2 0 = AL 42 R P i IR RESR A I, 38
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ANHF R LR g S 11/338, 187, 1E 4 US-2006-0123249-A1 23 IF 5 L & 36 [ & H 5
7,124, 170B1 §) Secure Processing Unit Systems and Methods 3k 23X Fl s A AL 2 14
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U B0 e AL SREAT 45 B A4S S E R IR & A 2z a5 o AR, O 1 % o A
MRS5S, P i 55 nT e o 22 1ig Birid 2 7 S 42 (L AR

[1158]
[1159]

136

SEAART LAAT AL U 19 B 55 BT 25 45 IR e R 07 s 1A 466
@ L HiH 5K (CRL)




CN 102882677 B 1«51'1 AA :F' 134/232 71

[1160]  @ITIEREIEABIEIRS, W WAELIUE RSP (Online Certificate Status
Protocol OCSP) W&+

[1161] @A T BB UEFIEHE 12

[1162]  JE3HAH53& (CRL)

[1163]  HaS 512 AT LA H AN [R] () SE R F RS0 & e VP ] VB M e i, b
HUIAE T4 b R TR 5% 52 2116 35 1 DUoR Ut 2 S A R o W] BUAE T 2 PR AR >k 43 % CRL.

flhn, — 2L R Gy nl AT AT B4 CRL, /1547 £ ] T BN LR R S (escosystem) [ A
CRL. F34h, SRR LLES (SUAIT) EATAT Y CRL AT/ S0 SO AR SS . Al LUK R

SR 7 AR S 43 & CRL, A1/ BIAEE 485 3C15 48 Al R RN mT LB A FFIY CRL. 7 ‘551
HE TR TR RS AR B AR T LA T H /9.

[1164]  HRMEMRSS

[1165] W] LI A R0 AR 55 SRR M550 TARIE M e 22 AR B RS BB 8 B . AL
PERSS AT LARAAT AR MO 7 SR AT 18 3 IE SE#RAE , B0 e ATTnT LA SRR MO 7 & B 22
A5 TEBIA MRS ] 2] DU B R BUE A R RS . I T EHEZ2E R
(R4 28501 R 55 (R0 491) 7 A% 1 CRL B0 2 SR B 37 sl At 2 A Iy TR) IR 25 B S S8 R 55« A AT
20 A 55 T LA B R 0O 7 B FH T 28 0 B R 1) A T U

[1166]  MLAYFE LU, FFAEPTA &R 4056 7R 55 22 0 T AR M2 2 50 A S ol 15 2.
0, A4 A VE AT SR A3 0T B VE AT I, JREE PR I B A AT A AR I AR A Y
(Online Certificate Status Protocol OCSP) RS SLVF ] RS 2 HEHBE. 4R,
VERI RSS2 W] LA— g S i A Y OCSP IR 45 kAG & 1] PRI 2 . Semg (L] DA%
Sy MU ) W] LA 5 06 Z5UAnT IS A IR 55 UL B A F AT A IS5 o I 4 it 0 2t i 5 S S s L
43, VPRI IRGS 45 7] LIS TH4E BT . AT, 224> R n] DIR IR 4850 BRI e Fi T i 1A
2RKE.

[1167] 24X HIA ) H %

[1168] Y SEAA (1) 22 4> Ab B 1K) 50 BE R FF AR 2 AN AT I, 1 SR B S5 IR R 20080 2 0 Y
(o 243 T W] TR, o o e i LR P G ) A B 2 R v e BT ANIRSE 58
P BRI e R R A R, FF BB a8 SO T v 4 B8 LA AR B O 48 58 UK 3 ik
(R 2AATT 1] Lo

[1169]  fE{EW HX DA a1k U2 A I Z NN, Hiln, i & s ek
TN AV R ER I I, AH ORI B0 S B 25 B 9 HonT DU SR 5 1) 2B B S A A .
FE SE I T o 7 SE PR AR A B RIRE 5 1 8 S LI i sE R vl 2 1R A il 1 o A3 A]
DIBS S R S A it B (0an, PRAESEARE ) A B A DS 52 s s i3 B A% h 1748
B B BRAS TR AT 2550 (9, bR Rl 3 B BOOREmS  SeE ) o

[1170]  HERR

(11711 R 2 TR 2+ (B T4 ) 2 5%k 9 b 2RSS BNl
e HTHEER BT o i P B g5 AR, B LLE — MU A F A S BRI AE I s fe T B HEBR
T H TR A St A0\ 22 42 55 i PR2E B e AT o G AR AR A G IR 45 I AL
R4 BRI RO T H T8 P bR B SR . AR, HEBR AN b 3R F THE AR 7 1 Tk
BB AR B S LA
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[1172]  Z5EHHERR

[1173] 25 EHHERR & H T R EAT 125 52 i (R m] LA e A6 2 5 L — 2o i % 7 2 i
FORER A BE ) T HEBRTE S 7 ke ) — 2L BRI PR B R Al AR
Fids )| #& 35 e (Broadcast Key Block BKB) SK¥E, BTk #8235 FHHEHE 0 B R IR
PIH AR B DRSS N 2T L RS S o BKB SR AT LA 25 5 B i 7 ke i it , 4% 20 1
— AN E A R AR TR ARG BE ) P HERR . BeR)TE U, BKB e SR FRUEA LR A
T BKB SR BT R0, A 15 P ALY 32 0] LURR B HEHERR B AR 152 41R) H BT id BKB, B it /
b ] BEA BT i) A

[1174]  SEALHDN 5e B Boehiofe U2 RE A 20, Forb i Wi XAk e a8 AT I 1) 7%, 12
HR L2, 4R A0 Le 2 B 3% DUBA B ve B 15 2% o o BEBR T AN — 2 IR o B AL 2 A, R
G IRGE TR BN TE . — BIRILSZ B e 55, vl LU 32 58 37 1 BKB, JIT ik BKB HEFR 52 3/
(K384 AR HE T (K Tl o SR, 25 B HERR A& H — Se 774 ARSI ST Y, 78— 2Ll
REAY S G A LRI A =R AT H5 N 25 I B A7 8 I T8 R 7 ko

[1175]  |°|## (shunning)

[1176]  [AlEE 2 SHEERAT A HAEH AR L, 2 A AP E R SE5E, &2
FI Tt THEAT I SRmG A 8 4B 4 ik 45 1 T B ARHB A 1) B Sl i 28 B 17 in) 5 4
KA 112 45 6 ) TR B BT 0 19 77925 [P 0 ok A5 I 25 £ I 38 415 448 1] T AR (A I 25k 4 (1L B i o
[R2E IR B 5 ARG ETE ) T @l AN R AR IR S5k R A M E B DL T
(] 3 A% Ay SN 2K 22 A AL o

(11771 Ve [AlaeE i SR mes SR 3R 3 3 EL AT LU S HE Ve A2 i Skemes i 2 5K (1) BT A 3 4 AR
(RSt CHan, 2 5 o RS FURE S AR 25 RIS ) o ARG B W m] DLEE SR SEARE B CL 4
AT T OB B2 AT . BRI IA] i mT DL U 1 45 SR BOGVER IR e sl ME . AT DA FH
PR SS FE QIAE 551 HIIE Hp BT R Id () TS 6 {55k B 48 7 KA [P 8 A T 10FAT . BB AIE
BHIRSS (an, A RIS B SE 81 ) 3 mT LAAE SR 5 i) S I AT [P . E R G Sk CLa
B IATakE 2 Ji5 s T LA T ANV e IR S5 SRS I AR TR IE SO 5o 3 m] DA A T [ ik g i
PARTE I Y R 554 1 R BB A 4

[1178] 93

[1179] S A AT — SO B 8] Z A SR A AR SIE sl % 5 TR AN REHL o B3 E Fe VPt 1A
SR A IR 45 BEA T I B 7 B AR 55— LI S B 20 5, 04 B AR AN T SRR
) o 7 R PRI ASE FH B T USRS T LA, £ S mT DU T 58 UE B0 5 LI Be A 4k 52 1 i) 8 7
BBERIRSS -

[1180]  ARUERHAH

[1181] LRSS AT LLEAA H o Bk T OR G (ORI T 5925 s Ja v o AUk iy S vl LA
FH R DR FLAUE S O 20 1003 1 SE AR Bk 45 48 ik 55 9F B 455 20 BR (rollover) FIEFEH S B
FERAT FH o T E S22 ) 3 I, A S 7 X F s s b BB AR AE e e
GRBIE . B AR AT IR FEFIX L R0 R BUR B A B . A S A
S i U T B AN BORH B B INT B2 S 1) 8 Bl A T DU Sfe it R 7 A A2 0 1) 1 o 45
VB R0 20 BOE A B T8 CRL (K71

[1182] i1 A
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[1183] Ll dl Ak, ] DA ) 4 B X 5 0 AT 50 B e > 99 ), B B A DAl A2 e 9% L
DRM 5 | B A B 1D P B AN 2% 2 B i o ML R DLPH ke Fu /o) 7 ot S R 55 34T I I 7 1
B T DU SR, A 1S LSRG SR RT DAMEVE G AR R S U [ o BRI A #E — > SE it 9]
PR AR AR ) B ARG, B LUe AT AT BAZR X SR i 5 Hh oy

[1184] W] SEFHLE] o5 FH AN S w] g vk

[1185]  fR &% I ] BT Ptk — M 7 R P i R MO G J I MR, Bk DS R MU R A 22 4
N (ALHESE DRM RS ) I WL =222 A )@ AR i ] LIS A 1 S8 3R s R Al
RN 2 AP 2N Bl T BT T 2 A TR R (T S 5 18 R B AR 2 B, wT LA
A8 FH AT AL AR B 397 et s 3K A2 AN A RS IR 92 o SIE B b, AT DU FH R S5 8 TR R
TECTH R BT S o A T, R DAASE A R P S A T A T v R e A R T o
[1186]1  SHAUFMEMLAE FHACH T A

[1187] 3@ % 24 m] BER A S A AR 0 1 o {3 A B B R B ARG &
20 S 1 SR T LA B4 S AR P AN B A LR e Dy T A B ) K I HLAS 0 R TR Hh e
CRL. 3 SR T AN 240 AR B 1 [ Hh HERR AT LAY J& BKB (¥4 T s ko, ‘& e
VFAIRL S SR BN o, Bl 2% g ] DU Ifs B (9 9 HLRE A BE M o8 . ml A AN R CRL 1
A2 BKB, FoH BTk CRL ERERAN [R5 $8 T2 IR B (1) e R AR IE, BT iR BKB m] LU 30
BT EmA SR T (b B v FERCE ) o AT LA S R0 IR SS XTIt ) FRS
DB B BedR At G HL AR I, SRmE AT LA G| Al AR R 45, L rp R A ek A TE 2 R Y,
F H I A2 A ML SR A 1 o 27T s ] R B A Se B IF HLnT ARSI E A 8O E R 1 2R
I, H Y TR RO T B A G (i i 00T B i B % ) I, IS A & B 5T
— AR YR B BTN B FEIRRMME DT AN AT E ATV AR L I HAS D E
BKB BY A I B 5E B o AN HI SR R BB R A A SR B K B S50 A T R 1 A A ik
Z

[1188] W MFRMF, BAR LA RIR T 25 Py S0 0T wh RO e B AR R st 7 2, 4R i
U FEAE, AN TR PR 0 B SRAS R 1 T L, iy LT DA A I e R A (AT 3 24 4 A s AN
T ERE AR ke S B TR JR G RN 7 VR AR I S

[1189] W% AR S 24

[1190] DL NRIRZSHI LR T —2en] Bt LN S A O 1) A 25 I8 A AR, 76 i S
B S5 A UIAE <551 R A BT A RS LRI A 119 R 4% 20 R R Ge 5 A AT L 3A DRM 5]
BRI

(11911 FH T8 FH i funasx LT 24 FF 1 JIB 46 DRM 5 | 4144 22 455 40 () DRM 22 45 1 552 o SEZ B0 5 =X
B AT IR 25452k U7 [ P9 28 FH DRM XS 5o AEIXFE LR SCEBE A, 7F 551 HIiE ATk
(RGN VR I Hm] DL SR AE I RS 22 A hrifidl , SR SE AR YAERBUB T () k%
Ko

[1192] 4 T i8R, 76 DRM FR 4 tH IR 3045 ] DURRARE P o7 il SRE B A 10015 B 28 20 4
Iy A D A — R

[1193]  PYZETT IR 5500 K L8 17 1) B 90 52 DRV 3R 4 R4 19 BE AR B Aol Py 28 B L e
BRI R WAV ) 3555 B0 A0 48 F I 2 AR B (W AR BY 48, 4052 fR 4 2 it B 195 DL e sk
BB b EARY S B B 4 U %, H - BB R IR ML SO S . WA I 55—
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P e BT M) N R 2 O BAE T e B T ETH R s T .

[1194] X% IS b D BR300 EH DRM R 48T 2 RN % 88 5 2 MAS B 345
BT IR G R FH R 7 A BTS2 AR A A D ] o 3XF6 G s DRM V77 AT ol 52 B8 %2
F RS 51 3R S o L A AT PN AU ) S5 55 I 0K B A R LR R T 2 AT, SR A
BRZ MG F5S AR R AR T PRSI BB A5 P 48 R AR 2 sV % DRM
5o

[1195]  XPIFPRA S5 T 0 5 K870 DRM R KA . K] 38 7 i
T XA AR E, Horp B DRM IO 55 i 3800 AT 24 1) DRM 17 ] k4% 3804 Hhig sk
DRM ¥ 1] 3802, 7EFE] 38 iz H 49117, DRM 1] 3802 M DRM 14 1] IR 45 3804 4 A% B %%
J s 3800, ZEFE BBl VAl LU HEXT Y 2% 3806 [ 17 o

[1196]  DRM FRGc— M B RAK BB 1E 4 P9 A R A2 B 1) LA B R AR BTk P 2 1R %
(1977 SRHAT N7 MR R 2555 o SR, FH T PR R R 355 (1) 22 4 0] B AR A2 AN A Y 491
ur -

[1197]1 WA IR 45 0] LESRIAIE AR, K &2 A F T2 YA DRM 177 0] LU
S H N BE RS . REERAT WA T) 4510 =B SR T TR SR H
AR IPUIAR AR .

[1198] X% 354530 5 ¥6 B AE B3R DRM G 5 1) SE PR AR DASRAIL & (1) SE AR 2 TR R B A (5 1
AT T 5 %ot G 2 45 T I 2 30045 1R > 18 v 1) AN ks s S 0t 4B 4 R 45 B A A R
SRR SEASREUEA AN A 754 (1) DRM X S 128t o

[1199] 3, X G F 559 KW AS B SR BIAIE, 78 B A2 TR 366 1 v SR I OR3P B
PR 55 AL o IX P55 10 322 B ITE T AT P R AR 58 BEORY 1K) DRM X G A% 15 7] LA
PAT B TT I F55 . WA TS I F55 I AE , T 345 632 DRM T I HLHI LA S A3 AT
EATERE B AL R R AE B AEA T EARTE R sixX SeHLI R BL (FF BARIE R 2 ) X T
V5 AR B R YA AT o ] R B AR B AR S R 3 T Ay R T A AR, 4y
JEIBAEER A ST AE R S 2 b P s i B X 25 2K o

[1200]  7EPE] 38 1 o H A T3 A PR/ T SR EDURA 1 2 9] 7 R50R] 77 308 i A S o B FH A A 2
[R—2e 4y, i, WA 7R tH DRM VP AT IR EFE LR Sk DRM VP ] 1 SERSERR F2AiEm)
DRM 80 i 1T A A2 S T R S AR, T 3 S0 A 11 S AR P81 SR AT AR 8 BB 1/ mT B30 ok Vi A Y 8%
M7 8 R AL B8 ) RAB L XS Bk i RS - AR 3CE 7 AU ROl I T e 7 it R AR 5
(R385 15 TR B I B FE RS T IR RS I PR S 3k

[1201]  7EWE 39 FoR i T SR B FH 4 S SEA AL R . 2K 39, N N E A IR
% 7 v 3800 FI DRM V] IR 4525 3804 MLk, LR mIBH A% . NI 3900 £
T ORAE PR Al 2 A ) 52 A5 AR 52 AR I 1R R AR B

[1202]  7E[& 39 v, FEIRZ P i 3800 M DRM 14 7] IR 4548 3804 iR 1470 3802, &+ [y i 2k
FUE B AA YR A e 240H 9 2 2 NS AR % o 3800 F DRM 1P W] il 552 3804 #ATHT, 7
S T S A R S B b AT DL R AR Y SR 8 RN B A i AN A E (1 3902
Pl IE PN PIR N (SE 0 B

[1203]  H AR HE A S A2 IR A TEAH & B = — e Ak 2 22 e iR
LA YERR T LA Ky 2 T O AR AE A AT A 2 TRV R EAT e B MR B WL I 6 1 22 4

140




CN 102882677 B 1«51'1 AA :F' 138/232 71

THIEARE .y JEHERRAR BRI T LU LA 8

[1204] (1) N HHJZE 4RI Bvh& A qe Tk 1 2R I e 132 3 i el X1t 22 4 T8 A5 L
ille A5 AR HIVH B IR ZE A S5 fa) 2 3L H ot s =, H— Bk et o] LA B ARV 2 AN R
TEIE T, MANE AT P SRR Y JE 2 R T

[1205]  (2) V4 S RIELEA AN B W LLORFFAS R & IE AL W S PR 8 S0, I HANE HIFS
1A LER 115 15 AH O A B0 R v S R 2 v ] SE T IO X

[1206]  7E—ASEHH, 2 HER LA R AL E A, W R ik 76— S 41
W, AE 551 AR TP T IR A IR S5 AH 2 2R G N T VT DL SRR A 2 A ME AR ) S B A B b
Eo

[1207]  1AIE

[1208]  ZE— NS, v LAVGIETH B Ao a o DTIE AR 25 72 i sl SR 1) 575 — i A 1IE
BH H A I B B TSR BN LAY 48 W) & 45 T A A R R o Ay A BUBHLAA Y. 2 4
H55 P IO I S T B AT s F T30 B8 R R I A 2R AR R 8 ST R A g LA o
[1200]  FH TR EIA A AW LR IE I FLEEH 2 3 S8 25 4 . AT 57, )
SRR = AMER -

[1210] (1) AT i LA AEFR IR AT AT X 5 44K

[1211]1  (2) R ABHFIRLZE FAAAL S AEXTRR 2 B X S Al

[1212]1  (3) HITWigAANEAEBRALGER RN AR T84 B,

[1213] PR iE 540 R] DXl A AR ARA AR & 72— A0 FHFAH R 24 15 B SEAR B (5 A A
AAS e XAk, LT ABREIEZE 4. B, AER] LU T X 509v3 FrifE
%7

[1214]  HTAE—AN ST 0, BT LUE B ik SERABH B SE AR (5 1 4 HA AR e 15 7 B
TR AT A HR, BT CLORY T2 (5 S RAERAR 2% JE 3 I . sifr b, A
A ARIRE ) SUT AT X B AR AR IR SR SRR . RN E R T TS A2
HNTE T RIS TR 7 o BRI AR — AN S ), T 2 N Z RS B SR B VAR )
SR 5 o A I, 7E AN S P 2 A HERR AR T & i N AR B4 ) PRAE S AR 57
PR, DA AR 5 R P BT A 25 I R Gl D\ A L2 X0 S AR R AR T S 28 44 2 R B 07 ) o
[1215]  FZM

[1216]  FIRUENLHI ) 20 A0 2U0H B R I o sSGE B B AT T8 7 I & i 2 1R E . 75
Vr 2 N, A5 B RS I — i DG T e 21 4% (1) SR I ) o » T R 7 B G T vy e R A
FEMER SR S . B ATE R 38 11 B SO B, WA IR i ] REAMN 77 ZEATE E
IES#UGER o R85, T AR EAIE E 2G5 DN 58 3 1A 2 DRM A n] X%
[ IR 55 1A o

[1217] 2 MERR ) SE Tt 28 FR AL A SR A 7 AT 75 B A% 2 R0 N FH SR s R ATL Al P
WS 2L T 00 TR DUE S PR 1) S iR FE () Je PR ) o A8 P e AL, 9 AR FE IR 1 52
RBE Ay T f R B, BTid A 6 75 B T4 — A A 42 10 B 0 5 I SR Fé T X530 4 R AH 5%
Bko f4n, AT LAk DRM 25 7 S AT DRM YRR iR 454 2 A 48 R o

[1218] A& I (0 5 R4 8 OSSR I IR FF IR E RE ) o AR SErh, W DL I 7 B AR S A
AT DX 3] 44 TR A £, 44 PR 22 TR) TR S B RATE A 10 B 1 S AR o A% FH T4 85 B0 5 ] IX 3] 44 0%
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FERER I YEE S —FF, 76— AN St vh B 42808 A 75 B B ] DU R 208 R AT # 1
A COAUBH A REZ A o 7ESLARN, A W R GIE SRR — A I IE, 7 8 T VX
TH S A2 i s N JE AT U IR0 1 2 A

[1219]  SEAKAT DAOREF I AR N LR M4 2 M e gtk B 40 b i F7n i T R
A2 M AR SR TR E R DRM 27 s A 4 B8 0 1 — AN M LR AN S5 A (o
BN, — A SRR A LA DRM 28 77 30t W DRM S G2 (46 07 2 R0 22 A 50 A N o 75— SE i)
W, SAMLL. 1 T 20 T SE AR J@ R ) A B

[1220] HEZAEM

[1221] 2K EZHEEZE2E, H T i B #2450 % ML %5 1 F o i
(freshness) TR, H H RN 10 /515 18 B 10 XS, i % UGt . EHE R 2ET

[1222] @A SRR TH B2 B RS A AEN H R A 7 (R 7 S $2 4 T 58 8k
PR DL B A ) N B T

[1223] @At H SR PR FR I A BRI E M B XARIETCE 8N ok i AE
B E .

[1224]  @HTRE R B () FHES [R) BRAS I BT &, P4t 7% B R Mok 16 S e otk 9 B0 FUE B 7E
TH SR g i ) Y SE B

[1225] @i F IR 55 st I TR B>k BB DRM. 5 |3 R4 1 1)

[1226]  7F—ANUL B S b, 3245 T X5k AES SRR INES RSA A 4H 3501 . SHA-256 25 42 47k 4
MAHTAEH B RIE 5RRH e BRI LEI SR .

[1227]  15. 5| S

[1228]  £F—2Lszjfi ], fF 515 (bootsrap) WHi3k i an 5 & FH Ak A % 7 s 2 25 1K)
SEARIB A AR WL L B o 9 G, 2 SR AR B N B K M 4% 8RR 4 9 HASE 2565 1L
B SERE G, Cr R T B AR (L SR AIL) MR E . 28 A
AN A E R S TS e B S AR AN T RE I BN DI S BRI, ‘e 77 248 2 h sk “ 5 1 327 A
o

[1220] "k 7= A P A DA FH) Mbb' o TR FH — 4L 88 B R L e e B R >k 5 | 5 5
RRZEAL . 7E RS, LU RS

[1230] W E(K, D) J2H 250 K sk hnas 540k D,

[1231] WD (K, D) 2R FH 28 K i 5N s 2k D.

[1232] W S(K, D) 2FIFHZEH K RZE L4 FAEH Do X AT LU A HZE A B MAC,

[1233] W HD) 2% D H M2,

[1234] WV, D) 2R HEHK R UEFEANEAR D LS4 . B Bl A HE LB MAC
[ EAIE o

[1235] M CertChain (k) 25 2% K AHCECRIE8E. K A BREERTRE ERT.
[1236] M CertVerify (RootCert,CertChain) J&4iFilF F54% CertChain (AL FEFEREMI S —
IEP B A8 ) EARIET RootCert F2H 21K

[1237]  WA[B[C|... EELPHEEBANTAIFH) AVBLCo ... BRI HIENTFH

[1238] W CN(A) & A FIRYE R 741

[1239] M CNQA,B,C,...) EEFEA, B, C... IHEFTFA
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[1240]  1.38. MR

[1241]  1.38. 1. %/ ¥

[1242]  fE—ASEhEflh, 2 P om A LUR 51 S AL (RS I TR TS ingdomi / sl n
BERNFEF /A ) -

[1243] W2 HEUES, K25 RIEREKEER BootRootCertificate

[1244]  W—DEE DS FUGEREH BAK(FL5)

[1245]  WR[IEARE 5| A7 A% H ORIk U2 ME— 1) ) BSCK. W12k /-
o HL A R I AR YR, I A AT R

[1246] W—2Lf5 & ClientInformation, %) Jii 7 42 1n] 51 3 MRS58 T %45 B LME SR UL
ML 25 (a0, ClientInformation A] DLELHG 144 T4 5 il i 2R SE ) » 5 B H
—H)EMEAR. BB (ZFR ) X

[1247]1 % 5] LIFH 24 BootRootCertificate iE-3 A1 BAK IAIE 24K & , LIE fE
R AT LESR A BRI A F 5 RS54 2 55 RPN

[1248]  1.38.2. IR5%%

[1240]  FE—ANSEHtifrh, IS5 A HA LI AH

[1250] WZ/D—% Py FUGERH BAK (L% )

[1251] WA TELK A/ FAPHX (Es, Ds)

[1252] M iF P 5% ServerCertificateChain = CertChain(Es), H 7 R iF H 2 —
(BootRootCertificate) I A& %K)

[1253] WA TR AH / FAPXT (Ee, De)

[1254] 1. 39. Philtdfiik

[1255]  FHO/ER 41 Fosth 17 IF Bk 7 51 2 Uh iU vl PR Seti ) . AE iz #4000 (41
UYL BOEHBERT ) (R M e S 3R I HAT Ui e

[1256] BootstrapRequestMessage ( 5| FiERHE )

[1257] &/ um ) IR 55 4 IR TE K, H TR e E R E S| a6 3 B 201i6 240
(A, P URCAS e RS 5 ), LA A1l 1D CH TR b ERF et ) frenl LLs 5 2 b 54T
A%, FERARE T BootStrapRequestMessage v B A%

[1258]
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2 AR BootstrapRequestMessage

At £ 4 LES
it B A
MR A i BUR A
A 4% T b WU MR AR 8 8 A B AR

7 1) EF > REEB

CE-S 80 BootstrapRequest (5] § 3§ K )
& A £ ik
Sessionld | 5 5F % W PR PR — R i

'ID

TrustDom | 5 4§ &% EP T AL G AP A
ains  |gp  HEEEEH.

MA@ 2 | ChallengeRequestMessage (3 45 K 75 &)

[1250]  WIRUSURIRRCAS I S B 45 72 1 20 o At Y WIS Bl BORE L, OF LR 7 Bebr iR T — 4

i SRR it Bl ORI A8 S JE R (R A i A 5o

[1260]

2 P ik $E Sessionld (£34E ID) , BTk Sessionld W 24X 1Z %5 1 i A6 vt A ME—

I BAEB AL o 000, 12250 7 S (RO — 1D RISE A0 (v e (8 mT AR D 7 AR — e 3

D {75
[1261]
[1262]
[1263]
[1264]
[1265]

FE— NSRBI, 5507 S & 2 CAM B T A (5 TR ) 2% .
TE—SEJH, iRS5 #8408 BootstrapRequestMessage 3 HHATLL N A EK -
WK, 75 B SR ER A i AT SR IR 2 P RS R A

W= AR R ] (Nonce) (7B H3 IBERLEL)

W% B = A Cookie DASH B 1 A e TR) 8K L 2 154 Mz 2R 11 8 B0 & 2516

B TR AR R AR AT T R S5 5 0m 5 R o cookie {H N ARG 25 8 S, IF HAH S ifiA A
FEANIE I AR

[1266]
[1267]
[1268]
[1269]
[1270]
[1271]
[1272]

B )\ BootstrapRequestMessage $2HY Sessionld {H .

B -4 i (Challenge) :Challenge = [Nonce, Ee, Cookie, Sessionld].
W it5 S(Ds, Challenge) LAMEH|H Ds R4 Prid it o

M )i ChallengeRequestMessage F1 HAE Ay i M HE & A% 0] 2% 7 v
ChallengeRequestMessage ( JRMIIERIHE )

NERARHE T HT ChallengeRequestMessage Bt BH AR :
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2 A4 ChallengeRequestMessage ( & )3 K /4 & )
7 &) BEHE D> BF%
A& || A4 (Challenge)
K 2 4 £R | #
Nonce (4¥ZkES1E) ) | F IR 535 75 A 64 A B BT
F7 | M
ServerEncryptionKey | 5 J T ¥ B 3B AT A Y
55 Bt % 75 64 ~4F) Ee
Cookie FF | RSFEFLEGRERAKIE
F %)
Sessionld FHE | B rAaeED
%1 FFH | RHIEF T F A%
gy | FBEFELS (Ds, CN
(Challenge) ) =CN (CN
(Nonce) , CN
( ServerEncryptionKey ) ,
CN (Cookie) , CN
('Sessionld ) )
ServerCertificateChain ( JR &2 4E $ 44 )
2 AR EAR i
TrustDomain FR | EPEEEL PR R EIEE
i F FRE | AT R SAIES T &
7)49%] | CertChain (Es) . #40¥ &9
F3 & —iEHIEFE4A Bs, FH
[1273]  fE—AsEhfsl b, 7E82UK ChallengeRequestMessage 2 i, 2 7 vt AT LA T 2D E% -
[1274] MEKAEIFE % ServerCertificateChain ZEMRIE S BootRootCertificate FHRK :

CertVerif (BootRootCertificate, ServerCertificateChain) .
B )\ ServerCertificateChain $ZEL /A 4H Es,

W E %544 <V (Es, Challenge) .

W Y4 %% T BootRequestMessage B2 Sessionld VCHEL A TR S 4E B FE ) —

[1275]
[1276]
[1277]
1D,
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[1278]
[1279]
[1280]
[1281]
[1282]
[1283]

B 4% ChallengeRequestMessage I HIE'E KiEFI RS 25
ChallengeResponseMessage

A T 774 ChallengeResponseMessage, 2 P umd AT LA A% .
WA LR ik — R AR il 280 SK

O HHATH 2 2N H R LA

O A 4 il Nonce HT BSGK : 45 HSK = H(BSGK | Nonce) , 3 H. ¥ & SK = HSK [

BN AT

[1284]

RN

B 7~ 4 f1 4 [Challenge, ClientInformation, SessionKey] [

ChallengeRepsonse X%, XH, Fil 2k B LRI U1 ChallengeRequestMessage [f)—
™, ServerEncryptionKey #¥ & 0% T .

[1285] M4 S(BAK, ChallengeResponse) LB A BAK 2625 44 mi W .
[1286] WA SK =% 2544 1) ChallengeReponse :E (SK, [ChallengeResponse, S (BAK,
ChallengeResponse) ]
[1287]  MAFH RS 25112 %H Ee Sk % SessionKey
[1288]  f4ifi ChallengeRequestMessage JF HAM & KiZ Bk S 25
[1289]
4 # | ChallengeResponseMessage ( /i 1477 5L /¥ & )
FE | B D> RGE
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#4 | SessionKey [#1 Ee %]
BT mdp % Bk
SessionKey | 9 A | A1 IR 4 %69 2047 Be 0 2 69 25 8%
il 214 SK

ChallengeResponse (Fiimra ) [#F SK w5

AR RA |k

| R e || KH
| L L
W | FHE (RGBS
7 & 89 AL
454 5 19]
Cookie FHE | BEEF

7 EWRE

| Sessionld | F+HF & | E—H &
[1290] | (235 1D) 7% 1D

b

5

=

e

ClientInformati | &Pk ST Tedos &:oF 8

on (B FPIHIE | 4
£) | a

A A £4 ik
AR B % b 8
44k
18 FHE | ABE
LF A A SK R0 %R A0{A

ME

SessionKey E: b
| (BEE)

e

b

.1
¥

L
T

2

HILFH 7P CN
(ChallengeResponse) #) 4 A4 £ F

%4 8 (BAK, CN
(ChallengeResponse) )= CN (CN
(Cllgalleng_e') , CN
(ClientInformation) , CN
(SessionKey) )

S <l
2

[1291]
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it BootstrapResponseMessage( 5| 5 & 74 &)
g vy
[12902]  AR%:#58:0K BootstrapChallengeResponse Ff HFAT LA N ER ¢
[1203] O F{HFAH De SRl 2215 % 51 SK :D (De, SessionKey)
[1204]1  OFHK B PRI ATER P SK fif#% ChallengeResponse :D (SK, Challenge)
[1295]  QOIGUF R IZE4 :V (BAK, Chal lengeResponse) »
[12906] Oz 1E%H SK UTHEL A T fif %5 1 2 51
[1207] OISR FHFEIAM A Cookie Fil Nonce . (il it [F)EK )
[12908] O KIET BootRequestMessage HH5 2 Sessionld VL A TR S B £ — 1
1D,
[1299]  O#)i& BootstrapResponseMessage 3 HI'E KL R AR 525 .
[1300] BootstrapResponseMessage
[1301] & T 7=/ BootstrapResponseMessage, IR &5 20T LA NI .
[1302] Of#EMT7E ChallengeResponseMessage TR ClientInformation Jf H & %

P PRI AR, Jo oy T I3 SR T AT PRI EAR (X TR
PRI 5 KT LU FE AL (Be/De)) o MRS B8P Nonce il Cookie e FH B3

H 2 P o B IE R 2

[1303]  OF|H Sessionld FECE H K AI%E BootstrapResponse

[1304]  Oif% S(Ds, BootstrapResponse) PAEF A Ds 254 5

[1305] O # H & & % # SKjn % Jr & % ¥ BootstrapResponse :E (SK,

[BootstrapResponse, S(Ds, BootstrapResponse) ]

[1306]
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A R BootstrapResponseMessage( 5| "% 5 7 & )
7 1) 55 > BFiF
H BT BootstrapResponse (5| Fe6 i) [#] F SK %]
AR Sk
Sessionl | F & | &6 1D
D
i F 5 &Pk Be B S 98
5 7
B4 & |ARFTHFICN
(BootstrapResponse) ## F 5
% S (Ds, CN
(BootstrapResponse) ) = CN (CN
(SessionID) , CN (Data) )
" & T ChallengeResponseMessage

[1307]  1.40. {47k

[1308]  fE—ANSEta s, B ME A FEARUE S AUBAT LA AR 2 R Ui ME— B A k. 24
% P R I% BootstrapRequest I, ‘B RIS BE B BT A EAEEL (R, MELSIEHE A
SERRU ) o IRGSA N 2 i P 38 B A1) 3R R B BB AR, SR e SCRFIE

[1309] 1.41. &4

[1310]  7E—ANSEHifs] o, f 4 70T S A8 2t s FH A8 44 I, AR T B 28 44 355 v B
A B AR F B RS A R A R A 4 o iR BUE A AR B AR R gt 1T SR
WA EA o AN TR ORIE & ST FH T A B b in JE 288 Y U 4507 B R 774 e 1) B A
%o

[1311]  1.42. faify

[1312] 5| S BEITIREXT &2 0 A R AT RS U — 4Lk . TRt A ME— 1)
AR, I HAREEFE

[1313] @A EE

[1314] @ AHBLHIL

[1315]  @Z5ARAZEH N2 Sk

[1316] @FBEZ B EIE

[1317] @ AHH%IY

[1318] @ FHEEIL

[1319] @KIERIXN S HAT1L

[1320] @iFfi#%t
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[1321] @&/ MEFERISHA] A/

[1322] @4 4m4

[1323] % A

[1324]  "FiHERA 2 NS I HI38 5 S04 .
[1325] V& AEUHI T, WARB AR N

[1326]
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<Controller xmins="http://www.intertrust.com/Octopus/1.0"
id="urn:x-pctopus.intertrust.com:controller:37A50262EE3389A 14 ABCOBCUTBESD43ES ">
<ControlReference>
<Id®urn:x-octopus.intertrust.com:control:0001</Id>
<Digest>
<DigestMethod xmins="http:/www.w3,01g/2000/09/xmldsigh"
Algorithm="http:/rww.w3.0rg/2000/09/xmldsig#shal” />
<DigestValue
smlns="http://www.w3.0rg/2000/097/xmldsight">1295n1 0V 7CBiK¢/rSQdXvKyZmfA=</DigestValue>
</Digest>
<fControlReference>
<ControlledTargets>
<ContentKeyReference>
<ld>um;x-octopus.intertrust.com;content-key: 2001 </1d>
</ContentKeyReference>
<ContentKeyReference>
<Id>urn:x-octopus.intertrust.com:eontent-key:2002</1d>
<fContentKeyReference>
<ContentKeyReference>
<Id®urn:x-octopus.intertrust.com:content-key: 2003 </Id>
</ContentKeyReference>
</ControlledTargets>
<fController>
<Signature 1d="Signature.0" xmins="http://www.w3.0rg/2000/09/xmldsigh">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www w3.org/2001/10/xml-exc-c14n#" />
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsigfrsa-shal™ />
<Reference URI="urn:x-octopus.intertrust.cotmicontroller:37A50262EE3389A 14 ABCOBCTBESD43E5">
[1327]
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<Transforms>

<Transform Algorithm="http://www.intertrust. com/Octopus/xmldsighcbs-1_0% />

<fTransforms>

<DigestMethod Algorithm="http://vwww.w3.0rg/2000/09/xmldsig#shal" />

«DigestValue>G1zXF9Sz/zCwHOMaFm0ObOQexuk=</DigestValue»

</Reference>

</SignedInfo>

<Signature Value>mjoyW+w2891ZDG/ha4e WY D1 RmhQugRuuSN977NODpzwUDO2FdsAICVijAcwT4
nFWuvtawW/cllzYP/pjFebES CvurHUsEaR /LY L DkpW Wxh/L1Ep4r3yRIKUsOAUSa4BDxDxQEInlldg
USY Mpnj AZ EGpuxdPeZIM 1 vyKgNDpTk94=</Signatur¢ Valug>
<Keylnfo>

<X509Data>

MCVVYMxEZARBeNVBAgTCkNhbGImb3JuaWExFDASBeNVBAcTCINhbnRhIENSY XIhMSAwHgYD
VOOKExdIbnRIcnRydXNOIFRIY2hub2xvZ2 [lczEUMBIGATUECKMLT2NOB3B 1eyBEUKOxGDAWBgN
VBAMTD09jdGIwdXMgVGVzdCBDQTEaMCUGCSgGSIB3DQEJARY Yh2NOB3B1eyl 0ZXNOLWNhQ
Dhwd XMubmVOMB4XDTAOMDQwODAWNTUyOVoXDTAOMDUwODAWNTUYO VowgcExCzAJBgN
VBAY TAIVITMRMWEQY DVQQIEWpDY WxpZm9ybmhMRQwWESY DVQOHEWtTY WSDYSBDbGEYY T
EgMB4GAIUEChMXSWS0ZX10enVzdCBUZWNobm9sb2dpZ XMxFDASBgNVBAsTC09jdGIwdX Mg
RFINMRSWHQYDVQQDExZPY3RveHVZIFRIC3 Qg TmIkZSAwMDAXMS4wLAY IKoZIhveNAQKBFh9
VY 3RveHVZLXRIc30Qtbm9kZSOwM DAxQDhwd X MubmVOMIGIMAOGCSqGSIb3DQEBAQUAA4GNA
DCBIOKBgQDUSAIQArIg+VTuwlUO2IMy S sCtimZECyTj A0vbeQe+ePXpfeldACICL Inleml/ZLIn7ZaR
wQeolyISeK 57bxv+zhW14F 1jngS/TKLGS4RG1eoMiOT1IhErbZnU3XxTOKCaxsEXFAbfwA YL X Thpy/1
ho2mTmlIbgks WoPrPw3xMPCYWIDAQABMADGCSqGSIb3QEBBQUAA4GBAHIrHSIXeQkFmeYhl5
zek6tws NIRF+/ 1 HZGuTGKeb6+12ZLkesNUWXLOID 1oPRMde7X [ RiapDNkbG4x0PoxHiK 9 VA iBstjvy
Q8iUceziMIXVV/g+XIMd7THIBIq25XgBScS9/RAKKKwWuRRKkQHEV3uBABvLSCzIRSIHIbFuYzNeVn
e</X5309Certificates

</X509Data>

</Keylafo>

</Signature>
<Signature xmins="http://www. w3.0rg/2000/09/xmldsigh">
«Signedlnfo>

[1328]
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<CanonicalizationMethod Algorithm="http:/iwww w3 .org/2001/10/xml-exc-c14n#" />
<Reference URI="#Signature:0">

<DigestMethod Algorithm="http://www. w3.0rg/2000/09/xmldsigHshal™ />

<DigestValue>AgPV0nvNj/ives 1 TeMyKIigGNKiM=</DigestValues

«</Reterence>
<Reference URI="umn:x-octopus. intertrust.com:conttollet:3 7A50262EE3389A 14 ABCOBCTBESD43 E5">
<Transforms>

«Transform. Algorithm="htip://www.intertrust.com/Ocropus/xmldsighchs-1,_0" /»

</Transforms>

<DigestMethod Algorithm="hitp://www.w3.0eg/2000/09/xmldsig#shal" />

<DigestValue>G1zXFSz/zCwHb6MaFm0ObOQ exuk=+/DigestValue>

</Reference>

</Signedinfo>

<SignatureValue>TcKBsZZy+Yp3deQkZ62LTTY tntQ=</Signature Valne>
<Keyinfo>

<KeyName>nrn:x-octopus. intertrust, com:secret-key: 2001</KeyName>

</Keylifo>

</Signature>
«<Signature xmins="http://www:w3.org/2000/09/ xmldsigh">
«SighedInfo>

<CanonicalizationMethod Algorithm="http://www.w3.0org/2001/10/xml-exc-cldn#" />

<SignatureMethod Algorithm—"http://www: w3:0rg/2000/09/xmldsighhnae-shal™ />
<Reference URI="#0">

<DigestMethod Algorithm="http//www. w3.0rg/2000/09/ximldsig#shal" />

<DigestValue>AqPVOnvNj/ves HTeMyKIngGNK tM=</DigestValue>

</Reference>
<Reference URI="urn:x-octopus.intertrust.com:eentroller:37A50262EE3380A14ABCOBCTBESDA3ES >
<Transforms>

<Transform Algorithm="http://www.intertiust. com/Octopus/xmldsighchs-1_g" >

</ Transforms>

<DigestMethod Algorithim="http:/wvw, w3.org/2000/09/xmldsig#shal® />

[1329]
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<DigestValue>G1zXF9Sz/zCwHMaFm0ObOQexuk=</DigestValue>
</Rferences
</SignedInfo>
“Keylnfo>
<KeyName>urn:x-octopus.intertrust.com:secret-key: 2002</KeyName>
</Keylnfo>
</Signature>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldgigh">
<Signedinfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xmnl-exc-c14n#" />
<Reference URI="#0">
<DigestMethod Algorithm="http//www.w3.0rg/2000/09/xmldsigHshal” />
<DigestValue>AgPVOnvNj/ve51IeMyKIngGNKIM=</DigestValue>
</Reference>
<Reference URI="urn:x-octopus.intertrust.com:controller:37A50262EE3389A14ABCOBC7BESD43E5">
<Transforms>
<Transform Algorithm="http://www.intertrust.com/Octopus/xmldsigicbs-1_0" />
</Transforms>
<DigestMethod Algorithm="http//www.w3.0rg/2000/09/xmldsighshal" />
<DigestValue>G1zXFO8z/zCwHOMaFmOObOQexuk=</DigestValue>
</Reference>
</SignedInfo>
<Keylnfo>
<KeyNamerurn:x-octopus.intertrust. com:secret-key 2003</KeyName>
</Keylnfo>
<fSignature>
</Bundle>

[1330] PH=%B
[1331]  JLF SR B 45 T AR ARSI H 2 b 05 BTt iR 117 7~ 1 1 2248 DRM 5 | 38 ) R AL 1) —
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A SCHEPREGL) XOL 45T TR RSB, FT LU A R H 6 XML Bt (<38
XML 207) I B I & B oeat Can, FTHUs 8 R ) SREIEN A& HI ) XML
B AE— SR P, A XML g 6500 5 55 22 Be 08 AN T H & R XML BEACRIESE . T
T AT LR B0 K 46 XML 2B ) RN T B8 203

[1332] 75 1 B 3% B BT 28 45 U W 11491 - oh, BT 9T AT DRMOR 52 0 R itlh XML A5 28 2 oy
OctopusOb jectType. IX B AHE T A NGB R MR R . ML FEAESR Ak S A T2 40 X6}
I RIZE R, X LKA ] DLAE A% W ContentKeyType ( N 25 EH2E ) 1) SecretKey (Fih
) oI R E I,

[1333]  {EUbIRM 1 SL i, $%2 BEY R IR Scuba 27> R RG% HH - T2 ScubaKeys
T FETCIF. [FFEEH T HA Torpedo (55 ) #7 AU % HH .

[1334]  AnfEub B H B 7 BTl , A e S At % (flan, 22 B0 DR s 35045 |
P15 SRR ) o WL <Bundle> TETHIIEEN S E R R — RHWSS. (£ 3HE
B, W RAE <Bundle> WA X R B g, 4 <Bundle> B & AILE IR H & 3 T7 Briliad (19
{Signature> JLI,

[1335]  &fh XML £ (Octopus. xsd)

[1336]

<?xml version="1.0" encoding="UTF-8"?7>
<xs:schema targetNamespace="http://intertrust.com/Octopus/1.0"
xmlns="http://intertrust.com/Octopus/1.0" xmins:xs="http://www.w3.0rg/2001/XMLSchema"
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#" elementFormDefault="qualified"
attributeFormDefault="unqualified">

<Q—FN >

<xs:import namespace="http://www.w3.0rg/2000/09/xmldsig#"
schemal.ocation="xmldsig-core-schema.xsd"/>

<xs:import namespace="http://www.w3.0rg/2001/04/xmlenc#"
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schemaLocation="xenc-schema.xsd"/>
<|—TR & LM -->
<xs:element name="RootLevelObject" type="RootLevelObjectType" abstract="true"/>
<xs:element name="OctopusObject" type="OctopusObjectType" abstract="true"/>
<U—ARAH >
<xs:element name="Bundle" type="BundleType"/>
<xs:element name="Link" type="LinkType" substitutionGroup="RootLevelObject"/>
<xs:element name="Node" type="NodeType" substitutionGroup="RootLevelObject"/>
<xs:element name="Control" type="ControlType" substitutionGroup="RootLevelObject"/>
<xs:element name="Controller" type="ControllerType" substitutionGroup="RootLevelObject"/>
| <xs:element name="Protector" type="ProtectorType" substitutionGroup="RootLevelObject"/>
<xs:element name="ContentKey" type="ContentKeyType"
substitutionGroup="RootLevelObject"/>
A—FHAR >
<xs:element name="SecretKey" type="KeyType"/>
<xs:element name="PublicKey" type="PairedKeyType"/>
<xs:element name="PrivateKey" type="PairedKeyType"/>
<xs:element name="KeyData" type="KeyDataType"/>
<I—HEALR-->
<xs:element name="AttributeList" type="AttributeListType"/>
<xs:element. name="Attribute" type="AttributeType"/>
<xs:element name="ExtensionList" type="ExtensionListType"/>
<xs:element name="Extension" type="ExtensionType" substitutionGroup="RootLevelObject"/>
<xs:element name="LinkFrom" type="OctopusObjectReferenceType"/>
<xs:element name="LinkTo" type="OctopusObjectReferenceType"/>
<xs:element name="1d" type="xs:string"/>
<xs:element name="Digest" type="DigestType"/>
<xs:element name="ControlProgram" type="ControlProgramType"/>
<xs:element name="CodeModule" type="CodeModuleType"/>
<xs:element name="ControlReference" type="OctopusObjectReferenceType"/>
<xs:element name="ContentKeyReference" type="OctopusObjectReferenceType"/>

<xs:element name="ContentReference” type="OctopusObjectReferenceType"/>
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<xs:element name="ProtectedTargets" type="ProtectedTargetsType"/>
<xs:element nam§="ControlledTargets" type="ControlledTargetsType"/>
<I—RAF ->
<xs:element name="ScubaKeys" type="ScubaKeysType"/>
<—FosTRHERELYN >
<xs:complexType name="RootLevelObjectType"/>
<xs:complexType name="OctopusObjectType">
<xs:complexContent>
<xs:extension base="RootLevelObjectType">
<xs:sequence>
<xs:element ref="AttributeList" minOccurs="0"/>
<xs:element ref="ExtensionList" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="id" type="xs:string" use="optional"/>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="AnyContainerType">
<xs:complexContent>
<xs:extension base="RootLevelObjectType">
<xs:sequence>
<xs:any processContents="1ax"/>
</xs:sequence>
</xs.extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="ExtensionType">
<xs:complexContent>
<xs:extension base="AnyContainerType">
<xs:sequence minOccurs="0">
<xs:element ref="Digest" minOccurs="0"/>

</xs:sequence>
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<xs:attribute name="id" type="xs:string" use="required"/>
<xs:attribute name="sunbject" type="xs:string"/>
</xs:extension> |
</xs:complexContent>
</xs.complexType>
<xs:§omp1ex’l‘ 'ype name="ExtensionListType">
<Xs:sequence>
<xs:element ref="Extension" maxOccurs="unbounded"/>
</xs:sequénce>
</xs:complexType>
<xs:complexType name="AttributeListType">
<xs:sequence>
<xs:element ref="Attribute" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="AttributeType">
<xs:simpleContent>

<xs:extension base="xs:string">

<xs:attribute name="name" type="xs:string" use="required"/>

<xs:attribute name="type" type="xs:string" default="string"/>

</xs:extension>
</xs:simpleContent>
</xs:complexType>
<xs:complexType name="DigestType">
<xs:sequence>
<xs:element ref="ds:DigestMethod"/>
<xs:element ref="ds:DigestValue"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="OctopusObjectReferenceType">
<xs.sequence>

<xs:element ref="1d"/>
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<xs:element ref="Digest" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
<xs:complexType name="ProtectedTargetsType">
<xs:sequence>
<xs:element ref="ContentReference" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
<x§: compléxTypc name="ControlledTargetsType">
<xs:sequence>
<xs:element ref="ContentKeyReference" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
<l—mEER->
<xs:complexType name="BundieType">
<xs:sequence>
<xs:element ref="RootLevelObject" maxOccurs="unbounded"/>
<xs:element ref="ds:Signature" minOccurs="0" maxOccurs="unbounded"/>
</xs.sequence>
</xs:complexType>
<l—F E AR>S
<xs:complexType name="NodeType">
<xs:complexContent>
<xs:extension base="QctopusObjectType"/>
</xs:complexContent>
</xs:complexType>
<—HBERN >
<xs:complexType name="LinkType"> -
<xs:complexContent>
<xs:extension base="OctopusObjectType">
<xs:sequence>

<xs.element ref="LinkFrom"/>
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<xs:element ref="LinkTo"/>
<ﬁ:element ref="Control" minOccurs="0"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
A_RPBAY >
<xs.complexType name="ProtectorType">
<xs.complexContent>
<xs:extension base="OctopusObjectType">
<xs:sequence>
<xs:element ref="ContentKeyReference"/>
<xs:element ref="ProtectedTargets"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<AQ—ERIER >
<xs:comp]éx’1‘ype name="CodeModuleType">
<xs:simpleContent>

<xs:extension base="xs:string">

<xs:attribute name="byteCodeType" use="required"/>

</xs:extension>
</xs:simpleContent>
</xs:complexType>
<xs:complexType name="ControlProgramType">
<xs:sequence>
<xs:element ref="CodeModule"/>
</xs:sequ§nce>
<xs:attribute name="type" use="required"/>
</xs:complexType>

<xs:complexType name="ControlType">
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<xs:complexContent> |
<xs:extension base="OctopusObjectType">
<xs:sequence>
<xs:element ref="ControlProgram"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<l—EHBLEY->
<xs:complexType name="ControllerType">
<xs:complexContent>
<xs:extension base="OctopusObjectType">
<xs:sequence>
<xs:element ref="ControlReference"/>
<xs:element ref="ControlledTargets"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<U—FHAEY >
<xs:complexType name="KeyType">
<xs:sequence>
<xs:element ref="KeyData"/>
</xXs:sequence>
<xs:attribute name="id" type="xs:string" use="required"/>
<xs:attribute name="usage" type="xs:string" use="optional"/>
</xs:complexType>
<xs:complexType name="PairedKeyType">
<xs:complexContent>
<xs:extension base="KeyType">
<xs:attribute name="pair" type="xs:string" use="required"/>

</xs:extension>
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</xs:complexContent>
</xs:complexType>
<xs:complexType name="KeyDataType" mixed="true">
<xs:sequence>
<xs:element ref="xenc:EncryptedData" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="encoding" use="required">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="xmlenc"/>
<xs:enumeration value="base64"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<xs:attribute name="format" use="required">
<xs:simpleType>
<xs:restriction base="xs:string">
<xs:enumeration value="PKCS#8"/>
<xs:.enumeration value="X.509"/>
<xs:enumeration value="RAW"/>
</xs:.restriction>
</xs:simpleType>
</xs:attribute>
</xs:complexType>
<U—-REFALE >
<xs:complexType name="ContentKeyType">
<xs:complexContent>
<xs:extension base="OctopusObjectType">
<xs:sequence>
<xs:element ref="SecretKey"/>
</xs:sequence>

</xs:extension>
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</xs:complexContent>
</xs:complexType>
<|—K I B >
<xs:complexType name="ScubaKeysType">
<xs:sequence>
<xs:element ref="SecretKey" minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref="PublicKey" minOccurs="0" maxQOccurs="unbounded"/>
<xs:element ref="PrivateKey" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>

</xs:schema>

[1337]  VABHMER N & AL .
[1338]
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«Pxinl version="1.0" enceding="UTF-8"?>
«xszschema targetNamespace="http://intertrust.com/kformat/1,0"
xming="http:/fintertrust com/kformat/1.0" xmlns:cet="hitpi//intertrust.comy/Octopus/L.0"
xmilns;xs="htpAwww, wiiorg/2001 X MLSchema”
sming:ds="http://www.w3.0rg/2000/09/xmldsigh"
xming:xene="http:/www. w3 .org/2001/04/xmlenck” clemontFormDefault="qualificd”
attributeFormDefault="ungualified">

R

<xs;import namespace—"http://intertrust.com/Octapus/1.0" schemaLoeation="Octopus.xsd”/>

<A -

<xs:element name="Torpedo" type="TorpedoType"/>

<xs:element name="BroadeastKey" type="BroadeastKeyType"/>

“xsscloment name="Broadeastk eyMethod® type="BroadeastKeyMothod Tyic? />

<,_§&§1§ -

<xsicomplex Type name="TorpedoType’>

xsIsequence>:

STelenen

<Jxsisequence’
xswwomplexTypes
<xseomplex Uype name="BroadcastKey ype"™>

<xsisequence™

<xgrelement ref="BroadeastKeyMethod"/>

<xs:cloment ref="oet: KeyData"/>

<l id A MNK S 247 -5
<sgiatiribute name="id" type="xs:string"/>
G PR MK TH LA 2

<xyattribute name="source" type="xssiring />

<xs:complexType>

<sxsisehemas
[1339]  B. 1. &k
[1340] B.1.1. T

164



CN 102882677 B 1«51'1 AA :F' 162/232 71

[1341]  AE— S, a2 SCRA R 2R i

[1342]  WFEAAADPEN L BT 4T % DR G B AR Y s (4] 4, B2 71 s B PC BRAR Y
lr\]_f“\ ) c

[1343] WL SR o, 1 QT 4 s SO L ER T e, T AT AY A sk B B Y
=

AR

[1344]  FE—SEHEE P, 7 A5 2 (1, fE1% U0 ScubaKeys Z ZEHIY et ) JF Ha
IR 73 B TR R ASE R (B, id B M AH ) RHAAY & (Fl LA
HERRAMAEA ) o JA, A (AN ) A4, i B AR A ALY
ST DB SRS (R A 0 v n] AR 55 B SR I 240 &
[1345]  FE—MSLjitif5] 9, 7€ ExternalExtension R IAAY BIHFIATEL . AL S
K HAAG Y FE AT LU dab B2 7E AR [ () <bundled> JTIh B v LIS HB )5k . R IAE T % B
FIBRAE A st T T84 = A S R 1.
[1346] B.1.1. 1)@
[1347] A — A S ), 1 5 % B B A XML 2 A9 385 1 B AT BLR <Attribute> [
{AttributeList> :
[1348] X TEAAAPERUL -
[1349]
<AttributeList xmlns="http://intertrust.com/Octopus/1.0">

<Attribute name="urn:x-marlnintertrust.com:type ... </ Attribute>

<Attribute name="urn:x-marhn.intertrust.com:dnk_id">...</Attribute>

<Attribute name="urn:x-marlin.intertrust,com:nanufacturer”>,. </Attribute>

<Attribute name="urn:x-marlin.intertrust.com:model">...</Attribute>

<Attribute name="urn:x-marlin.intertrust.com:version">,..</Attribute>

</AttributeList>
[1350] % T B SRR ki -
[1351] <AttributeList xmlns = “http://intertrust. com/Octopus/1.0”>
[1352] <Attribute
[1353] name = “urn:x-marlin. intertrust. com:type”>...</Attribute>
[1354] </AttributeList>
[1355] B.1.1.2% )&
[1356]  ifff = B BIPNAE A Jr o, 46— DSl b, o a ANy S #5415 T ScubaKeys (3£
ERNEEH ) M Torpedo () &M ZH ) 4 . LERARY mi 1457 Scuba FLE
.
[13571 T ANHBHEN7E <ExtensionList) ) <Extension> JCHIH [ <Node> JCII N »
EEHPEHE T AE Node> JuliZ /MPMAT <Extension> JuIiH
[13858]  fE— AL, £ <Node> H14844 <ScubaKeys> ¥ &, FELLSEHEMIH, 76 <Node>
W #E07 <ScubaKeys> N #B <Extension> ( A8 ) T AULHE <ds:DigestMethod> JuIi LA %
{ds:DigestValue> JuIil. fEAMA <Extension> H s (AL B 5 BALAE 42 I HAX @ 25 44 5
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AN ERIEAT . [FIFE, <Torpedo> R4 .

[1359]  B. 1.2 %%

[1360]  7E—SEtiflh, <Link> JoHifY <LinkTo> il <LinkFrom> JuIi R AL5 <I1d> JI
I HAE <Digest> Jli. <Control> JLWi &R M. Bz B HIBH I C B8 Pras 4 ik itk
XTI T

[1361] B.1.1.1 )@

[1362] RSt b, Bk A Rl R M. X ERFE AttributeList> AEESRIFH.
WA IS R 1 SR Ty X R

[1363] B.1.1.2¥% &

[1364]  7& b BH 3% B Bt 7 Hh B9 7 491 M S 1 b, BE B% L A AR <Link> W BT 8% 4
<ScubaKeys> W # ¥ &, M Il <ExtensionList> J Il & 5% il 7 . 73 &b, 85 % 1
{ScubaKeys> ¥ J& K # 2 4, M1 7 <Extension> JCII N ¥ #4F <ds:DigestMethod>
Fll <ds:DigestValue> JUIl. It <ScubaKeys> 4 F& A& F| H “k B 7 A7 B9 2 e ol ik 25
Scuba LB INE I “ EZAEN 7 A SL / B%E Scuba SLEE ] (1E PrivateKey> A
{SecretKey> JLHiH ) MIRA. 8 H XML & 1R R AE RN na . 7RG P 5% B P
B 7~ 1 52 i 5] 7, <KeyData> Jutil. <PrivateKey> Fl <SecretKey> JuHi i % F FJ “ w1 ”
B I E N “xmlenc”. Mt <KeyData> JLIIH % T J& <xenc:EncryptedData> JGIl. 7
<KeyInfo>/<KeyName> JTLIN i 45 I35 2 5H (K 44 FR

[1365]  E—MSEJtfl 4, iR 2 A2 AW, B4 -

[1366] M <KeyName> JCIi 2 Z54H AT Ja % 4 R

[1367]1 WA INEEAE (B, FA8H ) RO mAS G BRI AN, B4 7 A= [a) i
128 7 A 25 2540 . SR 5 9 4 A ] aes—128—che ) 1 A 18] 25 91k n 28 %08, IF H. (43
<EncryptedKey> JGH ) I H 23 BHR I o 1) 2 8 o

[1368] T2 XML ZHIE AL

[1369]

<!—E(l, data) -->
<EncryptedData xmlns="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes128-cbc"/>
<Keylnfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<!-- E(PUBa, I) -->
<EncryptedKey xmlns="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1_5"/>

<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
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<KeyName>urn:x-octopus.intertrust.com:key-pair:300a</KeyName>
</Keylnfo>
<CipherData>
<CipherValuc>
fFeGD4K APEmESz/jW6 CkbRegpMSkyH0Oy/0/uDQ78PaShtvUMoozeO4a0b785YnB
13QalZUEYqR9V5TCUaOcH7 wxxvBEIsd1nYKkVO gW/kFnRr98UDFvU90PRqaEP/SABb+Ju
AUmvxYX47q0VQqBQGGqzFssBDKmUk+s98dkPR8=
</CipherValue>
</CipherData>
</EncryptedKey>
</Keylnfo> (
<CipherData>
<CipherValue>
c8LBj4BLzGOYV/GT3Y4w2XcwTYbr8fHNJhCOQjULuvoha/QYVZKKCpUY+nuCXC/st9TU+
8tMtaMt1 GUpkCZQhSaTNcluCSxOyBoA6Xh/bmyZLDJ78+al/sITmfNpJGdb
vTal7x9DD 1Mp1mvFEjpAUjTTvruN32g4bxsF7TFD8CIRWNAc4hS96nFDgrmzoO5pR
dda6mswFKG5B0kY7mYbhacblowXkAk1Wc/OuXA+QLHdUthxeajoXNPfAGRzIFM3bpulxb
xDAaaAJDxoReiTtS1nGaHhqa1hvLCpKk1zHBowHyvTvDLEILjHYEPeG6xSHBbzpT2981dK
UhXfaY6vvdceMdVXuBVL3eZP1jkJHDxeaBy1lce8x1QKZpo6Pjuxlb
bnSKUMt/PxWp7rLaSs786S740cwuN63+ZRgienxPK1 CnYOBhtMJ 7hh/agvO9IyUD
RvcgnSEY9K ASExy/6gIS/gouljFU81r7056 XcE4/IBodTWDkfyli/y8q5QA/0VaD9
Y30ER1p3pYuHwn/IeXM4gsBD31cgd7nviK 71K YkZjowR 9P6pSy57a+K4LZKDmfUH
zG/gZs2XcoPb9o6mVAEEej7+aLwgmoileykkR+0pkFntvqvXYRPkphhcVdzjzIMV
scpXBXfWx7wbQURXkiew7R4RihQy3wev+ZFIplINSAElyqyWy4rBobzZ7¢TNMtR
znhV1t+Wwq5G0IBxzU9WIFzFd/Rn2H9L4T171LCa4 VR3uNpf+XM8ip9L;LPRUnNh
28KrMdAddceyopYyilF5p8idfh0//a/LKdE7JAkOq9ewk19ryqfls CFeKISoOMjh
kzNx3BR/iHxm3 1HIe3ZKtA==</CipherValue>
</CipherData>

</EncryptedData>

[1370] B. 1. 3 A/ ¥ %
(13711 JEF SR B WP C $84E T T 2T i)+ (FEC B — RS <y, TS
WL BT ) .
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[1372]  B.1.3.1 &%

[1373]  7E Ut B 3% B B 7 H4 B9 7= 1 % SE i 4] 71, <ContentKeyReference> JG M
{ContentReference> JL I ( ] Ul 7 <ProtectedTargets> JLI P ) H A 5 <Id> Jo i If
HALSE <Digest> Juhi. 7E MU B M 52450, R348 0T G AN B B i il 1) g ek By 2
<AttributeList> Ml <ExtensionList> JoIUE A] ¥k i 3 Ak 205 .

[1374] B.1.3.2 WAZH

[1375]  FEULBA SR B B s tH ) 79 otk S 45 b, P 25 2 B 0 A0 AR s il 1) 8 P Bl o
Klt, <AttributeList> Fll <Extensionlist> JGIi & n] ik 1 I H 4k 205 .

[1376]  7E— 3L, <ContentKey> JLIiHL & <{SecretKey> Julil, | T 3K KR %
WA SEFR 2. T2 5 <SecretKey> AHKEL KeyData>. fE— S, <KeyData>
() “Hmhd” JRYER R BN “xmlenc” SE R HITER o

[1377]  FE—ASEafal o, WA E AN ZAEAEN AP AR RO < (1) 7R B0 PC N I E
RS 2 00 AR X P FOL R, B <SecretKey> JUIUATR NI N 2% 50 Ke R SR Scuba
A (NILRERRE ) s, bty A48 2 iR se vk (B ) o (2) 71 IS
ZJa, e i Mangrove | #0257 S8R IN3 N 52580 o S8R 8 250k 45 5 21 19 SE AR I
Scuba B8] (AFLHIERERE R ) INa . ERXMIENR, BATHA BN,

[1378]  FEMb BT H#EIA T H TR M 2 (1) 15 30 T N5 <EncryptedData> JGIR K
YLD R IR T BRI H TS b

[1379]  FE—ANSEptifleh, H TR H Mangrove | #8085 77 S8R N3 N 5% 80 Ke 1) xmlenc
RS

[1380]

<EncryptionMethod Algorithm="se¢ (*)"/>
<KeyInfo xmlns=""http://www.w3.0rg/2000/09/xmldsigH">
<KeyName>see (*#)</KeyName>
</Keylnfo>
<CipherData>
<CipherValue>see (***)</CipherValue>
<fCipherData>
</EncryptedData>
[1381] W (o) 52l Thril Mangrove | #8015 S (1 URL, ££— S + BTid Mangrove
7 HE N 5 Sk R AE N AR ALY xm] B A “kformat. xsd” H <Torpedo> #17 & 14
{BroadcastKeyMethod> &%,
[1382] M (%) J2& Mangrove W PIM A4 FR . AE— DS , PAE LTS 1E kformat. xsd

Hh T 2 X <BroadcastKey> TG0 [F1U5 & AR ] »
[1383] W Cekk) J& H T RINK I Mangrove | #8255 BHEVL N2 N 252580 Ke 11 ASN. 1 J777)
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i) base64 Zig{H :
[1384]

SEQUENCE {
tags BIT STRING
keys OCTET STRING

Nl

[1385]  FE—ANSHtE ] 4, VP T8 90 2 21 SEAR I scuba JE 858 (AILRIERRE 1))
Fe s b e & <EncryptedDatad =15 fF41) . i FAEH A, WA <EncryptedData>
PPN T RSA 1024 AFARUK K, B4 5 Gnde T i prh N AR 29 (4,
Z WA A ) FFHFREPREH. 7RI B B E D rh kB A ) 5235 X
S XML G (451 1.

[1386]  B. 1.3.3 #=H%s

[1387] B ANSEHEY] , FEHIZ A RS AR B BT k. Ik, <AttributeList>
Ml <ExtensionList> JCHE AU I HoRA i B ) Sl 7 20 2005

[1388]  7E — AN 5K il ] H, <DigestMethod> JC T [ 5 VE J8 M H 45 & 4 http://www.
w3. org/2000/09/xmldsig#shal.

[1389]  7E—/SLjify| b, <ControlReference> Wil EA <Digest> Jtlil, <DigestValue>
T AL 5 | % T R 2L ) base64 ihid .

[1390]  #F — A &l ) ob, fn 2R 4% ) A% bR A% 44 0 PRI 4% 44 (rsa—shal), I 4
({ControlledTargets> JLII N [ ) <ContentKeyRefence> LI i B 5 <Digest> yum It H
<DigestValue> JTLIT I AL 5 B ik A 21 PN 24585 XS G b 19 BH SC 8 28 2 FH A 22 .

[1391]  B. 1. 3.4 %

[1392]  FE—ANSptiflrh, w0 St Fr AR b i @t sky . BRIk, <AttributeList>
<ExtensionList> JUIUAR ] Gk [ ELKG R M 1 s 7 =X 200 o

[1393]  ZE—/MSLjfy] T, <ControlProgram> JCII A J@ w15 & A “plankton”, 3F H.
<CodeModule> JLIM{ byteCodeType J& T #7iX B N “Plankton—-1-0",

[1394]  PBff3% B——BRHF A s fa mfa PR s i+

[1395]
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<Bundle xmins:ds="http://www.w3 .oré/2000/09/xm1dsig#"
xmins:xenc="http://www.w3.0rg/2001/04/xmlenc#" xmlns="http://intertrust.com/Octopus/1.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://intertrust.com/kformat/1.0
C:¥DOCUME~1¥ulien¥Desktop¥kformat¥kformat.xsd">
<l—% %k, PHAFRZENT &>
<Node id="urn:kformat:device:0001">
<AttributeList>
<Attribute name="urn:x-marlin.intertrust.com:type">device</Attribute>
<Attribute
name="urn:x-marlin.intertrust.com:dnk_id">urn:kformat:mangrove:0001</Attribute>
<Attribute name="urn:x-marlin.intertrust.com:manufacturer_id">SONY </Attribute>
<Attribute name="urn:x-marlin.intertrust.com:model">urn:sony:walkman</Attribute>
<Attribute
name="urn:x-marlin.intertrust.com:version">urn:sony:walkman:002a</Attribute>
</AttributeList>
<ExtensionList>
<Extension id="urn:kformat:device:0001:scuba:public">
<ScubaKeys>
<PublicKey id="urn:kformat:device:0001:scuba:public:sharing"
pair="urn:kformat:device:0001:scuba:pair:sharing">
<KeyData encoding="base64" format="X509">MIIC... MEbB</KeyData>

</PublicKey>
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<PublicKey id="urn:kformat:device:0001:scuba:public:confidentiality"
usage="confidentiality"
pair="urn:kformat:device:0001:scuba:pair:confidentiality">
<KeyData encoding="base64" format="X.509">MIIChDCC... vh8BMS52</KeyData>
</PublicKey> |
</ScubaKeys>
<Digest>
<DigestMethod xmlns="http://www.w3.0rg/2000/09/xmldsig#"
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue
xmins="http://www.w3.0rg/2000/09/xmldsig#">0GZGBY 80pQXs</Digest Value>
</Digest>
</Extension>
</ExtensionList>
</Node>
<\—fKE, #A Scubay &k -->
<Extension id="urn:kformat:device:0001:scuba:private" snbject="urn:kformat:device:0001">
<ScubaKeys>
<PrivateKey id="urn:kformat:device:0001:scuba:private:sharing"
pair="urn:kformat:device:0001:scuba:pair:sharing">
<KeyData encoding="base64" format="PKCS8">MIICdgIBADAN...
DXywQLg==</KeyData>
</PrivateKey>
<PrivateKey id="urn:kformat:device:0001:scuba:private:confidentiality"
usage="confidentiality"
pair="urn:kformat:device:0001:scuba:pair:confidentiality">
<KeyData encoding="base64" format="PKCS8">MIICdwIBADAN...
g4olog34=</KeyData>
</PrivateKey>
<SecretKey id="urn:kformat:device:0001:scuba:secret:sharing">
<KeyData encoding="base64" format="RAW">Z1n2/2cbz100/{Z09xtmyA==</KeyData>

</SecretKey>
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<SecretKey id="urn:kformat:device:0001:scuba:secret:confidentiality”
usage="confidentiality">
<KeyData encoding="base64"
format="RAW">0CJ8bcORW6GLX4GzT7XKvg==</KeyData>
</SecretKey>
</ScubaKeys>
</Extension>
<\—HR &, #A Torpedod” & -->
<Extension id="urn:kformat:device:0001 :torpedo" subject="urn:kformat:device:0001">
<Torpedo xmins="http://intertrust.com/kformat/1.0">
<BroadcastKey id="urn:kformat:mangrove:0001">
<BroadcastKeyMethod Algorithm="http://marlin-drm.com/mangrove/1.0"/>
<KeyData xmins="http://intertrust.com/Octopus/1.0" encoding="base64"
format="RAW">....</KeyData>
</BroadcastKey>
</Torpedo>
</Extension> ’
<I—RE, EAFHASLBEL >
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<Signedinfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<Reference URI="urn:kformat:device;0001">
<Transforms>
<Transform
Algorithm="http://www_octopus-drm.com/2004/07/format-independent-cano#"/>
</Transforms> »
<DigéstMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue>gl5QoD7MUAgjcpkPiciZhoSHbEQ=</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>gI5QoD7MUAgjcpkPiciZhoSHbEQ=</Signature Value>
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<KeyInfo>
<X509Data>
<I—JeE 2L 4R 49 N4 s>
<X509Certificate>...</X509Certificate>
<l—deRFTE, BAARNIE B>
<X509Certificate>...</X509Certificate>
</X509Data>
</Keylnfo>
</Signature>
<\—RE, EhAFHL,LEL >
<Signature xmlns="http://www.w3,0rg/2000/09/xmldsig#">

<Signedinfo>

<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>

<SignatureMethod Algorithm="http.//www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
<Reference URI="urn:kformat:0001:scuba:private">
<Transforms>
<Transform
Algorithm="http://www.octopus-drm.com/2004/07/format-independent-cano#"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue>gI5QoD7MUAgjcpkPiciZhoSHbEQ=</Digest Value>
</Reference>
<Reference URI="urn:kformat:device:0001:torpedo">
<Transforms>
<Transform
Algorithm="http://www.octopus-drm.com/2004/07/format-independent-cano#"/>
</Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>97mDinw0OvF/ECQHcvDk</ds:DigestValue>
</Reference>
</SignedInfo>

<SignatureValue>gI5QoD7MUAgjcpkPiciZhoSHbEQ=</Signature Value>
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<Keylnfo>
<X509Data>
<l—oE L FHGAYIEPALEXL >
<X509Certificate>...</X509Certificate>
<le- o RER, KARGIEPE >
<X569Ccrtiﬁcate>. ..<IX509Certificate>
</X509Data>
</KeyInfo>
</Signature>

</Bundle>

[1396]  PH3% B——PR {1 B : fr 2 & = fa Bk ik (11451 1
[1397]
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<7xml version="1.0" encoding="UTF-8"7>
<!--XMLSPY v2004 rel. 2 U4 & ¢) 4% K XML X 4+ (http://www.xmlspy.com)-->
<Bundie xmlns="http://intertrust.com/Octopus/1.0" '
xmins:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://intertrust.com/Octopus/1.0
C:¥ws¥Octopus¥Source¥Xml¥Schemas¥Octopus.xsd">
<Link id="urn:kformat:link:device:0001:to:user:1234">
<ExtensionList>
<Extension id="urn:kformat:link:device:0001:to:user:1234:scuba">
<ScubaKeys>
<!-- E(PUBdevice, PRIVuser) -->
<PrivateKey id="urn:kformat:user:1234:scuba:private;sharing"
pair="urn:kformat:user:1234:scuba:pair:sharing">
<KeyData encoding="xmlenc" format="PKCS8">
<!-- E(l, PRIVuser) I. ¥ /& & 41 -->
<EncryptedData xmlns="http://www.w3.01g/2001/04/xmlenc#">
<EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes128-cbc"/>

<Keylnfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
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<t-- E(PUBdevice, I) -->
<EncryptedKey xmlns="http://www.w3.0rg/2001/04/xmlenc#">
<Encry1$tionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1_5"/>
<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<KéyName>urn:kformat:device:0001:scuba:pair:sharing</KeyName>
</Keylnfo>
<CipherData>
<CipherValue>fFeGD4K... s98dkPR8=</CipherValue>
</CipherData>
</EncryptedKey>
</Keylnfo>
<CipherData>
<CipherValue>
¢8LBj4BLzGOYv... HIe3ZKtA==</CipherValue>
</CipherData>
</EncryptedData>
</KeyData>
</PrivateKey>
<l-- E(PUBdevice, Suser) -->
<SecretKey id="urn:kformat:user:1234:secret:sharing">
<KeyData encoding="xmlenc" format="RAW">
<EncryptedData xmlns="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1_5"/>
<Keylnfo xmins="http://www.w3.0rg/2000/09/xmldsig#">
<KeyName>urn:kformat:device:0001:scuba:pair:sharing</KeyName>
</Keylnfo>
<CipherData>
<CipherValue>OHVaH... kjLA=</CipherValue>
</CipherData>

</EncryptedData>
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</KeyData>
</SecretKey>
</ScubaKeys>
</Extension>
</ExtensionList>
<LinkFrom>
<Id>urn:kformat:device:0001</Id>
</LinkFrom>
<LinkTo>
<Id>urn:kformat;user;1234</Id>
</LinkTo>
</Link>
<Signature xmlns="http://www.w3.0org/2000/09/xmldsig#">

<SignedInfo>

<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>

<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>

<Reference URI="urn:kformat:link:device:0001:to:user:1234">
<Transforms>
<Transform
Algorithm="http://www.octopus-drm.com/2004/07/format-independent-cano#"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<DigestValue>gI5QoD7MUA gjcpkPiciZho SHbEQ=</Digest Value>
</Reference>.
</SignedInfo>
<SignatureValue>gI5QoD7MUA gjcpkPiciZhoSHbEQ=</Signature Value>
<Keylnfo>
<X509Data>
<\—Jesk f FEA L 4AE BAE L >
<X509Certificate>...</X509Certificate>
<l REE, RARGIERE >

<X509Certificate>...</X509Certificate>
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</X509Data>
</Keylnfo>
~ </Signature>
</Bundle>

[1398]  Bis B——F{ {4 C i 4 A vEr] 9H] 1 (AERARUNIE LT )
[1399]
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<Bundle xmlns="http://intertrust.com/Octopus/1.0"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://intertrust.com/Octopus/1.0
- C:¥ws¥Octopus¥Source¥Xml¥Schemas¥Octopus.xsd">
<ContentKey id="urn:x-octopus.intertrust.com:content-key:2002">
<SecretKey id="urn:x-octopus.intertrust.com:secret-key:2002">
<KeyData encoding="xmlenc" format="RAW">
<EncryptedData xmlns="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes128-cbc"/>
<Keylnfo xmins="http://www.w3.0rg/2000/09/xmldsig#">
<KeyName>urn:x-octopus.intertrust.com:secret-key:303c</KeyName>
</Keylnfo>
<CipherData>
<CipherValue>
MCROLGaoyu0206zsIW9IrOOSMfhuZCtV20094/0fQ5dHblI3q2vZrgwRbJepLvRa
</CipherValue>
</CipherData>
</EncryptedData>
</KeyData>
</SecretKey>
</ContentKey>
<ContentKey id="urn:x-octopus.intertrust.com:content-key:2001">
<SecretKey id="urn:x-octopus.intertrust.com:secret-key:2001">
<KeyData encoding="xmlenc" format="RAW">
<EncryptedData xmlns="http://www.w3.0org/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1_5"/>

<KeyInfo xmlns="http://www.w3.0rg/2000/09/xmldsig#">
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<KeyName>urn:x-octopus.intertrust.com:key-pair:300c</KeyName>
</KeyInfo>
<CipherData>
<CipherValue>
LD51c)71Bswwb2GttPoPjMytFn300el 7vhZPASmKY06R82K ZjxFDtcCmbOlYZ5Hv
61dqQ3hy74/mQF3AJ1j)RXa%/ymmasVBxsInv426B9/JkzTT4CGqNjS+WPOKLINZC
qnRWguJmk8dQ+jaxW515QSjp4MCpGZB63zfvcuBD7qE=
</CipherValue>
</CipherData>
</Encryptedb ata>
</KeyData>
</SecretKey>
</ContentKey>
<Control id="urn:x-octopus.intertrust.com:control:0001">
<ControlProgram type="Plankton">
<CodeModule byteCodeType="Plankton-1-0">
AAABUNBrQOOAAAA2cGIFWAAAAAIOR2xvYmFsLk9uTG9hZAAAAAAAEKFjdGlvbiSQbGFSL
kNoZWNrAAAAAFgAAACmMCGIDUWEAAAAEGEEAAAAABQEAAAACIAMBAAAABBOBAAA
AHgUbAQAA ACWYAQAAAAQaAQAAACIFAQAAAAI gSAWEAAAAEGEEAAAATBRSBAAAAB
hgBAAAAABUB/////xXUBAAAABBoBAAAAPWUBAAAABBOBAAAAHEUalAEAAAAgGAEAAA
AEGgEAAAATBRogAQEOX30LAQAAAAYYAQAAAAAVATL///I8VAAAALNBIRFNPY3RvcHVzZL
kxpbmtzLklzZTm9kZVIJIYWNoYWIsZQAAAAAAU31zdGViLkhve3QuR2VOVGHZVNOYWIWAAA
AAABIcm46eClvY3RvcHVzLmludGVydHI1¢3QuY2910OmSvZGUEMD AwMwA=
</CodeModule>
</ControlProgram>
</Control>
<Protector>
<ContentKeyReference>
<Id>urn:x-octopus.intertrust.com:content-key:2002</Id>
</ContentKeyReference>
<ProtectedTargets>

<ContentReference>
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<Id>urn:x-octopus.intertrust.com:content:2001</Id>
</ContentReference>
<ContentReference>
<Id>urn:x-octopus.intertrust.com;content:2002 </Id>
</ContentReference>
</ProtectedTargets>
</Protector>
<Protector>
<ContentKeyReference>
<Id>urn:x-octopus.intertrust.com:content-key:2001</Id>
</ContentKeyReference>
<ProtectedTargets>
<ContentReference>
<Id>urn:x-octopus.interirust.com:content:2003</1d>
</ContentReference>
<ContentReference>
<Id>urn:x-octopus.intertrust.com:content:2004</Id>
</ContentReference>
</ProtectedTargets>
</Protector>
<Controller id="urn:x-octopus.intertrust.com:controller:0001">
<ControlReference>
<Id>urn:x-octopus.intertrust.com:control:0001</Id>
<Digest>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"
xmlns="http://www.w3.0rg/2000/09/xmldsig#"/>
<DigestValue
xmlns="http://www.w3.0rg/2000/09/xmldsig#">02 ACF5674287FF45CFA5A66D70125FF5601A63
F7</DigestValue>
</Digest>
</ControlReference>

<ControlledTargets>
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<ContentKeyReference>
<Id>urn:x-octopus.intertrust.com:content-key:2002</Id>
</ContentKeyReference> |
<ContentKeyReference>
<Id>urn:x-octopus.intertrust.com:content-key:2001</Id>
</ContentKeyReference>
</ControlledTargets>
</Controller>
<Signature xmlns="http://www.w3.0rg/2000/09/xmldsig#">
<SignedInfo>
<CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-c14n#"/>
<SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#hmac-shal"/>
<Reference URI="urn:x-octopus.intertrust.com:controller:0001">
<Transforms>
<Transform
Algorithm="http://www.octopus-drm.com/2004/07/format-independent-cano#"/>
</Transforms>
<DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<D: gestValue>A42CZFK4DQvb/MOwqOLZRnyiS1Y=</DigestValue>
</Reference>
</SignedInfo>
<SignatureValue>gI5QoD7MUAgjcpkPiciZhoSHbEQ=</SignatureValue>
<Keylnfo>
<KeyName>urn:x-octopus.intertrust.com:secret-key:2002;

urn:x-octopus.intertrust.com:secret-key:2001</KeyName>

</KeyInfo>
</Signature>
</Bundle>
[1400]  Pff5% B——PBfHF D AERICES SO0 T P9 2525 EH 10+

[1401]
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<ContentKey id="urn:x-octopus.intertrust.com:content-key: 2001 ">
<SecretKey id="urn:x-0ctopus.intertrugt. comisecret-key: 2001 ">
<KeyData encoding="xmlenc" format="RAW">:
<EncryptedData xmlng="http://www.w3.0rg/2001/04/xmlenc#">
<EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlencfaes128-cbc"/>
<Keylnfo xmlns="http://www.w3.0rg/2000/09/xmldsigh">
<EncryptedKey xmlns="http://www.w3.0rg/2001/04/xmlenc#">
<EneryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1_5"/>
<Keylnfo xinlns="http://www.w3.0rg/2000/09/xmldsig#">
<KeyName>urn:kformat:user:000 1:scuba:pair:sharing</KeyName>
</Keylnfo>
<CipherData>
<CipherValue>E(PUBuser, 1)</CipherValue>
</CipherData>
</EncryptedKey>
</Keyliifo>
<CipherData>
<CipherValue>
Encryption of the EneryptedData element containing
the encryption of K¢ with the broadcast encryption
scheme (see note on xmilenc and broadeast key eneryption
in the ContentKey section) with the intermediate key 1.
</CipherValue>
</CipherData>
</EncryptedData>
</KeyData>
</SecretKey>

«/ContentKey>

[1402] 15. f¥FEC

[1403]  BEPHSE Conth T FR 51 S EhuUE F (0 f st faT RS 9] 1o e efit 7 fa B e
AT N BIPE XML R LA T 20515 SOAP W &% IR 45 (1 7 91 74 WSDL.
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[1406]
(R =B SimpleProfile
INE N B http://www. w3. org/2001/04/xmlenctrsa-1 5
INEHEE 4 L http://www. w3. org/2000/09/xmldsigtrsa—shal

TR 25 hn 2 S http://www. w3. org/2001/04/xmlenctaes128-cbc
BB 28 [http://www. w3. org/2000/09/xm1dsigihmac—shal

Ak http://www. w3. org/2000/09/xm1dsigshal
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AR B A ob 8 0, 30 HAE 4 A2 b e Ja e 20 ) o« A4
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[1426]  fa] B[ XML w4 1.0

[1427]  #%5{ SimpleBootProtocol. xsd
[1428]

<xgischema xmlns:xs="http://www.w3,0rg/2001/XMLSchema" elementFormDefault="qualified">
<xs;element name="BootstrapRequestMessage"»
<xgicomplexType>
<xXs:sequence>
<xs:element ref="BootstrapRequest"/>

</xs:sequence>

[1429]
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<xs:attribute name="Protocol™ type="xs:string" use="required"/>
<xs:attribute name="Profile" type="xs:string" use="required"/>
<xs:attribute name="Version™ type="xs:decimal’ use="reguired />
<fusicomplexType>
</xsielement>
<xs:element name—"BootstrapRequest!">
<xsicomplexType>
<xsiseguences
<xg:element ref="Sessionld" />
<xs:element ref="TrustDomain" maxOc¢curs="unbounded"/>
</x§isequence>
“</xs:complexType>

</xs:element>

lement name="ChallengeRequestMessage”>
<xs:cemplexType>
<X§iseguence>
<xs:element ref="ChallengeRequest”/>
LfKgsoquences
</xs:complexType>
<jxs:element>
<xsielement name="ChallenigeRequest™>
<xs:complexType>
<x¥sisequence>
<xs:element ref="Challange"/>
<xsielement ref="Signature"/>
<xsrelement ref="CertificateChain"/>
</xs:sequences
</xs:complexTypes
</xs:element>
<xs:element name="ChallengeResponsgMessage™>
<xs:eomplexType>
<xsisequence>

[1430]
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<gs:element ref="SessionKey"/ >
<xsielement ref="Encrypted ChallengeResponse"/>
<fxsisequence>
</xs:complexType>
</xs:elements
<xs:element name—"EncryptedChallengeResponse” type~"xs:base64Binary™/>
<xsiclemont name="ChallcrigeResponse™>
<xs:complexType>
<Xsisequence>
<xsrelement ref="ClientInfo"/>
<xselement ref="Challenge"/>
<xs:element ref="SessionKey"/>
<xs:element ref="Signature"/>
</xsisequence
</xsreomplexType>
</xgielement>
<xs:element name="Challenge">
wsicomplexType>
Lxsisequence
<xsielement ref="Cookig" />
<xs:element ref="Nonce"/>
<xs:element ref="Sessionld" />
<xs:element ref~"EncryptionKey" minOceurs—"0"/>
</xsisequence™
</xs:complexType>
</xs:element>
“xs:complexType=
<xs:sequerice>
<xs:element ref="EncryptedBootstrapResponse />
<fxsisequences
</xs:eomplexType>

[1431]
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</xsrelemenit>

<xy:element name="EncryptedBootstrapResponse™ type="xs:base64 Binary"/>

<xsrelement name="BootstrapResponses
<xs:complexTypes
<xsisequences
<xs:element ref="Sessionld" />
Lxsielement ref="Data"/>
<xsrelement ref="Signature" />
</xsisoquence>
</xs:complexType>
</xsielement>
<xsielement name="ErrofResponseMesgsage "™

<gsicomplexType>

<xsisequence>
<xs:clement ref="ErrorResponse! >
</x§:sequence>
</xs:complexType>
Zixs:element>
<xsielement name="ErrorResponse” type="xs:string"/>
<xs:clement name="CcrtificatcChain'>
<xsicomplexType>

<xsisequences

<xs:element ref="Certificate” maxOcenrs="unbounded"/>

</xsisequence™

<xs:attribute nanmeé="TrustDomain™ type="x{string™ use="required"/>

</xs:complexType>

</xs:elements

<xs:element name="Cerfificate” type="xs:base64Binary" />

<xsielement nanie="Clientlufo'
<X$:sequence>
<xsrelement ref—"Attribute"/>

[1432]
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[1433]
[1434]

R

</xsisequence>

<ixgicomplexType>
</xs:element>
<xs:element name="Attribute” type="xs:string"/>
<xs:element name="Cookie" type="xs:basc64Binary"/>
<xs:element name="Data" type="xs:base64Binary"/>
<xs:element name="EncryptionKey" type="xs:base64Binary"/>
<xs:element name="Nonce" type="xs:basec64Binary"/>
<xg:element name="Sessionld" type="xs:string"/>

<xs:element name="SessionKey" type="xs:base64 Binary"/>
<xs:element name="Signature” type="xs:bascb4Binary"/>

<xs:element name=""TrustDomain" type="xs:string"/>

</xssschemas
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<BootstrapRequestMessage Protocol="OctopusSimpleBoot" Profile="SimpleProfile” Version="1.0"»
“BootstrapRequest>
<Sessionld>some-uniquessession-id-0008</Sessionldy»
<TrustDomainsurn: x-octopus. intertrust.comiscuba buot:trust-domain: test00 1</ TrustDomains
</BootstrapRequest>

</BootstrapRequestMessage>

<ChallengeRequestMessage>
<ChallengeRequest>
<Challenge>
<Cookie>c29tZS1 1bmlxdWUtc2Vze2lvbilpZCOWMDA4</Cookie>
<Nonce>MviVIv73exosibtgisQIPRQ==</Nonece>
<Scssionld>some-unique-session-1d-0008</Sessionld>
<EncryptionKey>
MIGIMAOGCSqGSIb3DQEBAQUAA4AGNADCBIQKBgQCpMY 4wvgTIvVPTufNVbd I TUWOI4FZPtzi3
£zetY9gx5106dfRu+LKPglnlsSXCRSZIVRUyoNZC0Qc3SLobUhXDouTsrVixtRKOSxZTLt5DZ 1 5Atdd
SrAAFF9baDGMISKQPIWTgB2Ci/MmY hadlix LiUtvDzWIKmSpytgHC8I/QIDAQAR
</EncryptionKey>
</Challenge>
<Signature>
cui9/rinlg3Drw52bQXLzhZbZLXadIGFP3YP g TKPuazUCYCLAJY TIhdulWin TKDtmf34/66H0s2
DCCyxQsdFZhSNk6pyQE=
</Signature>
<CertificateChain TrustDomain="urn:x-o¢topus.intertrust.com;scuba:boot:trust-domain:testf0 1>
<Certificate>
MID...<—#53 FRIEH >
</Certificate>
MID...<t—F HAGES >
<Certificate>
MIUIE.. <l A
[1435]
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</Certifivate>
<Certificate>

MID...<I—F F 4 S {ZAES I E S >
«</Certificate>

«/CertificateChain>

PtzIcFTZ51sW7oRZ LatHASARmZerdpkd QATFZWYIKUW ZIZ TN 282 YeCQwORg2I9QX CksUsutKimO
mgfEHY 151 UdeMFake3CwquvVN6w/7mFHOqtDoe+GhuK e9eQXN2RHa3SIhfRSShF2 A/ewZHd4Nkntd
WEMWMDDn3SUDd6aS/ 2=

</SessionKey>

<EneryptedChallengeResponse>
mQCkKPL560D00G...

“/EncryptedChallengeResponse>

</ChallengeResponseMessage>

<ChallengeResponse>
<Clientlnfo>
<Attribute Name="SoneAttribute">Bla Bla</Attribute>
</Clicntinfo>
<Challenge>
<Cookie>¢29tZS1 IbmlxdWUte2Vze2lvbi lpZCOWMDA4</Cookie
<Nonce>MvSVIv73cxo05b+gisQIP3Q==</Nonce>
<Sessionldrseme-unique-session-id-0008</Sessionld>
</Challenge>
<SessionKey>bbBG8IsGaApFdNIJq6hFrIiQ==</SessionKey>
<Signature>WYMULPpF410J6MiAxd1lueN7p/4=</Signature>
</ChallengeResponse>

[1436]
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<BootstrapResponscMessage>
<EncryptedBootstrapResponse>

¢hXTp20+yl7/i1 pHLawFOLXdGb...
</EncryptedBootstrapResponse

</BootstrapResponseMessage>

<BootstrapResponse>
<Sessionld>some-unique-session-id-0008</Sessionld>
<Data>
PD94bWwgdmVye...
</Data>
<Signature>
VMvzInRnDvOGHLIs6g43 HusVx7fpazwHoFrb3M3ecKwXMoYsIbxpdY y2 BX 1bs5QT2xdwBv2CIBjo7
KzQfmb/3bYEO+xGdgd8=
</Signature>

</BootstrapResponse>

<ErrorResponseMessage>
<ErtorResponse Code="6">Seine Eiror Info</ErrorResponse>
</ErrorResponseMessage>

[1437] T35 SOAP M 2% AR % 1) WSDL
[1438]

<Txml version="1.0" encoding="UTEF-§"?>
<eedbwsdl LA R ARE S B4 F] 7 e
XA AR
1. C->8: BootstrapRequestMessage
2. 8->C: ChallengeRequestMessage
3. C->8: ChallengeResponseMessage
4. S->C: BootstrapResponseMessage

.

[1439]
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<wsdl:definitions name="OctopusBoatstrap”
targetNaniespace="http//www intertrust.comy/services/OctopusBootstrap”
xmins="http://schemas.xmlsoap.orgiwsdl/" xmlns:apacheseap="http://xml.apache.org/xml-soap"
xmins:impl="http://www.intertrust.com/services/OctopusBootstrap™
xmligintf="lttp://wivw.intertrust. comiservices/OctopusBootstrap™
xmins:soapenc—"http://schemas.xmlsoap.orgfsoap/encoding/™
xmlns:thstype="httpi//www.intertrust.com/scrvices/OctopusBootstrap”
xmins:wsdl="http://schemas.xmlsoap.org/wsdl/"
xming:wedlsoap="http://schemag.xmlsoap.org/wsdl/soap/"
xmilns;xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:ob="http:Fwemw intertrust. com/Octopus/Bootstrap/1.0"
xmins:nc="http://www:interirust.com/core">
<wsdl:types>
“schema targetNanigspace="http://wiww intertrust. com/services/OctopusBoatstrap”
xmlns="http://www.w3.0rg/2001/XMLSchema">
<l A
<import namespace="http://www intertrust.com/Octopus/Bootstrap/1.0"
schemaLocation="./SimpleBootProtocol xsd"/>
<A -
<glement name="requestdata">
<complexType>
<X R B A RARBWBBL0R B F S8 L)
F P 3588 % K # BootstrapRequestMessage & &
ChallengeReponseMessage -->
<choige>
<element ref="ob:BootstrapRequestMessage"/>
<element ref="eb:ChallengeResponseMessage™/>
</choice>
</eomplexType>
</element>
<glement name="responsedata">
<complexType>

[1440]
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- BAEZHEALREHREEF EC LA
the server gan seid back 4 ChallengeReguestMessage or
BootstrapRespongseMessage or an FrrorRespongseMessage -->
<cheices
<element ref="ob:ChallengeRequestMessage' />
<glement ref="ob:BootstrapResponseMessage" />
<¢lement ref="ob:ErrorResponseMessage"/>
</choice>
</eomplexType>
<felement>
</schema>
</wsdl:typos>

HA B>

1
<wsdlmessage name="invokeRequest">
<wsdl:part element="tnstype:requestdata” name="invokeRequest'/>
<husdlmessage>
<wsdl:message name—"invokeResponse">
<wsdl;part element="tnstype:responsedata” name="invokeResponse"/>
<fwsdl:message>
<Je—dfr R B >
<wsdl:portType name="OctopusBootstrap"s
<wsdl:operation name="invoke">
<wsdl:input message="impl:invokeRequest" name="invokeReqiiest!/>
<wsdloutput message="implinvokeResponse” nanie="invokeResponse" />
<fwsdl;operation>
<twsdl:port Type>
S S -
<wsdlspap:binding style="document” transport="htip://schemas, xmlsoap.org/soap/htip”/>
<wsdlzoperation name="tnvoke">
<wsdlsoap:operation soapAction=""/>
<wsdliinput name="invokeRequest">

[1441]
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M

<wsdlsoap:body encodingStyle=
namespace="http://www.intertrust.com/services/OctopusBootstrap” use="literal"/>
</wsdl:input>
<wsdl:output name="invokeResponse'>
<wsdlsoap:body encodingStyle=""
namespace="http:/fwww:intertrust:com/services/OctopusBootstrap” use="literal"/>
</wsdl:output>
</wsdl:operation>
</wsdl:binding>
<SR F
<wsdliservice name="0O¢topusBootstrapService">
<wsdl:port binding="impl:OctopusBootstrapSoapBinding" name="0ctopusBootstrap">
<wsdlsoap:address
location="http://localhost:8080/OctopusBootstrap/services/OctopusBootstrap"/>
<fwsdl:port>
</wsdliserviee>
</wsdl:definitions>
[1442] 16. B¥5% D
[1443]  Rigs 7 H TR R ERE TR (CBS) gt 77 =X, O HAEDLESE
T T SRS X AT HU A A4 B L I R A S R SRR B 77 S
%5 WA AH ] P 495 B2 AN 25 4 ( Re 8 3k RRAT T, TE TR R e b A8 2 Fhdm g =X (43l
11, XML+ ANS1) R FETE 5 5%
[1444]  RUFEH 9 P 915002
[1445] A7 PR A A B R AR 7 BUERA I 5 PP A A7 B R A ] 2R Y
SERMAE . — S8BT R € Wk i) ik 7 BT DAAF A SO g ) o
[1446]  FE—ANSEHEH]F, fi] PRI BB FRT R SRR
[1447]  BERMH— DS T T BAR BN T FRAAHRRE SR YIME. B8
AL I S B BRI B, IR B AR AE— D DAY (R, 52 449) el A7
Bl (HPsEE ), B AR (W) B— A7 7Bl (s
H)e
[1448] I =47 B EA7AE I ] 7 BRI 2 ) 0 U 5802 244 B 3k - U 46 7 A ) B I
I AT 38 7 B R B R ISR SRAT B RE 7 Fe4o AE1 THT F RH 3R  , R i
RS 8 WM (7Y -
[1449] 1. 1. AR
[1450] 4 R ATk P BAFAE, A HAEA A AT A 0 71 (8 1 ) T 7 B i Ve 77
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Ho MR EH A, A ALY B AT A 7 {E 0.

[1451]  1.2. RHIKES

[1452]  FAVGHTF P2 A BB R RE 7w e o) Pt e (Rl BB Ak,
R AR AT e 7 B R B AT A )

[1453]  1.3. [FMKIES

[1454] BRGS0 7 4 12 B3 AR ORI ok 7 dmbd oy 4 25 740, ) T2 B
A FFBAE G e 2 P . iR Bot 808 0, IBATE 4 A - Bolk BUa A 4
HWA (FEXPMGOLT, i 4 S HEA{E 0) .

[1455] 1.4, ¥

[1456] 32 LURFEEEL A, AR IEORIm X - fE g hd o 4 9 1741

[1457]  1.5. P

[1458]

[Zhis %o |91 |- |
[1450]  “FFFH tH UTF-8 S i 215 741 (ARG ) Rom. FRFH G 727 74
ALFE (1) FRF R B0 B RO O gt oA 4 25 P41, Ja g (2) SR8
R E
[1460] 1.6. F7F
[1461] 8 LLAF(H
[1462] 1.7. Afi/K
[1463] 8 ELAF(E XS TER UK 0, IF HoF T ER U 1
[1464] 2. EEAAXTHI N
[1465]  {E—ANSptis v, B2 A0 6 GRS 15 e 41 H A A 2 B R 73 e AR R e
ATAEXS G b iy s SRR P42
[1466] X TR IR EGRARUL, F BRI RAER A E P TR 2 IR T . X T A4
(MR AR, 72 R B HeE 1 el k)T .
[1467] Otk
[1468]  XTZM “J@ME” FRACUMESE R “HIR” WRkm & Bl (ERai BN RS KA
) o TR TR W B A A i a4 B AR R e AT “ B RR” T BOR MK R TR S
. TR “HA” R MEP P & R ar & B MR P 028 CEAUKI eI 2da
WFRBATIL) o
[1469] OF &
[1470] XNZWWHY RBIZRENN id” FBAR R 7 052K 75— S,
XY ke i, 78 v R 2 P AP ANE ] “extensionData’ FBE. A TIX
PR, WK T &L B HFEENaRFmEM I &, BaeiasdH TRRAE
‘extensionData’ WL M SERR AR LN LD FBL. X TR Y ARk U,
g5 H T RVEE B e A ) E o
[1471]  O#&hil#F
[1472]  PWAEZHEHASIHZRENN 1d PEAKR R T X 52,
[1473] 3. ScubaKeys
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[1474]  ‘publicKeys’. ‘privateKeys’ fll ‘secretKeys’ F-EHMIZE eI <id’
FEAR IR g T 2R

[1475] 4. f]+

[1476]

Class X {
inti;

intjs

class A {
int a[];

string §;

class B extends A {
{X optional. x3 ¥
XXy
(string toDiscardInCanoy )
string §2;
}

[1477] KB HUSEFITE P4, Hdrall = {7,8,9), s =“Abc”, x = {5, 4}, 52 ="7,
¥ H optional x AELEREHATALA -
[1478]

3 7 8 9 3 “Abc™ as |0 Cano(X) |0
UTF-8

5
=
o |
By
=

45% [3%% 157 |8

%
=

45T 45T 457 |4

[1479] X Cano(X) A :
[1480]

5 4
AT 4T

[1481]1 17. fHE

[1482] R4t 7RG FESRE A, VPRl R B R AT DITRIR SR E (TR
BRGSO “ Seashel 17 Eidm e ) TR ECR BEAIRAS (FEVEMH AT HEL )
VP RDIRES (TR et R HE#S ) , A n] LLHEVT RE I AE » BTk 7 ] 38 SRV 5 S8 1A sk
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VFRIHEIR o TR PR SR AL T-25 2 AR E N, IS AEVE IR . VAL 8 T AEXS 5%
& E s E VPR R

[1483] fF F 1 19 1% 18 3¢ 4 +, “MovableDomainBoundLicense. asm” & I % fil,
“LicenseUtils/*” & i/ nl (3 BIFEST, “GenericUtils/* 72 H THATH (v H 24
K LB AR HR R HE AR S Th e 1 I8 F 7 BhRE /7, JF H. “ExtendedStatusBlockParamete

rs /5”7 A E Y FOIRSTSLUT XML FEBFIAH B e 7m A R4k XML Jr 4 738 1) 71 R 471
[1484]

E.1 MovableDomainBound.asm

o sk sk sk s sfeak s sk sl st st sl sl sl sl sl s s skl e st kool sk sl s stk st sl sk stk sl skl siolok
3

; X4 . MovableDomainBoundLicense.asm
3 Bk s AR T BB T

s *******#********%*****************************************w
k3 Y

i

.equ DEBUG_PRINT_SYSCALL, 1

.qu FIND_SYSCALL_BY NAME SYSCALL,

B

.equ SYSTEM HOST_GET OBIECT SYSCALL, 3

.equ SYSTEM_HOST_SET_OBJECT_SYSCALL, 4

«equ SUCCESS, 0
.equ FAILURE, +1
[1485]
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.equ ERROR_NO_SUCH_ITEM, -6

.equ CONTAINER_IGNORED_ADDRESS, 1

.45

Anclude "StrCmp.asm”

Anclude "Printlnt.asm”

Anclide "MembershipUtils, asm™

Anclude "LicenseStateUtils.asm®

AR

dala

GetTrusted TimeFunctionName;

sstring "System. Host.GetTrusted Time"

GetTrustedTimeFunctionNumber:

Jong 0

ActionGrantedNoObligationXStatus:

Jong 0x00000000
Jong 0x00000000
Jong 0xDO0DOODO ;
Jong 0x00000000
Jong 0x00060000
Jong 0x00000000 ;

Jlong 0x00000000 ;

ActionDenicd XStatus:

Jong 0x00000000 ;

Jong 0x00000001

Jong 0x00000000 ;

[1486]

& BiE

%% = ACTION GRANTED
F %5
BRY A £

B G ARG
ik KA =9

L RAR &

FTRA
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Jong 0x00000000 ; AFARE
Jong 0x00000000 ; &4 G0 24
Jong 0x00000000 ; k& A4 A
Jong 0x00000000 : EF £ LD =0
TransferGranted ProximityNotChecked:
1ong 0x00000000 : 4 B
Jong 0x00000000 : %% =ACTION_GRANTED
Jong 0x00000000 ; F £ 5
Jong 0x00000003 : HIP4RL. L S Fo 8 R 4
long 000000000 ; HRE A4S H LA
Jong 0x00000000 ¢« & E4E GH - FE
dnclude " TransferXStatusProximityCheckFailed.asm”
TransferGranted ProximityChecked:
Jong 0x00000000 : £ EHE
JTong 0xD00D0000 ; £ H] =ACTION GRANTED
Jong 0x00000000 :  F £41
Jong 0x00000003 ; BAPimE: X fde@ il f
Jong 0x00000000 : & RE AW XA
Jong 0x00000000 : &4 A4 M{E
Ainclude "TransferX StatusProximityCheckSucceed asm”
AgentContextPath:
string "Oetopus/Agent/Session/Contextld”
AgentContextDesired Value:
string "MoveStateContent0023"
AgentContextValie:
.zeros 32
SinkProximityLastProbePath;
string "Octopus/Action/Parameters/Sink/Proximity/LastProbe”
SinkProximityLastProbcResult:
dong -1
AgentProximityCheckedPath:
string "Ocropus/Agent/Parameters/ProximityChecked"

[1487]
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AgentProximityChecked Value:

Jong 0
ControllerTimestampAttributePath:

string "Octopus/Controller/Attributes/Import-time"
ControllerTitmestamp Attribute Valug:

Jong O

Afdef DEBUG
Controller. Timestamp.Query. Debug:
string ¥--------- Entering Controller. Timestamp.Query ---------- =i

Control. Actions. Play. Perform. Bebug:

sfring "-----<--- Entering Control.Agents.SetStateCententD023:0nAgentCompletion —--swsnnszas \n'
Transfer OK_Proximity Not_Checked Debug:

string “HH#H##H# Transfer OK_ Proximity: Not Checked #######\n"
Trangfer OK, Proximity Checked. Debug;

string "####H## Transfer OK_Proximity Checked ####### \n”
Agent_FailureDebug:

string "###a4E Agent Failure #4844 0"
Agent. Success.Debug:
Action Granted. Bebug:

string "#E#HA#H Action Granted ######H# "
Action_Denied. Debug:

String "HHHE Y Action Denied ##f###H 0"

[1488]
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.endif

e

‘code

Global.OnlLoad
(Glebal.OnLoad:
;IR GetTrusted Time functionNumber
PUSH @GetTrusted TimeFunetionName
PUSH FIND SYSCALL BY NAME SYSCALL
CALL
Dup
PUSH @GetTrusted TimeFunctionNumber
POKE

BRN OnLoad_Failed

i ok
PUSH SUCCESS

STOP

s R
Onload. Failed:
PUSH FAILUURE

STOP

Controller, Timestamp.Query

[1489]
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Controller. Timestamp. Quiesy:
dfdetf DEBUG
;AR
PUSH @Controller; Timestamp.Query. Debug
PUSH DEBUG PRINT SYSCALL
CALL

.endif

1 RBRERLEA R PN AN

PUSH 4 ; BERPBE RS AT PUSH
@ControllerTimestampAttribute Valuc g MR (ARARES

PUSH @ControllerTimestampAttributePath ;AR

PUSH O v wR RSB

PUSH SYSTEM_HOST GET OBJECT SYSCALL

CALL

RET

Control. Actions, Play. Check
Control. Actions.Play.Check:
3 Control. Actions.Play. Perform
Control. Actions. Play. Perform:
Bk A e
JSR MembershipStatePath:Query

BRN Action_Denied

JSR LicenseStatePath.Query

[1490]
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BRN Action Denied

dfdef DEBUG
¢ R
PUSH @Control.Actions, Play. Perform. Debug
PUSH DEBUG_PRINT _SYSCALL
CALL

endif

o W RARTHRRENE N A
R Rt

JSR MembershipState Value. Query

BRN Action_Denicd

ISR Controller. Timestamp. Query

BRN Action_Denied

PUSH {@MembershipStateValue

PEEK

PUSH @ControllerTimestamp Attribute Value
SURB

BRP Action_Granted ; ZX AL T

s BEMAR A EETRE

AMAARERSALE
JSR LigenseState Value:Query

BRN Action_Denied

Action. Granted:
ifdet DEBUG
3
PUSH @Action, Granted.Debug
PUSH DEBUG PRINT SYSCALL
[1491]
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CALL:

Lndif

PUSH @ActionGrantedNoObligationX Status
PUSH SUCCESS

STOP

Action_Denied:

Jifdef DEBUG
PUSH @Action._Denied. Dehug
PUSH DEBUG PRINT SYSCALL
CALL

endif

PUSH @ActionDenied XStatus
PUSH SUCCESS

STOP

3 Control.Actions: Transfer, Check

Control Actions, Transfer. Chieck:

i Control Actions Transfer; Perform
Control. Actions. Transfer Perform:
JSR MembershipStatePath, Query

BRN Action Denied

ISR LicenseStatePath.Query

[1492]
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BRN Action_Denied

Jifdef DEBUG
¢ IR
PUSH @Control.Actions. Transfer Perform.Debug
PUSH DEBUG_PRINT_SYSCALL
CALL

endif

; RRLEETAE G KA
PUSHE : BEEPELI
PUSH {@SinkProximityLastProbeResult ; SEHENF R
PUSH @SinkProximityLastProbePath ;AR
PUSHO : H& = REE
PUSH SYSTEM HOST GET_OBIECT SYSCALL
CALL
P R ERASRT LA, BABABRENLE.
BT 7 A BRI (2 & 47 23 B4 TransferXStatusProximityCheekFailed xml X F) » K5 Kg
AR EAREZ R ARE A R R B — 3 5

BRN Transfcr_OK_Proximity Nat. Checked

s RRGERGE 0L Bh TN E
DROP ; & f4ei 24 id HREA
DROP ; &Mz kA4
PUSH @GetTrusted TimeFunctionNumber
PEEK
CALL
SWAP
DROP ; HMAE 2%
PUSH {@SinkProximityLastProbeResult
PEEK
suB

[1493]
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SWAP

SUB

;A% ah bk B LR KR 107 BAET: BB
s HBRRRGSAREREL B (2 REE)

BRN Transfer OK Proximity Not Checked

2R M AR
Afdef DEBUG
1 R
PUSH @Transfer -OK_Proximity Checked Debug
PUSH DEBUG _PRINT SYSCALL
CALL

cendif

PUSH @TransferGrantedProximityChecked
PUSH SUCCESS

STOP

Transfer OK_Proximity Not Checked:
ifdef DEBUG
; AR
PUSH @Transfer OK_Proximity Not Checked Debug
PUSH DEBUG _PRINT_SYSCALL
CALL

endit

£ E RunAgentOnPeer L % (H T AW A A4 ENAEE) F OnAgentCompletion &
PUSH @TransferGranted ProximityNotCheeked
PUSH SUCCESS
STOP

[1494]

207



CN 102882677 B i B B

205/232 7T

»
»

Control. Agents, SetState Content0023. Run

Control. Agents.SetStateContent0023. Run:

«
»

ik AR

JSR MembershipStatePath:Query

BRN Agent. Run, Failed

JSR LiccnscStatcPath. Quicry

BRN Agent Run Failed

Afdef DEBUG

s TR

PUSH @Control. Agents. SetStateContent0023. Ruin.Debug

PUSH DEBUG PRINT_SYSCALL

CALL

.endif

[1495]

«
»

Jo F PR, ML AN R AR T E N

JSR Membership.Check

BRZ Agent Su¢cess

?
’

BEFRHEER

PUSH 32 o TR K

PUSH @AgentContextValue ; B WH M E

PUSH @AgentContextPath 3 &4k

PUSHO : &K = REZR

PUSH SYSTEM_HOST_GET_OBJECT_SYSCALL

CALL

BRN Agent Run. Failed

DROP ; #4228 idAhS5H S
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DROP ; &M £ kobs

PUSH @AgentContextValue

PUSH @AgentContextDesired Value
JSRstreq  : B3 &M T RAFD R

BRN Agent Run_Failed

BB R AT CRERDIAMEELETER
PUSH 4 s SRR ks
PUSH @AgentProximityCheckedValue s MERE AR
PUSH @AgentProximityCheckedPath s &AR
PUSHO ; %K = #EZ%
PUSH SYSTEM_HOST GET OBJECT SYSCALL
CALL

;. BEER

s

BRN Agent Run_Failed ; s HBURALELARS ShLmr ik

DROP : #&Alfeid £8id H&
DROP: K Aldeii KA 4

PUSH @AgentProximityCheckedValue
PEEK

NOT

BRZ Agent Set State

Agent_Run_Failed:

Afdef DEBUG
s ER
PUSH @Agent. Failure.Debug
PUSH DEBUG PRINT SYSCALL
CALL

endif

PUSH 05 A 3K
[1496]
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PUSHO ; 29 3MH
PUSH FAILURE ; % £R%

STOP

Agent_Set_State:
TEKE
ISR TicenseState. Set

BRN Agent Run_Failed

Agent_Success;

ifdef DEBUG
; WK
PUSH @Agent_Success.Debug
PUSH DEBUG PRINT_SYSCALL
CALL.

andif

R
PUSHO : &9 k]
PUSH 0 ; 22538k
PUSH SUCCESS  ; #RK#5

STOP

i (&% RESET #) Control. Agents. SetStateContent0023.OnAgentCompletion ® 7

-
s

Control. Agents, SetState Content0023 OnAgentCompletion:

dfdef DEBUG

s IR

PUSH @Control.Agents. SetStateContentD023 OnAgentCompletion Debug

PUSH DEBUG PRINT SYSCALL
CALL
[1497]
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endif

: BEREEZRAN OK

i .. AgentResultCode CompletionStatusCode ArgumentsBlockSize Cookie
DROP v SN E & cockie
DROP ¢ #&MAE2e LT &8 LD

BRN Action_Denied : JRREREES, BPALK

BRN Action_Denied ;4 RRIZTAA M F & LI ERAN R B AR

;ORI
PUSH @A ctionGrantedNoObligationXStatus
PUSH SUCCESS

STOP

Agent_Completion_Failed:
PUSH FAILURE

STOP

export Global,OnLoad

.export Control. Actions. Play:Check

.export Control, Actions, Play. Perform

.export. Control. Actions, Transfer. Check

export Central. Actions. Transfer Perform

.export Contral. Agents.SetStateContent0023, Run

.export Control. Agents.SetStateContentll023 :OnAgentCompletion
E2 LicenseUtils

E2.1 LicenscStateUtils.asm

[1498]
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o Ak stk kROk Ok kol skl el s sk sl sk sk sk ol sl sl skl sl sk s sk sl koo o
¥ AL ARy LicenseStateUtils asm

s R BTRAGR AR

§ SRRk ook oo R R Rk R R RS kR Rk sk ek

s HE
data

LicenseStatePathControlAttribute:

string "Octopus/Control/Attributes/LicenseStatePath!
LicenseStatePath:

Zeros 256
LicenseStateValue;

Jong 0

i R
LicenseStatePath.Query. Debug:

ST e Entering LicenseStatePath. Queny »---sewsmrenein
LicenseState Value: Query. Debug:

String Meesseasas Entering LicenseState Value, Query s=ssmswsssanin®

LicenseState. Erase.Debug:

String "ese-s=-- Entering LicenseState. Brage sw=srvoaseszain
LicenseState. Set. Debug:
String Mee------- Entering LicenseState. Set =~---«-- i n"
XA
wode
[1499]
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5

s

LicenseStatePath Quety

LicenseStatePath.Query:

S

S

s R
PUSH @LicenseStatePath.Query. Debug
PUSH DEBUG_PRINT SYSCALL

CALL

PUSH 256 ; BB & L

PUSH @LicenseStatePath 1 42804 & %

PUSH @LicenseStatePathControl Atirbute I S
PUSHD ; #FR=REE

PUSH SYSTEM_HOST GET_OBJECT SYSCALL

CALL

RET

LicenseStateValus:Query

LicenseState Value.Query:

[1500]

;A
PUSH @LicenseState Value, Query. Debug
PUSH DEBUG PRINT SYSCALL.

CALL

PUSH4 ; BREEFELN @FF)

PUSH @LicenseStateValue ¢ BHEZFE (FRA KL
PUSH @LicenseStatePath &%

PUSHO : &K = #EZB

PUSH SYSTEM_HOST_GET_OBJECT_SYSCALL

CALL

RET
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LicenseState.Erase
LicenseState Erase:
s AR

PUSH @LicenscState.Erase.Debug

CALL

P EEAIRE

PUSH O 3 #FZ K| (E%)

3

»

PUSHO ;: %28 (%)
PUSHO : #mZE%  PUSH @LicenseStatePath ;AR
PUSHO ; #&K = #5H PUSH SYSTEM. HOST _SET_OBIECT_SYSCALL

«

CALL

RET

i LicenseState Set

LigenseState. Set:
§ IR
PUSH @LicenseState. Set.Debug
PUSH DEBUG PRINT SYSCALL

CALL

EERS
PUSHO ; &k (BR)
PUSHO : H£E (BB
PUSH CONTAINER_IGNORED_ADDRESS
PUSH @LicenseStatePath i HAR

[1501]
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PUSHO 3 FR=BREZE
PUSH SYSTEM_HOST SET_OBIECT SY¥SCALL
CALL

RET

E.2.2 McmbershipUtils.asm
XL AR : MembershipUtils.asm

Bk BT AR T8 R RAR A

b

3 Rk s 3 eokoR R R SRR RIS s e R kR o Sk ook SRR SRR SO SR ol SR B SRS R R SR K :

data.
MembershipStatePathControlAttribute:
string "Octopus/Control/Attributes/MenibershipStatePath®
MembershipStatePath:
Ze10s 256
MembershipStateValue:

JangQ

R
mtSrOutput:
SEINE s
MembetshipStatePath. Query.Debug:
string "----—----- Entering MemhershipStatePath.Query --r---m---- !
MembershipStateValue. Query. Debug:
String "-~---=--- Enfering MembershipStateValue. Query -=------= "
Membership.Check . Debug:
String "eeennenas Entering Membetship. Chegk <s-sseemnzens \n
[1502]
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‘Membership Check Suceess.Debug:

String "#i#H##H Membership Chesk Success #######n"
Membership_Check.Failure:Debug:

string "###HHH Membership Check Failure #####HH#n"
MembershipPath.Dehiuig:

string "MembershipState path: "
MembershipGetObjQutput. Debug:

string "MembershipState get-object returns:
Membership_Expired.Debug:

string "MembershipState has expired. Check the Value of the Membership SeaShell token against
the locdl time."
NewlineString:

string "n"

:  MembershipStatePath Query
MembershipStatePath. Query:
; WK
PUSH @MembershipStatePath. Query. Debug
PUSH DEBUG PRINT SYSCALL

CALL

PUSH 256 1 BB BB K
PUSH @MembershipStatePath 3 LBEHF &

PUSH @MembershipStatePathControlAttribute 3 & AR
PUSHO ¢ F/& = REZH

[1503]
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PUSH SYSTEM HOST ‘GET_OBIECT_ SYSCALL
CALL

RET

i MembershipState Value.Query
MembershipState Value.Query:
; W
PUSH @MembershipStateValue.Query. Debug
PUSH DEBUG PRINT SYSCAIL
CALL
PUSH @MembershipPath.Debug
PUSH DEBUG PRINT SYSCALL
CALL
PUSH @MembershipStatePath
PUSH DEBUG PRINT SYSCALL
CALL
PUSH @NewlineString
PUSH DEBUG_PRINT_SYSCALL
CALL
PUSH 4 s BEBEAR LD @FT)
PUSH @MembershipStateVidlue 5 iR @ddarsn (£ 40 7 05y
PUSH @MembershipStatePath ¢ 4%
PUSH 0 ; EwAK —RESR
PUSH SYSTEM _HOST GET OBJECT_SYSCALL

CALL

PUSH @MembershipGetObjOutput.Debug
PUSH DEBUG _PRINT SYSCALL
CALL

[1504]
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-
2

LR H Rl EARBRAFH S
bup
PUSH @intStrOutput
ADD
SWAP
JSR printlnt
;o BHATHER
PUSH @intStrOutput
PUSH DEBUG _PRINT SYSCALL
CALL
PUSH @NewlineString
PUSH DEBUG PRINT_SYSCALL

CALL

RET

Menibetship.Cheek

Membership, Check:

[1505]

s K

PUSH @Membership. Check. Debug

PUSH DEBUG PRINT SYSCALL

CALL

Bl AR A 2

JSR MembershipState Value. Query

FELTNAT RS

BEN Membership Check Failed

s B <R R A A b A IR R AR

PUSH @MembershipStateValue : 81 8%
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PEEK
CALL

SWAP

DROP : &M AEEEM (HRAIPBME)

SUB

BRN Membership. Expired

T R

s WA

PUSH @Membership Check Suceess.Debug
PUSH DEBUG _PRINT_S¥SCALL

CALL.

PUSH SUCCESS

RET

Membership_Expired:

;A

PUSH @Membership_Expired.Debug
PUSH DEBUG_PRINT SYSCALL
CALL

BRA Membership_Check_Failed

Membership_Check Failed:

[1506]

: AR
PUSH @Membership: Check Failure:Dehug
PUSH DEBUG: PRINT SYSGALL

CALL

PUSH FAILURE
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RET

E.3 GlobalUtils
E3.1 IntUtils, asm

3 ook skt sk sk e stk s s kiR sk s soR Ak koot s skl etk ok ek o sk S skl sl ok e sk S sk

% A LA IntUtils.asm
3 it BT 2 M ERSS BALE

&
e

9

anelude. "StackUtilsasm™

i R

gode
3 min

P E2AERZ LR

WA .ab

Wi .ahlab

min
DUP ; w..abb
PUSH 2
JSRipick § ..abbia
cMP 7 e @ bemip_result
[1507]
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BRN Swap Stack 3 ..ab
DROP

RET 5oo@

Swap:_Stack:

SWAP

DROP

RET 7 b
§ max

g 2B R Z T SR R

s Hra: ..ab

g e ..oasblab

max:

bup 7 weabhb

PUSH 2

JSR pick ;3 ..abba

‘CMP 5 woabemp result

NEG
BRN Swap_Stack
DROP

RET 3 &

E3.2 PrintInt.asm

o SO e S e R SO SO SRR S S e e S S s S R SR SR S R O R sk S
3

3 LAES e Printlitasm
$ Mk EE (AHSRAGE) S5 He

<SRk sk sk ROk R RO sl skoROR sk kol e stk ek O ek sioloR SkelioloreskoR
k

[1508]
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s r EEY BRLBEE Y StackUtils.asim

i SRR

; RBH

.code

; R AHBEAFHFEET
B8y dest, fint
printlnt;
i A4l dest A%
SWAP
bup
PUSH 2

J8R pick

STACK: origval, startstring, startstring, unsignedval

b

: HMERMRB AERGH S E R SR

o RAVERAEXRMBMERBOEL

printlntLoop:

[1509]

P EBREARS

DUP

PUSH 10

MOD

;AR aseii

PUSH 4R ; "0 ASCII
ADD

s RBU Y B e
PUSH 2

JSR pick

POKEB ; d7eplob

222
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[1510]

5 RIS KA BT B

SWAP

PUSH 1

ADD

SWAP

s FR 10 9 A A KA AR

PUSH 19

Div

Dup

BRP printintLoop

DROP 3  HB W0

;  STACK = orignum, startofstring, endofstring
b RRERFH G, WLPARS

pup

PUSH 0

SWAP

POKEB

P RFHEARGESY |, BATMBLRLE

PUSH 1

SUB

PEEKB
. BRE—FF
PUSH 2
J8R: pick
PEEKB
g —F N RE S

PUSH 2
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JSR pick
POKER
o BEREFVREE -
PUSH 2
ISR pick
POKEB
BARA G LB~
PUSH 1
SUB
s FEBHE T RS
SWAP
PUSH 1
ADD
SWAP
B AT Tl B A
D H AR ML
DUP
PUSH 2
ISR pick
SUB
BRP fliploop
1 R kel R
DROP
DROP
DROP

RET

E.3.3 StackUtils.asm

[1511]

L R R e R O e e e S R R R e S e Sk
L]

3

o FHEROR HOR R ORCR HOE OO SRR S SR Sl MR R AR O S

L A4 #r: StackUtils.asm

R #95 FORTH Z A 60 K 5 AL F S 4
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dfndef STACK_UTILS

define STACK _UTILS

5 AN

3
code
D ER

; HNBBE LHE R

¢ #A: ..ab

; Hrth: ..aba

over:
PUSH 1
ISR pick
RET
Hek

s A L v3V2yivON

s g w32 VIvOYN

pick:
PUSH1
ADD
PUSH 4
[1512]
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MUL
PUSHSP
ADD
PEEK

RET

«endif 3 _STACK _UTILS_
E34 StdLib.asm
¢ J1F Plankton 9450 A&

.equ HEAP ADDR, 16

B
R
code
strlen:
Dup
loop:
DUP
PEEKB
BRZ done
PUSH 1
ADD

BRA loop

done;
SWAP
SUUB

RET

export strlen

E:3.5 StrCmp.asm

>

[1513]
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5 LA e StrCmp.asm
it ATARNSFHSF R sueq MR

o st s AR SO S R A SR O R S s s SE Ssl  H f sk sk  Heo e eH R
3

Afndef STR CMP

Mefing STR._CMP_

84

anelude "StackUtils asm™

R

scode

streg

s AT EAFH TR LN

3 AN L @strl @str2

By Lres(HRFHEMA, BHA es=0, FMAE-D)

streq:
3 RBAAF R L 84 AR
ISR over
SUB

SWAP 3 AR @it

stregloop:

[1514]
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y o FR IR str]l B ocur BAF
DUP

PEEKB 5 .. AR @strl charl

; getthecur char of $t12
JSR over v ... WEFs@strl charl @strl

PUSH 3

JSR pick s .. off %% set @strl charl @strl &4
ADD
PLEKB 5 ... B @sir] charl char2

s MAELREHNFH
ISR gver
SUB 3w At @strl charl charl-char2
i #X charl t=<char2, M % K
NOT
BRZ streqfailure
e % charl A 0 (charl == char2 ==0), M4 CEERT

BRZ stregsuccess ¢ A @sul

s Wihe@strl fBE IR AASE
PUSH 1
ADD

BRA streqloop

streqfailure:

[1515]

i . B @strl charl
DROP:

DROP

DROP

PUSH -1

RET
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stregsuccess:
s R @strl
DROP
DROP
PUSH 0

RET

endif ; _STR_CMP_
E4 ExtendedStatusBlock Parametérs
E4.1 TransferX StatusProximityCheckSuceceded.xml
- <ValueListBlock>
- <VahieBlock type="Parameter">
< <ParameterBlock hame="0bligations">
- <ValueBlock type="ValueList">
= <ValueListBlock>
= <ValueBlock type="ExtendedParameter"
= <ParameterBlock name="RunAgentOnPeer” flags="1">
= <ValueBlock type="ValueList">
= <ValueListBlock:
s<how g2 D -

<ValueBlock type="8tring">urn:marlin:control:0023</ValueBlock>
&ee RIELEH >

<ValueBlock type="String">SetStateCantent0D23</ValueBlock>
e BHOID -

“<VahlieBlock type="Integer">240343</ValueBlock>
«<hs  EFL D >

<ValueBlock type="8tring">MoveStateContent0023</ ValueRlock>
<bee WA R >

= <VatueBlock type="ValueList">
= <ValueListBlock>
- <ValueBlock type="Parameter"s

[1516]
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<1~ % TransferXStatusProximityCheckFailed. xml % & 891X # 4§ F %

= <ParameterBlock name="ProximityChecked">
<ValueBlock type="Integer">1</ValueBlock>
<fParameterBlocks
</ValueBlock>
</ValueListBlock>
</ValueBlock>
<ValueBloek>
</ParameterBlocks>
</ValueBlock>
</ValueListBlock>
</ValueBlock>
</ParameterBlock>
</ValueBlock>
= <ValueBlock type="Parameter”>
- <ParameterBlock name="Callbacks">
-<ValueBlack type="ValueList">
= <ValueListBlock>
= <ValugBlock type="ExtendedParameter”>
= <ParameterBlock name="0OnAgentCompletion" flags="1">
- <ValueBlock type="ValueList">
= <NaluelistBlock>

<l RSB ID -

<ValueBlock type="String">240343</ValueBlock>
<I—EREEAE >
- <ValueBlock type="ValueList">

= <ValueListBlock>
e B AR >

Ll '?2 77%1‘ =3
[1517]
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<ValueBlock

32 S i

fype: ring">Control. Agents.SetStateContentD023.OnAgentCompletions/ValieBlock>

el B >

1

<ValueBlock type="Integer">0</ValueBlock:
</ValueListBlock>
</ValueBlock>
</ValucListBlock>
<ValueBlock>
</ParameterBlock>
</ ValueBlock>
</ValueListBlock>
</ValueBlock>
</ParameterBlock>
<VatueBlocks
E4.2 TransferXStatusProximityCheckailed.xml
=< ValueListBlock>
- <ValueBlock type="Parameter">
«<ParameterBlock name="0bligations">
- <ValueBlock type="ValueList">
- <ValueListBlock>
- <ValueBlock type="ExtendedParameter”>
- <ParameterBlock name="RunAgentOnPeer" flags="1">
-<ValueBlock type="ValueList">
-<ValueListBlock>
<l 1D e
<ValueBlock type="String">urn:marlin;control:0823</ValueBlock>
<l AREHFR -
<ValueBlock type="String">SetStateContent0023</ValueBlocks
e S ID -
<ValueBlock type="lnteger">240343 </ ValucBlock>
sl BRI ID -
[1518]
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“ValueBlock type="8tring">MoveStateContent0023</ValueBlock>
-<l- s >
- <ValugBlogk type="ValueList">
- <ValueListBlocks
«<ValueBlock type="Parameter">
-2t TransferXStatusProximityCheckSucceed xml A R HF I F % -
~<PatamcteiBloek namc="ProxinzityChecked">
<ValueBlock type="Integer">0</ValueBlock>
</ParameterBlock>
</ValueBlock>
</VialueListBlock>
</ValueBlocks
</¥alueListBlock>
<ValieBlock>
</ParameterBlack>
</ValueBlock>
</ValueListBlock>
«/ValueBlock>
</ParameterBlock>
</ValueBlock>
- «ValueElock type="Parameter's
-<ParameterBlock name="Callbacks">
- «ValueBlock type—"ValueList">
- <¥alugListBloclk>
- «ValueBloek type="Extended Parameter”»
-<ParameterBlock name="0OnAgeniCompletion” flags="1">
- <ValueBlock type="ValueList">
-<ValuelistBlocks
e ARBEB D -
<I—EREE -
~<ValueBlock type="ValuelList">

[1519]
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- <ValueListBlock>
<l B >
<ValueBlock type="Integer">0</ValucBlock>
e BER w
<ValueBlock
type="8tring">Control. Agents.SetState Content0023.0OnAgentCompletion</ValueBlock>
cilem AR o
<ValieBlock type="Infeger">0</ValueBlock>
<ValpeListBlocks
</ValueRlock>
<ValueListBlock>
</YalueBlock>
</ParameterBlock>
</ValueBlock>
</ValueListBlock>
</ValueBlock>
</ParameterBlock>
</ValueBlock>
</ValueListBlock>
E43 TransferX StatusProximityCheckSucceeded.asm
0x00  0x00 0x00 0x02 0x00 0x00 O0x00 0x04 O0x00 0x00 0x00 0x20 0x00 0x00
0x00 Ox0C O0x4F 0x62 0x6C Ox69 0x67 0Ox61 O0x74 0x69 Ox6F Ox6E 0x73 0x00
0x00 0x00 0x00 0x07 0x00 0x00 0x00 0x0C 0x00 0x00 0x00 0x01 0x00 0x00
0x00 0x05 0x000 0x00 0x00 0x04 O0x00 O0x00 0x00 0x01 Ox00 Ox00 O0x00 OxOF
0x32. 0x75 Ox6E 0x4l 0Ox67 0x65 Ox6E 0x74 Ox4F Ox6E 0x530 0x65 0x635 0x72
0x00 0x00 0x00 0x00 0x07 0x00 0x00 0x00 0x92 0x00 0x00 0x00 0x05 0x00
Ox06 0x00 0x02  Gx00 0x00 0x00 0x18 0x75 0Ox72 Ox6E O0x3A  Ox6D3 0Ox61 0Ox72
0x6C 0x69 Ox6E 0x3A 0x63 0Ox6F Ox6E 0x74 0x72 0x6F 0x6C 0x3A 0x30 0x30
0x32 0x33 Hx00 6x00 0x00 O0x000 O0x02 Ox00 OxD0 Ox00 Ox14 Ox53 Ox65 Ox74
x533 0x74 0x61 0Ox74 0x65 0x43 Ox6F Ox6E 0x74 O0x65 0Ox6E 0x74 0x30 0x30

0x32 0x33 0x00 0x00 0x00 0Ox00 0Ox00 0x00 0Ox00 0x00 Ox04 0x00 0x03 OxAA

0xD7 0x00 0x00 0x00 0xD2 0xD0 0x00 0x00 O0x15 0x4D Ox6F 0Ox76 0x65 0x33
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0x74
0x%33
0x00
Ox6F
0x00
0x00

0x6C

0x0C

0x00
0x43
0x07
0x00
0x00
Ox08

0x43

0x00
0x00
0x00
0x00
0x52
0x00
0x00
Ox6C
0x32
0x53
0x32
OxD7

[1521]

0x61
0x00
Ox00

Ox78

0x00

0x00

0x62
Ox06

0x00

Ox6F

0x00

0x00
0x00
0x04
0x6F
0x53

0x74

Ox6F

0x00

E4.4

0x00

0x0C

0x00
0x05

0x75

0x00

0x00
Ox69
0x33
0x74
0x33

0x00

0x74
0x00
Ox06
Ox69
0x00
0x04
Ox61

0x00

Hx01

Ox6D}

0x00
OxG7
0x00

fxpe

Bx6E
%65
0x30

0x6D

0x00
0x00
0x70
0x00
0x32
0x55
0x00
0x74
0x74
0x30

0x70

0x43
0x00
0x00
0x69

0x00

0x00

0Ox6B
%01
0x00
0x6C
0x6C
6x34

0x00

0x6C

0x6F
Ox07
Ox00
0x74
0x00
0x00
0x73
%00
0x00
Ux65
0x00
Ox36
0x00
0x00
Ox6F
0x74
0x33

0x65

Ox6h
0x00
Ox00:
0x79
0x00
Ox 11
0x00
0x00
Ox12
Ox74
gx00
Bx33
Ox00:
Ox60
0x6C
0x61
Ox2E

0x74

0x74
0x00
0x1D
0x43
0x00
0x00
0%00
0x00
0%4F
(%69
gx00
Ox34
0x03
0x00
0x2E
0x74
Ox4F

0x69

0x00  0x00 0x04 0x00 0x00 0xp0

TransferX StatusProximityCheckFailed.asm

0x00
Ox4F
0x00

0x00

0x6E

0x00:

Ox02

Ox6E

0x00
0x6l

Dx00

0x00

0x02
0x62
0x07
0x00
0x41
0x00
0x00
Dx3A
0x00
Ox74
0x00

0%00

0x00 0x00 0x00 0x04

Ox6C 0x69 0x67 0Ox61

0x00
0x00
0x67
0x07
0x00
0x63
0x00
0x65
0x00

0x02

0x00
0x04
0x65
0x00
0x00
Ox6F
0x00
0x43
0x00

0x00

0x0D
Ox00
Ox6E
0x00
0x18
Ox6L
0x02
0x6F
0x00

0x00

0x0¢
Ox00
0x74
0x00
0x75
0x74
Ox00
0x6E
Ox00

gx00

234

0x63
0x00
0x08
0x68
Ox04
0x00
0x00
Ox05
Ox6E
0x6F
0x02
0x33
0xbo
ax0u
Ox41
0x65
Ux6E
0x6F

0x00

0x00
Ox74
Dx00
0x00
Ox4F
0x92
0x72
0x72
0x00
0x74
0xbo

Ox15

O0x6E
0x25
Ox0D
0x65
0x00
0x00
0x00
0x00
Ox41
Ox6E
0x00
0x00
0x00
0x02
Oxq67
0x43
Ox41

0x6E

0x00
0x69
0x00
0x01
0x6E
0x00
Ox6E
0x6F
0x00
0x635
0xB0

Ox4D

0x74
0x00
0x00
0x63
0x00
Ox0A
0x07
0x00
Ox67
0x0n
0x00
0x00
0x00
0x00
0x65
Ox6F
0x67

Ox00

0x00
Ox6F
0x00
0x00
x50
0x00

0x3A

0x30
0x00
Ox11

0x6B

0x00

0x43
0x00
0x00
Ox63
0x00
0x00
(xH0
0x00
0x00
0x6E
0xGE
0x65

0x00

0x20
0x6E
0x01
0x00
0x65
0x00

gxoD

0x30
0x00
0x50
0x63
0x01
0x61
0x00

0x04

4x00
0x74
0x74

Ox6E

0x00

0x00
0x73
0x00
0x00
0x65
0x05

0x61

0x32
0x01
Ox72
0x64
0x00
0x6C
0x00
0x00
0x74
0x00
0x00
0x07
Ox00
0x35
0x73
0x65
0x74

0x00

0x09
Ox00
0x00
0x0F
0x72
0x08

0x72

0x6C  0Ox3A. 0x30 0x30

Ox14

0x53

0x65

0x74

0x6E 0x74 0x30 0x30

0x04 0x08 0Ox03

Ox6F

OxAA

0x76 0x65 0x53
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Ox74 Ox6l 0Ox74 0x65 0x43 O0x6F Ox6E 0x74 0x65 O0x6E 0x74 0x30 0Ox30 0x32
0%33  0x00 0x00 0x00 0x00 0x07 0xG0 0xG0 0x00 0x25 0x00 0x00 0x00 0x01
0x00 0x00 O0x00 0x04 0x00 0x00 0x00 Ox1D 0x00 0x00 0x00 0x11 0x50 0x72
0x6F  0x78 0x69 0x6D 0x69 0x74 0x79 0%43 0x68 0x65 0x63 0x6B 0x65 0x64
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x04 0x00 0x00 0x00 0x00 0x00
Ox06  0x00 0x04 0x00 0x00 0x00 0x1E 0x00 0x00 0x00 O0x0A 0x43 0x61 0x6C
0x6C 0x62 0x61 0x63 0x6B 0x73 0x00 0x00 0x00 0x00 0x07 0x00 0x00 0x00
0x0C  0x00 0x00 0Ox00 0x01 0x00 0x00 0x00 0x05 0x00 0x00 0x00 0x04 0x00
0x00 0x00 0x01 0x00 0x00 0x00 0x12 Ox4F Ox6E 0x41 0x67 0x65 Ox6E 0x74
0x43 Ox6F 0Ox6D 0x70 0Ox6C 0x65 0x74 O0x69 Ox6F Ox6E 0x00 0x00 0x00 0x00
0x07 0x00 0x00 0x00 0x6C 0x00 0x00 0x00 0x02 0x00 0x00 0x00 0x02 0x00
0x00 0x00 0x07 0x32 0x34 0x30 0x33 0x34 0x33 0x00 0x00 0x00 0x00 0x07
Ox08  0x00 0x00 0x35 0x00 0x00 6x00 0x03 0x00 0Ox00 0x00 0x00 0x00 0x60
0x00 0x04- 0x00- 0x00 0x00 0x00 0x60 0Ox60 0x00 0x02 0x00 0x00 0x00 0x35
0x43 Ox6F 0Ox6E 0x74 0x72 0Ox6F O0x6C 0Ox2E Oxdl 0x67 0x65 Ox6E 0x74 0x73
0x2E  0x53 0x65 0x74 0x33 0x74 Ox6l 0x74 0x65 0x43 Ox6F Ox6E 0x74 0x65
Ox6E 0x74 0x30 0x30 0x32 0x33 Ox2E Ox4F 0x6E 0x41 0x67 0x63 0Ox6E 0x74
0x43  Ox6F 0x6D 0x70 0x6C 0x65 0x74 0x69 Ox6F 0x6E 0x00 0x00 0x00 0x00
0x00  0x00 0x00 0x00 0x04 0x00 0x00 0x00 0x00
[1522] A4 T BRMAE 2 CLMH PR iR 1 Fak B, SR A6 BT BRASUR) SR K3 [
W AR DABEAT R LE O AME . B R, A7 AR T T SE B L it il R A B & i P 2
{512 77 7o 5 1, AR ST R DA Ay A2 1t W 1 ER) T AN 2 B AU 1 5 9 BT % B ) AR E AR TR
TR L A, 1 AT AL P BRSUR) SR S B AN A AT SN BT BT
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