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(57) Abstract: Methods and apparatus for wireless communication are disclosed. In one aspect, a method includes generating, by an
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during which the identified specitic device or identitied set of specific devices are permitted to communicate with the apparatus, and
transmitting, by the apparatus, the generated message.
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SYSTEM AND METHOD FOR IMPROVED COMMUNICATION ON A
WIRELESS NETWORK

BACKGROUND

Field
[0001] The present application relates generally to wireless communications, and
more specifically to systems, methods, and devices for saving power using restricted

access windows.

Background

[0002] In many telecommunication systems, communications networks are used to
exchange messages among several interacting spatially-separated devices. Networks
may be classified according to geographic scope, which could be, for example, a
metropolitan area, a local area, or a personal areca. Such networks would be
designated respectively as a wide area network (WAN), metropolitan area network
(MAN), local area network (LAN), or personal area network (PAN). Networks also
differ according to the switching/routing technique used to interconnect the various
network nodes and devices (e.g. circuit switching vs. packet switching), the type of
physical media employed for transmission (e.g. wired vs. wireless), and the set of
communication protocols used (e.g. Internet protocol suite, SONET (Synchronous
Optical Networking), Ethernet, etc.).

[0003] Wireless networks are often preferred when the network elements are mobile
and thus have dynamic connectivity needs, or if the network architecture is formed in
an ad hoc, rather than fixed, topology. Wireless networks employ intangible physical
media in an unguided propagation mode using electromagnetic waves in the radio,
microwave, infra-red, optical, etc. frequency bands. Wireless networks
advantageously facilitate user mobility and rapid field deployment when compared to
fixed wired networks.

[0004] The devices in a wireless network may transmit/receive information between
each other. The information may comprise packets, which in some aspects may be
referred to as data units. The packets may include overhead information (e.g., header

information, packet properties, etc.) that helps in routing the packet through the
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network, identifying the data in the packet, processing the packet, etc., as well as

data, for example user data, multimedia content, etc. as might be carried in a payload

of the packet.

SUMMARY

[0005] Various implementations of systems, methods and devices within the scope of
the appended claims cach have several aspects, no single one of which is solely
responsible for the desirable attributes described herein. Without limiting the scope of
the appended claims, some prominent features are described herein. After considering
this discussion, and particularly after reading the section entitled “Detailed Description”
one will understand how the features of various implementations allow sleep time for an
access point.
[0006] One aspect of the disclosure provides a method of wireless communication. The
method includes generating, by an apparatus, a message identifying a time period during
which the apparatus is to communicate data with one or more wireless devices, the
message further comprising an indicator indicating a wireless communication flow
direction during the time period; and transmitting, by an apparatus, the generated
message.
[0007] Another aspect disclosed is an apparatus. The apparatus includes a processing
system configured to generate a message identifying a time period during which the
apparatus is to communicate data with one or more wireless devices, the message
further comprising an indicator indicating a wireless communication flow direction
during the time period, and a transmitter configured to transmit the generated message.
[0008] Another aspect disclosed is an access point. The access point includes an
antenna, a processing system configured to generate a message identifying a time period
during which the access point is to communicate data with one or more wireless
devices, the message further comprising an indicator indicating a wireless
communication flow direction during the time period; and a transmitter configured to
transmit the generated message using the antenna.
[0009] Another aspect disclosed is an apparatus. The apparatus includes means for
generating a message identifying a time period during which the apparatus is to
communicate data with one or more wireless devices, the message further comprising an
indicator indicating a wireless communication flow direction during the time period;

and means for transmitting the generated message.
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[0010] Another aspect disclosed is a computer program product. The computer
program product includes a computer readable storage device encoded thereon with
instructions that when executed cause an apparatus to perform a method of wircless
communication, said method including generating a message identifying a time period
during which the apparatus is to communicate data with one or more wireless devices,
the message further comprising an indicator indicating a wireless communication flow
direction during the time period; and transmitting the generated message.

[0011] Another aspect of the disclosure provides a method of wireless communication
The method of wireless communication includes receiving, by an apparatus, a message
identifying a time period during which a first device communicates data with one or
more second devices, the message further comprising an indicator indicating a wireless
communication flow direction during the time period; and communicating data, by an
apparatus, with the first device based on the wireless communication flow direction
indicator.

[0012] Another aspect disclosed is an apparatus. The apparatus includes a receiver
configured to receive a message identifying a time period during which a first device
communicates data with one or more second devices, the message further comprising an
indicator indicating a wireless communication flow direction during the time period;
and a processing system configured to communicate data with the first device based on
the wireless communication flow direction indicator.

[0013] Another aspect disclosed is a station. The station includes an antenna; a receiver
configured to receive a message using the antenna and identifying a time period during
which a first device communicates data with one or more second devices, the message
further comprising an indicator indicating a wireless communication flow direction
during the time period; and a processing system configured to communicate data with
the first device based on the wireless communication flow direction indicator.

[0014] Another aspect disclosed is an apparatus. The apparatus includes means for
receiving a message identifying a time period during which a first device communicates
data with one or more second devices, the message further comprising an indicator
indicating a wireless communication flow direction during the time period; and means
for communicating data with the first device based on the wireless communication flow
direction indicator.

[0015] Another aspect disclosed is a computer program product. The computer

program product comprising a computer readable storage device encoded thereon with
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instructions that when executed cause an apparatus to perform a method of wircless
communication, said method including receiving a message identifying a time period
during which a first device communicates data with one or more second devices, the
message further comprising an indicator indicating a wireless communication flow
direction during the time period; and communicating data with the first device based on
the wireless communication flow direction indicator.

[0016] Another aspect of the disclosure provides a method of wireless communication
The method of wireless communication includes generating, by an apparatus, a message
comprising an indicator indicating whether one or more devices that are not associated
with an apparatus are permitted to communicate with the apparatus during a time period
defined by the message; and transmitting, by an apparatus, the generated message.

[0017] Another aspect disclosed is an apparatus. The apparatus includes a processing
system configured to generate a message indicating whether one or more devices that
are not associated with the apparatus are permitted to communicate with the apparatus
during a time period defined by the message; and a transmitter configured to transmit
the generated message.

[0018] Another aspect disclosed is an access point. The access point includes an
antenna; a processing system configured to generate a message indicating whether one
or more devices that are not associated with the access point are permitted to
communicate with the access point during a time period defined by the message; and a
transmitter configured to transmit the generated message using the antenna.

[0019] Another aspect disclosed is an apparatus. The apparatus includes means for
generating a message indicating whether one or more devices that are not associated
with the apparatus are permitted to communicate with the apparatus during a time
period defined by the message; and means for transmitting the generated message.

[0020] Another aspect disclosed is a computer program product. The computer
program product includes a computer readable storage device encoded thereon with
instructions that when executed cause an apparatus to perform a method of wircless
communication, said method includes generating a message indicating whether one or
more devices that are not associated with an apparatus are permitted to communicate
with the apparatus during a time period defined by the message; and transmitting the
generated message.

[0021] Another aspect of the disclosure provides a method of wireless communication

The method includes receiving, by an apparatus, a message indicating whether devices
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that are not associated with an apparatus are permitted to communicate with the
apparatus during a time period defined by the message; and selectively transmitting, by
an apparatus, a message to the apparatus based on the indication.

[0022] Another aspect disclosed is an apparatus. The apparatus includes a receiver
configured to receive a message indicating whether devices that are not associated with
a second apparatus are permitted to communicate with the second apparatus during a
time period defined by the message; and a transmitter configured to selectively transmit
a message to the second apparatus based on the indication.

[0023] Another aspect disclosed is a station. The station includes an antenna; a receiver
configured to receive a message using the antenna and indicating whether devices that
are not associated with an apparatus are permitted to communicate with the apparatus
during a time period defined by the message; and a transmitter configured to selectively
transmit a message to the apparatus based on the indication.

[0024] Another aspect disclosed is an apparatus. The apparatus includes means for
receiving a message indicating whether devices that are not associated with a second
apparatus are permitted to communicate with the second apparatus during a time period
defined by the message; and means for selectively transmitting a message to the second
apparatus based on the indication.

[0025] Another aspect disclosed is a computer program product. The computer
program product includes a computer readable storage device encoded thereon with
instructions that when executed cause an apparatus to perform a method of wircless
communication, said method includes receiving a message indicating whether devices
that are not associated with a apparatus are permitted to communicate with the apparatus
during a time period defined by the message; and selectively transmitting a message to
the apparatus based on the indication.

[0026] Another aspect of the disclosure provides a method of wireless communication.
The method includes generating, by an apparatus, a message indicating an expiration
time of a window during which one or more identified devices are permitted to
communicate with an apparatus, wherein the expiration time is indicated based on a
number of beacon intervals; and transmitting, by an apparatus, the generated message.
[0027] Another aspect disclosed is an apparatus. The apparatus includes a processing
system configured to generate a message indicating an expiration time of a window

during which one or more identified devices are permitted to communicate with the
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apparatus, wherein the expiration time is indicated based on a number of beacon
intervals; and a transmitter configured to transmit the generated message.

[0028] Another aspect disclosed is an access point. The access point includes an
antenna; a processing system configured to generate a message indicating an expiration
time of a window during which one or more identified devices are permitted to
communicate with the access point, wherein the expiration time is indicated based on a
number of beacon intervals; and a transmitter configured to transmit the generated
message using the antenna.

[0029] Another aspect disclosed is an apparatus. The apparatus includes means for
generating a message indicating an expiration time of a window during which one or
more identified devices are permitted to communicate with the apparatus, wherein the
expiration time is indicated based on a number of beacon intervals; and means for
transmitting the generated message.

[0030] Another aspect disclosed is a computer program product. The computer
program product comprising a computer readable storage device encoded thereon with
instructions that when executed cause an apparatus to perform a method of wircless
communication, said method includes generating message indicating an expiration time
of a window during which one or more identified devices are permitted to communicate
with the apparatus, wherein the expiration time is indicated based on a number of
beacon intervals; and transmitting the generated message.

[0031] Another aspect of the disclosure provides a method of wireless communication.
The method includes receiving, by an apparatus, a message indicating an expiration
time of a window during which one or more identified devices are permitted to
communicate with an access point, the expiration time being based on a number of
beacon intervals; and transmitting, by an apparatus, a message during the window.

[0032] Another aspect disclosed is an apparatus. The apparatus includes a receiver
configured to receive a message indicating an expiration time of a window during which
one or more identified devices are permitted to communicate with an access point, the
expiration time being based on a number of beacon intervals; and a transmitter
configured to transmit a message during the window.

[0033] Another aspect disclosed is an access point. The access point includes an
antenna; a receiver configured to receive a message with the antenna indicating an
expiration time of a window during which one or more identified devices are permitted

to communicate with an access point, the expiration time being based on a number of
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beacon intervals; and a transmitter configured to transmit a message during the window
using the antenna.

[0034] Another aspect disclosed is a computer program product. The computer
program product includes a computer readable storage device encoded thereon with
instructions that when executed cause an apparatus to perform a method of wircless
communication, said method including receiving a message indicating an expiration
time of a window during which one or more identified devices are permitted to
communicate with an access point, the expiration time being based on a number of
beacon intervals; and transmitting a message during the window.

[0035] Another aspect of the disclosure provides a method of wireless communication.
The method includes generating, by an apparatus, a message indicating a start time of a
window during which one or more identified devices are permitted to communicate with
the apparatus, the start time being based on a time reference maintained by the
apparatus; and transmitting, by an apparatus, the generated message.

[0036] Another aspect disclosed is an apparatus. The apparatus includes a processing
apparatus configured to generate a message indicating a start time of a window during
which one or more identified devices are permitted to communicate with the apparatus,
the start time being based on a time reference maintained by the apparatus; and a
transmitter configured to transmit the generated message.

[0037] Another aspect disclosed is an access point. The access point includes an
antenna; a processing apparatus configured to generate a message indicating a start time
of a window during which one or more identified devices are permitted to communicate
with the access point, the start time being based on a time reference maintained by the
access point; and a transmitter configured to transmit the generated message with the
antenna.

[0038] Another aspect disclosed is an apparatus. The apparatus includes means for
generating a message indicating a start time of a window during which one or more
identified devices are permitted to communicate with the apparatus, the start time being
based on a time reference maintained by the apparatus; and means for transmitting the
generated message.

[0039] Another aspect disclosed is a computer program product. The computer
program product includes a computer readable storage device encoded thereon with
instructions that when executed cause an apparatus to perform a method of wircless

communication, said method includes generating a message indicating a start time of a
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window during which one or more identified devices are permitted to communicate with
an apparatus, the start time being based on a time reference maintained by the apparatus;
and transmitting the generated message.

[0040] Another aspect of the disclosure provides a method of wireless communication.
The method of wireless communication includes receiving, by an apparatus, a message
from a wireless communication network indicating a start time of a window during
which one or more identified devices are permitted to communicate with an access
point, the start time being based on a time reference maintained by the access point; and
limiting, by an apparatus, communications on the wireless communication network
based on the message.

[0041] Another aspect disclosed is an apparatus. The apparatus includes a receiver
configured to receive a message from a wireless communication network indicating a
start time of a window during which one or more identified devices are permitted to
communicate with an access point, the start time being based on a time reference
maintained by the access point; and a processing system configured to limit
communications on the wireless communication network based on the message.

[0042] Another aspect disclosed is a station. The station includes an antenna; a receiver
configured to receive a message from a wircless communication network using the
antenna and indicating a start time of a window during which one or more identified
devices are permitted to communicate with an access point, the start time being based
on a time reference maintained by the access point; and a processing system configured
to limit communications on the wireless communication network based on the message.
[0043] Another aspect disclosed is an apparatus. The apparatus, includes means for
receiving a message from a wireless communication network indicating a start time of a
window during which one or more identified devices are permitted to communicate with
an access point, the start time being based on a time reference maintained by the access
point; and means for limiting communications on the wireless communication network
based on the message.

[0044] Another aspect disclosed is a computer program product. The computer
program product includes a computer readable storage device encoded thereon with
instructions that when executed cause an apparatus to perform a method of wircless
communication, said method includes receiving a message from a wireless
communication network indicating a start time of a window during which one or more

identified devices are permitted to communicate with an access point, the start time
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being based on a time reference maintained by the access point; and limiting
communications on the wireless communication network based on the message.

[0045] Another aspect disclosed is a method of wireless communication. The method
includes generating, by an apparatus, a message identifying a specific device or an
unrestricted group of devices, and identifying a time period during which the identified
specific device or unrestricted group of devices are permitted to communicate with the
apparatus; and transmitting, by an apparatus, the generated message.

[0046] Another aspect disclosed is an apparatus. The apparatus includes a processing
system configured to generate a message identifying a specific device or an unrestricted
group of devices, and identifying a time period during which the identified specific
device or unrestricted group of devices are permitted to communicate with the
apparatus; and a transmitter configured to transmit the generated message.

[0047] Another aspect disclosed is an access point. The access point includes an
antenna; a processing system configured to generate a message identifying a specific
device or an unrestricted group of devices, and identifying a time period during which
the identified specific device or unrestricted group of devices are permitted to
communicate with the apparatus; and a transmitter configured to transmit the generated
message using the antenna.

[0048] Another aspect disclosed is an apparatus. The apparatus includes means for
generating a message identifying a specific device or an unrestricted group of devices,
and identifying a time period during which the identified specific device or unrestricted
group of devices are permitted to communicate with the apparatus; and means for
transmitting the generated message.

[0049] Another aspect disclosed is a computer program product. The computer
program product includes a computer readable storage device encoded thereon with
instructions that when executed cause an apparatus to perform a method of wircless
communication, said method includes generating a message identifying a specific
device or an unrestricted group of devices, and identifying a time period during which
the identified specific device or unrestricted group of devices are permitted to
communicate with the apparatus; and transmitting the generated message.

[0050] Another aspect of the disclosure provides a method of wireless communication
The method includes receiving, by an apparatus, a message from a wireless
communication network identifying a specific device or an unrestricted group of device,

and identifying a time period during which the identified device or the identified
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unrestricted group of devices are permitted to communicate with an access point; and
limiting, by an apparatus, communication on the wireless communication network
during the time period.

[0051] Another aspect disclosed is an apparatus. The apparatus includes a receiver
configured to receive a message from a wireless communication network identifying a
specific device or an unrestricted group of device, and identifying a time period during
which the identified device or the identified unrestricted group of devices are permitted
to communicate with an access point; and a processing system configured to limit
communication on the wireless communication network during the time period.

[0052] Another aspect disclosed is a station. The station includes an antenna; a receiver
configured to receive a message from a wireless communication network with the
antenna, the message identifying a specific device or an unrestricted group of device,
and identifying a time period during which the identified device or the identified
unrestricted group of devices are permitted to communicate with an access point; and a
processing system configured to limit communication on the wireless communication
network during the time period.

[0053] Another aspect disclosed is an apparatus. The apparatus includes means for
receiving a message from a wireless communication network identifying a specific
device or an unrestricted group of device, and identifying a time period during which
the identified device or the identified unrestricted group of devices are permitted to
communicate with an access point; and means for limiting communication on the
wireless communication network during the time period.

[0054] Another aspect disclosed is a computer program product. The computer
program product includes a computer readable storage device encoded thereon with
instructions that when executed cause an apparatus to perform a method of wircless
communication, said method including receiving a message from a wircless
communication network identifying a specific device or an unrestricted group of device,
and identifying a time period during which the identified device or the identified
unrestricted group of devices are permitted to communicate with an access point; and
limiting communication on the wireless communication network during the time period.
[0055] Another aspect of the disclosure provides a method of wireless communication
The method includes transmitting, by an apparatus, a message including a target wake
time and an identifier for the target wake up time; and transmitting, by an apparatus, a

paging message including the identifier for the target wake up time.
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[0056] Another aspect disclosed is an apparatus. The apparatus includes a transmitter
configured to transmit a message including a target wake time and an identifier for the
target wake up time, wherein the transmitter is further configured to transmit a paging
message including the identifier for the target wake up time.

[0057] Another aspect disclosed is an access point. The access point includes an
antenna; a transmitter configured to transmit a message using the antenna, the message
including a target wake time and an identifier for the target wake up time, wherein the
transmitter is further configured to transmit a paging message using the antenna and
including the identifier for the target wake up time.

[0058] Another aspect disclosed is an apparatus. The apparatus includes means for
transmitting a message including a target wake time and an identifier for the target wake
up time; and means for transmitting a paging message including the identifier for the
target wake up time.

[0059] Another aspect disclosed is a computer program product. The computer
program product includes a computer readable storage device encoded thereon with
instructions that when executed cause an apparatus to perform a method of wircless
communication, said method includes transmitting a message including a target wake
time and an identifier for the target wake up time; and transmitting a paging message
including the identifier for the target wake up time.

[0060] Another aspect of the disclosure provides a method of wireless communication
The method includes receiving, by an apparatus, a message indicating a target wake
time and an identifier for the target wake up time, wherein the receiver is further
configured to receive a paging message indicating the identifier for the target wake up
time; entering, by an apparatus, a sleep state; and waking, by an apparatus, at the target
wake time based on receiving the paging message indicating the identifier for the target
wake up time.

[0061] Another aspect disclosed is an apparatus. The apparatus includes a receiver
configured to receive a message indicating a target wake time and an identifier for the
target wake up time, wherein the receiver is further configured to receive a paging
message indicating the identifier for the target wake up time; and a processing apparatus
configured to enter a sleep state and wake at the target wake time based on receiving the
paging message indicating the identifier for the target wake up time.

[0062] Another aspect disclosed is a station. The station includes an antenna; a receiver

configured to receive a message using the antenna, the message indicating a target wake
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time and an identifier for the target wake up time, wherein the receiver is further
configured to receive a paging message indicating the identifier for the target wake up
time; a processing apparatus configured to enter a sleep state and wake at the target
wake time based on receiving the paging message indicating the identifier for the target
wake up time.

[0063] Another aspect disclosed is an apparatus. The apparatus includes means for
receiving a message indicating a target wake time and an identifier for the target wake
up time, wherein the means for receiving is further configured to receive a paging
message indicating the identifier for the target wake up time; and means for entering a
sleep state and wake at the target wake time based on receiving the paging message
indicating the identifier for the target wake up time.

[0064] Another aspect disclosed is a computer program product. The computer
program product includes a computer readable storage device encoded thereon with
instructions that when executed cause an apparatus to perform a method of wircless
communication, said method including receiving a message indicating a target wake
time and an identifier for the target wake up time, wherein the receiver is further
configured to receive a paging message indicating the identifier for the target wake up
time; entering a sleep state; and waking at the target wake time based on receiving the
paging message indicating the identifier for the target wake up time.

[0065] Another aspect of the disclosure provides a method of wireless communication
The method includes generating, by an apparatus, a message indicating a target wake
time and an uplink direction indicator, wherein the message further indicates whether a
request-to-send message should be transmitted before transmitting uplink data; and
transmitting, by an apparatus, the generated message.

[0066] Another aspect disclosed is an apparatus. The apparatus includes a processing
apparatus configured to generate a message indicating a target wake time and an uplink
direction indicator, wherein the message further indicates whether a request-to-send
message should be transmitted before transmitting uplink data; and a transmitter
configured to transmit the generated message.

[0067] Another aspect disclosed is an access point. The access point includes an
antenna; a processing apparatus configured to generate a message indicating a target
wake time and an uplink direction indicator, wherein the message further indicates
whether a request-to-send message should be transmitted before transmitting uplink

data; and a transmitter configured to transmit the generated message using the antenna.

12
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[0068] Another aspect disclosed is an apparatus. The apparatus includes means for
generating a message indicating a target wake time and an uplink direction indicator,
wherein the message further indicates whether a request-to-send message should be
transmitted before transmitting uplink data; and means for transmitting the generated
message.

[0069] Another aspect disclosed is a computer program product. The computer
program product includes a computer readable storage device encoded thereon with
instructions that when executed cause an apparatus to perform a method of wircless
communication, said method includes generating a message indicating a target wake
time and an uplink direction indicator, wherein the message further indicates whether a
request-to-send message should be transmitted before transmitting uplink data; and
transmitting the generated message.

[0070] Another aspect of the disclosure provides a method of wireless communication
The method includes receiving, by an apparatus, a message indicating a target wake
time and an uplink direction indicator, wherein the message further indicates whether a
request-to-send message should be transmitted before transmitting uplink data; and
selectively transmitting, by an apparatus, a request-to-send message based on whether
the message indicates a request-to-send message should be transmitted before
transmitting uplink data.

[0071] Another aspect disclosed is an apparatus. The apparatus includes a receiver
configured to receive a message indicating a target wake time and an uplink direction
indicator, wherein the message further indicates whether a request-to-send message
should be transmitted before transmitting uplink data; and a transmitter configured to
selectively transmit a request-to-send message based on whether the message indicates a
request-to-send message should be transmitted before transmitting uplink data.

[0072] Another aspect disclosed is a station. The station includes an antenna; a receiver
configured to receive a message using the antenna, the message indicating a target wake
time and an uplink direction indicator, wherein the message further indicates whether a
request-to-send message should be transmitted before transmitting uplink data; and a
transmitter configured to selectively transmit a request-to-send message based on
whether the message indicates a request-to-send message should be transmitted before
transmitting uplink data.

[0073] Another aspect disclosed is an apparatus. The apparatus includes means for

receiving a message indicating a target wake time and an uplink direction indicator,
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wherein the message further indicates whether a request-to-send message should be
transmitted before transmitting uplink data; and means for selectively transmitting a
request-to-send message based on whether the message indicates a request-to-send
message should be transmitted before transmitting uplink data.

[0074] Another aspect disclosed is a computer program product. The computer
program product includes a computer readable storage device encoded thereon with
instructions that when executed cause an apparatus to perform a method of wircless
communication, said method including receiving a message indicating a target wake
time and an uplink direction indicator, wherein the message further indicates whether a
request-to-send message should be transmitted before transmitting uplink data; and
selectively transmitting a request-to-send message based on whether the message
indicates a request-to-send message should be transmitted before transmitting uplink
data.

[0075] Another aspect disclosed is a method. The method includes generating, by an
apparatus, a message indicating an expiration time of a window during which one or
more identified devices are permitted to communicate with an apparatus, wherein the
expiration time is indicated based on a number of beacon intervals, and transmitting, by
the apparatus, the generated message. In some aspects, the method further includes
indicating the window does not expire by generating the message to indicate a particular
number of beacon intervals. In some aspects, the method further includes generating the
message to indicate the window does not expire; generating a second message
indicating an expiration time of the window, wherein the expiration time is indicated
based on a second number of beacon intervals that is not equal to the particular value,
and transmitting, by the apparatus, the second message. In some aspects, the method
further includes generating the message as a restricted access window (RAW) message,
where the restricted access window message defines a period of time that an access
point declares as reserved for a selected group of wireless stations. In some aspects, the
method also includes generating the restricted access window (RAW) message to
indicate a start time and duration of the restricted access window.

[0076] Another aspect disclosed is an apparatus. The apparatus includes a processing
system configured to generate a message indicating an expiration time of a window
during which one or more identified devices are permitted to communicate with the
apparatus, wherein the expiration time is indicated based on a number of beacon

intervals, and the processing system is further configured to transmit the generated
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message. In some aspects, the expiration time indicates the window does not expire if
the number of beacon intervals equals a particular value. In some aspects, the
processing system is further configured to generate the message to indicate the window
does not expire, and the processing system is further configured to generate a second
message indicating an expiration time of the window, wherein the expiration time is
indicated based on a number of beacon intervals not equal to the particular value, and
wherein the processing system is further configured to transmit the second message.
[0077] In some aspects of the apparatus, the processing system is further configured to
gencrate the message as a restricted access window (RAW) message, wherein the
restricted access window message defines a period of time that an access point declares
as reserved for a selected group of wireless stations. In some aspects, the processing
system is further configured to generate the restricted access window (RAW) message
to indicate a start time and duration of the restricted access window.

[0078] Another aspect disclosed is a method. The method includes receiving, by an
apparatus, a first message, decoding the first message to determine a first number of
beacon intervals, determining an expiration time of a window during which one or more
identified devices are permitted to communicate with an access point based on the first
number of beacon intervals; and transmitting, by the apparatus, a second message
during the window. In some aspects, the method also includes determining the window
does not expire if the first number of beacon intervals equals a particular value. In some
aspects, the method also includes determining that the window does not expire based on
the first number of beacon intervals, receiving a third message, determining a second
number of beacon intervals based on the second message; and determining the window
does expire based on the second number of beacon intervals not equaling the particular
value. Some aspects of the method also include decoding the received message as a
restricted access window message, wherein the restricted access window message
defines a period of time that an access point declares as reserved for a selected group of
wireless stations. In some aspects, the method also includes decoding the restricted
access window (RAW) message to determine a start time and duration of a restricted
access window.

[0079] Another aspect disclosed is an apparatus. The apparatus includes a processing
system configured to receive a first message; decode the first message to determine a
first number of beacon intervals; determine an expiration time of a window during

which one or more identified devices are permitted to communicate with an access point
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based on the first number of beacon intervals; and transmit a second message during the
window. In some aspects, the processing system is further configured to determine the
window does not expire if the first number of beacon intervals equals a particular value.
In some aspects, the processing system is further configured to determine the window
does not expire based on the first number of beacon intervals, receive a third message;
determine a second number of beacon intervals based on the third message; and
determine the window does expire based on the second number of beacon intervals
being not equal to the particular value.

[0080] In some aspects of the apparatus, the processing system is further configured to
decode the received message as a restricted access window message, wherein the
restricted access window message defines a period of time that an access point declares
as reserved for a selected group of wireless stations. In some aspects of the apparatus,
the processing system is further configured to decode the restricted access window
(RAW) message to determine a start time and duration of a restricted access window.
[0081] Another aspect disclosed is a method for wireless communication. The method
includes generating, by an apparatus, a restricted access window (RAW) message
identifying a time period during which the apparatus is to communicate data with one or
more wireless devices, the message further comprising an indicator indicating a wireless
communication flow direction during the time period, transmitting, by the apparatus, the
gencrated message. In some aspects, the indicator indicates whether the data
communicated during the time period is uplink or downlink data. In some aspects, the
indicator indicates whether the data communicated during the time period is uplink,
downlink, or bidirectional data. In some aspects, the method further comprises
generating the restricted access window message to comprise a priority indicator
indicating a priority between uplink data and downlink data communicated during the
time period. In some aspects, the wireless communication flow direction indicator has a
bit length of one or two bits. In some aspects, the time period identifies a target wake
time (TWT). In some aspects, the method also includes generating the restricted access
window (RAW) message to comprise a start time indicator and a duration indicator,
wherein the start time indicator indicates a start time of the RAW and the duration
indicator indicates a duration of the RAW.

[0082] Another aspect disclosed is an apparatus for wireless communication. The
apparatus includes a processing system configured to generate a restricted access

window (RAW) message identifying a time period during which the apparatus is to
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communicate data with one or more wireless devices, the message further generated to
comprise an indicator indicating a wireless communication flow direction during the
time period; and a transmitter configured to transmit the generated message. In some
aspects, the indicator indicates whether the data communicated during the time period is
uplink or downlink data. In some aspects, the indicator indicates whether the data
communicated during the time period is uplink, downlink, or bidirectional data. In
some aspects, the processing system is further configured to genecrate the restricted
access window message to comprise a priority indicator indicating a priority of uplink
data and downlink data communicated during the time period. In some aspects, the
wireless communication flow direction indicator has a bit length of either one or two
bits. In some aspects, the time period identifies a target wake time (TWT).

[0083] In some aspects, the processing system is further configured to genecrate the
restricted access window (RAW) message to comprise a start time indicator and a
duration indicator, wherein the start time indicator indicates a start time of the RAW and
the duration indicator indicates a duration of the RAW.

[0084] Another aspect disclosed is a method of wireless communication. The method
includes receiving, by an apparatus, a restricted access window (RAW) message
identifying a time period during which a first device communicates data with one or
more second devices, the message further comprising an indicator indicating a wireless
communication flow direction; and communicating data, by the apparatus, with the first
device based on the wireless communication flow direction indicator. In some aspects,
the method also includes decoding the restricted access window (RAW) message to
determine whether the data communicated is uplink or downlink data. In some aspects,
the method also includes decoding the restricted access window (RAW) message to
determine whether the data communicated is uplink, downlink, or bidirectional data. In
some aspects, the method also includes decoding the restricted access window (RAW)
message to determine a priority of uplink data and downlink data communicated during
the time period. In some aspects, the method also includes decoding the wireless
communication flow direction indicator based on either one or two bits of the received
RAW message. In some aspects, the time period identifies a target wake time (TWT).
In some aspects, the method also includes decoding a start time of the RAW and a
duration of the RAW based on the restricted access window message.

[0085] Another aspect disclosed is an apparatus for wireless communication. The

apparatus includes a processing system configured to receive a restricted access window
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(RAW) message identifying a time period during which a first device communicates
data with one or more second devices, the message further comprising an indicator
indicating a wireless communication flow direction during the time period. The
processing system is further configured to communicate data with the first device based
on the wireless communication flow direction indicator. In some aspects, the
processing system is further configured to decode the restricted access window message
to determine whether the data communicated is uplink or downlink data. In some
aspects, the processing system is further configured to decode the restricted access
window message to determine whether the data communicated is uplink, downlink, or
bidirectional data. In some aspects, the processing system is further configured to
decode the restricted access window message to determine a priority of uplink data and
downlink data communicated during the time period. In some aspects, the processing
system is further configured to decode the wireless communication flow direction
indicator based on either one or two bits of the received message. In some aspects, the
time period identifies a target wake time (TWT). In some aspects, the processing
system is further configured to decode a start time of the RAW and a duration of the
RAW based on the restricted access window message.

[0086] Another aspect disclosed is a method of wireless communication. The method
includes generating, by an apparatus, a restricted access window message indicating
devices not associated with the apparatus are permitted to communicate with the
apparatus during a time period defined by the message; and transmitting, by the
apparatus, the generated message. In some aspects, the method also includes inhibiting
a sleep or doze state during the time period. In some aspects, the method includes
generating the restricted access window message to indicate whether associated devices
may also use the time period for communication with the apparatus. In some aspects,
the method further includes generating the restricted access window message to
comprise a unique device identifier of a device permitted to communicate with the
apparatus during the time period. In some aspects, the method includes receiving a first
message from a first non-associated device during the time period, transmitting a
response to the first message if the first message is received during the time period. In
some aspects, the method further includes genecrating the restricted access window
message further comprises generating the message to comprise an indicator indicating a

start time of the time period, the start time being based on an absolute time reference.
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[0087] Another aspect disclosed is an apparatus for wireless communication. The
apparatus includes a processing system configured to gencrate a restricted access
window (RAW) message indicating devices not associated with the apparatus are
permitted to communicate with the apparatus during a time period defined by the
message; and a transmitter configured to transmit the generated message. In some
aspects, the processing system is further configured to inhibit a sleep or doze state
during the time period. In some aspects, the processing system is further configured to
gencrate the restricted access window message to comprise a unique device identifier of
a device permitted to communicate with the apparatus during the time period. In some
aspects, the processing system is further configured to generate the restricted access
window message to indicate whether associated devices may also use the time period
for communication with the apparatus. In some aspects, the processing system is further
configured to receive a first message from a first non-associated device during the time
period, and where in the transmitter is further configured to transmit a response to the
first message if the first message is received during the time period. In some aspects,
the processing system is further configured to generate the restricted access window
message to further comprise an indicator indicating a start time of the time period, the
start time being based on an absolute time reference.

[0088] Another aspect disclosed is a method for wireless communication. The method
includes decoding, by a first apparatus, a restricted access window (RAW) message to
determine that devices not associated with a second apparatus are permitted to
communicate with the second apparatus during a time period defined by the restricted
access window message; and transmitting, by the first apparatus, another message to the
second apparatus during the time period based on whether the first apparatus is
associated with the second apparatus. In some aspects, the transmission comprises
transmitting an association message to the second apparatus if the first apparatus is not
associated with the second apparatus. In some aspects, the method also includes
decoding the restricted access window (RAW) message to determine whether devices
associated with the second apparatus are permitted to communicate with the second
apparatus during the time period, wherein the transmission comprises transmitting the
other message to the second apparatus during the time period if devices associated with
the second apparatus are permitted to communicate with the second apparatus during

the time period and the first apparatus is associated with the second apparatus.
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[0089] In some aspects, the method includes determining whether the first apparatus is
permitted to communicate with the second apparatus during the time period based on
whether a unique device identifier of the first apparatus is included in the restricted
access window message. In some aspects, the method further includes decoding the
restricted access window message to identify an indicator of a start time of the time
period, the start time being based on an absolute time reference.

[0090] Another aspect disclosed is a first apparatus for wireless communication. The
first apparatus includes a processing system configured to receive a restricted access
window message indicating devices not associated with a second apparatus are
permitted to communicate with the second apparatus during a time period defined by the
restricted access window message; and a transmitter configured to transmit another
message to the second apparatus during the time period based on whether the first
apparatus is associated with the second apparatus. In some aspects, the transmitter is
further configured to transmit an association message to the second apparatus if the first
apparatus is not associated with the second apparatus. In some aspects, the processing
system is further configured to: decode the restricted access window (RAW) message to
determine whether devices associated with the second apparatus are permitted to
communicate with the second apparatus during the time period, and the transmitter is
further configured to transmit the other message to the second apparatus during the time
period if devices associated with the second apparatus are permitted to communicate
with the second apparatus during the time period and the first apparatus is associated
with the second apparatus. In some aspects, the processing system is further configured
to determine whether the first apparatus is permitted to communicate with the second
apparatus during the time period based on whether a unique device identifier of the first
apparatus is included in the restricted access window message. In some aspects, the
processing system is further configured to decode the restricted access window message
to identify an indicator of a start time of the time period, the start time being based on an
absolute time reference.

[0091] Another aspect disclosed is a method for wireless communication. The method
includes generating, by an apparatus, a message indicating a start time of a window
during which one or more devices are permitted to communicate with the apparatus, the
start time being based on an absolute time reference; and transmitting, by the apparatus,
the generated message. In some aspects, the absolute time reference is based on a target

beacon transmit time (TBTT). In some aspects, the absolute time reference is based on
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a timing synchronization function (TSF). In some aspects, generating the message
further comprises generating a restricted access window message to indicate a start time
and duration of a restricted access window. In some aspects, the message is generated
as a target wake time information element (TWT IE). In some aspects, the message is
generated to further comprise an indicator of a wireless communication flow direction
during the window. In some aspects, the indicator of a wireless communication flow
direction indicates whether the apparatus transmits or receives data during the window.
[0092] Another aspect disclosed is an apparatus for wireless communication. The
apparatus includes a processing system configured to generate a message indicating a
start time of a window during which one or more devices are permitted to communicate
with the apparatus, the start time being based on an absolute time reference, and a
transmitter configured to transmit the generated message. In some aspects, the absolute
time reference is based on a target beacon transmit time (TBTT). In some aspects, the
absolute time reference is based on a timing synchronization function (TSF). In some
aspects, generating the message further comprises generating a restricted access window
message to indicate a start time and duration of a restricted access window. In some
aspects, the processing system is configured to generate the message as a target wake
time information element (TWT IE). In some aspects, the message to generated to
further comprise an indicator of a wireless communication flow direction during the
window. In some aspects, the indicator of a wireless communication flow direction
indicates whether the apparatus transmits or receives data during the window.

[0093] Another aspect disclosed is an apparatus for wireless communication. The
apparatus includes means for generating a message indicating a start time of a window
during which one or more devices are permitted to communicate with the apparatus, the
start time being based on an absolute time reference, and means for transmitting the
gencrated message. In some aspects, the absolute time reference is based on a target
beacon transmit time (TBTT). In some aspects, the absolute time reference is based on
a timing synchronization function (TSF). In some aspects, the means for generating is
configured to generate the message as a restricted access window message, the restricted
access window message comprising an indicator indicating a start time and duration of a
restricted access window. In some aspects, the means for generating is configured to
generate the message as a target wake time information element (TWT IE). In some
aspects, the means for generating is configured to generate the message to further

comprise an indicator of a wireless communication flow direction during the window.
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In some aspects, the indicator of a wireless communication flow direction indicates
whether the apparatus transmits or receives data during the window.

[0094] Another aspect disclosed is a wireless node for wireless communication. The
wireless node includes an antenna, a processing system configured to generate a
message indicating a start time of a window during which one or more devices are
permitted to communicate with the apparatus, the start time being based on an absolute
time reference; and a transmitter configured to transmit the generated message using the
antenna.

[0095] Another aspect disclosed is a method for wireless communication. The method
includes generating, by an apparatus, a message identifying at least one specific device,
and generating the message to identify a time period during which the identified at least
one specific device is permitted to communicate with the apparatus; and transmitting, by
the apparatus, the generated message. In some aspects, generating the message further
comprises generating a restricted access window message. In some aspects, the method
includes generating the restricted access window message to indicate a start time and a
duration of the time period. In some aspects, the method further includes generating the
message to comprise a list of the at least one specific device permitted to communicate
with the apparatus during the time period. In some aspects, the method further includes
generating the message to comprise an indicator of each of the one or more specific
devices permitted to communicate with the apparatus during the time period. In some
aspects, the method further includes receiving a message from the specific device during
the time period; and generating a response to the specific device’s message if the
specific device’s message is received during the time period.

[0096] Another aspect disclosed is an apparatus for wircless communication. The
apparatus includes a processing system configured to generate a message identifying at
least one specific device and configured to generate the message to comprise an
identifier of a time period during which the at least one identified specific device is
permitted to communicate with the apparatus; and a transmitter configured to transmit
the gencrated message. In some aspects, gencrating the message further comprises
gencrating a restricted access window message. In some aspects, the processing system
is further configured to generate the restricted access window message to indicate a start
time and a duration of the time period. In some aspects, the processing system is further
configured to generate the message to comprise a list of the one or more specific devices

permitted to communicate with the apparatus during the time period. In some aspects,
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the processing system is further configured to generate the message to comprise an
indicator of each of the one or more specific devices permitted to communicate with the
apparatus during the time period. In some aspects, the processing system is further
configured to receive a message from the specific device during the time period, and
wherein the processing system is further configured to generate a response to the
specific device’s if the specific device’s message is received during the time period.
[0097] Another aspect disclosed is a method for wireless communication. The method
includes decoding, by a first apparatus, a message received from a wircless
communications network to identify a specific device, decoding the message to identify
a time period during which the identified specific device is permitted to communicate
with a second apparatus; and limiting, by the first apparatus, communication with the
second apparatus during the time period. In some aspects, the method includes
decoding the received message as a restricted access window message. In some aspects,
the method includes determining a start time and a duration of a restricted access
window based on the restricted access window message. In some aspects, the method
includes decoding the restricted access window message to identify a listing of a group
of devices permitted to communicate with the second apparatus during the time period.
In some aspects, the method further includes decoding the message to identify an
indicator of each of the one or more specific devices permitted to communicate with the
second apparatus during the time period. In some aspects, limiting, by the first
apparatus, communication with the second apparatus during the time period further
comprises determining whether the first apparatus is identified by the received message
based on the decoding, transmitting a message to the second apparatus during the time
period if the first apparatus is identified, and not transmitting a message to the second
apparatus during the time period if the first apparatus is not identified.

[0098] Another aspect disclosed is a first apparatus for wireless communication. The
first apparatus includes a processing system configured to decode a message received
from a wireless communication network to identify at least one specific device, decode
the message to identify a time period during which the at least one specific device is
permitted to communicate with a second apparatus, and limit communication with the
second apparatus during the time period. In some aspects, the processing system is
further configured to decode the received message as a restricted access window
message. In some aspects, the processing system is further configured to determine a

start time and a duration of a restricted access window based on the restricted access
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window message. In some aspects, the processing system is further configured to
decode the restricted access window message to identify a list of the one or more
specific devices permitted to communicate with the second apparatus during the
window. In some aspects, the processing system is further configured to decode the
message to identify an indicator of each of the one or more specific devices permitted to
communicate with the second apparatus during the time period. In some aspects, the
processing system is configured to limit communication with the second apparatus
during the time period by: determining whether the first apparatus is identified by the
received message based on the decoding; wherein the first apparatus further comprises a
transmitter configured to transmit a message to the second apparatus during the time
period if the first apparatus is identified, and the transmitter is further configured to not
transmit the message to the second apparatus during the time period if the first apparatus
is not identified.

[0099] Another aspect disclosed is a method of wireless communication. The method
includes generating, by an apparatus, a first message comprising a first indicator of a
duration of a window during which one or more devices are permitted to communicate
with the apparatus, wherein a limited duration is indicated based on the first indicator
indicating a number of beacon intervals; and transmitting, by the apparatus, the first
message. In some aspects, the duration is unlimited if the first indicator indicates a
particular value. In some aspects, the first indicator in the first message indicates the
window has an unlimited duration, the method further including generating a second
message comprising a second indicator indicating an updated duration of the window,
wherein the second indicator indicates the updated duration is limited by indicating a
value that is different from the particular value; and transmitting, by the apparatus, the
second message. In some aspects, the first message is generated as a restricted access
window (RAW) message, wherein the window is a restricted access window. In some
aspects, the restricted access window (RAW) message is generated to comprise a start
time indicator indicating a start time of the restricted access window. IN some aspects,
the message is generated to comprise a list of the one or more devices.

[00100] Another aspect disclosed is an apparatus for wireless communication. The
apparatus includes a processing system configured to generate a first message
comprising a first indicator indicating a duration of a window during which one or more
devices are permitted to communicate with the apparatus, wherein a limited duration is

indicated based on a number of beacon intervals; and a transmitter configured to
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transmit the generated message. In some aspects, the duration is unlimited if the first
indicator indicates a particular value. In some aspects, the processing system is further
configured to generate the first message to indicate the window has an unlimited
duration, and the processing system is further configured to generate a second message
comprising a second indicator indicating an updated duration of the window, wherein
the second indicator indicates the updated duration is limited by indicating a value that
is different from the particular value, and the transmitter is further configured to
transmit the second message. In some aspects, the first message is generated as a
restricted access window (RAW) message, wherein the window is a restricted access
window (RAW). In some aspects, the processing system is further configured to
generate the restricted access window (RAW) message to comprise a start time indicator
indicating a start time of the restricted access window. In some aspects, the processing
system is further configured to generate the first message to comprise a list of the one or
more devices.

[00101] Another aspect disclosed is a method of wireless communication. The method
includes decoding, by a first apparatus, a first message comprising a first indicator of a
duration of a window during which one or more devices are permitted to communicate
with a second apparatus, wherein a limited duration is indicated by the first indicator
based on a number of beacon intervals; and transmitting, by the first apparatus, a second
message to the second apparatus during the window based on the indicated duration.
[00102] In some aspects, the method also includes comprising determining the window
has an unlimited duration if the first indicator has a particular value. In some aspects,
the method also includes determining that the window has an unlimited duration based
on the first indicator indicating the particular value; and determining, based on a
received third message comprising a second indicator, an updated duration of the
window is limited based on the second indicator indicating a number of beacon
intervals. In some aspects, the method also includes decoding the first message as a
restricted access window message, wherein the window is a restricted access window.
In some aspects, the method includes decoding the restricted access window (RAW)
message to identify a start time indicator indicating a start time of the restricted access
window. In some aspects, the method also includes decoding the first message to
identify a list of the one or more devices permitted to communicate with the apparatus

during the window.
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[00103] Another aspect disclosed is a first apparatus for wireless communication. The
method includes a processing system configured to: decode a first message comprising a
first indicator of a duration of a window during which one or more devices are permitted
to communicate with a second apparatus, wherein a limited duration is indicated by the
first indicator based on a number of beacon intervals; and a transmitter configured to
transmit a second message to the second apparatus during the window. In some aspects,
the processing system is further configured to determine the window has an unlimited
duration if the first indicator has a particular value. In some aspects, the processing
system is further configured to determine the window has an unlimited duration based
on the first indicator indicating the particular value, the processing system is further
configured to determine an updated duration based on a received third message
comprising a second indicator, and determine the updated duration is limited based on
the second indicator indicating a value different than the particular value.

[00104] In some aspects, the processing system is further configured to decode the first
received message as a restricted access window message, wherein the window is a
restricted access window. In some aspects, the processing system is further configured
to decode the restricted access window (RAW) message to determine a start time of the
restricted access window based on a start time indicator included in the restricted access
window (RAW) message. In some aspects, the processing system is further configured
to decode the first message to identify a list of the one or more devices.

[00105] Another aspect disclosed is a method of wireless communication. The method
includes generating, by an apparatus, a first message comprising a first indicator
indicating a number of beacon intervals that each have a window during which one or
more devices are permitted to communicate with the apparatus; and transmitting, by the
apparatus, the first message. In some aspects, the number of beacon intervals is
unlimited if the first indicator indicates a particular value. In some aspects, the first
indicator in the first message indicates the number of beacon intervals is unlimited, the
method further includes generating a second message comprising a second indicator
indicating a limited number of beacon intervals that each have a window during which
one or more devices are permitted to communicate with the apparatus by indicating a
value that is different from the particular value; and transmitting, by the apparatus, the
second message. In some aspects, the method further includes generating the first
message comprises generating a raw parameter set (RPS) element. In some aspects, the

first message is generated to comprise a start time indicator indicating a start time of
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cach of the windows within the beacon intervals. In some aspects, the first message
further comprises a duration indicator indicating a duration of each of the windows
within the beacon intervals. In some aspects, the message is generated to comprise a list
of the one or more devices.

[00106] Another aspect disclosed is an apparatus for wireless communication. The
apparatus includes a processing system configured to generate a first message
comprising a first indicator indicating a number of beacon intervals that each have a
window during which one or more devices are permitted to communicate with the
apparatus; and a transmitter configured to transmit the generated message. In some
aspects, the number of beacon intervals is unlimited if the first indicator indicates a
particular value. In some aspects of the apparatus, the processing system is further
configured to generate the first message to indicate the number of beacon intervals is
unlimited, and the processing system is further configured to generate a second message
comprising a second indicator indicating a limited number of beacon intervals that have
a window during which one or more devices are permitted to communicate with the
apparatus by indicating a value that is different from the particular value, and the
transmitter is further configured to transmit the second message. In some aspects of the
apparatus, generating the first message comprises generating a raw parameter set (RPS)
element.

[00107]In some aspects of the apparatus, the processing system is further configured to
generate the first message to comprise a start time indicator indicating a start time of
cach window within the beacon intervals. In some aspects, the processing system is
further configured to generate the first message to comprise a duration indicator
indicating a duration of each window within the beacon intervals. In some aspects, the
processing system is further configured to generate the first message to comprise a list
of the one or more devices.

[00108] Another aspect disclosed is a method of wireless communication. The method
includes decoding, by a first apparatus, a first message comprising a first indicator
indicating a number of beacon intervals that each have a window during which one or
more devices are permitted to communicate with a second apparatus; and transmitting,
by the first apparatus, a second message to the second apparatus during one of the
windows based on the first indicator. In some aspects, the method further includes
determining the number of beacon intervals is unlimited if the first indicator has a

particular value. In some aspects, the method also includes determining that the number
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of beacon intervals is unlimited based on the first indicator indicating the particular
value; and determining, based on a received third message comprising a second
indicator, a limited number of beacon intervals that each have a window during which
one or more devices are permitted to communicate with the second apparatus based on
the second indicator indicating a number of beacon intervals different than the particular
value. In some aspects, the method further includes decoding the first message to
identify a start time indicator indicating a start time of each window within the beacon
intervals. In some aspects, the method also includes decoding the first message to
identify a duration indicator indicating a duration of each window within the beacon
intervals. In some aspects, the method further includes decoding the first message to
identify a list of the one or more devices permitted to communicate with the apparatus
during the window.

[00109] Another aspect disclosed is a first apparatus for wireless communication. The
method includes a processing system configured to: decode a first message comprising a
first indicator of a number of beacon intervals that each have a window during which
one or more devices are permitted to communicate with a second apparatus; and a
transmitter configured to transmit a second message to the second apparatus during one
of the windows based on the first indicator. In some aspects, the processing system is
further configured to determine the number of beacon intervals is unlimited if the first
indicator has a particular value. In some aspects, the processing system is further
configured to determine the number of beacon intervals is unlimited based on the first
indicator indicating the particular value, and the processing system is further configured
to determine an updated number of beacon intervals based on a received third message
comprising a second indicator, and determine the updated number of beacon intervals
that each have a window during which one or more devices are permitted to
communicate with the second apparatus is limited based on the second indicator
indicating a value different than the particular value.

[00110]In some aspects of the apparatus, the processing system is further configured to
decode the first message to determine a start time of cach window within the beacon
intervals based on a start time indicator included in the first message. In some aspects
of the apparatus, the processing system is further configured to decode the first message
to determine a duration of each window within the beacon intervals based on a duration

indicator included in the first message. In some aspects of the apparatus, the processing
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system is further configured to decode the first message to identify a list of the one or

more devices.

BRIEF DESCRIPTION OF THE DRAWINGS
[00111]FIG. 1 illustrates an example of a wireless communication system in which
aspects of the present disclosure may be employed.
[00112]FIG. 2 illustrates an example of a wireless device that may be employed within
the wireless communication system of FIG. 1.
[00113]FIG. 3 illustrates an example of components that may be included within the
wireless device of FIG. 2 to transmit wireless communications.
[00114]FIG. 4 illustrates an example of components that may be included within the
wireless device of FIG. 2 to transmit wireless communications.
[00115]FIG. 5 is a flowchart of a method of wireless communication in accordance with
one implementation.
[00116] FIG. 6 is a flowchart of a method of wireless communication in accordance with
one implementation.
[00117]1FIG. 7 shows one implementation of the message identifying a wireless
communication flow direction.
[00118] FIG. 8 is a flowchart of a method of wireless communication in accordance with
one implementation.
[00119] FIG. 9 is a flowchart of a method of wireless communication in accordance with
one implementation.
[00120]FIG. 10 shows one implementation of the message identifying a wireless
communication flow direction.
[00121]FIG.11 is a flowchart of a method of wireless communication in accordance with
one implementation.
[00122]FIG. 12 is a flowchart of a method of wireless communication in accordance
with one implementation.
[00123]1FIG. 13 shows one implementation of the message identifying a wireless
communication flow direction.
[00124]FIG. 14 is a flowchart of a method of wireless communication in accordance
with one implementation.
[00125]FIG. 15 is a flowchart of a method of wireless communication in accordance

with one implementation.
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[00126]FIG. 16 shows one implementation of the message identifying a wireless
communication flow direction.
[00127]FIG.17 is a flowchart of a method of wireless communication in accordance with
one implementation.
[00128] FIG. 18 is a flowchart of a method of wireless communication in accordance
with one implementation.
[00129]FIG. 19 shows one implementation of the message identifying a wireless
communication flow direction.
[00130] FIG. 20 is a flowchart of a method of wireless communication in accordance
with one implementation.
[00131]FIG. 21 is a flowchart of a method of wireless communication in accordance
with one implementation.
[00132] FIG.22 is a flowchart of a method of wireless communication in accordance with
one implementation.
[00133]FIG. 23 is a flowchart of a method of wireless communication in accordance
with one implementation.

DETAILED DESCRIPTION
[00134] Various aspects of the novel systems, apparatuses, and methods are described
more fully hereinafter with reference to the accompanying drawings. The teachings
disclosure may, however, be embodied in many different forms and should not be
construed as limited to any specific structure or function presented throughout this
disclosure. Rather, these aspects are provided so that this disclosure will be thorough
and complete, and will fully convey the scope of the disclosure to those skilled in the
art. Based on the teachings herein one skilled in the art should appreciate that the scope
of the disclosure is intended to cover any aspect of the novel systems, apparatuses, and
methods disclosed herein, whether implemented independently of or combined with any
other aspect of the invention. For example, an apparatus may be implemented or a
method may be practiced using any number of the aspects set forth herein. In addition,
the scope of the invention is intended to cover such an apparatus or method which is
practiced using other structure, functionality, or structure and functionality in addition to
or other than the various aspects of the invention set forth herein. It should be
understood that any aspect disclosed herein may be embodied by one or more elements

of a claim.
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[00135] Although particular aspects are described herein, many variations and
permutations of these aspects fall within the scope of the disclosure. Although some
benefits and advantages of the preferred aspects are mentioned, the scope of the
disclosure is not intended to be limited to particular benefits, uses, or objectives.
Rather, aspects of the disclosure are intended to be broadly applicable to different
wireless technologies, system configurations, networks, and transmission protocols,
some of which are illustrated by way of example in the figures and in the following
description of the preferred aspects. The detailed description and drawings are merely
illustrative of the disclosure rather than limiting, the scope of the disclosure being
defined by the appended claims and equivalents thereof.

[00136] Wireless network technologies may include various types of wireless local area
networks (WLANs). A WLAN may be used to interconnect nearby devices together,
employing widely used networking protocols. The various aspects described herein
may apply to any communication standard, such as WiFi or, more generally, any
member of the IEEE 802.11 family of wireless protocols. For example, the various
aspects described herein may be used as part of the IEEE 802.11ah protocol, which uses
sub-1GHz bands.

[00137]In some aspects, wireless signals in a sub-gigahertz band may be transmitted
according to the 802.11ah protocol using orthogonal frequency-division multiplexing
(OFDM), direct-sequence spread spectrum (DSSS) communications, a combination of
OFDM and DSSS communications, or other schemes. Implementations of the 802.11ah
protocol may be used for sensors, metering, and smart grid networks. Advantageously,
aspects of certain devices implementing the 802.11ah protocol may consume less power
than devices implementing other wireless protocols, and/or may be used to transmit
wireless signals across a relatively long range, for example about one kilometer or
longer.

[00138]In some implementations, a WLAN includes various devices which are the
components that access the wireless network. For example, there may be two types of
devices: access points (“APs”) and clients (also referred to as stations, or “STAs”). In
general, an AP serves as a hub or base station for the WLAN and a STA serves as a user
of the WLAN. For example, an STA may be a laptop computer, a personal digital
assistant (PDA), a mobile phone, etc. In an example, an STA connects to an AP via a

WiFi (e.g., IEEE 802.11 protocol such as 802.11ah) compliant wireless link to obtain
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general connectivity to the Internet or to other wide area networks. In some
implementations, an STA may also be used as an AP.

[00139] An access point (“AP”) may also comprise, be implemented as, or known as a
NodeB, Radio Network Controller (“RNC”), eNodeB, Base Station Controller (“BSC”),
Base Transceiver Station (“BTS”), Base Station (“BS”), Transceiver Function (“TF”),
Radio Router, Radio Transceiver, or some other terminology. The access point may be
a main or relay base station. A relay base station relays data between wireless stations
and another base station, being the main base station or another relay base station.
[00140] A station “STA” may also comprise, be implemented as, or known as an access
terminal (“AT”), a subscriber station, a subscriber unit, a mobile station, a remote
station, a remote terminal, a user terminal, a user agent, a user device, user equipment,
or some other terminology. In some implementations, an access terminal may comprise
a cellular telephone, a cordless telephone, a Session Initiation Protocol (“SIP”) phone, a
wireless local loop (“WLL”) station, a personal digital assistant (“PDA”), a handheld
device having wireless connection capability, or some other suitable processing device
connected to a wireless modem. Accordingly, one or more aspects taught herein may be
incorporated into a phone (e.g., a cellular phone or smartphone), a computer (e.g., a
laptop), a portable communication device, a headset, a portable computing device (e.g.,
a personal data assistant), an entertainment device (e.g., a music or video device, or a
satellite radio), a gaming device or system, a global positioning system device, or any
other suitable device that is configured to communicate via a wireless medium.
[00141] As discussed above, certain of the devices described herein may implement the
802.11ah standard, for example. Such devices, whether used as an STA or AP or other
device, may be used for smart metering or in a smart grid network. Such devices may
provide sensor applications or be used in home automation. The devices may instead or
in addition be used in a healthcare context, for example for personal healthcare. They
may also be used for surveillance, to enable extended-range Internet connectivity (e.g.
for use with hotspots), or to implement machine-to-machine communications.
[00142]FIG. 1 illustrates an example of a wireless communication system 100 in which
aspects of the present disclosure may be employed. The wireless communication
system 100 may operate pursuant to a wireless standard, for example the 802.11ah
standard. The wireless communication system 100 may include an AP 104, which

communicates with STAs 106.
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[00143] A variety of processes and methods may be used for transmissions in the
wireless communication system 100 between the AP 104 and the STAs 106. For
example, signals may be sent and received between the AP 104 and the STAs 106 in
accordance with OFDM/OFDMA techniques. If this is the case, the wireless
communication system 100 may be referred to as an OFDM/OFDMA system.
Alternatively, signals may be sent and received between the AP 104 and the STAs 106
in accordance with CDMA techniques. If this is the case, the wireless communication
system 100 may be referred to as a CDMA system.

[00144] A communication link that facilitates transmission from the AP 104 to one or
more of the STAs 106 may be referred to as a downlink (DL) 108, and a communication
link that facilitates transmission from one or more of the STAs 106 to the AP 104 may
be referred to as an uplink (UL) 110. Alternatively, a downlink 108 may be referred to
as a forward link or a forward channel, and an uplink 110 may be referred to as a
reverse link or a reverse channel.

[00145] The AP 104 may act as a base station and provide wireless communication
coverage in a basic service area (BSA) 102. The AP 104 along with the STAs 106
associated with the AP 104 that use the AP 104 for communication may be referred to
as a basic service set (BSS). It should be noted that the wireless communication system
100 may not have a central AP 104, but rather may function as a peer-to-peer network
between the STAs 106. Accordingly, the functions of the AP 104 described herein may
alternatively be performed by one or more of the STAs 106.

[00146] The STAs 106 are not limited in type and may include a variety of different
STAs. For example, as illustrated in FIG. 1, STAs 106 can include a cellular phone
106a, a television 106b, a laptop 106c, and a number of sensors 106d (e.g. a weather
sensor or other sensor capable of communicating using a wireless protocol), to name a
few.

[00147]1FIG. 2 illustrates various components that may be utilized in a wireless
device 202 that may be employed within the wireless communication system 100. The
wireless device 202 is an example of a device that may be configured to implement the
various methods described herein. For example, the wireless device 202 may comprise
the AP 104 or one of the STAs 106.

[00148] The wireless device 202 may include a processor 204 which controls operation
of the wireless device 202. The processor 204 may also be referred to as a central

processing unit (CPU). Memory 206, which may include both read-only memory

33



WO 2014/093502 PCT/US2013/074424

(ROM) and random access memory (RAM), provides instructions and data to the
processor 204. A portion of the memory 206 may also include non-volatile random
access memory (NVRAM). The processor 204 typically performs logical and
arithmetic operations based on program instructions stored within the memory 206. The
instructions in the memory 206 may be executable to implement the methods described
herein.

[00149] When the wireless device 202 is implemented or used as a transmitting node, the
processor 204 may be configured to sclect one of a plurality of medium access control
(MAC) header types, and to generate a packet having that MAC header type. For
example, the processor 204 may be configured to generate a packet comprising a MAC
header and a payload and to determine what type of MAC header to use, as discussed in
further detail below.

[00150] When the wireless device 202 is implemented or used as a receiving node, the
processor 204 may be configured to process packets of a plurality of different MAC
header types. For example, the processor 204 may be configured to determine the type
of MAC header used in a packet and process the packet and/or fields of the MAC
header accordingly as further discussed below.

[00151] The processor 204 may comprise or be a component of a processing system
implemented with one or more hardware processors. The one or more processors may
be implemented with any combination of general-purpose microprocessors,
microcontrollers, digital signal processors (DSPs), field programmable gate array
(FPGAs), programmable logic devices (PLDs), controllers, state machines, gated logic,
discrete hardware components, dedicated hardware finite state machines, or any other
suitable entities that can perform calculations or other manipulations of information.
[00152] The processing system may also include machine-readable media for storing
software. Software shall be construed broadly to mean any type of instructions, whether
referred to as software, firmware, middleware, microcode, hardware description
language, or otherwise. Instructions may include code (e.g., in source code format,
binary code format, executable code format, or any other suitable format of code). The
instructions, when executed by the one or more processors, cause the processing system
to perform the various functions described herein.

[00153] The wireless device 202 may also include a transmitter 210 and a receiver 212 to
allow transmission and reception of data between the wireless device 202 and a remote

location. Further, the transmitters 210 and the receiver 212 may be configured to allow
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transmission and reception of setup and/or configuration packets or frames between the
wireless device 202 and a remote location including, for example, an AP. The
transmitter 210 and receiver 212 may be combined into a transceiver 214. An antenna
216 may be attached to the housing 208 and electrically coupled to the transceiver 214.
Alternatively, or additionally, the wireless device 202 may include an antenna 216
formed as part of the housing 208 or may be an internal antenna. The wireless device
202 may also include (not shown) multiple transmitters, multiple receivers, multiple
transceivers, and/or multiple antennas.

[00154] The wireless device 202 may also include a signal detector 218 that may be used
in an effort to detect and quantify the level of signals received by the transceiver 214.
The signal detector 218 may detect such signals as total energy, energy per subcarrier
per symbol, power spectral density and other signals. The wireless device 202 may also
include a digital signal processor (DSP) 220 for use in processing signals. The DSP 220
may be configured to generate a data unit for transmission. In some aspects, the data
unit may comprise a physical layer data unit (PPDU). In some aspects, the PPDU is
referred to as a packet or a frame.

[00155] The wireless device 202 may further comprise a user interface 222 in some
aspects. The user interface 222 may comprise a keypad, a microphone, a speaker,
and/or a display. The user interface 222 may include any element or component that
conveys information to a user of the wireless device 202 and/or receives input from the
user.

[00156] The various components of the wireless device 202 may be housed within a
housing 208. Further, the various components of the wireless device 202 may be
coupled together by a bus system 226. The bus system 226 may include a data bus, for
example, as well as a power bus, a control signal bus, and a status signal bus in addition
to the data bus. Those of skill in the art will appreciate the components of the wireless
device 202 may be coupled together, or may accept or provide inputs to each other
using some other mechanism.

[00157] Although a number of separate components are illustrated in FIG. 2, those of
skill in the art will recognize that one or more of the components may be combined or
commonly implemented. For example, the processor 204 may be used to implement not
only the functionality described above with respect to the processor 204, but also to

implement the functionality described above with respect to the signal detector 218
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and/or the DSP 220. Further, each of the components illustrated in FIG. 2 may be
implemented using a plurality of separate elements.

[00158] As discussed above, the wireless device 202 may comprise an AP 104 or a
STA 106, and may be used to transmit and/or receive communications. FIG. 3
illustrates various components that may be utilized in the wireless device 202 to
transmit wireless communications. The components illustrated in FIG. 3 may be used,
for example, to transmit OFDM communications. In some aspects, the components
illustrated in FIG. 3 are used to transmit data units with training fields with peak-to-
power average ratio is as low as possible, as will be discussed in additional detail below.
For case of reference, the wireless device 202 configured with the components
illustrated in FIG. 3 is hereinafter referred to as a wireless device 202a.

[00159] The wireless device 202a may comprise a modulator 302 configured to modulate
bits for transmission. For example, the modulator 302 may determine a plurality of
symbols from bits received from the processor 204 or the user interface 222, for
example by mapping bits to a plurality of symbols according to a constellation. The bits
may correspond to user data or to control information. In some aspects, the bits are
received in codewords. In one aspect, the modulator 302 comprises a QAM (quadrature
amplitude modulation) modulator, for example a 16-QAM modulator or a 64-QAM
modulator. In other aspects, the modulator 302 comprises a binary phase-shift keying
(BPSK) modulator or a quadrature phase-shift keying (QPSK) modulator.

[00160] The wireless device 202a may further comprise a transform module 304
configured to convert symbols or otherwise modulated bits from the modulator 302 into
a time domain. In FIG. 3, the transform module 304 is illustrated as being implemented
by an inverse fast Fourier transform (IFFT) module. In some implementations, there
may be multiple transform modules (not shown) that transform units of data of different
sizes.

[00161]In FIG. 3, the modulator 302 and the transform module 304 are illustrated as
being implemented in the DSP 220. In some aspects, however, one or both of the
modulator 302 and the transform module 304 are implemented in the processor 204 or
in another element of the wireless device 202.

[00162] As discussed above, the DSP 220 may be configured to generate a data unit for
transmission. In some aspects, the modulator 302 and the transform module 304 may be
configured to generate a data unit comprising a plurality of fields including control

information and a plurality of data symbols. The fields including the control
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information may comprise one or more training fields, for example, and one or more
signal (SIG) fields. Each of the training fields may include a known sequence of bits or
symbols. Each of the SIG fields may include information about the data unit, for
example a description of a length or data rate of the data unit.

[00163] Returning to the description of FIG. 3, the wireless device 202a may further
comprise a digital to analog converter 306 configured to convert the output of the
transform module into an analog signal. For example, the time-domain output of the
transform module 306 may be converted to a baseband OFDM signal by the digital to
analog converter 306. The digital to analog converter 306 may be implemented in the
processor 204 or in another element of the wireless device 202. In some aspects, the
digital to analog converter 306 is implemented in the transceiver 214 or in a data
transmission processor.

[00164] The analog signal may be wirelessly transmitted by the transmitter 210. The
analog signal may be further processed before being transmitted by the transmitter 210,
for example by being filtered or by being upconverted to an intermediate or carrier
frequency. In the implementation illustrated in FIG. 3, the transmitter 210 includes a
transmit amplifier 308. Prior to being transmitted, the analog signal may be amplified
by the transmit amplifier 308. In some aspects, the amplifier 308 comprises a low noise
amplifier (LNA).

[00165] The transmitter 210 is configured to transmit one or more packets, frames, or
data units in a wireless signal based on the analog signal. The data units may be
generated using the processor 204 and/or the DSP 220, for example using the modulator
302 and the transform module 304 as discussed above.

[00166] FIG. 4 illustrates various components that may be utilized in the wireless
device 202 to receive wireless communications. The components illustrated in FIG. 4
may be used, for example, to receive OFDM communications. In some
implementations, the components illustrated in FIG. 4 are used to receive packets,
frames, or data units that include one or more training fields, as will be discussed in
additional detail below. For example, the components illustrated in FIG. 4 may be used
to receive data units transmitted by the components discussed above with respect to
FIG. 3. For ease of reference, the wireless device 202 configured with the components
illustrated in FIG. 4 is hereinafter referred to as a wireless device 202b.

[00167] The receiver 212 is configured to receive one or more packets, frames, or data

units in a wireless signal.
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[00168] In the implementation illustrated in FIG. 4, the receiver 212 includes a receive
amplifier 401. The receive amplifier 401 may be configured to amplify the wireless
signal received by the receiver 212. In some aspects, the receiver 212 is configured to
adjust the gain of the receive amplifier 401 using an automatic gain control (AGC)
procedure. In some aspects, the automatic gain control uses information in one or more
received training fields, such as a received short training field (STF) for example, to
adjust the gain. Those having ordinary skill in the art will understand methods for
performing AGC. In some aspects, the amplifier 401 comprises an LNA.

[00169] The wireless device 202b may comprise an analog to digital converter 402
configured to convert the amplified wireless signal from the receiver 212 into a digital
representation thereof. Further to being amplified, the wireless signal may be processed
before being converted by the digital to analog converter 402, for example by being
filtered or by being downconverted to an intermediate or baseband frequency. The
analog to digital converter 402 may be implemented in the processor 204 or in another
clement of the wireless device 202. In some aspects, the analog to digital converter 402
is implemented in the transceiver 214 or in a data receive processor.

[00170] The wireless device 202b may further comprise a transform module 404
configured to convert the representation the wireless signal into a frequency spectrum.
In FIG. 4, the transform module 404 is illustrated as being implemented by a fast
Fourier transform (FFT) module. In some aspects, the transform module may identify a
symbol for each point that it uses.

[00171] The wireless device 202b may further comprise a channel estimator and
equalizer 405 configured to form an estimate of the channel over which the data unit is
received, and to remove certain effects of the channel based on the channel estimate.
For example, the channel estimator may be configured to approximate a function of the
channel, and the channel equalizer may be configured to apply an inverse of that
function to the data in the frequency spectrum.

[00172] In some aspects, the channel estimator and equalizer 405 uses information in one
or more received training fields, such as a long training field (LTF) for example, to
estimate the channel. The channel estimate may be formed based on one or more LTFs
received at the beginning of the data unit. This channel estimate may thereafter be used
to equalize data symbols that follow the one or more LTFs. After a certain period of
time or after a certain number of data symbols, one or more additional LTFs may be

received in the data unit. The channel estimate may be updated or a new estimate
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formed using the additional LTFs. This new or update channel estimate may be used to
equalize data symbols that follow the additional LTFs. In some aspects, the new or
updated channel estimate is used to re-equalize data symbols preceding the additional
LTFs. Those having ordinary skill in the art will understand methods for forming a
channel estimate.

[00173] The wireless device 202b may further comprise a demodulator 406 configured to
demodulate the equalized data. For example, the demodulator 406 may determine a
plurality of bits from symbols output by the transform module 404 and the channel
estimator and equalizer 405, for example by reversing a mapping of bits to a symbol in a
constellation. The bits may be processed or evaluated by the processor 204, or used to
display or otherwise output information to the user interface 222. In this way, data
and/or information may be decoded. In some aspects, the bits correspond to codewords.
In one aspect, the demodulator 406 comprises a QAM (quadrature amplitude
modulation) demodulator, for example a 16-QAM demodulator or a 64-QAM
demodulator. In other aspects, the demodulator 406 comprises a binary phase-shift
keying (BPSK) demodulator or a quadrature phase-shift keying (QPSK) demodulator.
[00174]In FIG. 4, the transform module 404, the channel estimator and equalizer 405,
and the demodulator 406 are illustrated as being implemented in the DSP 220. In some
aspects, however, one or more of the transform module 404, the channel estimator and
equalizer 405, and the demodulator 406 are implemented in the processor 204 or in
another element of the wireless device 202.

[00175] As discussed above, the wireless signal received at the receiver 212 comprises
one or more data units. Using the functions or components described above, the data
units or data symbols therein may be decoded evaluated or otherwise evaluated or
processed. For example, the processor 204 and/or the DSP 220 may be used to decode
data symbols in the data units using the transform module 404, the channel estimator
and equalizer 405, and the demodulator 406.

[00176] Data units exchanged by the AP 104 and the STA 106 may include control
information or data, as discussed above. At the physical (PHY) layer, these data units
may be referred to as physical layer protocol data units (PPDUs). In some aspects, a
PPDU may be referred to as a packet, frame, or physical layer packet. Each PPDU may
comprise a preamble and a payload. The preamble may include training fields and a
SIG field. The payload may comprise a Media Access Control (MAC) header or data

for other layers, and/or user data, for example. The payload may be transmitted using
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one or more data symbols. The systems, methods, and devices herein may utilize data
units with training fields whose peak-to-power ratio has been minimized.

[00177] In wireless communications such as those specified in the IEEE 802.11 family of
wireless protocols, multiple stations share a transmission medium using a media access
control protocol. A beacon frame, which is one of management and control frames that
support data transfer, may be used to establish and maintain the communications in an
orderly fashion. In some applications such as those specified in the 802.11ah protocol, a
restricted access window may be used to define a period of time that an access point
declares as reserved for a selected group of wireless stations. However, stations that are
not associated with the access point cannot contend for the medium when a restricted
access window is open. Additionally, the restricted access window cannot currently be
specifically defined to be for uplink or downlink transmissions only. Thus, it is
beneficial to have a message defining a time period in which the access point will accept
messages from non-associated stations. It is additionally beneficial to provide for an
ability to specify the type of communication permitted during a restricted access
window.

[00178] In implementations as will be described below, an access point (AP) generates a
message a period of time that an access point declares as reserved for a selected group
of wircless stations, and sends the message to the associated wireless stations. Upon
receipt of the message, the wireless stations may transmit a packet to the access point
during the identified time period. In one implementation, the message indicates an
indication as to whether non-associated stations are permitted to transmit a request to
the access point during the period of time. In another implementation, the message
indicates the nature of communication between stations and the access point during the
time period. For example, the message may indicate whether communication during the
time period includes uplink data, downlink data, or both. In one implementation, the
message is sent to all the wireless stations associated with the access point. These
implementations may be applied in processes and standards associated with IEEE
802.11 and/or 802.11ah among others.

[00179] FIG. 5 is a flowchart of a method of wireless communication in accordance with
one implementation. The method 500 may be performed by an apparatus for wireless
communication, such as the access point (AP) 104 (shown in FIG. 1) or the wireless
device 202 shown in FIG. 2. Method 500 may enable improved management of data

transfer between an access point and one or more stations during time periods reserved
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for such data transfer. Because such time periods are of a finite duration, specifying a
type of traffic that may be transferred during the time period can result in more efficient
operation of a wireless communication network.

[00180] At block 502, the method includes generating a message identifying a time
period in which an apparatus is to communicate a message with one or more wireless
devices. The message further indicates a wireless communication flow direction. In an
aspect, the wireless communication flow direction indicator in the message indicates
whether the communication of a message during the time period is uplink or downlink
data. For example, the message may be generated to indicate whether the apparatus
performing process 500 will transmit a message or receive a message during the time
period. In an aspect, the message is generated to indicate a priority of downlink data
and uplink data. For example, the message may be generated to indicate that downlink
data is higher priority than uplink data. In an aspect, the message may be generated to
further indicate that bidirectional data may be communicated during the time period. A
field in the message may provide the indication. In an aspect, the field may be one bit
in length. In another aspect, the field may be more than one bit in length, for example,
the field may be two bits in length. In some aspects, the message may be generated as a
restricted access window (RAW) message, such as the RAW message of the 802.11 or
802.11ah protocol.

[00181] Some aspects of block 502 may perform one or more of the functions discussed
with respect to blocks 802, 1102, 1402, 1702, and/or 2202.

[00182] In an aspect, the processor 204 may be configured to perform one or more of the
functions discussed with respect to block 502. In an aspect, means for generating may
be the processor 204.

[00183]In block 504, the generated message is transmitted. In one aspect, the
transmitter 210 may be configured to perform one or more of the functions discussed
with respect to block 504. In an aspect, means for transmitting the generated message
may include the transmitter 210 of Figure 2. In another aspect, the processor 204 may
be configured to perform one or more of the functions discussed above with respect to
block 504. In an aspect, means for transmitting the generated message may include the
processor 204.

[00184] FIG. 6 is a flowchart of a method of wireless communication in accordance with
one implementation. The method 600 may be performed by an apparatus for wireless

communication, such as the station 106 (shown in FIG. 1), or the wireless device 202
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shown in FIG. 2. The method 600 may enable a station to interoperate with an access
point performing process 500 above. At block 602, the method includes receiving a
message identifying a time period in which a first device communicates a message with
one or more second wireless devices, the message further comprising an indicator
indicating a wireless communication flow direction during the time period. In an
aspect, the wireless communication flow direction indicator in the message indicates
whether the communication of a message during the time period is uplink or downlink
data. For example, the message indicates whether the apparatus performing process 600
will transmit a message or receive a message during the time period. In an aspect, the
message may further indicate that bidirectional data may be communicated during the
time period. A field in the message may provide the indication. In an aspect, the field
may be one bit in length. In another aspect, the field may be more than one bit in
length, for example, the field may be two bits in length.

[00185] Some aspects of block 602 include decoding the received message as a restricted
access window (RAW) message. In some aspects, the received message is decoded to
determine whether the communication of data during the time period is uplink data or
downlink data. In some aspects, the received message is decoded to determine whether
the communication of data during the time period is uplink, downlink, or bidirectional
data. In some aspects, of block 602, the indicator of wireless communication flow
direction in the received message is decoded as either one or two bytes in length. In
some aspects, means for decoding may include the hardware processor 204.

[00186] Some aspects of block 602 may perform one or more of the functions discussed
with respect to blocks 902, 1202, 1502, 1802, and/or 2302.

[00187]In an aspect, the receiver 212 is configured to perform one or more of the
functions discussed with respect to block 602. In an aspect, means for receiving may be
the receiver 212 of Figure 2. In another aspect, the processor 204 may be configured to
perform one or more of the functions discussed above with respect to block 602. In an
aspect, means for receiving may include the processor 204. In block 604, a message is
communicated with the access point based on the wireless communication flow
direction indication. For example, if the indicated flow direction is for uplink traffic,
block 604 may include transmitting a message to the first device. If the indicated flow
direction is for downlink traffic, block 604 may include receiving a message from the

first device.
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[00188]In an aspect, the processor 204 is configured to perform one or more of the
functions discussed with respect to block 604. In an aspect, means for communicating a
message with the first device may include the processor 204. In some aspects, the first
device is an access point.

[00189] The message indicating a wireless communication flow direction, for example,
the message generated in block 502 or the message received in block 602, may be
composed in various ways. FIG. 7 shows one implementation of the message
comprising an indicator identifying a wireless communication flow direction. The
message 700, or a substantially similar message, may be transmitted from an AP to
associated wireless stations as described above with regard to FIG. 5. The message 700,
or a substantially similar message, may also be received in block 602 of process 600.
The message 700 may be transmitted using any process and method suitable for
transmissions from the AP to the station.

[00190]In the illustrative implementation, the message defines a restricted access
window, a period of time that an access point declares as reserved for a selected group
of wireless stations, such as one specified in the 802.11ah protocol. The message
includes a RAW Start Time 702 indicating the start time of the restricted access
window. The message also includes a RAW Duration 704 indicating the duration of the
restricted access window. The message also includes a Group ID 706 listing the
selected group of wireless stations allowed to send a packet to the access point during
the restricted access window.

[00191]In addition, the message includes a field 708 for indicating a wireless
communication flow direction. In an aspect, the field 708 may include one bit which
can be set to a logic value of 0 or 1, wherein a logic value of 1 indicates that the wireless
communication flow during the restricted access window is in an uplink direction, and a
logic value of 0 indicates that wireless communication flow during the restricted access
window is in a downlink direction. In another aspect, the logic values may be reversed.
In another aspect, the field 708 may include more than one bit. In these aspects, the
field 708 may indicate that the wireless communication flow during the restricted access
window is in an uplink direction, a downlink direction, or is bidirectional. In an aspect,
the field 708 may prioritize downlink data and uplink data. For example, the field 708
may indicate that downlink data is higher priority than uplink data. Alternatively, field
708 may indicate that uplink data is higher priority than downlink data.
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[00192] FIG. 8 is a flowchart of a method of wireless communication in accordance with
one implementation. The method 800 may be performed by an apparatus for wireless
communication, such as the access point (AP) 104 (shown in FIG. 1) or the wireless
device 202 shown in FIG. 2. Method 800 may improve the ability of an access point to
manage the type of communication it receives during certain time periods. For
example, some access points may determine that unassociated stations should not
communicate with it during a restricted access window. Other access points may
determine that they will allow unassociated stations to communicate with them during
certain time periods, for example, during certain restricted access windows. This
improved ability for an access point to manage the traffic it receives during one or more
time periods, such as one or more restricted access windows, may provide for more
efficient operation of a wireless communication network.

[00193] At block 802, the method includes generating a message indicating whether one
or more devices that are not associated with an apparatus are permitted to communicate
with the apparatus during a time period defined by the message. In an aspect the
message further indicates the period of time is declared as reserved for communication
by an access point for a sclected group of wireless stations, such as a group of stations
specified in the 802.11ah protocol. For example, a BSSID may be included in the
generated message to identify the group of stations in some aspects.

[00194]In an aspect, the message may indicate that the time period is to be used for
association of stations only. In this aspects, only non-associated stations may
communicate with the apparatus during the time period defined by the message.
Alternatively, the message may indicate the time period can be used by both a group of
associated stations as well as non-associated stations. In some aspects, the message
includes at least two distinct indicators, a first indicator indicating whether non-
associated stations may utilize the time period, and a second indicator indicating
whether or which associated stations may utilize the time period.

[00195]In an aspect the message is generated as a restricted access window (RAW)
message. In some aspects, the message is generated to indicate whether associated
devices (such as specific devices) may also use the time period for communication with
the apparatus. In these aspects, the specific devices may be identified in the message
by, for example, unique device identifiers or network addresses. In some aspects, the
message is generated to indicate whether a group of associated stations may also use the

time period for communication with the apparatus. Some aspects of block 802 may
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perform one or more of the functions discussed with respect to blocks 502, 1102, 1402,
1702, and/or 2202.

[00196]In some aspects, the message may indicate devices not associated with the
apparatus are permitted to communicate with the apparatus via a raw parameter set
(RPS) element in a short beacon frame. The RPS element may indicate a RAW during
which all STAs are allowed to access the medium or communicate with an access point.
This may be indicated in some aspects via a RAW Group field in the RPS element that
is all zeros. Such a RAW may be used for association of new STAs.

[00197] In an aspect, the processor 204 may be configured to perform one or more of the
functions discussed with respect to block 802. In an aspect, means for generating may
include the processor 204.

[00198] At block 804, the generated message is transmitted. In an aspect, the transmitter
210 may be configured to perform one or more of the functions discussed with respect
to block 804. In an aspect, the message is transmitted to a station. In an aspect, means
for transmitting may include the transmitter 210. In another aspect, the processor 204
may be configured to perform one or more of the functions discussed above with respect
to block 804. In an aspect, means for transmitting the generated message may include
the processor 204.

[00199] Some aspects of process 800 further include receiving a message from a non-
associated device, such as a station, during the indicated time period, and transmitting a
response to the message based on the message being received within the time period.
The process may also include receiving a message from a non-associated device, such
as a station, outside the time period. In response, a message may be transmitted
essentially “nak-ing” or otherwise providing a negative indication to the transmitter of
the message that the apparatus will not process the message because it was received
outside the time period. In other aspects a message received outside the time period
may simply be dropped or ignored by the device receiving the message. Receiving of
the messages outside the time period may be performed by the receiver 212 or processor
204. Means for receiving may include the processor 204 and/or receiver 212. Means
for dropping or ignoring may include the processor 204. Means for transmitting a
response may include the processor 204 and/or the transmitter 210.

[00200] Some aspects of process 800 include sleeping during the time period if the

gencrated message indicates that devices are not permitted to communicate with the
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apparatus during the time period. Means for sleeping during the time period may
include the processor 204.

[00201] FIG. 9 is a flowchart of a method of wireless communication in accordance with
one implementation. The method 900 may be performed by an apparatus for wireless
communication, such as the station 106 (shown in FIG. 1) or the wireless device 202
shown in FIG. 2. In some aspects, method 900 may enable a station to interoperate on a
wireless communication network with an access point performing process 800.
[00202] At block 902, the method includes receiving a message indicating whether one
or more devices that are not associated with an apparatus are permitted to communicate
with the apparatus during a time period defined by the message. In an aspect the
message further indicates that the time period is reserved for a selected group of
wireless stations to communicate. For example, the message may be a restricted access
window (RAW) message, similar to the RAW message specified in the 802.11ah
protocol Some aspects of block 902 may perform one or more of the functions
discussed with respect to blocks 602, 1202, 1502, 1802, and/or 2302.

[00203]In an aspect, the receiver 212 is configured to perform one or more of the
functions discussed with respect to block 902. In an aspect, means for receiving may
include the receiver 212. In another aspect, the processor 204 may be configured to
perform one or more of the functions discussed above with respect to block 902. In an
aspect, means for receiving may include the processor 204.

[00204] Block 902 may further include decoding the received message to determine
whether one or more devices that are not associated with the apparatus are permitted to
communicate with the apparatus during the time period defined by the message. Block
902 may also include decoding the received message to determine the period of time
that the access point declares as reserved for the selected group of wireless stations.
Block 902 may also include decoding the received message as a restricted access
window message. In some aspects, means for decoding includes the processor 204.
[00205] In block 904, a message is selectively transmitted to the apparatus based on the
indication. In an aspect, an association message is transmitted to the apparatus if the
indication indicates a first value and an association message is not transmitted to the
apparatus if the indication indicates a second value. In an aspect, the transmitter 210 is
configured to perform one or more of the functions discussed with respect to block 904.
In an aspect, means for transmitting may include the transmitter 210. In another aspect,

the processor 204 may be configured to perform one or more of the functions discussed
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above with respect to block 904. In an aspect, means for transmitting the generated
message may include the processor 204.

[00206] A message indicating whether one or more devices that are not associated with
the apparatus are permitted to communicate with the apparatus during a time period,
such as the message generated in block 802 above, or the message received in block 902
above, may be composed in various ways. FIG. 10 shows one implementation of the
message indicating whether one or more devices that are not associated with the
apparatus are permitted to communicate with the apparatus during a time period. The
message 1000 may be transmitted from an AP to wireless stations as described above
with regard to FIG. 8. The message 1000 may be transmitted using any process and
method suitable for transmissions from the AP to the station.

[00207]In the illustrative implementation, the message defines a restricted access
window, a period of time that an access point declares as reserved for a selected group
of wireless stations, such as one specified in the 802.11ah protocol. The message
includes a RAW Start Time 702 indicating the start time of the restricted access
window. The message also includes a RAW Duration 704 indicating the duration of the
restricted access window. The message also includes a Group ID 706 listing the
selected group of wireless stations allowed to send a packet to the access point during
the restricted access window.

[00208] In addition, the message includes a field 1008 for indicating whether one or
more devices that are not associated with the apparatus are permitted to communicate
with the apparatus during a time period defined by the RAW Start Time 702 and RAW
Duration 704. The message also includes a Group ID 706 listing the selected group of
wireless stations allowed to send a packet to the access point during the restricted access
window. In an aspect, the field 1008 may include one bit which can be set to a logic
value of 0 or 1, wherein a logic value of 1 indicates that one or more devices that are not
associated with the apparatus are permitted to communicate with the apparatus during
the time period, and a logic value of O indicates that such communication is not
permitted during the time period. In an aspect, the logic values may be reversed. In
another aspect, the field 1008 may include more than one bit. In these aspects, the field
1008 may indicate that the time period is allocated for association of non-associated
stations only. Alternatively, such a field may indicate that the time period is allocated

for a group of stations, but that non-associated stations may also communicate with the
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apparatus during the time period. In yet another alternative, the field may indicate that
the time period is allocated for associated stations only.

[00209] FIG.11 is a flowchart of a method of wireless communication in accordance with
one implementation. The method 1100 may be performed by an apparatus for wireless
communication, such as the access point (AP) 104 (shown in FIG. 1) or the wireless
device 202 shown in FIG. 2. Method 1100 may provide for improved determination of
an expiration time of a time period or window. In some current methods, the expiration
time of a time period may be determined based parameters which may not be known to
an access point. For example, some expiration times are based on the end of a beacon
transmission. Since the end of a beacon signal may be difficult or impossible for some
wireless nodes to predict, these nodes may be unable to determine the expiration time of
a time period or a window. This may inhibit the nodes from entering a sleep state for a
period of time equivalent to the uncertainty in the expiration of the time period or
window. Method 1100 provides that an expiration of a time period is based on a
number of beacon intervals. Since the length of a beacon interval is known, stations or
access points on a wireless network utilizing process 1100 and 1200 below may
improve their predictions of the end of a time period or window.

[00210] At block 1102, the method includes generating a message indicating an
expiration time of a window during which one or more identified devices are permitted
to communicate with the apparatus, wherein the expiration time is indicated based on a
number of beacon intervals. In an aspect the message is generated as a restricted access
window message, such as one specified in the 802.11ah protocol. In some aspects, the
message is generated to indicate a group of associated stations may also use the time
period for communication with the apparatus.

[00211] In some aspects, a particular value may be reserved to indicate the window does
not expire. For example, in some aspects, the particular value reserved for this purpose
is zero (0). In these aspects, if the number of beacon intervals is set to zero the message
indicates the window does not expire. In some aspects, the message may be generated
to substantially conform with the format of message 1300, discussed below with respect
to FIG. 13.

[00212]In some aspects, the generated message may include a periodic operation
parameters subfield. The periodic operation parameters subfield may be three octets in
length in some aspects. In some aspects, the periodic operation parameters subfield

comprises a periodic restricted access window (PRAW) periodicity, PRAW Validity,
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and PRAW Start Offset sub-subfields. The PRAW periodicity subfield indicates the
period of current PRAW occurrence in a unit of short beacon interval, and is eight bits
in some aspects. The PRAW Validity subfield indicates the number of periods that the
PRAW repeats, and is of length 8 bits in some aspects. For example, the PRAW
Validity subfield may indicate a duration of a PRAW based on a number of beacon
intervals as discussed above. The PRAW Start Offset subfield indicates the offset value
in time units (TU) from the end of a (Short) beacon frame that the first window of the
PRAW appears from, and is of length & bits.

[00213] Some aspects of block 1102 may perform one or more of the functions discussed
with respect to blocks 502, 1802, 1402, 1702, and/or 2202.

[00214]In an aspect, the processor 204 is configured to perform one or more of the
functions discussed with respect to block 1102. In an aspect, means for generating the
message may include the processor 204.

[00215]In block 1104, the generated message is transmitted. In an aspect, the message
may include a number of beacon intervals field. In some of these aspects, a particular
value of the number of beacon intervals field may be reserved to indicate that the
window does not expire. In these aspects, transmitting a message with the number of
beacon intervals field set to the reserved value indicates the window does not expire. In
these aspects, a second message may be transmitted with the number of beacon intervals
field set to a value other than the reserved value to indicate a window that will expire
after the indicated number of beacon intervals.

[00216] In one aspect, the transmitter 210 is configured to perform one or more of the
functions discussed with respect to block 1104. In another aspect, the processor 204
may be configured to perform one or more of the functions discussed above with respect
to block 1104. In an aspect, means for transmitting the generated message may include
the transmitter 210 and/or the processor 204.

[00217] The method 1100 may further include receiving a second message from one or
more of the identified devices, and processing the message based on whether the
message was received during the window and/or before expiration of the window.
Means for receiving the second message may be performed by one or more of the
processor 204 and/or receiver 212,

[00218] Some aspects of process 1100 further include generation and transmission of a
subsequent message, also including an expiration time of the window. This subsequent

message effectively redefines the expiration time of the window defined by any
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previously generated and transmitted messages. For example, in these aspects, if a
previously transmitted message indicated the window did not expire, a subsequently
generated and transmitted message may indicate the window does expire after a
particular number of beacon intervals. The generation and transmission may be
performed by one or more of the processor 204 and/or transmitter 210. Means for
generating and means for transmitting may include one or more of the processor 204
and/or transmitter 210.

[00219]FIG. 12 is a flowchart of a method of wireless communication in accordance
with one implementation. The method 1200 may be performed by an apparatus for
wireless communication, such as the station 106 (shown in FIG. 1) or the wireless
device 202 shown in FIG. 2. In one aspect, method 1200 may enable a station to
interoperate with an access point performing process 1100.

[00220] At block 1202, the method includes receiving a message indicating an expiration
time of a window during which one or more identified devices are permitted to
communicate with an access point, the expiration time being based on a number of
beacon intervals. Some aspects of block 1202 may perform one or more of the
functions discussed with respect to blocks 602, 902, 1502, 1802, and/or 2302.

[00221]In an aspect, the receiver 212 is configured to perform one or more of the
functions discussed with respect to block 1202. In an aspect, means for receiving the
message indicating an expiration time may include the receiver 212. In another aspect,
the processor 204 may be configured to perform one or more of the functions discussed
above with respect to block 1202. In an aspect, means for receiving may include the
processor 204.

[00222]In some aspects, block 1202 includes decoding the received message to
determine the expiration time of the window. In some aspects, the decoding may be
performed by the processor 204. In some aspects, means for decoding may include the
processor 204.

[00223]In an aspect the received message further indicates a period of time that an
access point declares as reserved for a selected group of wireless stations, such as one
specified in the 802.11ah protocol. In an aspect, the received message is a restricted
access window message. In some aspects, the received message may substantially
conform to the format of the message 1300, discussed below. Some aspects include
decoding the received message to determine the period of time that an access point

declares as reserved for a selected group of wireless stations. In some aspects, means
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for decoding may include the processor 204. Some aspects of process 1200 include
decoding the received message as a restricted access window message. Means for
decoding may include the hardware processor 204.

[00224] In block 1204, a messaged is transmitted during the window. In some aspects,
the transmission of the message during the window is based on the message received in
block 1202. In an aspect, the transmitter 210 is configured to perform one or more of
the functions discussed with respect to block 1204. In an aspect, means for transmitting
a message during the window may include the transmitter 210. In another aspect, the
processor 204 may be configured to perform one or more of the functions discussed
above with respect to block 1204. In an aspect, means for transmitting a message
during the window may include the processor 204.

[00225] In an aspect, the transmitted message may include a number of beacon intervals
field. In some of these aspects, a particular value of the number of beacon intervals
field may indicate that the window does not expire. In these aspects, receiving a
message with the number of beacon intervals field set to the particular value indicates
the window does not expire. In these aspects, a second message may be received with
the number of beacon intervals field set to a value other than the particular value to
indicate the window will expire after the indicated number of beacon intervals.

[00226] A message indicating an expiration time of a window, as discussed above with
respect to FIGs. 11 and 12, may be composed in various ways. FIG. 13 shows one
implementation of the message indicating an expiration time of a window. The message
1300 may be transmitted from an AP to associated wireless stations as described above
with regard to FIG. 11. The message 1300 may be transmitted using any process and
method suitable for transmissions from the AP to the station.

[00227]In the illustrative implementation, the message defines a restricted access
window, a period of time that an access point declares as reserved for a selected group
of wireless stations, such as one specified in the 802.11ah protocol. The message
includes a RAW Start Time 702 indicating the start time of the restricted access
window. The message also includes a RAW Duration 704 indicating the duration of the
restricted access window. The message also includes a Group ID 706 listing the
selected group of wireless stations allowed to send a packet to the access point during
the restricted access window.

[00228] In addition, the message includes a field 1308 for indicating an expiration time

of the restricted access window. In the illustrated aspect, the expiration time is
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indicated based on a number of beacons. As discussed above, a particular value of field
1308 may be reserved to indicate that the window does not expire. In these aspects, a
first version of message 1300 may be sent with field 1308 set to the particular value,
thus indicating that the window does not expire. Later, a second version of message
1300 may be transmitted with field 1308 set to a value other than the particular value.
The second message indicates an expiration time of the window after the number of
beacon intervals specified in field 1308.

[00229] F1G.14 is a flowchart of a method of wireless communication in accordance with
one implementation. The method 1400 may be performed by an apparatus for wireless
communication, such as the access point (AP) 104 (shown in FIG. 1) or the wireless
device 202 shown in FIG. 2. In some current methods, the start time of a time period
may be determined based on parameters which may not be known to one or more
devices on the wireless network. For example, some start times are based on the end of
a beacon transmission. Since the end of a beacon signal may be difficult or impossible
for some wireless nodes to predict, these nodes may be unable to determine the start
time of a time period or a window. This may inhibit the nodes from entering a sleep
state for a period of time equivalent to the uncertainty in the start of the time period or
window. Method 1400 provides that the start of a time period is based on a time
reference maintained by an apparatus. Since the apparatus maintains the time reference,
and may communicate synchronization signals to other devices on a wireless network
that are based on the time reference, the start of the time period can be easily
determined. Because of this, stations or access points on a wireless network utilizing
process 1400 and 1500 below may improve their predictions for the start of a time
period or window.

[00230] At block 1402, the method includes generating a message indicating a start time
of a window during which one or more identified devices are permitted to communicate
with the apparatus, the start time being based on an absolute time reference maintained
by the apparatus. In an aspect, the time reference is a target beacon transmit time
(TBTT). In another aspect, the time reference is a timing synchronization function
(TSF). In some aspects, the message is generated as a restricted access window (RAW)
message. A restricted access window message indicates a start time and duration of the

restricted access window.
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[00231] In some aspects, block 1402 may perform one or more of the functions discussed
with respect to blocks 502, 802, 1102, 1702 (discussed below), and/or 2202 (also
discussed below).

[00232]In an aspect, the processor 204 may be configured to perform one or more of the
functions discussed with respect to block 1402. In an aspect, means for generating the
message indicating a start time of a window may include a processor 204.

[00233]In block 1404, the generated message is transmitted. In an aspect, the message
is a target wake time information element (TWT IE). In an aspect, the transmitter 210 is
configured to perform one or more of the functions discussed with respect to block
1404. In an aspect, means for transmitting the generated message may include the
transmitter 210. In another aspect, the processor 204 may be configured to perform one
or more of the functions discussed above with respect to block 1404. In an aspect,
means for transmitting the generated message may include the processor 204.

[00234] FIG. 15 is a flowchart of a method of wireless communication in accordance
with one implementation. The method 1500 may be performed by an apparatus for
wireless communication, such as the station 106 (shown in FIG. 1) or the wireless
device 202 shown in FIG. 2. In an aspect, method 1500 may enable a station to
interoperate with an access point performing method 1400 above.

[00235] At block 1502, the method includes receiving a message indicating a start time
of a window during which one or more identified devices are permitted to communicate
with an access point, the start time being based on an absolute time reference
maintained by the access point. In an aspect, the message is a target wake time
information element (TWT IE). In an aspect, the time reference is a target beacon
transmit time (TBTT). In an aspect, the time reference is a timing synchronization
function (TSF).

[00236]In an aspect, the receiver 212 is configured to perform one or more of the
functions discussed with respect to block 1502. In an aspect, means for receiving a
message indicating a start time of a window may include the receiver 212. In another
aspect, the processor 204 may be configured to perform one or more of the functions
discussed above with respect to block 1502. In an aspect, means for receiving may
include the processor 204.

[00237] Some aspects of block 1502 include decoding the received message to determine
the start time of the window. In some aspects, the processor 204 may perform the

decoding. In some aspects, means for decoding the received message includes the
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processor 204. In some aspects, the means for decoding is configured to decode the
time reference as a target beacon transmit time (TBTT) or as a timing synchronization
function (TSF). In some aspects, the means for decoding is configured to decode the
received message as a restricted access window message.

[00238] Some aspects of block 1502 may perform one or more of the functions discussed
with respect to blocks 602, 902, 1202, 1802 (discussed below), and/or 2302 (also
discussed below).

[00239]In block 1504, communications on the wireless communication network are
limited based on the message. In some aspects, a second message is received by process
1500. The second message is processed based on whether the second message is
received during the window. The window may be at least partially defined by the start
time indicated in the message received in block 1502. Some aspects of process 1500
include transmitting a beacon message indicating a second time reference derived from
the time reference maintained by the apparatus.

[00240]In an aspect, the processor 204 is configured to perform one or more of the
functions discussed with respect to block 1504. In an aspect, means for limiting
communication on the wireless communication network may include the processor 204.
In some aspects, the means for limiting may include a means for transmitting a beacon
message indicating a second time reference derived from the time reference maintained
by the apparatus. In some aspects, the means for transmitting may include the
transmitter 210 and/or the processor 204. In some aspects, means for receiving a second
message may include one or more of the receiver 212 or the hardware processor 204. In
some aspects, mean for processing the second message based on whether the second
message was received during the window may include the hardware processor 204.
[00241] The message indicating the start time of a window may be composed in various
ways. FIG. 16 shows one implementation of the indicating the start time of a window.
The message 1600, or a message with substantially similar fields to the message 1600,
may be transmitted from an AP to associated wireless stations as described above with
regard to FIG. 14. The message 1600, or a message including substantially similar
fields to the message 1600, may be received in block 1502 of process 1500, discussed
above. The message 1600 may be transmitted using any process and method suitable
for transmissions from the AP to the station.

[00242]In the illustrative implementation, the message defines a restricted access

window, a period of time that an access point declares as reserved for a selected group
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of wireless stations, such as one specified in the 802.11ah protocol. The message
includes a RAW Start Time 702 indicating the start time of the restricted access
window. In some aspects, the RAW Start Time 702 may be eight (8) bits in length and
indicate a duration, in time units (TU) from the end of a (short) beacon or (short) probe
Response frame transmission that includes an EPS element to the start time of the
restricted access window (RAW). The time unit for the RAW Start Time subficld 802
is two time units (TU).

[00243] In some aspects, the message also includes a RAW Duration 704 indicating the
duration of the restricted access window. The message also includes a Group ID 706
listing the selected group of wireless stations allowed to send a packet to the access
point during the restricted access window.

[00244] In one aspect of the method described above, the RAW Start Time 702 may be
based on a time reference maintained by an apparatus, for example, an apparatus
transmitting message 1600. As discussed above with respect to processes 1400 and
1500, in some aspects, the RAW start Time 702 may be based on a target beacon
transmit time (TBTT). In another aspect, the RAW start Time 702 may be based on a
timing synchronization function (TSF).

[00245] F1G.17 is a flowchart of a method of wireless communication in accordance with
one implementation. The method 1700 may be performed by an apparatus for wireless
communication, such as the access point (AP) 104 (shown in FIG. 1) or wireless device
202 of FIG. 2. The method 1700 may provide for improved association of one or more
stations with a time period for transmission on the wireless network. For example,
some current methods may not allow individual stations to be associated with a time
period for transmission. Instead, these methods may provide for the association of a
group of stations with a time period for transmission. By enabling a time period or
window to be associated with one or more stations, improved control of
communications on a wireless network may result, leading to improved efficiency and
performance of the wireless network.

[00246] At block 1702, the method includes generating a message identifying a specific
device or an unrestricted group of devices, and identifying a time period during which
the identified specific device or unrestricted group of devices are permitted to
communicate with an apparatus. In an aspect, the message identifies each member of
the unrestricted group of devices. For example, the message may include a field or

other indication that provides a device identifier for each device in the unrestricted
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group of devices. In an aspect, the message identifies two or more specific devices, and
the time period identifies a time during which the two or more specific devices are
permitted to communicate with the apparatus. For example, the message may identify
greater than 64 different devices.

[00247]In an aspect, the message is a restricted access window message. The restricted
access window message may include a group subficld that indicates AID’s of stations
allowed restricted access during the restricted access window period. In some aspects,
the group subfield may include a page index, a starting AID for station’s allowed access
during the restricted access window period, and an ending AID for stations allowed
access during the restricted access window period. In these aspects, any station with an
AID between or including the starting AID and the ending AID, in accordance with the
hierarchical addressing method of AID’s, is allowed access during the restricted access
window period. In this way, the number of stations that can be allowed access during
the restricted access window period is unrestricted.

[00248] Some aspects of block 1702 may perform one or more of the functions discussed
with respect to blocks 502, 802, 1102, 1402, and/or 2202 (discussed below).

[00249]In an aspect, the processor 204 may be configured to perform one or more of the
functions discussed with respect to block 1702. In an aspect, means for generating a
message identifying a specific device or an unrestricted group of devices may include
the processor 204.

[00250] In block 1704, the generated message is transmitted. In some aspects, process
1700 further includes receiving a message from a source device during the time period
identified by the generated and transmitted message. The received message is processed
based on the message being from the source device and based on the received message
being received within the time period identified by the generated and transmitted
message. For example, because the message was received from the source device
during the time period, the message may be processed fully if the generated message
identified the source device. If the message requests resources of some kind from the
receiving device, the resources may be allocated and a response sent to the source
device if the source device was identified by the message generated in block 1702. If
the generated message did not identify the source device of the received message, either
directly via a device identifier, or indirectly by identifying a group of which the source
device belongs, then a message received from the source device during the time period

may not be processed in a regular fashion. For example, the message may be dropped
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or ignored without responding to the source device. In some aspects, a response may be
generated and transmitted to the source device, but the response may indicate a negative
acknowledgment, or otherwise communicate an error status because the message was
received from the source device during the time period, but the source device was not
granted permission to transmit a message to the device performing process 1700 during
the time period.

[00251]In an aspect, one or more of the processor 204 and/or the transmitter 210 may be
configured to perform one or more of the functions discussed with respect to block
1704. In an aspect, means for transmitting the message may include the transmitter 210
and/or the processor 204.

[00252] FIG. 18 is a flowchart of a method of wireless communication in accordance
with one implementation. The method 1800 may be performed by an apparatus for
wireless communication, such as the station 106 (shown in FIG. 1) or the wireless
device 202 of FIG. 2. In an aspect, method 1800 may enable a station to interact with
an access point performing process 1700.

[00253] At block 1802, the method includes receiving a message indicating a start time
of a window during which one or more identified devices are permitted to communicate
with an access point. In an aspect, the message may be decoded to identify two or more
specific devices, and to identify a time period during which the two or more specific
devices are permitted to communicate with the apparatus. For example, in one aspect
the message may be decoded to identify more than sixty four devices that are permitted
to communicate with the apparatus. In an aspect, the message is decoded as a restricted
access window message.

[00254] Some aspects of block 1802 may include one or more of the functions discussed
with respect to blocks 602, 902, 1202, 1502, and/or 2302 (discussed below).

[00255] In an aspect, one or more of the processor 204 and/or the receiver 212 may be
configured to perform one or more of the functions discussed with respect to block
1802. In an aspect, means for receiving the message indicating a start time of a window
may include the receiver 212. In another aspect, the processor 204 may be configured
to perform one or more of the functions discussed above with respect to block 1802. In
an aspect, means for receiving may include the processor 204. In an aspect, means for
decoding the received message to identify the start time of a window may include the
processor 204. Means for decoding the received message to identify a time period may

also include the processor 204. In some aspects, the means for decoding the received

57



WO 2014/093502 PCT/US2013/074424

message is configured to decode the message to identify two or more specific devices
and discussed above. The means for decoding may also be configured to decode the
time period to identify a time during which the two or more specific devices are
permitted to communicate with the access point. In some aspects, the means for
decoding is configured to decode the received message as a restricted access window
message.

[00256]In block 1804, communications on the wireless communication network are
limited based on the message. For example, in some aspects, if the received message is
decoded to identify a device identifier of a device receiving the message, the receiving
device may communicate with the apparatus during the time period identified by the
message. For example, the device may transmit a message to the access point during
the time period. Alternatively, if a receiving device is not identified by the message,
that device may determine not to communicate with the access point during the
identified time period.

[00257] Similarly, if the received message identifies an unrestricted group of devices of
which the receiving device is not included, then the receiving device may not
communicate with an apparatus that transmitted the message during the identified time
period. Alternatively, if the receiving device was identified in the message, either
specifically via a device identifier, or indirectly via identification of a group of devices
of which the receiving device is a part, then the receiving device may communicate with
an apparatus transmitting the received message during the identified time period.

[00258] In an aspect, the processor 204 may be configured to perform one or more of the
functions discussed above with respect to block 1804. In an aspect, means for limiting
communications on the wireless communication network may include the processor
204. 1In one aspect, the means for limiting is further configured to determine whether
the apparatus is identified by the received message, and transmit a message to the access
point during the time period if the apparatus is identified. In some aspects, the means
for limiting is further configured to not transmit a message to the access point during the
time period if the apparatus is not identified.

[00259] The message generating and transmitted in process 1700, and the message
received and decoded in process 1800, may be composed in various ways. FIG. 19
shows one implementation of the message identifying a specific device or an
unrestricted group of devices. The message 1900 may be transmitted from an AP to

associated wireless stations as described above with regard to FIG. 17. For example, the
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message 1900, or a message substantially similar to the message 1900, may be
generated in block 1702 and transmitted in block 1704. Similarly, the message 1900, or
a message substantially similar to the message 1900, may be received and/or decoded in
block 1802. The message 1900 may be transmitted using any process and method
suitable for transmissions from the AP to the station.

[00260]In the illustrative implementation, the message defines a restricted access
window, a period of time that an access point declares as reserved for a selected group
of wireless stations, such as one specified in the 802.11ah protocol. The message
includes a RAW Start Time 702 indicating the start time of the restricted access
window. The message also includes a RAW Duration 704 indicating the duration of the
restricted access window. The message also includes a Group ID 706 listing the
selected group of wireless stations allowed to send a packet to the access point during
the restricted access window.

[00261] In addition, the message includes a field 1908 for indicating a specific station.
In the illustrated aspect, the specific station identified by field 1908 is permitted to
communicate with an access point during a time period identified by the restricted
access window.

[00262] In some aspects of message 1900, the message may include a group subfield that
indicates AID’s of stations allowed restricted access during the restricted access window
period. In some aspects, the group subfield may include a page index, a starting AID
for station’s allowed access during the restricted access window period, and an ending
AID for stations allowed access during the restricted access window period. In these
aspects, any station with an AID between or including the starting AID and the ending
AID, in accordance with the hierarchical addressing method of AID’s, is allowed access
during the restricted access window period. In this way, the number of stations that can
be allowed access during the restricted access window period is unrestricted.

[00263] FIG. 20 is a flowchart of a method of wireless communication in accordance
with one implementation. The method 2000 may be performed by an apparatus for
wireless communication, such as the access point (AP) 104 (shown in FIG. 1). Method
2000 may provide for an improved ability for stations associated with multiple groups
on a wireless network to enter a sleep state. For example, with previous methods, a
station associated with multiple groups on a wireless network may remain awake and
listening to network traffic during target wake times associated with each of the groups

with which the station is associated.
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[00264] At block 2002, the method includes transmitting a message including a target
wake time and an identifier for the target wake time. In an aspect, the message is (or
includes) a target wake time information element (TWT IE).

[00265]In an aspect, the transmitter 210 may be configured to perform one or more of
the functions discussed with respect to block 2002. In an aspect, means for transmitting
a message including a target wake time and an identifier for the target wake time is a
transmitter 210. In another aspect, the processor 204 may be configured to perform one
or more of the functions discussed above with respect to block 2002. In an aspect,
means for transmitting a message including a target wake time and an identifier for the
target wake time may include the processor 204.

[00266] In block 2004, a paging message is transmitted including the identifier for the
target wake up time. In an aspect, the transmitter 210 may be configured to perform one
or more of the functions discussed with respect to block 2004. In an aspect, means for
transmitting a message including a target wake time and an identifier for the target wake
time may include the transmitter 210. In an aspect, means for transmitting a paging
message may include the transmitter 210. In another aspect, the processor 204 may be
configured to perform one or more of the functions discussed above with respect to
block 2004. In an aspect, means for transmitting the paging message may include the
processor 204.

[00267] FIG. 21 is a flowchart of a method of wireless communication in accordance
with one implementation. The method 2100 may be performed by an apparatus for
wireless communication, such as the station 106 (shown in FIG. 1) or the wireless
device 202 shown in FIG. 2. In an aspect, method 2100 may enable a station to
interoperate with an access point performing method 2000 discussed above. At block
2102, the method includes receiving a message indicating a target wake time and an
identifier for the target wake time. In an aspect, the message is (or includes) a target
wake time information element (TWT IE). In an aspect, the receiver 212 may be
configured to perform one or more of the functions discussed with respect to block
2102. In an aspect, means for receiving a message indicating a target wake time and an
identifier for the target wake time may include the receiver 212. In another aspect, the
processor 204 may be configured to perform one or more of the functions discussed
above with respect to block 2102. In an aspect, means for receiving may include the

processor 204.
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[00268]In block 2104, a paging message is received indicating the identifier for the
target wake time. In some aspects, block 2104 may include decoding the paging
message to determine the identifier. In an aspect, the receiver 212 may be configured to
perform one or more functions discussed with respect to block 2104. In an aspect,
means for receiving a paging message indicating the identifier for the target wake time
may include the receiver 212. In another aspect, the processor 204 may be configured
to perform one or more of the functions discussed above with respect to block 2104. In
an aspect, means for means for receiving a paging message indicating the identifier for
the target wake time may include the processor 204.

[00269] F1G.22 is a flowchart of a method of wireless communication in accordance with
one implementation. The method 2200 may be performed by an apparatus for wircless
communication, such as the access point (AP) 104 (shown in FIG. 1) or the wireless
device 202 of FIG. 2. Method 2200 may provide an improved ability to manage uplink
traffic transmitted by a first device to a second device. In an aspect, the first device is a
station and the second device is an access point. In current methods, a target wake time
message may be identified as providing an opportunity to transmit either uplink traffic
or downlink traffic. If uplink traffic will be sent, the transmitter of the uplink traffic
(the first device) will precede data transmission during a transmission interval identified
by the target wake time with a request-to-send message. In response, a clear to send
message may be transmitted by the second device to the first device. After receiving the
clear-to-send message, the transmitter of the uplink traffic will initiate the data transfer.
In some network environments, the second device may determine that a request-to-send
/ clear-to-send message communication exchange is unnecessary. In these network
environments, the method 2200 provides an ability for the second device to indicate to
the first device that no request-to-send message is needed before transmission of data is
initiated. This may result in improved efficiency of operation of the wireless
communication network.

[00270] At block 2202, the method includes generating a message indicating a target
wake time and an uplink direction indicator, the message further indicating whether a
request-to-send message should be transmitted before transmitting uplink data. Some
aspects of block 2202 may perform one or more of the functions discussed with respect
to blocks 502, 802, 1102, 1402, and/or 1702.

[00271]In an aspect, the processor 204 may be configured to perform one or more

functions discussed with respect to block 2202. In an aspect, means for generating the
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message indicating a target wake time and an uplink direction indicator may include the
processor 204. In block 2204, the generated message is transmitted. In an aspect, the
transmitter 210 is configured to perform one or more of the functions discussed above
with respect to block 2204. In an aspect, means for transmitting the generated message
may include the transmitter 210. In another aspect, the processor 204 may be
configured to perform one or more of the functions discussed above with respect to
block 2204. In an aspect, means for transmitting the generated message may include the
processor 204.

[00272] FIG. 23 is a flowchart of a method of wireless communication in accordance
with one implementation. The method 2300 may be performed by an apparatus for
wireless communication, such as the station 106 (shown in FIG. 1). In an aspect,
method 2300 may enable a station to interoperate with an access point performing
method 2200 discussed above. At block 2302, the method includes receiving a message
indicating a target wake time and an uplink direction indicator, the message further
indicating whether a request to send message should be transmitted before transmitting
uplink data. Some aspects of block 2302 may perform one or more of the functions
discussed with respect to blocks 602, 902, 1202, 1502, and/or 1802.

[00273] In an aspect, the receiver 212 may be configured to perform one or more of the
functions discussed with respect to block 2302. In an aspect, means for receiving a
message indicating a target wake time and an uplink direction indicator includes a
receiver 212. In another aspect, the processor 204 may be configured to perform one or
more of the functions discussed above with respect to block 2302. In an aspect, means
for receiving may include the processor 204.

[00274] In block 2304, a request to send message is transmitted based on whether the
message indicates a request-to-send message should be transmitted before transmitting
uplink data. In an aspect, the transmitter 210 may be configured to perform one or more
of the functions discussed above with respect to block 2304. In an aspect, means for
transmitting a request to send message may include the transmitter 210. In another
aspect, the processor 204 may be configured to perform one or more of the functions
discussed above with respect to block 2304. In an aspect, means for transmitting the
request to send message may include the processor 204.

[00275]In some of the foregoing implementations, a message from an access point
specifies a restricted access window, a period of time that the access point declares as

reserved for a selected group of wireless stations, such as one specified in the 802.11ah
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protocol. Alternatively, the message may specify an access window during which
access to the medium is granted to all wireless stations. In other words, the access point
will accept a packet from all wireless stations during the access window. In one
implementation, the message may further include a flag for indicating no access outside
the access window, such as the flag 708 (see FIG. 7). This allows an access point to
define active and inactive periods of time for the access point.

[00276] As used herein, the term “determining” encompasses a wide variety of actions.
For example, “determining” may include calculating, computing, processing, deriving,
investigating, looking up (e.g., looking up in a table, a database or another data
structure), ascertaining and the like. Also, “determining” may include receiving (e.g.,
receiving information), accessing (e.g., accessing data in a memory) and the like. Also,
“determining” may include resolving, selecting, choosing, establishing and the like.
Further, a “channel width” as used herein may encompass or may also be referred to as
a bandwidth in certain aspects.

[00277] As used herein, a phrase referring to “at least one of” a list of items refers to any
combination of those items, including single members. As an example, “at least one of:
a, b, or ¢” is intended to cover: a, b, ¢, a-b, a-c, b-c, and a-b-c.

[00278] The various operations of methods described above may be performed by any
suitable means capable of performing the operations, such as various hardware and/or
software component(s), circuits, and/or module(s). Generally, any operations illustrated
in the Figures may be performed by corresponding functional means capable of
performing the operations.

[00279] The wvarious illustrative logical blocks, modules and circuits described in
connection with the present disclosure may be implemented or performed with a general
purpose processor, a digital signal processor (DSP), an application specific integrated
circuit (ASIC), a field programmable gate array signal (FPGA) or other programmable
logic device (PLD), discrete gate or transistor logic, discrete hardware components or
any combination thereof designed to perform the functions described herein. A general
purpose processor may be a microprocessor, but in the alternative, the processor may be
any commercially available processor, controller, microcontroller or state machine. A
processor may also be implemented as a combination of computing devices, e.g., a
combination of a DSP and a microprocessor, a plurality of microprocessors, one or more

microprocessors in conjunction with a DSP core, or any other such configuration.
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[00280]In one or more aspects, the functions described may be implemented in
hardware, software, firmware, or any combination thereof. If implemented in software,
the functions may be stored on or transmitted over as one or more instructions or code
on a computer-readable medium. Computer-readable media includes both computer
storage media and communication media including any medium that facilitates transfer
of a computer program from one place to another. A storage media may be any
available media that can be accessed by a computer. By way of example, and not
limitation, such computer-readable media can comprise RAM, ROM, EEPROM, CD-
ROM or other optical disk storage, magnetic disk storage or other magnetic storage
devices, or any other medium that can be used to carry or store desired program code in
the form of instructions or data structures and that can be accessed by a computer. Also,
any connection is properly termed a computer-readable medium. For example, if the
software is transmitted from a website, server, or other remote source using a coaxial
cable, fiber optic cable, twisted pair, digital subscriber line (DSL), or wireless
technologies such as infrared, radio, and microwave, then the coaxial cable, fiber optic
cable, twisted pair, DSL, or wireless technologies such as infrared, radio, and
microwave are included in the definition of medium. Disk and disc, as used herein,
includes compact disc (CD), laser disc, optical disc, digital versatile disc (DVD), floppy
disk and blu-ray disc where disks usually reproduce data magnetically, while discs
reproduce data optically with lasers. Thus, in some aspects computer readable medium
may comprise non-transitory computer readable medium (e.g., tangible media). In
addition, in some aspects computer readable medium may comprise transitory computer
readable medium (e.g., a signal). Combinations of the above should also be included
within the scope of computer-readable media.

[00281] The methods disclosed herein comprise one or more steps or actions for
achieving the described method. The method steps and/or actions may be interchanged
with one another without departing from the scope of the claims. In other words, unless
a specific order of steps or actions is specified, the order and/or use of specific steps
and/or actions may be modified without departing from the scope of the claims.

[00282] The functions described may be implemented in hardware, software, firmware or
any combination thereof. If implemented in software, the functions may be stored as
one or more instructions on a computer-readable medium. A storage media may be any
available media that can be accessed by a computer. By way of example, and not

limitation, such computer-readable media can comprise RAM, ROM, EEPROM, CD-
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ROM or other optical disk storage, magnetic disk storage or other magnetic storage
devices, or any other medium that can be used to carry or store desired program code in
the form of instructions or data structures and that can be accessed by a computer. Disk
and disc, as used herein, include compact disc (CD), laser disc, optical disc, digital
versatile disc (DVD), floppy disk, and Blu-ray® disc where disks usually reproduce
data magnetically, while discs reproduce data optically with lasers.

[00283] Thus, certain aspects may comprise a computer program product for performing
the operations presented herein. For example, such a computer program product may
comprise a computer readable medium having instructions stored (and/or encoded)
thereon, the instructions being executable by one or more processors to perform the
operations described herein. For certain aspects, the computer program product may
include packaging material.

[00284] Software or instructions may also be transmitted over a transmission medium.
For example, if the software is transmitted from a website, server, or other remote
source using a coaxial cable, fiber optic cable, twisted pair, digital subscriber line
(DSL), or wireless technologies such as infrared, radio, and microwave, then the coaxial
cable, fiber optic cable, twisted pair, DSL, or wireless technologies such as infrared,
radio, and microwave are included in the definition of transmission medium.

[00285] Further, it should be appreciated that modules and/or other appropriate means
for performing the methods and techniques described herein can be downloaded and/or
otherwise obtained by a user terminal and/or base station as applicable. For example,
such a device can be coupled to a server to facilitate the transfer of means for
performing the methods described herein. Alternatively, various methods described
herein can be provided via storage means (e.g., RAM, ROM, a physical storage medium
such as a compact disc (CD) or floppy disk, etc.), such that a user terminal and/or base
station can obtain the various methods upon coupling or providing the storage means to
the device. Moreover, any other suitable technique for providing the methods and
techniques described herein to a device can be utilized.

[00286] It is to be understood that the claims are not limited to the precise configuration
and components illustrated above. Various modifications, changes and variations may
be made in the arrangement, operation and details of the methods and apparatus

described above without departing from the scope of the claims.
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[00287] While the foregoing is directed to aspects of the present disclosure, other and
further aspects of the disclosure may be devised without departing from the basic scope

thereof, and the scope thereof is determined by the claims that follow.
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WHAT IS CLAIMED IS:

1. A method for wireless communication, comprising:

generating, by an apparatus, a message identifying a specific device or a
set of specific devices, and generating the message to identify a time period
during which the identified specific device or identified set of specific devices
are permitted to communicate with the apparatus; and

transmitting, by the apparatus, the generated message.

2. The method of claim 1, wherein generating the message further
comprises generating a restricted access window (RAW) message.

3. The method of claim 2, further comprising generating the restricted
access window message to indicate a start time and a duration of the time period.

4. The method of claim 2, wherein the RAW message comprises a raw
parameter set (RPS) element.

5. The method of claim 1, further comprising generating the message to
comprise a list of the specific device or a list of the devices in the set.

6. The method of claim 1, further comprising generating the message to
comprise an indicator indicating the at least one specific device permitted to
communicate with the apparatus during the time period.

7. The method of claim 1, further comprising:

receiving a message from the specific device; and

generating a response to the specific device’s message if the specific
device’s message is received during the time period.

8. An apparatus for wireless communication, comprising:

a processing system configured to generate a message identifying a
specific device or a set of specific devices and configured to generate the
message to comprise an identifier of a time period during which the identified
specific device or the identified set of specific devices are permitted to
communicate with the apparatus; and

a transmitter configured to transmit the generated message.

9. The apparatus of claim 8, wherein generating the message further
comprises generating a restricted access window (RAW) message.

10. The apparatus of claim 9, wherein the RAW message comprises a raw

parameter set (RPS) element.
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11. The apparatus of claim 9, wherein the processing system is further
configured to generate the restricted access window message to indicate a start time and
a duration of the time period.

12. The apparatus of claim 8, wherein the processing system is further
configured to generate the message to comprise a list of the specific device or a list of
the set of specific devices permitted to communicate with the apparatus during the time
period.

13. The apparatus of claim 8, wherein the processing system is further
configured to generate the message to comprise an identification of the one specific
device or identifications of first and last specific devices of the set of specific devices
permitted to communicate with the apparatus during the time period.

14.  The apparatus of claim 8, wherein the processing system is further
configured to receive a message from the specific device, and wherein the processing
system is further configured to generate a response to the specific device’s message if

the specific device’s message is received during the time period.

15. A method for wireless communication, comprising:

decoding, by a first apparatus, a message received from a wireless
communications network to identify a specific device or a set of specific
devices;

decoding the message to identify a time period during which the
identified specific device or identified set of specific devices; are permitted to
communicate with a second apparatus; and

limiting, by the first apparatus, communication with the second apparatus
during the time period.

16. The method of claim 15, further comprising decoding the received
message as a restricted access window message.

17. The method of claim 16, further comprising determining a start time and
a duration of the time period based on the restricted access window message.

18. The method of claim 15, further comprising decoding the restricted
access window message to identify a list of the specific device or a list of the specific
devices in the set.

19. The method of claim 15, further comprising decoding the message to

identify an identification of the specific device or an identification of a first and last
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specific device of the set of specific devices permitted to communicate with the second
apparatus during the time period.
20. The method of claim 15, wherein limiting, by the first apparatus,
communication with the second apparatus during the time period further comprises:
determining whether the first apparatus is identified by the received
message based on the decoding;
transmitting a message to the second apparatus during the time period if
the first apparatus is identified; and
not transmitting a message to the second apparatus during the time period

if the first apparatus is not identified.

21. A first apparatus for wireless communication, comprising:

a processing system configured to:

decode a message received from a wireless communication
network to identify a specific device or a set of specific devices,

decode the message to identify a time period during which the
identified specific device or the identified set of specific devices are
permitted to communicate with a second apparatus, and

limit communication with the second apparatus during the time
period.

22. The apparatus of claim 21, wherein the processing system is further
configured to decode the received message as a restricted access window message.

23. The apparatus of claim 22, wherein the processing system is further
configured to determine a start time and a duration of the time period based on the
restricted access window message.

24, The apparatus of claim 22, wherein the processing system is further
configured to decode the restricted access window message to identify a list of the
specific device or a list of the devices in the set.

25. The apparatus of claim 21, wherein the processing system is further
configured to decode the message to identify an identification of the specific device or
an identification of a first and last specific device of the set of specific devices permitted
to communicate with the second apparatus during the time period.

26.  The apparatus of claim 21, wherein the processing system is configured

to limit communication with the second apparatus during the time period by:
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determining whether the first apparatus is identified by the received
message based on the decoding;

wherein the first apparatus further comprises a transmitter configured to
transmit a message to the second apparatus during the time period if the first
apparatus is identified; and

the transmitter is further configured to not transmit the message to the

second apparatus during the time period if the first apparatus is not identified.
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GENERATE A MESSAGE IDENTIFYING A TIME PERIOD IN
WHICH AN APPARATUS IS TO EXCHANGE A MESSAGE
WITH ONE OR MORE WIRELESS DEVICES, THE MESSAGE
FURTHER COMPRISING AN INDICATOR INDICATING A
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RECEIVE A MESSAGE IDENTIFYING A TIME PERIOD IN
WHICH A FIRST DEVICE COMMUNICATES A MESSAGE
WITH ONE OR MORE SECOND WIRELESS DEVICES, THE
MESSAGE FURTHER COMPRISING AN INDICATOR
INDICATING A WIRELESS COMMUNICATION FLOW
DIRECTION DURING THE TIME PERIOD
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COMMUNICATE A MESSAGE WITH THE FIRST DEVICE
BASED ON THE WIRELESS COMMUNICATION FLOW
DIRECTION INDICATION
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RECEIVE A MESSAGE INDICATING WHETHER ONE OR
MORE DEVICES THAT ARE NOT ASSOCIATED WITH AN
APPARATUS ARE PERMITTED TO COMMUNICATE WITH
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THE INDICATION
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GENERATE A MESSAGE INDICATING AN EXPIRATION
TIME OF A WINDOW DURING WHICH ONE OR MORE
IDENTIFIED DEVICES ARE PERMITTED TO
COMMUNICATE WITH THE APPARATUS, WHEREIN THE
EXPIRATION TIME IS INDICATED BASED ON A NUMBER
OF BEACON INTERVALS
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TRANSMIT THE GENERATED MESSAGE
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RECEIVE A MESSAGE INDICATING AN EXPIRATION TIME
OF A WINDOW DURING WHICH ONE OR MORE
IDENTIFIED DEVICES ARE PERMITTED TO
COMMUNICATE WITH AN ACCESS POINT, THE
EXPIRATION TIME BEIGN BASED ON A NUMBER OF
BEACON INTERVALS
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GENERATE A MESSAGE INDICATING A START TIME OF A
WINDOW DURING WHICH ONE OR MORE IDENTIFIED
DEVICES ARE PERMITTED TO COMMUNICATE WITH THE
AN APPARATUS, THE START TIME BEING BASED ON A
TIME REFERENCE MAINTAINED BY THE APPARATUS
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RECEIVE A MESSAGE FROM A WIRELESS
COMMUNICATION NETWORK INDICATING A START TIME
OF A WINDOW DURING WHICH ONE OR MORE
IDENTIFIED DEVICES ARE PERMITTED TO
COMMUNICATE WITH AN ACCESS POINT, THE START
TIME BEING BASED ON A TIME REFERENCE MAINTAINED
BY THE ACCESS POINT
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LIMIT COMMUNICATIONS ON THE WIRELESSI
COMMUNICATION NETWORK BASED ON THE MESSAGE

FIG. 15
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GENERATE A MESSAGE IDENTIFYING A SPECIFIC DEVICE
OR AN UNRESTRICTED GROUP OF DEVICES, AND
IDENTIFYING A TIME PERIOD DURING WHICH THE
IDENTIFIED SPECIFIC DEVICE OR UNRESTRICTED GROUP
OF DEVICES ARE PERMITTED TO COMMUNICATE WITH
AN APPARATUS
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RECEIVE A MESSAGE FROM A WIRELESS
COMMUNICATION NETWORK IDENTIFYING A SPECIFIC
DEVICE OR AN UNRESTRICTED GROUP OF DEVICES,. AND
IDENTIFYING A TIME PERIOD DURING WHICH THE
IDENTIFIED DEVICE OR THE IDENTIFIED UNRESTRICTED
GROUP OF DEVICES ARE PERMITTED TO COMMNICATE
WITH AN ACCESS POINT
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LIMIT COMMUNICATION ON THE WIRELESS
COMMUNICATION NETWORK DURING THE TIME PERIOD

FIG. 18
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TRANSMIT A MESSAGE INCLUDING A TARGET WAKE
TIME AND AN IDENTIFIER FOR THE TARGET WAKE TIME
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TRANSMIT A PAGING MESSAGE INCLUDING THE
IDENTIFIER FOR THE TARGET WAKE TIME
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RECEIVE A MESSAGE INDICATING A TARGET WAKE TIME
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RECEIVE A PAGING MESSAGE INDICATING THE
IDENTIFIER FOR THE TARGET WAKE TIME
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GENERATE A MESSAGE INDICATING A TARGET WAKE
TIME AND AN UPLINK DIRECTION INDICATOR, THE
MESSAGE FURTHER INDICATING WHETHER A REQUEST-
TO-SEND MESSAGE SHOULD BE TRANSMITTED BEFORE
TRANSMITTING UPLINK DATA
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RECEIVE A MESSAGE INDICATING A TARGET WAKE TIME
AND AN UPLINK DIRECTION INDICATOR, THE MESSAGE
FURTHER INDICATING WHETHER A REQUEST-TO-SEND

MESSAGE SHOULD BE TRANSMITTED BEFORE
TRANSMITTING UPLINK DATA
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TRANSMIT A REQUEST-TO-SEND MESSAGE BASED ON
WHETHER THE MESSAGE INDICATES A REQUEST-TO-
SEND MESSAGE SHOULD BE TRANSMITTED BEFORE
TRANSMITTING UPLINK DATA

FIG. 23
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