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SYSTEMS AND METHODS FOR HOLISTIC DIGITIZED CONSUMER
IDENTITY AND DATA

BACKGROUND OF THE INVENTION

1. Field of the Invention

[0001] Exemplary embodiments are generally directed to systems and

methods for holistic digitized consumer identity and data.

2. Description of the Related Art

[0002] It 1s difficult for customers to open new accounts with different
institutions and entities (e.g., banks and merchants). When customers do open
these new accounts between different institutions and entities, they often lose all
of the data from previous accounts they had so they have to start from scratch
and recreate such information as all past data, account preferences, and
personalization. Thus, customers cannot leverage their data across different
accounts. This prevents customers from making informed decisions and also

results in them missing out on possible benefits.

[0003] It 1s also difficult for customers to complete such account openings
between different institutions and entities as the capabilities are limited or
nonexistent for customers to view, use, understand, and control their data,

across different institutions.

[0004] These and other deficiencies exist. Exemplary embodiments solve

these deficiencies.
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SUMMARY OF THE INVENTION

[0005] Systems and methods for holistic digitized consumer identity and

data are disclosed.

[0006] An exemplary embodiment includes a system and method for
creating a federated identity for a customer. The federated identity may include
customer, customer account, and other data. The customer data may be created
by an identity provider at the request of the customer or a bank or other entity.
The customer may control the permissions on and access to his/her data. The

customer identity data may be encrypted.

[0007] Another exemplary embodiment includes a system and method of
using customer data to open an account. Upon receiving an account opening
request, a bank or other entity may request data on the customer. As part of the
account opening request, the customer may provide an identity verification
token to the bank or other entity. The identity verification token may be a
unique value that may be transferred among institutions as a key to retrieve
customer data. The request may be sent to an identity provider that may
maintain customer identity data for the customer. The request may originate
through an interface in an application or computer program. The identity of the
requester may be verified. Upon successful verification, the identity provider
may provide the requested data. The customer may be notified of the request
and the customer may provider approval to provide his/her data to the requester.
The access may be in the form of a key or other method to access the customer

identification data.

[0008] Another exemplary embodiment includes a system and method of
using the identity verification token to complete a transaction, such as customer
onboarding. The identity verification token may reference account information

associated a particular customer. The account information may be related to
2
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one or more payment accounts associated with the customer. The identity
verification token may be stored in a wallet. When a third party receives a
transaction request in which the payment information in the wallet is presented,
a request may be sent to an identity provider who, upon successful verification
of identity verification token, may provide authorization to proceed with the
transaction and any necessary information for the third party to complete the

transaction.

[0009] In one embodiment, in an information processing apparatus
comprising at least one computer processor, a method for issuing an identity
verification token to a user may include: (1) receiving, from a user, identity
information; (2) generating an identity profile for the user comprising the
identity information; (3) associating an identity verification token with at least
some of the identity information in the identity profile; and (4) communicating
the identity verification token to the user. The user may store the identity

verification token in an electronic wallet.

[0010] In one embodiment, the information processing apparatus may be

associated with a trusted party.

[0011] In one embodiment, the identity information may include the user’s
name, the user’s address, the user’s phone number, at least one user transaction
account, at least one user asset, at least one user transaction, combinations

therefore, etc.

[0012] In one embodiment, the method may further include receiving,
from the user, at least one sharing permission for sharing the identity

verification token with a third party.

[0013] In one embodiment, the identity verification token may have an

expiration.
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[0014] In one embodiment, the identity verification token may be a single-
use token.
[0015] In one embodiment, the method may further include associating a

second identity verification token with at least some of the identity information
in the identity profile, at least some of the identity information associated with
the second identity verification token being different from the identity

information associated with the identity verification token.

[0016] In one embodiment, the method may further include receiving an
update to at least some of the identity information from the user; updating the
identity profile with the update; and associating the identity verification token

with the updated identity profile.

[0017] According to another embodiment, in an information processing
apparatus comprising at least one computer processor, a method for account
opening using an identity verification token may include: (1) receiving, from a
third party, an identity verification token and a request to verify an identity of a
user, wherein the user provided the identity verification token to the third party;
(2) retrieving a stored permission for the user for using the verification token;
(3) determining that the third party is a permissioned to receive user identity
verification; (4) verifying that the identity verification token received from the
third party matches a stored identity verification token associated with the user;

and (5) confirming the user identity verification to the third party.

[0018] In one embodiment, the method may further include authenticating
the third party.
[0019] In one embodiment, the request further may include a request for

account information, and the method may further include: determining that the

third party is a permissioned to receive the user account information; and

4
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providing the user account information to the third party after the user’s identity

is verified.

[0020] In one embodiment, a link to the user account information may be
provided.
[0021] In one embodiment, the user account information may include

online bill pay for the user, recurring payment information for the user, know

your customer information, etc.

[0022] According to another embodiment, in an information processing
apparatus comprising at least one computer processor, a method for conducting
a transaction using an identification verification token may include: (1)
recetving, from a third party that is conducting a transaction with a user, an
identity verification token and a request for user contact information, wherein
the user provided the identity verification token to the third party; (2) retrieving
a stored permission for the user for using the verification token; (3) determining
that the third party is a permissioned to receive user contact information; (4)
verifying that the identity verification token received from the third party
matches a stored identity verification token associated with the user; and (5)
providing the user contact information to the third party, wherein the third party

conduct the transaction using the user contact information.

[0023] In one embodiment, the method may further include authenticating
the third party.
[0024] In one embodiment, the method may further include executing a

fraud check on the user information request.

[0025] In one embodiment, the user contact information may include a

user shipping address.
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[0026] These and other embodiments and advantages will become
apparent from the following detailed description, taken in conjunction with the
accompanying drawings, illustrating by way of example the principles of the

various exemplary embodiments.

BRIEF DESCRIPTION OF THE DRAWINGS

[0027] In order to facilitate a fuller understanding of the present invention,
reference 1s now made to the attached drawings. The drawings should not be
construed as limiting the present invention but are intended only to illustrate

different aspects and embodiments.

[0028] Figure 1 depicts a system for holistic digitized consumer identity

and data according to one embodiment.

[0029] Figure 2 depicts a method for issuing an identity verification token

in accordance with an exemplary embodiment.

[0030] Figure 3 depicts a system and method for opening a new account
using an identification verification token in accordance with an exemplary

embodiment.

[0031] Figure 4 depicts a system and method for conducting a transaction
using an identification verification token in accordance with an exemplary

embodiment.

[0032] Figure 5 depicts a system and method for processing a lifecycle

identification information event in accordance with an exemplary embodiment.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0033] Exemplary embodiments relate to providing customer data,

federated identity and associated data across entities, channels and use cases.

6
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Exemplary embodiments provide a federated identity that may include
aggregated data relating to a customer that is controlled at the customer level
and may be used in support of a variety of transactional situations, such as
opening accounts, linking accounts, verifying or retrieving personal
information, and conducting transactions with merchants, banks, and other

parties.

[0034] An identity verification token may be associated with customer
identity data. In one embodiment, the identity verification token may be used to
provide identity verification as-a-service, where a customer may provide his or
her identity verification token to third party, and the third party may verify the
customer’s identity by providing the customer’s identity verification token to
the identity provider, which may be the issuer of the identity verification token.
The 1dentity provider may verify the customer using the identity verification

token and may return a valid/invalid identity verification to the third party.

[0035] As used herein, the term “bank™ may include institutions that
provide financial services to their members or customers. Banks may include,
but are not limited to financial institutions, banks, credit unions, trust
companies, mortgage loan companies, financial technology (FinTech)
providers, insurance companies, investment banks, underwriters, and brokerage

firms.

[0036] As used herein the term “customer” may refer to an individual who
holds at least one account with a financial institution. For example, the
customer may have one or more credit accounts and/or a checking account with
a financial institution. In various embodiments, “customer” may also be

referred to as a “user.”

[0037] There 1s a need for banks and other institutions to verify a

customer’s identity. Because of this, banks and other institutions need
7
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verifiable data of the customer’s identity. For example, banks have
requirements to “know your customer” (KYC), and must comply with
regulations from the Office of Foreign Assets Control (OFAC) and Anti-Money
Laundering rules (AML). Once a customer’s identity is validated, the need to
separately check the identity for separate transactions is eliminated. Having the
customer create an identity profile with a trusted provider ensures that the
customer’s identity can be easily verified as required, and the customer receives
the added benefit of having a federated profile that may be used for a variety of

different transactions and situations where the customer’s identity is needed.

[0038] Exemplary embodiments provide a model and an ownership layer
of customer data, federated identity and associated data across entities,
channels, and use cases. The customer data may be aggregated, and controlled
at the customer level versus at a specific bank/entity relationship or even one
level down at specific account/payment method level. This customer data may

be agnostic of a bank or any other entity.

[0039] The customer may have complete control over his or her identity
data, allowing the customer to control what identity data is shared, and with
whom the identity data is shared. The control may be complete in that the
customer may determine what data is may be accessed by an identity
verification token by third parties. Examples include initiating transfers of
agreed upon data, funds, rights, and authentication across third parties, banks,
data users, payment rails, loyalty programs, social media accounts, applications,
financial technology provides, merchants, as well as other users of the
customer’s identity and account information. The identity verification token
may be used for authentication and replace existing authentication data and

techniques.
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[0040] The identity verification token may also be associated with one or
more of payment details, transaction info, account numbers, underlying asset
values/ownership, loyalty and rewards programs, preferences/personalization,
identity (e.g., for opening accounts, approvals, cross entity sharing, credit
bureaus, authentication data, payment preferences, know your customer

information, etc.

[0041] An identity provider, such as a trusted entity that is trusted by all
parties in network, may verify the identity verification token. An example of
such a third party is a bank. The identity provider may provide identity
verification as a service to other parties, such as a merchant, a bank, etc. and
may provide access some or all underlying identity verification data for the
customer. In various embodiments, if a request for identity verification and/or
the underlying data is made by a party other than the customer, the identity

provider may seek approval from the customer to validate the access request.

[0042] In one embodiment, the identity provider may issue the identity
verification token to the customer, and the customer may provide the identity

verification to other parties as required.

[0043] According to exemplary embodiments, the identity verification
token may be accepted and used by all key entities for a variety of use cases
(e.g., transactions, opening accounts, etc.). Examples of entities that may accept
and use the identity verification token include bankers, credit bureaus,
merchants, employers, payment rails, financial technology applications, etc.

The identity verification token may be in a format that permits it to be passed
across banks, merchants, other institutions, and other providers. The customer
may control the entities that receive and access the identity verification token.
The customer may further control what underlying identity data may be

accessed by each entity.
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[0044] Referring to Figure 1, a system for holistic digitized consumer
identity and data is provided according to one embodiment. System 100 may
include user 110 that may use electronic device 115 to interface with identity
provider 120. Electronic device 115 may be any suitable electronic device, such
as smart phones, computers, Internet of Things appliances, vehicles, etc. Any

suitable electronic device may be used as is necessary and/or desired.

[0045] Identity provider 120 may be a third party, a trusted party, etc. that
may provide identity services for a plurality of users, including user 110. In one
embodiment, identity provider 120 may be a financial institution, a financial

technology (“FinTech™) service provider, etc.

[0046] Identity provider 120 may maintain vault 125 of identity
verification tokens for a plurality of customers, including user 110. The identity
verification tokens may be mapped to certain parts of an identity profile for

each customer.

[0047] System 100 may further include one or more institution 130 and/or
merchant 140, and each may maintain its own vault 135, 145, respectively.
Although two institutions 130 and two merchants 140 are depicted in Figure 1,
it should be recognized that a greater or fewer number of each may be provided

as 1s necessary and/or desired.

[0048] In one embodiment, one or more of identity provider 120,
institution 130, and merchant 140 may participate as nodes in a distributed
ledger network, such as a blockchain network. This may facilitate the
validation and tracking of updates across vaults 125, 135, and/or 145. Each
node may maintain a full or partial copy of the distributed ledger, and, in one
embodiment, each node may have access only to user data associated with its

users, or the users that have granted access to the user data. In one embodiment,

10
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the user data may be encrypted and may only be accessed with the appropriate

key.

[0049] Referring to Figure 2, a method for issuing an identity verification

token is provided according to one embodiment.

[0050] In step 205, the user may be prompted or requested to create an
identity profile. The request may be part of a promotion from a bank or the
identity provider, or as part of opening a new account or financial instrument
with a bank. In embodiments, the bank may provide the customer with one or
more incentives to create the identity profile, such as the receipt of loyalty
rewards, access to a particular financial instrument, a better interest rate on a

transaction with the bank, etc.

[0051] In one embodiment, the identity provider may be a third party, a
trusted party, etc. For example, the identity provider may be a bank or financial

institution.

[0052] In step 210, the customer may provide identity information to the
identity provider. For example, the customer may confirm or provide a range of
information about the customer, such as the customer’s name, contact
information, accounts (e.g., including payment card account information, such
as credit card account information), loyalty and reward account information,
payment details, transaction info, underlying asset values/ownership,
preferences/personalizations, identity verification, etc. The customer identity

data may be encrypted and stored in secure storage.

[0053] In one embodiment, the identity provider may generate a customer

identity profile including the identity information.

[0054] In one embodiment, the customer may be authenticated by any

suitable manner.

11
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[0055] In step 215, the customer may configure access controls and
sharing permissions on his/her identity information. The access controls and
sharing permissions may include, for example, who 1s authorized to access the
customer identity data, as well as what data are accessible and for what period
of time to those authorized entities. In various embodiments, the customer may
request and require notification when an entity requests access to the customer’s
data. The customer may be required to provide approval to allow the access to

proceed

[0056] In step 220, the identity provider may create or assign an identity
verification token with some or all of the identity data in the customer profile.
For example, identity verification token may be a unique identifier that is
mapped to some or all of the identity data. More than one identity verification
token may be generated, and each identity verification token may be associated

with a different amount of identity data.

[0057) In one embodiment, the identity verification token may be a single-
use token, a limited-use token, or it may not have any use limitations. The
identity verification token may be limited to certain geographies, merchants,
times of day, etc. In one embodiment, the identity verification token may expire

after a certain amount of time.

[0058] In step 225, the identity provider may provide the identity
verification token to the customer, and, in step 230, the customer may store the

identity verification token in his or her wallet.

[0059] In one embodiment, the customer may access his/her information
at any time and may modify the access controls and sharing permissions on the
identity data using the unique identifier. In various embodiments, the customer
may provide authorization for specific access requests and may approve the

specific data shared as part of those access requests. This may allow for certain
12
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access requests to proceed without approval of the customer since the customer

has pre-approved those requests.

[0060] Referring to Figure 3, a method for opening an account using an
identification verification token is disclosed according to one embodiment. For
example, a third party (e.g., a merchant, bank, etc.) may have a need to access
the customer’s identity data. The need for access may be part of a request from
the customer to open a new account, or to link an identity of the customer across
accounts with different institutions and/or merchants (e.g., associate a loyalty
account with a merchant to a credit card account with a financial institution).

As another example, a third party may request access to the customer’s data,
such as to verify an account or payment information. The access request

requirement may arise in response to action taken by the customer.

[0061] In one embodiment, the customer may be transferring the account
to a new bank, and may use the identification verification token to verify the
customer’s identity and for the new bank to retrieve certain identification
information, account information (e.g., online billpay payees, recurring

payments, etc.) as is necessary and/or desired.

[0062] In step 305, instead of, or in addition to, providing identifying
information, the customer may provide an identity verification token to a third
party. The customer may provide the identity verification token from the

customer’s electronic wallet.

[0063] In step 310, the third party may provide the identity verification
token to the identity provider and request that the identity provider verify the
customer’s identity. For example, the third party may access and launch an
authentication user interface through an application or program on a computer
or other electronic device. This interface may provide access to the identity

provider.
13
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[0064] In one embodiment, the third party may request certain

identification data in the customer’s profile, such as KYC information.

[0065] In step 315, the third party may be authenticated with the identity
provider. In one embodiment, the third party may first validate the identity of

the third party using, for example, a OAUTH token or a similar mechanism.

[0066] In step 320, the identity provider may verify that the customer has
authorized release of identity verification and/or the release of the requested
customer identity data to the third party. If the request falls outside the scope of

authorized disclosures, in step 320, the request may be denied.

[0067] If the request is within the scope of authorized disclosures, and the
customer’s identity is verified, in step 330, the identity provider may confirm
verification of the customer’s identity. In one embodiment, the identity
provider may provide the third party with access to the requested customer
identification data. In one embodiment, the requested customer identification
data may be sent in the clear, may be encrypted, etc. In another embodiment,
the identity provider may provide the third party with a link to the data and a
key to decrypt the requested identification data.

[0068] In step 335, based on permissions set by the customer, the
customer may be notified of the access request and may need to approve the

access request to his/her data before access is provided to the third party.

[0069] Referring to Figure 4, a method for conducting a transaction using

an identification verification token is provided according to one embodiment.

[0070] In step 405, the customer may initiate a transaction with a third
party, such as a merchant or a bank. As part of the transaction, the customer

may provide its identity verification token to the third party.

14
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[0071] In one embodiment, other than providing the unique identifier, the

customer may remain anonymous to the third party.

[0072] In step 410, the third party may be authenticated by the identity
provider. For example, the third party may provide an OAUTH access token or
other security mechanism to validate the third party’s identity before the third

party may use the unique identifier to access the identity data.

[0073] In step 415, the third party may initiate the transaction by, for

example, running the transaction, applying loyalty rewards, etc.

[0074] In step 420, the third party may then send the identity verification
token from the user to the identity provider with a request for customer identity

verification and/or customer identity information.

[0075] In step 425, the identity provider may perform a fraud check on the
request, and, if the customer’s identity is verified, in step 430, may provide the
third party with the requested customer identification data, or a key to decrypt
the customer identification data. For example, the identity provider may

provide the third party with the customer’s shipping address.

[0076] In step 435, the third party may conduct the transaction using the

customer i1dentification data.

[0077] Figure 5 depicts an illustrative example of processing a lifecycle

event according to exemplary embodiments.

[0078] In step 505, a third party, such as a merchant, bank, FinTech, or
wallet provider, may request an update to customer identification data from the
identity provider. Examples of change may include an account change (e.g.,
account number change, name change, address change, etc.), account status

change (e.g., closed, suspended, fraud detected, etc.), account profile change,

15
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etc. For example, a customer may move, and may request that the customer

identification data be changed.

[0079] In step 510, the identity provider may verify the request. In one
embodiment, the institution with which the lifecycle event originated may
verify the request. For example, customer may be presented with the updated

address information and may verify its accuracy.

[0080] In step 515, the identity provider may provide the update to the
customer identification data to the third party, customer, etc. In one
embodiment, the identity provider may validate the update with the third party,
customer, etc. by validating the signature for the data matches the data that was
sent. In one embodiment, if a distributed ledger is employed, the update may be
written to the distributed ledger, and the vaults may automatically update their

records.

[0081] The disclosure of U.S. Provisional Patent Application Ser. No.
62/994,189, filed March 24, 2020, is hereby incorporated, by reference, in its

entirety.

[0082] It will be readily understood by those persons skilled in the art that
the various embodiments are susceptible to broad utility and application. Many
embodiments and adaptations other than those herein described, as well as many
variations, modifications and equivalent arrangements, will be apparent from or
reasonably suggested by the various embodiments and foregoing description
thereof, without departing from the substance or scope of the various

embodiments.

[0083] Accordingly, while the various embodiments have been described
here in detail in relation to its exemplary embodiments, it is to be understood

that this disclosure is only illustrative and exemplary of the various

16
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embodiments and is made to provide an enabling disclosure of the various
embodiments. Accordingly, the foregoing disclosure is not intended to be
construed or to limit the various embodiments or otherwise to exclude any other
such embodiments, adaptations, variations, modifications or equivalent

arrangements.

[0084] Various exemplary methods are provided by way of example
herein. These methods are exemplary as there are a variety of ways to carry out
methods according to the present disclosure. The methods depicted and
described can be executed or otherwise performed by one or a combination of
various systems and modules. Each block shown in the methods represents one
or more processes, decisions, methods or subroutines carried out in the
exemplary method, and these processes, decisions, methods or subroutines are
not necessarily carried out in the specific order outlined in the methods, nor is

each of them required.

[0085] Further, the various embodiments and their advantages may be
understood by referring to the accompanying figures. It should be appreciated
that the various examples in the attached figures are exemplary and non-

limiting,

17
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CLAIMS
What is claimed is:
1. A method for issuing an identity verification token to a user,
comprising:

in an information processing apparatus comprising at least one computer

processor:
recetving, from a user, identity information;
generating an identity profile for the user comprising the identity
information;

associating an identity verification token with at least some of the
identity information in the 1dentity profile; and

communicating the identity verification token to the user;

wherein the user stores the identity verification token in an

electronic wallet.

2. The method of claim 1, wherein the information processing

apparatus is associated with a trusted party.

3. The method of claim 1, wherein the identity information comprises
at least one of the user’s name, the user’s address, the user’s phone number, at
least one user transaction account, at least one user asset, and at least one user

transaction.

4. The method of claim, 1, further comprising;:
recetving, from the user, at least one sharing permission for sharing the

identity verification token with a third party.

5. The method of claim 1, wherein the identity verification token has

an expiration.
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6. The method of claim 1, wherein the identity verification token is a

single-use token.

7. The method of claim 1, further comprising;:

associating a second identity verification token with at least some of the
identity information in the identity profile, at least some of the identity
information associated with the second identity verification token being
different from the identity information associated with the identity verification

token.

8. The method of claim 1, further comprising:

receiving an update to at least some of the identity information from the
user;

updating the identity profile with the update; and

associating the identity verification token with the updated identity

profile.

0. A method for account opening using an identity verification token,
comprising:
in an information processing apparatus comprising at least one computer
processor:
receiving, from a third party, an identity verification token and a
request to verify an identity of a user, wherein the user provided the
identity verification token to the third party;
retrieving a stored permission for the user for using the verification
token;
determining that the third party is a permissioned to receive user

identity verification;
19
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verifying that the identity verification token received from the third
party matches a stored identity verification token associated with the user;
and

confirming the user identity verification to the third party.

10.  The method of claim 9, further comprising;:
authenticating the third party.

11.  The method of claim 9, wherein the request further comprises a
request for account information, and further comprising:

determining that the third party is a permissioned to receive the user
account information; and

providing the user account information to the third party after the user’s

identity 1s verified.

12.  The method of claim 11, wherein a link to the user account

information is provided.

13. The method of claim 11, wherein the user account information

comprises online bill pay for the user.

14.  The method of claim 11, wherein the user account information

comprises recurring payment information for the user.

15. The method of claim 11, wherein the user account information

comprises know your customer information.

16. A method for conducting a transaction using an identification
verification token, comprising:

20
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in an information processing apparatus comprising at least one computer
processor:

recetving, from a third party that is conducting a transaction with a
user, an identity verification token and a request for user contact
information, wherein the user provided the identity verification token to
the third party;

retrieving a stored permission for the user for using the verification
token;

determining that the third party is a permissioned to receive user
contact information;

verifying that the identity verification token received from the third
party matches a stored identity verification token associated with the user;
and

providing the user contact information to the third party, wherein

the third party conduct the transaction using the user contact information.

17.  The method of claim 16, further comprising:
authenticating the third party.

18.  The method of claim 16, further comprising:

executing a fraud check on the user information request.

19.  The method of claim 16, wherein the user contact information

comprises a user shipping address.
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