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ABSTRACT 

In a method and an apparatus provided in embodiments of the present invention, a first switch 

receives an ARP response from an SDN controller, where the ARP response carries a MAC address 

of a destination gateway; the first switch acquires, according to the MAC address of the destination 

5 gateway, VTEP information corresponding to the MAC address of the destination gateway, where a 

router corresponding to the VTEP information is located in a first data center; and the first switch 

sends, according to the VTEP information, an IP packet to the router corresponding to the VTEP 

information, so that the router corresponding to the VTEP information sends the IP packet to a 

second virtual machine through a tunnel between the router and a second switch. Therefore, an 

10 SDN controller serves as a proxy, which reduces transmission bandwidth occupied by packet 

broadcasting; in addition, a packet passes only through a router of the first data center, which 

alleviates roundabout routing of the packet between data centers.



METHOD AND APPARATUS FOR IMPLEMENTING 

COMMUNICATION BETWEEN VIRTUAL MACHINES 

TECHNICAL FIELD 

[0001] Embodiments of the present invention relate to the field of network communication, and 

5 in particular, to a method and an apparatus for implementing communication between virtual 

machines.  

BACKGROUND 

[0002] In the prior art, a virtual extensible local area network (VxLAN, Virtual extensible LAN) 

technology is used to extend network virtualization so as to obtain a sufficient quantity of virtual 

10 networks for users.  

[0003] Virtual machines (VM, Virtual Machine) of multiple virtual networks may run in each 

data center. When communicating with a VM of another data center, a VM of a data center may 

send a broadcast Address Resolution Protocol (ARP, Address Resolution Protocol) request to a 

first-hop router to acquire a MAC address of a destination gateway in a broadcast manner, and the 

15 ARP request is then broadcast to each VM. After the MAC address of the destination gateway is 

acquired, a packet is sent to a router of each data center by using the MAC address of the 

destination gateway, and then arrives at a destination VM, thereby implementing communication 

between the VMs. However, in this manner of ARP broadcasting to each VM, a large amount of 

transmission bandwidth is occupied; in addition, a packet can arrive at a destination VM only by 

20 passing through the router of each data center, which results in serious roundabout routing among 

data centers.  

SUMMARY 

Embodiments of the present invention propose a method and an apparatus for 

implementing communication between virtual machines, so as to reduce transmission bandwidth 

25 occupied by packet broadcasting, and alleviate roundabout routing of a packet among data centers.  

[0004] According to a first aspect, an embodiment of the present invention proposes a method 

for implementing communication between virtual machines, applied to a system including at least a 
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first virtual machine and a second virtual machine, where the first virtual machine is located in a 

first subnet of a first data center and communicates with a first switch, the second virtual machine is 

located in a second subnet and communicates with a second switch, and the first switch may be the 

same as or may be different from the second switch. The method includes: receiving, by the first 

5 switch, an Address Resolution Protocol ARP request from the first virtual machine, where the ARP 

request carries an IP address of a destination gateway; 

forwarding, by the first switch, the ARP request to a software defined network SDN 

controller of the first data center; 

receiving, by the first switch, an ARP response from the SDN controller, where the ARP 

10 response carries a Media Access Control MAC address of the destination gateway; 

acquiring, by the first switch according to the MAC address of the destination gateway, 

virtual extensible local area network tunnel end point VTEP information corresponding to the MAC 

address of the destination gateway, where a router corresponding to the VTEP information is 

located in the first data center; and 

15 sending, by the first switch according to the VTEP information, an IP packet to the 

router corresponding to the VTEP information, so that the router corresponding to the VTEP 

information sends the IP packet to the second virtual machine through a tunnel between the router 

and the second switch.  

[0005] With reference to the first aspect, in a first possible implementation manner, the 

20 acquiring, by the first switch according to the MAC address of the destination gateway, VTEP 

information corresponding to the MAC address of the destination gateway specifically includes: 

sending, by the first switch, a request to the SDN controller to request to acquire the VTEP 

information corresponding to the MAC address of the destination gateway; and receiving the VTEP 

information that is sent by the SDN controller and is corresponding to the MAC address of the 

25 destination gateway.  

[0006] With reference to the first aspect, in a second possible implementation manner, the 

acquiring, by the first switch according to the MAC address of the destination gateway, VTEP 

information corresponding to the MAC address of the destination gateway specifically includes: 

querying, by the first switch, a locally stored flow table according to the MAC address of the 

30 destination gateway, and acquiring the VTEP information corresponding to the MAC address of the 

destination gateway.  

[0007] With reference to the second possible implementation manner of the first aspect, in a 

third possible implementation manner, the querying, by the first switch, a locally stored flow table, 

and acquiring the VTEP information corresponding to the MAC address of the destination gateway 
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specifically includes: 

when the first switch queries the locally stored flow table according to the MAC address 

of the destination gateway and acquires two or more pieces of VTEP information, using VTEP 

information of the router located in the first data center as the VTEP information corresponding to 

5 the MAC address of the destination gateway.  

[0008] With reference to the third possible implementation manner of the first aspect, in a 

fourth possible implementation manner, when the first switch queries the locally stored flow table 

according to the MAC address of the destination gateway and acquires two or more pieces of VTEP 

information of routers located in the first data center, the first switch selects the VTEP information 

10 corresponding to the MAC address of the destination gateway according to at least one of the 

following: load of a router and a scheduling policy.  

[0009] With reference to the first aspect, or any one of the first to fourth possible 

implementation manners of the first aspect, in a fifth possible implementation manner, the sending, 

by the first switch according to the VTEP information, an IP packet to the router corresponding to 

15 the VTEP information, so that the router corresponding to the VTEP information sends the IP 

packet to the second virtual machine through a tunnel between the router and the second switch 

specifically includes: 

performing, by the first switch, virtual extensible local area network VxLAN 

encapsulation on an IP packet received from the first virtual machine, where a destination IP 

20 address of the VxLAN encapsulation is the acquired VTEP information, a virtual network identifier 

VNI is an identifier of the first subnet, and a destination MAC address of the IP packet is the MAC 

address of the destination gateway; 

changing, by the router corresponding to the VTEP information, the destination IP 

address to an IP address of the second switch, the VNI to an identifier of the second subnet, and the 

25 destination MAC address to a MAC address of the second virtual machine; and sending, to the 

second switch, the IP packet whose VxLAN encapsulation is changed; and 

after the second switch performs VxLAN decapsulation on the received IP packet whose 

VxLAN encapsulation is changed, sending the IP packet to the second virtual machine.  

[0010] According to a second aspect, an embodiment of the present invention proposes a 

30 method for implementing communication between virtual machines, applied to a system including 

at least a first virtual machine and a second virtual machine, where the first virtual machine is 

located in a first subnet of a first data center and communicates with a first switch, the second 

virtual machine is located in a second subnet and communicates with a second switch, and the first 

switch may be the same as or may be different from the second switch. The method includes: 
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receiving, by a software defined network SDN controller of the first data center, an Address 

Resolution Protocol ARP request from the first switch, where the ARP request carries an IP address 

of a destination gateway; and 

acquiring, by the SDN controller, a Media Access Control MAC address of the 

5 destination gateway according to the IP address of the destination gateway; and sending an ARP 

response to the first switch, where the ARP response carries the MAC address of the destination 

gateway, so that the first switch acquires, according to the MAC address of the destination gateway, 

virtual extensible local area network tunnel end point VTEP information corresponding to the MAC 

address of the destination gateway, where a router corresponding to the VTEP information is 

10 located in the first data center, so that the router corresponding to the VTEP information sends an IP 

packet to the second virtual machine through a tunnel between the router and the second switch.  

[0011] With reference to the second aspect, in a first possible implementation manner, the SDN 

controller receives a request sent by the first switch to request to acquire the VTEP information 

corresponding to the MAC address of the destination gateway; and 

15 the SDN controller queries a locally stored flow table according to the MAC address of 

the destination gateway, acquires the VTEP information corresponding to the MAC address of the 

destination gateway, and returns the VTEP information corresponding to the MAC address of the 

destination gateway to the first switch.  

[0012] With reference to the first possible implementation manner of the second aspect, in a 

20 second possible implementation manner, the querying, by the SDN controller, a locally stored flow 

table and acquiring the VTEP information corresponding to the MAC address of the destination 

gateway specifically includes: 

when the SDN controller queries the locally stored flow table according to the MAC 

address of the destination gateway and acquires two or more pieces of VTEP information, using 

25 VTEP information of the router located in the first data center as the VTEP information 

corresponding to the MAC address of the destination gateway.  

[0013] With reference to the second possible implementation manner of the second aspect, in a 

third possible implementation manner, when the SDN controller queries the locally stored flow 

table according to the MAC address of the destination gateway and acquires two or more pieces of 

30 VTEP information of routers located in the first data center, the SDN controller selects the VTEP 

information corresponding to the MAC address of the destination gateway according to at least one 

of the following: load of a router and a scheduling policy.  

[0014] With reference to the second aspect, or any one of the first to third possible 

implementation manners of the second aspect, in a fourth possible implementation manner, if the 
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second virtual machine is located in a second data center, the method further includes: 

acquiring, by the SDN controller of the first data center from an SDN controller of the 

second data center, an IP address and a MAC address of the second virtual machine, a virtual 

network identifier VNI of the second subnet, and VTEP information of the second switch, so that 

5 under control of the SDN controller of the first data center, the router corresponding to the VTEP 

information sends the IP packet to the second virtual machine through the tunnel between the router 

and the second switch.  

[0015] According to a third aspect, an embodiment of the present invention proposes a first 

switch for implementing communication between virtual machines, applied to a system including at 

10 least a first virtual machine and a second virtual machine, where the first virtual machine is located 

in a first subnet of a first data center and communicates with the first switch, the second virtual 

machine is located in a second subnet and communicates with a second switch, and the first switch 

may be the same as or may be different from the second switch. The first switch includes: a 

receiving module, configured to receive an Address Resolution Protocol ARP request from the first 

15 virtual machine, where the ARP request carries an IP address of a destination gateway; 

a sending module, configured to forward the ARP request to a software defined network 

SDN controller of the first data center, where 

the receiving module is further configured to receive an ARP response from the SDN 

controller, where the ARP response carries a Media Access Control MAC address of the destination 

20 gateway; and 

an acquiring module, configured to acquire, according to the MAC address of the 

destination gateway, virtual extensible local area network tunnel end point VTEP information 

corresponding to the MAC address of the destination gateway, where a router corresponding to the 

VTEP information is located in the first data center, where 

25 the sending module is further configured to send, according to the VTEP information, an 

IP packet to the router corresponding to the VTEP information, so that the router corresponding to 

the VTEP information sends the IP packet to the second virtual machine through a tunnel between 

the router and the second switch.  

[0016] With reference to the third aspect, in a first possible implementation manner, the 

30 acquiring module being configured to acquire, according to the MAC address of the destination 

gateway, VTEP information corresponding to the MAC address of the destination gateway is 

specifically that: 

the acquiring module is configured to send a request to the SDN controller to request to 

acquire the VTEP information corresponding to the MAC address of the destination gateway, and 
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receive the VTEP information that is sent by the SDN controller and is corresponding to the MAC 

address of the destination gateway.  

[0017] With reference to the third aspect, in a second possible implementation manner, the 

acquiring module being configured to acquire, according to the MAC address of the destination 

5 gateway, VTEP information corresponding to the MAC address of the destination gateway is 

specifically that: 

the acquiring module is being configured to query, according to the MAC address of the 

destination gateway, a flow table stored by the first switch, and acquire the VTEP information 

corresponding to the MAC address of the destination gateway.  

10 [0018] With reference to the second possible implementation manner of the third aspect, in a 

third possible implementation manner, that the acquiring module is configured to query a flow table 

stored by the first switch, and acquire the VTEP information corresponding to the MAC address of 

the destination gateway is specifically that: 

the acquiring module is configured to: when querying, according to the MAC address of 

15 the destination gateway, the flow table stored by the first switch and acquiring two or more pieces 

of VTEP information, use VTEP information of the router located in the first data center as the 

VTEP information corresponding to the MAC address of the destination gateway.  

[0019] According to a fourth aspect, an embodiment of the present invention proposes a 

software defined network SDN controller for implementing communication between virtual 

20 machines, where the SDN controller is located in a first data center and applied to a system 

including at least a first virtual machine and a second virtual machine, where the first virtual 

machine is located in a first subnet of the first data center and communicates with a first switch, the 

second virtual machine is located in a second subnet and communicates with a second switch, and 

the first switch may be the same as or may be different from the second switch. The SDN controller 

25 includes: 

a receiving module, configured to receive an Address Resolution Protocol ARP request 

from the first switch, where the ARP request carries an IP address of a destination gateway; 

a processing module, configured to acquire a Media Access Control MAC address of the 

destination gateway according to the IP address of the destination gateway; and 

30 a sending module, configured to send an ARP response to the first switch, where the 

ARP response carries the MAC address of the destination gateway, so that the first switch acquires, 

according to the MAC address of the destination gateway, virtual extensible local area network 

tunnel end point VTEP information corresponding to the MAC address of the destination gateway, 

where a router corresponding to the VTEP information is located in the first data center, so that the 
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router corresponding to the VTEP information sends an IP packet to the second virtual machine 

through a tunnel between the router and the second switch.  

[0020] With reference to the fourth aspect, in a first possible implementation manner, the 

receiving module is further configured to receive a request sent by the first switch to request to 

5 acquire the VTEP information corresponding to the MAC address of the destination gateway; and 

the processing module is further configured to query, according to the MAC address of 

the destination gateway, a flow table stored by the SDN controller, acquire the VTEP information 

corresponding to the MAC address of the destination gateway, and return the VTEP information 

corresponding to the MAC address of the destination gateway to the first switch.  

10 [0021] With reference to the first possible implementation manner of the fourth aspect, in a 

second possible implementation manner, that the processing module is configured to query a flow 

table stored by the SDN controller and acquire the VTEP information corresponding to the MAC 

address of the destination gateway is specifically that: 

the processing module is configured to: when querying, according to the MAC address 

15 of the destination gateway, the flow table stored by the SDN controller and acquiring two or more 

pieces of VTEP information, use VTEP information of the router located in the first data center as 

the VTEP information corresponding to the MAC address of the destination gateway.  

[0022] With reference to the second possible implementation manner of the fourth aspect, in a 

third possible implementation manner, when the processing module is configured to query, 

20 according to the MAC address of the destination gateway, the flow table stored by the SDN 

controller and acquire two or more pieces of VTEP information of routers located in the first data 

center, the processing module is configured to select the VTEP information corresponding to the 

MAC address of the destination gateway according to at least one of the following: load of a router 

and a scheduling policy.  

25 [0023] With reference to the fourth aspect, or any one of the first to third possible 

implementation manners of the fourth aspect, in a fourth possible implementation manner, if the 

second virtual machine is located in a second data center, the processing module is further 

configured to acquire, from an SDN controller of the second data center, an IP address and a MAC 

address of the second virtual machine, a virtual network identifier VNI of the second subnet, and 

30 VTEP information of the second switch.  

[0024] According to a fifth aspect, an embodiment of the present invention proposes a switch 

for implementing communication between virtual machines, including: 

a processor, a memory, and a system bus, where: the processor and the memory are 

connected and complete communication with each other by using the system bus; 
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the memory is configured to store a computer-executable instruction; and 

the processor is configured to run the computer-executable instruction to execute the 

method according to the first aspect or any one of the first to fifth possible implementation manners 

of the first aspect.  

5 [0025] According to a sixth aspect, an embodiment of the present invention proposes a software 

defined network SDN controller for implementing communication between virtual machines, 

including: a processor, a memory, and a system bus, where: the processor and the memory are 

connected and complete communication with each other by using the system bus; 

the memory is configured to store a computer-executable instruction; and 

0 the processor is configured to run the computer-executable instruction to execute the 

method according to the second aspect or any one of the first to fourth possible implementation 

manners of the second aspect.  

[0026] In the embodiments of the present invention, a first switch receives an ARP response 

from an SDN controller, where the ARP response carries a MAC address of a destination gateway; 

5 the first switch acquires, according to the MAC address of the destination gateway, VTEP 

information corresponding to the MAC address of the destination gateway, where a router 

corresponding to the VTEP information is located in a first data center; and the first switch sends, 

according to the VTEP information, an IP packet to the router corresponding to the VTEP 

information, so that the router corresponding to the VTEP information sends the IP packet to a 

0 second virtual machine through a tunnel between the router and a second switch. Therefore, an 

SDN controller serves as a proxy, which reduces transmission bandwidth occupied by packet 

broadcasting; in addition, unlike the prior art in which a packet may pass through both a router of a 

first data center and a router of a second data center, a packet passes only through a router of a first 

data center, which alleviates roundabout routing of the packet among data centers.  

25 [0027] According to a seventh aspect, an embodiment of the present invention proposes a 

method for implementing communication between virtual machines, applied to a system including 

at least a first virtual machine and a second virtual machine, where the first virtual machine is 

located in a first data center and communicates with a first switch, the second virtual machine is 

located in a second data center and communicates with a second switch, the first virtual machine 

30 and the second virtual machine are located in a same subnet, and the first switch may be the same as 

or may be different from the second switch. The method includes: receiving, by the first switch, an 

Address Resolution Protocol ARP request from the first virtual machine, where the ARP request 

carries an IP address of a destination virtual machine; 

acquiring, by the first switch, a Media Access Control MAC address of the destination 
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virtual machine according to the IP address of the destination virtual machine; 

acquiring, according to the MAC address of the destination virtual machine, virtual 

extensible local area network tunnel end point VTEP information corresponding to the MAC 

address of the destination virtual machine, where the VTEP information is an IP address of the 

5 second switch; and 

sending, by the first switch, an IP packet to the second virtual machine through a tunnel 

between the first switch and the second switch.  

[0028] With reference to the seventh aspect, in a first possible implementation manner, the 

acquiring, by the first switch, a Media Access Control MAC address of the destination virtual 

0 machine according to the IP address of the destination virtual machine specifically includes: 

forwarding, by the first switch, the ARP request to a software defined network SDN 

controller of the first data center, where the ARP request carries the IP address of the destination 

virtual machine; and 

receiving, by the first switch, an ARP response from the SDN controller, where the ARP 

5 response carries the MAC address of the destination virtual machine.  

[0029] With reference to the seventh aspect or the first possible implementation manner of the 

seventh aspect, in a second possible implementation manner, the acquiring, according to the MAC 

address of the destination virtual machine, VTEP information corresponding to the MAC address of 

the destination virtual machine specifically includes: 

0 sending, by the first switch, a request to the SDN controller to request to acquire the 

VTEP information corresponding to the MAC address of the destination virtual machine; and 

receiving the VTEP information that is sent by the SDN controller and is corresponding 

to the MAC address of the destination virtual machine.  

[0030] With reference to the seventh aspect or the first possible implementation manner of the 

25 seventh aspect, in a third possible implementation manner, the acquiring, according to the MAC 

address of the destination virtual machine, VTEP information corresponding to the MAC address of 

the destination virtual machine specifically includes: 

querying, by the first switch, a locally stored flow table according to the MAC address 

of the destination virtual machine, and acquiring the VTEP information corresponding to the MAC 

30 address of the destination virtual machine.  

[00311 With reference to the third possible implementation manner of the seventh aspect, in a 

fourth possible implementation manner, the first switch acquires, from the SDN controller, an IP 

address and a MAC address of the second virtual machine, and VTEP information of the second 

switch, so as to send the IP packet to the second virtual machine through the tunnel between the first 
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switch and the second switch.  

[00321 According to an eighth aspect, an embodiment of the present invention proposes a 

method for implementing communication between virtual machines, applied to a system including 

at least a first virtual machine and a second virtual machine, where the first virtual machine is 

5 located in a first data center and communicates with a first switch, the second virtual machine is 

located in a second data center and communicates with a second switch, the first virtual machine 

and the second virtual machine are located in a same subnet, and the first switch may be the same as 

or may be different from the second switch. The method includes: receiving, by a software defined 

network SDN controller of the first data center, an Address Resolution Protocol ARP request from 

0 the first switch, where the ARP request carries an IP address of a destination virtual machine; and 

acquiring, by the SDN controller, a Media Access Control MAC address of the 

destination virtual machine according to the IP address of the destination virtual machine; and 

sending an ARP response to the first switch, where the ARP response carries the MAC address of 

the destination virtual machine, so that the first switch acquires, according to the MAC address of 

5 the destination virtual machine, virtual extensible local area network tunnel end point VTEP 

information corresponding to the MAC address of the destination virtual machine, where the VTEP 

information is an IP address of the second switch, so that the first switch sends an IP packet to the 

second virtual machine through a tunnel between the first switch and the second switch.  

[0033] With reference to the eighth aspect, in a first possible implementation manner, the SDN 

0 controller receives a request sent by the first switch to request to acquire the VTEP information 

corresponding to the MAC address of the destination virtual machine; and 

the SDN controller queries a locally stored flow table according to the MAC address of 

the destination virtual machine, acquires the VTEP information corresponding to the MAC address 

of the destination virtual machine, and returns the VTEP information corresponding to the MAC 

25 address of the destination virtual machine to the first switch.  

[0034] With reference to the eighth aspect or the first possible implementation manner of the 

eighth aspect, in a second possible implementation manner, the SDN controller of the first data 

center acquires, from an SDN controller of the second data center, an IP address and a MAC 

address of the second virtual machine, and VTEP information of the second switch; and sends the IP 

30 address and the MAC address of the second virtual machine, and the VTEP information of the 

second switch to the first switch.  

[0035] According to a ninth aspect, an embodiment of the present invention proposes a first 

switch for implementing communication between virtual machines, applied to a system including at 

least a first virtual machine and a second virtual machine, where the first virtual machine is located 
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in a first data center and communicates with the first switch, the second virtual machine is located 

in a second data center and communicates with a second switch, the first virtual machine and the 

second virtual machine are located in a same subnet, and the first switch may be the same as or may 

be different from the second switch. The switch includes: 

5 a receiving module, configured to receive an Address Resolution Protocol ARP request 

from the first virtual machine, where the ARP request carries an IP address of a destination virtual 

machine; 

a processing module, configured to acquire a Media Access Control MAC address of the 

destination virtual machine according to the IP address of the destination virtual machine, and 

0 acquire, according to the MAC address of the destination virtual machine, virtual extensible local 

area network tunnel end point VTEP information corresponding to the MAC address of the 

destination virtual machine, where the VTEP information is an IP address of the second switch; and 

a sending module, configured to send an IP packet to the second virtual machine through 

a tunnel between the first switch and the second switch.  

5 [0036] With reference to the ninth aspect, in a first possible implementation manner, the 

processing module being configured to acquire a MAC address of the destination virtual machine 

according to the IP address of the destination virtual machine is specifically that: 

the processing module is configured to: forward the ARP request to a software defined 

network SDN controller of the first data center, where the ARP request carries the IP address of the 

0 destination virtual machine; and receive an ARP response from the SDN controller, where the ARP 

response carries the MAC address of the destination virtual machine.  

[00371 With reference to the ninth aspect or the first possible implementation manner of the 

ninth aspect, in a second possible implementation manner, the processing module being configured 

to acquire, according to the MAC address of the destination virtual machine, VTEP information 

25 corresponding to the MAC address of the destination virtual machine is specifically that: 

the processing module is configured to send a request to the SDN controller to request to 

acquire the VTEP information corresponding to the MAC address of the destination virtual machine, 

and receive the VTEP information that is sent by the SDN controller and is corresponding to the 

MAC address of the destination virtual machine.  

30 [00381 With reference to the ninth aspect or the first possible implementation manner of the 

ninth aspect, in a third possible implementation manner, the processing module being configured to 

acquire, according to the MAC address of the destination virtual machine, VTEP information 

corresponding to the MAC address of the destination virtual machine is specifically that: 

the processing module is configured to query, according to the MAC address of the 
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destination virtual machine, a flow table stored by the first switch, and acquire the VTEP 

information corresponding to the MAC address of the destination virtual machine.  

[0039] With reference to the third possible implementation manner of the ninth aspect, in a 

fourth possible implementation manner, the processing module is further configured to acquire, 

5 from the SDN controller of the first data center, an IP address and a MAC address of the second 

virtual machine, and VTEP information of the second switch.  

[0040] According to a tenth aspect, an embodiment of the present invention proposes a software 

defined network SDN controller for implementing communication between virtual machines, where 

the SDN controller is located in a first data center and applied to a system including at least a first 

0 virtual machine and a second virtual machine, where the first virtual machine is located in the first 

data center and communicates with a first switch, the second virtual machine is located in a second 

data center and communicates with a second switch, the first virtual machine and the second virtual 

machine are located in a same subnet, and the first switch may be the same as or may be different 

from the second switch. The SDN controller includes: 

5 a receiving module, configured to receive an Address Resolution Protocol ARP request 

from the first switch, where the ARP request carries an IP address of a destination virtual machine; 

an acquiring module, configured to acquire a Media Access Control MAC address of the 

destination virtual machine according to the IP address of the destination virtual machine; and 

a sending module, configured to send an ARP response to the first switch, where the 

0 ARP response carries the MAC address of the destination virtual machine, so that the first switch 

acquires, according to the MAC address of the destination virtual machine, virtual extensible local 

area network tunnel end point VTEP information corresponding to the MAC address of the 

destination virtual machine, where the VTEP information is an IP address of the second switch, so 

that the first switch sends an IP packet to the second virtual machine through a tunnel between the 

25 first switch and the second switch.  

[0041] With reference to the tenth aspect, in a first possible implementation manner, the 

receiving module is further configured to receive a request sent by the first switch to request to 

acquire the VTEP information corresponding to the MAC address of the destination virtual machine; 

and 

30 the acquiring module is further configured to query, according to the MAC address of 

the destination virtual machine, a flow table stored by the SDN controller, acquire the VTEP 

information corresponding to the MAC address of the destination virtual machine, and return the 

VTEP information corresponding to the MAC address of the destination virtual machine to the first 

switch.  
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[0042] With reference to the tenth aspect or the first possible implementation manner of the 

tenth aspect, in a second possible implementation manner, the acquiring module is further 

configured to acquire, from an SDN controller of the second data center, an IP address and a MAC 

address of the second virtual machine, and VTEP information of the second switch; and 

5 the sending module is further configured to send the IP address and the MAC address of 

the second virtual machine, and the VTEP information of the second switch to the first switch.  

[0043] According to an eleventh aspect, an embodiment of the present invention proposes a 

switch for implementing communication between virtual machines, including: 

a processor, a memory, and a system bus, where: the processor and the memory are 

0 connected and complete communication with each other by using the system bus; 

the memory is configured to store a computer-executable instruction; and 

the processor is configured to run the computer-executable instruction to execute the 

method according to the seventh aspect or any one of the first to fourth possible implementation 

manners of the seventh aspect.  

5 [0044] According to a twelfth aspect, an embodiment of the present invention proposes a 

software defined network SDN controller for implementing communication between virtual 

machines, including: a processor, a memory, and a system bus, where: the processor and the 

memory are connected and complete communication with each other by using the system bus; 

the memory is configured to store a computer-executable instruction; and 

0 the processor is configured to run the computer-executable instruction to execute the 

method according to the eighth aspect or any one of the first to second possible implementation 

manners of the eighth aspect.  

[0045] In the embodiments of the present invention, a first switch acquires a MAC address of a 

destination virtual machine according to an IP address of the destination virtual machine, and 

25 acquires, according to the MAC address of the destination virtual machine, VTEP information 

corresponding to the MAC address of the destination virtual machine, where the VTEP information 

is an IP address of a second switch; and the first switch sends an IP packet to a second virtual 

machine through a tunnel between the first switch and the second switch. Therefore, an SDN 

controller serves as a proxy, which reduces transmission bandwidth occupied by packet 

30 broadcasting; a packet does not need to pass through a router of a first data center and does not need 

to pass through a router of a second data center either, which alleviates roundabout routing of the 

packet between the two data centers.  
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BRIEF DESCRIPTION OF DRAWINGS 

[00461 To describe the technical solutions in the embodiments of the present invention more 

clearly, the following briefly introduces the accompanying drawings required for describing the 

prior art or the embodiments. Apparently, the accompanying drawings in the following description 

5 show merely some embodiments of the present invention, and a person of ordinary skill in the art 

may still derive other drawings from these accompanying drawings without creative efforts.  

[0047] FIG. 1 a is an architectural diagram of a system for implementing communication 

between virtual machines according to an embodiment of the present invention; 

[0048] FIG. lb is an architectural diagram of a system for implementing communication 

0 between virtual machines according to an embodiment of the present invention; 

[0049] FIG. 2 is a schematic diagram of a configuration method according to an embodiment of 

the present invention; 

[00501 FIG. 3 is a flowchart of a configuration method according to an embodiment of the 

present invention; 

5 [0051] FIG. 4a is a flowchart of adding a VM according to an embodiment of the present 

invention; 

[0052] FIG. 4b is a flowchart of deleting a VM according to an embodiment of the present 

invention; 

[0053] FIG. 5a is a flowchart for implementing communication between VMs according to an 

0 embodiment of the present invention; 

[00541 FIG. 5b is a flowchart for implementing communication between VMs according to an 

embodiment of the present invention; 

[00551 FIG. 6a is a flowchart for implementing communication between VMs according to an 

embodiment of the present invention; 

25 [0056] FIG. 6b is a flowchart for implementing communication between VMs according to an 

embodiment of the present invention; 

[0057] FIG. 7a is a flowchart for implementing communication between VMs according to an 

embodiment of the present invention; 

[0058] FIG. 7b is a flowchart for implementing communication between VMs according to an 

30 embodiment of the present invention; 

[0059] FIG. 8 is a schematic structural diagram of a switch according to an embodiment of the 

present invention; 

[0060] FIG. 9 is a schematic structural diagram of a controller according to an embodiment of 

the present invention; 
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[0061] FIG. 10 is a schematic structural diagram of a switch according to an embodiment of the 

present invention; 

[0062] FIG. 11 is a schematic structural diagram of a controller according to an embodiment of 

the present invention; and 

5 [0063] FIG. 12 is a schematic structural diagram of hardware according to an embodiment of 

the present invention.  

DESCRIPTION OF EMBODIMENTS 

[0064] To make the objectives, technical solutions, and advantages of embodiments of the 

present invention clearer, the following clearly and completely describes the technical solutions of 

0 the embodiments of the present invention with reference to the accompanying drawings in the 

embodiments of the present invention.  

[00651 The embodiments of the present invention propose a method and a system for 

implementing communication between virtual machines, which can reduce transmission bandwidth 

occupied by packet broadcasting, and alleviate roundabout routing of a packet among data centers.  

5 System architecture in embodiments of the present invention 

[0066] The method for implementing communication between virtual machines according to an 

embodiment of the present invention may be implemented in system architectures shown in FIG. 1 a 

and FIG. 1b. FIG. 1 a and FIG. lb are merely exemplary illustration, and do not impose limitation 

on a specific networking manner.  

20 [0067] A virtual extensible local area network (VxLAN, Virtual extensible LAN) implements 

network virtualization by performing encapsulation on a layer 3 network. Specifically, VxLAN 

encapsulation is completed by using a VxLAN tunnel end point (VTEP, VxLAN Tunnel End Point).  

The end point may be provided by a hypervisor switch or a physical access switch. A tunnel (Tunnel) 

is established between VTEPs, and data of a virtual network is transmitted through the tunnel.  

25 [0068] As shown in FIG. la, a system includes a first data center (DCl) and a second data 

center (DC2). DCI includes virtual machines (VM, Virtual Machine) VMl, VM2, VM3, and VM4; 

DC2 includes virtual machines VM5, VM6, and VM7.  

[00691 A network manager (NetworkManager) is deployed in any data center, and can 

implement communication with a software defined network controller (SDN Controller, Software 

30 Defined Network Controller) of each data center. For a function of the network manager, 

specifically refer to descriptions of FIG. 2 and FIG. 3.  
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[0070] One SDN controller may be separately deployed in each data center, and the SDN 

controllers of the data centers communicate with each other, where specifically, SDN controller 

clusters may be interconnected in a Full-Mesh manner, or may be partially connected, and it may 

also be that one SDN controller is deployed in multiple data centers, which is not limited in the 

5 present invention.  

[0071] VM1 located in DC1 belongs to a first subnet (which may also be represented by subnet 

1), and a virtual network identifier (VNI, Virtual Network Identifier) of the subnet uses 11111 as an 

example. An IP address of a gateway of the first subnet in DC1 uses 192.168.1.1 as an example, and 

a Media Access Control (MAC, Media Access Control) address of the gateway of the first subnet in 

0 DC1 is MAC. An IP address of a gateway of the first subnet in DC2 uses 192.168.1.1 as an 

example, and a MAC address of the gateway of the first subnet in DC2 is MAC 1. The IP address of 

the gateway of the first subnet in DCl may be the same as or different from the IP address of the 

gateway of the first subnet in DC2. The MAC address of the gateway of the first subnet in DC1 may 

be the same as or different from the MAC address of the gateway of the first subnet in DC2. In a 

5 case in which an IP address is the same as a MAC address (which may also be referred to as dual 

activation), this solution has a more significant effect.  

[0072] VM1 communicates with a VM outside the first subnet by using a first switch (Switch), 

where the switch herein may be virtual, or may be physical, which is not limited in the present 

invention. An IP address of the first switch uses 10.10.10.2 as an example, and the first switch is 

0 represented by VTEP1 in a tunnel. An IP address of VM1 uses 192.168.1.2 as an example, and a 

MAC address of VM1 is represented by MAC-VM1.  

[0073] VM2, VM3, and VM4 located in DCl and VM7 located in DC2 belong to a same subnet, 

which is referred to as a second subnet (which may also be represented by subnet 2), and a VNI of 

the subnet uses 22222 as an example. An IP address of a gateway of the second subnet in DC 1 uses 

25 192.168.2.1 as an example, and a MAC address of the gateway of the second subnet in DC1 is 

MAC2. An IP address of a gateway of the second subnet in DC2 uses 192.168.2.1 as an example, 

and a MAC address of the gateway of the second subnet in DC2 is MAC2. The IP address of the 

gateway of the second subnet in DC1 may be the same as or different from the IP address of the 

gateway of the second subnet in DC2. The MAC address of the gateway of the second subnet in 

30 DC1 may be the same as or different from the MAC address of the gateway of the second subnet in 

DC2.  

[0074] VM2, VM3, and VM4 communicate with a VM outside the second subnet by using a 

second switch, where the switch herein may be virtual, or may be physical. An IP address of the 

second switch uses 10.10.10.3 as an example, and the second switch is represented by VTEP2 in a 
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tunnel. VM7 communicates with a VM outside the second subnet by using a third switch. An IP 

address of the third switch uses 11.11.11.3 as an example, and the third switch is represented by 

VTEP3 in a tunnel. An IP address of VM2 uses 192.168.2.2 as an example, and a MAC address of 

VM2 is represented by MAC-VM2. An IP address of VM3 uses 192.168.2.3 as an example, and a 

5 MAC address of VM3 is represented by MAC-VM3. An IP address of VM4 uses 192.168.2.4 as an 

example, and a MAC address of VM4 is represented by MAC-VM4. An IP address of VM7 uses 

192.168.2.7 as an example, and a MAC address of VM7 is represented by MAC-VM7.  

[0075] The first switch may be the same as or different from the second switch.  

[0076] VM5 and VM6 located in DC2 belong to a third subnet (which may also be represented 

0 by a subnet 3), and a VNI of the subnet uses 33333 as an example. An IP address of a gateway of 

the third subnet in DC1 uses 192.168.3.1 as an example, and a MAC address of the gateway of the 

third subnet in DC1 is MAC3. An IP address of a gateway of the third subnet in DC2 uses 

192.168.3.1 as an example, and a MAC address of the gateway of the third subnet in DC2 is MAC3.  

The IP address of the gateway of the third subnet in DC 1 may be the same as or different from the 

5 IP address of the gateway of the third subnet in DC2. The MAC address of the gateway of the third 

subnet in DCl may be the same as or different from the MAC address of the gateway of the third 

subnet in DC2.  

[00771 VM5 and VM6 communicate with a VM outside the third subnet by using a fourth 

switch, where the switch herein may be virtual, or may be physical. An IP address of the fourth 

0 switch uses 11.11.11.4 as an example, and the fourth switch is represented by a VTEP4 in a tunnel.  

An IP address of VM5 uses 192.168.3.5 as an example, and a MAC address of VM5 is represented 

by MAC-VM5. An IP address of VM6 uses 192.168.3.6 as an example, and a MAC address of VM6 

is represented by MAC-VM6.  

[0078] The third switch may be the same as or different from the fourth switch.  

25 [0079] One or more routers (router) are deployed in DCl, and a description is provided by using 

an example in which router 1 is deployed. Router 1 is represented by VTEP5 in a tunnel, and an IP 

address of router 1 uses 10.10.10.5 as an example. Similarly, one or more routers are deployed in 

DC2, and a description is provided by using an example in which router 2 is deployed. Router 2 is 

represented by VTEP6 in a tunnel, and an IP address of router 2 uses 11.11.11.6 as an example.  

30 [0080] For a case in which multiple routers are deployed, reference may be made to FIG. lb.  

For example, router 1 and router 3 may form a cluster, thereby eliminating a bottleneck in a single 

router, and implementing elastic scaling among routers. A quantity of deployed routers is not 

limited in the present invention, and certainly, may also be greater than 2. Other information in FIG.  

lb is similar to that in FIG. la, and is not described in detail again.  
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[0081] Refer to FIG. 2 that describes a process in which a network manager configures any 

SDN controller, where the following three commands: AddRouterInfo, AddSwitchInfo, and 

ADDPeerSDNCtrl are included, but do not constitute any limitation.  

[00821 AddRouterInfo is used to configure an IP address of a router and identifier information 

5 of a DC, and a description is provided by using Table 1 as an example.  

Table 1 

Item Type Description 

RouterIPAddress String IP address of a router 

DCName String Identifier of a data center 

[0083] AddSwitchInfo is used to configure VTEP information of a switch and identifier 

information of a DC, and a description is provided by using Table 2 as an example.  

0 Table 2 

Item Type Description 

VTEPIPAddress String IP address of a switch used as IP 
address of a VTEP 

DCName String Identifier of a data center 

[0084] ADDPeerSDNCtrl is used to configure an IP address of a peer SDN controller and an 

identifier of a peer DC, and a description is provided by using Table 3 as an example.  

Table 3 

Item Type Description 

PeerSDNCtrlIPAddress String IP address of a peer SDN controller 

PeerDCName String Identifier of a peer data center 

15 

[0085] Optionally, the SDN controller saves information about the items in Table 1 to Table 3 in 

the form of a flow table.  

[0086] Then, with reference to FIG. 3, a process is described in which a network manager 

configures each subnet by using an SDN controller.  

20 [0087] (Al) The NetworkManager adds an association between a subnet and a router to an SDN 

controller in DCl, where a specific adding command uses AddRouterInterface as an example. An 

example in which subnet 1 is added is used. A VNI of subnet 1 is 11111; an IP address of a gateway 
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of the subnet in DCl is 192.168.1.1/24, where 24 indicates that a subnet mask is 255.255.255.0; a 

MAC address of the gateway of the subnet in DC1 is MAC 1.  

[00881 Optionally, the SDN controller saves added information in the form of a flow table; 

similarly, the SDN controller also saves other added information in the form of a flow table in the 

5 following.  

[0089] (A2) The SDN controller in DC1 adds the association between a subnet and a router to 

router 1 in DC 1, where a specific adding command uses AddRouterGwIP as an example.  

[00901 (A3) In a case in which a VM has been created in subnet 1, the SDN controller adds, to a 

switch of the current data center, VTEP information corresponding to the MAC address of the 

0 gateway, where a specific adding command uses AddGwMacVTEP as an example. Using 

information in FIG. la and FIG. lb as an example, if VM1 in subnet 1 sends a packet, and a MAC 

address of a gateway corresponding to the packet is MAC1, the packet is sent to a router whose 

VTEP is 10.10.10.5, where a processing interface on the router is determined by a VNI. The switch 

of the current data center saves the VTEP information corresponding to the MAC address of the 

5 gateway in the form of a flow table.  

[0091] (B1) The NetworkManager adds an association between a subnet and a router to an SDN 

controller in DC2, where a specific adding command uses AddRouterInterface as an example. An 

example in which subnet 1 is added is used. A VNI of subnet 1 is 11111; an IP address of a gateway 

of the subnet in DC2 is 192.168.1.1/24, where 24 indicates that a subnet mask is 255.255.255.0; a 

0 MAC address of the gateway of the subnet in DC2 is MAC 1.  

[0092] (B2) The SDN controller in DC2 adds the association between a subnet and a router to 

router 2 in DC2, where a specific adding command uses AddRouterGwIP as an example.  

[0093] (B3) In a case in which a VM has been created in subnet 1, the SDN controller adds, to a 

switch of the current data center, VTEP information corresponding to the MAC address of the 

25 gateway, where a specific adding command uses AddGwMacVTEP as an example. Using 

information in FIG. 1a and FIG. lb as an example, if VM1 in subnet 1 sends a packet, and a MAC 

address of a gateway corresponding to the packet is MAC1, the packet is sent to a router whose 

VTEP is 11.11.11.6, where a processing interface on the router is determined by a VNI.  

[0094] A sequence of performing steps (B1), (B2), and (B3), and steps (Al), (A2), and (A3) is 

30 not limited. Similarly, the network manager and the SDN controller may add an association between 

another subnet and a router.  

[0095] During configuration shown in FIG. 3, the IP address of the gateway of subnet 1 in DC1 

and the IP address of the gateway of subnet 1 in DC2 are the same, and the MAC address of the 

gateway of subnet 1 in DC 1 and the MAC address of the gateway of subnet 1 in DC2 are the same, 

19



but VTEP information (namely, IP addresses of the VTEPs of the routers) of the routers is different.  

[00961 A process of creating a VM and implementing information synchronization is described 

below with reference to FIG. 4a, and creation of VM2 is used as an example.  

[0097] (Al) Initiate a command of creating the virtual machine VM2 to a second switch of DCl, 

5 where a specific creation command uses Create VM on switch as an example.  

[00981 (A2) The second switch of DC1 creates VM2, and then notifies an SDN controller of 

DC1 of a virtual port of VM2 and corresponding VTEP information, where a specific notification 

command uses VM vPort VTEP notify as an example. A MAC address of VM2 is MAC-VM2, and 

an IP address of VM2 is 192.168.2.2. VM2 belongs to a second subnet, and a VNI is 22222. The 

0 VTEP information corresponding to VM2 is 10.10.10.3. When the SDN controller of DC1 has 

stored VTEP information of the second switch in which VM2 is located, the second switch only 

needs to notify the SDN controller of DC1 of information about the virtual port of VM2.  

[01001 The SDN controller can obtain a VNI of the port according to the port information.  

[01011 (A3) The SDN controller of DCl notifies an SDN controller of DC2 of the virtual port 

5 of VM2 and the corresponding VTEP information, where a specific notification command uses VM 

vPort VTEP notify as an example. Specifically, the SDN controller of DCl may acquire, by using 

AddSwitchInfo, VTEP information of a vSwitch (i.e., the second switch) in which VM2 is located, 

and then notifies the SDN controller of DC2 of the virtual port of VM2 and the corresponding 

VTEP information.  

0 [0102] (A4.1) The SDN controller of DC1 adds information about VM2 to a router of DCl, 

where a specific adding command uses AddVMMacVTEP as an example, and IP=192.168.2.2, 

MAC=MAC-VM2, VNI=22222, and VTEP=10.10.10.3 of VM2 are included.  

[0103] (A4.2) The SDN controller of DC2 adds the information about VM2 to a router of DC2, 

where a specific adding command uses AddVMMacVTEP as an example, and IP=192.168.2.2, 

25 MAC=MAC-VM2, VNI=22222, and VTEP=10.10.10.3 of VM2 are included.  

[0104] A sequence of performing (A3) and (A4.1) is not limited, and a sequence of performing 

(A4.1) and (A4.2) is not limited either.  

[0105] (A5) The SDN controller of DC1 adds, to a switch of DCl, VTEP information 

corresponding to a MAC address of a gateway, where a specific adding command uses 

30 AddGwMacVTEP as an example. Using VM2 as an example, if VM2 in subnet 2 sends a packet, 

and a MAC address of a gateway corresponding to the packet is MAC2, the packet is sent to a 

router whose VTEP is 10.10.10.5, where VNI=22222 is used to determine a processing interface on 

the router.  

[0106] As shown in (B3) and (A3) in FIG. 3, in a case in which a VM has been created in a 
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subnet, an SDN controller adds, to a switch of a current data center, VTEP information 

corresponding to a MAC address of a gateway; if no VM has been created when a subnet is created 

in FIG. 3, VTEP information corresponding to a MAC address of a gateway may be added to a 

switch of a current data center by using (A5) in FIG. 4a.  

5 [01071 A sequence of performing (A5) and (A3) to (A4.2) is not limited.  

[0108] A process of deleting a VM and implementing information synchronization is described 

below with reference to FIG. 4b, and deletion of VM2 is used as an example.  

[0109] (B1) Initiate a command of deleting the virtual machine VM2 to a second switch of DC1, 

where a specific deletion command uses delete VM on switch as an example.  

0 [01101 (B2) The second switch of DC1 deletes VM2, and then notifies an SDN controller of 

DC1 to delete a virtual port of VM2 and corresponding VTEP information, where a specific 

notification command uses delete VM vPort notify as an example.  

[01111 Corresponding to (A5) in FIG. 4a, VTEP information corresponding to a MAC address 

of a gateway may also be deleted in step (B2).  

5 [01121 (B3) The SDN controller of DCl notifies an SDN controller of DC2 to delete 

information about VM2, where a specific notification command uses delete VM vPort notify as an 

example.  

[0113] (B4.1). The SDN controller of DCl deletes a MAC address and the VTEP information of 

VM2 from a router of DC1, where a specific deletion command uses DeleteRouterMacVTEP as an 

0 example, and IP=192.168.2.2, MAC=MAC-VM2, and VNI=22222 of VM2 are included.  

[0114] Certainly, it may also be that MAC=MAC-VM2 and VNI=22222 are deleted, or it may 

further be that MAC=MAC-VM2, VNI=22222, and VTEP=10.10.10.3 are deleted.  

[0115] (B4.2) The SDN controller of DC2 deletes the MAC address and the VTEP information 

of VM2 from a router of DC2, where a specific deletion command uses DeleteRouterMacVTEP as 

25 an example, and IP=192.168.2.2, MAC=MAC-VM2, and VNI=22222 of VM2 are included.  

[0116] Certainly, similar to (B4. 1), it may also be that MAC=MAC-VM2 and VNI=22222 are 

deleted, or it may further be that MAC=MAC-VM2, VNI=22222, and VTEP=10.10.10.3 are 

deleted.  

[0117] A sequence of performing (B3) and (B4.1) is not limited, and a sequence of performing 

30 (B4.1) and (B4.2) is not limited either.  

[0118] Virtual machine migration may be split into two operations of VM creation and VM 

deletion. For details, reference may be made to processes described in FIG. 4a and FIG. 4b, which 

are not described in detail again.  

[0119] By means of the configuration processes in FIG. 2 to FIG. 4, an SDN controller of DCl 
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obtains information about router 1 in DC1, information about a first switch, information about a 

second switch, an association between each subnet and a router in DCl, and a MAC address and 

VTEP information of each virtual machine in DCl; meanwhile, the SDN controller of DCl also 

obtains information about an SDN controller of DC2, and a MAC address and VTEP information of 

5 a virtual machine controlled by the SDN controller of DC2, which may be MAC addresses and 

VTEP information of some virtual machines controlled by the SDN controller of DC2, or may be 

MAC addresses and VTEP information of all virtual machines controlled by the SDN controller of 

DC2. Similarly, the SDN controller of DC2 obtains information about router 2 in DC2, information 

about a third switch, information about a fourth switch, an association between each subnet and a 

0 router in DC2, and a MAC address and VTEP information of each virtual machine in DC2; 

meanwhile, the SDN controller of DC2 also obtains information about the SDN controller of DCl, 

and a MAC address and VTEP information of a virtual machine controlled by the SDN controller of 

DC 1, which may be MAC addresses and VTEP information of some virtual machines controlled by 

the SDN controller of DCl, or may be MAC addresses and VTEP information of all virtual 

5 machines controlled by the SDN controller of DC 1.  

[0120] In the system architectures shown in FIG. la and FIG. lb, for details about how to 

implement communication between virtual machines, refer to descriptions provided in the following 

embodiments.  

Method for implementing communication between virtual machines 

0 [01211 A method for implementing communication between virtual machines according to an 

embodiment of the present invention is introduced in the following, and the method can be 

implemented in the system architectures of the foregoing embodiments.  

[0122] An embodiment of a method for implementing communication between virtual machines, 

which is shown in FIG. 5a, is used to implement communication between a virtual machine VM4 

25 located in a data center DCl and a virtual machine VM5 located in a data center DC2, where VM4 

is located in a second subnet, and VM5 is located in a third subnet. VM4 communicates with a VM 

outside the second subnet by using a second switch, and VM5 communicates with a VM outside the 

third subnet by using a fourth switch. The method includes the following steps: 

[0123] (1) VM4 needs to communicate with VM5. VM4 discovers, by querying a routing table, 

30 that VM4 and VM5 are located in different subnets. Then VM4 uses a default gateway 192.168.2.1 

of the second subnet as a destination gateway. VM4 sends a broadcast Address Resolution Protocol 

(ARP, Address Resolution Protocol) request to the second switch to acquire a MAC address of the 

destination gateway in a broadcast manner, where the ARP request carries an IP address of the 
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destination gateway.  

[0124] (2) The second switch receives the ARP request, and forwards the ARP request to an 

SDN controller of the first data center.  

[0125] (3) The SDN controller of the first data center receives the ARP request, queries a locally 

5 stored flow table according to the IP address of the destination gateway carried in the ARP request, 

and acquires MAC2 as the MAC address of the destination gateway. The SDN controller sends an 

ARP response to the second switch, where the ARP response carries the MAC address of the 

destination gateway, and the ARP response is equivalent to a reply that is made by a proxy to the 

broadcast ARP request.  

0 [0126] Optionally, the ARP request may further carry port information of the second switch that 

receives the ARP response, the SDN controller queries the flow table according to the port 

information and obtains a VNI corresponding to the port information, and acquiring the MAC 

address of the destination gateway specifically includes: acquiring, by the SDN controller, the MAC 

address of the destination gateway according to the IP address of the destination gateway and the 

5 VNI corresponding to the port information. Specifically, the port information may be information 

about a virtual port, of VM4, on the second switch.  

[0127] Optionally, the ARP request may further carry a VNI of a port of the second switch that 

receives the ARP response, and acquiring the MAC address of the destination gateway specifically 

includes: acquiring, by the SDN controller, the MAC address of the destination gateway according 

0 to the IP address of the destination gateway and the VNI of the port of the second switch.  

[0128] (4) The second switch receives the ARP response, and forwards the ARP response to 

VM4.  

[0129] (5) VM4 sends an IP packet to the second switch, where a destination MAC (DestMAC) 

of the IP packet is MAC2, a destination IP (DestIP) of the IP packet is an IP address of VM5: 

25 192.168.3.5, a source MAC of the IP packet is a MAC of VM4 (which is represented by 

MAC-VM4), and a source IP of the IP packet is an IP address of VM4: 192.168.2.4.  

[0130] By means of the configuration processes in FIG. 3, FIG. 4a, and FIG. 4b, the second 

switch may temporarily store VTEP information corresponding to MAC2. If the second switch 

discovers that the VTEP information corresponding to MAC2 exists, step (8) is directly performed; 

30 if the second switch discovers that no VTEP information corresponding to MAC2 exists, step (6) 

and step (7) are performed.  

[0131] (6) The second switch sends a request to the SDN controller of the current data center to 

request to acquire VTEP information corresponding to the MAC address of the destination gateway.  

[0132] (7) The SDN controller queries the locally stored flow table, acquires the VTEP 
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information corresponding to the MAC address of the destination gateway, and sends, to the second 

switch, the VTEP information corresponding to the MAC address of the destination gateway.  

[0133] When the SDN controller queries the locally stored flow table according to the MAC 

address of the destination gateway and acquires two or more pieces of VTEP information, VTEP 

5 information of a router, which is located in the same data center as the second switch, is used as the 

VTEP information corresponding to the MAC address of the destination gateway.  

[01341 In this embodiment, if two pieces of VTEP information, namely, VTEP5 (whose IP is 

10.10.10.5) and VTEP6 (whose IP is 11.11.11.6), are acquired according to MAC2, VTEP5 located 

in the same data center as the second switch is selected as a VTEP corresponding to the MAC 

0 address of the destination gateway.  

[01351 When two or more pieces of VTEP information corresponding to the MAC address of 

the destination gateway exist in the first data center, as shown in the solution of multiple routers 

shown in FIG. lb, the SDN controller selects a suitable VTEP for VM4 according to at least one of 

the following: load of a router and a scheduling policy, and sends an IP address of the selected 

5 suitable VTEP to the second switch. The load of a router includes but is not limited to traffic of the 

router and CPU load of the router; the scheduling policy includes but is not limited to RondRobin, 

least load first, and maximum load first.  

[0136] (8) The second switch acquires the VTEP information corresponding to the MAC 

address of the destination gateway, performs VxLAN encapsulation on the IP packet received from 

0 VM4, and sends the IP packet to a router corresponding to the VTEP information, where a source IP 

of the IP packet on which the VxLAN encapsulation is performed is an IP address of the second 

switch, namely, 10.10.10.3, a destination IP of the IP packet on which the VxLAN encapsulation is 

performed is the acquired VTEP information (10.10.10.5), and a VNI is 22222.  

[0137] If the second switch discovers, by querying a local flow table, that no VTEP information 

25 corresponding to MAC2 exists, the VTEP information corresponding to the MAC address of the 

destination gateway is acquired by using the foregoing step (6) and step (7), or 

the second switch acquires, by querying a local flow table, the VTEP information 

corresponding to the MAC address of the destination gateway. Specifically, when two or more 

pieces of VTEP information are acquired, VTEP information of a router that is located in the same 

30 data center as the second switch is used as the VTEP information corresponding to the MAC 

address of the destination gateway. When a same data center has multiple routers, selection is 

performed according to load of a router and a scheduling policy, which is similar to that in step (7) 

and is not described in detail again.  

[01381 (9) The router of the first data center changes the VxLAN encapsulation of the received 
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packet, and sends the packet to the fourth switch through a tunnel between the router of the first 

data center and the fourth switch.  

[0139] By means of the configuration processes in FIG. 3, FIG. 4a, and FIG. 4b, the router of 

the first data center temporarily stores a MAC address and VTEP information of a virtual machine 

5 of the second data center; therefore, a VxLAN tunnel can be directly established between the router 

of the first data center and the fourth switch, and through the tunnel between the router of the first 

data center and the fourth switch, the packet whose encapsulation has been changed is directly sent 

to the fourth switch without passing through a router of the second data center.  

[0140] Changing the VxLAN encapsulation is specifically: changing the source IP of the 

0 VxLAN encapsulation in step (8) to 10.10.10.5, changing the destination IP of the VxLAN 

encapsulation in step (8) to an IP address of the fourth switch, namely, 11.11.11.4, and changing the 

VNI of the VxLAN encapsulation in step (8) to 33333; and then changing the destination MAC of 

the IP packet in step (5) to MAC-VM5, and changing the source MAC of the IP packet in step (5) to 

MAC2. By changing the VxLAN encapsulation, the fourth switch receives the encapsulated IP 

5 packet and directly performs processing without triggering a process of broadcasting an ARP 

request any more.  

[0141] (10) The fourth switch sends the IP packet to VM5 after VxLAN decapsulation is 

performed.  

[01421 A process in which VM5 sends an IP packet to VM4 is similar to the foregoing process, 

0 and is not described in detail again.  

[0143] Refer to an embodiment of a method for implementing communication between virtual 

machines that is shown in FIG. 5b, where an application scenario is similar to that in the 

embodiment shown in FIG. 5a. The following describes an interaction process in detail.  

[0144] (1) to (4) are similar to (1) to (4) in the embodiment shown in FIG. 5a, and are not 

25 described in detail again.  

[0145] (5) VM4 sends an IP packet to the second switch, where a destination MAC (DestMAC) 

of the IP packet is MAC2, a destination IP (DestIP) of the IP packet is an IP address of VM5: 

192.168.3.5, a source MAC of the IP packet is a MAC of VM4 (which is represented by 

MAC-VM4), and a source IP of the IP packet is an IP address of VM4: 192.168.2.4.  

30 [0146] (6) The second switch sends a request to the SDN controller of the current data center to 

request to acquire VTEP information corresponding to the MAC address of the destination gateway.  

[0147] (7.1) The SDN controller queries the locally stored flow table and acquires the VTEP 

information corresponding to the MAC address of the destination gateway; the SDN controller 

performs VxLAN encapsulation on the IP packet received from the second switch and sends the IP 
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packet to the second switch, where a source IP of the IP packet on which the VxLAN encapsulation 

is performed is an IP address of the second switch, namely, 10.10.10.3, a destination IP of the IP 

packet on which the VxLAN encapsulation is performed is the acquired VTEP information 

(10.10.10.5), and a VNI is 22222.  

5 [0148] When the SDN controller queries the locally stored flow table according to the MAC 

address of the destination gateway and acquires two or more pieces of VTEP information, VTEP 

information of a router, which is located in the same data center as the second switch, is used as the 

VTEP information corresponding to the MAC address of the destination gateway.  

[0149] In this embodiment, if two pieces of VTEP information, namely, VTEP5 (whose IP is 

0 10.10.10.5) and VTEP6 (whose IP is 11.11.11.6), are acquired according to MAC2, VTEP5 located 

in the same data center as the second switch is selected as a VTEP corresponding to the MAC 

address of the destination gateway.  

[0150] When two or more pieces of VTEP information corresponding to the MAC address of 

the destination gateway exist in the first data center, as shown in the solution of multiple routers 

5 shown in FIG. lb, the SDN controller selects a suitable VTEP for VM4 according to at least one of 

the following: load of a router and a scheduling policy, and sends an IP address of the selected 

suitable VTEP to the second switch. The load of a router includes but is not limited to traffic of the 

router and CPU load of the router; the scheduling policy includes but is not limited to RondRobin, 

least load first, and maximum load first.  

0 [0151] (7.2) In another aspect, the SDN controller sends the VTEP information corresponding 

to the MAC address of the destination gateway to the second switch in the form of a flow table.  

When receiving an IP packet subsequently, the second switch may directly forward, according to 

the VTEP information corresponding to the MAC address of the destination gateway, the 

subsequently received IP packet on which encapsulation is performed to a router corresponding to 

25 the VTEP information, without requesting a flow table from the SDN controller any more.  

[01521 (8) The second switch receives, from the SDN controller, the IP packet on which the 

VxLAN encapsulation is performed, and forwards, according to VTEP information in the IP packet 

on which the VxLAN encapsulation is performed, the IP packet on which the VxLAN encapsulation 

is performed to the router corresponding to the VTEP information.  

30 [0153] It should be noted that a sequence of performing step (7.2) and step (8) is not limited.  

[0154] (9) and (10) are similar to (9) and (10) in the embodiment shown in FIG. 5a, and are not 

described in detail again.  

[0155] By means of any of the foregoing processes, communication across data centers and 

subnets is implemented, and an SDN controller can serve as a proxy to make a reply to a broadcast 
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ARP request sent by a VM, which reduces transmission bandwidth occupied by packet broadcasting.  

In addition, during communication between VMs, instead of passing through both a router of a first 

data center and a router of a second data center, a packet passes only through a router of a first data 

center, which alleviates roundabout routing of the packet between the data centers.  

5 [0156] An embodiment of a method for implementing communication between virtual machines, 

which is shown in FIG. 6a, is used to implement communication between a virtual machine VM3 

located in a data center DC1 and a virtual machine VM7 located in a data center DC2, where both 

VM3 and VM7 are located in a second subnet. VM3 communicates with a VM outside the second 

subnet by using a second switch, and VM7 communicates with a VM outside the second subnet by 

0 using a third switch. The method includes the following steps: 

[0157] (1) VM3 needs to communicate with VM7. VM3 discovers, by querying a routing table, 

that VM3 and VM7 are located in the same subnet. If VM3 does not store a MAC address of VM7, 

VM3 sends a broadcast Address Resolution Protocol (ARP, Address Resolution Protocol) request to 

the second switch to acquire the MAC address of the destination virtual machine in a broadcast 

5 manner, where the ARP request carries an IP address of VM7.  

[01581 (2) The second switch forwards the ARP request to an SDN controller of the first data 

center.  

[0159] (3) The SDN controller of the first data center receives the ARP request, queries a locally 

stored flow table according to the IP address of the destination virtual machine carried in the ARP 

0 request, and acquires MAC-VM7 as the MAC address of the destination virtual machine. The SDN 

controller sends an ARP response to the second switch, where the ARP response carries the MAC 

address of the destination virtual machine, and the ARP response is equivalent to a reply that is 

made by a proxy to the broadcast ARP request.  

[0160] (4) The second switch receives the ARP response, and forwards the ARP response to 

25 VM3.  

[0161] (5) VM3 sends an IP packet to the second switch, where a destination MAC (DestMAC) 

of the IP packet is MAC-VM7, a destination IP (DestIP) of the IP packet is the IP address of VM7: 

192.168.2.7, a source MAC of the IP packet is a MAC of VM3 (which is represented by 

MAC-VM3), and a source IP of the IP packet is an IP address of VM3: 192.168.2.3.  

30 [0162] By means of the configuration processes in FIG. 4a and FIG. 4b, the second switch may 

temporarily store VTEP information corresponding to MAC-VM7. If the second switch discovers 

that the VTEP information corresponding to MAC-VM7 exists, step (8) is directly performed; if the 

second switch discovers that no VTEP information corresponding to MAC-VM7 exists, step (6) and 

step (7) are performed.  
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[01631 (6) The second switch sends a request to the SDN controller of the current data center to 

request to acquire the VTEP information corresponding to the MAC address of the destination 

virtual machine.  

[0164] (7) The SDN controller queries the locally stored flow table, acquires the VTEP 

5 information corresponding to the MAC address of the destination virtual machine, and sends, to the 

second switch, the VTEP information corresponding to the MAC address of the destination virtual 

machine.  

[01651 In this embodiment, an acquired VTEP is VTEP3 and the VTEP information is 

11.11.11.3 according to MAC-VM7.  

0 [0166] (8) The second switch acquires the VTEP information corresponding to the MAC 

address of the destination virtual machine, performs VxLAN encapsulation on the IP packet 

received from VM3, and sends the IP packet to a switch corresponding to the VTEP information, 

where a source IP of the IP packet on which the VxLAN encapsulation is performed is an IP address 

of the second switch, namely, 10.10.10.3, and a destination IP of the IP packet on which the VxLAN 

5 encapsulation is performed is the acquired VTEP information (11.11.11.3).  

[0167] If the second switch discovers, by querying a local flow table, that no VTEP information 

corresponding to MAC-VM7 exists, the VTEP information corresponding to the MAC address of 

the destination virtual machine is acquired by using the foregoing step (6) and step (7), or 

the second switch acquires, by querying a local flow table, the VTEP information 

0 corresponding to the MAC address of the destination virtual machine.  

[0168] By using the configuration methods in FIG. 2, FIG. 3, FIG. 4a, and FIG. 4b, the SDN 

controller of the first data center acquires, from an SDN controller of the second data center, the IP 

address and the MAC address of VM7 and VTEP information of the third switch, and sends the IP 

address and the MAC address of VM7 and the VTEP information of the third switch to the second 

25 switch. In this way, the second switch can send the IP packet to VM7 through a tunnel between the 

second switch and the third switch. That is, the IP packet does not need to pass through a router of 

data center 1(i.e., the first data center) and does not need to pass through a router of data center 2 

(i.e., the second data center) either.  

[0169] (9) The third switch sends the IP packet to VM7 after VxLAN decapsulation is 

30 performed.  

[0170] A process in which VM7 sends an IP packet to VM3 is similar to the foregoing process, 

and is not described in detail again.  

[0171] Refer to an embodiment of a method for implementing communication between virtual 

machines that is shown in FIG. 6b, where an application scenario is similar to that in the 
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embodiment shown in FIG. 6a. The following describes an interaction process in detail.  

[0172] (1) VM3 needs to communicate with VM7. VM3 discovers, by querying a routing table, 

that VM3 and VM7 are located in a same subnet. If VM3 does not store a MAC address of VM7, 

VM3 sends a broadcast Address Resolution Protocol (ARP, Address Resolution Protocol) request to 

5 a second switch to acquire the MAC address of the destination virtual machine in a broadcast 

manner, where the ARP request carries an IP address of VM7.  

[0173] (2) The second switch forwards the ARP request to an SDN controller of a first data 

center.  

[0174] (3) The SDN controller of the first data center receives the ARP request, queries a locally 

0 stored flow table according to the IP address of the destination virtual machine carried in the ARP 

request, and acquires MAC-VM7 as the MAC address of the destination virtual machine. The SDN 

controller sends an ARP response to the second switch, where the ARP response carries the MAC 

address of the destination virtual machine, and the ARP response is equivalent to a reply that is 

made by a proxy to the broadcast ARP request.  

5 [0175] (4) The second switch receives the ARP response, and forwards the ARP response to 

VM3.  

[0176] (5) VM3 sends an IP packet to the second switch, where a destination MAC (DestMAC) 

of the IP packet is MAC-VM7, a destination IP (DestIP) of the IP packet is the IP address of VM7: 

192.168.2.7, a source MAC of the IP packet is a MAC (which is represented by MAC-VM3) of 

0 VM3, and a source IP of the IP packet is an IP address of VM3: 192.168.2.3.  

[0177] (6) The second switch sends a request to the SDN controller of the current data center to 

request to acquire VTEP information corresponding to the MAC address of the destination virtual 

machine.  

[0178] (7.1) The SDN controller queries the locally stored flow table and acquires the VTEP 

25 information corresponding to the MAC address of the destination virtual machine; the SDN 

controller performs VxLAN encapsulation on the IP packet received from the second switch and 

sends the IP packet to the second switch.  

[01791 In this embodiment, an acquired VTEP is VTEP3 and the VTEP information is 

11.11.11.3 according to MAC-VM7. A source IP of the IP packet on which the VxLAN 

30 encapsulation is performed is an IP address of the second switch, namely, 10.10.10.3, a destination 

IP of the IP packet on which the VxLAN encapsulation is performed is the acquired VTEP 

information (11.11.11.3), and a VNI is 22222.  

[0180] (7.2) In another aspect, the SDN controller sends the VTEP information corresponding 

to the MAC address of the destination virtual machine to the second switch in the form of a flow 
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table. When receiving an IP packet subsequently, the second switch may directly forward, according 

to the VTEP information corresponding to the MAC address of the destination virtual machine, the 

subsequently received IP packet on which encapsulation is performed to a router corresponding to 

the VTEP information, without requesting a flow table from the SDN controller any more.  

5 [01811 (8) The second switch receives, from the SDN controller, the IP packet on which the 

VxLAN encapsulation is performed, and forwards, according to VTEP information in the IP packet 

on which the VxLAN encapsulation is performed, the IP packet on which the VxLAN encapsulation 

is performed to the router corresponding to the VTEP information.  

[0182] It should be noted that a sequence of performing step (7.2) and step (8) is not limited.  

0 [01831 By using the configuration methods in FIG. 2, FIG. 3, FIG. 4a, and FIG. 4b, the SDN 

controller of the first data center acquires, from an SDN controller of a second data center, the IP 

address and the MAC address of VM7 and VTEP information of a third switch, and sends the IP 

address and the MAC address of VM7 and the VTEP information of the third switch to the second 

switch. In this way, the second switch can send the IP packet to VM7 through a tunnel between the 

5 second switch and the third switch. That is, the IP packet does not need to pass through a router of 

data center 1 and does not need to pass through a router of data center 2 either.  

[0184] (9) The third switch sends the IP packet to VM7 after VxLAN decapsulation is 

performed.  

[0185] By means of any of the foregoing processes, communication across data centers and 

0 within a same subnet is implemented, and an SDN controller can serve as a proxy to make a reply to 

a broadcast ARP request sent by a VM, which reduces transmission bandwidth occupied by packet 

broadcasting. In addition, during communication between VMs, a packet does not need to pass 

through a router of a first data center and does not need to pass through a router of a second data 

center either, which alleviates roundabout routing of the packet between the two data centers.  

25 [0186] An embodiment of a method for implementing communication between virtual machines, 

which is shown in FIG. 7a, is used to implement communication between a virtual machine VMl 

located in a data center DC 1 and another virtual machine VM2 located in the same data center DC 1, 

where VM1 is located in a first subnet, VM2 is located in a second subnet, and the first subnet and 

the second subnet are different. VM1 communicates with a VM outside the first subnet by using a 

30 first switch, and VM2 communicates with a VM outside the second subnet by using a second switch.  

The method includes the following steps: 

[0187] (1) VMl needs to communicate with VM2. VM1 discovers, by querying a routing table, 

that VM2 and VMl are located in different subnets. Then VM1 uses a default gateway 192.168.1.1 

of the first subnet as a destination gateway. VM1 sends a broadcast Address Resolution Protocol 
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(ARP, Address Resolution Protocol) request to the first switch to acquire a MAC address of the 

destination gateway in a broadcast manner, where the ARP request carries an IP address of the 

destination gateway.  

[01881 (2) The first switch receives the ARP request, and forwards the ARP request to an SDN 

5 controller of the first data center.  

[0189] (3) The SDN controller of the first data center receives the ARP request, queries a locally 

stored flow table according to the IP address of the destination gateway carried in the ARP request, 

and acquires MAC1 as the MAC address of the destination gateway. The SDN controller sends an 

ARP response to the first switch, where the ARP response carries the MAC address of the 

0 destination gateway, and the ARP response is equivalent to a reply that is made by a proxy to the 

broadcast ARP request.  

[0190] Optionally, the ARP request may further carry port information of the first switch that 

receives the ARP response, the SDN controller queries the flow table according to the port 

information and obtains a VNI corresponding to the port information, and acquiring the MAC 

5 address of the destination gateway specifically includes: acquiring, by the SDN controller, the MAC 

address of the destination gateway according to the IP address of the destination gateway and the 

VNI corresponding to the port information. Specifically, the port information may be information 

about a virtual port, of VM 1, on the first switch.  

[0191] Optionally, the ARP request may further carry a VNI of a port of the first switch that 

0 receives the ARP response, and acquiring the MAC address of the destination gateway specifically 

includes: acquiring, by the SDN controller, the MAC address of the destination gateway according 

to the IP address of the destination gateway and the VNI of the port of the first switch.  

[0192] (4) The first switch receives the ARP response, and forwards the ARP response to VM1.  

[0193] (5) VM1 sends an IP packet to the first switch, where a destination MAC (DestMAC) of 

25 the IP packet is MACI, a destination IP (DestIP) of the IP packet is an IP address of VM2: 

192.168.2.2, a source MAC of the IP packet is a MAC of VMl (which is represented by 

MAC-VM1), and a source IP of the IP packet is an IP address of VMl: 192.168.1.2.  

[0194] By means of the configuration processes in FIG. 3, FIG. 4a, and FIG. 4b, the first switch 

may temporarily store VTEP information corresponding to MAC 1. If the first switch discovers that 

30 the VTEP information corresponding to MAC1 exists, step (8) is directly performed; if the first 

switch discovers that no VTEP information corresponding to MAC 1 exists, step (6) and step (7) are 

performed.  

[0195] (6) The first switch sends a request to the SDN controller of the current data center to 

request to acquire VTEP information corresponding to the MAC address of the destination gateway.  
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[0196] (7) The SDN controller queries the locally stored flow table, acquires the VTEP 

information corresponding to the MAC address of the destination gateway, and sends, to the first 

switch, the VTEP information corresponding to the MAC address of the destination gateway 

[0197] When the SDN controller queries the locally stored flow table according to the MAC 

5 address of the destination gateway and acquires two or more pieces of VTEP information, VTEP 

information of a router, which is located in the same data center as the first switch, is used as the 

VTEP information corresponding to the MAC address of the destination gateway.  

[0198] In this embodiment, if two pieces of VTEP information, namely, VTEP5 (whose IP is 

10.10.10.5) and VTEP6 (whose IP is 11.11.11.6), are acquired according to MAC1, VTEP5 located 

0 in the same data center as the first switch is selected as a VTEP corresponding to the MAC address 

of the destination gateway.  

[0199] When two or more pieces of VTEP information corresponding to the MAC address of 

the destination gateway exist in the first data center, as shown in the solution of multiple routers 

shown in FIG. lb, the SDN controller selects a suitable VTEP for VM1 according to at least one of 

5 the following: load of a router and a scheduling policy, and sends an IP address of the selected 

suitable VTEP to the first switch. The load of a router includes but is not limited to traffic of the 

router and CPU load of the router; the scheduling policy includes but is not limited to RondRobin, 

least load first, and maximum load first.  

[02001 (8) The first switch acquires the VTEP information corresponding to the MAC address 

0 of the destination gateway, performs VxLAN encapsulation on the IP packet received from VMl, 

and sends the IP packet to a router corresponding to the VTEP information, where a source IP of the 

IP packet on which the VxLAN encapsulation is performed is an IP address of the first switch, 

namely, 10.10.10.2, a destination IP of the IP packet on which the VxLAN encapsulation is 

performed is the acquired VTEP information (10.10.10.5), and a VNI is 11111.  

25 [0201] If the first switch discovers, by querying a local flow table, that no VTEP information 

corresponding to MAC1 exists, the VTEP information corresponding to the MAC address of the 

destination gateway is acquired by using the foregoing step (6) and step (7), or 

the first switch acquires, by querying a local flow table, the VTEP information 

corresponding to the MAC address of the destination gateway. Specifically, when two or more 

30 pieces of VTEP information are acquired, VTEP information of a router located in the same data 

center as the first switch is used as the VTEP information corresponding to the MAC address of the 

destination gateway When a same data center has multiple routers, selection is performed according 

to load of a router and a scheduling policy, which is similar to that in step (7) and is not described in 

detail again.  
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[0202] (9) The router of the first data center changes the VxLAN encapsulation of the received 

packet, and sends the packet to the second switch through a tunnel between the router of the first 

data center and the second switch.  

[0203] Changing the VxLAN encapsulation is specifically: changing the source IP of the 

5 VxLAN encapsulation in step (8) to 10.10.10.5, changing the destination IP of the VxLAN 

encapsulation in step (8) to an IP address of the second switch, namely, 11.11.11.3, and changing 

the VNI of the VxLAN encapsulation in step (8) to 22222; and then changing the destination MAC 

of the IP packet in step (5) to MAC-VM2, and changing the source MAC of the IP packet in step (5) 

to MAC1. By changing the VxLAN encapsulation, the second switch receives the encapsulated IP 

0 packet and directly performs processing without triggering a process of broadcasting an ARP 

request any more.  

[0204] (10) The second switch sends the IP packet to VM2 after VxLAN decapsulation is 

performed.  

[0205] Refer to an embodiment of a method for implementing communication between virtual 

5 machines that is shown in FIG. 7b, where an application scenario is similar to that in the 

embodiment shown in 7a. The following describes an interaction process in detail.  

[0206] (1) to (4) are similar to (1) to (4) in the embodiment shown in 7a, and are not described 

in detail again.  

[02071 (5) VM1 sends an IP packet to the first switch, where a destination MAC (DestMAC) of 

0 the IP packet is MAC1, a destination IP (DestIP) of the IP packet is an IP address of VM2: 

192.168.2.2, a source MAC of the IP packet is MAC of VMl (which is represented by MAC-VMl), 

and a source IP of the IP packet is an IP address of VMl: 192.168.1.2.  

[0208] (6) The first switch sends a request to the SDN controller of the current data center to 

request to acquire VTEP information corresponding to the MAC address of the destination gateway.  

25 [0209] (7.1) The SDN controller queries the locally stored flow table and acquires the VTEP 

information corresponding to the MAC address of the destination gateway; the SDN controller 

performs VxLAN encapsulation on the IP packet received from the first switch and sends the IP 

packet to the first switch, where a source IP of the IP packet on which the VxLAN encapsulation is 

performed is an IP address of the first switch, namely, 10.10.10.2, a destination IP of the IP packet 

30 on which the VxLAN encapsulation is performed is the acquired VTEP information (10.10.10.5), 

and a VNI is 11111.  

[0210] When the SDN controller queries the locally stored flow table according to the MAC 

address of the destination gateway and acquires two or more pieces of VTEP information, VTEP 

information of a router, which is located in the same data center as the first switch, is used as the 
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VTEP information corresponding to the MAC address of the destination gateway.  

[0211] In this embodiment, if two pieces of VTEP information, namely, VTEP5 (whose IP is 

10.10.10.5) and VTEP6 (whose IP is 11.11.11.6), are acquired according to MAC1, VTEP5 located 

in the same data center as the first switch is selected as a VTEP corresponding to the MAC address 

5 of the destination gateway.  

[0212] When two or more pieces of VTEP information corresponding to the MAC address of 

the destination gateway exist in the first data center, as shown in the solution of multiple routers 

shown in FIG. 1b, the SDN controller selects a suitable VTEP for VM4 according to at least one of 

the following: load of a router and a scheduling policy, and sends an IP address of the selected 

0 suitable VTEP to the first switch. The load of a router includes but is not limited to traffic of the 

router and CPU load of the router; the scheduling policy includes but is not limited to RondRobin, 

least load first, and maximum load first.  

[0213] (7.2) In another aspect, the SDN controller sends the VTEP information corresponding 

to the MAC address of the destination gateway to the first switch in the form of a flow table. When 

5 receiving an IP packet subsequently, the first switch may directly forward, according to the VTEP 

information corresponding to the MAC address of the destination gateway, the subsequently 

received IP packet on which encapsulation is performed to a router corresponding to the VTEP 

information, without requesting a flow table from the SDN controller any more.  

[0214] (8) The first switch receives, from the SDN controller, the IP packet on which the 

0 VxLAN encapsulation is performed, and forwards, according to VTEP information in the IP packet 

on which the VxLAN encapsulation is performed, the IP packet on which the VxLAN encapsulation 

is performed to the router corresponding to the VTEP information.  

[0215] It should be noted that a sequence of performing step (7.2) and step (8) is not limited.  

[0216] (9) and (10) are similar to (9) and (10) in the embodiment shown in 7a, and are not 

25 described in detail again.  

[0217] By means of any of the foregoing processes, communication within a same data center 

and across subnets is implemented, and an SDN controller can serve as a proxy to make a reply to a 

broadcast ARP request sent by a VM, which reduces transmission bandwidth occupied by packet 

broadcasting. In addition, during communication between VMs, unlike the prior art in which a 

30 packet may pass through both a router of data center 1 and a router of data center 2, a packet passes 

only through a router of data center 1, which alleviates roundabout routing of the packet between 

the data centers; for the solution of multiple routers, elastic scaling among routers can also be 

implemented.  

[0218] Passing through a router is not required in communication within a same data center and 
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a same subnet. Using communication between VM2 and VM3 as an example, VM2 sends a packet 

to a second switch, and then the second switch sends the packet to VM3.  

[0219] Applications of the embodiments of the present invention in various scenarios are 

described in the foregoing processes, and certainly these scenarios do not constitute any limitation.  

5 Apparatus in embodiments of the present invention 

[02201 As shown in FIG. 8, an embodiment of the present invention provides a first switch for 

implementing communication between virtual machines, applied to a system including at least a 

first virtual machine and a second virtual machine, where the first virtual machine is located in a 

first subnet of a first data center and communicates with the first switch, the second virtual machine 

0 is located in a second subnet and communicates with a second switch, and the first switch may be 

the same as or may be different from the second switch. The first switch includes: 

a receiving module 801, configured to receive an Address Resolution Protocol ARP 

request from the first virtual machine, where the ARP request carries an IP address of a destination 

gateway; 

5 a sending module 803, configured to forward the ARP request to a software defined 

network SDN controller of the first data center, where 

the receiving module 801 is further configured to receive an ARP response from the 

SDN controller, where the ARP response carries a Media Access Control MAC address of the 

destination gateway; and 

0 an acquiring module 802, configured to acquire, according to the MAC address of the 

destination gateway, virtual extensible local area network tunnel end point VTEP information 

corresponding to the MAC address of the destination gateway, where a router corresponding to the 

VTEP information is located in the first data center, where 

the sending module 803 is further configured to send, according to the VTEP 

25 information, an IP packet to the router corresponding to the VTEP information, so that the router 

corresponding to the VTEP information sends the IP packet to the second virtual machine through a 

tunnel between the router and the second switch.  

[02211 The acquiring module 802 being configured to acquire, according to the MAC address of 

the destination gateway, VTEP information corresponding to the MAC address of the destination 

30 gateway is specifically that: 

the acquiring module 802 is configured to send a request to the SDN controller to 

request to acquire the VTEP information corresponding to the MAC address of the destination 

gateway, and receive the VTEP information that is sent by the SDN controller and is corresponding 
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to the MAC address of the destination gateway; or 

the acquiring module 802 being configured to acquire, according to the MAC address of 

the destination gateway, VTEP information corresponding to the MAC address of the destination 

gateway is specifically that: 

5 the acquiring module 802 is configured to query, according to the MAC address of the 

destination gateway, a flow table stored by the first switch, and acquire the VTEP information 

corresponding to the MAC address of the destination gateway, and when two or more pieces of 

VTEP information are acquired, use VTEP information of the router located in the first data center 

as the VTEP information corresponding to the MAC address of the destination gateway.  

0 [0222] As shown in FIG. 9, an embodiment of the present invention provides a software defined 

network SDN controller for implementing communication between virtual machines, where the 

SDN controller is located in a first data center and applied to a system including at least a first 

virtual machine and a second virtual machine, where the first virtual machine is located in a first 

subnet of the first data center and communicates with a first switch, the second virtual machine is 

5 located in a second subnet and communicates with a second switch, and the first switch may be the 

same as or may be different from the second switch. The SDN controller includes: 

a receiving module 901, configured to receive an Address Resolution Protocol ARP 

request from the first switch, where the ARP request carries an IP address of a destination gateway; 

a processing module 902, configured to acquire a Media Access Control MAC address 

0 of the destination gateway according to the IP address of the destination gateway; and 

a sending module 903, configured to send an ARP response to the first switch, where the 

ARP response carries the MAC address of the destination gateway, so that the first switch acquires, 

according to the MAC address of the destination gateway, virtual extensible local area network 

tunnel end point VTEP information corresponding to the MAC address of the destination gateway, 

25 where a router corresponding to the VTEP information is located in the first data center, so that the 

router corresponding to the VTEP information sends an IP packet to the second virtual machine 

through a tunnel between the router and the second switch.  

[0223] The receiving module 901 is further configured to receive a request sent by the first 

switch to request to acquire the VTEP information corresponding to the MAC address of the 

30 destination gateway.  

[0224] The processing module 902 is further configured to: query, according to the MAC 

address of the destination gateway, a flow table stored by the SDN controller, acquire the VTEP 

information corresponding to the MAC address of the destination gateway, and return the VTEP 

information corresponding to the MAC address of the destination gateway to the first switch; and 
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when querying the flow table stored by the SDN controller and acquiring two or more pieces of 

VTEP information, use VTEP information of the router located in the first data center as the VTEP 

information corresponding to the MAC address of the destination gateway. When the processing 

module 902 queries, according to the MAC address of the destination gateway, the flow table stored 

5 by the SDN controller and acquires two or more pieces of VTEP information of routers located in 

the first data center, the processing module 902 selects the VTEP information corresponding to the 

MAC address of the destination gateway according to at least one of the following: load of a router 

and a scheduling policy.  

[0225] If the second virtual machine is located in a second data center, the processing module 

0 902 is further configured to acquire, from an SDN controller of the second data center, an IP 

address and a MAC address of the second virtual machine, a VNI of the second subnet, and VTEP 

information of the second switch.  

[02261 The switch provided in FIG. 8 and the SDN controller provided in FIG. 9 according to 

the embodiments of the present invention can be used to execute the configuration processes in FIG.  

5 2, FIG. 3, FIG. 4a, and FIG. 4b, and are used to execute the methods shown in FIG. 5a, FIG. 5b, 

FIG. 7a, and FIG. 7b. For specific processes, refer to descriptions of the system embodiments and 

the method embodiments, and details are not described again.  

[02271 The switch provided in FIG. 8 and the SDN controller provided in FIG. 9 according to 

the embodiments of the present invention can implement communication across subnets, and the 

0 SDN controller can serve as a proxy to make a reply to a broadcast ARP request sent by a VM, 

which reduces transmission bandwidth occupied by packet broadcasting. In addition, during 

communication between VMs, instead of passing through both a router of data center 1 and a router 

of data center 2, a packet passes only through a router of data center 1, which alleviates roundabout 

routing of the packet between the data centers.  

25 [0228] As shown in FIG. 10, an embodiment of the present invention provides a first switch for 

implementing communication between virtual machines, applied to a system including at least a 

first virtual machine and a second virtual machine, where the first virtual machine is located in a 

first data center and communicates with the first switch, the second virtual machine is located in a 

second data center and communicates with a second switch, the first virtual machine and the second 

30 virtual machine are located in a same subnet, and the first switch may be the same as or may be 

different from the second switch. The first switch includes: 

a receiving module 1001, configured to receive an Address Resolution Protocol ARP 

request from the first virtual machine, where the ARP request carries an IP address of a destination 

virtual machine; 

37



a processing module 1002, configured to acquire a Media Access Control MAC address 

of the destination virtual machine according to the IP address of the destination virtual machine, and 

acquire, according to the MAC address of the destination virtual machine, virtual extensible local 

area network tunnel end point VTEP information corresponding to the MAC address of the 

5 destination virtual machine, where the VTEP information is an IP address of the second switch; and 

a sending module 1003, configured to send an IP packet to the second virtual machine 

through a tunnel between the first switch and the second switch.  

[0229] The processing module 1002 being configured to acquire a MAC address of the 

destination virtual machine according to the IP address of the destination virtual machine is 

0 specifically: forwarding the ARP request to a software defined network SDN controller of the first 

data center, where the ARP request carries the IP address of the destination virtual machine; and 

receiving an ARP response from the SDN controller, where the ARP response carries the MAC 

address of the destination virtual machine.  

[0230] The processing module 1002 being configured to acquire, according to the MAC address 

5 of the destination virtual machine, VTEP information corresponding to the MAC address of the 

destination virtual machine is specifically that the processing module 1002 is configured to send a 

request to the SDN controller to request to acquire the VTEP information corresponding to the 

MAC address of the destination virtual machine, and receive the VTEP information that is sent by 

the SDN controller and is corresponding to the MAC address of the destination virtual machine; or 

0 the processing module 1002 is configured to query, according to the MAC address of the 

destination virtual machine, a flow table stored by the first switch, and acquire the VTEP 

information corresponding to the MAC address of the destination virtual machine.  

[0231] The processing module 1002 is further configured to acquire, from the SDN controller of 

the first data center, an IP address and a MAC address of the second virtual machine, and VTEP 

25 information of the second switch.  

[0232] As shown in FIG. 11, an embodiment of the present invention provides a software 

defined network SDN controller for implementing communication between virtual machines, where 

the SDN controller is located in a first data center and applied to a system including at least a first 

virtual machine and a second virtual machine, where the first virtual machine is located in the first 

30 data center and communicates with a first switch, the second virtual machine is located in a second 

data center and communicates with a second switch, the first virtual machine and the second virtual 

machine are located in a same subnet, and the first switch may be the same as or may be different 

from the second switch. The SDN controller includes: 

a receiving module 1101, configured to receive an Address Resolution Protocol ARP request 
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from the first switch, where the ARP request carries an IP address of a destination virtual machine; 

an acquiring module 1102, configured to acquire a Media Access Control MAC address of the 

destination virtual machine according to the IP address of the destination virtual machine; and 

a sending module 1103, configured to send an ARP response to the first switch, where the ARP 

5 response carries the MAC address of the destination virtual machine, so that the first switch 

acquires, according to the MAC address of the destination virtual machine, virtual extensible local 

area network tunnel end point VTEP information corresponding to the MAC address of the 

destination virtual machine, where the VTEP information is an IP address of the second switch, so 

that the first switch sends an IP packet to the second virtual machine through a tunnel between the 

0 first switch and the second switch.  

[02331 The receiving module 1101 is further configured to receive a request sent by the first 

switch to request to acquire the VTEP information corresponding to the MAC address of the 

destination virtual machine; and the acquiring module 1102 is further configured to query, 

according to the MAC address of the destination virtual machine, a flow table stored by the SDN 

5 controller, acquire the VTEP information corresponding to the MAC address of the destination 

virtual machine, and return the VTEP information corresponding to the MAC address of the 

destination virtual machine to the first switch.  

[02341 The acquiring module 1102 is further configured to acquire, from an SDN controller of 

the second data center, an IP address and a MAC address of the second virtual machine, and VTEP 

0 information of the second switch; and the sending module 1103 is further configured to send the IP 

address and the MAC address of the second virtual machine, and the VTEP information of the 

second switch to the first switch.  

[0235] The switch provided in FIG. 10 and the SDN controller provided in FIG. 11 according to 

the embodiments of the present invention can be used to execute the configuration processes in FIG.  

25 2, FIG. 3, FIG. 4a, and FIG. 4b, and are used to execute the methods shown in FIG. 6a and FIG. 6b.  

For specific processes, refer to descriptions of the system embodiments and the method 

embodiments, and details are not described again.  

[0236] The switch provided in FIG. 10 and the SDN controller provided in FIG. 11 according to 

the embodiments of the present invention can implement communication across data centers and 

30 within a same subnet, and the SDN controller can serve as a proxy to make a reply to a broadcast 

ARP request sent by a VM, which reduces transmission bandwidth occupied by packet broadcasting.  

In addition, during communication between VMs, a packet does not need to pass through a router of 

data center 1 and does not need to pass through a router of data center 2 either, which alleviates 

roundabout routing of the packet between the two data centers.  
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[02371 Another apparatus 1200 in FIG. 12 is provided for implementing communication 

between virtual machines according to an embodiment of the present invention, including: 

a processor 101, a memory 102, and a system bus (bus for short) 105, where the 

processor 101 and the memory 102 are connected and complete communication with each other by 

5 using the system bus 105.  

[0238] The processor 101 may be a single-core or a multi-core central processing unit, a 

specific integrated circuit, or one or more integrated circuits configured to implement the 

embodiments of the present invention.  

[0239] The memory 102 may be a high-speed RAM memory, or may be a non-volatile memory 

0 (non-volatile memory), for example, at least one hard disk memory.  

[02401 The memory 102 is configured to store a computer-executable instruction 1021, and 

specifically, the computer-executable instruction 1021 may include program code.  

[0241] When a computer runs, the processor 101 runs the computer-executable instruction 1021, 

and any one of the processes in FIG. 2 to FIG. 7b can be executed.  

5 [0242] An embodiment of the present invention further provides a computer program product 

for communication between virtual machines, including a computer-readable storage medium that 

stores program code, where an instruction included in the program code is used to execute any one 

of the processes in FIG. 2 to FIG. 7b.  

[0243] A person of ordinary skill in the art may understand that, each aspect of the present 

0 invention or a possible implementation manner of each aspect may be specifically implemented as a 

system, a method, or a computer program product. Therefore, each aspect of the present invention 

or a possible implementation manner of each aspect may use forms of hardware only embodiments, 

software only embodiments (including firmware, resident software, and the like), or embodiments 

with a combination of software and hardware, which are uniformly referred to as "circuit", 

25 "module", or "system" herein. In addition, each aspect of the present invention or the possible 

implementation manner of each aspect may take a form of a computer program product, where the 

computer program product refers to computer-readable program code stored in a computer-readable 

medium.  

[0244] The computer-readable medium may be a computer-readable signal medium or a 

30 computer-readable storage medium. The computer-readable storage medium includes but is not 

limited to an electronic, magnetic, optical, electromagnetic, infrared, or semi-conductive system, 

device, or apparatus, or any appropriate combination thereof, such as a random access memory 

(RAM), a read-only memory (ROM), an erasable programmable read only memory (EPROM or 

flash memory), an optical fiber, and a compact disc read only memory (CD-ROM).  
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[0245] A processor in a computer reads computer-readable program code stored in a 

computer-readable medium, so that the processor can perform a function and an action specified in 

each step or a combination of steps in a flowchart; an apparatus is generated to implement a 

function and an action specified in each block or a combination of blocks in a block diagram.  

5 [0246] All computer-readable program code may be executed on a user computer, or some may 

be executed on a user computer as a standalone software package, or some may be executed on a 

computer of a user while some is executed on a remote computer, or all the code may be executed 

on a remote computer or a server. It should also be noted that, in some alternative implementation 

solutions, each step in the flowcharts or functions specified in each block in the block diagrams may 

0 not occur in the illustrated order. For example, two consecutive steps or two blocks in the 

illustration, which are dependent on an involved function, may in fact be executed substantially at 

the same time, or these blocks may sometimes be executed in reverse order.  

[0247] A person of ordinary skill in the art may be aware that, in combination with the 

examples described in the embodiments disclosed in this specification, units and algorithm steps 

5 may be implemented by electronic hardware or a combination of computer software and electronic 

hardware. Whether the functions are performed by hardware or software depends on particular 

applications and design constraint conditions of the technical solutions. A person skilled in the art 

may use different methods to implement the described functions for each particular application, but 

it should not be considered that the implementation goes beyond the scope of the present invention.  

0 

41



CLAIMS 

What is claimed is: 

1. A method for implementing communication between virtual machines, applied to a system 

including at least a first virtual machine and a second virtual machine, wherein the first virtual 

5 machine is located in a first subnet of a first data center and communicates with a first switch, and 

the second virtual machine is located in a second subnet and communicates with a second switch, 

including: 

receiving, by the first switch, an Address Resolution Protocol (ARP) request from the first 

virtual machine, wherein the ARP request carries an IP address of a destination gateway; 

0 forwarding, by the first switch, the ARP request to a software defined network (SDN) 

controller of the first data center; 

receiving, by the first switch, an ARP response from the SDN controller, wherein the ARP 

response carries a Media Access Control (MAC) address of the destination gateway; 

acquiring, by the first switch according to the MAC address of the destination gateway, virtual 

5 extensible local area network tunnel end point (VTEP) information corresponding to the MAC 

address of the destination gateway, wherein a router corresponding to the VTEP information is 

located in the first data center; and 

sending, by the first switch according to the VTEP information, an IP packet to the router 

corresponding to the VTEP information, so that the router corresponding to the VTEP information 

0 sends the IP packet to the second virtual machine through a tunnel between the router and the 

second switch.  

2. The method according to claim 1, wherein the step of acquiring includes: 

sending, by the first switch, a request to the SDN controller to request to acquire the VTEP 

information corresponding to the MAC address of the destination gateway; and 

25 receiving the VTEP information that is sent by the SDN controller and is corresponding to the 

MAC address of the destination gateway.  

3. The method according to claim 1, wherein the step of acquiring includes: 

querying, by the first switch, a locally stored flow table according to the MAC address of the 

destination gateway to acquire VTEP information; and 

30 when acquiring two or more pieces of VTEP information, using VTEP information of the 

router located in the first data center as the VTEP information corresponding to the MAC address of 

the destination gateway.  

4. The method according to any one of claims 1 to 3, wherein the sending, by the first switch 
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according to the VTEP information, an IP packet to the router corresponding to the VTEP 

information, so that the router corresponding to the VTEP information sends the IP packet to the 

second virtual machine through a tunnel between the router and the second switch specifically 

includes: 

5 performing, by the first switch, virtual extensible local area network (VxLAN) encapsulation 

on an IP packet received from the first virtual machine, wherein a destination IP address of the 

VxLAN encapsulation is the acquired VTEP information, a virtual network identifier (VNI) is an 

identifier of the first subnet, and a destination MAC address of the VxLAN encapsulation is the 

MAC address of the destination gateway; 

0 changing, by the router corresponding to the VTEP information, the destination IP address to 

an IP address of the second switch, the VNI to an identifier of the second subnet, and the destination 

MAC address to a MAC address of the second virtual machine; and sending, to the second switch, 

the IP packet whose VxLAN encapsulation is changed; and 

after the second switch performs VxLAN decapsulation on the received IP packet whose 

5 VxLAN encapsulation is changed, sending the IP packet to the second virtual machine.  

5. A method for implementing communication between virtual machines, applied to a system 

including at least a first virtual machine and a second virtual machine, wherein the first virtual 

machine is located in a first subnet of a first data center and communicates with a first switch, and 

the second virtual machine is located in a second subnet and communicates with a second switch, 

0 including: 

receiving, by a software defined network (SDN) controller of the first data center, an Address 

Resolution Protocol (ARP) request from the first switch, wherein the ARP request carries an IP 

address of a destination gateway; and 

acquiring, by the SDN controller, a Media Access Control (MAC) address of the destination 

25 gateway according to the IP address of the destination gateway; and sending an ARP response to the 

first switch, wherein the ARP response carries the MAC address of the destination gateway, so that 

the first switch acquires, according to the MAC address of the destination gateway, virtual 

extensible local area network tunnel end point (VTEP) information corresponding to the MAC 

address of the destination gateway, wherein a router corresponding to the VTEP information is 

30 located in the first data center, so that the router corresponding to the VTEP information sends an IP 

packet to the second virtual machine through a tunnel between the router and the second switch.  

6. The method according to claim 5, the method further including: 

receiving, by the SDN controller, a request sent by the first switch to request to acquire the 

VTEP information corresponding to the MAC address of the destination gateway; and 
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querying, by the SDN controller, a locally stored flow table according to the MAC address of 

the destination gateway, acquiring the VTEP information corresponding to the MAC address of the 

destination gateway, and returning the VTEP information corresponding to the MAC address of the 

destination gateway to the first switch.  

5 7. The method according to claim 6, wherein when the SDN controller queries the locally 

stored flow table according to the MAC address of the destination gateway and acquires two or 

more pieces of VTEP information of routers located in the first data center, the SDN controller 

selects the VTEP information corresponding to the MAC address of the destination gateway 

according to at least one of the following: load of a router and a scheduling policy 

0 8. A method for implementing communication between virtual machines, applied to a system 

including at least a first virtual machine and a second virtual machine, wherein the first virtual 

machine is located in a first data center and communicates with a first switch, the second virtual 

machine is located in a second data center and communicates with a second switch, and the first 

virtual machine and the second virtual machine are located in a same subnet, including: 

5 receiving, by the first switch, an Address Resolution Protocol (ARP) request from the first 

virtual machine, wherein the ARP request carries an IP address of a destination virtual machine; 

acquiring, by the first switch, a Media Access Control (MAC) address of the destination virtual 

machine according to the IP address of the destination virtual machine; 

acquiring, according to the MAC address of the destination virtual machine, virtual extensible 

0 local area network tunnel end point (VTEP) information corresponding to the MAC address of the 

destination virtual machine, wherein the VTEP information is an IP address of the second switch; 

and 

sending, by the first switch, an IP packet to the second virtual machine through a tunnel 

between the first switch and the second switch.  

25 9. The method according to claim 8, wherein the acquiring, according to the MAC address of 

the destination virtual machine, VTEP information corresponding to the MAC address of the 

destination virtual machine specifically includes: 

sending, by the first switch, a request to the SDN controller to request to acquire the VTEP 

information corresponding to the MAC address of the destination virtual machine; and 

30 receiving the VTEP information that is sent by the SDN controller and is corresponding to the 

MAC address of the destination virtual machine.  

10. The method according to claim 8, wherein the acquiring, according to the MAC address of 

the destination virtual machine, VTEP information corresponding to the MAC address of the 

destination virtual machine specifically includes: 
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querying, by the first switch, a locally stored flow table according to the MAC address of the 

destination virtual machine, and acquiring the VTEP information corresponding to the MAC 

address of the destination virtual machine.  

11. A method for implementing communication between virtual machines, applied to a system 

5 including at least a first virtual machine and a second virtual machine, wherein the first virtual 

machine is located in a first data center and communicates with a first switch, the second virtual 

machine is located in a second data center and communicates with a second switch, and the first 

virtual machine and the second virtual machine are located in a same subnet, including: 

receiving, by a software defined network (SDN) controller of the first data center, an Address 

0 Resolution Protocol (ARP) request from the first switch, wherein the ARP request carries an IP 

address of a destination virtual machine; and 

acquiring, by the SDN controller, a Media Access Control (MAC) address of the destination 

virtual machine according to the IP address of the destination virtual machine; and sending an ARP 

response to the first switch, wherein the ARP response carries the MAC address of the destination 

5 virtual machine, so that the first switch acquires, according to the MAC address of the destination 

virtual machine, virtual extensible local area network tunnel end point (VTEP) information 

corresponding to the MAC address of the destination virtual machine, wherein the VTEP 

information is an IP address of the second switch, so that the first switch sends an IP packet to the 

second virtual machine through a tunnel between the first switch and the second switch.  

0 12. The method according to claim 11, the method further including: 

receiving, by the SDN controller, a request sent by the first switch to request to acquire the 

VTEP information corresponding to the MAC address of the destination virtual machine; and 

querying, by the SDN controller, a locally stored flow table according to the MAC address of 

the destination virtual machine, acquiring the VTEP information corresponding to the MAC address 

25 of the destination virtual machine, and returning the VTEP information corresponding to the MAC 

address of the destination virtual machine to the first switch.  

13. The method according to claim 11 or 12, the method further including: 

acquiring, by the SDN controller of the first data center from an SDN controller of the second 

data center, an IP address and a MAC address of the second virtual machine, and VTEP information 

30 of the second switch; and sending the IP address and the MAC address of the second virtual 

machine, and the VTEP information of the second switch to the first switch.  

14. A switch for implementing communication between virtual machines, including: 

a processor, a memory, and a system bus, wherein: the processor and the memory are 

connected and complete communication with each other by using the system bus; 
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the memory is configured to store a computer-executable instruction; and 

the processor is configured to run the computer-executable instruction to execute the method 

according to any one of claims 1 to 4.  

15. A switch for implementing communication between virtual machines, including: 

5 a processor, a memory, and a system bus, wherein: the processor and the memory are 

connected and complete communication with each other by using the system bus; 

the memory is configured to store a computer-executable instruction; and 

the processor is configured to run the computer-executable instruction to execute the method 

according to any one of claims 8 to 10.  

0 
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