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METHOD AND APPARATUS FOR FAULT TOLERANT DATA
STORAGE ON PHOTOGRAPHS

FIELD QF THE INVENTION

The present anvention relates {o a dats processing method and apperatus and, in
particular, discloses a data encoding method and apparatus for stoding data in a fault tolerant
farm on photographs using an infra-red ink wherein the data is original image data taken from

acamera system.

CQ-PENDING APPLICATIONS
Various methods, systems and apparatus relaling to the present invention are disclosed
in the following co-pending applications tiled by the applicant or assignes of the present

tvention simultaneously with the present application:

Internationwl Patenl Application |
{which wouid e filed in at « later date, when the number is i Daocket No.
reeeived)

PCT/ATION : ARTSL

PCIYALG ARTE2 i

PCT/AAUD__ ARTE3 |

PCT/AUON_ : ARTS4 ‘

PCT/IATION ARTSES \
|

The disclosures of these co-pending applications are incorporated herein by reference.

Various methods, systems and apparatus relating (o the present invention are disclused
in the following ce-pending application filed by the applicant or assignee of the preseni
invention on July 10, 1998:

USEN 09/113,070

USSN 02112785
The disclosures of this co-pending application are incorporated hercin by roference.

Various methads, systemns and appatatus relating to the present inveotion are disclosed
m the following co-pending applications filed by the applicant or assignee of the present

invention on June 30, 2001);

JP 2004-511368 A 2004.4.15
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2.

PCT/AUGKO0743,  PCT/AUODA074,  PCT/AUGBA074S,  PCT/ATIONAN07AG,
PCT/AU00/00747 and PCTVALGOAXYTAR

‘The disclusures of these co-pending applications is incorporated berein by relerence.

BACKGROUND OF THE INVENTION
As the applicant has previously noted in pending applications TUSSN 0%/1 13,07 and
USSKN 0112785 thete is a general needt for a print media scanning sysiemn that allows for
high volumes of computer data o be stored on a simple print medis, such as 2 card while
simultanecusly tolerating a high degree of comuption when read by a scanning device. For
exumple, the form of distribution can suffer a number of dela coruplion emers when the
surface is scanned by a scanning device. The emors can include:
L Dead pixel errors which are 2 result of reading the surface of 1he cird with a linear
CCD having a faulty pizel reader for a line thereby producing the same value for gl

points an the line,

1

Freferably, the system adepted can tolerte errors wherein lexk is written by the owner
ol the card on the surfuce. Such cirors are ideally tolerated by any scanning system
scanning the card.

3. Various data crrors on the surface of the vard may arise and any scutfs or blotches
should be wlerated by any system determining the information stored on ihe surfuace of
the card.

4. A certain degree of “play” exists in the ingerlion of the card inio a card reader. This
play can comprise & degres of rotation of the card wher vead by 2 cand reader.

3 Further. the card reader is assumed (o be driven past a linear image sensor such as a
CCD by meuns of an electric motor. The clectric moter may experience a degres of
fluctuation: which will result mn Noclualions in the rate of transmission of the data
across the surface of the CCD. These molor fuctuation crrors should alzo be tolerated
by the dala encoding method on the swiace of the card.

6. The scanner of the surface of the card may experience varions device fluctuations such

that the intensity of individual pixels may vary. Reader intensity variations should also

be accounted for in any system or method implemented in the data contained on Lhe
surface of the card.

[deally, any svanning system should be able to maintain its accuracy in the presence of

erroms dug to the above factors,

JP 2004-511368 A 2004.4.15
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In applications USSN 0%/113,070 and USSN 0%/112,785, the applicant disclosed a
method and apparstus for printing data in an encoded faull tolerant farm an the back of o
photopraph preferably using black ink on a white background. The data represented he
photograph in a digital image fite formal and/or data comprising 2 computer program seript
which could be run to recreate the imape or 1o apply some effect to the image. A
programming lsnguage called a VARK. script wis invenled tor this purpose which was

desigiied to be portable and device ndependent.

SUMMARY OF THE INVENTICN
The present invention seeks to provide an altermative to that method of encoding and

recording data by printing the digital data comesponding to the image in un encoded fault
talerumt digital form aver or with the tmage itself using infrared ink, the image and the data
being recarded on a print media using an ink jet printing system as disclosed by the applicant.
It is an object of the present invention to provide for a method of printing digital data
on a photograph including the steps of:
&} receiving image data corresponding to an image;
b} converting said image dala inlo an encoded fault tolerant digital form.:
¢} prnting out said Tault tolecant digital form of suid image dula oo a surface of & print
media using an iuk jet printing process with an fnvisthle ink while simultancously
printing out said image dala as a photographic image in « visual, human readable fonn
on the same surface of said print media,
Preferably, said encoding step includes compressing said image dats and processing it
using a Recd-Solomon algerithm.
The invisiblz ink may be an infra-red absorbing ink with negligible absorption in the
visible specirum.
Tt is a further object of the invention to provide apparstus for printing in infra-red ink
encoded faslt tolerant digital data on a photograpbic, said apparates including:

i

=

a1 carnera system for imaging an image and for cutpulling said image in a digital
Format;
b

=

means for processing said digital format of said image joto a faull tolerant enceded
digital form;

C

b

means for primting suid 1mage and said Taulr tolernnt encoded i gital form using an ink

Jet printing process said lault (oleran? encoded digital form being prinied using an

JP 2004-511368 A 2004.4.15
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infra-red ink.

Preferably, the mesms for printing eraploys a pagewidth printhead using an ink jet
stucture, {or example, as disclosed in applicant’s PCT/ALIOO0D743, PCT/AL00/00744,
PCLIAUD0MNTAS, PCTIAUD0A0T4G, PCT.’AUEK)JOC!?‘L?? and PCT/AUGOAXFFAR with a prnt
wll feeding print modia thercthrough, for example as disclosed in applicant’s Artcam
applications. USSN D971 13,070 and TISSN 09/112,785.

Avcording to a preferred form of the invention the mformation {s printed out ©o
phatograph which may be a standard sive of approsimately 1022152mm (47X 6") compared to
the prior il datz enceded card which has a format of 85mm x 33mm {approzimately the size
of 1 credit card). The increased size of the recording media allows appraximately three to four
timos as much data o be recorded on the phatograph compared to the previons format while

using 2 similar or identical data enceding technique.

BRIEF DESCRIPTION OF THE DRAWINGS
Notwithstanding any other forms, which may fall within the scope of the present

invention, preferred forms of the invention will now be described, by way of example only,
with reference to the accompanying drawings in whteh:

Pig. | illustraces the data surfuce of & card or pholograph;

Fig. 2 illustrates schematically the layout of a single data blocks

Fig. 3 illustrates a single data block;

Fig. 4 and Fig. 3 illustrale magnified views of portions ef the data block of Fig. 3:

Fig. G illustrates a single targel skruciurc;

Fig. 7 illustrates the target shructure of 2 data block;

Fig. & illustrates the positional relationship of targels relative to border clocking
regions of a data region:

Fig. ¢ illustrates the orientalion columns of s datablock;

Fig. 10 illustratos the array of dots of a datablock;

Fig. 11 illustrates schematically the stuctare of dato for Reed-Solomon encoding;

Fiz. 12 tllustrtes in hexadecimal volation the structure of control binck data before
Reed-Solomon encoding;

Fig.13 tllustrates the Reed-Sclomon encoding process; and

Fry. 14 illostrates the layout of encaded dala within a dalabloek.

2004-511368 A 2004.4.15
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DESCRIPTION OF THE PREFERRED EMBODIMENT

The present invention includes, preferably, an ink jot printing system having at least
four tnk jet print nozzles per printed dot in a pagewidth printhead. The four inks would be
cyan, mugenly, and yellow for pooting a colur image and sn infra~-ted {IR) ink for printing data
in an sneoded Frult lolerant form along with the color image. One such iok jet prinihead
which can print using four inks is discfosed jn the spplicant’s co-pending wpplicalivns
PUT/AUON00743, PCT/AUB0/00744, PCT/AUNNNN7AS, FCT/AUNMNOT46,
PCT/AUNONTAT and PCT/AUOHOOT4E

Infrared inks suitable for use with the corrent invention are disclosed in the applicant’s
co-pending applications, Australian provisional putent applications PY412 and PQ9376 hoth
filed on Angust 14, 20060 and apphcant’s applications PQ9509 filed on August 18, 2600, and
PO571, and PQO56] filed on August 21, 2000,

According to the invention un image is luken by a digital camera area image sensor and
the scanned image is vead oot as data. That data is processed by a processing unit anid
converled thereby inlo an encoded form using a fault tolerunt encoding method such as using a
Reed-Solomon formal. The converted data so encoded is then supplied 1o a printer means
which prints out the encoded data using an ink jel printing process. Appardus for pecforming
these functions and techmiques that can be vsed to encode the image data are disclosed in the
applicant’s co-pending application USSN 0/113,070 and USSN 09/112,785, while printer
means  are  disclosed in PCT/AUOOO0743, PCT/ALO0/00744, PCT/AUDNONTAS,
PCLAUNNOOT46, PCT/ALUDGO074T und PCI/ATOOMOME, the descriptions of which are
incorporated herain hy referunce. These tochnigues were described as Artcand, altermnative
Aricard or Dutcurd formats. In these applications, the data was printed using a black ink on 5
white background on the back of a card of stze §3mmx3Smm in an uctive data area of
80mumx30mm. In this way 967Kbytes of data was fault tolerantly eocoded as .89 Mbytes of
data using 15,870,000 printed dots.

Encoxled data Farmat

While other cacoded data formats are possible, there wil) now be described one such
cncaded data format with a number of preferable features

The Encoded dula can be used 1o recover the image over which it is weiilen or o
provide a digital fonnal thereof for manipulation in applications, for example transpission

uver a digital iwlecommunication network orimage processing in a computer.

JP 2004-511368 A 2004.4.15
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Gocoded dala technology can alse be independent of the printing resolution.  The
notion of storing data as dots on print media simply means that if it is possible to put mors dots
in the same space (by increasing resolution), then those dots ean represent more data, The
preferred embodiment assumes utilization of 1600 <dpi printing an a 102 mm x 152 mim 47 %
6") size photograph as the sample pholograph, but it is simple o detenmine alternative
eguivalent layouls and dula sizes for ather photograph sizes andfor other print resalutions. For
cxanple, in the applicart’s tnk jot printing camera system a panoramic prnt can also be
preduced which is twice the length of the standard size photograph allowing twice the data to
be tecorded enhancing redundancy of the image data. Regardless of the print tesolution, the
reading technique remains the sume. After all decoding and other overhead has been tuken tnto
account, the encaded data lormat is cepabic of storing 3 te 4 Megabyle of data for o 47x 6™
print size at print resolutions up to L60D dpi.  More sncoded data can be stored st print
resolutions greater than 1600 dpi.

Formen of gncoded data

The structure of data on the photograph is therefore spesifically designed to aid the
recovery of data, This sestion deseribes the format of the data on a phetograph. This formuat
was previously describad as the “alternative Artcard™ format in applicant’s applications USSN
89/1£3,070 and USSN 0%/112,785.

Dots

The dols printed o the photograph ae in infra-red ink with or aver a calor image.
Consequently a “data dot™ is physically different from a “non-data dot™. When (he photograph
is illuminated by an infra-ed source having complementary spectral properties (o the
atmsorption characteristics of ihe IR ink the data appears as & monochrome display of “black™
on “white” dots. The black dats comespond to dots were the IR ink is and has absorbed the TR
illumination and “while” dots conrespond to areas of the colar image aver which no TR ink has
been printed and reflecting the R illumination substantially unattenuated or only partially
attenuated. Hereinafrer the lerms black and white as just defined will be used when referming
to the IR ink dels recording data.

In deseribing this embodiment, the term dot refers (o a physical printed dot {of IR ink)
an a photograph. When an encoded dala reader scans encoded data, the dots must be sampled
at at [east double the prinled resolulion to satisty Nyaquist’s Theorem. The term pixel refers to a
sumple value from an encoded data veader device. For example, when 1600 dpi dots are

suanned at 4800 dpi there are 3 pixels in sach dhmensen of @ dot, or @ pixels per dot. The

JP 2004-511368 A 2004.4.15
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sampling pracess will be lurther explained hereinaficr,

Lumning to Fig. 1, ihere 1s shown the data surface 101 iliusiraling & sample of encoded
data. Each photograph baving encoded data consists of an “uctive” region 102 surnounded by
a border mgion 103, The border 103 contains ni dati information, but can be used by an
encoded date veader to caltbrate sigimal levels. The active region is an aryay of data blocks e.g.
104, with each data Block separated from the next by a gap of 8 image dols e 106
Depending on the prnt tesolvtion, the number of data blacks on a phatograph will vary, On a
1600 dpt printed photograph of 47 % 67, the array can be 15 x 14 data blecks in an area of
gpproXimately 97mm. x 147mm. for 2.5mm margins. Each data block 104 has ditnensions of
627 » 394 dots with an inter-block gap 106 of 3 image dots.

Data blocks

Tuming now o Fig. 2, there is shown g single data block 107, The active region of
encoded datz consists of an array of identically structured data blocks LO7. Each of the data
blocks hias the fallowing structure: 2 dela region 108 swrounded by clock-marks 109, borders
110, und targets 111, The dufa region holds the encoded data proper, while the cleck-marks,
borders and targels are present specifically te help locate the data region and ensure accurate
recovery of data from within the region.

Each dale hlook 107 has dimensions of 627 » 394 dots. Of this, the ceniral area of 595
x 384 dots is the data region 108. The sumounding dots are used te hold the clock-marks,
horders, and targeis.

Borders and Clockmarks

Fig. 3 illusirates a duta block with Fig. 4 and Fig. 5 illvstrating magnified edge portions
thereof. As iMustrated in Fig. 4 and Fig. 3, there are twe 3 dot high border and clockmark
regions 170, 177 in each data block: one above and onc below the data region. Vor example,
the lop § dat high region consists of an outer biack dot border line 112 (which stretches the
length of the data bluck), a white dot sepacator line 143 {to ensurc the horder line 1
independent), and a3 dot high set of clock marks 114, The clock marks alternate between a
white and black row, starting with a black clock mark at the Sth column from either end of the
dala block, There is no separation between clockmark dots and dots in the data region.

The clock marks are symmetric in that if the encoded data is inserted rotated 180
deprees, the same relative horder/cloclimark regions will he encountered, The border 112, 113

is intended for use by an encoded data reader to keep verticul tracking as data ts read from the

JP 2004-511368 A 2004.4.15
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data region. The closkmarks 114 arc intended to kewp hovizontal tracking as data is read from
the data region. The scparation botween the border and clockmarks by a white line of dots is
desirable as a result of hluwing accurring during reading. The barder thus becnimes « hlack line
with white on ¢ither side, making for a good frequency response on reading, The clockmarks
alternating between while and black have a gimilur resull, except in the horizental rather than
the veitical dimension. Any encoded dats render must locate the clockmarks and border iF it
intends 1o use them for tracking. The nexl ssction deals with tacgels, which are designed ko
paint the way to the clockmarks, border and data.

Targels i Lhe Tacget region

As shown in Fig. 7, there are two 13-dot wide target regions 116, 117 in cach data
block: one to Lhe left and one to the rght of the duta region. The target regions are separited
from lhe data rcgion by & single column of dols used for orientation. ‘The purpose of the
Target Regions 116, 117 is {o point the way to the clockmarks, border and data regions. Each
Target Region contains & targels e.g. 118 thal are designed to be casy to find by an encoded
daty reader. Tuming now to Fig. 6 there is shown the structure of a single Luget 120, Each
target 12005 4 15 x 15 dot black square with a center structure 121 and a mun-length encoded
target mumber 122, The center stiucture 121 5 a simple white cross, and the largel number
componont 122 is simply twe calumns of white dots, cach being 2 dots Jong for cach part of
the target number. ‘Thus targer number 175 target id 122 is 2 dols Jong, taiget number 2's
target id 122 s 4 dots wide ec.

As shown in Fig. 7, the targets are arcanged so that they are rotation invariant with
tegards to rand insertion. This means that the loft targets and tight targets are e same, sacept
rolated 180 degrees. [n the left Target Region |16, the targets are arranged such that tacgets 1
1o & are located top to buttom respectively. In the right Target Region, the targets are arranged
so that largel numbers | to 6 are located botlom to top. The target number id i ¢lways in the
hall closest 1o the data vegion, Vhe magnified view portiang of Fig, 7 reveals clearly the how
the right targets are simply the same as the Jeft targets, except rotuted (50 degrees.

As shown in Fig. 8, the targets 124, 1235 are specifically placed within the Target
Hegion with centers 53 dots apart. In addition, there is a distance of 55 dots from the center of
target 1 (124) to the Grst clockmark dot [26 in the upper clockmark region, and & distance of
35 dots from the centor of the target i the fist clockmark dot in the lower clockmark region
(not shown). The (irst black clockmark in both regions begias directly in line wirh the targel

cenler {the Bth dot pesition is the center of the 13 dot-wide target).

JP 2004-511368 A 2004.4.15
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The simplified schematic illustrations of Fig. & illustrates the distances hetween targel
ceners us well as the dislance from Target 1 (124 to the first dot of the first black clockanark
{126} in the upper borlercleckmark region. Simee thers ds a distance of 53 dots 1o the
clockmarks [rom hoth the upper and lower targets, and both sides of the encoded data arc
symunetrics] (rotated through 180 degrees), tbe card can he read lefi-to-right or right-to-left,
Ragardless of resting direction, the orientation does nced to be detenmined o ordet to extract
the duti from the data egion.

QOrientation colurmns

As illustrated in Fig. 9, therz are two | dot wide Orientation Columns 127, 128 in each
dala block: one directly fo the left and one direcily to the nght of the data region. The
Qrientation Columns are present (o give orientation information to an encoded data reader: On
the: left side of the duta region (1o the right of the Left Targeis) 15 a single colurom of white dots
J27. On the vight side of the duta region (to the J2ft of the Right Targets) is « single column of
black dots 128, Since the targels are cotation invariant, these two columns of dots ullow an
encoded data teader 1o deternune the erientation of the photograph — has the photograph been
inserted the right way, or back to front.

From (he enceded data reader's point of vicw, assuming o degradation to the dots,
there ate two possihilities:

» Ifthe column of dots to the left of the data region is white, and the colomn to the fght
of the data region is black, then the reader will know that the pholograph has been
insertcd the sume way as it was wrilten.

»  If the columy of dots to the lett of the data region is black, and the column to the tight
of the data region is white, then the reader will know that the photograph has been
tnseried backwands, and the data region is uppropriately rotated. The reader must take
approprate action to correctly recover the informalion from the photegraph.

Dain Region

As shown in Fig. {0, the data region of a duta hlock consists of 595 columns of 384
dats sach, for a total of 228,480 dots. These dols must be interpreied and deeoded to yieid the
original data. Bach dot represents a single bit, so the 228480 dots represent 228.480 bits, or

28,5600 bytes. Lhe interpretation ot cach dot can be as follows:

Black 1
White o)

JP 2004-511368 A 2004.4.15
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The actual interpretation of the bils derived from the dots, hewever, requites
understanding of the mapping from the original data ty the dots in (he duta yepivos of the
phatagraph.

Mupping oniginat data to data region dots

There will now be described the process of taking an original data file of maximum
size 2,980,200 bytes and nrapping i to the dots in the data regions of the 210 data blocks on a
1600 dpi photopraph. An encoded data reacler would reverse the process in order to extract the
original dafa from the dois on & photograph. A first glanca it seems trivial to map data onto
dots: binary data is comprised of s and Os, so it would be possible to simply write black and
white dots ento the card, This scheme however, does not allow for the fact that ink can fade,
patts of a card may be damaged wilh dirt, grime, or even scratches. Without error-detestion
eneoding, there 18 no way o detect if the data retneved from the card 15 correct. And withoul
redundancy enciding, there is no wiy 0 correct the detacted errors. The aim of the mapping
process then, is to make the data recovery highly robust, and also give the encoded dala reader
the ability to know it read the data cormectly.

There are four basic steps involved in mapping an original data file to data region dots:

. Compress the origingl datz
. Redundancy encode the compressed data
- Shuffle the encoded data in a deterministic way Lo redues the effect of locatized

cneded data damage
- Write out the shuffled, encoded data as dots to the data blocks on the
phatograph.
Lach of these steps is examined in detail in the following sections.
Campress the Original Dita
The data to he reeorded on the phatograph may comgprise several blucks, e.g.
i} colorimage data
2} audio annatation data
3
4
5
6
7

image processing cantrol script

=

position data {such as from a GRS recciver)

time anct dote

2

camera orientation

e

tracking data - such as ink catridge informabtien, software versions, camcra

identiticalion, and so forth,

JP 2004-511368 A 2004.4.15
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For a high guality image, the sourss image data may be 2000 x 3000 pixels, with 3
byles per pixel. This results in 18 Mibytes of data, which is more than can be stored in infra-
red deix on the pholo. The image data cin be compressed by a lactor of arourd 10:1 with
generally pegligible reduction i image quality using an image corapression technigque.
Suitable image compression techniques include JPEG compression based on discrele cosing
transforms and Ihutfinan coding, wiavelet compression as vsed in the TPREG2006 standard oe
fractal compression,

With 1):] compression, the 18 Mbytes of 4 high quality image results in 1.8 Mbytes of
compressed data.

The audio annotation dala can also be compressed usmg, for example, MP3
COMpression.

The image processing control serp will typically not consume more than 10 Kbyles of
data, with the exception of imuges embedded in the script. These ymages should generally be
compressed. A suitable image processing seript language designed for photograph processing
is the *Vark’ language developed by the prescnt appiicant and disclosed in USSIN 09113070,
The remaining data is small, #nd need not be compressed.

Redundancy engode using Reed-Solomon erjeoding

The mapping of dara to encoded data dots relies heavily on the method of redundancy
encoding employed, Reed-Solomon encoding is prelerably choscn for its ability 1o deal with
bust emoes and effectively detect and correct errors using 2 mininwm of redundancy. Reed
Solomor encoding is adequately discussed in the standard texts such as Wicker, §., and
Bhargava, V., 1994, Reed-Solomen Codes and their Applications. TEEE Press, Rorabangh, C,
1996: Error Coding Cookbook, MeGraw-Hill. Lyppens, H.. 1997; Reed-Saolomon Enor
Correction. Dr. Dobb’s fournal, Tanuary 1957 (Volume 22, Tssue 1).

A variety of different pasameters for Reed-Solomon encoding can be used, including
different symbol sizes and different levels of redundancy. Preferably, the foliowing encoding
parameters are used:

* m=8

* t=64

Havinz m=8 means that the symhaol size is § bils {) byle}. Ir also means that each
Reed-Solamon encoded hlock size n s 253 byies {28 1 symhols). In aider to allow corraction
af up W t symbols, 2t symbals in the final block size must be taken up with redundency

symbols. Ehving (=64 means that 64 bytes (symbols) can be comecled per block if they are in

JP 2004-511368 A 2004.4.15
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errer. Luch 255 byte block therefore has 128 (2 % 64) redundancy bytes, and the remaining
127 bytes (k=127 ave used to hold original data. Thus:

* n=235

* k=127
The practical result is that 127 bytes oF original daia ae encoded to beeome a 235-hyte block
of Reed-Solomon encoded data. The encoded 255-byte blocks are storedt on the photagraph
and later decoded back to the original 127 bytes acain by the cncoded data reader. The 384
dots in a single column of a data biock’s dala region can hold 48 tiytes (384/8). 593 of these
columns cun hold 28,360 bytes. This amounts to [12 Recd-Soloman blocks fcach black
having 255 bytes). The 210 data blecks of a complete photograph can hold a total of 23,520
Recd-Solomon hleceks (35997 600 bytes, st 255 bytes per Reud-Solomen block). Two of the
Reed-Soloman blocks are reserved for control information, but the remaining blocks are used
10 store daia. Since each Read-Sotomoen block holids 127 bytes of actoal data, the total amoynt
of data that can be stored on an phatograph is 2,986,786 bytes (23,518 x 127). It the original
Jala 1s Jess than this amount, the data can be encoded to fit an exact number of Recd-Solomon
blacks, wnd then the encoded Bocks can be rephicated until all 23,518 blocks arc used. Fig. 11
illustrates the overall form of encading ulilized.

Each of the 2 Controt blscks 132, 133 contain the same encoded tnformation required
for decoeling the remaining 23,518 Reed-Solomon blocks:

The number of Reed-Solamon Bocks in a full message (16 bils stored lofhi), and

The number of dala bytes in the last Recd-Solomon Block of the message (8 bits).

These two numbers are repeated 32 times (consuming. 96 byles) witl the remidning 31

byles reserved and set to 0. Bach contiol bluck is then Reed-Solomen encoded, trning

the 127 bytss of conirol information into 235 bytes of Reed-Solomon encoded data.

The Control Block is stored twice to give greater chance of it surviving., n addition,
the repetition of the data within the Control Black has particwdar significance when using
Reed-Solomon encoding. Tn an vneormmpted Reed-Solomon encoded block., the first 127 byles
of data arc exactly the original data, and can be looked af in un atlempt to recyver the original
message if the Control Block Fails decoding {mare than 64 symbals are comupted). Thus, if a
Control Blosk fails decoding, it is possible to examine sets of 3 byles in an effort 10 determine
the mast fikely values for the 2 decoding parameters, It is not guwranived o be recoverable,
but it has a hetter chance throuah reduadancy. Say the last 159 lytes of the Contral Block are

destroyed, and the Tirst 96 byies wre perfeatly ok. Looking at the first 90 bytes will show a

JP 2004-511368 A 2004.4.15
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repeating set of numbers. These nimbers can be senstbly used 10 decode the remaindar of the
message in the remaining 23,518 Recd-Soloron hlocks

A hex representation of the 127 bytes in cach Control Block data hefore being Reed-
Solomon encoded would be as fliestrated in Pig. 12,

Scramble the Epcoded Datg

Assuming all the encoded blocks have been stered contiguously i memaory, a
maximum 3997600 bytes of data can be stored on the photograph (2 Conirol Blocks and
23,518 information blocks, totaling 23,520 Reed-Solomon encoded blocks). Preferably, the
data is not directiy stored onto the photograph at this stage owever, ar all 255 bytes of one
Reed-Solomon block will be physically together on the card.  Any dirt, grime, or stain that
causes physical damage to the card has the potential of damaging more than 64 byies in a
single Reed-Solomon block, which would make that block unrecoverable. If there se 1o
duplicates of thut Reed-Solomon block, then the entice pholograph cannot be decoded.

The salution is to take advantage of the fact that there are a large nuniber of bytes on
the photograph, and that the photograph has a reasonable physical size. The data can therefore
be scrambled to ensure thal symbols from a single Resd-Solomon Block are pot in close
proximity to ane another. Of course pathelogical cascs of photograph degradation can cause
Reed-Solomen blocks to be unrecaverable, but on average, the scrambling of data makes the
data much more robust.  The scrambling scheme chosen is simple and is iliustrated
schematically in Fig 13, All the Byte 0s from cach Reed-Solomon block are placed together
136, then all the Byte Js cie. There will therefore be 23,520 byte O's, then 23,520 Byte 1's ctc.
Each duta block on the photograph can store 28,560 byles.  Cooscquently, there ars
approximately 4 bytes from each Reed-Solomon block in each of the data blocks on the
photograph.

Under this scrambling scheme, complete damage to (6 eatite data blocks on the
phutcyraph will result in 64 symbol ervors per Reed-Solomon bick. This means that if there
is 0o other damage 1o the photograph, the entire data is completely recoverable, even if thers s
no data duplication.

Write the scrambled encoded data to the photograph

Onee the urginal data has been Reed-Solomon eneaded, duplicasted, and scrambiled,
there arc 3,997 600 bytes of data to be stored on the photegraph. Gach of the data blocks on
the photograph steies 28,560 byles,

The data is simply written out to the photograph data blacks so thut the first dati block

JP 2004-511368 A 2004.4.15
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contains e first 28,500 bytes of the serambled date, the second data block containg the nexl
28,560 bytes che.

As Hustrated in Fig. 14, within s Jata block, Ihe datia is wniten oul column-wise left to
right. Thus the left-most column within a date block cantaing the first 48 bytes of lhe 28,560
byles of scrambled dafa, and the iast column containg the last 48 hytes of the 28,560 bytes of
serambled dote. Within 4 column, byles are writlen out top to bottom, one bit at a tine,
starting from kit 7 and finighing with bit @ If 1he bit is st (1), 2 black dot {IR ink dot) is
placed on the phatograph, if the bit is clear (), no det js placed on the photograph,

For exarnple, a set of 5997600 bytes of daty can be craated by sciambling 23,520
Reed-Solomen cncoded hlocks to be stored onta an photopraph. ‘Vhe first 28,360 bytes of data
are written 1o the first data block. The first 48 bytes of the first 28,560 bytes arc writter; to the
first column of the data bluck, the next 48 bytes 1 the next column and so on. Supposs the
first two bytes of the 28,360 bytes are hex D3 SF. Those first two bytes will be stored in
cefurne O of the data block. Bit 7 of byte 0 will be stored first, then bit 6 and so on. Then Bit
7 of byte | wili bo stored through to bit O of byle 1. Since each 1™ is stored as a black dot,
and cach “0" as a white dot, these two bytes will he represented on the photograph s the
following set of dols:

= D3 (1101 001 1) becomes: black. black, white, black, white, white, black, black,
»  AF @101 111 1) becomes: white, black, white, Black, black, bluck, black, bluck

"The encoded image data is sent to an tnk jet printer to drive the infra-ved 1nk jet nozzles
while the image data is vsed to drive the cyan, magenea, and vellow color nozzles while the
print mcdia is driven through the printhead of the pnnter.

"The. image taken by the camera system is now available as a photograghic image with
the: als neceysary to reproduce that image printed therawith. It is not necessary to separately
1ocate the negative if another copy of the photograph is desired, the image can be reproduced
nolwithstanding damage thereto and the image is available in a digital format which can be
scanned milo 2 compuler system  for  whatever purpose or transmitled  over a
teleconumunications network.

Other data may te recorded along with the image data ingluding dite and loealion
where the photograph was Yaken, lor srample if a GPS fagility is incorporated in the camera
system, details of the photographic cxposure, whether this information is recorded as visual,
digital or wudie duta. Audio infermation such as a diafegue made by the phatographer at the

tiune may also be recorded along with the image i audio (zcilities are included such as

JP 2004-511368 A 2004.4.15
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disclosed n the applivant’s co-pending appheation PCT/AUD) (Dacket MNo.

ARTER).

Ansthec type of format the so-ealled Artgand format e disclosed in TTSSN 09/113,070
amd USSM 09112,785 and may equally be used bere in place of the “altemative Arteard™
foormai as deseribed above. Tn the Areard format 1 continuous ares of duta is printed o the
print media, in the present cage, in infra-ted ink on the photograph surrounded by margins
printed as tarpets at the leading and frailing edges of the data area and as other indicia to
specifly borders and clockmarks along the top and bottom thereof to aid decoding of the data
contained in the data arca.  The targets are used to confirm that the orientation of the capd
when read is not rolated mote than 1* from the orizontal and to detect whether the card has
been inserted front or back first. Olherwise the reading of the data would be unzeliable.

The foregoing description has been limited to spesific embodiments of this invention .
It will be apparent, huwever, that varations and modifications may be made t@ the inventicn,
with the attainment of some or all of the advantages of the invention. For example, it will be
appreciated that the invention may be emboedied in either hardware or software in a smitably
propramrmed digital data processing system, both of which are readily accomplished by these
of orcnary skill in the respective arts, Thercfore, it 15 the object of the appended claims o
cover all such variations and maodifications a3 come within the truc spirit and scope of the

invention.
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Claims:

L A meihod of prinliog digital data en a photograph meluding the sleps of:

a) receiving image data cormesponding e an hinage;

) converting said image: data into an encoded fault tolerant digital form;

[} printing out said fault tolerant digital form of said image data using an ink jet
printing process with an invisible ink on a surface of & prinl media while simultaneously
printing out suid image data as a photographic image ropresenting said image data in a visuel,

humin readable form on the same surface.

2. A method as claimed in claim | wherein converting said image to said fault tolcrant

encoded form camprises fonning 4 Reed-Solomon encoded version of suid image.

3 A method as claimed in claim 1 wherzin suid fault toferant encoded form of said image
includes applying & high frequency modulation sigoal (o said fault tolerunt encoded form such

that said permanent record includes repeatable high frequency spectral components.

4. A method as claimed in claim 1 wherein said invisible ink is an infia-red absorbing ink

with [ittls absotption in the visible spectrum.

5 A method as claimed in claim | wherein said step of printing out ulilizes o print roil
means storing said print media and an ink supply for said printer means which ts detachable

from sl camera deviee.

6. An apparalus for printing in infrared ink encoded taule tolerant digital data on 2
photograph, satd apparatus including:

a} a cammnera sysier for imaging an image and (or oul putting said image in a digilal
formal;

by means for processing suid digital format of said image iolo @ tault wlerant

encoded digital form:

JP
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) means for printing said image and said fawt tolerant eneoded digital fanm using
an ink jet ponting process, said fault tolerant encoded digital form being printed using an

infra-red ink.

1. An apparstus for printing in infra-red ink encoded fault iolerant digital data on a
photegraph as claimed in claim G whercin said means for printing employs a pagevwidih

printhead using an ink jet structure with a print roll feeding print media therethrough.

JP 2004-511368 A 2004.4.15
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