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DYNAMIC KEYBOARD AND TOUCHSCREEN BIOMETRICS

BACKGROUND

180801]  As clectronic devices {c.g., smartphones, tablets, cte.) increasingly store and
access personal/private data, the protection of such devices and data is becoming more
critical. Current sceurity measures {¢.g., ID and password or PIN) provide limited
protection because they are often reused and can be hacked, stolen, or forgotien.
Security measures involving physiological biometrics {e.g., fingerprints, iris scans, otc.)
offer increased security, but do not eliminate all security risks. For example, after inmitial
authentication anocther person could fraudulently use the device if the device was fost or

stolen, or if the user was coerced to authenticate,

SUMMARY
[8862] Embodiments of the present invention are directed toward providing ongoing
authentication using biometric data. Fingerprints and/or other biometric data can be
captured during the normal use of an electronic device, such as typing on a keyboard,
and compared with associated reference biometrics to provide ongoing authentication to
an application while the electronic device is being used. Comparison results may
further be combined with additional physiological or behavioral biometrics to determine

a lovel of authentication cncompassing vltiple biometric inputs and/or types.

8603  An example method of authentication for an clectronic device, according to
the disclosure, includes capturing a plurality of biometric images in succession over a
period of fime with one or more sensors configured to capture the phurality of biometric
images while a usey is interacting with a user interface of the electronic device to input
user data for a non-authentication operation. The method further includes, for each
image of the phurality of biometric images, determining a key of the user interface
associated with the capture of the image, and comparing the image with at least one
reference image, based on the associated key. The method also includes providing

mtormation indicative of a rosult of the comparisons.

18004]  The method can inchude one or more of the following features. The
information indicative of the result comprises Information indicative of at least one of

an authentication deternunation, a level confidence, or a binary result. Information
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mdicative of the result can be provided to an apphication executed by the electronic
device, used to determine an authentication, or both. The aser iterface can comprise a
virtual keyboard on a touchscreen of the electronic device. The user interface can
comprise a physical keyboard. Comparing cach tmage of the plurality of biometric
mmages with the at least one reference fmage can result in a plurality of comparisons,
and the method can further comprise combining results of the plurality of comparisons
nto a single result. Comparing the image with the at icast one reference image can
nclude combining the image with at least one other biometric tmage of the plurality of
biometric images into a composite image, and comparing the composite image with the
at least one reference image. The method can further include captoring behavioral
biometric data and compariong the captured behavioral biometric data with stored
behavioral biometric data, where the information indicative of the result of the
comparison further includes information indicative of the comparison of the captured
behavioral biometric data with the stored behavioral biometric data.  The method can
further inchade combining (1) mformation regarding the comparison of each image of
the plurality of biometric images with the at least one reference tmage and (i3) the
comparison of the captured behavioral biometric data with the stored behavioral
biometric data to create a combined comparison score. Capturing the plurality of

biomeiric images can accur after ap initial authendication using the elecironic device.
&

[8805]  An example device, according to the disclosure, can include a user interface,
one or more sensors configured to capture a plurality of biometric images in succession
over a period of time while a user is Interacting with the user mterface 1o input user data
used for a non-authentication operation, and a processing unit commumnicatively coupled
with the one or more sensors. The processing unit can be configured to, for cach image
of the phirality of biometric images, determine a key of the user interface associated
with the capture of the timage and compare the image with at least one reference image,
based on the associated key. The processing unit can further be configured to provide

information indicative of a result of the comparisons.

18086]  The example device can further inchide one or more of the following
features. The device may include a touchscreen, wherein the user intorface comprises a
virtual keyboard on the touchscreen. The processing unit can be further configured to

make a plorality of comparisons by the comparing of each image of the phuality of
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biometric images with the at least one reference image, and combine resuits of the
phirality of comparisons into a single result. The processing unit can be configired to
compare the image with the at least one reference image comprises by combining the
image with at least one other biometric image of the plurality of biometric images into a
composite image, and comparing the composite image with the at least one reference
image. The processing unit can be configured to capture behavioral biometric data, and
compare the captured behavioral biomeiric data with stored behavioral biometric data,
where the information indicative of the result of the comparison can further inchudes
mformation indicative of the comparison of the captured behavioral biometric data with
the stored behavioral biometric data. The processing unit can be configured to combine
(1) information regarding the comparison of each fmage of the plurality of biometric
mages with the at least one reference image and (i) the comparison of the captured
behavioral biometric data with the stored behavioral biometric data to create a combined
comparison score. The processing unii can be configured to cause the one or more
sensors to capture the plurality of hiometric tmages after the device makes an initial

authentication.

80807]  An cxauple non-transitory computer-readable storage medivm, according to
the disclosure, can have instructions embedded thereon for providing authentication for
an electronic device. The instractions can inclode computer code for capturing a
phurality of biometric images in succession over a period of time with one or more
sensors configured to capture the plurality of biometric images while a user is
mteracting with a keyboard of the electronic device to input user data used for a non-
authentication operation, and, for cach image of the pluorality of biometric images
determining a key of the user interface associated with the capture of the image and
comparing the image with at least one reference image, based on the associated key.
The instructions can further include computer code for providing information indicative

of a result of the comparisons.

[8868]  The cxample non-trapsitory compuoter-readable storage medium can further
inchude one or more of the following featurcs. Where the user interface compriscs a
virtual keyboard on a touchscreen of the electronic device, the instructions can further
melade computer code for displaying the virtual keyboard. The computer code for

comparing each image of the pluarality of blometric tmages with the at least one
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reference image can result in a plurality of comparisons, and imstractions can further
inchide computer code for combining results of the plurality of comparisons into a
singic resuit. The compuier code for comparing the image with the at least one
reforence image can include computer code for combining the image with at least one
other biometric image of the phirality of biometric images into a composite image and
comparing the composite image with the at least one reference image. The instructions
can further include computer code for capturing behavioral biometric data and
comparing the captured behavioral biometric data with stored behavioral biometric data,
where the information indicative of the result of the comparison further includes
information indicative of the comparison of the captured behavioral biometric data with
the stored behavioral biometric data. The noun-transitory computer-readable storage
medium can further inchide computer code for combining (1) nformation regarding the
comparison of each image of the plurality of biometric images with the at least one
reference image and (it) the comparison of the captured behavioral biometric data with
the stored behavioral biometric data to create a combined comparison score. The non-
transitory computer-readable storage medium can further include computer code for
providing the information ndicative of the result of the comparison comprises computer
code for providing an indication of whether a threshold level of authentication is met,
The non-transitory computer-readable storage medium can further inchade computer
code for capturing the plurality of biometric images occurs after an initial authentication

using the elecironic device.

[886%]  An cxample apparatus, according to the disclosure, can melude means for
capturing a plurality of biometric images in suceession over a period of time with one oy
more sensors configured to capture the plurality of biometric images while a user is
miteracting with 4 user interface of the apparatus to input user data used for a non-
authentication operation. The apparatus can further include, for each image of the
phurality of biometric images, means for determining a key of the user interface
associated with the capture of the image; and means for comparing the image with at
jeast one reference image, based on the associated key. The apparatus can further

inchide means for providing information indicative of a result of the comparisons.

{8818]  The apparatus can further fnclude one or more of the following featares. The

user mterface can inclade a virtual keyboard, further comprising means for displaying
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the virtual kevboard. The means for comparing cach image of the plurality of biometric
images with the at least one reference image are configured to cause a plorality of
comparisons, further comprising means for combining resuklis of the plurality of
comparisons into a single result. The means for comparing the image with the at least
one reference image can include means for combining the tmage with at least one other
biometric image of the plurality of biometric images into a composite image and
comparing the composite image with the at least one reference image. The apparatus
can further include means for capiuring behavioral blometric data and comaparing the
captured behavioral biometric data with stored behavioral biometric data, where the
information indicative of the result of the comparison further includes information
indicative of the comparison of the captured behavioral biometric data with the stored

behavioral biometric data.

[9811]  Ttoms and/or techniques described herein may provide one or more of the
following capabilitics, as well as other capabilities not mentioned. Techmniques can
provide for ongoing authentication, increasing security and/or replacing current
authentication schemes. This can allow application providers to outsource
authentication to the electronic device. Also, because biometric data capture and
authentication determination can occur during the natural use of an electronic device, it
can also save application users the time and hassle of responding to additional
suthentication inquiries. These and other advantages and features are described o more

detail in conjunction with the text below and attached figures.

BRIEF DESCRIPTION OF THE DRAWINGS
[8812] A further understanding of the natore and advantages of varions embodiments
may be realized by reference to the following figures. In the appended figures, similar
components or features may have the same reference label. Further, various
components of the same type may be distinguished by following the reference label by a
dash and a second label that distinguishes among the similar components. If only the
first reference Jabel is used in the specification, the description is applicable to any one
of the similar components having the same first reference label frrespective of the

second reference label.

18013] FIG. 1. 15 an iHlustration of examples of clectronic devices that can utilize the

techmiques described herein
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[8614] FIG. 2 is a block diagram illustrating input sources and other features that can

be utilized in the techniques disclosed herein, according to one embodiment.

8818] FIG. 3A 15 a drawing of 2 touchsereen device held ina user’s hand, according

to one embodiment.

[9816]  FIG. 38 ilustrates a reference image, which can be captured during an

enrollment process and used during authentication, according to one embodiment.
i8017) FIG. 4 is a drawing of 2 touchscreen device held in 3 landscape orientation.

[8818] FIG. S is a block diagram illustrating components of the biometric analysis

module of FIG. 2, according to one embodiment.
[8019] FIGS. 6A and 6B illustrate different methods of biometric analysis.

[8820] FIG. 7 illustrates an embodiment of a method of authentication for an

electronic device.

18021)  FIG. 8 iHustrates components of an embodiment of an electronic device.

DETAILED DESCRIPTION

{8822] The following description is provided with reference (o the drawings, where
like reference numerals are used to refer to like clements throughout. While vatious
details of one or more technigues are described herein, other techniques are also
possible. Tn some instances, structures and devices are shown in block diagram form in

order to facilitate describing various technigues.

[#823] Embodiments of the present invention are divected toward providing ongoing
authentication during the normal use of an electronic device by capiuring biometric
data. Biometric data, such as physiclogical and/or behavioral data, can be extracted
from sensor data during an enrolhment or registration process and storved for use in
authentication. To authenticate the user at a later poind in fime, the stored biometric
data can be compared with newly-captured biometric data to provide a comparison

[

result, or “score,” that indicates a fevel of confidence that the newly captured biometric
data matches the stored biometric data. This result can be used in an authentication

determination. In some cmboediments, the comparison results may be combined with
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additional biometrics and/or other information to determine a level of authentication

encompassing multiple biometric inputs and/or types.

{8024] The techniques for authentication described herein can be utilized in a wide
variety of electromic devices., Some such devices can include personal electronic
devices such as personal computers, tablets, mobile phones, personal media players,
video game systems, and the like. Moreover, embodiments may utilize a plurality of
mterconnected devices performing difference aspects of the techniques disclosed herein.
For example, avthentication can utilize data stored locally at a device and/or data
communicated io the device from a separate device. Techniques may also be applied to
government, conumercial, and/or other types of electronic devices. Exampies tnchude

Automatic Teller Machines {ATMs) and/or other kiosks.

18025)  FIG. 1 ilustrates examples of electronic devices 114 that can utilize the
techmiques described herein. In particular, the electronic devices 118 include a personal
computer 110-1 and a mobile phone 110-2. These clectronic devices 110 may use any
of a varicty of software applications, operating systems, and other software and/or

hardware features.

{8026] Elocironic devices 110 can have a variety of mechanisms by which users can
provide tnformation to the electronic devices 110. These input mechanisms 120 can
vary 1n form and fumetion, depending on the desired fimetionality of the device, among
other factors. Common input mechanisms include a physical keyboard 120-1, mouse
120-2, touchscreen 120-3 (which can include a graphical user interface (GUI), such as a
virtual keyboard), stylus 120-4, camera 120-5, and the ke, Embodiments of the
nvention can utilize one or more inpot mechanisms 120 to collect biometric
information and determine a level of authentication during natural use of an clectronic
device 110 (Le., while a user 15 using the fnput moecharisms to input data for a non-

authentication purpose and/or operation).

{8027)  In some embodiments, for example, finger-scanning sensors can be embedded
m one or more keys of a physical keyboard 120-1 and/or at or near a surface of a mouse
120-2, stylas 120-4, and/or touchscreen 120-3. Depending on desired fumctionality, ong
or more finger scanning sensors may be embedded within a particelar surface of 8
device. For example, in a mobile phone 110-2, a plurality of finger-scanning sensors

may be embedded within all or a portion of the touchscreen 120-3, enabling for the
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scanning of a user’s fingerprints as the user intevacts with the touchscereen 120-3.
Finger scarmming sensors may be similarly embedded in or under sarfaces of a mouse
120-2, styhis 120-4, or other input mechanism 120 and/or clectronic device 110,
inchuding a power or ON/OFF switch of any of these juput mechanisms 120 and/or

electronic devices 110,

190281 The techuologies utilized in such finger-scanning sensors can vary, depending
on desired functionality, manufacturing costs, and other concerns. Finger-scanning
sensors can employ, for example, vltrasonic, infrared, and/or radio frequency (RT)

fingerprint scanner technology, among others.

[80629] The camera 120-S {which alsc can be utilized in electronic devices other than
the mobile phone 110-2), can capiure biometric information for authentication as well.
A front-facing camera can, for example, capture images of 2 usor as the user is
mteracting with the electronic device 110, These images can be compared with
reference images to perform facial recognition, iris scans, and the like. Ag indicated in
further detail below, biometric information from the camera may be combined with

fingerprint and/or other bicmetric data for authentication.

{8030] It can be noted that although embodiments described herein often utilize a
“keyboard” (physical or virmual), embodiments are not so Hmited. Authorization
techmiques can utilized any of a variety of input mechanisms 120, such as those shown

m FIG. 1.

[8831] FIG. 2 15 a block diagram illustrating input sources, biometrics, and other
featares that can be utilized in the technigues disclosed herein, according to one
embodiment. It will be understood that the biocks shown are provided as an example.
Other embodiments may omit, add, and/or substitute blocks. A person of ordinary skill
in the art will recognize many variations. Components shown in FIG. 2 can be
implemented using a variety of software and/or hardware incorporated into and/or
commmumnicatively coupled with an clectronic device 110, An example of such software

and/or hardware 15 described in more detail with regard to FIG. 8 below.

[8832] CGenerally speaking, techniques mvolve capturing biometric information
during a user’s natural use of an electronic device 110 using one or more input sources

250, and providing authentication information based on comparisons of the captured
. 5
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biometric information with reference biometric data. As explained in more detail
below, the reference biometric data is obtained in an initial enroliment process. The
authentication information can be provided to an application exccuted by the electronic
device 110, which can then determine whether the suthentication mueets {or exceeds) a
desired threshold for that application. If not, the appHcation may respond by requiring
the user to enter in additional authentication information or restricting access to certain
functionality, for example. Thus, in addition or as an aliernative to a password o1 some
other initial authootication, techniques provided herein can provide additional
unobtrusive authentication while an electronic device is inuse. In some instances, for
example, an application may require an initial authorization (such as entry of a
password}, then obtain subsequent ongoing authentication from the electronic device

utilizing the techniques described herein.

[8633] Biometric information can be captured using information from a variety of
input sources 150, As illustrated in FIG. 2, input sources 250 can mclude, but are not
Himited to, one or more finger scanners 251 {such as scanners ulilizing ultrasonic,
nfrared, and/or radio frequency (RF) fingerprint scanner technology), cameras 252,
keyboards 233 (including physical and touch screen keyboards), motion/orientation
sensors 254 (such as gyroscopes, accelergmeters, magnetometers, and the Hke), touch
screens/pressure sensors 255, and/or microphones 256, 1t can noted, however, that
although input sources 250 in FIG. 2 arc indicated as providing information to
determine certain biometric information, other embodiments may atilize information
from the various input sources 250 differently. A person of ordinary skill in the art will

recognize many variations.

{8834] Biometric information can be categorized as physiological biometrics 210 and
hehavioral biometrics 220. Physiological biometrics 210 can include biometrics based
on unchanging {or relatively unchanging) physical characteristics of a user. As shown,
physiclogical biometrics 210 can include fingerprint 211, iris scans 213, face
ocognition 215, and the like. Physiclogical biometrics 210 may be captured by using
information from one or more input sources 250, fncluding sensors and/or devices
meorporated into and/or commumicatively connected with the electronic device 110
These input scurces 250 can be incorporated into the device such that they are able to

capture biometric data during the vatural use of the electronde device {¢.g., while the
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aser is looking at a display or using an input mechanism 120 of the electronic device to

enter data for a non-authentication purposc).

[8835] Bchavioral biometrics 220 can inclade biometrics based on behaviors of a user
that can be used to determine the aser’s identity. Keystroke 221 1s a behavioral
biometric based on how the user interacts with keys and/or other buttons on a physical
or virtual keyboard, kevpad, or other user interface with buttons, Keystroke 221 can
take into account one or more of! latencies between successive keystrokes, keystroke
durations, apphed pressure on keys, typing speed, and the ke, Additionally or
alternatively, as explained in further detail below, kevstroke 221 may include a
determination of which fingers are used when pressing the keys. For electronic devices
with touchscreens, a bebavioral biometric based on touch may include similar aspects of
touch-based tnteraction a user makes with the touchscrecn. Keystroke 221 may be
hased on output from touch and/or pressure sensors, as well as the timing of such output

and/or one or more reference images of a user’s fingers, for example.

18636] Device orientation 223 is 4 behavioral biometric for electromie deviges 110
and/or input mechanisms 120 that are held by a user. For exarnple, different users may
hold a particular electronic device 1106 {c.g., a mobile phone) at different angles. These
angles can be measured by, for example, motion/orientation sensor(s) 254 {e.g.,
accelerometers, magnetometers, ete.} of an electronic device 110 and/or input
mechanism 120, Thus, device orientation 223 can be a behavioral biometric used in

autheniication.

18637] Device movement 225 is behavioral biometric that can also can be used in the
identification of a user. For example, metion/orientation seusor(s) 254 {c.g.,
accelerometers, gyroscopes, magnetometers, etc.) of a mobile device can be used 1o
determine a pattern of movement when a user 1s walking or engaged in another activity.
This pattern can be compared with one o1 more reference pattorns to determine an
identity of the user. Thus, device movement 225 can be a behavioral biometric used in

authentication.

18038] Signature 227 and voice 229 are other behavioral biometrics that can be used

for authentication. Signature 227 can be captured by a touch screens/pressure sensors
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258, mcluding a touchsereen or touchpad of the electronic device. Voice 229 can be

captured by microphone(s) 256.

[8839] Data from all or a portion of the physiclogical biometrics 210 and/or
behavioral biometrics 220 can be provided to a biometric analysis module 230 for
analysis. The analysis can involve a comparison of the biometric data with
corresponding reference data. The refercuce data can include blometric data previously

captured from the user during an envoliment process.

[8848] Enrollment of biometric mformation can vary, depending on desired
functionality, capabilities of the clectronic device, and/or gther factors. The enroliment
process may be initiated by an application executed on the electronic device to establish
reference data for later use n authentication. For exanyple, if a device has a standard-
sized physical keyboard on which a user typically types using all 10 fingers, an
enroilment process may cnable the user to “register” all 10 fingers by scanning cach
finger. Ifthe user only uses both index fingers or both thumbs to type, or uses only one
mdex finger or one thamb to type {or otherwise interact with the electronic device 110
and/or input mechanism 120) the use may register only those fingers. The enrollment of
fingers can use a nail-to-nail rolled print so that any part of the print can later be vsed
for identification. Additionally or alternatively, the erwoliment of fingers may involve
capturing multiple images of a partial fingerprint (for example, during the envoliment
process while the user is typing) that are “stitched” together to form a reference image
used for subsequent identification. Stumilarly, the enrollment of an fris scan 213 and/or
face recognition 215 may involve capturing reference images of the user’s eyes and/or

face.

{8041} TEnrollment of behavioral biometrics 220 can include asking the user to use the
clectronic device 110 in a natoral manner, theveby mimicking conditions in which later
authentication can be made. For example, the enrollment process may ask the user io
type i a phrasc or senience, and capture keystroke, device orientation, and/or device
movement data while the user 15 typing. (The user may be asked to type the phrase or
sentence multiple times to help cnsure the data is accuraie.} Similarly, the user may be
asked to mput his or her signature and/or say a phrase to gather signature and/or voice

data during enrollment.
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18042} Tnrollment may also be used to determine associations between different
biometrics. For example, a user may hold an electronic device 110 differently when
interacting with the device’s touchscreen than when simply holding the electronic
device 110 with no interaction. This association may be determined during the
enrollment process and used in subsequent anthentication. Stmilarly, fingerprints may
be captored while a user 18 typing a phrase or sentence during enrollment to determine
which fingers and/or which parts of a finger a user uses when pressing a particular key.

FIGS. 3A-4 belp further ilhustrate this point.

[8043] FIG. 3A 15 a drawing of a touchscreen device 110-3 held in a user’s hand 310.
Here, the user fnteracts with a virtaal kevboard 120-3 of the touchscreen device 110-3
by touching a key of the virtual keyboard 120-3 with a portion of the user’s right thamb.
A fingerprint scanning device cmbedded onder the touchscreen of the device 118-3 can
capturce an image of the portion of the user’s right thumb that touched the key. During
the enrollment process, the user’s right thumb and/or the portion of the user’s right
thumb that came in contact with the key can be associated with that key. This can
cnable authentication based on which fingers arc used to sclect certain keys. One or
more images ot the fingers, in their entircty, may also be captured and stored for

reference.

[8044] FIG. 3B illustrates s reference image 320, which can be captured or othorwise
obtained doring an enrollment process and used during subsequent authentication,
according to one embodiment. For example, during authentication, the clectronic
device 110 may capture images of the user’s fingers and compare the captured tmages
with the previcasly-obtained reference image to determine how closely the captured
images match with the reference image 320. This comparison can be made using
software and/or hardware components of the electronic device 110, such as the

biometric analysis module 230 of FIG. 2.

[80845]  Although the reference taage 320 in this example comprises an image of the
user’s right palm, embodiments may vary depending on desired fimetionality. For
example, one or more images of individual fingers and/or parts of fingers may be used
as reference images. in some erobodiments, reference images may be taported from

other devices, and thus, reference images would not necessarily be limited to the image-
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capturing capabilities of the touchsereen device 110-3. Moreover, although
embodiments are deseribed as using “images,” embodiments are not so limited.
Embodiments may capture, store, and/or compare data other than images (e.g., data

extracted from an image).

[8846]  Depending on the desired functionality, the reference image 320 may not only
be used in a comparison of features {e.g., minutia} with a captured image, but may also
be used to determine which finger and/or portion of a finger was used when the
captured image was captured. For example, if a user presses 8 key using an outer
portion of his or her right thumb, as shown in FIG. 3A, the touchscreen device 110-3
can capture an image of the corresponding portion 330 of the right thumb and compare
1t with the reference tmage 320 to determine which finger and/or portion of a finger was
used to press they key. This can additionally or alternatively be compared with
information regarding the finger and/or portion of a finger associated with that koy
during the enroliment process to produce a comparison result. As discussed in further
detail below, this comparison result can be “fused” or otherwise combined with other

bicmetric comparison results to establish a level of authendication.

180471 Although the embodiments described in relation to FIGS. 3JA and 3B arg in
reference to a mobile device with a virtual keyboard 120-3, other erabodiments are not
so lmited. The techniques described in relation to FIGS. 3A and 3B can be applied to
other electronic devices 1 with other input mechanisms 120, such as a personal
computer ot fablet with a physical keyboard 120-1, a touchscreen device with a

graphical user interface other than a virteal keyboard 120-3, and so forth.

18048] Embodiments may further allow for electronic devices 110 and/or fnput
mechanisms 120 having more than one mode of operation. For example, the
touchscreen device 110-3 of FEG. 3A may alter its interface when gperating on its side
in a “landscape” ovientation, as shown in FIG. 4, providing an expanded virtual
kevboard 120-4 rather than the virtual keyboeard 120-3 illustrated in FIG. 3A. Because
this can alter the way in which a user interacts with the touchscreen device 110-3 (e.g.,
there are different finger-key associations for the expanded virtoal keyboard 120-4 than
for the “normal” virtual kevboard 120-3). Accordingly, the touchscreen device 110-3

may have a separate enrolbment process (and, correspondingly, a different set of
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reference data used n the authentication process) when the touchscereen device is

operating in a landscape orientation.

[8849] Referring again to FIG. 2, data from all or a portion of the physiological
biometrics 210 and/or behavioral biometrics 220 can be provided to a biometric analysis
module 230 for analysis, as previously indicated. The analysis can involve 8
comparison of the biometric data with corresponding reference data to provide a
comparison result. The biometric analysis module can then provide an authentication
output 240 indicative of the comparison result. The authentication cutput 240 can be a
measure of confidence that captured biometric data matches with reference biometric
data. Additionally or alternatively, the authentication output 240 may inchide a measure
ot confidence that the user has been identified, based on the matches {(or lack thercof).
In some cmbodiments, the biometric analysis module 230 may operate at a device fovel,
as an intrinsic feature of the electronic device 110, providing the authentication output
240 to an application layer {e.g., operating system, software application, ete.) of the

electronic device 110,

[8858] FIG. 515 a block diagram illustrating components of the biometric analysis
module 230, according to onc embodimeni. As with other figures herein, cmbodiments
of a biometric analysis module may vary from FIG. 5 by adding, omitting, rearranging,
and/or substituting components. Components can, for example, appear in different
order and still achieve the same or similar end functionality. A person of ordinary skill
in the art will recoguize many variations. As with FIG. 2, components shown in FIG. 5
can be implemented using a variety of software and/or hardware means incorporated
o and/or communicatively coupled with an electronic device 110. Examples of such

means are described in more detail with regard io FIG. 8 below.

[8053] In this embodiment, one or more sensor(s) 510 provide sensor data to an
extraction module 520 of the biometric analysis module 230, Such sensor(s} can
mclude, for example, the input sources 250 described in relation to FIG. 2, which can be
miegrated into and/or commumicatively coupled with an electronic device 110, The
gxtraction moduole 520 can then oxiract biometric data {e.g., physiological biometrics
210 and or behavioral biometrics 220 as shown in of FIG. 2} from the sensor data. That

13, raw sensor data provided by the sensor(s) 510 may be processed to extract and/or
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determine features of the data indicative of physiological and/or behavioral biometrics.
{For example, fingerprint data from the sensors S10, for example, can be processed and
stored as minutia.} During the corollment process, the extracted biometric daia can be
seut to the data storage for use as reference data. The stored data can be stored using
any type of data strocture, such as a database, file system, and the like, which can be
stored in the data storage 570, described in more detail below. Dhiring authentication,
the extraction module 520 can extract biometric data from the newly-captured sensor

data for comparison with the reference data.

[808582] Embodiments may optionally utilize a stitching module in which moultiple
samples of biometric data ave combined before comparison with reference data. For
example, muldtiple captured images of a partial fingerprint may be “stitched” together to
form a composite image of the fingerprint, which may be compared with a reference

image.

{808583] A standard full size keyboard on which a user may normally type with 10

fingers, for instance, may have finger/key associations determined as follows:

1} The right index finger may be associated with keys: YUHINM
2} The right middle finger may be associated with keys: 1K,

3} The right ringer finger may be associated with keys: OL.

4y The right little finger may be associated with keys: P/

5} The left index finger may be associated with keys: RTFGYR
6}  The left middle finger may be associated with keys: EDC

7y The left ringer finger may be associated with keys: WSX

8} The left litle finger may be associated with keys: QAZ

[88584] Tmages taken by tmage scanners at the YUHINM keys, for example, could be
stitched together (i.¢. amalgamated) to create a composite image of the right index
finger print and used for authentication against a reference image of the right index

finger. Images from other keys could be combined in a similar fashion for other fingers.

[88588] Oma device keyboard where keys are normally typed with 2 thumbs, as shown

in FI(GS. 3A-4, finger/key associations may be determined as follows

1} The right thumb may be associated with keys: YUIOPHIRKLBNM.
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2} The left thumb may be associated with kevs: QWERTASDFGZXCY

{8086] Again, images captured from keys asseciated with a certain thumb may be
stitched together to create a composite mage to use for authentication. As noted above
with regard to FIG. 4, different modes of operation may have different key fingev/key
associations. Furthermore for devices used my mudtiple users, different users may have
different finger/key associations. Additional details regarding such stitching are

provided below with regard to FIGS. 6A and 61.

[8857] The matching module 540 is utihzed during authentication to compare
captured biometric data received from the extraction module 520 (or stitching module
538 with reference biomeiric data stored in data storage 370, For example, the
matching module 540 may compare a capiured image of a fingerprint with a referonce
image of a fingerprint using 8 comparison of minutia and/or traditional image
processing techniques to defermine whether there is or is not a match and/or an a level
of confidence regarding whether there is or is not a match.  An indication of whether
there is a match or not a mateh and/or a level of contidence can be provided as a
measurement of authentication {e.g., as a mumber within a specified range, a binary
indicator, an indexed variable, ete.) to an application layer 560. Optionally it may first

be provided to a fusion module 550,

{8888] The fusion moduic 550 is a module configured to combine multiple
comparison results. Depending on the techniques used, the fusion module 550 may
combine moltiple comparison results of a single type of biometric input {¢.g., combine
comparison results of multiple fingerprints 211, which can include fingerprints of the
same and/or different fingers),comparison resulis of several types of biometric foput

{e.g., combine comparison results of fingerprints 211, keystroke 221, and device

origntation 223}, or both,

[8859]  Techmiques for combining multiple comparison results can vary, and may
depend on the type of comparison results combined, desired authentication accuracy,
and/or other factors. Techuniques may include, for example, weighted or non-weighted
averaging, score-based combining, Boolean combinatorial logic (e.g., a Boolean AND,
OR, etc.), and the hike. More sophisticated means can inchide Neyman-Pearson

techniques and variants for combining random statistical cvents in an optimized manner.
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Additionally or alternatively, embodiments may wtilize optimized multi-modal fasion
techniques for combining orthogonal and/or non-orthogonal statistical events.
Examples of such multi-modal fusion are provided in U.S. Pat. App. Nos. 7,287,013
entitied “Multimodal Fuston Decision Logic System,” 8,190,540 entitled “Multtmodal
Fusion Decision Logic System For Determining Whether To Accept A Specimen,”
7,440,925 entitled “Maltimodal Authorization Method, System And Device,” and
7,558,765 entitled “Multimodal Fusion Decision Logic System Using Copula Model,”

all of which are incorporated by reference berein.

[8868] The output of the biometric analysis module 230 {c.g., the authentication
output 240 of FIG. 2), provided by the matching module 540 or the fusion module 556
can comprise an indication of a confidence and/or authentication level of the biometric
data extracted from the sensor(s} §10. This can be provided to the application layer 560
of the electronic device 110, such as an operating syster, software application, or other
program executed by the electronic device 110. Based on the level of authentication
atiained, the application layer 560 can determine how to respond. For example, if the
level of authentication indicated by the biometric analysis module 236 is below a cortain
threshold, the application laver 560 may restrict access to cortain functions of an
application and require additional inpud {e.g., a password, signature, finger or eye scan,

gic.}

18861] As previously indicated, technigues provided herein can be implemented
during the vatural use of an clectronic device, to mput user data used for a non-
authentication operation. Thus, the sensor data captured by the sensor(s) S10 and the
resulting authentication output provided by the biometric analysis module (230) can
occur as background functions as a user is using an clectronic device. An application
exccuted at the application layer 560 can determine how often to utilize the
authentication information, as well as the desired level of authentication. For example,
a banking application executed by an electronic device 110 may, after initially
roquesting login and password information from a user, require subsequent
authentication, which can be provided using the techniques discussed herein. Thus, on a
periodic and/or event-driven basis, the banking application may receive authentication
information from the biomeiric analysis module 230 to determine whether a minimum

{evel of authentication is maintained. The mindowm threshold of authentication can



WO 2015/116403 PCT/US2015/011609
18

vary on apphication and/or fumctionality within an application. For example, a banking
application may require a higher level of authentication than a shopping application.
Furthermore, the banking application may require a lower threshold of authentication

when a user wanis to transfer $10 than when the user wants to transfer $10,000.

[8862] FIGS. 6A and 6B are flow diagrams that help illustrate the conceopt of
stitching. FIG. 6A is a flow diagram of & method 600-1 of biometric analysis that does
not employ stitching. The method 600-1 may be implemented by an electronic device,

which may include one or more of the components shown in FIG. 5.

[8863] At block 610, a plurality of images {e.g., fingerprints) of a certain finger print
arc captured. The images can comprise image captures of, for example, an index finger
pressing the “b” key of a physical or virtual keyboard. As indicated in FIG. 5, the
image captures can be extracted from sensor data from one or more sensor{s) S10
cmbedded in the physical or virtual keyboard. It can be further noted that the plurality of
images can be captured on a rolling basis such that an tmage corparison is conducted
using a “window” of captured 1mages {e.g., using the last S captured fingerprints of a
finger), which can be updated with each new captured image. Thus, a single tmage may
be used in more than one image comparison. (For example, a window of the last 5
captured fingerprints may include 4 fingerprints used in a previous image comparison,
and a newly-captured fingerprint.) Some embodiments may additionally or
aliernatively employ image capture that is not on a rolling basis {¢.g., after one image

comparison, capture 5 new images for the next image comparison).

[8864] At block 620, cach captured image is compared with a reference image. The
comparison can be made, for example, by a matching roodule such as the maitching
modale 540 shown i FIG. 5. Alse, reference images may be stored in a memory, such
as the data storage 570 of FIG. S, In this method 600-1, images can be compared with
the reference image even if lacking many identifiable features. Thus, images
comprising partial fingerprints can be compared with refercnce toages. Becausea
partial fingerprint may have less identifiable featores (e.g., minutiac) than a complete
fingerprint, the corresponding level of confidence that the partial fingerprint matches a

reference fingorprid mway be lower.
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[8868] Atblock 630, a level of authentication based on the plarality of comparisons is
determined. The level of authentication can comprise a level of confidence that
captured images match refercnce image, accounting for results of the plurality of
comparisons by combining them using any of a variety of combining techuiques (¢.g.,

averaging, Boolean combining, Neyman—Pearson techniques, multi-modal fusion, ete.).

[9866] FIG. 68 is a flow diagram of another raethod 600-2 of biometric analysis that
atilizes stitching. As with the method 600-1 of FIG. 6A, the method 600-2 may be
implemented by an electronic device, which may include one or more of the

components shown in FI1G. 5.

{8867] Block 610 echoes block 610 of method 600-1. That is, a plurality of images of
a cortain fiuger print are captured. Here, however, images are stitched together to create
a composite image, at block 640, which is then compared with a reference fmage at
block 650. As indicated previously, embodiments may also create the reference image

using a similar stitching process during an enrollment phase.

[8868] Methoeds of stitching can vary, depending on desired functionality. For
examiple, a second captured image may be “stitched” to a first captured image to create
a composite image when it is determined that the second captured image inchudes
features (2.g., minutiac) that are not mchuded in the first image. Subsequently-captured
images can be similarly stitched to the composite image when it is determined that they
melade features not found in the current composite image. The comparison of the
composite tmage with the reference image (at block 650) can ccour periodically and/or
based on triggering events, such as when 1t is determined that the compositc image
nchades a threshold number of nunutiac or other features. Finally, at block 660, a level
of authentication based on the comparison of the composite image with the reference

image is determined.

[B06%] As with other methods described herein, aliernative embodiments may include
alterations to the embodiments shown in FIGS, 6A and 6B. Componenis of the methods
600, although Hustrated in a particular order, may be performed in a different order
and/or simultancously, according to different embodiments. Furthermore, although
embodiments discussed in relation to the methods 600 shown in FIGS. 6A and 6B

discussed stitching and/or matching of fingerprint images, embodiments may be
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extended to other types of data and/or biometries. A person of ordinary skill in the art

will recognize many additions, omissions, and/or other variations.

[8878] FIG. 7 illustrates an embodiment of a method 700 of method of authentication
for an electronic device. Means for performing one or more of the components of the
method 700 can inchude hardware and/or software means described in further detail in
relation to FIG. 8, which may also be described functionally as shown in FIGS. 2 and 5.
Alternative embodiments may include alterations to the embodiments shown.
Components of the method 700, although illostrated in a particular order, may be
performed 1o a differend order and/or simultancously, according to differerd
embodiments. Moreover, 4 person of ordinary skill in the art will recognize many

additions, omissions, and/or other variations.
> 2

186717 At block 710, a plurality of biometric images are captured in succession over a
period of time. The biometric images can inchude, for cxampie, fingerprints captured
over a period of time by one or more sensors configured to capture the pluralkity of
biometric images while a user 1s interacting with a kevboard of the electronic device.
The user’s mteraction may be part of the user’s nataral use of the electronic device, and
not part of a specific authentication program. That is, the plorality of biometric images

may be captured as a “background” feature of the electronic device.

18872] At block 720, a key of the keyboard associated with the capture of each image
1s determined. This can be based on the location of an image-capturing sensor. For
example, on a physical keyboard, each key may have one or more image-capturing
sensors. On a virtual keyboard, one or more sensors may be located under a portion of 2

touchscreen illustrating a particular key.

18673] At block 730, cach biometric image of the plurality of biometric images is
compared with at least one reference image. In some embodiments, this comparison is
based on the associated key. This allows the electronic device to focus its comparison
of a fingerprint to a reference fingerprint of a finger associated with the key. As
detailed above, different keys of a keyboard (and/or other buttons or features of an input
mechanism or user Interface) may be associated with a user’s finger during the
enrollment process. In one example where thumbs are used to type, the right thomb

may be associated with keys YUIOPHIKLBNM, and the left thumb may be associated
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with keyvs QWERTASDFGZXCV. These associations may be stored so that during
authentication, as shown at block 730, a captured image asscciated with a particolar key
may be compared with a reference image of a finger associated with that key. In this
manner, the comparison can measure both physiclogical biometrics {(the fingerprint) and

behavioral biometrics (the association of the finger with the key).

18874]  As indicated previously, comparing cach biometric image with a reference
image can include comparing the images, ndividually, with the reference 1mage, or
“stitching” them to create a composite image, which is compared with the reference
image. Inthe example where thumbs are used to type, for instance, image captures
from any of the keys YUIOPHIKLBNM may be compared individually with a reference
image of the right thumb, or may be combined to create a composite image of the right

thumb, which can then be comparced with the reference image.

18075] At block 740, information indicative of a result of the comparison is provided
to an application. As previously indicated, the comparison of a captured image with a
reference tmage can provide a conparison result, which can be a measure of confidence
that the two images match and/or that the identity of the user has been verified. An
indication of the result is provided to an application (as, for example, a quantifiable
metric of authentication). With this measure of authentication, the application may alter
its functionality accordingly by, for example, proventing a user of the electrordc device
from accessing certain functions of the application when the authentication fails to meet
a desired threshold, requesting additional authentication from the user {e.g., asking the

user to enter a password), and the like.

[8676] Depending on desired functionality, the methed 700 of FIG. 7 caninclude a
wide range of variations. For example, the method may include separately capturing
hehavioral biometric data, such as any of the behavioral blometrics 220 shown in FIG.
220, comparing the captured behavioral biometric data with stored behavioral biometric
data, and accounting for this comparison in the information indicative of the result of
the comparison, provided at block 740, The information indicative of the result of the
comparison may include separate authentication metrics for the image comparison of
method 700 and the separate behavioral blometrics, or it may inchide a combination of

comparison results {as, for example, a combined comparison score). The combination
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of different biometrics can be made using the techniques described herein (e.g., Boolean

combining, Neyman—Pearson technigues, multi-modal fusion, ete.)

{8077) Additionally or alternatively, the information indicative of the result of the
comparison provided at block 740 may mclude an indication of whether a threshold
level of authentication is met. That is, instead of providing an appheation with a level
of authentication that the application can use, the functionality provided herein can
further inchude determining whether a threshold level of authentication has been met. n
such cases, an application may then simply inquire whether a threshold level of

authentication has been met, and receive from the electronic device a binary answer,

[8078] Optionally, as suggested above, the method 700 of FIG. 7 may be utilized after
an initial authentication has occurred using the elecironic device. For example, an
application may initially require & user o cuter a password, signature, or other
authenticating biometric. After this initial authentication has occurred, the application
may then rely on the authentication provided by the method 700 of FIG. 7 for ongoing

autheniication information.

[8679] FIG. 8 illustrates compoenents of an elecironic device 118, according to one
embodiment, which can imaplement the authentication techniques discussed herein
ncluding the components illustrated 1o FIGS. 2 and 5, as well as the methods described
in FIGS. 6A-7. 1t should be noted that FIG. 8 is meant only to provide a generalized
illustration of various components, any or all of which may be utilized as appropriate.
Moreaver, system clemerds may be implemented i a relatively separated or relatively

more integrated manner.

{8888] The clectronic device 110 is shown comprising hardware clements that can be
electrically coupled via a bus 805 {or may otherwise be in communication, as
appropriate). The hardware elements may inchude a processing vmit 810, inclading
withouot hmitation one or more general-purpose processors and/or one or more special-
purpoese processors (such as digital sigual processing chips, graphics acceleration
processors, and/or the hike); one or more mput devices 815 can include the input
mechanisms 120 as iHlustrated in FIG. 1. This can include without Emitation camera(s),
a touchscreen, a touch pad, microphoue, a keyboard, a mouse, button(s), dial(s),

switch(es), and/or the like; and one or more output devices 820, which can include
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without hnutation a display device, a printer, display, light emitting diode (LED),

speakers, and/or the like.

{8081}  Input devices 813 can further include one or more sensors (such as the
sensor(s) S10 of FIG. 5. Such sensors can mnclade, without Hmitation, one or more
accelerometer(s), gyroscope(s), camera(s), magnetometer(s), altimeter(s),
microphone(s), proxinuty sensor(s), light sensor(s), and the like. These sensors can be
mtegrated into other fnput devices 815 (e.g., mput mechanisms 120 of FIG. 1) and/or
portions of the electronic device 110 in such a manner as to be able to capture data from

which biometric data (physiclogical and/or behavioral) can be extracted.

[B082] The electronic device 110 may further include (and/or be in communication
with}) one or more non-transitory storage devices 825, which can comprise, without
limitation, local and/or network accessible storage, and/or can include, without
Hinitation, a disk drive, a drive array, an optical storage device, a solid-state storage
device, sach as a random access memory (“RAM™), and/or a read-only memory
{“ROM”), which can be programmabic, flash-updateable and/or the like. Such storage
devices may be configured to tmplement any appropriate data stores, inchading without
tmitation, various file systems, database structures, and/or the like. For example, the
non-transitory storage devices 825 may be used to implement the data storage 570 of

FI1G. S,

{8883] The clectronic device 110 can also inchude a communications mterface 830,
which can include without limitation a modem, a network card (wireless or wired), an
mnfrared communication device, a wireless communication device, and/or a chipset
{such as a Bluetooth™ device, an 802,11 device, a WiFi device, 2 WiMax device,
cellular communication facilities, etc.), and/or the like. The subcomponents of the
interface may vary, depending oo the type of clectronic device 110 {c.g., mobile phone,
persenal comprer, ete.) The conununications interface ¥30 may perot data to be
exchanged with a data network, other computer systems, and/or any other devices

described herein.

{8084} Embodiments in which the electronic device 114 s a mobile device may also
inchide a Satellite Positioning System (SPS) receiver (not shown), such as Global
Positioning System (GPS) capable of receiving signals from one or more SPS sateliites.

Such positioning can be utilized to complement and/or incorporate the technigues
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described herein. It can be noted that an SPS may melude any combination of one or
more global and/or regional navigation satellite systems and/or augmentation systems,
and SPS signals may inchude SPS, SPS-like, and/or other signals associated with such

one or more SPS.

[B085]  In many embodiments, the electronic device 110 will further comprise a
working memory 835, which can include a RAM or ROM device, as described above.
Software elements, shown as being currently located within the working memory 835,
can mclude an gperating system 8440, device drivers, exccutable libraries, and/or other
code, such as one or more application prograns 845, which may comprise software
programs provided by various embodiments, and/or may be designed to topicment
methods, and/or configure systems, provided by other embodiments, as described
herein, such as some or all of the components shown in FIGS. 2 and §, as well as
methods shown in FIGS, 6A-7. Mercly by way of example, one or more procedures
described with respect to the method(s) discussed above might be mplemented as code
and/or instructions executable by a computer {and/or a processor within a computer); in
an aspect, then, such code and/or instructions can be used to configure and/or adapt a
general purpose computer {or other device) to porform one or more operations in

accordance with the deseribed methods.

18086] A sot of these nstructions and/or code might be stored on a non-transitory
computer-readable storage medium, such as the non-transitory storage device(s) 825
described above. In some cases, the storage medium might be incorporated within a
computer system, such as electronic device 110, In other embodiments, the storage
medium might be separate from a computer system {e.g., 2 removable medium, such as
a flash drive), and/or provided in an installation package, such that the storage mediom
can be used to program, configure, and/or adapt a general purpose computer with the
instructions/code stored thereon. These mstructions might take the form of executable
code, which is exccutable by the electronic device 110 and/or might take the form of
source and/or installable code, which, upon compilation and/or installation on the
clectronic device 110 {e.g., using any of a varicty of gencrally available compilers,
installation programs, compressioi/decompression utilitics, cte.), then takes the form of

executable code.
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{86871 It will be apparent to those skilled in the art that substantial variations may be
made in accordance with specific requirements. For example, customized hardware
might also be used, and/or particular clements might be implemented in hardware,
software (including portable software, such as applets, etc.}, or both. Further,
connection to other computing devices such as network input/output devices may be

gmployed.

{8088} As mentioned sbove, In one aspect, some embodiments may employ a computer
system {such as the clectronic device 110 to perform methods in accordance with
various embodiments of the invention. According to a set of embodiments, some or all
of the procedures of such methods are performed by the clectronic device 110 in
response 1o processing unit 810 executing one or more sequences of one or more
nstructions (which might be incorporated into the operating system 840 and/or other
code, such as an application program 845) contained in the working memory 835, Such
mstractions may be read into the working memory 835 from another computer-readable
medium, such as one or more of the non-transitory storage device(s) 825, Mercly by
way of example, exccution of the scquences of instructions contained in the working
memory 835 might canse the processing unit 10 to perform one or more procedures of

the methods described herein.

18089} The terms “machine-readable medium™ and “computer-readable medium,” as
ased herein, refer to any medium that participates in providing data that causes a
machine to operate in a specific fashion. In an emwbodiment implemented using the
clectronic device 110, various computer-readable media might be involved in providing
instructions/code to processing unit 810 for exccution and/or raight be used to store
and/or carry such instructions/code. In many tmplementations, a computer-readable
medium 1s a physical and/or tangible storage medium. Such a mediim may take the
form of a non-volatile media or volatile media. Noun-volatile media include, for
example, optical and/or magnetic disks, such as the non-transitory storage device(s)

825, Volatile media includes, withoot imitation, dynamic memaory, such as the working

memory 835,
[8898] Various forms of computer-readable media may be mvolved in carrying one or
more sequences of one or more instructions to the processing unit 190 for exccution.

Merely by way of example, the instructions may initially be carried on a magnetic disk



WO 2015/116403 PCT/US2015/011609
26

and/or optical disc of a remote computer. A remote computer night load the
instructions into its dynamic memory and send the instractions as signals over a

transmission medium to be received and/or executed by the electronic device 114,

{8891] The communications interface 830 (and/or components thereof) generally will
receive signals, and the bus 805 then might carry the signals (and/or the data,
mstractons, ctc. carricd by the signals) to the working memory 835, from which the
processing unit 810 retrieves and executes the mstructions. The instructions received by
the working memory 835 may opticnally be stored on a non-transitory storage device

825 cither before or afier exccution by the processing vnit 810

[8892] It will be apparent to those skilled in the art that substantial variations may be
made in accordance with specific requirerents. For example, customized hardware
mright also be used, and/or particular clements might be implemented in hardware,
sottware (including portable software, such as applets, ¢tc.}, or both. Further,
connection to other computing devices such as network input/cutput devices may be

emploved.

[8093] The methods, systems, and devices discussed above are examples. Various
configurations may omif, substitute, or add various procedures or components as
appropriate. For justance, in alternative configurations, the methods may be performed
in an order different from that described, and/or various stages may be added, omitted,
and/or combined. Also, features described with respect fo certain configurations may be
combined in various other configurations. Dhifferent aspects and clements of the
configurations may be combined in a similar manner. Also, technology evolves and,
thus, many of the clements are examples and do not limit the scope of the disclosare or

claims.

[8894] Terms, “and” and “or” as used herein, may include a variety of meanings that
alse is expected to depend at least in part upon the context in which such terms are used.

13

Typically, “or” if used to associate a list, such as A, B, or C, is intended to mean A, B,
and C, here used in the inclusive sense, as well as A, B, or C, here used in the exclusive
sense. In addition, the term “one or more” as used herein may be used to describe any
feature, structure, or characteristic in the singular or may be used to describe some
combination of features, structures, or characteristics. However, it should be noted that

this is mercly an illustrative example and claimed subject maiter 1s not limited to this
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example. Furthermore, the term “at least one of” if used to associate a fist, such as A,

B, or C, can be interpreted to mean any combination of A, B, and/or C, such as A, AB,

AA, AAB, AABBCCC, ete.

[8895] Having described several example configurations, various modifications,
alternative constractions, and equivalents may be used without departing from the spirit
of the disclosure. For example, the above clements may be components of a larger
system, wherein other miles may take precedence over or otherwise modify the
application of the invention. Also, a number of steps may be andertaken before, during,
or after the above elements are considered. Accordingly, the above deseription does not

bound the scope of the claims.
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WHAT IS CLAIMED 15:

I. A method of authentication for an electronic device, the method
comprising:
capturing a pluraiity of blometric images in sgceession over a period of
time with one or more sensors configured to capture the plurality of biomelric images
while a user is inferacting with a user interface of the electrounic device to input user data
for a non-authentication operation;
for each image of the plurality of biometric images:
determining a key of the user interface associated with the
capture of the image; and
comparing the image with at least one reference image, based on
the associated koy; and

providing mformation indicative of a result of the comparisons.

2. The method of claim 1, wherein the information mdicative of the
result comprises information indicative of at least one of:

an authentication determination,

a level contidence, or

a binary result.

3. The method of claim 2, wherein information indicative of the
result is provided to an application executed by the electronic device, used to determine

an authentication, or both,

4. The method of claim 1, wherein the user Interface comprises a

virtual keyboard on a touchscreen of the electronic device.

S. The method of claim 1, wherein the user nterface comprises a

physical kevboard.

6. The method of claim 1, wherein comparing each mage ofthe
phurality of biometric images with the at least one reference tmage resulis in a plurality
of comparisons, the method further comprising combining results of the plurality of

comparisons mto a single result.
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7. The method of claim 1, whercin comparing the image with the at
least one reference image comprises:

combining the image with at least one other biometric image of the
phorality of biometric images into a composite image; and

comparing the composite image with the at least one reference image.

g. The method of ¢laim 1, further comprising:

capfuring bebavieral biometric data; and

comparing the captured behavioral biometric data with stored behavioral
biometric data;

wherein the information indicative of the result of the comparison further
mncludes mformation indicative of the comparison of the captured behavioral biometric

data with the stored behavioral biometric data.

9. The method of claim §, further comprising combining (i)
information regarding the comparison of cach image of the phuality of biometric
images with the at least one reference image and (i) the comparison of the captured
hehavioral biometric data with the stored behavioral biometric data to create a combined

COMPArison score.

16. The method of claim |, wherein capturing the plurality of

biometric images ocours after an initial authentication using the electronie device.

i1 A device comprising:

a user interface;

one of more sensors configured to capture a plurality of biometric images
in succession over a period of time while a user is tnteracting with the user interface to
mput user data used for a non-authentication operation; and

a processing unit communicatively coupled with the one or more sensors,
the processing unit configured to:

for each image of the plurality of biometric images:

determine a key of the user interface associated with the captare

of the image; and
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compare the image with at least one reference image, based on
the associated key; and

provide information indicative of a result of the comparisons.

12 The device of claim 11, further comprising a touchscreen,

wherein the user interface comprises a virtual keyboard on the touchscreen.

3. The device of claim 11, wherein the processing unit is firther
configured fo:

make a plorality of comparisons by the comparing of each image of the
phorality of biometric images with the at least one reference image, and

combine results of the plurality of comparisons mnto a single result.

14, Thedevice of claim 11, wherein the processing unit is configured
to compare the image with the at least one reference tmage comprises by:

combining the image with at least one other biometric image of the
phorality of biometric images into a composite image; and

comparing the composite image with the at least one reference image.

I5. The device of claim 11, wherein the processing unit is firther
configured fo:

capture behavioral biometric data; and

compare the captured bebavioral biometric data with stored behavigral
bhiometric data;

wherein the information indicative of the result of the coraparison further
mechides mformation indicative of the comparison of the captured behavioral biometric

data with the stored behavioral biometric data.

16.  The device of claim 15, wherein the processing unit is further
configured to combine (1) information regarding the comparison of cach image of the
phurality of biometric tmages with the at least one reference image and (it) the
comparison of the captured behavioral biometric data with the storved behavioral

biometric data to create a combined comparison scors.
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17 The device of claim 11, wherein the processing unit is configured
to cause the one or more sensors to captare the phurality of biometric images after the

device makes an initial authentication.

18, A nop-transitory competer-readable storage mediom having
insiructions embedded thereon for providing authentication for an electronic device, the
mstractons comprising computer code for

capturing a plurality of biometric images in succession over a period of
time with ong or more sensors configured to capture the phirality of biometric images
while a user is fnteracting with a keyboard of the clectronic device to input user data
used for a non-authentication operation;

for cach image of the plurality of biometric images:

determining a key of the user interface associated with the
capturc of the tmage; and

comparing the image with at least one reference image, based on
the associated key; and

providing mformation indicative of a result of the comparisons.

19 The non-transitory computer-readable storage medivm of claim
18, wherein the user interface comprises a virtual keyboard on a touchscreen of the
electronic device, the instructions further comprising computer code for displaying the

virtual keyboard.

20. The non-transitory computer-readable storage medium of claim
18, wherein the computer code for comparing cach image of the plurality of biometric
1mages with the at least one reference image results in a plurality of comparisons, the
mstractions further comprising computer code for combining results of the plorality of

comparisons into a single result,

21. The non-transitory computer-readable storage medium of claim
18, wherein the computer code for comparing the image with the at least one reference
1mage comprises compuier code for:

combining the image with at least one other biometric image of the
plurality of biometric images into a composite image; and

comparing the composite image with the at least one reference tmage.



WO 2015/116403 PCT/US2015/011609
32

22. The non-transitory computer-readable storage medium of claim
18, further comprising computer code for

capturing behavioral biometric data; and

comparing the captured behavioral biometric data with stored behavioral
bhiometric data;

wherein the information indicative of the result of the coraparison further
mechides mformation indicative of the comparison of the captured behavioral biometric

data with the stored behavioral biometric data.

23. The non-transitory computer-readable storage medium of claim
22, further comprising computer code for combining (1) information regarding the
comparison of each traage of the phurality of biometric images with the at least one
reference image and (1) the comparison of the captured behavioral biometric data with

the stored behavioral biometric data to create a combined comparison score.

24, The non-transitory computer-readable storage medium of claim
18, wherein the computer code for providing the information indicative of the result of
the comparison comprises compuier code for providing an indication of whether a

threshold level of authentication is met.

2s. The non-transitory computer-readable storage medium of claim
18, further mehuding computer code for capturing the plurality of biometrie tmages

cecurs after an initial authentication using the electronic device.

26.  Anapparatus comprising:
means for capturing 8 phurality of biometric tmages in succession over a
period of time with one or more sensors configured to capture the phurality of biometric
mmages while 8 user is interacting with 4 user interface ot the apparatus to input user
data used for a non-authentication operation;
for cach tmage of the plurality of biometric images:
means for determining a key of the user interface associated with
the capture of the image; and
means for comparing the mage with at least one reference image,

based on the associated key; and
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means for providing information indicative of a result of the

comparisons,
The apparatas of claim 26, wherem the user interface comprises a

27.
virtual keyboard, further comprising means for displaying the virtual keyboard.
The apparatus of claim 26, wherein the means for comparing

28.
cach image of the plurality of biometric images with the at least one reference image are

configured to cause a phurality of comparisons, further comprising means for combining
results of the plurality of comparisons into a single result.

29. The apparatus of claim 26, wherein the means for comparing the
image with the at least one reference image comprises means for:

combining the image with at least one other biometric image of the
plurality of bicmetric images into a composite image; and

comparing the composite image with the at least one reference image.

34, The apparatus of claim 26, further comprising means for:
capturing behavioral biometric data; and
comparing the captured behavioral biometric data with stored behavioral

biometric data;
wherein the information indicative of the result of the comparison further

inclades information ndicative of the comparison of the captured behavioral biometric

data with the stored behavioral biometric data.
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