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Calculate, by means of an association rule

algorithm, a first association rule set between a plurality of
variables of a host to be detected according to a data
window of a first preset length of time

Slide the data window backward according to a

second preset period, and calculate, by means of the
association rule algerithm, a second association rule set
between the variables in the data window sliding backward
according to the preset period

Compare each rule in the second association rule

set with each rule in the first association rule set
respectively, and calculate the similarity of the first
association rule set and the second association rule set
Compare the similarity with the minimal similarity of

a rule set, and determine whether an anomaly occurs in the
variables of the host to be detected

&1

(57) Abstract: The present invention provides a method and system for detecting the anomaly of variables of a host. The method
comprises: calculating, by means of an association rule algorithm, a first association rule set between a plurality of variables of a host
to be detected according to a data window of a first preset length of time; sliding the data window backward according to a second
preset period, and calculating, by means of the association rule algorithm, a second association rule set between the variables in the
data window sliding backward according to the preset period; comparing each rule in the second association rule set with each rule in
the first association rule set respectively, and calculating the similarity of the first association rule set and the second association rule
set; and comparing the similarity with the minimal similarity of a rule set, and determining whether an anomaly occurs in the variables

of the host to be detected.
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F | 2% PR
__I%L
CPUCpuUtil, CPUSysTime, CPUUserTime, CPUWio, DSKP Busy.
1 HOSTI SWPTgis;v;pUsedPezzerllTe e 0 eroenthusy
CPUCpuUtil, CPUSysTime, CPUUserTime, CPUWio, DSKP Busy.
2 HOST2 SWPTgis;v;pUsedPezzerllTe e 0 eroenthusy
CPUCpuUtil, CPUSysTime, CPUUserTime, CPUWio, DSKP Busy,
3 HOST3 SWPTE:Sw;pUsedPezierllTe e * ereemibusy
CPUCpuUtil, CPUSysTime, CPUUserTime, CPUWio, DSKP Busy,
4 HOST4 SWPTgis;v;pUsedPezzerllTe e 0 eroenthusy
CPUCpuUtil, CPUSysTime, CPUUserTime, CPUWio, DSKP Busy.
> HOSTS SWPTgis;v;pUsedPezzerllTe e 0 eroenthusy

FEAR WIS, R B R — PR, F ISR — PR )
CHldnst—20) AR a0, B R SE, TSR I AL A i 2 R (5
TRIKCMEE RL, R 2 Frase Fo BUUATI0. R JE It R s i) 7 5

5 JEB AR MU AN SCRFE . I SN EAE B USHOE A G I, (8 AR
EI PR %

i LU AR, AESE SRR, 2 s B B SR ML A AR T SRS IR )
e ESEhR A, AR A =AU B R, AR HFALMOY R, IF
H, 2 Apriori SIA/EN EARERIBCRNETE, EAKRYIFA IR, IR S bR

10 fHOLIE A R SCIBR S%

*2

aranetiers

\host_najparanete: bl

:DEEFercentBusy
%DSKPercentBusy

| CPUCpulltil DSEPercentBusy
%HOSTl ECPUCpuUtil %DSKPercentBusy

B : :DSEPercentBusy 0:0333
{HOST1 (CPUCpultil DEKPercentBusy  All 0.
15 bEH, frontltem F/RFEMIFTI, behindltem KRN 5300, Support F/RLERE,

Confidence £#/rBEEE .
IR Apriori HyE R — P A WA R RECIIN &L, BRI, BT EIRMEA
Apriori BIEFEA MU HEHR B ITA B I, 8 H B IR 7 B R TG e I R
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EIRPER S102, i HEES T PRI [R) ) fE VS AR G, G SRR I SR T R
TRBEI 8] ] 5 V8 203 J B0 B 0 (740 e ) 10 38 — ORI ) 4R

TEA RSB, R a D ER S RN EVEAR S 5. B, X Tk 1
H1, Hostl EHLIIFNAEE CPUUserTime & DSKPercentBus, i (155 — S B £ RI
SRR BRI R B AR — RN S CYR 00: 00 RIKH 00: 000 FIHEUNEE. Wi+
WEhE, EHR T (A 5 e RS AR M, R IR AR A
R 00: 05 2R H 00: 05 K%dR, FHEE Apriori BETHE A A —OCIBERL NI 4E R2.

EIRAPER S103, K EE T OCHERINIAE b (R BRI 43 ) 55 5 — SR IR DU B i Ak 4
VOJEAT HERT, B A — SRIBC R 8 55 58 — SRR I B R AR ALLEE

FLpRH, SER RN LE A B, %88 ORGSR R2 (5 4 R0 5 3 — QB
HUUEE R1 A RMIEEAT L. SrP Ll P28 RUMTRT I, RS I, 00 de /)
SCRPRE . R/ NEAE R, HOR 5k RO SR B AR N A 8 LAy, mT DL e R
ZEATYCE, RIEE “OCHERIIAE R2 P — 20 R NIAN 58— SCIBR RN 4E R1 Hp— S MU I iy
JR TR TE, A RIZ Y A I ) SO e 22 S(Dif) & BR FEAm 2 C(DIf) 70 BIAESS € SR
22 BRE Y B A B S B 22 BB TE Y (S(Dih) A C(Dif) & R Z 44k iy, MR IESS Rk
TR , WX PARNEAHE . 85, Zivtifie 58— RECRHUIAE R1 555 QI
YOI R1 HAH R0 (4 £ S(Sum).

ARG, AR 58— S IDR R DU 4 R 1 5 50 B A TR P v B 5 — SRR AR
S ORI B R AR AR

HRd, 75— S, 245558 SR MNE R1 UK S5 RI(Sum)kit &
S ORI RT JGE — RBEUIAE R2 (ARALAE S PI@ I LUF 2 00 B3 — R
W R1 KR ORI 4E R2 (PAHEUEE S: S= S(Sum)/ R1(Sum) X 100%, 545 R
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‘host name paramneterl | windew ‘percent

2015/10/29 .0, 9B8RETTLEL

L]

2015/10/29

HOSTL o CPUCpultil DiEPercentBusy 2015/10/29 0:25]  0,993243243
HOST1 CPOCpulltil 2015/10/29

HOSTL CPUCpultil DSEPercentBusy = 2015/10/29 0:35. 1
HOSTL CPIChltil 2015/10/29
H0sTL o CPUCpulltil  DEEPercentBusy 2015/10/29 0

HOSTL CPIChultil 2015/10/29

HOBTL CPUCpulltil ‘DSKPercentBusy 2015/10/29 0:58: 1
HOST1 CPUCultil 2015/10/29 1:00;

HO=TL o CPUCpultil DeEPercentBusy 2015/10/29 1:05! 0. 825806452
HOST1 CPUCpultil  DSEPercentBusy 2015/10/29 1:10; 0.947712418

L ERAT UG, RIS, 2L 5 S EME N TR R, W R e
1, AIRECES — R BRI 45 R2.

SRIG, WIWTIE DR S104, A RIS — QB4R R1 A5 — SRHERUNI4E R2
IARALEE S 5 RIS MR EEREAT LA, FIWTRRAS DI A= AL A8 2 15 I W 1 O

Forp, MR LR AR, IRARCSE, BRI FEIREE s MELUE S(Min).
Blln, WERD LA, fESpR AR B T A R A s RS, HAHRE S(DiD K
0.006, C(Dif)4 0.03, S(Min)}y 85%.

K FHARE S HRUNIER S MAHABUEE. S(Min)HEAT EL#R, AR S=S(Min), I s A5 A Ul
EHLARRIES: AR S<SMin), WIAERAS I EHLAI AR & IR H 150

ghty 1R 3 AR AT UG R/ ME U S(Min) Ay 85%Hf, HOST1 ()
Azt CPUUserTime A DSKPercentBus Y 1 6 HBIAE 2015/10/29 1:05, RN R)E4
EH

B IR, b S v BT A 28 (0 LA N ) L B R G L S AR 3 D 26 4
W, AR LRSI AR A B o F LRSI, R A RARES R 2500 A 43 B R 3
AR S AR O S o T B AT T

IF A, B TR RO AR AR S S, FESEPR R A, ERL L 2 R
i, RN E AR 2 T AT S R I, S8R A e B ST 1A 1 AL e A Ty
P BRI RS, RN

DL RIS A e ) St 191 £ T WA i R g VA AE AT e A 0 S ek R,
ERIEFE, RGRIR TR B B ER, FESEBR R, RIEIAESE AL, YR AR
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5, AR B B R IR AR LS, ARG S s ML BEEAT e, AT AR &
L. RESE T R R R M 3 BRI 7 26, RS TR R

FE—SEHEEI T, AR B S ) 1) AR B S A 7 Ve FT AR N DR e
FEASTIN ALK AL e O e B G DI, AT 25080 B 1 P (3 BTk A i R S 4 ik R
TR I 18] 16 J5 1 300 i P800 o 11 v TR A PSR

RO, AN R B sl & NSRS AR IR, R
JE EFT AN . F R ORI AN E— AN O R EERT B, R R
1S PR M B AT B

B, AFF ER 3 TS, S 2015/1029 1:05 0P IR E B, A
2015/10/29 1:00 FIZER 4 2015/10/29 1:05 5, B 2015/10/29 1:05 5L
555 2015/10/29 1:10 FEE FRgHATAH LR vF 6

BET AR O S AR ) AL AR B SR i, AR S B Y I R AT T SE B
I 5GSBS RN 4 AT Bt . EARIIRR GE R AR 4 o3 5 PR
x4

{ host name | parameter ) date_time . value str
HOST1  DSEFercentBusy: 2015,/10/30
HOST1  DSEFercentBusy: 2015,/10/30
HOST1  DSEPercentBusy 2015/10/30

1
2
2:
HOSTZ  DSEPercentBusy: 2015/10/30 1:43 |  BA6. 2514
1 :
1
1

W

=

HOST3  DSEPercentBusy ! 2015/10/30
HOST4  DSEFercentBusy ! 2015/10/30
HOSTS ~ DSEFercentBusy ! 2015/10/30

4 TR 2015 4F 10 H gl 7 i 10K
%, host_name 8K M4, parameter fUE EHLKAL &, date_time Q& H[A]
s value_str ARFRIZIN A) 50T 1% E AR S AR,
*®5
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Ehost_name parameterl parameterz ‘windows ﬁpercent ,isalarmﬁS(min)
iHOST1 CPUCpulltil :DSKPercentBusy : 2015/10/29 1:05: 0, 325808 1 0.85
iHOST1 CPUCpulltil :DSKPercentBusy : 2015/10/29 2:35: 0, 641509 1 0.85
iHOST1 CPUCpultil :DSKPercentBusy : 2015/10/30 1:05: 0, 143617 1 0.85
HOBTL CRUCpultil DSEPercentBusy © 2015010450 11450, G647 i 0,85
iHOST1 CPUCpultil :DSKPercentBusy : 2015/10/30 1:50: 0. 367089 1 0.85
: CPNCpulitl WPercentBusy | 2015 10729 2 0, AT41ed: 1 0,58

CPHCpuliti sroentRusy | 2015710729 74 0 BRLETY 1 0,85

CPUCpulltil DSKPercentBusy @ 2015/10/30 1:05; 0. 397436 1 0.85
HOSTZ CPHCpuliti YPercentRusy | 2015710750 114Bi 0. BO3LEG i 0,85
iHOSTZ2 CPUCpulltil DSKPercentBusy @ 2015/10/30 2:15: 0. 503145 1 0. 85
iHOST3 CPUCpulltil DSKPercentBusy @ 2015/10/29 1:05; 0. 348993 1 0. 85
iHOST3 CPUCpulltil DSKPercentBusy @ 2015/10/29 2:35: 0. 338028 1 0. 85
iHOST3 CPUCpulltil DSKPercentBusy @ 2015/10/30 1:05; 0. 248227 1: 0. 85
HO3TS CPUCpuli o KPercentBusy | 2015/10/30 L14Bin. 234375 i G55
iHOST3 CPUCpulltil :DSKPercentBusy @ 2015/10/30 2:40i 0. 252174 1: 0.85
iHOST3 CPUCpulltil :DSKPercentBusy @ 2015/10/30 2:50i 0. 323944 1 0.85
iHOST4 CPUCpulltil DSKPercentBusy @ 2015/10/29 1:05: 0.45 1 0.85
iHOST4 CPUCpulltil DSKPercentBusy @ 2015/10/29 2:35: 0. 639241 1 0.85
iHOST4 CPUCpulltil :DSKPercentBusy @ 2015/10/30 1:05: 0. 831169 1: 0.85
HOST CRUCpulltil DEKPercentBusy | 2015%/10/30 L1450 185745 i O, 85
iHOST4 CPUCpultil DSKPercentBusy @ 2015/11/1 2:35: 0. 417722 1 0.85
iHOST4 CPUCpulltil DSKPercentBusy @  2015/11/2 1:05; 0. 463855 1 0.85
iHOST4 CPUCpulltil DSKPercentBusy @  2015/11/3 1:05; 0. 654088 1 0.85
iHOSTS CPUCpultil :DSKPercentBusy @ 2015/10/29 1:05; 0. 685897 1 0. 85
iHOSTS CPUCpultil :DSKPercentBusy @ 2015/10/29 2:35:0.181287 1 0. 85
iHOSTS CPUCpultil :DSKPercentBusy @ 2015/10/30 1:05; 0. 801325 1: 0. 85
HO3TS CPUCpuliti WPercentBusy | 2015/10/30 L1dBi 0 80375 i G, 85
iHOSTS CPUCpuUtil ‘DSEPercentBusy § 2015/11/5 2:45! 0.7T5641: 1 0. 85

- FH host_name AR ENLK, parameter] fCR ENH A&, parameter2 fLFKF
UK T3 —78 &, windows ARG L, BL 5 280 N 547, percent AR HHTH LS F—
& IR AR R ARABLEE - S(min) AR M AR e MARABURE ,  isalarm AUSE 2 i L AR ARLL A
SE /TR AR, 1 RRDM T, 0RRKT.

Wik 4 K3 5 RIS R L mT g, AT AR S W) S 1) 32 ML AR S A
%, R RIER A 98%, KB SEN 100%, WIRIRER 0 (BHRIFRREN
66.7%) o SEERAALER B AL TR gt O i S R o

AR SEHEIESR A BRI RS, W 2A 2 2B P, EENE
AR RS EEARE: B RN ERIT 1. 58 T ORI R THEE 0T 20 AH
VRT3 S G DL AW B 0T 4 55,

Horr, FR RS — R S TSR T 1 A TR — TR I (R B R &
IR EVE, VAR AL 2 A28 B TR SR — SR 58 — SRR
VPSR 2 T H R ORI T ) S M sh B i 11, Gl SCHOR M SR B4 IR PR
TN R) [r) i H 30 Ja B 7 1 b AR R TR S SRR A s ARBURE TR RT3 T
K 55 IR IR A r B A I 73 i) B 5 — SR IR R U A P O B S M BEAT LRSS T SRER
R A B T IR SR AR AURE s SIS DU AT 4 TR A ADURE R )
B /AL BE AT LLAE, IR AS D =ML IR 2 B i A5 R B S G V0L o
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T E 0 AR OATIL M, AR O SHE0 0 BN R R, 56
DL B0 B LR S SRS 6, S A T BL 43 2 o B B,
AL B 7 190 R R S SERAT 5 L A A2 15 LS B
BT SRR B R, eGS0 5 R R LSO, LU RS 138
P AT EREOR R RIS

DTS e RSB, X B SIHE) 0 THLE B 5 R R — 0.

LSBT 1, TR U L K0 SO 8 L i
SIBEARSEE, - FRFRI B % AR 2 W 55— B

SRR, FFRIENUT TR S SRR, Wk | PR,

CEARR ISP, AL | AL R, SRR IR L
RO WSROI, AR AL P IR 5%
O R1, g 2 B, SE BUAT. KURDE T, BUAT AR RO T
SR RN SCRIE, MU (I U S OB St TR PR B 1
g

RN, EIESCHEDIT 407 B b BLeb A B o ST
ALFE . SRR, TR A S AL R, AR IR R
Lo A Apriori SEEE 4 I IS, (HAR AL, TR
L A ) O SKBEH S.

LI Apriort SR BT MR AUR KA FLE, Rk, T R RS
Apriori SEHHEASBARA: FIRIRUFTA A, Mot U B0 R FUE e 0
INACHERE . AR B U T ASHEOIBAN S T R 28 00 A
B

LIS B T 2, TR U L R S AR 6 3
IR L4 FAAEI ] 5 M 50 5 OB B 0 o 2 5 Bt

TEAR R WL Hd D, RS E DR G REGR M EEM S & . i, X T%& 1
H, Hostl EHLAHA4EE CPUUserTime & DSKPercentBus, [ (155 — BRI 4L R
SRR BRI R B AR — RN S CYR 00: 00 RIKH 00: 000 FIHEUNEE. Wi+
TENE I, IR (Bl 5 0B RS EdRE O, WS LA A AR B A
MR 00: 05 WH 00: 05 %, B L Apriori BVETH A AZREE — CBCIE R2.



10

15

20

25

WO 2018/077152 PCT/CN2017/107407
10

ERARLEE TS T 3, H TS AR T ORI B b (A S 3 ) 5 R ORI
VO R R R R R AT LGS, TR BES — SR IR B 15 55 — SCIBR R S (R AR ADLAE

Hkth, W 3 pioR, ABETFE RT3 TEAR. AHRBMNSCE s 31,
TR o & SR S OB B 5 B O IR U R AR [RDR U R R s BB T
EHL 32, AT HRR 55— SCIH0R D) m R0 D0 (1 S 50 B AH [ U P 8 T SR ARABLEE

b, B AR RO e A 31 ) FH U R Ll B9, 8 S 4
R2 HRRRA RN 5 55— IR R1 I RE A FUIEAT U o FEP EEXr A B
(1R U =3t O U= 2N 5 - N WL B 2 A= K =02 = 0 W vy RS L S - B L
B A LRI, AT L BB R 2 AT B, RISE QIO SE R2 HP g — 4 LA SR — X
BERLIIAE RY b — 45 00 (Y 57 J5 TOUAR ], G SRSk 9 4 RN F) S 5 A 22 S(Di) A 815 FE
72 C(Dif) 73 AIAFELH 78 SR R 22 (B 0 1 A B AR A 22 B (ELYETH Y (S(Dif)F C(Dif) A2 ]
SHALE, AR IESE RAATIHED , WX PR AR SRE, Guilffie s —K
BERLIAE R1 558 QIO 4E R1 HAE R R0 (1 25t S(Sum).

TEIE I AR FRMBCE (B 31 g T3 RIEE R1 555 — RIBMNIEE R2
HRE RN ) 2 e S(Sum) f,  ARARUSE THEEASTERL 32 Wl 455 55— SCIBC RN 48 R1 rhoRiL I iy 2
HR1(Sum) K H A — G INIEE R1 B8 — S I 45 R2 (AR S,

FARML, 7E—Scifirp, ARDUSE T AR 32 wlidad LR A x0T 58— SCHe ) 45
R1 SR SCBOAE R2 FUAHUE S: S= S(Sum)/ R1(Sum) X 100%, 45 R unZk 3 i
i

Wit 3 FTLLEH, RS, LV S A EMEA TR, SR B E
1, MTAIAREER — G HERLNIAE R2.

SRIG . RIWTIE I S i e AT R 4, BT AT BB — SO AR R1 L3 —OQHK
HUEE R2 BAHLEE S HRUNAE R MRS T LU, ARSI AL AR B 5 IR
GO

Forp, MR LR AR, IRARCSE, BRI FEIREE s MELUE S(Min).
Blln, WERD LA, fESpR AR B T A R A s RS, HAHRE S(DiD K
0.006, C(Dif)} 0.03, S(Min)} 85%.

AR S SRR NMERIEE S(Min)BEATELEL, Wi S=S(Min),  TIA| & R sl
EHUAR & IEH; WA S<SMin), W& F el =ML AR & B E 1 .



10

15

20

25

30

WO 2018/077152 PCT/CN2017/107407
11

g 3 PRIEE T LUE T, TR s/ MRBURE S(Min) A 85%I, HOST1 H42
I CPUUserTime A DSKPercentBus HJ 57 7 1 V0 BLAE 2015/10/29 1:05, HARI R4 1E
o

B IR, b S v BT A 28 (0 LA N ) L B R G L S AR 3 D 26 4
W, i R EE A CORHIA R B . fE R ARSERT,  EAR LRI IR) . B0 & E A LSRR S
AL S5 o 17 150 S o o AT R

IF A, B TR RO AR AR S S, FESEPR R A, ERL L 2 R
5, AR AR B2 AT SR, BT A e B SE AR Y AR S R I R
iy PRSI, AR AR

LI B2 A B 0t 091 1) AL i S A 2R B A AT A ) R R,
ERIEFE, RGRIR TR B B ER, FESEBR R, RIEIAESE AL, YR AR
SR, ARG BN & CORUAR 2 (R B, 85 S5 e /MBI ALEE AT L, b A
(K15 B I Ol BE ST R i S AV A 5 BRI 2 o %, IR/ DRI A

TE—SEH I, A S B S 9] 1) 2 LA 2 e A ) R 000 ] L 5 S i 17 VO Ak 2 PR
7C, H T AR I AL A ISR A OO, TR D i R AR =
I e I e R PR I 1) i Ji5 0 200 5 000 7 11 b Bk A B P 0

RS UL, RS UUAR TR B T AN SR R Bh A D R R A
T AR, RIS R SRR o R T I S ) SR 1 A R )
SELG, TR R A B

fltn, ST 3 PREIEN S, 2 2015/10/29 1:05 (58 H 0L 5 & 0, H
2015/10/29 1:00 F%H & #e 2015/10/29 1:05 %k, FAHEHIGH 2015/10/29 1:05 1%L
555 2015/10/29 1:10 FEE FRgHATAH LR vF 6

FE—SEHafl, e AE—M B, IR AR ERA A A i BT
FEALBEAS FIEAT IR SENIRE T, PR AL B8 BAT b o N RS P I SE B0 Bk 7 ik .
H, PR A B PAT P VEIE R A TR AR TN AL A e I s N, AT
I B R R 7 S A PO e B T I 1) 1) S5 Y B S O O b iR AR
I . AE BRSO TR R T ORI R B P R A U 43 ) B IR B — ORIk
TR Hh IR R 4 I BEAT EE T, VBRI 35— DGR ML )6 5 58 — S IR I 8 IR ARABLEE
HAREEE . AR B 45 A0 T il 55— SBT3 5 — SC IR 0 D) 4w oA [+ 00 ) 1)
B MR T IR 55— IR DU A 0 DU P 80 SR A 0 P 25 v B TR AT B



10

15

20

25

WO 2018/077152 PCT/CN2017/107407
12

FE— SR rf, i AL B s B AT W TR A T E LR AR R A I R A O, R
PRAEE: BT IR AR R T B T T RN 4R dee /S AHACUE IR, 0 0 5 9 3R AR5 A ) = AL
AR s TR /S T TR RN 4R B /N AHABUBE IR, 0 0 5 T SR R A A = L ) A
H I A

TE— LRy, AR WPt —Fr ok AL SeAE A B, il vk AL AT S A7k A
FAAEABAT EIRTPERIVE SR Jorh, S Dol A Il = ML A & H B 1S Ol
I, R — 2500 B 0 o A T A R 0 5 8 T R i IR A N T 1 S e B0 S R e
H T IR AR K ECH e T B — SRR )4 o R sk A R 4 ) 5 ok B — SR IR R I 4R T
FEAHIEAT LU, vF SEPTIR 3 — QIR 4 15 58 — SC AU SR A AHABLE , - R AR 455
AR EET &5 SR i T ik 3 — DR IBC RN B 5 58 — SCIDRHL O] 4 PR R R I 5 s AR
RS SR TR U 5 U ) 167 S 50 A [ 0 ) PR 8 e v S P iR A AR

TE LR SRt rhy, i v SEAURE Fe AT T I A = LA AR B2 5 I e 1
Bl HARGES: P IRARACL K T B T U0 S e N AHABURE IS, W30 5 ok AR A )
TN EIE T s IR AL /N T B R K000 4 fge /S AHACUBE IR, D40 5 T 3t e ) = 4L
A B B A

AU AN LA, PALE AT R WA T7VE M R G % S ) il
MEAR T R EEAEEA G T En i RN S A BT AT IR 7 LA & Bk
WAL PALBAR AT, AR LR AN - —— 25 i B .

A AU A T8 e AN 53 W] AT SIEI 3R S 1) 7 v v i) A s 40 0 R T L R
FER I8 4 A R BORE Aok 58 B, 2 FE v DA i T — vh L AT s U i A b, tedn
ROM/RAM. . S5,

DL AR ARSI, X AR I B BRI SR AT T
T, PR ERARE R, BAE TR AR R R B ARSI T O, R AN TR E AR R T
TRAPIEE, NAEA K B ER AR 2 Y, TR e, SERE ., ootss, BN
A ETEA R RIS 2 N



10

15

20

25

WO 2018/077152 PCT/CN2017/107407
13

BRI EER A

L — R ENE R EAI A, HREE T, Pk i BN RS FA Il A -

2 MR — PRI T B s 7 11, Sl SR O B35, vH A I =L 2442
A I eSS WIESS

$4 W8S 0B I 1) 16 J i sl B i A i 1, e S IB I AR T B I s e )
[F o ) e R B 0 PR AL TR R S ORI U £ 5

R il 2 — S IR I £ H 1) 5 2 R 2 3 5 B R B — S IBR I ) A 25 L BEA T
FEXE, TSR SR — ORI B 5 2 — SCIB MU SR A UL 5

R BT IR ARALLPE 5 R0 B d /N ARABL P BEAT LA, I P R AR A L 2 e A5 1
PR H DL

2. MHEBCREER 1 Bk i BNV R HE RN 7%k, HAFIEAE T, e Brid Ao il
TN AR B F AR OO, AT 2n & 0 b i B A R i s B 4 SR P
) [i] Jr i 30 Jim (RO T 1 o B ik A e R 25080

3. RAEBCRESR 1 Brd i BN S HE RN 57, HRFIEAE T, R TR el — R
YU 5 H F R 2 LU 73 3 5 P 3 25— S IR U £ Hh 1) B 2 R BEAT LU, TSI 5 — ¢
SIS e S S WIIE SRR El VY- P NSOk I

MR e X & R 5 a5 — RIS I U £ Hh A IR L 1 2 5

MR AE BT R B — S IR I R 8y 5 5 B B i A I L) 5 o SR BT AR LU

4. RAEBRER 3 Frid i BNV AR5, HARIEAE T, AR Y boxt &5 R i &
PITI 565 — SR B 2 55 50 — ORI B rp AR R LU P i, AR L4

EEXS BT 55— SR IBUUI AR 5 58 IR I B (R B 2 R 2 T), S e L T 46 A'F

PITIA 565 — SR IG5 55— I AL U P R D i 20 2 R 0 i 20 15 A T+

PITI 5 — SR IU£R 55 55 — S IBR I I 2 1) e /N S 58 PR SRF P 2 A SR P i 2 14

(ER(EAEEIR
PV 5 — SR U 4R 55 585 — S IBR I I 2 1) e /N 1 8 ) L 15 P 2 £ 15 P i 2
(ER(EAEEIR

AR SR BT R I A, DA BT B — SR BB B 58— S I U 4 e Fg M e
NGRS
GETT FTIRAR R A



10

15

20

25

30

WO 2018/077152 PCT/CN2017/107407
14

5. RAEBCRESR 3 Brid i BN SR, R IEAE T, B LU 23 0 H
PTIEARLUE -

S= S(Sum)/ R1(Sum) X 100%

b, SOMPTIRARUE;  S(Sum) 2 BT AH R s R1(Sum) Ay B o — SR IR
IESE S UWITIRPSE @

6. MRAEBCFER 1 Prif iy BN HEAR T, HRIEAE T, I AT A e I 3=
PLE A T LR R GO0, HAR LA,

2 BTE AU K T 855+ Bk MR S s /AR ADUSERS S LA 5 ik el E ML A
IR

2 BT IR ARACLEE /> T B i MU U B dee /NARABLURE IS, U0 5 B AR Al SR AL ) A ot L
DL

7. —MENEEFFERIMNASLS, HRLET, Pridi BV RS R RS-

RO ST ST, R RS — PO TR B et 1, I S I
RPN K vl B INHHE 2 0 = w1 i e N S ITE S

SRR ST S T, R R SR IO R [ SR i s TR R O, il
SRR I AR B R FIOBRE I Th) 1) J i 0 i 0 850 T 10 b Bk A2 6 ) PR 5 — S BB L)
S

AV THR T, TR B 28 — QI A+ 1R R 2 BN 73 31l 5 P b 55 — S IR
JUPER A (R RE 2 UEAT U, PSRBT SR — SC IR AR 5 5 — SR I SR PR AR ABLEE

S DU R oT, AR PR AR DL S R B e AR B BEAT LR, Il ik
Fehn il AL A T LR R Ol

8. MBI ER 7 Prid i LAV R HERIN RS, AL T, Prid VAR B R
Rl R gk fL A

RGO B TT, H T 20 Brik R il AL AR & R BLR HRE OU, AT %K
3 T 11 HP ) i A2 B 0 B 2 MR I T8 0 i 3 3 i BR800 B 1 b i AR i
G

9. AR ER 7 Prif i BN HERIMARSE, HEIEAE T, PR ARSI
LSRRG

R TRTR U E5 i i s A b, Y AR Bl Xt &5 SR BTk B — QIR U B 5 5 — S I
U HH R I ) 5



10

15

20

25

30

WO 2018/077152 PCT/CN2017/107407
15

FRACUE THECAR b, AR P 3 55— S IR DU 2 SR )y 5 80 % P i A [ S ) ) 5

U PTE AL

10. RAEBCHESR 7 Prik i EHAREAFE RN RS, HAFEE T, P oiH
BICHAR T

2 BTE AU K T 855+ Bk MR S s /AR ADUSERS S LA 5 ik el E ML A
IEH;

2 TR AR ACLE /N TR0 00 £ fo /S AEABLRE IS 5 D50 5 JT ks AR A 00 = AL ) A e L R e A
Hlo

11— B EALBES, B A R A M AEAF A PRI EAL B3 FIs T
RN, HAFIEAE T, Frid b BEEs PAT Brif vk ARSI SCEUBOR 25K 1 By
e

12, ARIEBOMEER 11 Prid e S HL B %, LR b AE T, Prd A B8 AT ket
B A PTAA RN T AR E LR F AR OO, AT 2 B O R TR A B AR
YR B B 1 R PRI ) ) S T 0 i AR B 1 rh T AR A

13, MRAEBOMZER 11 Prik et Sl e s, RFIEAE T, Prd B P ATH PR o —
SRR (045 25 U 9 ) 55 BTk B — SR IBC R B P (K Bk A W EAT B X, TS BT
S ORI AR 5 2 OGN SR AR U, AR5

MR e X & R 5 a5 — RIS I U £ Hh A IR L 1 2 5

MR AE BT R B — S IR I R 8y 5 5 B B i A I L) 5 o SR BT AR LU

14, RAEBOMEER 11 Prif et SNl e s, RFIEAE T, Prd B2 AT BT b £
R AL AR A R oL, B A

2 BTE AU K T 855+ Bk MR S s /AR ADUSERS S LA 5 ik el E ML A

IR
2 BT IR ARACLEE /> T B i MU U B dee /NARABLURE IS, U0 5 B AR Al SR AL ) A ot L
DL

15, — P S BN T, HRFREAE T, Pk v SO Ll A7 il A A7 e AT SR ATAL
AR 1 P IR SRR .

16. IBCHER 15 Pri’ vt SR e b it IR T, BT tH SN LRE P 3A
ITTREC S B B Al AL AR SR B s DO, AT — 2l & 0 P T
TR AZ 5 PR o 45 P R 2 M T N TR 1) e s i B B 0 o PR A R



10

WO 2018/077152 PCT/CN2017/107407
16

17. RIEBORESR 15 Pri’ vt SRR b i, FRFIEAE T, BT vF SN LR P ah
TR BT 55 — S IR B (8 A 2% LI 7 ) 55 BTk B — DI LU 8 e F s 4 R U AT
Xt PRI — R ER 55 28 OGO ISR AR DU, HAR L4

MR e X & R 5 a5 — RIS I U £ Hh A IR L 1 2 5

MR AE BT R B — S IR I R 8y 5 5 B B i A I L) 5 o SR BT AR LU

18. MIEBCHER 15 Pri’ vt EHUR e b i, FARFIEAE T, BT vH SRR P aA
AT AT BT A5 A E AL AR B AT IR s oL, BRI

2 BTE AU K T 855+ Bk MR S s /AR ADUSERS S LA 5 ik el E ML A
IEH;

2 BT IR ARACLEE /> T B i MU U B dee /NARABLURE IS, U0 5 B AR Al SR AL ) A ot L

L.



WO 2018/077152 PCT/CN2017/107407
1/4

e S VRN LIS AR &y RPN SRS !
WS, RSN ENNZDEEZEEE— 5101
ENSYANIES

y
2 0B 18 1 S sh H i 1, s SRR
VO B35 T S50 422 R AL I ) ) Vi sl O B8 7 11 s S102

IR =wdli| e SSIE S

¥

R 58— SRR I B r R BESER  31) 5 5F — DRI
YOI T ) R A IR BEAT LS, B — SR £R - S103
Sk O SIE SIY LYY

-4

MRYEARLUEE 5 R ER s LU EE HEAT ELBE, P A+

oy . e - S104
o I AL A2 S T IR AR DL

A1



WO 2018/077152 PCT/CN2017/107407
2/4

EHRE T HEN RS

SRR NESTWIE SRl

| Y

EEP RS WL S8

| 3

FBLEE T+ BT

| P

SR ORI LT

& 2A



WO 2018/077152

3/4

LA E AN RS

& 2B

PCT/CN2017/107407



WO 2018/077152

4/4

FAAEE 5 5T

AR D AU ) 5

FRAE T SRk

32

PCT/CN2017/107407



INTERNATIONAL SEARCH REPORT

International application No.

PCT/CN2017/107407

A. CLASSIFICATION OF SUBJECT MATTER

GO6F 11/07 (2006.01) i
According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

GO6F

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

similarity

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used)

DWPI, CNTXT, SIPOABS, CNKI: &%, XBEFN, FAEE O, AUE, 7%, 4F&, database, asscociat+ rules, data window,

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category*

Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

document

(25.11.2015), entire document

PX (CN 106528313 A (CHINA UNIONPAY CO., LTD.), 22 March 2017 (22.03.2017), entire
A CN 105099759 A (SHANGHAI HUAWEI TECHNOLOGIES CO., LTD.), 25 November 2015
A (CN 101853277 A (NANJING UNIVERSITY OF INFORMATION SCIENCE &

TECHNOLOGY), 06 October 2010 (06.10.2010), entire document
A US 9043354 B1 (IQOR US INC.), 26 May 2015 (26.05.2015), entire document

[ Further documents are listed in the continuation of Box C.

X See patent family annex.

* Special categories of cited documents:
“A” document defining the general state of the art which is not

considered to be of particular relevance

“E” earlier application or patent but published on or after the
international filing date

“L”  document which may throw doubts on priority claim(s) or
which is cited to establish the publication date of another
citation or other special reason (as specified)

“0” document referring to an oral disclosure, use, exhibition or

other means

“P” document published prior to the international filing date
but later than the priority date claimed

“T” later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

“X” document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to involve
an inventive step when the document is taken alone

“Y” document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such
documents, such combination being obvious to a person

skilled in the art

“&” document member of the same patent family

Date of the actual completion of the international search

09 January 2018

Date of mailing of the international search report

24 January 2018

IName and mailing address of the ISA
State Intellectual Property Office of the P. R. China
No. 6, Xitucheng Road, Jimengiao
Haidian District, Beijing 100088, China

[Facsimile No. (86-10) 62019451

Authorized officer

YIN, Jianfeng
Telephone No. (86-10) 62089526

Form PCT/ISA/210 (second sheet) (July 2009)




INTERNATIONAL SEARCH REPORT

3 ) International application No.
Information on patent family members

PCT/CN2017/107407
Patent I?ocuments referred Publication Date Patent Family Publication Date
in the Report
CN 106528313 A 22 March 2017 None
CN 105099759 A 25 November 2015 None
CN 101853277 A 06 October 2010 None
US 9043354 B1 26 May 2015 US 8489872 B1 16 July 2013
US 9405814 B1 02 August 2016
US 8812537 B1 19 August 2014
US 9390132 B1 12 July 2016

Form PCT/ISA/210 (patent family annex) (July 2009)



E Rt =R S oy 1
PCT/CN2017/107407

A A E
GO6F 11/07(2006. 01) 1

2R PR LA 2028 (TPC) B R i 452 8 I 22 2 JS RN TPC T A 7328

B. R
R IR AR BRSO (s 2R R G My 2K T)
GOeF

BB AL FR TR A B4 B 5 R PR BE SRR LA A M AR 2R SCR

TERE A 2 2 () A7 it e (Rl e A9, A0 TR RAA) (e A )

DWPI, CNTXT, SIPOABS, CNKI, 435 %8, BAHIN), #E%E 0, AMUE, =%, 8, database, asscociatt rules, da-
ta window, similarity

C. HEXH
2% m* SR, LB, TEIHMCEE FHIC AR E R
PX CN 106528313 A (PESRECEMBIRAT]) 20174 34 22H (2017 - 03 - 22) 1-18
£
A CN 105099759 A (L AEABFIRAT) 20154 115 25H (2015 - 11 - 25) 1-18
£
A CN 101853277 A (BR{ER TR 20104 105 6H (2010 - 10 - 06) 1-18
£
A US 9043354 B1 (IQOR US INC) 20154F 5H 26H (2015 - 05 - 26) 1-18
£
[ st ek myg i spg TSGR
* AR R RER, “1” %%E%g%%ﬂ%%Fﬂﬁ 5l A ARiRad, (B4 THEAF
“nr KA RIARSE TR T IV BR—RORAS (S0 AR
“x” EERIARKBISCH, $@%@?Iﬁ INEERR IR AR
wp 7 TERRA I B R 2 5 A A HO7E S B SR AT P &
«pr ATHESHE S AE KA R BRI . BOhE —g : “y” ERSIMLIISAE, é?If¢%%~%Eﬁ%%% ZB ARSI
L R e R Sl ot AU H AR AR T U BRI A
WD R B ] 5k
“0” WREKAT. A, BWEHEHAM S AT RIS “&” RIS RIS
«p» AR H G T E PR HARR T BT E SR B4 e AL B B se it
EfrfR LR 5 ] [ At 2R A 2 R 2 40
20182 18 9H 20184 18 24H
TSA/CNH 44 Fr 1 25 Ha 1k ZAE R
AR N RAL R B [ SNV LR (ISA/CN) F ol
A b AT VR X 8 T THR G LI 65 100088 -
HHEZ (86-10)62019451 iSRS (86-10) 62089526

= PCT/ISA/210 (5E270) (20094E7H)



REERi Bl 1A
TR HIRES PCT/CN2017/107407
K 8] R Wi ARG R s
CN 106528313 A 20174 35 22H .
CN 105099759 A 20154F 118 25H I
CN 101853277 A 20104 10H 6H I
Us 9043354 B1 20154 5 26H Us 8489872 B1 20134 7TH 16H
Us 9405814 B1 20164F 8H 2H
us 8812537 Bl 20144 84 19H
us 9390132 B1 20164F 7H 12H

#F PCT/ISA/210 (FIEEFIMIH) (200947 H)




	Page 1 - front-page
	Page 2 - front-page
	Page 3 - description
	Page 4 - description
	Page 5 - description
	Page 6 - description
	Page 7 - description
	Page 8 - description
	Page 9 - description
	Page 10 - description
	Page 11 - description
	Page 12 - description
	Page 13 - description
	Page 14 - description
	Page 15 - claims
	Page 16 - claims
	Page 17 - claims
	Page 18 - claims
	Page 19 - drawings
	Page 20 - drawings
	Page 21 - drawings
	Page 22 - drawings
	Page 23 - wo-search-report
	Page 24 - wo-search-report
	Page 25 - wo-search-report
	Page 26 - wo-search-report

