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MONITORING FILE SYSTEM OPERATIONS therefore not to be considered limiting of its scope , for the 
BETWEEN A CLIENT COMPUTER AND A invention may admit to other equally effective embodi 

FILE SERVER ments . 
FIG . 1 is a high - level block diagram of components of a 

BACKGROUND 5 massively parallel computer system ; 
FIG . 2 is a conceptual illustration of a three - dimensional 

In high - performance computing ( HPC ) , high - perfor - torus network of the system of FIG . 1 ; 
mance file system implementations can handle hundreds of FIG . 3A is a high - level diagram of a compute node of the 
thousands ( or more ) of simultaneous file operations . For system of FIG . 1 ; 
example , to access a particular file , a client computer could od 10 FIG . 3B is a high - level diagram of an I / O node of the 

system of FIG . 1 ; issue a system call ( syscall ) for a particular file operation and FIG . 3C is a high - level flow diagram of a syscall process a server could process the syscall and perform correspond involving a compute node , I / O node and hard drive of the ing file operations on a disk or network storage . In some system of FIG . 1 ; situations ( e . g . , when accessing a problematic storage 15 was 15 FIG . 4A is a flow diagram that illustrates a process of device ) issued syscalls can hang or can take an excessive monitoring a syscall according to an embodiment of the amount of time to complete . However , it can be challenging invention ; to determine whether a particular syscall is experiencing FIG . 4B is a flow diagram that illustrates a process of 
problems ( e . g . , hanging or excessively delayed ) or simply monitoring a syscall according to an embodiment of the 
needs a substantial amount of time to complete . 20 invention ; 

FIGS . 5A - 5C illustrate exemplary memory pointers and 
SUMMARY associated time stamps according to certain embodiments of 

the invention ; 
The invention relates generally to monitoring syscalls for FIG . 6 is a flow diagram that illustrates a process of 

file operations in high - performance computer systems and 25 monitoring a syscall according to an embodiment of the 
providing alerts that a particular file operation is hung or invention ; 
slow . FIGS . 7A - 7C illustrate exemplary memory pointers and 

One embodiment of the present disclosure includes a associated timers according to certain embodiments of the 
method for monitoring file system operations between a invention ; and 
client computer and a server . The method includes generat - 30 FIG . 8 is a decision tree for determining threshold limits 
ing tracking information associated with a syscall and issu according to an embodiment of the invention . 
ing a syscall . If the syscall is not completed , the tracking 
information is compared to a threshold limit . If the tracking DETAILED DESCRIPTION 
information exceeds the threshold limit before the syscall is 
complete , then the system can generate a flag that can be 35 In high - performance computing ( HPC ) , high - perfor 
provided to a network administrator . mance file system implementations can handle hundreds of 

Another embodiment of the present disclosure includes a thousands ( or more ) of simultaneous file operations . Some 
computer program product for monitoring file system opera - syscalls for file operations may hang up and / or run too 
tions between a client computer and a server . The program slowly . These hung up and / or slow - running syscalls can 
product includes computer - readable program code config - 40 affect overall performance of the HPC because processing 
ured to generate tracking information associated with a resources are being expended to attempt to complete the 
system call ( syscall ) and issuing a syscall . Furthermore , the syscalls while one or more processes and / or threads are idle 
program product includes computer - readable program code waiting on the syscall to complete . As such , embodiments of 
configured to compare the tracking information to a thresh - the present invention can monitor the syscalls and flag 
old limit and to generate a flag if the tracking information 45 syscalls that may be hung up and / or running too slowly . In 
exceeds the threshold limit before the syscall completes . various embodiments , the syscall can be automatically ter 

Another embodiment of the present disclosure includes a minated if the monitor detects a syscall that is hung up 
system for monitoring file system operations between a and / or running too slowly . 
client computer and a server . The system includes a client FIG . 1 is a block diagram of components of a massively 
computer a processing module , a storage module , and com - 50 parallel computer system 100 , according to one embodiment 
puter - readable program code configured to cause the pro - of the present invention . Illustratively , computer system 100 
cessor to generate tracking information and a syscall . Fur - shows the high - level architecture of an IBM Blue Gener 
thermore , the computer - readable program code causes the computer system , it being understood that other parallel 
processor to compare the tracking information to a threshold computer systems could be used , and the description of a 
limit and to generate a flag if the tracking information 55 preferred embodiment herein is not intended to limit the 
exceeds the threshold limit before the syscall is completed present invention . 

As shown , computer system 100 includes a compute core 
BRIEF DESCRIPTION OF THE SEVERAL 101 having a number of compute nodes arranged in a regular 

VIEWS OF THE DRAWINGS array or matrix , which perform the useful work performed 
60 by system 100 . The operation of computer system 100 , 

So that the manner in which the above recited aspects are including compute core 101 , may be controlled by control 
attained and can be understood in detail , a more particular subsystem 102 . Various additional processors in front - end 
description of embodiments of the invention , briefly sum nodes 103 may perform auxiliary data processing functions , 
marized above , may be had by reference to the appended and file servers 104 provide an interface to data storage 
drawings . 65 devices such as disk based storage 109A , 109B or other I / O 

It is to be noted , however , that the appended drawings ( not shown ) . Functional network 105 provides the primary 
illustrate only typical embodiments of this invention and are data communication path among compute core 101 and 
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other system components . For example , data stored in In one embodiment , compute nodes 112 are arranged 
storage devices attached to file servers 104 can be loaded logically in a three - dimensional torus , where each compute 
and stored to other system components through functional node 112 may be identified using an x , y and z coordinate . 
network 105 . FIG . 2 is a conceptual illustration of a three - dimensional 

Also as shown , compute core 101 includes I / O nodes 5 torus network of system 100 , according to one embodiment 
111A - C and compute nodes 112A - I . Compute nodes 112 of the invention . More specifically , FIG . 2 illustrates a provide the processing capacity of parallel system 100 , and 4x4x4 torus 201 of compute nodes , in which the interior are configured to execute applications written for parallel nodes are omitted for clarity . Although FIG . 2 shows a processing . I / O nodes 111 handle I / O operations on behalf of 4x4x4 torus having 64 nodes , it will be understood that the compute nodes 112 . Also referring to FIG . 3B , each I / O node 10 actual number of compute nodes in a parallel computing 111 ( e . g . , I / O node 111A ) may include a processor 330 , system is typically much larger . For example , a complete memory 332 , and interface hardware 334 that handles I / O Blue Gene / Q system includes 65 , 536 compute nodes . Each operations for a set of N compute nodes 112 , the I / O node compute node 112 in torus 201 includes a set of six node and its respective set of N compute nodes are referred to as 
a Pset . Compute core 101 contains M Psets 115A - C . each 15 to - node communication links 202A - F which allows each 
including a single I / O node 111 and N compute nodes 112 , compute nodes in torus 201 to communicate with its six 
for a total of MxN compute nodes 112 . The product MxN immediate neighbors , two nodes in each of the x , y and z 
can be very large . For example , in one implementation coordinate dimensions . 
M = 1024 ( 1K ) and N = 64 , for a total of 64K compute nodes . As used herein , the term " torus ” includes any regular 

In general , application programming code and other data 20 pattern of nodes and inter - nodal data communications paths 
input required by compute core 101 to execute user appli in more than one dimension , such that each node has a 
cations , as well as data output produced by the compute core defined set of neighbors , and for any given node , it is 
101 , is communicated over functional network 105 . The possible to determine the set of neighbors of that node . A 
compute nodes within a Pset 115 communicate with the “ neighbor ” of a given node is any node which is linked to the 
corresponding I / O node over a corresponding local I / 0 tree 25 given node by a direct inter - nodal data communications 
network 113A - C . The I / O nodes , in turn , are connected to path . That is , a path which does not have to traverse another 
functional network 105 , over which they communicate with node . The compute nodes may be linked in a three - dimen 
I / O devices attached to file servers 104 , or with other system sional torus 201 , as shown in FIG . 2 , but may also be 
components . Thus , the local 1 / 0 tree networks 113 may be configured to have more or fewer dimensions . Also , it is not 
viewed logically as extensions of functional network 105 , 30 necessarily the case that a given node ' s neighbors are the 
and like functional network 105 are used for data I / O , physically closest nodes to the given node , although it is 
although they are physically separated from functional net generally desirable to arrange the nodes in such a manner , 
work 105 . insofar as possible . 

Control subsystem 102 directs the operation of the com - In one embodiment , the compute nodes in any one of the 
pute nodes 112 in compute core 101 . For example , control 35 x , y , or z dimensions form a torus in that dimension because 
subsystem 102 can control which processes are assigned to the point - to - point communication links logically wrap 
the various compute nodes 112A - I . Control subsystem 102 around . For example , this is represented in FIG . 2 by links 
is a computer that includes a processor ( or processors ) 121 , 202D , 202E , and 202F which wrap around from a last node 
internal memory 122 , and local storage 125 . An attached in the x , y and z dimensions to a first node . Thus , although 
console 107 may be used by a system administrator or 40 node 203 appears to be at a " corner " of the torus , node - to 
similar person . Control subsystem 102 may also include an node links 202A - F link node 203 to nodes 202D , 202E , and 
internal database which maintains state information for the 202F , in the x , y , and Z dimensions of torus 201 . 
compute nodes in core 101 , and an application which may FIG . 3 is a diagram of a compute node 112 of the system 
be configured to , among other things , control the allocation 100 of FIG . 1 , according to one embodiment of the inven 
of hardware in compute core 101 , direct the loading of data 45 tion . As shown , compute node 112 includes processor cores 
on compute nodes 111 , and perform diagnostic and mainte 301A and 301B , and also includes memory 302 used by both 
nance functions . processor cores 301 ; an external control interface 303 which 

Control subsystem 102 communicates control and state is coupled to local hardware control network 114 ; an exter 
information with the nodes of compute core 101 over control nal data communications interface 304 which is coupled to 
system network 106 . Network 106 is coupled to a set of 50 the corresponding local 1 / 0 tree network 113 , and the 
hardware controllers 108A - C . Each hardware controller corresponding six node - to - node links 202 of the torus net 
communicates with the nodes of a respective Pset 115 over work 201 ; and monitoring and control logic 305 which 
a corresponding local hardware control network 114A - C . receives and responds to control commands received 
The hardware controllers 108 and local hardware control through external control interface 303 . Monitoring and 
networks 114 are logically an extension of control system 55 control logic 305 may access processor cores 301 and 
network 106 , although physically separate . locations in memory 302 on behalf of control subsystem 102 

In addition to control subsystem 102 , front - end nodes 103 to read ( or in some cases alter ) the operational state of node 
provide computer systems used to perform auxiliary func 112 . In one embodiment , each node 112 may be physically 
tions which , for efficiency or otherwise , are best performed implemented as a single , discrete integrated circuit chip . 
outside compute core 101 . Functions which involve sub - 60 As described , functional network 105 may service many 
stantial I / O operations are generally performed in the front - 1 / 0 nodes , and each I / O node is shared by multiple compute 
end nodes . For example , interactive data input , application nodes 112 . Thus , it is apparent that the I / O resources of 
code editing , or other user interface functions are generally parallel system 100 are relatively sparse when compared to 
handled by front - end nodes 103 , as is application code computing resources . Although it is a general purpose com 
compilation . Front - end nodes 103 are connected to func - 65 puting machine , parallel system 100 is designed for maxi 
tional network 105 and may communicate with file servers mum efficiency in applications which are computationally 
104 . intense . 
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As shown in FIG . 3 , memory 302 stores an operating In various embodiments , each sysiod daemon 336 can 
system image 311 , an application code image 312 , and user include a syscall management component 338 . When a 
application data structures 313 as required . Some portion of compute node 112 generates a syscall message , the syscall 
memory 302 may be allocated as a file cache 314 , i . e . , a management component 338 can run a syscall handling 
cache of data read from or to be written to an I / O file . 5 thread 340 and a monitoring thread 342 . As described in 
Operating system image 311 provides a copy of a simplified greater detail below , the syscall handling thread 340 can 
function operating system running on compute node 112 . process the syscall and the monitoring thread 342 can 
Operating system image 311 may includes a minimal set of monitor a time stamp created by the syscall handling thread 

340 to monitor for hung or slow - running syscalls . functions required to support operation of the compute node 
112 . In a Blue Gene system , for example , operating system 10 Reference is made herein to embodiments of the inven 

tion . However , it should be understood that the invention is image 311 contains a version of the Linux® operating not limited to specific described embodiments . Instead , any system customized to run on compute node 112 . Of course , combination of the features and elements herein , whether other operating systems may be used , and further it is not related to different embodiments or not , is contemplated to necessary that all nodes employ the same operating system . 1 ting system . 15 implement and practice the invention . Furthermore , 
( Also note , Linux® is a registered trademark of Linus although embodiments of the invention may achieve advan 
Torvalds in the United States and other countries . ) tages over other possible solutions and / or over the prior art , 

Application code image 312 represents a copy of the whether or not a particular advantage is achieved by a given 
application code being executed by compute node 112 embodiment is not limiting of the invention . Thus , the 
Application code image 302 may include a copy of a 20 following aspects , features , embodiments and advantages 
computer program being executed by system 100 , but where herein are merely illustrative and are not considered ele 
the program is very large and complex , it may be subdivided ments or limitations of the appended claims except where 
into portions which are executed by different compute nodes explicitly recited in a claim ( s ) . Likewise , reference to “ the 
112 . Memory 302 may also include a call - return stack 315 invention ” shall not be construed as a generalization of any 
for storing the states of procedures which must be returned 25 inventive subject matter disclosed herein and shall not be 
to , which is shown separate from application code image considered to be an element or limitation of the appended 
302 , although it may be considered part of application code claims except where explicitly recited in a claim ( s ) . 
state data . As will be appreciated by one skilled in the art , aspects of 
As part of ongoing operations , the application code image the present invention may be embodied as a system , method 

312 may be configured to transmit messages from compute 30 or computer program product . Accordingly , aspects of the 
node 112 to other compute nodes in parallel system 100 . For present invention may take the form of an entirely hardware 
example , the high level MPI call of MPI _ Send ( ) ; may be embodiment , an entirely software embodiment ( including 
used by application 312 to transmit a message from one firmware , resident software , micro - code , etc . ) or an embodi 
compute node to another . On the other side of the commu ment combining software and hardware aspects that may all 
nication , the receiving node may call use the MPI call 35 generally be referred to herein as a " circuit , " " module " or 
MPI _ Recieve ( ) ; to receive and process the message . As “ system . ” Furthermore , aspects of the present invention may 
described above , in a Blue Gene system , the external data take the form of a computer program product embodied in 
interface 304 may be configured to transmit the high level one or more computer readable medium ( s ) having computer 
MPI message by encapsulating it within a set of packets and readable program code embodied thereon . 
transmitting the packets of over the torus network of point - 40 Any combination of one or more computer readable 
to - point links . Other parallel systems also include a mecha - medium ( s ) may be utilized . The computer readable medium 
nism for transmitting messages between different compute may be a computer readable signal medium or a computer 
nodes . For example , nodes in a Beowulf cluster may com - readable storage medium . A computer readable storage 
municate using a using a high - speed Ethernet style network . medium may be , for example , but not limited to , an elec 

With reference to FIGS . 3A - 3C , the application code 45 tronic , magnetic , optical , electromagnetic , infrared , or semi 
image 312 can require file operations ( e . g . , retrieve a file or conductor system , apparatus , or device , or any suitable 
write to a file ) . In such instances , the external data interface combination of the foregoing . More specific examples ( a 
304 of a compute node 112 can send a syscall message to its non - exhaustive list ) of the computer readable storage 
I / O node 111 ( via the local I / O tree network 113 ) that medium would include the following : an electrical connec 
requests performance of the file operation . The I / O node 111 50 tion having one or more wires , a portable computer diskette , 
can then process the syscall message and can send a request a hard disk , a random access memory ( RAM ) , a read - only 
for performance of the file operation to the file server 104 memory ( ROM ) , an erasable programmable read - only 
and / or a disk drive ( e . g . , disk drive 109A ) via the functional memory ( EPROM or Flash memory ) , an optical fiber , a 
network 105 . In instances where the file operation is a “ read ” portable compact disc read - only memory ( CD - ROM ) , an 
request , for example , the disk drive 109 A can send the 55 optical storage device , a magnetic storage device , or any 
requested data to the I / O node 111 via the functional network suitable combination of the foregoing . In the context of this 
105 . The I / O node 111 , in turn , can send the data to the document , a computer readable storage medium may be any 
compute node 112 . tangible medium that can contain , or store a program for use 

Referring to FIG . 3B , the memory 332 of an I / O node can by or in connection with an instruction execution system , 
include system input / output daemons ( sysiod daemon ) . A 60 apparatus , or device . 
daemon is a computer program that runs as a background A computer readable signal medium may include a propa 
process rather than being under the direct control of an gated data signal with computer readable program code 
interactive user . The memory 332 can include a sysiod embodied therein , for example , in baseband or as part of a 
daemon 336 for each compute node 112 assigned to the I / O carrier wave . Such a propagated signal may take any of a 
node 111 . For example memory 332 of 1 / 0 node can have a 65 variety of forms , including , but not limited to , electro 
sysiod daemon 336 for compute node 112A and additional magnetic , optical , or any suitable combination thereof . A 
sysiod daemons for compute nodes 112B and 112C . computer readable signal medium may be any computer 
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readable medium that is not a computer readable storage that can be rapidly provisioned and released with minimal 
medium and that can communicate , propagate , or transport management effort or service provider interaction . Thus , 
a program for use by or in connection with an instruction cloud computing allows a user to access virtual computing 
execution system , apparatus , or device . resources ( e . g . , storage , data , applications , and even com 

Program code embodied on a computer readable medium 5 plete virtualized computing systems ) in “ the cloud , ” without 
may be transmitted using any appropriate medium , includ - regard for the underlying physical systems ( or locations of 
ing but not limited to wireless , wireline , optical fiber cable , those systems ) used to provide the computing resources . 
RF , etc . , or any suitable combination of the foregoing . Typically , cloud computing resources are provided to a 

Computer program code for carrying out operations for user on a pay - per - use basis , where users are charged only for 
aspects of the present invention may be written in any 10 the computing resources actually used ( e . g . an amount of 
combination of one or more programming languages , storage space consumed by a user or a number of virtualized 
including an object oriented programming language such as systems instantiated by the user ) . A user can access any of 
Java , Smalltalk , C + + or the like and conventional procedural the resources that reside in the cloud at any time , and from 
programming languages , such as the “ C ” programming anywhere across the Internet . In context of the present 
language or similar programming languages . The program 15 invention , aspects of the sysiod daemon ( e . g . , the monitoring 
code may execute entirely on the user ' s computer , partly on thread 342 ) can operate in the cloud . For example , the 
the user ' s computer , as a stand - alone software package , monitoring thread 342 could execute on a computing system 
partly on the user ' s computer and partly on a remote in the cloud and monitor time stamps associated with syscall 
computer or entirely on the remote computer or server . In the handling threads 340 , described in greater detail below . In 
latter scenario , the remote computer may be connected to the 20 such a case , the monitoring threads 342 could monitor time 
user ' s computer through any type of network , including a stamps associated with respective syscall handling threads 
local area network ( LAN ) or a wide area network ( WAN ) , or 340 and store flags for potentially hung or slow - running 
the connection may be made to an external computer ( for syscalls ( e . g . , RAS event messages ) . Doing so allows a user 
example , through the Internet using an Internet Service to access this information from any computing system 
Provider ) . 25 attached to a network connected to the cloud ( e . g . , the 

Aspects of the present invention are described herein with Internet ) . 
reference to flowchart illustrations and / or block diagrams of In high - performance computing ( HPC ) , high - perfor 
methods , apparatus ( systems ) and computer program prod - mance file system implementations can handle hundreds of 
ucts according to embodiments of the invention . It will be thousands ( or more ) of simultaneous file operations . For 
understood that each block of the flowchart illustrations 30 example , referring to FIG . 1 , each of the compute nodes 
and / or block diagrams , and combinations of blocks in the 112A - I can simultaneously send file operation syscalls to the 
flowchart illustrations and / or block diagrams , can be imple - file servers 104 and the storage 109 A and 109B connected 
mented by computer program instructions . These computer thereto via I / O nodes 111A - C as described above . Generally , 
program instructions may be provided to a processor of a such a syscall is completed once the corresponding file 
general purpose computer , special purpose computer , or 35 operation ( s ) is completed . However , if the file operation 
other programmable data processing apparatus to produce a does not complete ( e . g . , if the file operation is hung up 
machine , such that the instructions , which execute via the and / or running too slowly ) , then the compute node continues 
processor of the computer or other programmable data to expend processing resources as it attempts to complete the 
processing apparatus , create means for implementing the file operation called for by the syscall . Embodiments of the 
functions / acts specified in the flowchart and / or block dia - 40 present invention can monitor the syscalls and flag syscalls 
gram block or blocks . associated with file operations that may be hung up and / or 

These computer program instructions may also be stored running too slowly . In various embodiments , the flagged 
in a computer readable medium that can direct a computer , syscall can be automatically terminated if the monitor 
other programmable data processing apparatus , or other detects a syscall that is hung up and / or running too slowly . 
devices to function in a particular manner , such that the 45 FIG . 4A illustrates an exemplary block diagram for opera 
instructions stored in the computer readable medium pro - tion of a syscall management component 338 . As described 
duce an article of manufacture including instructions which above , the syscall management component 338 can run in a 
implement the function / act specified in the flowchart and / or sysiod daemon 336 in an I / O node 111 and can include two 
block diagram block or blocks . execution threads : a syscall handling thread 340 and a 

The computer program instructions may also be loaded 50 monitor thread 342 . In various embodiments , the monitor 
onto a computer , other programmable data processing appa - thread 342 can be asynchronous with respect to the syscall 
ratus , or other devices to cause a series of operational steps handling thread 340 . As used herein , asynchronous means 
to be performed on the computer , other programmable that the syscall handling thread 340 and the monitor thread 
apparatus or other devices to produce a computer imple - 342 run independently from one another without one thread 
mented process such that the instructions which execute on 55 requiring information and / or input from the other thread . 
the computer or other programmable apparatus provide The sysiod daemon 336 in the I / O node 111 can initiate the 
processes for implementing the functions / acts specified in syscall handling thread 340 ( block 402 ) by creating a time 
the flowchart and / or block diagram block or blocks . stamp at a memory address ( e . g . , writing a current system 

Embodiments of the invention may be provided to end time or a current processor time to a memory address ) ( block 
users through a cloud computing infrastructure . Cloud com - 60 404 ) , wherein the memory address is thereafter associated 
puting generally refers to the provision of scalable comput - with the particular syscall handling thread 340 . For purposes 
ing resources as a service over a network . More formally , of illustration , a first syscall handling thread created by an 
cloud computing may be defined as a computing capability 1 / 0 node 111 is hereinafter referred to as " syscall A . ” 
that provides an abstraction between the computing resource Subsequent syscall handling threads ( e . g . , created by the 
and its underlying technical architecture ( e . g . , servers , stor - 65 same I / O node or by different I / O nodes ) are hereinafter 
age , networks ) , enabling convenient , on - demand network referred to as “ syscall B , ” “ syscall C , " . . . and “ syscall N . ” 
access to a shared pool of configurable computing resources FIG . 5A shows an exemplary table 500 of various syscalls 
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A - N , wherein each syscall is associated with a memory completed . Again , for purposes of illustration , in FIG . 5C , 
address . The memory addresses may belong to memory syscalls A and C have been completed , so the associated 
addresses in the file cache 314 ( see FIG . 3 ) within the memory addresses have been cleared . 
compute node 112 , the memory 332 within an I / O node 111 , Embodiments can the use the time stamps to detect file 
the memory 122 in the control subsystem 102 ( see FIG . 1 ) , 5 operations that are taking an excessive amount of time to 
or any other suitable memory of the computer system 100 . complete ( e . g . , when the file operation is hanging ) . For 
For example , the memory 332 of each I / O node 111 can instance , referring again to FIGS . 3B and 4A , the syscall 
include a " scratchpad ” portion that includes memory management component 338 can also run a monitoring 
addresses set aside for storing time stamps associated with thread 342 in parallel with the syscall handling thread 340 . 
syscall operations called by the syscall management com - 10 After the syscall management component 338 starts the 
ponent 338 of the particular I / O node 111 . Table 500 in FIG . monitoring thread 342 ( block 420 ) , the monitoring thread 
5A shows syscall A being associated with a memory address 342 can determine a threshold limit ( block 422 ) . In various 
pointer of Ox100000 . The syscall handling thread 340 can embodiments , the threshold limit can be a preset length of 
write a time stamp to the associated memory address . For time , e . g . , one second , ten seconds , one minute , two min 
example , as shown in Table 500 in FIG . 5A , syscall handling 15 utes , five minutes , or ten minutes . 
thread 340 can write a time stamp of 14 : 02 : 36 . 127 to The monitoring thread 342 can then use the threshold 
memory address Ox100000 . The time stamp can correspond limit to determine when a particular file operation is taking 
to the time ( based on a 24 hour clock ) when syscall handling an excessive amount of time . For instance , after the thresh 
thread 340 starts syscall A . The time format can correspond old limit is determined ( block 422 ) , the monitoring thread 
to [ hours ] : [ minutes ] : [ seconds ] . [ thousandths of seconds ) , for 20 342 can periodically determine whether the run time for the 
example . particular file operation being run by the syscall handling 

In various embodiments , a block of memory addresses thread 340 exceeds the threshold amount of time . For 
can be designated for timestamps . The syscall handling instance , the monitoring thread 342 could first check to see 
threads 340 on each of the I / O nodes 111 can assign time if the time stamp at the memory address associated with the 
stamps associated with syscalls to the next available 25 syscall handling thread 340 has been cleared ( block 424 ) . 
memory address within the block of memory addresses . For Referring to FIG . 4A , the monitoring thread 342 can look at 
example , referring again to FIG . 5A , a first syscall handling the memory address and / or the time stamp associated with 
thread 340 ( syscall A ) may be called first in time and can the syscall handling thread 340 ( represented by dashed 
write a time stamp to memory address Ox100000 . A second arrow 440 ) . If the memory address is blank or if the time 
syscall handling thread 340 ( syscall B ) may be called second 30 stamp is set to zero , then the time stamp has been cleared , 
in time and can write a time stamp to memory address indicating that the syscall has been completed . As a result , 
0x100020 . A third syscall handling thread 340 ( syscall C ) the monitoring thread 342 can end ( block 432 ) . If the 
may be called third in time and can write a time stamp to memory address and / or time stamp has not been cleared , 
memory address Ox100040 . As syscalls are completed or then the syscall is still in process and the monitoring thread 
otherwise terminated ( discussed in greater detail below ) , 35 342 can proceed to determine the current time ( block 426 ) . 
memory addresses can be recycled for use by subsequent For example , the monitoring thread 342 can access a system 
syscall handling threads 340 . time associated with the computer system 100 . The moni 

The memory address associated with a time stamp can toring thread 342 can then calculate a difference between the 
also store other information , such as a filename of a file current time and the time stamp ( i . e . , an elapsed time ) and 
being called by the syscall , an offset for the file , a memory 40 determine if the calculated elapsed time exceeds the deter 
address for the file , and / or other syscall flags . mined threshold limit ( block 428 ) . For example , referring to 

Referring again to FIG . 4A , after the syscall handling FIG . 5A , if the determined current time is 14 : 08 : 00 . 000 and 
thread 340 has created the time stamp at an associated the determined threshold limit is five minutes , then syscall 
memory address ( block 404 ) , the syscall handling thread A has exceeded the threshold limit . A monitoring thread 342 
340 can send the syscall ( syscall A ) request to the file server 45 watching syscall A can then generate a Reliability , Avail 
104 . For example , syscall A may request that data be sent ability , and Serviceability ( RAS ) event message ( block 430 
from a disk drive 109A to a compute node 112A for in FIG . 4A ) that can alert a system administrator that the 
processing or that data processed by a compute node 112A syscall is hung up and / or running too slowly . In the same 
be written to a storage device ( e . g . , storage device 109A ) of example , at current time 14 : 08 : 00 . 000 , syscall C in FIG . 5A 
the file servers 104 . If the file operation requested by syscall 50 has not exceeded the threshold limit . As a result , a moni 
A is completed , then the syscall A is complete ( block 408 ) . toring thread 342 monitoring syscall C can loop back to 
Thereafter , syscall handling thread 340 can clear the time block 424 , repeating the steps of checking whether the time 
stamp at the associated memory address ( block 410 ) . The stamp has cleared ( block 424 ) and checking the time against 
syscall thread then ends ( block 412 ) . the threshold ( steps 426 and 428 ) until the syscall either 

In certain embodiments , the ordering of steps 404 and 406 55 completes or exceeds the threshold . After the syscall han 
of the syscall thread can be reversed . The syscall can be sent dling thread 340 has ended ( block 412 ) or has exceeded the 
( block 406 ) and then the time stamp can be created ( block threshold time ( and the monitoring thread 342 generates an 
404 ) . In certain other embodiments , steps 404 and 406 can RAS event message ( block 430 ) ) , the monitoring thread 342 
be performed simultaneously . can end ( block 432 ) . In addition to providing an alert to a 

Referring to FIGS . 5B and 5C , the compute node 112 can 60 hung and / or slowly running syscall , the RAS event message 
clear the time stamp in at least one of two ways . In the first can also include syscall tracking information that can inform 
way , as shown in FIG . 5B , the time stamps associated with an administrator and / or user about the cause of the hung 
completed syscalls can be set to zero time . For illustration and / or slowly - running syscall . For example , the RAS event 
purposes , in FIG . 5B , syscalls A and C have been completed , message may include the time stamp and / or other informa 
so the associated time stamps have been set to zero . In the 65 tion associated with the syscall . The other syscall informa 
second way , as shown in FIG . 5C , the memory address tion can include filename , length , offset , addresses and / or 
associated with a syscall can be cleared when the syscall is various syscall flags , for example . 
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In various embodiments of a computer system 101 , each Therefore , the monitoring thread 342 associated with syscall 
processor ( e . g . , processors 301A and 301B in C Nodes B can generate an RAS event message ( block 628 ) . 
112A - I and processor 330 in I / O Nodes ) can have its own FIG . 7C illustrates an alternative embodiment in which 
clock . Furthermore , different threads running on the proces the memory address for a timer is reset when a syscall is 
sors in the system 101 can have different clocks . The 5 completed . Similarly to FIG . 7B , assuming that syscalls A 
different clocks will never by perfectly synchronized , which and C have been completed , the memory addresses associ 
means that , in some instances , a clock for a monitoring ated with those syscalls have been reset . In the circum 
thread may have a different time than a clock for an stances associated with either FIG . 7B or 7C , the timer value 
associated syscall handling thread . As a result , when the when the syscall completes or when the syscall is terminated 
monitoring thread compares a time stamp provided by the 10 can be logged elsewhere in memory to provide historical 
syscall handling thread to its own clock , the result could be data about runtimes for various file processes . 
nonsensical ( e . g . , a negative time result ) . In such instances , As described above , the threshold limits generally can be 
the monitoring thread may throw out the nonsensical result a time limit for a process to run . Furthermore , the threshold 
and replace it with a zero - elapsed - time result . limit can be set to a fixed amount of time . For example , the 

In various embodiments , the RAS event message ( e . g . , a 15 threshold limit can be one minute , two minutes , five min 
system flag ) can be provided to a system administrator , who utes , ten minutes , or any other length of time appropriate for 
can determine what action , if any , should be taken on the the circumstances . In various embodiments , different sys 
hanging or slow syscall . For example , the RAS event calls can be assigned different threshold limits . For example , 
message can be written to a file in memory 122 of the control file operations that involve writing to a file may include a 
subsystem 102 . The system administrator can access the file 20 five minute threshold limit whereas file operations that 
via the console 107 attached to the control subsystem 102 . involve releasing a file or ending a process ( i . e . , unlocking 
In certain embodiments , the system administrator can ter - a file so that other syscalls can read and / or write to the file ) 
minate the hung and / or slow syscall to free up compute may include a one minute threshold limit . As another 
nodes for other processes . example , the threshold limit may be dependent of attributes 

Referring now to FIG . 4B , in certain embodiments , a 25 of the file to be operated on by the syscall . For example , files 
syscall management component 338 ' can terminate a hung below a certain size may include a one minute threshold 
and / or slow - running syscall automatically . The syscall man - limit and files equal to or greater than the certain size may 
agement component 338 in FIG . 4B is similar to that include a five minute threshold . 
described above with reference to FIG . 4A , except that FIG . 8 illustrates an exemplary embodiment of a decision 
during the time between when the syscall handling thread 30 tree 800 that a monitor thread may execute to determine the 
340 issues the syscall ( block 406 ) and the syscall completes threshold limit for a particular syscall . The monitoring 
( block 408 ) , the syscall handling thread 340 can check to thread 342 can first determine what type of file operation is 
determine whether the monitoring thread 342 has generated being requested by a syscall ( block 802 ) . For example , if the 
a RAS event message ( block 414 ) ( represented by dashed monitor thread determines that a syscall is requesting that a 
arrow 442 ) . If the monitoring thread 342 generates a RAS 35 particular file be locked or released ( block 804 ) , then the 
event ( block 430 ) , then the syscall handling thread 340 can monitor thread can set the threshold limit to one minute 
terminate the syscall ( block 416 ) automatically without a ( block 806 ) . Alternatively , if the monitoring thread 342 
system administrator taking action . The RAS event message determines that a syscall is requesting that a particular file be 
430 can be modified to indicate to the system administrator read or written ( block 808 ) , then the monitor thread can use 
that the syscall was automatically terminated . 40 a look - up table 810 that provides threshold limits based on 

FIG . 6 illustrates another embodiment of a syscall man - the size of the file to be read or written to . For example , 
agement component 338 " in which a syscall handling thread according to the exemplary table 810 , if the file to be written 
342 associates a timer ( e . g . , a stopwatch ) with the memory to is one hundred and twenty - three megabytes in size , then 
address . FIG . 7A shows an exemplary table 700 of memory the monitor thread can set the threshold time to ten seconds . 
addresses associated with syscall handling threads 340 and 45 A person having ordinary skill in the art will understand that 
timers associated with each of the memory addresses . For the example file sizes and threshold limits provided in the 
example , the table 700 shows that the timer stored at examples above are exemplary in nature and that suitable 
memory address Ox100000 and associated with a first syscall values may vary based on particular circumstances . 
handling thread 340 ( syscall A ) was started six minutes and In certain embodiments , the threshold limit may be set to 
thirty six seconds ago . Similarly , the timer stored at memory 50 an amount of time that is approximately double the time that 
address Ox100020 and associated with a second syscall a particular syscall operation is expected to take . Depending 
handling thread 340 ( syscall B ) was started four minutes and on the overall load on the file servers 104 at a particular 
fifty seven seconds ago . In this embodiment of a syscall moment in time , the amount of time required to complete 
management component 338 " , the monitoring thread 342 syscall operations may vary widely . The threshold limits are 
can check to determine if the elapsed time indicated by the 55 ideally set to a level such that RAS event messages are not 
timer associated with a syscall handling thread 340 has being generated simply because the file servers 104 are 
exceeded a threshold limit . For example , the monitor thread heavily utilized at a particular moment . 
can determine that a threshold limit is five minutes ( block The threshold limits are not limited to time limits . Other 
622 ) . As shown in FIG . 7A , syscall A has exceeded the five attributes can be considered threshold limits . For example , 
minute threshold , so the monitoring thread 342 can generate 60 the threshold limit may be based on the number of compute 
a RAS event ( block 628 ) . FIG . 7B shows the times of FIG . cycles ( e . g . , the monitoring thread 342 can generate an RAS 
7A after an additional five second have elapsed . Syscall A event message if a processor 330 in I / O node 111 exceed one 
has now completed , so the time stamp associated with it has million flops as it executes a syscall ) . 
been set to zero ( block 610 ) . Similarly , syscall C has also As another example of a threshold limit , the threshold 
completed , so its associated timer has also been set to zero 65 limit may be based on a rate of compute cycles . A processor 
( block 610 ) . As shown in FIG . 7B , the timer associated with 330 in an I / O node 111 that is executing instructions from the 
syscall B has exceeded the five minute threshold level . syscall handling thread 340 may normally perform a certain 
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number of operations per second when it is executing a starting to fail . As a result , the hard drive may be performing 
syscall . If the processor 330 is waiting for the file ( e . g . , if the syscalls slower and slower over time as the motor degrades . 
file operation is hung up and / or running slowly ) , then the By capturing the timer values and / or elapsed time values in 
processor 330 may be idle as it waits for information to be the log file , trends of syscall completion times can be 
written or read . If the processor 330 remains idle , then the 5 identified . A trend of the particular hard drive taking longer 
monitoring thread 342 can assume that the file operation is to complete a syscall can be an indication that the hard drive 
hung and / or running slowly and can generate an RAS event may fail soon . Accordingly , the control subsystem 102 may 
message . create a system flag , viewable by an administrator on the 

In various embodiments described above , the syscall terminal 107 , to check , service , and / or replace the hard 
handling thread 340 and monitoring thread 342 can run 10 drive . 
independently . For example , referring to FIG . 3B , the pro - The flowchart and block diagrams in the Figures illustrate 
cessor 330 can include at least two processing cores , and the the architecture , functionality , and operation of possible 
syscall handling thread 340 may run on a first processor core implementations of systems , methods and computer pro 
and the monitoring thread 342 may run on a second pro g ram products according to various embodiments of the 
cessor core . Furthermore , in the embodiments described 15 present invention . In this regard , each block in the flowchart 
above , the monitoring thread 342 watches the operation of or block diagrams may represent a module , segment , or 
the syscall handling thread 340 without altering the files portion of code , which comprises one or more executable 
involved in the syscall . Put differently , the monitoring thread instructions for implementing the specified logical function 
342 operates in a lockless manner , meaning that files being ( S ) . It should also be noted that , in some alternative imple 
operated on by the syscall handling thread 340 do not need 20 mentations , the functions noted in the block may occur out 
to be released by the syscall handling thread 340 such that of the order noted in the figures . For example , two blocks 
they can be viewed and / or operated on by the monitoring shown in succession may , in fact , be executed substantially 
thread 342 . Instead , the monitoring thread 342 simply looks concurrently , or the blocks may sometimes be executed in 
at the time stamp in memory associated with its syscall the reverse order , depending upon the functionality 
handling thread 340 . As a result of the monitoring thread 342 25 involved . It will also be noted that each block of the block 
not affecting the file operations of the syscall handling thread diagrams and / or flowchart illustration , and combinations of 
340 , the performance of the syscall handling thread 340 is blocks in the block diagrams and / or flowchart illustration , 
not degraded by the monitoring thread 342 . can be implemented by special purpose hardware - based 

In various embodiments , one or more log files can store systems that perform the specified functions or acts , or 
information related to various syscalls performed by the I / O 30 combinations of special purpose hardware and computer 
nodes 111 of the computer system 101 . For example , refer instructions . 
ring to FIG . 7C , a log file in memory 122 of the control While the foregoing is directed to embodiments of the 
subsystem ( shown in FIG . 1 ) can store a record of syscall A present invention , other and further embodiments of the 
and the timer value associated with syscall A ( and subse - invention may be devised without departing from the basic 
quent syscalls ) . The stored timer value can be the timer value 35 scope thereof , and the scope thereof is determined by the 
when the syscall completes ( e . g . , when the memory address claims that follow . 
pointer is reset ) or when a hung and / or slow - running syscall What is claimed is : 
is terminated . In certain other embodiments , referring to 1 . A computer program product , comprising : 
FIGS . 4A and 4B , the log file can store an elapsed time ( the a non - transitory computer - readable storage medium hav 
difference between the time when the syscall completes and 40 ing computer - readable program code embodied there 
the time of the time stamp . In certain embodiments , the with , the computer - readable program code executable 
stored timer values and / or elapsed times can be used to by a processor to perform an operation to monitor file 
adjust the threshold limits going forward . For example , system operations between a plurality of compute 
referring to FIG . 8 , the threshold limit for a read / write nodes and a file system in a parallel computing system , 
operation for a file size between ten megabytes and twenty 45 the operation comprising : 
megabytes can start at one second . Over time , the log file receiving , by a first application thread of a system 
may indicate that read / write syscalls on files between ten input / output ( I / O ) daemon executing on a first I / O 
megabytes and twenty megabytes on average take three node of a plurality of 1 / 0 nodes of the parallel 
seconds to complete . As a result , the table 810 can be revised computing system , a syscall from a first compute 
so that the threshold limit for file sizes between ten mega - 50 node of the plurality of compute nodes specifying a 
bytes and twenty megabytes is three seconds . In certain file system operation to be performed on the file 
embodiments , adjusting the threshold limits based on his system ; 
torical data can reduce the number of flags ( e . g . , RAS event generating , by the first application thread , a tracking 
messages ) being generated . information associated with the syscall , wherein the 

In various other embodiments , the log file can also be 55 tracking information is stored at a first memory 
used to correlate syscall completion times to overall system address of a shared memory and reflects a point at 
workload . For example , individual syscall operations may which the syscall was received , wherein the first 
take longer when the file server 104 is heavily utilized than memory address comprises one of : ( i ) an address of 
when the file server 104 is lightly utilized . The historical a memory of the first I / O node , ( ii ) an address of a 
information contained in the log file may be used to statis - 60 memory of the first compute node , and ( iii ) an 
tically analyze syscall operation times for various file server address of a memory of a control subsystem of the 
104 workload conditions . As a result , threshold limits can be parallel computing system ; 
set be syscalls based on a current workload of the file server monitoring , by a second application thread of the 
104 . system I / O daemon , the generated tracking informa 

In various embodiments , the log file may also be used to 65 tion ; 
predict hardware failures . For example , a motor that spins a upon determining , by the second application thread 
particular hard drive of the disk based storage 109A may be based on the monitoring , that a pendency of the 
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syscall exceeds a time threshold , generating a Reli a plurality of input / output ( 1 / 0 ) nodes handling I / O 
ability , Availability , and Serviceability ( RAS ) event operations between the compute nodes and the file 
message indicating that the pendency of the syscall system via the network , each of the I / O nodes 
exceeds the threshold ; comprising : 

responsive to detecting the RAS event message , pro - 5 a processor ; and 
grammatically terminating the syscall by the first a memory containing a system I / O daemon compris 
application thread ; and ing a first application thread and a second appli 

modifying , by the first application thread , the RAS cation thread , which when executed by the pro 
event message to output an indication that the syscall cessor , performs an operation comprising : 
has been terminated . receiving , by the first application thread from a 

2 . The computer program product of claim 1 , wherein the first compute node of the plurality of compute 
control subsystem communicates control and state informa nodes , a syscall specifying to access the file 
tion with the plurality of compute nodes via a control system system ; 
network , wherein generating the tracking information fur generating , by the first application thread , a track 
ther comprises : 15 ing information associated with the syscall , 

storing , at the first memory address of the shared memory , wherein the tracking information is stored at a 
one of : ( i ) a time stamp specifying a time at which the first memory address of a shared memory and 
syscall was received , and ( ii ) a timer reflecting an reflects a point at which the syscall was 
amount of time that has elapsed since the time the received , wherein the first memory address 
syscall was received ; and comprises one of : ( i ) an address of a memory of 

associating the syscall with the first memory address , the respective I / O node , ( ii ) an address of a 
wherein the threshold comprises a predefined time memory of the first compute node , and ( iii ) an 
threshold . address of a memory of a control subsystem of 

3 . The computer program product of claim 2 , the opera the parallel computing system ; 
tion further comprising prior to determining that the pen - 25 monitoring , by a second application thread of the 
dency of the syscall exceeds the threshold , setting the system I / O daemon , the generated tracking 
threshold for the syscall by : information ; 
determining that the requested file operation comprises upon determining , by the second application 

one of a read operation and a write operation ; thread based on the monitoring , that a pendency 
determining the threshold based on a size of a file that is 30 of the syscall exceeds a time threshold , gener 

a subject of the requested file operation , wherein the ating a Reliability , Availability , and Serviceabil 
threshold is of a plurality of thresholds , wherein each ity ( RAS ) event message indicating that the 
threshold of the plurality is associated with a respective pendency of the syscall exceeds the threshold ; 
range of file sizes . responsive to detecting the RAS event message , 

4 . The computer program product of claim 3 , wherein the 35 programmatically terminating the syscall by the 
system I / O daemon runs as a background process , wherein first application thread ; and 
the first application thread programmatically terminates the modifying , by the first application thread , the RAS 
syscall without receiving user input specifying to terminate event message to output an indication that the 
the syscall , wherein the system I / O daemon is of a plurality syscall has been terminated . 
of system I / O daemons executing on the first I / O node , 40 8 . The parallel computing system of claim 7 , wherein the 
wherein each compute node of a subset of the plurality of control subsystem communicates control and state informa 
compute nodes assigned to the first I / O node is allocated a tion with the plurality of compute nodes via a control system 
respective system I / O daemon of the plurality of system I / O network , wherein generating the tracking information fur 
daemons , wherein each system I / O daemon comprises a ther comprises : 
respective first and second application thread , wherein the 45 storing , at the first memory address of the shared memory , 
first memory address is of a plurality of memory addresses a timer reflecting an amount of time that has elapsed 
of the shared memory , wherein each of the plurality of since the time the syscall was received ; and 
memory addresses is associated with a respective syscall , associating the syscall with the first memory address , 
wherein the first and second application threads of the wherein the threshold comprises a predefined time 
plurality of system I / O daemons have access to the shared 50 threshold . 
memory . 9 . The parallel computing system of claim 8 , wherein the 

5 . The computer program product of claim 4 , wherein the system I / O daemon runs as a background process on the I / O 
respective first application thread and second application node , wherein the first application thread programmatically 
thread of each system I / O daemon are asynchronous such terminates the syscall without receiving user input specify 
that the first and second application threads execute inde - 55 ing to terminate the syscall , wherein the system I / O daemon 
pendently . is of a plurality of system I / O daemons executing on the first 

6 . The computer program product of claim 5 , wherein the 1 / 0 node , wherein each compute node of a subset of the 
tracking information further comprises : a filename of the file plurality of compute nodes assigned to the first I / O node is 
associated with the syscall , an offset associated with the file , allocated a respective system I / O daemon of the plurality of 
and the first memory address associated with the file . 60 system I / O daemons , wherein each system I / O daemon 

7 . A parallel computing system , comprising : comprises a respective first and second application thread , 
a network ; wherein the first memory address is of a plurality of memory 
a file system ; addresses of the shared memory , wherein each of the plu 
a compute core , comprising : rality of memory addresses is associated with a respective 

a plurality of compute nodes , each of the compute 65 syscall , wherein the first and second application threads of 
nodes comprising a processor and communicably the plurality of system I / O daemons have access to the 
coupled via the network ; shared memory . 
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10 . The parallel computing system of claim 9 , wherein the wherein the threshold comprises a maximum number of 

first application thread and the second application thread of compute cycles to complete the syscall . 
each system I / O daemon are asynchronous such that the first 17 . The computer program product of claim 1 , wherein 
and second application threads execute independently . the tracking information further comprises a counter track 

11 . The parallel computing system of claim 10 , wherein 5 rein 5 ing a rate of compute cycles allocated to the syscall during 
the processor of the first I / O node comprises a first processor a predefined time interval , wherein the threshold comprises 
core and a second processor core , and wherein the first a minimum number of compute cycles allocated to the 
application thread of the system I / O daemon is executed on syscall during the predefined time interval . 
the first processor core and the second application thread of 18 . The computer program product of claim 1 , wherein 
the system I / O daemon is executed on the second processor 10 escor 10 the threshold comprises a time threshold , the operation 

further comprising : core . 
12 . The parallel computing system of claim 11 , wherein upon determining that the syscall has completed , clearing 

the tracking information further comprises : a filename of the the tracking information by clearing the first memory 
file associated with the syscall , an offset associated with the address associated with the syscall ; 
file , and the first memory address associated with the file . 15 je 15 receiving , by the first application thread from a second 

13 . The parallel computing system of claim 12 , wherein compute node of the plurality of compute nodes , a 
the tracking information further comprises a counter track second syscall specifying to access the file system ; 
ing a number of compute cycles allocated to the syscall , generating , by the first application thread , a tracking 
wherein the threshold comprises a maximum number of information associated with the second syscall , wherein 
compute cycles to complete the syscall . 20 the tracking information comprises a counter tracking a 

14 . The parallel computing system of claim 12 , wherein rate of compute cycles allocated to the second syscall 
the tracking information further comprises a counter track during a predefined time interval and is stored at the 
ing a rate of compute cycles allocated to the syscall during first memory address of the shared memory ; 
a predefined time interval , wherein the threshold comprises monitoring , by the second application thread , the gener 
a minimum number of compute cycles allocated to the 25 ated tracking information ; 
syscall during the predefined time interval . upon determining , by the second application thread based 

15 . The parallel computing system of claim 12 , the on the monitoring , that the rate of compute cycles 
operation further comprising : allocated to the second syscall exceeds a threshold 

upon determining that the syscall has completed , clearing number of compute cycles , generating a second RAS 
the tracking information by one or more of : event message indicating that the rate of compute 
setting a time stamp to a zero value ; and cycles allocated to the second syscall exceeds the 

threshold ; and clearing the memory address associated with the sys 
call . responsive to detecting the second RAS event message , 

16 . The computer program product of claim 1 , wherein programmatically terminating the second syscall by the 
the tracking information further comprises a counter track - 35 first application thread . 
ing a number of compute cycles allocated to the syscall , * * * * * 

30 


