PCT WORLD INTELLECTUAL PROPERTY ORGANIZATION
International Bureau

INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(51) International Patent Classification 6: (11) International Publication Number: WO 99/18699
HO04L 12/66 Al

(43) International Publication Date: 15 April 1999 (15.04.99)

(21) International Application Number: PCT/US98/20795 | (81) Designated States: AL, AM, AT, AU, AZ, BA, BB, BG, BR,

BY, CA, CH, CN, CU, CZ, DE, DK, EE, ES, FI, GB, GE,

(22) International Filing Date: 2 October 1998 (02.10.98) GH, HU, IL, IS, JP, KE, KG, KP, KR, KZ, LC, LK, LR,

" LS, LT, LU, LV, MD, MG, MK, MN, MW, MX, NO, NZ,

PL, PT, RO, RU, SD, SE, SG, S, SK, SL, TJ, TM, TR,

(30) Priority Data: TT, UA, UG, UZ, VN, YU, ZW, ARIPO patent (GH, GM,

08/943,512 3 October 1997 (03.10.97) Us KE, LS, MW, SD, SZ, UG, ZW), Eurasian patent (AM, AZ,

BY, KG, KZ, MD, RU, TJ, TM), European patent (AT, BE,

CH, CY, DE, DK, ES, FI, FR, GB, GR, IE, IT, LU, MC,

(71) Applicant: ASCEND COMMUNICATIONS, INC. [US/US}, NL, PT, SE), OAPI patent (BF, BJ, CF, CG, CI, CM, GA,
One Ascend Plaza, 1701 Harbor Bay Parkway, Alameda, GN, GW, ML, MR, NE, SN, TD, TG).

CA 94502 (US).

(72) Inventors: BREMER, Clark; 3107 Edgewood Avenue South, | Published

Saint Louis Park, MN 55426 (US). SEVERNS, Christine; With international search report.

4554 Edmund Boulevard, Minneapolis, MN 55406 (US). Before the expiration of the time limit for amending the
VANDERWARN, Brian, D.; 13419 91st Place North, Maple claims and to be republished in the event of the receipt of
Grove, MN 55369 (US). amendments.

(74) Agent: LOHSE, Timothy, W.; Gray Cary Ware & Freidenrich,
400 Hamilton Avenue, Palo Alto, CA 94301 (US).

(54) Title: SYSTEM AND METHOD FOR PROCESSING DATA PACKETS

Madia' Input

N T i P e——
Route Table

Header Tnstruction
Memory 122
Lookup1 g;ms(ers Raute Table Memory
1

= = G¥ee

Flat-Table

1
[}
1
i
i
! \imkup Registars Flat Tﬂﬁ'go
IO Hoader Working | 1 60} Memay
Reg:;;ers A I-‘{;adeqs‘g [ 1 I = l
ars I | t 1
(Wb A T —————
Qeneral
Registers
156

PPU [Main CPUT42 -

Switch Output

(57) Abstract

An apparatus and method for processing a data packet to determine the routing of the data packet through a communications network
is provided in which the data packet has a header portion stored in I/O header registers (150) and a data portion stored in data buffer (50).
The header portion of an incoming data packet is received, stored and processed. The processing may include using a processing core such
as ALU (164) for executing instructions for processing the header portion, searching through a route table (162) to determine a route of the
data packet, and searching through a table memory (124) for information about the destination of the data packet. The route table search,
the table memory search and the processing core operate simultaneously to process the header portion and generate an internal header or a
network media header. A modified header portion is then generated to route the data packet through the communications network.
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WO 99/18699 PCT/US98/20795

SYSTEM AND METHOD FOR PROCESSING DATA PACKETS

Background of the Invention

This invention relates generally to a system and method for routing data packets
in a data communications network, and in particular to a system and method for
processing header portions of data packets in order to route the data packets through

the data communications network.

The amount of Internet Protocol (IP) data packet traffic being communicated
over the Internet, as well as Intranets, has grown exponentially over the past decade.
Communications networks are constantly being expanded to handle this growth. The
expansion of the communications networks is typically accomplished by partitioning a
network that is too large into a number of smaller communication networks in which
each smaller network is serviced by a separate router, and then relinking the smaller
partitioned networks back together with inter-networking equipment. However, even
with this cycle of partitioning and relinking of communication networks, in some
environments, such as large-scale public and private data backbones, the data packet
traffic has reached such tremendous amounts that these conventional routers cannot
handle the data packet traffic and proposed enhancements to these conventional routers

cannot keep pace with the ever increasing amount of data packet traffic.

Normally, a conventional router is used in a communications network to route

data packets through the network from a first location, known as a source, to a second
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location, known as a destination. These conventional routers typically have a single
shared data bus so that each data packet received by the router must wait for access to
the shared bus before being forwarded to the next network “hop” along the data path to
the destination address of the data packet. A portion of a route table for a router, which
is used to determine the next network hop for a data packet, is typically stored in a
cache memory. The portion of the route table stored in the cache memory is typically
the most frequently used next network addresses. Using the route table data stored in
the cache, the router attempts to determine the next network address for a particular
data packet. If the next network address of the data packets is not contained in the
portion of the route table in the cache, the data packet is further delayed while a
complete software-based route table look-up is performed. If the route table is large,
the delay caused by the full software route table look-up may be substantial. Thus, the
delay associated with contention for the shared bus and the route table caching and
look-up problems of conventional routers lead to poor data packet transfer performance
or lost data packets when a conventional router is placed in a large, dynamic network,
such as the Internet. Thus, these conventional routers cannot achieve the data packet
processing rates necessary for the future needs of the Internet and other high speed

computer networks.

Instead of a conventional router with a shared bus architecture, a new class of
the network switches and packet processing systems have been developed that attempt
to efficiently process and transfer data packets through a switch to the next hop

network. These packet processing systems attempt to overcome the problems with a
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conventional router by processing data packets more rapidly than conventional routers.
The speed of the processing of the data packets may be increased in a number of
different ways. For example, one conventional packet processing system and method
receives an incoming data packet and splits the incoming data packet into a header
portion and a data portion. The data portion is stored in a conventional buffer memory
while the header portion is stored in a cache memory which has a faster access time
than the buffer memory. The cache memory permits the processor to rapidly access the
header portions of data packets. The quicker access to the header portions of the data
packets, since the processor needs to process the header portion to determine the next
hop network address for a data packet, increases the data packet processing speed.
Since the processor does not need quick access to the data portion to process a data
packet, the storage of the data portions in a slower access buffer memory is acceptable.
Once the next hop network address has been determined, the header portion and the
corresponding data portion are combined back together and the data packet is sent on to
its next hop network. Although the header portion is stored in a fast access time cache
memory, the time it takes for the processor to access the cache memory is still slow and
ultimately limits the overall processing speed of the packet processing system. In

addition, the time required to access a route table in these systems is slow.
Thus, there is a need for a system and method for processing data packets which

avoid these and other problems of known systems and methods, and it is to this end

that the present invention is directed.
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Summary of the Invention

In accordance with the invention, a system and method for processing data
packets is provided in which a hardware based data packet processing system
efficiently processes data packets by reducing the amount of time associated with
retrieving header information from a memory and associated with a route table look-up.

To reduce the route table look-up time, a hardware implemented look-up system is
used that requires a single memory access per node to retrieve information from a
search tree that is used to search the route table for a next hop network address. To
reduce the time associated with memory accesses, the data portion of a data packet is
stored in a buffer memory while the header portions are stored directly into a plurality
of hardware registers that are directly accessible by a processor. In addition, the system
may have two sets of header registers so that while a header in one set of the registers
is being accessed and processed by the processor, a previously processed header may
be unloaded and a next unprocessed header may be loaded into the second set of
registers so that there is minimal downtime in between the processing of headers.

Thus, when a first header processing is complete and a new header may be processed
by the processor, the header portion is already present in the set of registers and loading

the header from a memory location is not required.

In addition, the invention also provides a mechanism so that the data packets
that are going to be dropped are immediately removed from memory. The system also

provides a unique method for processing multicast data packets. The processor within
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the system may have a separate route table search engine and a table search engine so
that a route table search, a table search and the processing of other information in a
header may occur simultaneously which reduces the time to process a header. To
further reduce the processing time of a header, most of the data being operated on by

the system may be stored in hardware registers.

Thus, in accordance with the invention, an apparatus and method for processing
a data packet to determine the routing of the data packet through a communications
network is provided in which the data packet has a header portion and a data portion.
The apparatus stores the header portion of the data packet, and processes the header
portion of the data packet. The processing may include using a processing core for
executing instructions for processing the header portion, searching through a route
table to determine a route of the data packet, and searching through a table memory for
information about the destination of the data packet. The header loading/unloading, the
route table search, the table memory search , and the execution of header processing
instructions may occur simultaneously. A modified header portion is generated to

route the data packet through the communications network.

In accordance with another aspect of the invention, a method for processing
data packets to determine the route of the data packet is also provided in which a
header portion is received from an incoming data packet, a media information search is
performed for certain types of data packets based on the received header portion, an

interface search based on the received header portion is performed, and a route look-up
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search 1s performed simultaneously with said interface search. The information
contained within the header portion is processed while said interface search and said
route look-up search are being performed for determining if the header portion is valid
and generating an internal header based on the results of the route look-up search and

the interface search.

Brief Description of the Drawings

Figure 1 is a block diagram of a typical communications network that includes
a packet processing system in accordance with the invention;

Figure 2 is a more detailed diagram of the packet processing system.

Figure 3 is a block diagram illustrating a media card for the packet processing
system shown in Figure 2;

Figure 4 is a diagram illustrating the data flow through the media card of Figure 3;

Figure 5 is a block diagram illustrating the details of the packet processing unit
(PPU) of Figure 4;

Figure 6A and 6B are a flowchart illustrating a method for packet header
processing in accordance with the invention;

Figure 7 is a diagram illustrating a header stored in a set of header registers
prior to processing by the packet processing unit;

Figure 8 is a diagram illustrating a modified header stored in the set of header

registers after the processing by the packet processing unit; and
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Figure 9 is a flowchart illustrating a method for multi-cast data packet

processing in accordance with the invention.

Detailed Description of a Preferred Embodiment

The invention is particularly applicable to a system and method for processing
messages in a communications network. This communications network may be a
network which processes data packets such as the Internet or may be a network that
processes telephone calls such as a telephone switching network. It is in this data
communications context that the invention will be described. It will be appreciated,
however, that the system and method in accordance with the invention has greater

utility.

Figure 1 is a block diagram illustrating a communications network 20 that may
contain a plurality of computer networks, such as network A, network B, and network
C, which are interconnected together by a packet processing system 28 in accordance
with the invention. The packet processing system receives data packets from one of the
computer networks, determines the appropriate next computer network that the data
packet should be sent to, and communicates the data packet to the proper next
computer network. For example, a data packet 30 originates at a source host computer
32 attached to computer network A and has a destination of a destination host computer
34 attached to network B. To communicate the data packet between the source host

computer and the destination host computer, the data packet is communicated to the
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packet processing system 28 which determines, based on a header portion of the data
packet as described below, that the path of the data packet is to computer network B
since the destination host computer 34 is attached to that network. Therefore, the data
packet 30 is forwarded to computer network B and then on to the destination host
computer. The communications network shown is a very simple network but the
packet processing system may also route data packets for complex communication

networks, such as the Internet.

A certain amount of time is required for a packet processing system such as
shown in Figure 1 to process a data packet. In particular, the packet processing system
must determine the proper route of the data packet and then communicate the data
packet along the proper route. It is desirable that the time that the data packet is
processed by the packet processing system be minimized so that the time that a data
packet is delayed through the communications system is minimized. In accordance
with the invention, the packet processing system significantly reduces the time required
to process and route a data packet, as described below, which increases the speed that
data packets may be communicated over the communications network. To understand
how the time required to process and route data packets is reduced, more details of the

packet processing system in accordance with the invention will now be described.

Figure 2 is a block diagram of an example of the packet processing system 28,
which may include a plurality of media cards, such as a first media card MC1, a second

media card MC2 and a third media card MC3. Each media card may receive and
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transmit data packets over a particular type of media. In the example shown, an
Ethernet media card, a Fiber Distributed Data Interface (FDDI) media card, an
asynchronous transfer mode (ATM) media card and a SONET media card are provided.
Each media card may have a plurality of input ports 36 for receiving data packets and
a plurality of output ports 37 for outputting data packets. A particular port on a media
card may be capable of receiving and transmitting data packets simultaneously. A data
packet may be received by one media card over a first media, but that data packet may
be output by the first media card over a different port or by a second media card over a
second media. When a packet is destined for a different media card, the packet may be
sent to the second card over a switch fabric 38. For example, an incoming ATM data
packet may be recetved by MC3 and the media card determines that the data packet is
going to be output over an Ethernet network to reach its destination. Therefore, the
data packet is processed by MC3, sent over the switch fabric to MC1 and output by
MCI over the Ethernet network. Thus, the packet processing system handles data
packets from a plurality of different media. Now, a media card will be described in

more detail.

Figure 3 is a block diagram illustrating more details of a media card MC1 in the
packet processing system 28 in accordance with the invention. Each media card may
be similar so only one will be described here. Each media card may include an ingress
portion 40 and an egress portion 42. The ingress portion receives data packets from an
external source, such as the particular type of media and processes those data packets

to determine the appropriate route for the data packet, as described below. The egress
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portion reformats the received data packet, determines the appropriate physical network
address based on the route determined by the ingress portion, and communicates the
data packet to a computer network connected to the packet processing system. A
plurality of media ports 44 are attached to both the ingress and egress portions, and
these media ports communicate the data packets with the computer networks connected
to the packet processing system. In the example of the packet processing system
shown in Figure 3, there are four media ports including port 0 through port 3. At any
time, there may be data packets entering and exiting each media card for all of these

media ports simultaneously.

A data packet entering the media card from a media port has a header portion
and a data portion. The header portion contains information about the data packet such
as the address of its destination, the type of media it is being transmitted over and other
characteristics about the data packet. The data portion contains the actual data being
communicated. The details of the header portion and data portion will be described
below. Once a data packet enters the media card at the ingress portion 40, the data
packet is separated into the header portion and the data portion and each of these
portions is transferred over a bus 46 to a header in store 48 and a data buffer memory
50, respectively. A direct memory access (DMA) controller 52 controls the transfer of
data between the various components within the ingress portion 40. To ensure that the
header portion can be later reunited with the correct data portion, a descriptor, stored
with the header portion and separately from the data portion, may indicate which data

portion is associated with each header portion. The header portion of the data packet in

SUBSTITUTE SHEET (RULE 26)



WO 99/18699 PCT/US98/20795

11

the header in store is transferred to a packet processor unit (PPU) 54 that determines
the next hop network address for the data packet based on the information contained in

the header portion, as described below.

To determine the next hop network address, the PPU 54 may perform a route
table search using a route table memory 124. Once the PPU has determined the next
hop network address for the data packet, the PPU may add additional information, such
as the next hop network address, into the header portion, as described below, and the
DMA 52 is notified of the completion of header processing. The DMA then transfers
the header portion of the data packet from the PPU to a header out store 58. When the
modified header portion has reached the header out store 58, the DMA senses that and
then reunites the header portion with the data portion which is still contained in the
buffer memory 50 using the descriptor and communicates the entire data packet to a
switch fabric out port 60. The data packet is then communicated by the switch fabric
out port 60 over a switch fabric 38, as shown in Figure 2, of the packet processing
system to a switch fabric in port 62 which is part of the egress portion 42 of the packet
processing system. In this example, the switch fabric in port and the switch fabric out
port are located on the same media card since the data packet is entering and exiting on
the same media, but the ports may also be located on different media cards since the
system may include a plurality of media cards connected together to handle various

types of media.
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A DMA 63 of the egress portion is then alerted to the presence of the data
packet in the switch fabric in port and the DMA splits the header portion from the data
portion and directs the header portion to a header in store 64 and the data portion to a
data buffer memory 66. The header portion, including any additional information
added by the ingress PPU 54, is then transmitted to a second packet processor unit
(PPU) 68 which processes the header portion and determines the appropriate physical
address of the next hop network from the next hop network address stored in the header
portion by the ingress PPU 54 based on a table stored in the table memory 126
connected to the egress PPU 68. Once the proper physical address is determined, the
DMA reunites the header portion with its appropriate data portion and transfers the data
packet to one or more queues 72. The queues holds the data packet until the media port
is prepared to transmit the data packet to its next hop network. One or more queues
are utilized to separate traffic destined for different output ports and to prioritize the

data packets.

For incoming data packets that are destined for more than one destination (e.g.,
multi-cast data packets), the packet processing system may advantageously store a
single copy of the data portion in the buffer memory and then generate a plurality of
header portions for each destination. To facilitate this, the descriptors that are
generated by the first PPU 54 permit multiple headers portions to correspond to the
same data portion. Thus, only a single copy of the data portion of the data packet is
required for a multi-cast data packet which reduces the storage required to route a

multicast data packet and increases the speed with which the multicast data packet is
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processed. To facilitate this multi-casting, the descriptor may have a free buffer bit
which is normally set by the ingress PPU 54 for non-multi-cast data packets so that the
data portion is removed from the buffer memory once the data packet has been
forwarded. For a multi-cast data packet, on the other hand, the free buffer bit is only
set for the last header that references that data portion so that the data portion remains

in the buffer memory until the multi-casting operation has been completed.

As described above, once a header of a data packet has been received, the DMA
is alerted and the header portion is transferred to the packet processing units 54 which
processes the information contained within the header portion and determines, among
other things, the next hop address for the data packet. In some embodiments of the
invention, there may be multiple PPU’s that simultaneously process headers. Each
PPU operates in the same manner and will be described in more detail below with
reference to Figures 4 -5. In addition, the method of processing a header in accordance
with the invention will be described below with reference to Figures 6A and 6B. Each
PPU utilizes the set of memories 56 to process the header. The set of memories may
include a table memory (TMEM) 120, an instruction memory (IMEM) 122 and a route
table look-up memory (RTMEM) 124. The TMEM may hold tables to look up
information about a data packet, the IMEM may hold the instructions being executed
by the PPU and the RTMEM may store a route table for determining a route of a data

packet. The operation of these memories will be described below.
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Once the header has been processed by one of the PPU’s, an internal header is
generated by the PPU and the internal header is included in the original header portion
to form a modified header portion. Instead of an internal header, a network media
header may also be generated by the PPU. The modified header portion is then stored
in the header output store 58. Once the header reaches the header output store, the
DMA 52 is alerted and the header portion with the internal header and the data portion
are reunited in the switch fabric out port 60. Then the entire data packet may be
transmitted over the switch fabric of the packet processing system. The data packet
transmitted over the switch fabric may be received by the switch fabric in port 62. The
data packet with the internal header is then processed by the PPU’s 68, that may be a
pair of PPU’s that may simultaneously process two headers, and then transmit the
processed headers to the queues 72. Each PPU may have a set of memories 70 that
store data and instructions used by the PPU to process the header. In particular, a table
memory 134 (TMEM) and an instruction memory 136 (IMEM) are provided. For the
egress portion 42, a RTMEM is not necessary since the route of the data packet has
already been determined. The PPU’s in the egress portion remove the internal header,
and generate the appropriate physical address for the particular media. Then the data
packet with the proper header is transmitted out over the media. Now, the details of the

PPU will be described with reference to Figures 4 and 5.

Figure 4 is a block diagram illustrating the major components of the PPU along
with the associated memories and other external components. Figure 5 is a block

diagram illustrating the details of the packet processing unit 116 in accordance with the
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invention. The PPU described is one of the PPU’s that reside on the ingress portion of
a media card. The egress PPU’s may be similar and will not be described. The CPU
142 and the data buffer 50 are shown for reference and are not part of the PPU. As
each of the plurality of data packets enter the media card (not shown), the header
portion is split from the data portion. As described above, the data portion is stored in
the data buffer memory 50. The header portion is transferred to the header in store 48
shown in Figure 3 and then into a set of header registers 150. In accordance with the
invention, there may be a first set of header registers 152 and a second set of header
registers 154 so that, as a header in the first set of registers is being processed by the
sequence engine 176 as shown in Figure 5, the next header to be processed by the
sequence engine may be loaded into the second set of header registers. Thus, once the
PPU has completed processing a header, it can start processing the next header during
the next clock cycle since the next header is already loaded into the second set of
registers. In addition, a processed header may be unloaded from a set of registers while
another header 1s being processed by the PPU. Therefore, the delay associated with
loading and/or unloading the hegder into and out of the registers is minimized which

increases the speed that headers may be processed by the PPU.

In accordance with another aspect of the invention, the PPU operates using a
plurality of registers that may be more rapidly accessed than conventional memories.
These registers hold various data being operated on by the sequence engine 176, the
ALU 164, the table engine 172, and the route table search engine 170, all of which are

as shown in Figure 5, and instructions between the functional units within the PPU. As
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shown, the PPU may have the set of header registers 150, a set of general registers 156,
a set of mailbox registers 158, a flat table look-up set of registers 160, and a set of route
table look-up registers 162. Each of these registers will be described below. The heart
of the PPU may be a processing core, such as an arithmetic logic unit (ALU) 164, that
receives microcode instructions from the instruction memory 122. Through the
sequence engine 176, and in accordance with the invention, the ALU accesses
information and data from any of the registers in order to process a header portion of a
data packet and also executes instructions stored in the instruction memory. In
addition, due to the architecture of the PPU, the load and/or unloading of the headers,
the flat table and route table searches and the other header processing may occur
simultaneously which decreases the total time that it takes for a PPU to process a

header. The ALU may execute a plurality of unique microcode instructions.

Some of these unique instructions may be specialized for processing data
packets such as, for example, Internet Protocol (IP) data packets. Several examples of
some of these specialized data packet processing instructions include a jump using
vector register (JVEC) instruction, a SEND instruction, a SENDM instruction, an
EXCP instruction, an EXCPM instruction, and a DROP instruction. Each of these
instructions will be described below. The SEND instruction sends a processed header
portion of a data packet to an output FIFO 184 of the PPU so that the data packet may
be forwarded and loads a next unprocessed header. The SENDM instruction is used for
multicast data packets as described below with reference to Figure 9. The EXCP

instruction sends a header portion of a data packet to an exception header buffer 180
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and loads a next unprocessed header while the EXCPM instruction sends a header
portion of a multi-cast data packet to the exception header buffer 180 and reuses the
header portion in a similar manner to the SENDM instruction. The DROP instruction
discards the data packet, loads the next unprocessed header portion into the PPU and
places information about a data packet to be discarded into a drop FIFO 186 so that the
memory space occupied by the discarded data packet may be reused immediately.
Thus, these specialized instructions permit the PPU to quickly process data packets.

Now, the JVEC instruction will be described.

The JVEC instruction and the associated vector registers that are accessed by
the JVEC instruction permit the CPU to steer the execution by the PPU to certain
routines. In operation, the PPU may execute a set of instructions until a JVEC
instruction is encountered and then the next instructions to be executed by the PPU will
be determined based on the address in the vector registers. The address in the vector
registers is determined by the CPU so that the CPU may direct the PPU to different

routines depending on the state of the PPU.

The JVEC instruction has three choices of routines to which it can direct the
PPU including a idle routine, a packet routine and an interrupt routine. The selection
of the vector routine is on a priority basis so that, for example, if the interrupt vector
has been updated since the last time a JVEC instruction was executed, then the
interrupt routine is selected regardless of the status of the other vector registers. Thus,

the interrupt vector has the highest priority. The second highest priority vector routine
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is the packet routine which is executed if the header I/O engine indicates that a new
header is ready for processing and there is no interrupt vector. The lowest priority
routine is the idle routine which is the default routine and will be executed only if

neither of the other vector conditions have occurred.

An example of the JVEC instruction as used during normal data packet
processing may be:
IDLE:
JVEC;
NOP;

PACKET:
/Iprocess packets here

/Ipacket processing completed

SEND;

JVEC;

NOP;

In this example, after the PPU has completed the processing of a header portion
and has issued a SEND instruction which places the header portion in the output FIFO,
as described above, the JVEC instruction is executed. In this example, there is no
header portion to be processed by the PPU so the vector registers have been loaded
with the address of the IDLE routine and the PPU executes the instructions within the
IDLE routine. In the IDLE routine, the PPU executes another JVEC instruction which
returns the PPU to the IDLE routine as long as there are no header portions ready for

processing and the interrupt vector has not been written since the last JVEC instruction.

When a header portion is ready for processing, the sequence engine is alerted and
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chooses the address in the packet vector register and the PPU will begin executing the
instructions in the PACKET routine the next time that it executes the JVEC instruction.
In addition, as conditions in the packet processing system change, the CPU may
change the address in the vector registers to direct the PPU to another routine. For
example, if the CPU determines that the packet processing system is low on buffer
space, it may direct the PPU to execute a different packet routine which implements the
selective discarding of data packets until more buffer space is available.

In addition, the use of the JVEC instruction may permit the CPU to update the
packet processing code. To update the packet processing code, the CPU steers the PPU
to special routine where it will no longer process packets. The PPU, through the
mailbox registers, will indicate that it is currently executing this special routine so that
the CPU may halt the PPU and update the instruction memory with the desired
changes. Once the code has been updated, the vector registers are re-initialized and the
PPU is unhalted. The update method prevents the PPU and the packet processing
system from losing header data and those buffer memory regions associated with a
packet because the PPU was halted only after the current header being processed has

been completed. Now, other components associated with the PPU will be described.

The set of general registers may store a variety of general information used by
the ALU 164. The mailbox registers 158 permit the ALU to communicate with the
CPU 142. The flat table look-up registers permit the ALU to request that a flat table
look-up search, as described below, be performed by a table engine 172 shown in

Figure 5 and the resuits of the flat table search be stored in the flat table registers 160
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so that the ALU may access the results. The route table look-up registers 162 permit
the ALU to request a route table look-up search from a route table search engine 170
shown in Figure 5, as described below, and the results of the route table search are
stored in the route table registers 162. The ALU may then retrieve the results of either
a route table search or a flat table search from the appropriate registers. In accordance
with the invention, the flat table and route table searches may be performed
simultaneously by the respective table engines and do not require any processing time
of the ALU, as described below. In accordance with the invention, the data being
accessed by the ALU and the search engines are contained in hardware registers since
these are more rapidly accessible than conventional memories. This has the result of

increasing the speed with which a header may be processed by the PPU.

The processing of the header portion will now be briefly described. It will be
described in more detail below with reference to Figures 6A and 6B. Once the header
portion has been loaded into one of the header registers 152, 154, the ALU accesses a
portion of the header register, as described below, and requests that a flat table search
be conducted by the table search engine 172 using a portion of the header by writing
an instruction into the flat table registers 160. The ALU then reads a second portion of
the header and requests that a route table search be performed by the route table search
engine 170 based on the portion of the header by writing an instruction into the route
table search registers 162. While the flat table and route table searches are being
performed by the respective search engines, the ALU may perform additional

processing on the header such as verifying the checksum contained in the header,
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decrementing a Time To Live (TTL) value in a portion of the header and recalculating
a checksum value. Once the searches have been completed and the results are returned
to the registers, the ALU may generate an internal header which includes the results of
the flat table search and the route table search and attach the internal header to the
existing header stored in one of the header registers 152, 154. The modified header
portion is then reunited with the data portion and output to the switch fabric, as
described above. Additional details about the structure of the PPU will now be

described.

Figure 5 is a block diagram illustrating the details of the packet processing unit
116 in accordance with the invention. In addition to the ALU 164 and the various
registers described above, the PPU may also include a route table search engine 170, a
flat table engine 172, a program counter 174, a sequence engine 176 and a CPU
interface 179 that permits the CPU 142 shown in Figure 4 to access some of the PPU’s
registers and each of the PPU’s associated memories. The various engines are tightly
coupled together which further increases the processing speed of the PPU. To tightly
couple these components together, these components may reside on the same
semiconductor chip. The CPU may control some of these functional blocks. The
route table search engine 170 performs a route table look-up search when an instruction
is placed in the route table registers 162. The flat table look-up search engine 172 may
perform a flat table search when an instruction is placed in the flat table registers 160.
The program counter 174 keeps track of the address of the microcode being executed

and the sequence engine 176 fetches and decodes the next microcode instruction to be
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executed by the ALU 164. The sequence engine also has the ability to execute

conditional branches based on the results of the ALU.

To route the data between these units within the PPU, a plurality of
multiplexers 178 are used. In addition, a header input/output (I/O) engine 247 is
provided which controls the flow of headers into and out of the PPU. To facilitate the
movement of the headers within the PPU, the header I/O engine 247 may control an
input buffer 182, an output buffer 184, a dump buffer 186, a header exception buffer
180 and a CPU header buffer 181. The header I/O engine controls header movement
between the sets of header registers 152, 154 and the input buffer, the output buffer, the
dump buffer and the header exception buffer. The header I/O engine also controls
header movement between the CPU header buffer and the input buffer, the output
buffer, the dump buffer and the header exception buffer. The header I/O engine may
control the input buffer 182 that receives unprocessed headers entering the PPU and
the output buffer 184 for sending headers that have been processed to the output header
buffer of the packet processing system. In addition, the header I/O engine may also
control the dump buffer 186 which holds descriptors for data packets that are going to
be dropped by the packet processing system because, for example, the header contains
corrupt information. The dump buffer may be directly connected to the DMA 52
shown in Figure 4 so that the data portion that corresponds to the dumped header
portion may be discarded and the buffer space occupied by the data portion in the
buffer memory 50 shown in Figure 4 may be immediately reused. The header /O

engine may also control a header exception buffer for data packets that can be
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processed more efficiently by the CPU. The header I/O engine may control a CPU
header buffer for headers that were processed by the CPU. In this manner, the header
/O engine has a plurality of different options for routing an incoming or outgoing
header portion from the PPU. Now, a method for processing a header portion of a data
packet in accordance with the invention will be described with reference to Figures 6A,

6B, 7, and 8.

Figures 6A and 6B illustrate a flowchart detailing the steps of a method 200 for
processing a header portion of a data packet in accordance with the invention. Figures
7 and 8 are diagrams which illustrate an example of the contents of the header registers
prior to processing by the PPU and after processing by the PPU. Returning to Figure
6A, the method begins at step 202 in which the next header portion to be processed by
the ALU is stored in one of the set of header registers and is ready for processing. As
shown in Figure 7, in this example, the first set of header registers 152 has a total of
thirty-two registers and the header portion of the data packet starts at header register 9
(HD9) and fills the rest of the registers. In this example, a frame relay data packet
header is shown which may include the frame relay header 204, an IP packet header
206, payload data 208, a DMA descriptor 210 and a media descriptor 212. A data
packet from another type of media may have a slightly different header format and may
be stored starting at a different individual header register. The PPU in accordance with
the invention may process a plurality of different types of data packets transmitted over
a plurality of different media, such as FDDI or Ethernet or frame relay and the header

portions for each of these data packets is slightly different, but can also be processed by
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the PPU. The first nine registers (HDO - HD 8) 214 are used to store the internal

header generated by the PPU, as described below.

Once the header portion has been received, the PPU extracts the frame relay
header 204 in step 216, and requests a flat table search to be conducted to retrieve an
entry for this frame relay circuit in a circuit table contained in the table memory. Step
216 may be executed for frame relay or ATM data packets, but is not executed for
other types of data packets. Next, in step 218, a second flat table search is conducted
into the interface table using the inbound interface number contained in the header
portion. Next, in step 220, while the other flat table search is being performed, the
PPU requests that a route table search is conducted using the destination IP address
contained in HD14 in this example. While these searches are being conducted by the
appropriate search engines, the PPU may, in step 222, perform additional header
processing and header information checks that do not require the results of the
searches, such as verifying the checksum in the header, decrementing the Time To Live
(TTL) value and recalculating the checksum. Once these checks have been performed,
the PPU determines if the interface table look-up has been completed in step 224 and
waits, if it has not been completed. When the results of the interface table have been
received, the PPU ensures that the appropriate inbound interface has been correctly
configured, increments the interface statistics and writes the record back into the table
memory in step 226. In step 228, the PPU determines if the route table search has been
completed and waits until it has been completed. Once the results of the route table

search are available, the next hop address is placed in the route table registers in step

SUBSTITUTE SHEET (RULE 26)



WO 99/18699 PCT/US98/20795

25

230 by the route table search engine. In step 232, assuming the next hop address is
correct, the PPU generates an internal header in HDO - HD9 214 using the next hop
address information. A modified header that contains the internal header is shown in
Figure 8. Once the header has been modified to include the internal header, the PPU
issues a SEND command in step 234. The header register sets are then switched, the
processed header is unloaded, and the modified header is reunited with the data portion
by the DMA and transmitted across the switch fabric. After transmission, the storage
for the data portion in the buffer is released. The method loops back to step 202
immediately upon the switching of the header register sets and begins processing
another header portion. As described above, due to the architecture of the PPU, only a
single clock cycle elapses between the end of a header processing and the start of the
next header processing. In addition, the PPU performs a plurality of operations in
parallel, such as header loading and/or unloading, the flat table and route table
searches, and other header processing, which substantially reduces the time required to
process a header. Now, a method for processing multicast data packets in accordance

with the invention will be described.

Figure 9 is a flowchart illustrating a method 240 for processing the header of a
multicast data packet in accordance with the invention. In step 242, the PPU
determines, from data in the header portion, whether the data packet is a multicast data
packet (e.g., a data packet destined for more than one destination). If the data packet is
not a multicast data packet, normal header processing as described above occurs. If a

multicast data packet is encountered, the header is processed, as described above, in
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step 244. Once the data packet has been processed, a SENDM command is issued by
the PPU in step 246. The SENDM command differs from a SEND command in that
the SENDM command does not release the processed header registers. Instead, the
processed header portion is returned to the working register set after a copy of it has
been unloaded. In this manner, the SENDM instruction duplicates headers. Each
header generated will point to the same buffer space occupied by the data portion.
Once the SENDM command is issued, the header I/O engine 247, as shown in Figure
5, copies the processed header to the output buffer 184 and then returns the same
header to the working set of header registers. Once the header has been returned to the
working header registers, the PPU modifies the internal header for the next address in
step 250. Next, in step 252, the PPU determines if the current address is the last
address for the multicast data packet. If there are no additional addresses for the
multicast data packet, then, in step 254, the PPU issues a SEND command which
routes the modified header to the packet processing system and allows the removal of
the header portion from the I/O header registers. If there is an additional address for
the multicast data packet, the method loops back to step 246 in which the SENDM
command is issued. Thus, in accordance with the invention, a multicast data packet
may be rapidly communicated to each of the destination addresses without needing a
separate data portion for each destination which substantially reduces the amount of

buffer memory required to store a multicast data packet.

While the foregoing has been with reference to a particular embodiment of the

invention, it will be appreciated by those skilled in the art that changes in this
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embodiment may be made without departing from the principles and spirit of the

invention, the scope of which is defined by the appended claims.
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Claims:

1. An apparatus for processing a data packet to determine the routing of
the data packet through a communications network, the data packet having a header
portion and a data portion, the apparatus comprising:

means for storing the header portion of the data packet;

means, connected to the header storing means, for processing the header portion
of the data packet;

said processing means comprising

a processing core for executing instructions for processing the header
portion,

means, responsive to an instruction from the processing core, for
searching through a route table to determine a route of the data packet,

means, responsive to an instruction from the processing core, for
searching through a table memory for information about the data packet,

said processing core, said route table search means and said table
memory search means operating simultaneously to process said header portion and
generate one of an internal header and a network media header; and

means for generating a modified header portion containing one of the internal
header and the network media header to route the data packet through the

communications network.

2. The apparatus of Claim 1, wherein said header storing means comprises

a first set of header registers and a second set of header registers so that while the
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processing means is processing the header contained in one of the set of header
registers a new header portion may be stored in the other set of header registers.

3. The apparatus of Claim 2, wherein said header storing means further
comprises means for switching between said set of header registers.

4, The apparatus of Claim 3, wherein said header storing means further
comprises means for unloading a header portion from the first set of registers that has
been processed by said processing core and loading a header portion into the first set of
registers that has not been processed while the processing means is processing a header
contained in the second set of registers.

5. The apparatus of Claim 1, wherein said route table search means
comprises a plurality of registers for communications between said processing core and

said route table search means.

6. The apparatus of Claim 1, wherein said table memory search means
comprises a plurality of registers for communications between said processing core and

said table memory search means.

7. The apparatus of Claim 1 further comprising a central processor
interface for controlling said processing core, said header storing means, said route
table search means and said table memory search means and means for communicating
between said central processor interface and said processing core, said header storing

means, said route table search means and said table memory search means.
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8. The apparatus of Claim 7, wherein said communications means
comprises a set of registers.
9. The apparatus of Claim 1, wherein said processing core comprises an

arithmetic logic unit and a sequence engine for executing instructions to process the
header portion.

10.  The apparatus of Claim 2, wherein said header storing means further
comprises means for storing information about a data packet that is being discarded so
that the space in the header storing means occupied by the discarded packet and space
in a data store are immediately reused.

11 The apparatus of Claim 1, wherein said processing core comprises
means for executing predetermined instructions that facilitate the processing of data

packets.

12. The apparatus of Claim 1 further comprising a central processing unit
for controlling the processing core, the central processing unit comprising means for

steering the processing core to one of a predetermined set of routines.

13. A method for processing a data packet to determine the routing of the

data packet through a communications network, the data packet having a header

portion and a data portion, the method comprising:
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storing the header portion of the data packet;

processing the header portion of the data packet;

said processing comprising executing instructions for processing the header
portion, searching through a route table to determine a route of the data packet,
searching through a table memory for information about the destination of the data
packet,
said route table search and said table memory search operating simultaneously to
process said header portion and generate one of an internal header and a network media
header; and

generating a modified header portion containing one of the internal header and
the network media header to route the data packet through the communications

network.

14, The method of Claim 13, wherein said header storing comprises using a
first set of header registers and a second set of header registers so that while processing
the header contained in one of the set of header registers a new header portion is stored
in the other set of header registers.

15. The method of Claim 14, wherein said header storing further comprises

switching between said set of header registers.

16.  The method of Claim 15, wherein said header storing further comprises

unloading a header portion that has been processed by said processing core from the

first set of registers and loading an unprocessed header portion into the first set of
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registers while the processing core processes a header in the second set of registers.

17. The method of Claim 15, wherein said header storing further comprises
storing a information about a data packet that is being discarded so that the space in
the header storing means occupied by the discarded packet and space in a data store are

immediately reused.

18.  The method of Claim 13 further comprising controlling the processing
core using a central processing unit, the controlling comprises steering the processing

core to one of a predetermined set of routines.

19. A method for processing data packets to determine the route of the data
packet, the data packet having a header portion and a data portion, the method
comprising:

receiving a header portion of an incoming data packet;

performing a search based on the received header portion;

performing a route look-up search simultaneously with said search;

checking information contained within the header portion while said search and
said route look-up search are being performed for determining if the header portion is
valid;

generating one of an internal header and a network media header based on the

results of the route look-up search and the search; and
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generating a modified header portion including the received header portion and

one of the internal header and the network media header.

20.  The method of Claim 19, wherein checking information in the header
portion further comprises verifying a checksum value contained in the received header
portion, decrementing a time-to-live counter contained with the header portion and
generating a new checksum value to be inserted into the header portion.

21.  The method of Claim 19, further comprising processing a multicast data
packet destined for a plurality of addresses comprising generating a header portion for
each destination address, outputting a header and the same data portion for each
destination address, and deleting the data portion from a buffer memory when the

processing of the multicast data packet is completed.
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