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Description
BACKGROUND

[0001] Organizations may use security threat informa-
tion to make changes to their networks, e.g., inresponse
to perceived or actual threats. For instance, an organi-
zation may learn about a software vulnerability and install
a software update that removes the vulnerability or
change network settings to prevent, or reduce the likeli-
hood, of a malicious actor exploiting the vulnerability.

SUMMARY

[0002] In general, one innovative aspect of the subject
matter described in this specification can be embodied
in methods that include the actions of for each dataset
from multiple datasets that each include information
about potential security threats: identifying, by one or
more computers, one or more respective intelligence
types that each categorizes a subset of data in the re-
spective dataset, and associating, for each of the identi-
fied intelligence types, each of the subsets of data, which
are categorized by the respective intelligence type, with
the respective intelligence type. The method includes the
actions of determining, for each of the subsets, whether
the respective subset does not include information about
the same threat as a different subset, determining one
or more rules for a third party that each indicate that the
third party should receive data associated with particular
types of potential security threats and priority information
forthe data, determining, for each of the potential security
threats indicated in the rules, a group of the subsets that
include information associated with the respective poten-
tial security threat, assigning, for each subset in each of
the groups, a priority to the respective subset using the
priority information, and providing the determined sub-
setstothe third party using the respective priorities. Other
embodiments of this aspect include corresponding com-
puter systems, apparatus, and computer programs re-
corded on one or more computer storage devices, each
configured to perform the actions of the methods. A sys-
tem of one or more computers can be configured to per-
form particular operations or actions by virtue of having
software, firmware, hardware, or a combination of them
installed on the system that in operation causes or cause
the system to perform the actions. One or more computer
programs can be configured to perform particular oper-
ations or actions by virtue of including instructions that,
when executed by data processing apparatus, cause the
apparatus to perform the actions.

[0003] In general, one innovative aspect of the subject
matter described in this specification can be embodied
in methods that include the actions of for each dataset
from multiple datasets that each include information
about potential security threats: identifying, by at least
one ofthe computers, one or more respective intelligence
types that each categorizes a subset of data in the re-
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spective dataset, and associating, for each of the identi-
fied intelligence types, each of the subsets of data, which
are categorized by the respective intelligence type, with
the respective intelligence type. The method includes the
actions of determining one or more rules for a third party
that each indicate that the third party should receive data
associated with particular types of potential security
threats and priority information for the data, determining,
for each of the potential security threats indicated in the
rules, a group of the subsets that include information as-
sociated with the respective potential security threat, as-
signing, for each subset in each of the groups, a priority
to the respective subset using the priority information,
and providing the determined subsets to the third party
using the respective priorities. Other embodiments of this
aspect include corresponding computer systems, appa-
ratus, and computer programs recorded on one or more
computer storage devices, each configured to perform
the actions of the methods. A system of one or more
computers can be configured to perform particular oper-
ations or actions by virtue of having software, firmware,
hardware, or a combination of them installed on the sys-
tem that in operation causes or cause the system to per-
form the actions. One or more computer programs can
be configured to perform particular operations or actions
by virtue of including instructions that, when executed by
data processing apparatus, cause the apparatus to per-
form the actions.

[0004] In general, one innovative aspect of the subject
matter described in this specification can be embodied
in methods that include the actions of for each dataset
from multiple datasets that each include information
about potential security threats: identifying one or more
respective intelligence types that each categorizes a sub-
set of data in the respective dataset, and associating, for
each of the identified intelligence types, each of the sub-
sets of data, which are categorized by the respective in-
telligence type, with the respective intelligence type. The
method includes the actions of determining, for each of
the subsets, whether the respective subset does not in-
clude information about the same threat as a different
subset, determining, for a third party, a group of the sub-
sets that include information requested by the third party,
assigning, for each subset in the group, a priority to the
respective subset using priority information for the third
party, and providing the determined subsets to the third
party using the respective priorities. Other embodiments
of this aspect include corresponding computer systems,
apparatus, and computer programs recorded on one or
more computer storage devices, each configured to per-
form the actions of the methods. A system of one or more
computers can be configured to perform particular oper-
ations or actions by virtue of having software, firmware,
hardware, or a combination of them installed on the sys-
tem that in operation causes or cause the system to per-
form the actions. One or more computer programs can
be configured to perform particular operations or actions
by virtue of including instructions that, when executed by
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data processing apparatus, cause the apparatus to per-
form the actions.

[0005] The foregoing and other embodiments can
each optionally include one or more of the following fea-
tures, alone or in combination. Providing the determined
subsets to the third party using the respective priorities
may include providing the determined subsets for pres-
entation according to the respective priorities. The meth-
od may include receiving the datasets from one or more
sources, and parsing each of the datasets into the sub-
sets of data. Identifying the respective intelligence types
that each categorize a subset of data in the respective
dataset may include identifying the respective intelli-
gence types that each categorize one of the parsed sub-
sets. The method may include determining that a first
subset from the subsets does not include information
about the same threat as a different subset. Determining
the group of the subsets that include information associ-
ated with the respective potential security threat may in-
clude determining a group that includes the first subset.
[0006] In some implementations, the method may in-
clude determining that a first subset from the subsets
includes information about the same threat as a different
subset. Determining the group of the subsets thatinclude
information associated with the respective potential se-
curity threat may include determining a group that does
not include the first subset. The method may include de-
termining that the first subset includes information with
an older timestamp than the corresponding different sub-
set. Determining the group that does not include the first
subset may include determining the group that does not
include the first subset in response to determining that
the first subset includes information with the older times-
tamp than the corresponding different subset. The meth-
od may include determining that the first subset includes
information from a less reputable source than the corre-
sponding different subset. Determining the group that
does notinclude the first subset may include determining
the group that does not include the first subset in re-
sponse to determining that the first subset includes in-
formation from a less reputable source than the corre-
sponding different subset. The method may include de-
termining that content in the first subset varies from the
corresponding subset by more than a threshold amount.
[0007] In some implementations, the method may in-
clude determining that a first subset from the subsets
includes information about the same threat as a different
subset, and merging the first subset with the correspond-
ing different subset. The method may include determin-
ing that the first subset varies from the corresponding
different subsetby less than athreshold amount. Merging
the first subset with the corresponding different subset
may include merging the first subset with the correspond-
ing different subset in response to determining that the
first subset varies from the corresponding different sub-
set by less than the threshold amount. The method may
include determining that a first subset from the subsets
includes information about the same threat as a different
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subset, determining that the first subset varies from the
corresponding different subset by more than a threshold
amount, and linking the first subset with the correspond-
ing different subset.

[0008] In some implementations, the priority informa-
tion may include priority information for the potential se-
curity threats. Determining, for each of the potential se-
curity threats indicated in the rules, the group of the sub-
sets thatinclude information associated with the respec-
tive potential security threats may include determining,
for one of the potential security threats that identifies a
particular software application used by the third party,
that each of the subsets in the groups of subsets include
information about the particular software application. De-
termining, for each of the potential security threats indi-
cated in the rules, the group of the subsets that include
information associated with the respective potential se-
curity threats may include determining, for one of the po-
tential security threats that identifies a particular hard-
ware device used by the third party, that each of the sub-
sets in the groups of subsets include information about
the particular hardware device.

[0009] In some implementations, the method may in-
clude determining, for each of the subsets, whether the
respective subset does not include information about the
same threat as a different subset. Determining, for the
third party, the group of the subsets that include informa-
tion requested by the third party may include determining
one or more rules for the third party that each indicate
that the third party should receive data associated with
particular types of potential security threats and the pri-
ority information for the data. Assigning, for each subset
in the group, a priority to the respective subset using pri-
ority information for the third party may include assigning,
for each subset in each of the groups, a priority to the
respective subset using the priority information.

[0010] The subject matter described in this specifica-
tion can be implemented in particular embodiments so
as to realize one or more of the following advantages. In
some implementations, when a system receives data
from multiple sources and stores the data in data con-
structs, e.g., formatted according to a standardized rep-
resentation, the system reduces duplicate data sent to
third parties and reduces potential confusion about relat-
ed threat intelligence. In some implementations, when a
system formats data received from multiple sources in
data constructs, the system may improve expressive-
ness when describing a certain threat actor, their activi-
ties, how they operate, and possible mitigation actions.
In some implementations, a system automates the proc-
ess of determining duplicates and applying appropriate
resolution to address duplicate data. In some implemen-
tations, a system provides users with an automatic de-
termination of relevance of data specific to their particular
infrastructure, e.g., hardware, software, or both.

[0011] The details of one or more embodiments of the
subject matter of this specification are set forth in the
accompanying drawings and the description below. Oth-
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er features, aspects, and advantages of the subject mat-
ter will become apparent from the description, the draw-
ings, and the claims.

BRIEF DESCRIPTION OF THE DRAWINGS
[0012]

FIG. 1 is an example of an environment in which a
system receives data from multiple data sources,
parses the data to create structured data constructs,
and provides some of the structured data to third
parties.

FIG. 2 is an example of an environment in which an
analysis system receives data from multiple struc-
tured data sources, parses the received data, and
provides some of the parsed data to one or more
third party systems.

FIGS. 3A-B are an example of a user interface for
presenting security threat information.

FIG. 4 is an example of a user interface that includes
threat trend information.

FIG. 5 is a flow diagram of a process for providing
data to third parties using third party rules.

FIG. 6 is a block diagram of a computing system that
can be used in connection with computer-imple-
mented methods described in this document.

[0013] Likereference numbersand designations inthe
various drawings indicate like elements.

DETAILED DESCRIPTION

[0014] Security teams, e.g., for an enterprise, may
want the ability to make faster operational security deci-
sions based on real time information. A system may au-
tomate collection, normalization (e.g., de-duplication),
contextualization, prioritization, and distribution of threat
intelligence to enhance security operations. For instance,
the system may collect cyber threat information from a
variety of sources, convert the collected information into
a standardized representation, manage the information
over its lifetime, create custom filters to process the in-
formation, enrich the information (e.g., with data from oth-
er sources), and draw actionable inferences about im-
pending activities or current incidents in progress, e.g.,
past, present, or future events that may affect other or-
ganizations. The actionable inferences may be delivered
to clients in structured machine readable format, human
readable formats, or both.

[0015] FIG. 1 is an example of an environment 100 in
which a system receives data 104 from multiple data
sources 102a-c, parses the data to create structured data
constructs, and provides some of the structured data to
third parties. For instance, the system receives the data
104, e.g., cyber information, that is formatted according
to a schema, e.g., specific to the particular data source
102a-c, from the data sources 102a-c at time T4, and
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parses the data 104 at time T, to determine intelligence
types for the parsed data. The data 104 may be received
as adatafeed, e.g., a separate feed for each of the sourc-
es 102a-c or separate feeds for a subset of the sources
102a-c, or through any other appropriate method.
[0016] Some examples of intelligence types may in-
clude i) observables, ii) indicators of compromise (I0C),
iii) vulnerabilities, iv) exploits, v) adversary tactics, tech-
niques, and procedures (TTP), vi) threat actors, vii) threat
campaigns, and viii) courses of action (COA). Each of
the intelligence types may have a corresponding data
construct in the system, e.g., particular to the types of
information available for or related to the respective in-
telligence type. For instance, the intelligence types may
be formatted according to Structured Threat Information
expression (STIX™).

[0017] Observables may be properties or measurable
events pertinent to the operation of computers and net-
works. Some examples of observables may include in-
formation about afile, e.g., name, hash, or size; aregistry
key value;aservice being started; or a Hypertext Transfer
Protocol (HTTP) request being sent.

[0018] [OC may include certain observable conditions
as well as contextual information about patterns of those
observable conditions and how and when a pattern
should be acted on. The contextual information may rep-
resent artifacts or behaviors of interest within a cyber-
security context or both. The patterns of the observable
conditions may be mapped to related TTP context infor-
mation, include relevant metadata about confidence in
the indicator’s assertion, handling restrictions, valid time
windows, likely impact, sightings of the information indi-
cator, structured test mechanisms for detection, related
campaigns, or suggested COA, or both related TTP con-
text information and relevant metadata.

[0019] Vulnerabilities may include information about
security vulnerabilities identified by independent re-
search teams, internal teams, or security vendors. The
security vulnerabilities may indicate particular vulnera-
bilities for an operating system, an application, or a ver-
sion of an application, e.g., particular to a specific oper-
ating system.

[0020] Exploits may include information related to sys-
tem vulnerabilities or the tools used to take advantage
of a particular vulnerability by techniques of a threat actor.
One example of exploit information may include identifi-
cation or characterization of a vulnerability.

[0021] TTP may include information about how threat
actors operate and perform their adversarial actions. An
example tactic may include the use of malware to steal
credit card credentials. An example technique may in-
clude sending emails to potential victims thatinclude ma-
licious attachments, e.g., used to capture credit card in-
formation. An example procedure may include research
to identify potential targets for malicious email.

[0022] Threat actors may include characterizations of
malicious actors that represent a cyber-threat and may
include potential identity, location, specific techniques
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used by, presumed intent of and other observed historical
behavior for the respective threat actor. Threat actors
may be linked to TTPs, threat campaigns, or both, which
were used by the respective threat actor or other threat
actors that may be or are known to have been associated
with the respective threat actor.

[0023] Threat campaigns may relate threat actors to
particular I0C, exploits, TTP, or any combination of two
or more of these. For instance, a threat campaign may
indicate the particular procedures, and the indicators
used to determine those procedures, used by a particular
threat actor to compromise one or more organizations.
[0024] COA may include recommended actions to mit-
igate or remediate risks presented by IOC or motivation
of threat actors or threat campaigns. For instance, a COA
may be corrective, e.g., to fix an exploited vulnerability,
or preventative, e.g., to fix a potential vulnerability or a
vulnerability that has not yet been exploited, for the par-
ticular organization or another organization.

[0025] In some examples, some of the data 104, e.g.,
a particular subset of the data 104, may be associated
with multiple intelligence types. For instance, a feed re-
ceived from a first source may include a particular subset
with information that can be categorized as a threat actor
and as a threat campaign.

[0026] In the example shown in FIG. 1, a first set of
data 104a includes two subsets of data, a first that is
categorized as intelligence type X and a second that is
categorized as intelligence type Y. A second set of data
104b includes one subset, e.g., as shown and may in-
clude many additional subsets that are not shown, that
is categorized as intelligence type Y.

[0027] At time Tj, the system determines whether
some of the parsed data is related to the same threat.
The system may compare all of the data that is related
to the same intelligence type, e.g., intelligence type Y, to
determine if a subset of that data is related to the same
threat. For instance, the system determines that threat
A and threat B, identified by the first set of data 104a and
the second set of data 104b respectfully, are the same
threat and how the related data should be stored in the
system. In some examples, the system determines
whether some data for different intelligence types is re-
lated to the same threat, e.g., the same threat actor.
[0028] The system determines a relationship for the
data that is related to the same threat and how that re-
lationship should be identified. For example, at time T,
the system may merge two sets or subsets of data when
creating a data construct n 106b; discard some of the
data, e.g., one of the subsets, and create a single data
construct m 106a; or relate two separate data constructs,
one of which may be newly created and the other previ-
ously created or both of which may be newly created.
For instance, the data construct n 106b may include data
subsets from both the first set of data 104a and the sec-
ond set of data 104b, both of which correspond to intel-
ligence type Y.

[0029] When multiple datasets, or subsets, are related
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to the same threat and include the same information,
e.g., all of the same information, the system may discard
the older datasets and keep the newest dataset for a
construct. Similarly, when multiple subsets are related to
the same threat and include most of the same informa-
tion, e.g., the newest dataset includes more information
or updated information, the system may discard the older
datasets and keep the newest dataset. In some exam-
ples, when an IOC subset or data construct includes the
same observables, or links to the data constructs for the
same observables, as another IOC subset or data con-
struct, the system determines that the two are related to
the same threat.

[0030] In some implementations, the system may dis-
card a dataset when two datasets are related to the same
threat but the information included in the two datasets
varies by more than a threshold amount, e.g., by more
than a predetermined percentage or by a predetermined
quantity, such as a quantity of words, phrases, sentences
or paragraphs. The discarded dataset may be the older
dataset or the dataset from a less reputable source.
[0031] For instance, the system may use historical
analysis of information from a certain source to determine
a reputation for that source, e.g., historical analysis of
how actionable is the information from a certain source.
In some examples, the system may determine how much
data from source A overlaps with a known well-reputed
source. If there is a high overlap between data from
source A and the well-reputed source, the system may
assign a high reputation to the source A. In one example,
an analyst may dynamically assign a reputation score to
a source. The system may use any appropriate method
to determine a source’s reputation.

[0032] When a subset or a data construct includes a
confidence score, the element with the highest confi-
dence score may be kept, e.g., and the other data dis-
carded. The confidence score may represent a probabil-
ity that the data in the data construct is accurate or a
probability that the data in the data construct is from a
reputable source. In some examples, the system may
discard data with a lower confidence score when there
is more than a twenty percent difference between the two
confidence scores.

[0033] When multiple subsets of data are related to the
same threat, e.g., determined using an identifier for the
threat, the system may discard the subsets from the less
reputable sources and keep the subsets from the more
reputable sources. For instance, the system may create
a data construct using the data from the more reputable
sources. In some examples, if a cost, efficacy, affected
software, confidence score, victim, time, leveraged
TTPs, or attributed threat actors for a data construct or
a subset, e.g., a COA, an exploits, or an incident data
construct, are different than an existing data construct or
another subset, the system may use the subset or data
construct from the more reputable source, e.g., when
each data construct includes a "source" element.
[0034] When multiple subsets of data are related to the
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same threat, but the content of the subsets is different,
e.g., by more than a threshold amount, the system may
create a data construct for each of the subsets and relate
each of the created data constructs with each other. For
instance, each data construct may include an identifier
or one or more pointers that the system may use to de-
termine the related data constructs, e.g., using a "related
packages" element in the respective data construct.
[0035] Insome examples, if aname in a subset of data
is similar to a name in another subset of data, or in an
existing data construct, e.g., when the names are used
to identify the data, the system may relate a new data
construct for the subset to a data construct for the other
subset, or the existing data construct. The similarity in
the name may allow for small errors, e.g., one character
differences, and extensions of names, e.g., where "cat"
and "cat_1" are considered matches.

[0036] Once the data constructs are created, or for da-
ta that was previously placed in data constructs and not
yet sent to a specific third party, at time T, the system
identifies third party rules 108a-b for security threat in-
formation. The rules are particular to a specific third party.
For example, Third Party A 110a may have rules 1a and
2a and Third Party B 110b may have rule 1b.

[0037] The rules for the different third parties may be
the same or different. For instance, rule 1b may be the
same as rule 2a, e.g., may identify the same types of
intelligence types or the same subsets of intelligence
types. These two rules may indicate that both third parties
wantto receive information about intelligence type Y, and
the rule 1a may indicate that Third Party A would like to
receive information about intelligence type X. In one ex-
ample, a rule may indicate that the corresponding third
party is interested in vulnerabilities for particular applica-
tions, operating systems, hardware, or two or more of
these.

[0038] Therules mayinclude a destination, e.g., a sys-
tem address for the particular third party. In some exam-
ples, the rules do not include a destination, and the sys-
tem determines a destination using the particular third
party to which the rule corresponds. The destination may
be an internet protocol (IP) address, a uniform resource
identifier (URI), or another appropriate type of identifier
for the third party or a system, e.g., computer, used by
the third party. When two rules for different third parties
are the same, e.g., identify the same types of threat in-
telligence data, the two rules may include different des-
tinations that correspond with the respective third party.
[0039] Attime Tg, the system sends data constructs,
identified using the third party rules 108a-b, to the re-
spective third parties 110a-b. For instance, the system
sends the data construct m 106a to the Third Party A
110a and the data construct n 106b to both the Third
Party A 110a and the Third Party B 110b. The data con-
structs provided to the third parties may be prioritized,
e.g., using the third party rules 108a-b or other data, as
described in more detail below.

[0040] One or more of the third parties 110a-b may use
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the data constructs 106a-b to adjust rules for an intrusion
detection system (IDS), an intrusion prevention system
(IPS), or both. For instance, The Third Party B 110b may
receive courses of action from the system and update
rules for an intrusion prevention system using the re-
ceived courses of action. In one example, the Third Party
B 110b may receive indicators of compromise, vulnera-
bilities, and exploits from the system, determine which
of those threats are relevant to the Third Party B 110b,
e.g., relevant to devices associated with the Third Party
B 110b, and request courses of action from the system
for the threats that are determined to be relevant to the
Third Party B 110b. The Third Party B 110b may then
use the received courses of action to update correspond-
ing systems or policies, e.g., to prevent or reduce the
likelihood of those threats occurring.

[0041] Some of the third parties 110a-b may analyze
the data in the data constructs 106a-b, e.g., to determine
historical perspectives, trends, or both. For instance, the
Third Party A 110a may perform frequency analysis, de-
termine clusters of threat relationships, or identify specific
actors using the data constructs 106a-b.

[0042] In some examples, a third party may use re-
ceived data constructs to determine potential tests for
the third party’s systems. For instance, the third party
may test a potential vulnerability and determine how to
manage the potential vulnerability.

[0043] In some implementations, a third party system
may determine if one or more indicators, one or more
observables, or a combination of the two, are currently
occurring within the third party’s infrastructure and, if so,
perform an appropriate corrective action. In some imple-
mentations, a network resource manager, e.g., an IDS,
may detect anomalous behavior, e.g., network behavior,
and determine whether this behavior maps to indicators
or observables received from the system. When the net-
work resource manager determines that the behavior
maps to data received from the system, the network re-
source manager may request additional information
aboutthe mapped indicators or observables from the sys-
tem. For instance, the network resource manager may
request and receive courses of action for the mapped
indicators or observables, e.g., that the system identifies
using relationships between the indicators or observa-
bles and the respective courses of action.

[0044] FIG. 2 is an example of an environment 200 in
which an analysis system 202 receives data from multiple
structured data sources 204, parses the received data,
and provides some of the parsed data to one or more
third party systems 206a-c. The structured data sources
204 may include multiple proprietary sources 208. Some
examples of proprietary sources 208 may include paid
providers, to which the analysis system 202, or another
system or party associated with the analysis system 202,
provides compensation for data received by the analysis
system 202, and government sources. For instance, a
government agency may make threat information publi-
cally available to other systems, including the analysis
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system 202, upon request or may send the threat infor-
mation to the analysis system 202 upon determining new
threat information. The analysis system 202 may receive
data from each of the proprietary sources 208 in a pro-
prietary format, e.g., in a data feed formatted specific to
the particular proprietary source, or an open format.
[0045] The structured data sources 204 may include a
threat exchange 210 that provides data to the analysis
system 202 for free. The threat exchange 210 may re-
quire that the analysis system 202 provides the threat
exchange with threatinformation in order to access threat
information provided to the threat exchange 210 by other
sources. For instance, the threat exchange 210 may re-
ceive data from one or more free content providers and
provide that data to the analysis system 202, e.g., in ex-
change for data received from the analysis system 202
or not.

[0046] The analysis system 202 may receive open
source data 212 from some of the structured data sources
204. For example, the analysis system 202 may receive
an Extensible Markup Language (XML) feed, a feed with
comma-separated values (CSV), or a tab delimited feed.
[0047] One or more of the structured data sources 204
may overlap with other types of the structured data sourc-
es 204. For instance, one of the proprietary sources 208
may provide an XML feed, a CSV feed, a tab delimited
feed, or free threat information. In some examples, some
of the proprietary sources 208 may make data available
on the threat exchange 210, e.g., for free or for a fee.
Some of the open source data 212 may be made avail-
able on the threat exchange 210.

[0048] A parser 214, included in the analysis system
202, receives the structured data from the structured data
sources 204 and uses rules 216 to determine which in-
telligence types 218 apply to the structured data. For ex-
ample, the rules may indicate that data from a particular
source or data with particular keywords corresponds with
anobservables intelligence type, and data with a different
set of keywords, some of which may be the same as the
keywords for the observables intelligence type, corre-
sponds with a vulnerabilities intelligence type. Some ex-
amples of intelligence types include observables, indica-
tors of compromise (IOC), vulnerabilities, exploits, threat
actors, threat campaigns, courses of action (COA), and
adversary tactics, techniques, and procedures (TTP).
[0049] The parser 214 may receive multiple data pack-
ets from a single one of the structured data sources 204
that together form a single dataset. The dataset may in-
clude information about a particular threat or about mul-
tiple threats.

[0050] Using the rules, the parser 214 determines that
the single dataset includes data specific to one or more
of the intelligence types 218. For instance, the parser
214 may determine that a dataset received from a gov-
ernment source XML feed includes information about ob-
servables, exploits, and threat actors. Some of the same
data from the dataset may be associated with multiple of
the intelligence types 218, e.g., both observables and
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threat actors, and some of the data from the dataset may
be associated with only one of the intelligence types, e.g.,
observables.

[0051] For each of the intelligence types for the single
dataset or subset, the parser 214 creates a data construct
specific to the respective intelligence type and stores the
data constructin a construct database 220. For example,
the parser 214 may create a data construct for an ob-
servable, a threat campaign, a COA, a vulnerability, or
an exploit that includes an identifier for the data construct
and the subset of data from the dataset that corresponds
with the intelligence type. In some examples, the data
constructs may include an identifier for the source of the
data, e.g., the particular structured data source 204 from
which the analysis system 202 received the data, a time
stamp, e.g., for when the corresponding data was gen-
erated by or received from the respective structured data
source, a source reputation, a severity, a severity repu-
tation, or a combination of two or more of these.

[0052] Some of the data constructs may include links
to other data constructs. For instance, a data construct
for an IOC may include one or more links to data con-
structs for corresponding observables and a threat actor
data construct may include one or more links to threat
campaigns or TTP used by the respective actor. Some
of the data constructs, e.g., for IOC, threat actors, or TTP,
may include a title or a name.

[0053] In some implementations, the parser 214 may
create multiple data constructs for a particular intelli-
gence type, e.g., from a single dataset. For instance, the
parser 214 may determine a subset of a particular dataset
that corresponds with observables and that different por-
tions of that subset correspond with different instances
of observables. One portion of the subset may include
information about an HTTP request and another portion
of the subset may include information about a particular
file. In this example, the parser 214 creates a first ob-
servable data construct for information about the HTTP
request and a second observable data construct for in-
formation about the particular file.

[0054] A de-duplication module 222, included in the
analysis system 202, may determine relationships be-
tween datasets received from the structured data sourc-
es 204, parsed data, e.g., that has not yet been stored
in the construct database 220, data constructs stored in
the construct database 220, or any combination of two
or more of these. For instance, the de-duplication module
222 may determine whether some of the data in two data
constructs is related to the same threat, includes the
same information about a threat, or includes information
about related threats and how that information or those
threats are related. The de-duplication module 222 may
merge two different data constructs, relate two different
data constructs, or discard one of two related data con-
structs, as described above.

[0055] The analysis system 202 uses third party rules
224 to determine when to send data constructs to the
third parties 206a-c, what types of data constructs to send
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to the third parties 206a-c, and how to prioritize the data
constructs, e.g., an order in which to present the data
constructs to the third parties 206a-c or for the third par-
ties 208a-c to present the information to a user. For in-
stance, the analysis system 202 may determine to send
data constructs to the third party system A 206a when
relevant data constructs are created by the analysis sys-
tem 202, to send data constructs to the third party system
B 206b once each day, and to send data constructs to
the third party system C 206c once each week. The third
party rules 224 may include a particular time of day at
which the analysis system 202 should send correspond-
ing data constructs to the requesting third party systems
206a-c.

[0056] The analysis system 202, or a module of the
analysis system 202, may use the third party rules 224
to determine which data constructs to send to each of
the third party systems 206a-c. For instance, a first rule
for the third party system A 206a may indicate that the
third party A wants to receive threat information that is
relevant to a particular organization or industry and a
second rule for the third party system B 206b may indicate
that the third party B wants to receive threat information
for a particular operating system or a particular version
of an operating system.

[0057] The third party rules 224 may include a corre-
sponding destination for the requested data constructs.
For instance, the first rule for the third party system A
206a may include an IP address for the third party system
A 206a. In some examples, a rule may indicate that the
analysis system 202 should send a first subset of data
constructs to a first destination and a second subset of
data constructs to a second destination. For instance,
the third party system B 206b may include multiple serv-
ers and the analysis system 202 provides the first subset
to a first server in the third party system B 206b and pro-
vides the second subset to a second server in the third
party system B 206b.

[0058] A prioritization module 226, included in the anal-
ysis system 202, may use the third party rules 224 to
determine a priority for each of the data constructs re-
quested by a particular one of the third party systems
206a-c. For instance, after the analysis system 202 de-
termines the data constructs to provide to the third party
system C 206c¢, the prioritization module 226 determines
the order in which the data constructs are provided to the
third party system C 206c or presented on a user interface
on the third party system C 206c, e.g., based on instruc-
tions provided by the analysis system 202 to the third
party system C 206c¢ for the presentation of the informa-
tion included in the requested data constructs.

[0059] The prioritization module 226 may analyze how
recently a threat, e.g., that is represented by a corre-
sponding data construct, was used or identified, the se-
verity of the threat, whether a government source has
released a statement about the threat, or any combina-
tion of two or more of these when prioritizing the data
constructs. For instance, the prioritization module 226
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may assign a data construct for a newer threat a higher
priority than another data construct for an older threat.
The prioritization module 226 may assign a data con-
struct for a more severe threat a higher priority than an-
other data construct for a less severe threat, e.g., irre-
spective of the newness of either of the threats.

[0060] The prioritization module 226 may determine a
severity of a threat using comments included in data from
the structured data sources 204 or from other sources.
For instance, the prioritization module 226 may assign a
data construct a default, e.g., low or medium, severity
unless the prioritization module 226 determines that com-
ments that correspond with a threat represented by a
data construct indicate that the threat should be associ-
ated with a different, e.g., higher, severity.

[0061] The third party systems 206a-c may use the re-
ceived data constructs, and the priority in which the data
constructs are received or identified for presentation, to
take corresponding actions based on the threats identi-
fied in the data constructs. For instance, the third party
system A 206a may be an automated system that deter-
mines whether the indicated threat is relevant to the third
party A, e.g., whether or not any devices for the third
party A may be affected by the indicated threat. Upon
determining that a particular threat is relevant to the third
party A, e.g., thata device may be compromised because
of the indicated threat, the automated system may re-
quest a course of action (COA) from the analysis system
202 that corresponds with the particular threat. The third
party system A 206a may analyze the data constructs in
the order the data constructs are received from the anal-
ysis system 202, e.g., according to the priority of the data
constructs. The analysis system 202 may provide data
constructs to third party systems 206a-c using an appli-
cation programming interface (API), a feed, e.g., XML or
rich site summary (RSS), or any other appropriate type
of method or protocol.

[0062] Insomeexamples,theanalysis system 202 pro-
vides instructions to one of the third party systems 206a-
¢, e.g., the third party system B 206b, for the presentation
of a user interface that includes information about the
requested data constructs and the threats indicated by
those data constructs. The user interface presents the
threats according to the priority determined by the prior-
itization module 226, e.g., with higher priority threats pre-
sented before lower priority threats. When the third party
systemreceives additional data constructs from the anal-
ysis system 202, the third party system may merge the
most recently received data constructs, or information
associated with these data constructs, with a current
presentation of other previously received data con-
structs, or information associated with those data con-
structs. Forinstance, using the instructions received from
the analysis system 202, the third party system may de-
termine that a first newly received data construct has a
higher priority than a currently presented data construct
and present the first newly received data construct above
the currently presented data constructin a userinterface.
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A second newly received data construct may have a low-
er priority than, and be presented below, the currently
presented data construct.

[0063] In these examples, a user may view the user
interface and determine which of the threats are relevant
to the third party C and which threats require a corre-
sponding action to be taken. For instance, a device op-
erated by the user may request additional information
about a particular threat, such as a COA, from the anal-
ysis system, e.g., when an action should be taken for a
threat. Upon receipt of the COA, the device operated by
the user or another device, e.g., an automated device,
may perform the action identified by the COA, e.g., to
prevent or reduce the likelihood of the threat.

[0064] In some implementations, the prioritization
module 226 may use learning to determine how to prior-
itize data constructs that will be sent to the third party
systems 206a-c. For instance, the prioritization module
226 may receive requests for COAs from the third party
system C 206c¢, determine that the types of threats as-
sociated with these COAs should have a higher priority
than other types of threats for which the third party system
C 206¢ requested information, and update correspond-
ing third party rules, or a prioritization module for the third
party C, to indicate which types of threats should have a
higher priority.

[0065] The prioritization module 226 may use a list of
hardware manufacturers, a list of device models, a list of
software developers, a list of software versions, a list of
firewall rules, a list of intrusion prevention system rules,
a list of malware rules, information source data, whether
a course of action was performed, e.g., by the respective
third party system, whether a patch was applied, e.g., by
the respective third party system, or any combination of
two or more of these when determining a data construct
priority for one of the third party systems 206a-c. The
particular third party system 206a-c may include any
combination of prioritization rules, and rules for data con-
structs of interest, when defining the corresponding third
party rules 224.

[0066] Insomeexamples, the prioritization module 226
may filter out data constructs for particular hardware
manufacturers, device models, software developers,
software versions or any combination of two or more of
these, determined not to be relevant to a particular one
ofthe third party systems 206a-c, e.g., and notsend these
data constructs to the particular third party system. The
prioritization module 226 may filter out data constructs
for particular data sources, e.g., when a third party rule
indicates that data constructs from the particular data
sources should not be sent to the corresponding third
party system or when the third party system should only
receive data constructs for data from a predetermined
list of data sources that does not include any of the par-
ticular data sources.

[0067] In some implementations, the prioritization
module 226 might not send any COAs to one or more of
the third party systems 206a-c, e.g., unless one of the
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third party systems 206a-c requests a specific COA, at
which time the analysis system 202 provides the respec-
tive third party system with the specific COA. In some
examples, the prioritization module 226 determines
whether a particular data construct relates to a malware
signature, a firewall rule, or both, that has already been
added to a corresponding firewall or anti-virus configu-
ration. If so, the analysis system 202 might not send a
corresponding data construct to the respective third party
system. If not, the analysis system 202 sends the corre-
sponding data structure to the respective third party sys-
tem.

[0068] A network 228, such as a local area network
(LAN), wide area network (WAN), the Internet, or a com-
bination thereof, connects the analysis system 202, the
structured data sources 204, and the third party systems
206a-c. For instance, the analysis system 202 may re-
ceive structured data from the structured data sources
204 using the network 228 and provide data constructs
to one or more of the third party systems 206a-c using
the network 228.

[0069] FIGS. 3A-B are an example of a user interface
300 for presenting security threat information. As shown
in FIG. 3A, the user interface 300 includes a map 302
that shows a geo-location mapping of the security threat
information gathered from different sources, e.g., struc-
tured data sources. Shading in the map 302, e.g., a color
of a particular country, may indicate a quantity of threats,
e.g., with respect to the other countries. For instance,
more malicious IP addresses and malicious uniform re-
source locators (URLs), or uniform resource identifiers
(URIs), originate from a high threat country than a low or
a medium threat country. The map 302 may include any
appropriate identifier for the different threat severities of
the countries.

[0070] The userinterface 300 may include a summary
304 of recent malicious activity. For instance, the sum-
mary 304 may change dynamically based on the types
of security threats during a predetermined period of time,
e.g., the past day, week, or month. The summary 304
may include a quantity of blacklisted certificates, e.g.,
7007, a quantity of blacklisted URLs, e.g., 6987, a quan-
tity of malicious IP addresses, e.g., 3150, and a quantity
of vulnerabilities identified during the predetermined pe-
riod of time, e.g., zero.

[0071] An advisories section 306, shown in FIG. 3B,
includes a list of the latest threat advisories. The adviso-
ries section 306 includes a title for each advisory, a date
and time when the advisory was published, and a source
that provided the advisory to the system, e.g., a struc-
tured data source. The advisories section 306 may in-
clude links to corresponding full advisory pages, e.g., with
additional details about the respective advisory. For in-
stance, selection of a title for a particular advisory may
cause the user interface 300, or another user interface,
to present the corresponding full advisory page.

[0072] A trending vulnerabilities section 308 includes
the most relevant vulnerabilities, most prevalent vulner-
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abilities, or a combination of the two, and corresponding
descriptions of each vulnerability. The trending vulnera-
bilities section 308 may include a common vulnerabilities
and exposures (CVE) identifier for each of the vulnera-
bilities. The trending vulnerabilities section 308 may in-
clude a common vulnerability scoring system (CVSS)
score for each of the vulnerabilities.

[0073] The analysis system 202 may provide a third
party system with instructions for the presentation of the
user interface 300 in response to receipt of a request for
security threat information. For instance, a user of a third
party system may cause the third party system to request
the user interface 300 from the analysis system. In some
examples, a third party system may receive data con-
structs from the analysis system 202 and generate the
user interface 300 using the received data constructs,
e.g., and additional data stored on the third party system.
[0074] FIG. 4isan example of a userinterface 400 that
includes threat trend information. For instance, the anal-
ysis system may provide a third party system with security
threat information and the third party system may use
the received security threat information to generate the
user interface 400. In some implementations, the analy-
sis system may provide the third party system with in-
structions for the presentation of the user interface 400.
[0075] The user interface 400 includes a threat actors
graph 402 with information about a quantity of threat ac-
tors over a particular period of time. The particular period
of time may be the most recent year, month, week, or
another time range, e.g., determined by a user of the
user interface 400.

[0076] The quantity of threat actors may be specific to
a particular industry, e.g., retail, a particular organization
or entity, e.g., Company A, or for all known threat actors
during the particular period of time. The quantity of threat
actors may include only unique instances of threat actors
or may include multiple instances of the same threat ac-
tor. For example, when a particular group attacks two
different organizations using different techniques, the
quantity of threat actors may count this particular group
once, e.g., only unique instances of threat actors, or
twice, e.g., for each attack performed by the particular
group. In the latter example, the threat actors graph 402
may be a threat attacks graph that shows trends in a
quantity of attacks over time.

[0077] Threat actors details 404 may include details
about some of or all of the threat actors identified in the
threat actors graph 402. For instance, for each threat
actor included in the threat actors graph 402, the threat
actors details 404 may include the number of attacks
performed by that actor, e.g., during the predetermined
period of time or at any time, an attack percentage for
the respective actor, e.g., aratio of the quantity of attacks
associated with the respective actor to the quantity of
attacks that have been carried out by all other threat ac-
tors, and the number of threat campaigns performed by
the respective threat actor, e.g., during the predeter-
mined period of time or at any time. In some examples,
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a sum of all the attack percentages may be greater than
100%, e.g., when multiple actors are involved in the same
attack. In some examples, a sum of all the attack per-
centages, e.g., by attacker A, attacker B, and attacker C,
may be 100%, e.g., when only a single attacker is asso-
ciated with each attack. In some implementations, a sum
of all the attack percentages may be less than 100%,
e.g., when some attacks are not attributed to any attack-
er.

[0078] The user interface 400 may include additional
information, such as a news feed 406 with information
about security threats, potential security threats, solu-
tions to security threats, or other relevant information. In
some examples, the user interface 400 may include in-
formation about trends for particular types of threats,
such as DDoS, particular types of threat campaigns, or
other types of trend information determined using the da-
ta constructs.

[0079] FIG. 5 is a flow diagram of a process 500 for
providing data to third parties using third party rules. For
example, the process 500 can be used by the analysis
system 202 from the environment 200.

[0080] For each dataset from multiple datasets (502),
the process identifies one or more respective intelligence
types that each categorizes a subset in the respective
dataset (504). For instance, a parser may parse the da-
tasets to create subsets and identify at least one intelli-
gence type for each of the subsets.

[0081] The process associates, for each of the identi-
fied intelligence types, each of the subsets, which are
categorized by the respective intelligence type, with the
respective intelligence type (506). For example, a parser
creates a data construct for each of the subsets. The
data construct includes data from the respective subset
and an identification of the intelligence type, e.g., using
an identifier or a particular type of data construct for the
respective intelligence type, and stores the data con-
struct in a construct database.

[0082] The process determines whether all of the da-
tasets are processed (508) and, if so, determines, for
each of the subsets, whether the respective subset does
not include information about the same threat as a dif-
ferent subset (510). For instance, a de-duplication mod-
ule determines whether some of the subsets, or the re-
spective data constructs, should be merged, linked, or
discarded, as described above. Ifthe process determines
that not all of the datasets are processed, the process
identifies one or more respective intelligence types for
one of the unprocessed datasets.

[0083] The process determines one or more rules for
a third party that each indicate that the third party should
receive data associated with particular types of potential
security threats and priority information for the data (512).
The particular types of potential security threats may be
specific to a particular software application, hardware de-
vice, or both. For example, a rule may indicate that data
constructs for a particular operating system, for specific
software for a particular operating system, or for partic-
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ular software for a certain type of hardware, e.g., brand,
model, orinstruction set, should be sent to the third party.
[0084] The process determines, for each of the poten-
tial security threats indicated in the rules, a group of the
subsets that include information associated with the re-
spective potential security threat (514). For instance, the
analysis system uses the rules to determine which data
constructs correspond with the rules for a particular third
party, e.g., and have not already been sent to that par-
ticular third party. The analysis system may use a fre-
quency of updates, specified by the rules, to determine
when to send data constructs to the third party, e.g., and
determine the data constructs that have been created or
updated since the last time data constructs were sent to
the particular third party.

[0085] The process assigns, for each subset in each
of the groups, a priority to the respective subset using
the priority information (516). For example, a priority
module uses the priority information, which may directly
or indirectly correspond with the potential security
threats, to determine a priority for the data constructs,
e.g., which data constructs are more likely to be of greater
importance to the third party than the other data con-
structs. In some examples, each of the potential security
threats in the rules may include corresponding priority
information for the priority module to use when determin-
ing the priorities.

[0086] In some examples, the priority module deter-
mines priority information using machine learning. For
instance, the priority module may determine that the third
party requests additional information for certain types of
potential security threats, and not others, and rank data
constructs for those certain types of potential security
threats with a higher priority than data constructs for the
other types of potential security threats.

[0087] The process provides the determined subsets
to the third party using the respective priorities (518). For
example, the analysis system provides each of the data
constructs to a system of the third party, e.g., with each
data construct in a separate message or with all of the
data constructs in a message feed.

[0088] The order of stepsin the process 500 described
above is illustrative only, and the providing the data to
the third parties using the third party rules can be per-
formed in different orders. For example, the analysis sys-
tem may determine the rules before identifying the intel-
ligence types that each categorize the subset in the re-
spective data type, e.g., perform step 512 before step
504.

[0089] In some implementations, the process 500 can
include additional steps, fewer steps, or some of the steps
can be divided into multiple steps. For example, the proc-
ess can receive the datasets from multiple sources and
parse each of the datasets into the subsets.

[0090] Embodiments of the subject matter and the
functional operations described in this specification can
be implemented in digital electronic circuitry, in tangibly-
embodied computer software or firmware, in computer
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hardware, including the structures disclosed in this spec-
ification and their structural equivalents, or in combina-
tions of one or more of them. Embodiments of the subject
matter described in this specification can be implemented
as one or more computer programs, i.e., one or more
modules of computer program instructions encoded on
a tangible non-transitory program carrier for execution
by, or to control the operation of, data processing appa-
ratus. Alternatively or in addition, the program instruc-
tions can be encoded on an artificially-generated propa-
gated signal, e.g., a machine-generated electrical, opti-
cal, or electromagnetic signal, that is generated to en-
code information for transmission to suitable receiver ap-
paratus for execution by a data processing apparatus.
The computer storage medium can be a machine-read-
able storage device, a machine-readable storage sub-
strate, a random or serial access memory device, or a
combination of one or more of them.

[0091] The term "data processing apparatus" refers to
data processing hardware and encompasses all kinds of
apparatus, devices, and machines for processing data,
including by way of example a programmable processor,
a computer, or multiple processors or computers. The
apparatus can also be or further include special purpose
logic circuitry, e.g., an FPGA (field programmable gate
array) or an ASIC (application-specific integrated circuit).
The apparatus can optionally include, in addition to hard-
ware, code that creates an execution environment for
computer programs, e.g., code that constitutes proces-
sor firmware, a protocol stack, a database management
system, an operating system, or a combination of one or
more of them.

[0092] A computer program, which may also be re-
ferred to or described as a program, software, a software
application, a module, a software module, a script, or
code, can be written in any form of programming lan-
guage, including compiled or interpreted languages, or
declarative or procedural languages, and it can be de-
ployed in any form, including as a stand-alone program
or as amodule, component, subroutine, or other unit suit-
able for use in a computing environment. A computer
program may, but need not, correspond to a file in a file
system. A program can be stored in a portion of a file that
holds other programs or data, e.g., one or more scripts
stored in a markup language document, in a single file
dedicated to the program in question, or in multiple co-
ordinated files, e.g., files that store one or more modules,
sub-programs, or portions of code. A computer program
can be deployed to be executed on one computer or on
multiple computers that are located at one site or distrib-
uted across multiple sites and interconnected by a com-
munication network.

[0093] The processes and logic flows described in this
specification can be performed by one or more program-
mable computers executing one or more computer pro-
grams to perform functions by operating on input data
and generating output. The processes and logic flows
can also be performed by, and apparatus can also be
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implemented as, special purpose logic circuitry, e.g., an
FPGA (field programmable gate array) or an ASIC (ap-
plication-specific integrated circuit).

[0094] Computers suitable for the execution of a com-
puter program include, by way of example, general or
special purpose microprocessors or both, or any other
kind of central processing unit. Generally, a central
processing unit will receive instructions and data from a
read-only memory or a random access memory or both.
The essential elements of a computer are a central
processing unit for performing or executing instructions
and one or more memory devices for storing instructions
and data. Generally, a computer will also include, or be
operatively coupled to receive data from or transfer data
to, or both, one or more mass storage devices for storing
data, e.g., magnetic, magneto-optical disks, or optical
disks. However, a computer need not have such devices.
Moreover, a computer can be embedded in another de-
vice, e.g., amobile telephone, a personal digital assistant
(PDA), a mobile audio or video player, a game console,
a Global Positioning System (GPS) receiver, or a porta-
ble storage device, e.g., auniversal serial bus (USB)flash
drive, to name just a few.

[0095] Computer-readable media suitable for storing
computer program instructions and data include all forms
of non-volatile memory, media and memory devices, in-
cluding by way of example semiconductor memory de-
vices, e.g., EPROM, EEPROM, and flash memory de-
vices; magnetic disks, e.g., internal hard disks or remov-
able disks; magneto-optical disks; and CD-ROM and
DVD-ROM disks. The processor and the memory can be
supplemented by, or incorporated in, special purpose
logic circuitry.

[0096] To provide for interaction with a user, embodi-
ments of the subject matter described in this specification
can be implemented on a computer having a display de-
vice, e.g., a CRT (cathode ray tube) or LCD (liquid crystal
display) monitor, for displaying information to the user
and a keyboard and a pointing device, e.g., a mouse or
a trackball, by which the user can provide input to the
computer. Other kinds of devices can be used to provide
for interaction with a user as well; for example, feedback
provided to the user can be any form of sensory feedback,
e.g., visual feedback, auditory feedback, or tactile feed-
back; and input from the user can be received in any
form, including acoustic, speech, or tactile input. In ad-
dition, a computer can interact with a user by sending
documents to and receiving documents from a device
that is used by the user; for example, by sending web
pages to a web browser on a user’s device in response
to requests received from the web browser.

[0097] Embodiments of the subject matter described
in this specification can be implemented in a computing
system that includes a back-end component, e.g., as a
data server, or that includes a middleware component,
e.g., an application server, or that includes a front-end
component, e.g., a client computer having a graphical
user interface or a Web browser through which a user
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can interact with an implementation of the subject matter
described in this specification, or any combination of one
or more such back-end, middleware, or front-end com-
ponents. The components of the system can be intercon-
nected by any form or medium of digital data communi-
cation, e.g., acommunication network. Examples of com-
munication networks include a local area network (LAN)
and a wide area network (WAN), e.g., the Internet.
[0098] The computing system can include clients and
servers. A client and server are generally remote from
each other and typically interact through a communica-
tion network. The relationship of client and server arises
by virtue of computer programs running on the respective
computers and having a client-server relationship to each
other. In some embodiments, a server transmits data,
e.g., an HTML page, to a user device, e.g., for purposes
of displaying data to and receiving user input from a user
interacting with the user device, which acts as a client.
Data generated at the user device, e.g., a result of the
user interaction, can be received from the user device at
the server.

[0099] An example of one such type of computer is
shown in FIG. 6, which shows a schematic diagram of a
generic computer system 600. The system 600 can be
used for the operations described in association with any
of the computer-implement methods described previous-
ly, according to one implementation. The system 600 in-
cludes a processor 610, a memory 620, a storage device
630, and an input/output device 640. Each of the com-
ponents 610, 620, 630, and 640 are interconnected using
a system bus 650. The processor 610 is capable of
processing instructions for execution within the system
600. Inone implementation, the processor 610 is asingle-
threaded processor. Inanotherimplementation, the proc-
essor 610 is a multi-threaded processor. The processor
610 is capable of processing instructions stored in the
memory 620 or on the storage device 630 to display
graphical information for a user interface on the input/out-
put device 640.

[0100] The memory 620 stores information within the
system 600. In one implementation, the memory 620 is
a computer-readable medium. In one implementation,
the memory 620 is a volatile memory unit. In another
implementation, the memory 620 is a non-volatile mem-
ory unit.

[0101] The storage device 630 is capable of providing
mass storage for the system 600. In one implementation,
the storage device 630 is a computer-readable medium.
In various different implementations, the storage device
630 may be a floppy disk device, a hard disk device, an
optical disk device, or a tape device.

[0102] The input/output device 640 provides input/out-
putoperations for the system 600. In one implementation,
the input/output device 640 includes a keyboard and/or
pointing device. In anotherimplementation, the input/out-
put device 640 includes a display unit for displaying
graphical user interfaces.

[0103] While this specification contains many specific



23 EP 2 990 984 A1

implementation details, these should not be construed
as limitations on the scope of what may be claimed, but
rather as descriptions of features that may be specific to
particular embodiments. Certain features that are de-
scribed in this specification in the context of separate
embodiments can also be implemented in combination
in a single embodiment. Conversely, various features
that are described in the context of a single embodiment
can also be implemented in multiple embodiments sep-
arately or in any suitable subcombination. Moreover, al-
though features may be described above as acting in
certain combinations and even initially claimed as such,
one or more features from a claimed combination can in
some cases be excised from the combination, and the
claimed combination may be directed to a subcombina-
tion or variation of a subcombination.

[0104] Similarly, while operations are depicted in the
drawings in a particular order, this should not be under-
stood as requiring that such operations be performed in
the particular order shown or in sequential order, or that
all illustrated operations be performed, to achieve desir-
able results. In certain circumstances, multitasking and
parallel processing may be advantageous. Moreover, the
separation of various system modules and components
in the embodiments described above should not be un-
derstood as requiring such separation in all embodi-
ments, and it should be understood that the described
program components and systems can generally be in-
tegrated together in a single software product or pack-
aged into multiple software products.

[0105] Particular embodiments of the subject matter
have been described. Other embodiments are within the
scope of the following claims. For example, the actions
recited in the claims can be performed in a different order
and still achieve desirable results. As one example, the
processes depicted in the accompanying figures do not
necessarily require the particular order shown, or se-
quential order, to achieve desirable results. In some cas-
es, multitasking and parallel processing may be advan-
tageous.

[0106] Although the presentinvention is defined in the
attached claims, it is to be understood that the invention
can alternatively also be defined in accordance with the
following embodiments:

Embodiments:

1. A computer-implemented method compris-
ing:

for each dataset from multiple datasets that
each include information about potential se-
curity threats:

identifying, by one or more computers,
one or more respective intelligence
types that each categorizes a subset of
data in the respective dataset; and
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associating, for each of the identified
intelligence types, each of the subsets
of data, which are categorized by the
respective intelligence type, with there-
spective intelligence type;

determining, for each of the subsets, wheth-
er the respective subset does not comprise
information about the same threat as a dif-
ferent subset;

determining one or more rules for a third
party that each indicate that the third party
should receive data associated with partic-
ular types of potential security threats and
priority information for the data;
determining, for each of the potential secu-
rity threats indicated in the rules, a group of
the subsets that include information asso-
ciated with the respective potential security
threat;

assigning, for each subset in each of the
groups, a priority to the respective subset
using the priority information; and
providing the determined subsets to the
third party using the respective priorities.

2. The method of embodiment 1 wherein provid-
ing the determined subsets to the third party us-
ing the respective priorities comprises providing
the determined subsets for presentation accord-
ing to the respective priorities.

3. The method of embodiment 1 comprising:

receiving the datasets from one or more
sources; and

parsing each of the datasets into the sub-
sets of data, wherein identifying the respec-
tive intelligence types that each categorize
a subset of data in the respective dataset
comprises identifying the respective intelli-
gence types that each categorize one of the
parsed subsets.

4. The method of embodiment 1 comprising de-
termining that a first subset from the subsets
does not comprise information about the same
threat as a different subset, wherein determining
the group of the subsets that include information
associated with the respective potential security
threat comprises determining a group that com-
prises the first subset.

5. The method of embodiment 1 comprising de-
termining that a first subset from the subsets
comprises information about the same threat as
a different subset, wherein determining the
group of the subsets that include information as-
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sociated with the respective potential security
threat comprises determining a group that does
not comprise the first subset.

6. The method of embodiment 5 comprising de-
termining that the first subset comprises infor-
mation with an older timestamp than the corre-
sponding different subset, wherein determining
the group that does not comprise the first subset
comprises determining the group that does not
comprise the first subset in response to deter-
mining that the first subset comprises informa-
tion with the older timestamp than the corre-
sponding different subset.

7. The method of embodiment 5 comprising de-
termining that the first subset comprises infor-
mation from a less reputable source than the
corresponding different subset, wherein deter-
mining the group that does not comprise the first
subset comprises determining the group that
does not comprise the first subset in response
to determining that the first subset comprises
information from a less reputable source than
the corresponding different subset.

8. The method of embodiment 7 comprising de-
termining that content in the first subset varies
from the corresponding subset by more than a
threshold amount.

9. The method of embodiment 1 comprising:

determining that a first subset from the sub-
sets comprises information about the same
threat as a different subset; and

merging the first subset with the corre-
sponding different subset.

10. The method of embodiment 9 comprising
determining that the first subset varies from the
corresponding different subset by less than a
threshold amount, wherein merging the first sub-
set with the corresponding different subset com-
prises merging the first subset with the corre-
sponding different subset in response to deter-
mining that the first subset varies from the cor-
responding different subset by less than the
threshold amount.

11. The method of embodiment 1 comprising:

determining that a first subset from the sub-
sets comprises information about the same
threat as a different subset;

determining that the first subset varies from
the corresponding different subset by more
than a threshold amount; and
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linking the first subset with the correspond-
ing different subset.

12. The method of embodiment 1, wherein the
priority information comprises priority informa-
tion for the potential security threats.

13. The method of embodiment 1, wherein de-
termining, for each of the potential security
threats indicated in the rules, the group of the
subsets that include information associated with
the respective potential security threats com-
prises determining, for one of the potential se-
curity threats that identifies a particular software
application used by the third party, that each of
the subsets in the groups of subsets include in-
formation about the particular software applica-
tion.

14. The method of embodiment 1, wherein de-
termining, for each of the potential security
threats indicated in the rules, the group of the
subsets that include information associated with
the respective potential security threats com-
prises determining, for one of the potential se-
curity threats that identifies a particular hard-
ware device used by the third party, that each
of the subsets in the groups of subsets include
information about the particular hardware de-
vice.

15. A system comprising:

one or more computers and one or more
storage devices storing instructions that are
operable, when executed by the one or
more computers, to cause the one or more
computers to perform operations compris-

ing:

for each dataset from multiple datasets
that each include information about po-
tential security threats:

identifying, by at least one of the
computers, one or more respective
intelligence types that each cate-
gorizes a subset of data in the re-
spective dataset; and

associating, for each of the identi-
fied intelligence types, each of the
subsets of data, which are catego-
rized by the respective intelligence
type, with the respective intelli-
gence type;

determining one or more rules for
a third party that each indicate that
the third party should receive data
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associated with particular types of
potential security threats and prior-
ity information for the data;
determining, for each of the poten-
tial security threats indicated in the
rules, a group of the subsets that
include information associated
with the respective potential secu-
rity threat;

assigning, for each subset in each
of the groups, a priority to the re-
spective subset using the priority
information; and

providing the determined subsets
to the third party using the respec-
tive priorities.

16. The system of embodiment 15 the opera-
tions comprising:

determining, for each of the subsets, wheth-
er the respective subset does not comprise
information about the same threat as a dif-
ferent subset.

17. The system of embodiment 15 wherein pro-
viding the determined subsets to the third party
using the respective priorities comprises provid-
ing the determined subsets for presentation ac-
cording to the respective priorities.

18. A computer storage medium encoded with
instructions that, when executed by a user de-
vice, cause the user device to perform opera-
tions comprising:

for each dataset from multiple datasets that
each include information about potential se-
curity threats:

identifying one or more respective in-
telligence types that each categorizes
a subset of data in the respective data-
set; and

associating, for each of the identified
intelligence types, each of the subsets
of data, which are categorized by the
respective intelligence type, with the re-
spective intelligence type;

determining, for each of the subsets, wheth-
er the respective subset does not comprise
information about the same threat as a dif-
ferent subset;

determining, for a third party, a group of the
subsets that include information requested
by the third party;

assigning, for each subset in the group, a
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priority to the respective subset using prior-
ity information for the third party; and
providing the determined subsets to the
third party using the respective priorities.

19. The computer storage medium of embodi-
ment 18 wherein:

determining, for the third party, the group of
the subsets that include information re-
quested by the third party comprises deter-
mining one or more rules for the third party
that each indicate that the third party should
receive data associated with particular
types of potential security threats and the
priority information for the data; and
assigning, for each subset in the group, a
priority to the respective subset using prior-
ity information for the third party comprises
assigning, for each subset in each of the
groups, a priority to the respective subset
using the priority information.

20. The computer storage medium of embodi-
ment 18 wherein providing the determined sub-
sets to the third party using the respective pri-
orities comprises providing the determined sub-
sets for presentation according to the respective
priorities.

[0107] A number of implementations have been de-
scribed. Nevertheless, it will be understood that various
modifications may be made without departing from the
spirit and scope of the following claims. Accordingly, oth-
er implementations are within the scope of the following
claims.

Claims
1. A computer-implemented method comprising:

foreach datasetfrom multiple datasets thateach
include information about potential security
threats:

identifying, by one or more computers, one
or more respective intelligence types that
each categorizes a subset of data in the re-
spective dataset; and

associating, for each of the identified intel-
ligence types, each of the subsets of data,
which are categorized by the respective in-
telligence type, with the respective intelli-
gence type;

determining, for each of the subsets, whether
the respective subset does not comprise infor-
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mation about the same threat as a different sub-
set;

determining one or more rules for a third party
that each indicate that the third party should re-
ceive data associated with particular types of
potential security threats and priority information
for the data;

determining, for each of the potential security
threats indicated in the rules, a group of the sub-
sets that include information associated with the
respective potential security threat;

assigning, for each subset in each of the groups,
a priority to the respective subset using the pri-
ority information; and

providing the determined subsets to the third
party using the respective priorities.

The method of claim 1 wherein providing the deter-
mined subsets to the third party using the respective
priorities comprises providing the determined sub-
sets for presentation according to the respective pri-
orities.

The method of claim 1 comprising:

receiving the datasets from one or more sourc-
es; and

parsing each of the datasets into the subsets of
data, wherein identifying the respective intelli-
gence types that each categorize a subset of
data in the respective dataset comprises identi-
fying the respective intelligence types that each
categorize one of the parsed subsets.

The method of claim 1 comprising determining that
a first subset from the subsets does not comprise
information about the same threat as a different sub-
set, wherein determining the group of the subsets
that include information associated with the respec-
tive potential security threat comprises determining
a group that comprises the first subset.

The method of claim 1 comprising determining that
afirst subsetfrom the subsets comprises information
about the same threat as a different subset, wherein
determining the group of the subsets that include
information associated with the respective potential
security threat comprises determining a group that
does not comprise the first subset,

wherein the method optionally comprises one of a)
and b), wherein:

a) comprises determining that the first subset
comprises information with an older timestamp
than the corresponding different subset, where-
in determining the group that does not comprise
the first subset comprises determining the group
that does not comprise the first subset in re-
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6.

7.

8.

10.

30

sponse to determining that the first subset com-
prises information with the older timestamp than
the corresponding different subset; and

b) comprises determining that the first subset
comprises information from a less reputable
source than the corresponding different subset,
wherein determining the group that does not
comprise the first subset comprises determining
the group that does not comprise the first subset
in response to determining that the first subset
comprises information from a less reputable
source than the corresponding different subset.

The method of claim 5, wherein:

the method comprises b) and further comprises
determining that contentin the first subset varies
from the corresponding subset by more than a
threshold amount.

The method of claim 1 comprising:

determining that a first subset from the subsets
comprises information about the same threat as
a different subset; and

merging the first subset with the corresponding
different subset, wherein the method optionally
comprises determining that the first subset var-
ies from the corresponding different subset by
less than a threshold amount, wherein merging
the first subset with the corresponding different
subset comprises merging the first subset with
the corresponding different subset in response
to determining that the first subset varies from
the corresponding different subset by less than
the threshold amount.

The method of claim 1 comprising:

determining that a first subset from the subsets
comprises information about the same threat as
a different subset;

determining that the first subset varies from the
corresponding different subset by more than a
threshold amount; and

linking the first subset with the corresponding
different subset.

The method of claim 1, wherein the priority informa-
tion comprises priority information for the potential
security threats.

The method of claim 1, wherein determining, for each
of the potential security threats indicated in the rules,
the group of the subsets that include information as-
sociated with the respective potential security
threats comprises determining, for one of the poten-
tial security threats that identifies a particular soft-
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ware application used by the third party, that each
of the subsets in the groups of subsets include infor-
mation about the particular software application.

The method of claim 1, wherein determining, for each
of the potential security threats indicated in the rules,
the group of the subsets that include information as-
sociated with the respective potential security
threats comprises determining, for one of the poten-
tial security threats that identifies a particular hard-
ware device used by the third party, that each of the
subsets in the groups of subsets include information
about the particular hardware device.

12. A system comprising:

one or more computers and one or more storage
devices storing instructions that are operable,
when executed by the one or more computers,
to cause the one or more computers to perform
operations comprising:

for each dataset from multiple datasets that
each include information about potential se-
curity threats:

identifying, by at least one of the com-
puters, one or more respective intelli-
gence types that each categorizes a
subset of datain the respective dataset;
and

associating, for each of the identified
intelligence types, each of the subsets
of data, which are categorized by the
respective intelligence type, with the re-
spective intelligence type;

determining one or more rules for a third
party that each indicate that the third party
should receive data associated with partic-
ular types of potential security threats and
priority information for the data;
determining, for each of the potential secu-
rity threats indicated in the rules, a group of
the subsets that include information asso-
ciated with the respective potential security
threat;

assigning, for each subset in each of the
groups, a priority to the respective subset
using the priority information; and
providing the determined subsets to the
third party using the respective priorities.

13. The system of claim 12, wherein the operations com-

prise the method of any one of claims 1 to 11.

14. A computer storage medium encoded with instruc-

tions that, when executed by a user device, cause
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the user device to perform operations comprising:

foreach dataset from multiple datasets thateach
include information about potential security
threats:

identifying one or more respective intelli-
gence types that each categorizes a subset
of data in the respective dataset; and
associating, for each of the identified intel-
ligence types, each of the subsets of data,
which are categorized by the respective in-
telligence type, with the respective intelli-
gence type;

determining, for each of the subsets, whether
the respective subset does not comprise infor-
mation about the same threat as a different sub-
set;

determining, for a third party, a group of the sub-
sets that include information requested by the
third party;

assigning, for each subset in the group, a priority
to the respective subset using priority informa-
tion for the third party; and

providing the determined subsets to the third
party using the respective priorities.

15. The computer storage medium of claim 14 wherein:

determining, for the third party, the group of the
subsets that include information requested by
the third party comprises determining one or
more rules for the third party that each indicate
that the third party should receive data associ-
ated with particular types of potential security
threats and the priority information for the data;
and

assigning, for each subset in the group, a priority
to the respective subset using priority informa-
tion for the third party comprises assigning, for
each subset in each of the groups, a priority to
the respective subset using the priority informa-
tion.

16. The computer storage medium of claim 14 wherein

providing the determined subsets to the third party
using the respective priorities comprises providing
the determined subsets for presentation according
to the respective priorities.
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