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(57) Abstract: A computer-implemented information protection method comprises:
obtaining a plurality of encrypted transaction amounts associated with transactions
among a plurality of accounts, wherein each of the encrypted transaction amounts is as-
sociated with one of the accounts that sends or receives one of the transaction amounts,
and the encryption of each of the transaction amounts at least conceals whether the one
account sends or receives the one of the transaction amounts; generating a sum proof
based on the obtained encrypted transaction amounts, the sum proof at least indicating
that the transaction amounts are balanced; and transmitting the encrypted transaction
amounts and the sum proof to one or more nodes on a blockchain network for the nodes
to verify the transactions.
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BLOCKCHAIN-BASED SYSTEM AND METHOD FOR CONCEALING

SENDER AND RECEIVER IDENTITIES

TECHNICAL FIELD

[0001] This disclosure generally relates to computer technologies, and in particular, to

systems and methods for information protection.

BACKGROUND

[0002] Privacy is important to communications and data transfers among various users.
For example, information with respect to the sending party, receiving party, and transaction
amount between the parties is an important part of privacy protection. Without protection, the
users are exposed to the risk of identity theft, illegal transfer, or other potential losses. The risk
becomes even greater when the communications and transfers are implemented online, because

of the free access of online information.

SUMMARY

[0003] Various embodiments of the present disclosure can include systems, methods, and

non-transitory computer readable media for information protection.

[0004] According to one aspect, a computer-implemented information protection
method comprises: obtaining, at an organizer node, a plurality of encrypted transaction
amounts associated with transactions among a plurality of accounts, wherein each of the
encrypted transaction amounts is associated with one of the accounts that sends or receives
one of the transaction amounts, and encryption of each of the transaction amounts at least
conceals whether the one of the accounts sends or receives the one of the transaction
amounts; generating, at the organizer node a sum proof that a product of a sequence
comprising the obtained encrypted transaction amounts is H', wherein H is a publicly known
generator or basepoint of an elliptic curve, r is a random number, and the sum proof at least

indicates that the transaction amounts are balanced. The method further involves obtaining,
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at the organizer node, a signature from each of the plurality of accounts. The signature
indicates an approval of a combination comprising the plurality of encrypted transaction
amounts associated with the plurality of accounts; and transmitting, by the organizer node,
the encrypted transaction amounts, the signature from each of the plurality of accounts, and
the sum proof to one or more nodes on a blockchain network for the one or more nodes to

verify the transactions.

[0005] In some embodiments, transmitting, by the organizer node, the encrypted
transaction amounts and the sum proof to the one or more nodes on the blockchain network for the
one or more nodes to verify the transactions comprises: transmitting, by the organizer node, the
encrypted transaction amounts and the sum proof to the one or more nodes on the blockchain
network for the one or more nodes to (1) verify the transactions without receiving information of
whether each of the encrypted transaction amounts is inbound or outbound and (2) add the verified

transactions into a new data block of a blockchain maintained by the blockchain network. .

[0006] In some embodiments, before generating the sum proof, the method further

comprises: obtaining a plurality of range proofs respectively for the accounts involved in the

transactions, the range proofs at least indicating that each of the accounts that sends the transaction

amounts has sufficient asset.

[0007] In some embodiments, the combination may further comprise the plurality of range

proofs corresponding to the plurality of accounts.

[0008] In some embodiments, transmitting, by the organizer node, the encrypted
transaction amounts and the sum proof to the one or more nodes on the blockchain network for
the one or more nodes to verify the transactions comprises: transmitting the encrypted
transaction amounts, the range proofs, the sum proof, and the signature from each of the
plurality of account to the one or more nodes on the blockchain network; and causing the one
or more nodes to: validate the encrypted transaction amounts, the range proofs, the sum proof,
and the signature from each of the plurality of account, execute the transactions in response to
successfully verifying the transactions, and add the transactions into a new data block of a

blockchain maintained by the blockchain network.
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[0009] In some embodiments, causing the one or more nodes to execute the transactions
in response to successfully verifying the transactions comprises: causing the one or more nodes to
deduct the encrypted transaction amounts correspondingly from encrypted account balances of the

accounts in response to successfully verifying the transactions.

[0010] In some embodiments, the encryption of each of the transaction amounts comprises

a homomorphic encryption.

[0011] In some embodiments, the encryption of each of the transaction amounts comprises

a Pedersen Commitment scheme.

[0012] According to another aspect, an information protection system comprises one or
more processors and one or more non-transitory computer-readable memories coupled to the one
or more processors and configured with instructions executable by the one or more processors to

cause the system to perform the methods above and/or variations thereof.

[0013] According to another aspect, a non-transitory computer-readable storage medium
is configured with instructions executable by one or more processors to cause the one or more

processors to perform the method described above and /or variations thereof.

[0014] These and other features of the systems, methods, and non-transitory computer
readable media disclosed herein, as well as the methods of operation and functions of the
related elements of structure and the combination of parts and economies of manufacture, will
become more apparent upon consideration of the following description and the appended
claims with reference to the accompanying drawings, all of which form a part of this
specification, wherein like reference numerals designate corresponding parts in the various
figures. It is to be expressly understood, however, that the drawings are for purposes of

illustration and description only and are not intended to limit the scope of this disclosure.

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] Certain features of various embodiments of the present technology are set forth with
particularity in the appended claims. A better understanding of the features and advantages of the

technology will be obtained by reference to the following detailed description that sets forth
3
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illustrative embodiments, in which the principles of the concepts described herein are utilized, and

the accompanying drawings of which:

[0016] FIG. 1 illustrates an exemplary blockchain, in accordance with various
embodiments.
[0017] FIG. 2 illustrates an exemplary blockchain network for information protection, in

accordance with various embodiments.

[0018] FIG. 3 illustrates an exemplary transaction execution flow with mixed senders and

receivers, in accordance with various embodiments.

[0019] FIG. 4 illustrates a flowchart of an exemplary method for information protection,

in accordance with various embodiments.

[0020] FIG. § illustrates a flowchart of another exemplary method for information

protection, in accordance with various embodiments.

[0021] FIG. 6 illustrates a flowchart of an exemplary method for information protection,

in accordance with various embodiments.

[0022] FIG. 7 illustrates a block diagram of an exemplary computer system in which any

of the embodiments described herein may be implemented.

DETAILED DESCRIPTION OF THE EMBODIMENTS

[0023] Reference will now be made in detail to exemplary embodiments, examples of
which are illustrated in the accompanying drawings. The following description refers to the
accompanying drawings in which the same numbers in different drawings represent the same or
similar elements unless otherwise represented. The implementations set forth in the following
description of exemplary embodiments do not represent all possible implementations. Instead, they
are merely examples of systems and methods consistent with aspects and concepts described

herein.
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[0024] The blockchain technology may be built on a point-to-point (peer) network, using
distributed node consensus algorithm to validate and update data. The blockchain may also use

cryptography to ensure the security of data transmission and access, and use smart
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contracts including automated scripting code to program and manipulate data. A blockchain
may include a series of data blocks each including a header that links to the previous data
block, thus forming a chain of data blocks. To establish the link, the header of a current data
block may include a cryptographic hash or checksum of the previous data block’s header. A
blockchain network may facilitate execution of transactions. A transaction refers to any
communication between users (user nodes such as their computing devices) or between a user
and a financial entity. For example, a transaction may refer to a purchase or sale of goods or
services, an offer or a return of goods or services, a payment transaction, a credit transaction,
or other like interactions. A transaction may also be referred to as a “trade” or a “trading.”
The subject matter of the transaction may comprise, for example, money, token, digital
currency, contract, deed, medical record, customer detail, stock, bond, equity, or any other

asset that can be described in digital form.

[0025] Blockchain can be considered as a tamper-proof, shared, and digital ledger that
records transactions in a public or private peer network. The ledger is distributed to member
nodes in the network, and a history of asset transactions occurring in the network is recorded
in the blockchain. Since the blockchain ledger is public and the ledger itself has no privacy
protection function, important transaction information in the ledger is exposed to the public
and under the risk of unauthorized or malicious use. For example, in existing blockchain
transaction frameworks, transactions need to explicitly indicate which party is to send an
asset, which party is to receive the asset, and the transaction asset amount, none of which is
protected. To at least mitigate the deficiencies in the existing technologies and improve the
information protection functionality of computers, systems and methods for information

protection are disclosed with reference to FIG. 1 to FIG. 7.

[0026] FIG. 1 illustrates an exemplary blockchain, in accordance with various
embodiments. As shown in FIG. 1, a blockchain 100 may include a plurality of data blocks
102. Each block 102 is a data structure that includes data 104 including, for example,
transactions, payment receipts, etc. Each block may link to the previous block via a
cryptographic hash. For example, block 2 is linked to block 1 via a hash 106 of block 1, block
n is linked to block n-1 via another hash of block n-1. As new data is submitted and validated,
additional blocks including the new data may be generated and appended to the last block of
the blockchain 100 by including the hash of the previous block.
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[0027] FIG. 2 illustrates an exemplary blockchain network 200 for executing transactions,
in accordance with various embodiments. As shown in FIG. 2, the blockchain network 200
may include a plurality of nodes 202 and one or more user computing devices 240, which
may be communicative between each other through one or more communication pathways.
An exemplary communication pathway is a network 220 (e.g., wired or wireless connections,
over the internet, etc.) that uses one or more communication protocols, for example, cellular,
WiFi, and other communication protocols, to transmit and receive data. The network 220 may
be based on a peer-to-peer and/or a client/server model. In some embodiments, the plurality
of nodes 202 may comprise computing devices each including one or more processors 204
and one or more memories 206 (e.g., one or more non-transitory computer-readable storage
media storing instructions) coupled to the one or more processors 204. The node 202 may be
an exemplary system for improving security of smart contract. The one or more memories
may be configured with instructions executable by the one or more processors to cause the
system (e.g., the one or more processors) to perform operations described herein. In some
embodiments, the processor 204 may be implemented partially or entircly as onc or morc
logic circuits. In some embodiments, the nodes 202 and the user computing devices 240 may
include other computing resources and/or have access (e.g., via one or more

connections/networks) to other computing resources.

[0028] In some embodiments, the blockchain 100 is stored in a decentralized manner on
the plurality of nodes 202. In some embodiments, some of the nodes 202 may validate
transactions which they have received through consensus and propagate the validated
transactions to the other nodes 202. Accordingly, the nodes 202 may update the ledger 208
according to the validated transactions. The nodes 202 may communicate with one another
via the network 220 to transmit and receive data related to the ledger 208. The ledger 208
includes the data blocks 102 that have been validated and added to the blockchain 100. As
new data blocks are added to the ledger 208, the nodes 202 may communicate or share the
new data blocks via the network 220. The memory 206 of the nodes 202 may store at least a

portion of the ledger 208 of the blockchain 100.

[0029] In some embodiments, one or more users may submit transactions to the one or
more nodes 202 through the user computing devices 240 via the communication pathways
220. In some embodiments, the submitted transactions may be stored temporarily in a pool

residing across the memory 206 in the nodes 202 or in a remote database accessible through



CA 03044907 201%-05-24

WO 2019/072313 PCT/CN2018/125749

the network 220. One or more of the nodes 202 may retrieve the submitted transactions from
the pool and process the submitted transactions. For conciseness and simplicity, the present
disclosure may use the singular form of the node 202. A person having ordinary skill in the
art should appreciate that the blockchain network may have multiple nodes 202 and one or
more nodes 202 may be involved in processing one transaction. The singular form of node

202 may represent one or more nodes.

[0030] In some embodiments, the node 202 may update the blockchain 100 based on
outcomes of the transactions. In some embodiments, a transaction may involve two or more
participants (also referred to as parties or users such as a sender and a receiver). The
transaction may be an agreement between the two parties for exchanging asset(s). For
example, a transaction may include one party’s transferring or paying an amount of asset to
the other party, and the amount of the payment may be agreed upon by both parties. The asset
may be of the form of digital currency, e.g., Bitcoin, Monero, etc. Alternatively, the asset
may be a conventional currency, such as dollars. The parties of the transactions may be
associated with accounts respectively. Each account of the parties may have an address and a
balance stored in the blockchain 100. Thus, after the transaction is executed, the node 202

may update the balance of each account of the parties.

[0031] In some embodiments, the node 202 may execute the transaction without the
knowledge of which party is a sender that sends or pays the asset and which party is a
receiver that receives the asset. The disclosed systems and methods may hide the information
regarding which party is a sender and which party is a receiver but still allow the blockchain
transaction to be processed. In some embodiments, the amount of asset to be transacted may
be labeled with positive or negative to indicate whether the party associated with the amount
of asset is a sender or a receiver. For example, in a transaction between party A and party B,
an amount of $1,000 (positive) for A indicates that party A sends $1,000 to party B, while an
amount of -$1,000 (negative) for A indicates that party A receives $1,000 from party B.
Therefore, if the transaction amount of an account A is larger than zero, the account A is to
pay or send out the transaction amount to another account B, and thus this account A is a
sender. In contrast, if the transaction amount of an account A is less than zero (negative), then

the account A is to receive the amount, and the account A is a receiver.

[0032] In some embodiments, the transaction amount may be encrypted through various

encryption methods. In one example the transaction amount may be encrypted through a
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homomorphic encryption. The homomorphic encryption scheme may include, but not be
limited to, Elgamal homomorphic encryption, Paillier homomorphic encryption, Benaloh
homomorphic encryption Okamoto-Uchiyama homomorphic encryption, Naccache-Stern
homomorphic encryption, Damgard-Jurik homomorphic encryption, Boneh-Goh-Nissim
homomorphic encryption, etc. In another example, the transaction amount may be encrypted
through a commitment scheme such as a homomorphic commitment. For example, the
homomorphic commitment may be a Pedersen Commitment. The Pedersen Commitment “T”

of a transaction amount “t” may be represented as follows.
T =PC(r,t) =rG + tH,

where I is a random blinding factor (alternatively referred to as binding factor) that provides
hiding, G and H are the publicly agreed generators or basepoints of the elliptic curve and may
be chosen randomly. For example, r may be a random number. G and H may be known
parameters to node 202. A commitment scheme maintains data secrecy but commits to the
data so that it cannot be changed later by the sender of the data. A party that receives the
commitment (e.g., a receiver node of a transaction) only knows the commitment value (e.g.,
PC(1, t)), the party cannot determine what underlying data value (e.g., t) has been committed
to because of the presence of the random blinding factor (e.g., r). However, the node 202
receiving the commitment can run the commitment and verify that the committed data
matches the revealed data. In this way, through hiding the roles (e.g., a sender, or a receiver)
of the parties as well as by encrypting the transaction amount, a third-party entity will not
know which party is a sender and which party is a receiver, thereby protecting the privacy of

the parties in the transaction.

[0033] Pedersen Commitment has an additional property: commitments can be added,
and the sum of a set of commitments is the same as a commitment to the sum of the data
(with a blinding key set as the sum of the blinding keys): PC(ry, t;) + PC(1y, t,) = PC(ry +
15, t; +t3). In other words, the commitment preserves addition and the commutative
property applies, i.e., the Pedersen Commitment is additively homomorphic, in that the
underlying data may be manipulated mathematically as if it is not encrypted. Therefore, when
applying Pedersen Commitment to the transaction amount and a balance of the party of the
transaction, the balance may be updated using the transaction amount by directly adding the
Pedersen Commitments, without decrypting the Pedersen Commitments of the transaction

amount and/or the balance.
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[0034] In some embodiments, the node 202 may execute multiple transactions like the
one described above in batch. For example, besides the transactions between party A and
party B, party C and party D may also request transactions between them. Further, party E
and party F may also request to transfer asset between each other. The transactions between
party A and party B may be mixed with the transactions between party C and party D and
between party E and party F. The node 202 may execute the transactions among the parties A,
B, C, D, E, and F at one time without requiring expressed indication of respective senders and
receivers. In a more complicated situation, the node 202 may execute multiple transactions in
which one party (e.g., party A) is to send different transaction amounts of asset to different

parties (e.g., party B, party C, etc.).

[0035] Referring to FIG. 3, an exemplary transaction execution flow 300 with mixed
senders and receivers is illustrated in accordance with various embodiments. The transaction
execution flow 300 may be implemented in various systems including, for example, the
blockchain network 200 of FIG. 2. The transaction execution flow 300 may be implemented
by one or more of the nodes 202 and the user computing devices 240. The operations of the
transaction execution flow 300 presented below are intended to be illustrative. Depending on
the implementation, the exemplary transaction execution flow 300 may include additional,

fewer, or alternative steps performed in various orders or in parallel.

[0036] In the illustrated embodiments of FI1G. 3, participants of one or more transactions
and their associated accounts are shown in block 302. For example, each of the participants
may be associated with an account “Account A 1,7 where 1 <i <n, and n may be any
positive integer. In some embodiments, n may indicate the total number of participants. In
other embodiments, { may not be continuous integers, and thus n may not indicate the total
number of participants. As shown at block 302, each of the accounts “Account A i” may
include a balance “s i,” which may be the amount of asset in the available account “Account
A_i.” In some embodiments, the balance “s 1” may be of the form of digital currency, e.g.,
Bitcoin, etc. Alternatively, the balance “s_1” may represent conventional currency. Further,
as shown at block 302, the balance “s i” may be encrypted to obtain an encrypted balance
“S_1” through one or more homomorphic encryption or homomorphic commitment schemes
as described above. The encrypted balance “S_i” may be a ciphertext of the balance “s i” and
referred to as “HE(s i).” Therefore, S.i = HE(s_i). where 1 < i <n, and n may be any

positive integer. For example, the account “Account A 17 includes a ciphertext of its balance
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“s 17 represented by “S 1,7 where S_1 = HE(s_1). In some embodiments, the encrypted
balance “S i” is a Pedersen Commitment, and HE(s_i) =r_i* G + s_i * H, where r is a

random blinding factor.

[0037] At block 304, multiple transactions from a plurality of accounts “Account A i’ of
the participants may be received by node 202. In the illustrated embodiments of FIG. 3, each
account may be associated with an account identification (ID) such as “A _i,” a transaction
amount “t i,” a range proof “Pf i,” and a signature “Sig i.” A “signature” shows approval
from a real identity. The term “signature” can be any form of indication of approval. For
example, a signature associated with a transaction from an account shows that the account
approves the transaction. In some embodiments, the transactions may be encrypted to conceal
at least the identity of a sender or receciver of cach of the transactions. For example, the
transactions may include a ciphertext of the actual transaction amount of each transactions,
represented as “T 1,” where T_{ = HE(t_i). The ciphertext of the transaction amount may be
generated through the above described homomorphic encryption or homomorphic
commitment schemes. For example, the encrypted transaction amount “T i” may be a

Pedersen Commitment of the actual transaction amount “t i.”

[0038] The range proof may be a secure proof protocol which is used to prove that a
number is within a range, while not revealing other information of the number, such as the
actual value of the number. For example, the range proof may be generated through schemes
including, e.g., Borromean ring signature scheme, bulletproof scheme, etc. Other schemes
may also be used to generate the range proof. The range proof “Pf_i” can show that the
account “A 1" has sufficient balance to enable the transaction, e.g., the balance of the account
“s 17 being larger than or equal to the absolute value of the transaction amount “t i.” The

range proof “Pf_i” of the account “A_i” may be represented by Pf_{ = Pf(s; —t; =2 0).

[0039] In some embodiments, another proof, e.g., Pf_sum = Pf(t_ 1+¢2+ -+
t_n = 0), may be generated upon the transactions. This proof may be referred to as a sum
proof hereinafter, which is used to show that the sum of the transaction amounts is balanced,
e.g., zero. As described above, a sender’s transaction amount may be indicated as a positive
value, while that of the corresponding receiver may be indicated as a negative value. The
absolute values of the transaction amounts associated with the sender and corresponding

receiver are the same. In this way, the node 202 may execute the transaction between the

10
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sender and receiver without requiring expressed indication of which party is the sender and

which party is the receiver.

[0040] In the example described above where party A is to pay $1,000 to party B,
assuming that party A is associated with an account ID “A_1” while party B is associated
with an account ID “A 2,” the transaction amount “t 17 associated with “A_1” is +$1,000,
while the transaction amount “t 2" associated with “A 2" is -$1,000. A sum proof “Pf_sum”
may be generated to show that the transaction amount “t 1”7 and transaction amount “t 2”

offset each other, and the sum of the transaction amounts “t_1” and “t 2" is zero.

[0041] In some embodiments, the sum proof “Pf_sum” may be proven based on the
encrypted transaction amount HE (t;). For example, the ciphertext of the transaction amount
HE (t_i) may be represented by HE(t_i) = G*# « HI-3 where r_i is a random blinding
factor, G and H are the publicly agreed generators or basepoints of the elliptic curve and may
be chosen randomly. Therefore, the sum proof “Pf_sum” may be Pf(r = r_1+r_2 +--- +
r_n). When validating the sum proof, a node 202 may verify whether HE(t_1) *...x
HE(tn) =H". fHE(t_1) *...x HE(t_n) = H", it shows thatt_ 1+t 2+ - +tn=20,
thus proving Pf_sum and the transaction amounts are balanced. Otherwise, the transaction
amounts are not balanced, and there may be any incorrect transaction amount. In some
embodiments, the transaction amounts may be encrypted using other schemes, and thus the

sum proof and the verification of the sum proof may be different from those described herein.

[0042] When there arc multiple senders and/or receivers, the transaction amounts
between each couple are balanced out. In some embodiments, when a sender is to transact
with multiple receivers, the transaction amount of the sender may be set as the sum of all the
transaction amounts to be sent to the multiple receivers. For example, when the account “A_ 17
is to send a transaction amount of $1,000 to the account “A_2” and a transaction amount of
$2,000 to the account “A_3,” the transaction amount of the account “A_1” is $3,000 (e.g., the
sum of $1,000 and $2,000). The transaction amount of the account “A 17 is balanced out by
the transaction amount of the account “A_2.” i.e., -$1,000, and the transaction amount of the
account “A 3. ie, -$2,000. Similarly, other transaction amounts in the transactions are

balanced. Such a proof may be generated and associated with the transactions.

[0043] As described above, a signature from each account may be received, and the

signature is represented by “Sig i” in FIG. 3. In some embodiments, the signature may be

11



CA 03044907 201%-05-24

WO 2019/072313 PCT/CN2018/125749

signed by each account on the transactions, range proof, and sum proof, represented by
Sig_i = Signature (A_1:T_1,Pf_1; ...; An:T_n,Pf_n; Pf_sum). This way, the each
account involved in the transaction(s) has expressed its agreement to the various parameters
in Signature (). In some embodiments, the signature may be associated with one or more of

the transactions, range proofs, or the sum proof.

[0044] At block 306, a node 202 may receive the transactions associated with the above
described multiple accounts, range proofs, a sum proof, and signatures associated with at
least one of the transaction(s), range proof, or sum proof, for verifying the received
transactions. In some embodiments, the node 202 may receive the transactions from an
organizer node which coordinates between the transaction participants. In some embodiments,
the organizer node may be a third-party entity implemented by a computing device (not
shown but similar to node 202). For example, each participant may send, through a user
computing device 240, its account ID along with an encrypted transaction amount, a range
proof, and the like to the organizer node. The organizer node may generate a sum proof based
on the received transaction amounts from the participants. The organizer node may submit
the transactions associated with a plurality of accounts, a range proof for each of the
transactions, a sum proof on the transactions, and a signature from each of the plurality of
accounts associated with at least one of the transactions, range proofs, or the sum proof to the
blockchain network 200 including the nodes 202. In some embodiments, the organizer node
may be one of the participants coordinating the other participants. Alternatively, the organizer
may be a node 202 of the blockchain network 200. The organizer node 202 may receive the
transactions associated with multiple account IDs, along with a range proof for each of the
transactions, a signature associated with at least one of the transactions, range proofs, or the
sum proof, from the participants. The organizer node 202 may perform the sum proof based

on the received transaction amounts from the participants.

[0045] At block 306, the node 202 may validate the transactions, the range proofs, the
sum proof, and the signatures. In response to the transactions and associated information’s
being validated, the node 202 may implement the transactions by updating the balance of
each account involved in the transactions. For example, the node 202 may verify each
account’s signature. In some embodiments, if any of the signatures is invalid, the node 202
may reject the transactions. After each of the signature’s is verified, the node 202 may

validate the each range proof for each of the transactions. In some embodiments, the node
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202 may retrieve the encrypted balance “S i” and check the range proof “Pf i” against the
encrypted balance “S 1.” In some embodiments, the node 202 may verify the validity of the
range proof “Pf i itself. In response to any of the range proofs’ being invalid, the node 202

may reject the transactions.

[0046] In some embodiments, after the each range proof is validated, the node 202 may
validate the sum proof on the transactions. For example, if the sum proof is generated upon
the encrypted transaction amounts, the node 202 may verify the sum proof according to the
encryption scheme, as described above with reference to block 304. In response to the sum
proof” being invalid, the node 202 may reject the transactions. In some embodiments, after
the sum proof’s is validated, the node 202 may update the balance of the each account. For
example, the node 202 may update the balance “s i” by subtracting the transaction amount
“t_i” from the balance “s_i,” i.e., s_i — t_i. In the above example where the account “A_17 is
to send a transaction amount of $1,000 to the account “A_2.” if the node 202 has validated
the transactions, then the node 202 may subtract $1,000 from the balance “S 17 of the
account “A 1,” and add $1,000 to the balance “S 2”7 of the account “A 2.” In some
embodiments, the node 202 may directly update the encrypted balance, as represented by
S_i —T_i. As described above, the Pedersen Commitment is additively homomorphic, and
the underlying data may be manipulated mathematically as if it is not encrypted. For example,
the node 202 may update the Pedersen Commitment of the balance by adding the Pedersen
Commitment of the transaction amount to the Pedersen Commitment of the balance. At block
308, transaction results may be obtained. As illustrated in FIG. 3, after the execution of the

transactions, the balance of each account has been updated as “S_i-T_i.”

[0047] The above description describes the validations of the signatures, the range proofs,
and the sum proof in a chronological order. A person having ordinary skill should appreciate
that the validations can have any order. For example, the node can validate in the order of
signature, sum proof, range proof, or range proof, sum proof, signature, or range proof,
signature, sum proof, or sum proof, range proof, signature, or sum proof, signature, range
proof. In addition, the validations are optional. Some of the validations, for example, range

proof and/or signature may be omitted.

[0048] As such, the present disclosure enables simultancous execution of multiple
transactions among mixed senders and receivers with enhanced privacy protection. That is,

the sender and receiver identities are hidden from the public. A transaction amount of each
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participant can be greater or less than zero. A positive transaction amount indicates that the
participant’s account is to expend this amount, while a negative transaction amount indicates
that the account is to receive this amount. In addition, the present disclosure may also use
homomorphic encryption, homomorphic commitment, or other encryption schemes to
encrypt the transaction amount and the balance of each account in the transaction, thus
making it impossible for a non-participant to know whether the transaction amount is positive
or negative or the actual number of the transaction amount or the balance, thereby preventing

the non-participant from identifying who is the sender and who is the recipient.

[0049] FIG. 4 illustrates a flowchart of an exemplary method 400 for transaction
execution, in accordance with various embodiments. The method 400 may be implemented in
various systems including, for example, one or more components of the blockchain network
200 of FIG. 2. The exemplary method 400 may be implemented by one or more of the nodes
202 and/or the user computing devices 240. In one example, the method 400 may be
implemented by an organizer node (e.g., one of the nodes 202). In another example, the
method 400 may be implemented by one or more nodes (e.g., the nodes 202) performing the
transactions. The operations of the method 400 presented below are intended to be illustrative.
Depending on the implementation, the exemplary method 400 may include additional, fewer,

or alternative steps performed in various orders or in parallcl.

[0050] Block 401 comprises obtaining a plurality of encrypted transaction amounts (e.g.,
HE(t_1), HE(t_2),..., HE(t_n)) associated with transactions among a plurality of accounts
(eg, A 1, A 2, ... A n), wherein each of the encrypted transaction amounts is associated
with one of the accounts that sends or receives one of the transaction amounts, and the
encryption of each of the transaction amounts at least conceals whether the one account sends

or recelves the one of the transaction amounts.

[0051] In some embodiments, the encryption may be performed by the organizing node
or by nodes acting as senders or receivers of the transactions and received by the organizing
node. Various encryption methods may be used to encrypt the transaction amounts. The
encryption of each of the transaction amounts comprises a homomorphic encryption. For
example, the encryption of each of the transaction amounts may be a homomorphic

encryption or a homomorphic commitment scheme (e.g., a Pedersen Commitment scheme).
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[0052] In some embodiments, an asset transfer between two or more accounts may be
decoupled into a plurality of transactions each associated with either a sender account or a
receiver account. Each account may be associated with a node of the nodes 202. For example,
an asset transfer of $100 from account A to B may comprise a first transaction of +$100
associated with account A indicating that account A expends $100 and comprise a second
transaction of -$100 associated with account B indicating that account B receives $100. For
another example, an asset transfer of $100 from account A to B and another asset transfer of
$80 from account A to C may comprise a first transaction of +$100 associated with account
A indicating that account A expends $180, comprise a second transaction of -$100 associated
with account B indicating that account B receives $100, comprise a third transaction of +$80
associated with account A indicating that account A expends $80, and comprise a third
transaction of -$80 associated with account C indicating that account C receives $80. The “+”
and “-” signs may be reversed or changed to any other alternative representation. Also, as
shown, two of the accounts may be the same, for example, when an account expends to or

receives from multiple accounts.

[0053] Further, in some embodiments, the encryption of each of the transaction amounts
at least conceals whether the one account sends or receives the one of the transaction amounts
by hiding whether each of the transaction amounts is inbound (ec.g., receiving assct) or
outbound (e.g., sending out asset) to the one account. In the example of an asset transfer of
$100 from account A to B and of $80 from account A to C, by the encryption, information
indicating a sender or receiver identity such as the “+” in the transaction amount “+$180” and
the “-” in the transaction amounts “-$100” and “-$80” may be removed. That is, the
encrypted transaction amounts will not contain information that indicates a sender or receiver
identity. Even if the encrypted transaction amounts may (but not necessarily) comprise a “+”
or “-” sign, the sign can no longer correctly indicate the sender or receiver identity. Thus, the

sender and receiver identities in the transactions are protected from the public.

[0054] Optional block 402 comprises: obtaining a plurality of range proofs (e.g.,
Pf_1,Pf_2,..,Pf_n) respectively for the accounts involved in the transactions, the range
proofs at least indicating that each of the accounts that sends the transaction amounts has

sufficient asset. Details can be referred to the Pf_i described above.

[0055] Block 403 comprises: generating a sum proof (e.g., Pf_sum) based on the

obtained encrypted transaction amounts, the sum proof at least indicating that the transaction
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amounts are balanced. Details can be referred to the Pf_sum described above. For example,
the organizer node may obtain the encrypted transaction amounts and determine if
HE({t 1) ..« HE@n) =H" ' «H™ 2% .« H' " =H". IfHE(t_1) =...x HE(t.n) = H,
it shows thatt_1 + t_2 + --- + t_n = 0, thus the organizing node verifies that the transaction
amounts are balanced. Otherwise, the transaction amounts are not balanced, and the
organizing node may reject the transactions. With the encryption and the homomorphic
property of the encryption, the organizing node may perform such verification even without

knowing the underlying transactions amounts and whether they are inbound or outbound.

[0056] Optional block 404 compriscs obtaining a plurality of signatures (c.g., Sig_1,
Sig_2, ..., Sig_n) respectively for the accounts. The signatures are associated with at least
one of the encrypted transaction amounts, the range proofs, and the sum proof. Details can be
referred to the Sig_t described above. The signing may follow Digital Signature Algorithm
(DSA) such as Elliptic Curve Digital Signature Algorithm (ECDSA), whereby the receiver
(e.g., nodes that validate the transactions) of the signature can verify the signature with the
signatory’s (e.g., nodes that participate in the transactions) public key to authenticate the

signed data.

[0057] Block 405 comprises transmitting the encrypted transaction amounts and the sum
proof to one or more nodes (e.g., consensus nodes) on a blockchain network for the nodes to
verify the transactions. In some embodiments, transmitting the encrypted transaction amounts
and the sum proof to the one or more nodes on the blockchain network for the nodes to verify
the transactions comprises transmitting the encrypted transaction amounts, the range proofs,
the sum proof, and the signatures to the one or more nodes on the blockchain network for the
nodes to verify the transactions based on the encrypted transaction amounts, the range proofs,

the sum proof, and the signatures.

[0058] In some embodiments, transmitting the encrypted transaction amounts, the range
proofs, the sum proof, and the signatures to the one or more nodes on the blockchain network
for the nodes to verify the transactions based on the encrypted transaction amounts, the range
proofs, the sum proof, and the signatures comprises: transmitting the encrypted transaction
amounts, the range proofs, the sum proof, and the signatures to the one or more nodes on the
blockchain network; and causing the nodes to: validate the encrypted transaction amounts,
the range proofs, the sum proof, and the signatures, execute the transactions in response to

successfully verifying the transactions, and add the transactions into a new data block of a
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blockchain maintained by the blockchain network. With the encryption and the homomorphic
property of the encryption, the nodes may perform such validation even without knowing the

underlying transactions amounts and whether they are inbound or outbound.

[0059] In some embodiments, causing the nodes to execute the transactions in response (o
successfully verifying the transactions comprises: causing the nodes to deduct the encrypted
transaction amounts (T_i) correspondingly from encrypted account balances (e.g., S_i of the
accounts in response to successfully verifying the transactions. Due to the homomorphic
property, (S_i - T_i) can update the balances according to the transactions while keeping the

balances encrypted.

[0060] As such, the disclosed systems and methods allow transactions to be executed
between participating accounts without disclosing which account is a sender and which
account is a receiver. While the underlying transaction amount can be greater or less than
zero to indicate a sender and a receiver, tailored encryption can be used to conceal the
transaction amounts such that the transaction amounts cannot be used to indicate a sender or a
receiver by a non-participant. Further, the participating accounts in multiple transactions may
be mixed together in any order, without indicating whether they are to send or to receive
asscts. And the multiple transactions or asset transfers can be executed in batch. In this way,
privacy protection of the participating accounts is achieved, which improves the functionality

of computers and makes online transactions safer.

[0061] FIG. 5 illustrates a flowchart of another exemplary method 500 for transaction
execution, in accordance with various embodiments. The method 500 may be implemented in
various systems including, for example, one or more components of the blockchain network
200 of FIG. 2. The exemplary method 500 may be implemented by one or more of the nodes
202 and/or the user computing devices 240. The operations of the method 500 presented
below are intended to be illustrative. Depending on the implementation, the exemplary
method 500 may include additional, fewer, or alternative steps performed in various orders or

in parallel.

[0062] At block 502, encrypted transactions associated with a plurality of accounts, a
range proof for each of the transactions, a sum proof on the transactions, and a signature from
each of the plurality of accounts associated with at least one of the transactions, range proofs,

or the sum proof may be received. At block 504, the encrypted transactions, the range proof
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for each of the transactions, the sum proof on the transactions, and the signature from each of
the plurality of accounts may be validated. At block 506, the transactions may be
implemented based on the validation by updating a balance of the each of the plurality of

accounts.

[0063] FIG. 6 illustrates a flowchart of an exemplary method 600 for transaction
validation, in accordance with various embodiments. The method 600 may be implemented in
various systems including, for example, one or more components of the blockchain network
200 of FIG. 2. The exemplary method 600 may be implemented by one or more of the nodes
202 and/or the user computing devices 240. For example, the method 600 may correspond to
the block 504 of the method 500. The operations of the method 600 presented below are
intended to be illustrative. Depending on the implementation, the exemplary method 600 may

include additional, fewer, or alternative steps performed in various orders or in parallel.

[0064] At block 602, it may be determined whether the signatures are valid. If it is
determined that any of the signatures is not valid, at block 604, the transactions may be
rejected. If it is determined that each of the signatures is valid, at block 606, it may be
determined whether the range proof for each of the transactions is valid. If it is determined
that any of the range proofs is not valid, the method 600 proceeds to block 604 and the
transactions may be rejected. If it is determined that each of the range proofs is valid, at block
608, it may be determined whether the sum proof is valid. If it is determined that the sum
proof is not valid, the method 600 proceeds to block 604 and the transactions may be rejected.
If it is determined that the sum proof is valid, the method 600 proceeds to block 610 and a
balance of the each account may be updated based on the transaction amount associated with
the account. The above description describes the validations in an order. A person having

ordinary skill should appreciate that the validations can have any order.

[0065] The techniques described herein are implemented by one or more special-purpose
computing devices. The special-purpose computing devices may be desktop computer
systems, server computer systems, portable computer systems, handheld devices, networking
devices or any other device or combination of devices that incorporate hard-wired and/or

program logic to implement the techniques.

[0066] FIG. 7 is a block diagram that illustrates an exemplary computer system 700 in

which any of the embodiments described herein may be implemented. The system 700 may
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correspond to the nodes 202 or the user computing devices 240 described above with
reference to FIG. 2. The computer system 700 includes a bus 702 or other communication
mechanism for communicating information, one or more hardware processors 704 coupled
with bus 702 for processing information. Hardware processor(s) 704 may be, for example,

one or more general purpose microprocessors.

[0067] The computer system 700 also includes a main memory 706, such as a random
access memory (RAM), cache and/or other dynamic storage devices, coupled to bus 702 for
storing information and instructions to be executed by processor 704. Main memory 706 also
may be used for storing temporary variables or other intermediate information during
execution of instructions to be executed by processor 704. Such instructions, when stored in
storage media accessible to processor 704, render computer system 700 into a special-
purpose machine that is customized to perform the operations specified in the instructions.
The computer system 700 further includes a read only memory (ROM) 708 or other static
storage device coupled to bus 702 for storing static information and instructions for processor
704. A storage device 710, such as a magnetic disk, optical disk, or USB thumb drive (Flash

drive), etc., is provided and coupled to bus 702 for storing information and instructions.

[0068] The computer system 700 may implement the techniques described herein using
customized hard-wired logic, one or more ASICs or FPGAs, firmware and/or program logic
which in combination with the computer system causes or programs computer system 700 to
be a special-purpose machine. According to one embodiment, the operations, methods, and
processes described herein are performed by computer system 700 in response to processor(s)
704 executing one or more sequences of one or more instructions contained in main memory
706. Such instructions may be read into main memory 706 from another storage medium,
such as storage device 710. Execution of the sequences of instructions contained in main
memory 706 causes processor(s) 704 to perform the process steps described herein. In
alternative embodiments, hard-wired circuitry may be used in place of or in combination with

software instructions.

[0069] The processor(s) 704 may correspond to the processor 204 described above, and
the main memory 706, the ROM 708, and/or the storage 710 may correspond to the memory
206 described above. The main memory 706, the ROM 708, and/or the storage 710 may
include non-transitory storage media. The term “non-transitory media,” and similar terms, as

used herein refers to any media that store data and/or instructions that cause a machine to

19



CA 03044907 201%-05-24

WO 2019/072313 PCT/CN2018/125749

operate in a specific fashion. Such non-transitory media may comprise non-volatile media
and/or volatile media. Non-volatile media includes, for example, optical or magnetic disks,
such as storage device 710. Volatile media includes dynamic memory, such as main memory
706. Common forms of non-transitory media include, for example, a floppy disk, a flexible
disk, hard disk, solid state drive, magnetic tape, or any other magnetic data storage medium, a
CD-ROM, any other optical data storage medium, any physical medium with patterns of
holes, a RAM, a PROM, and EPROM, a FLASH-EPROM, NVRAM, any other memory chip

or cartridge, and networked versions of the same.

[0070] The computer system 700 also includes a communication interface 718 coupled to
bus 702. Communication interface 718 provides a two-way data communication coupling to
one or more network links that are connected to one or more local networks. For example,
communication interface 718 may be an integrated services digital network (ISDN) card,
cable modem, satellite modem, or a modem to provide a data communication connection to a
corresponding type of telephone line. As another example, communication interface 718 may
be a local area network (LAN) card to provide a data communication connection to a
compatible LAN (or WAN component to communicated with a WAN). Wireless links may
also be implemented. In any such implementation, communication interface 718 sends and
receives clectrical, eclectromagnetic or optical signals that carry digital data strcams

representing various types of information.

[0071] The computer system 700 can send messages and receive data, including program
code, through the network(s), network link and communication interface 718. In the Internet
example, a server might transmit a requested code for an application program through the
Internet, the ISP, the local network and the communication interface 718. The received code
may be executed by processor 704 as it is received, and/or stored in storage device 710, or

other non-volatile storage for later execution.

[0072] Each of the schemes, mechanisms, solutions, processes, methods, and algorithms
described in the preceding sections may be embodied in, and fully or partially automated by,
code modules executed by one or more computer systems or computer processors comprising
computer hardware. The processes and algorithms may be implemented partially or wholly in
application-specific circuitry. In some embodiments, the processor(s) 704 may be

implemented partially or entirely as the one or more logic circuits described above.
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[0073] The various features and processes described above may be used independently of
one another, or may be combined in various ways. All possible combinations and sub-
combinations are intended to fall within the scope of this disclosure. In addition, certain
method or process blocks may be omitted in some implementations. The methods and
processes described herein are also not limited to any particular sequence, and the blocks or
states relating thereto can be performed in other sequences that are appropriate. For example,
described blocks or states may be performed in an order other than that specifically disclosed,
or multiple blocks or states may be combined in a single block or state. The example blocks
or states may be performed in serial, in parallel, or in some other manner. Blocks or states
may be added to or removed from the disclosed example embodiments. The example systems
and components described herein may be configured differently than described. For example,
elements may be added to, removed from, or rearranged compared to the disclosed example

embodiments.

[0074] The various operations of example methods described herein may be performed,
at least partially, by an algorithm. The algorithm may be comprised in program codes or
instructions stored in a memory {(e.g., a non-transitory computer-readable storage medium
described above). Such algorithm may comprise a machine learning algorithm. In some
embodiments, a machine learning algorithm may not explicitly program computers to
perform a function, but can learn from training data to make a predictions model that

performs the function.

[0075] The various operations of example methods described herein may be performed,
at least partially, by one or more processors that are temporarily configured (e.g., by software)
or permanently configured to perform the relevant operations. Whether temporarily or
permanently configured, such processors may constitute processor-implemented engines that

operate to perform one or more operations or functions described herein.

[0076] Similarly, the methods described herein may be at least partially processor-
implemented, with a particular processor or processors being an example of hardware. For
example, at least some of the operations of a method may be performed by one or more
processors or processor-implemented engines. Moreover, the one or more processors may
also operate to support performance of the relevant operations in a “cloud computing”
environment or as a “software as a service” (SaaS). For example, at least some of the

operations may be performed by a group of computers (as examples of machines including
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processors), with these operations being accessible via a network (e.g., the Internet) and via one

or more appropriate interfaces (e.g., an Application Program Interface (API)).

[0077] The performance of certain of the operations may be distributed among the
processors, not only residing within a single machine, but deployed across a number of machines.
In some example embodiments, the processors or processor-implemented engines may be located
in a single geographic location (e.g., within a home environment, an office environment, or a server
farm). In other example embodiments, the processors or processor-implemented engines may be

distributed across a number of geographic locations.

[0078] Throughout this specification, plural instances may implement components,
operations, or structures described as a single instance. Although individual operations of one or
more methods are illustrated and described as separate operations, one or more of the individual
operations may be performed concurrently, and nothing requires that the operations be performed
in the order illustrated. Structures and functionality presented as separate components in example
configurations may be implemented as a combined structure or component. Similarly, structures
and functionality presented as a single component may be implemented as separate components.
These and other variations, modifications, additions, and improvements fall within the scope of

the subject matter herein.

[0079] Any process descriptions, elements, or blocks in the flow diagrams described herein
and/or depicted in the attached figures should be understood as potentially representing modules,
segments, or portions of code which include one or more executable instructions for implementing
specific logical functions or steps in the process. Alternate implementations are included within
the scope of the embodiments described herein in which elements or functions may be deleted,
executed out of order from that shown or discussed, including substantially concurrently or in
reverse order, depending on the functionality involved, as would be understood by those skilled in

the art.

[0080] Although an overview of the subject matter has been described with reference to
specific example embodiments, various modifications and changes may be made to these

embodiments without departing from the broader scope of embodiments of the present disclosure.
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[0081] The embodiments illustrated herein are described in sufficient detail to enable those skilled
in the art to practice the teachings disclosed. Other embodiments may be used and derived

therefrom, such that structural and logical substitutions and changes may be made without

departing from the scope of this disclosure.
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EMBODIMENTS IN WHICH AN EXCLUSIVE PROPERTY OR PRIVILEGE IS
CLAIMED ARE DEFINED AS FOLLOWS:

1. A computer-implemented information protection method, comprising:

obtaining, at an organizer node, a plurality of encrypted transaction amounts

associated with transactions among a plurality of accounts, wherein:

each of the encrypted transaction amounts is associated with one of the

accounts that sends or receives one of the transaction amounts, and

encryption of each of the transaction amounts at least conceals whether the one

of the accounts sends or receives the one of the transaction amounts;

generating, at the organizer node, a sum proof that a product of a sequence
comprising the obtained encrypted transaction amounts is H', wherein H is a
publicly known generator or basepoint of an elliptic curve, r is a random
number, and the sum proof at least indicates that the transaction amounts are

balanced;

obtaining, at the organizer node, a signature from each of the plurality of
accounts, wherein the signature indicates an approval of a combination
comprising the plurality of encrypted transaction amounts associated with the

plurality of accounts; and
transmitting, by the organizer node, the encrypted transaction amounts, the
signature from each of the plurality of accounts, and the sum proof to one or

more nodes on a blockchain network for the one or more nodes to verify the

transactions.
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2. The method of claim 1, wherein transmitting, by the organizer node, the encrypted
transaction amounts and the sum proof to the one or more nodes on the blockchain network

for the one or more nodes to verify the transactions comprises:

transmitting, by the organizer node, the encrypted transaction amounts and the sum
proof to the one or more nodes on the blockchain network for the one or more nodes
to (1) verify the transactions without receiving information of whether each of the
encrypted transaction amounts is inbound or outbound and (2) add the verified
transactions into a new data block of a blockchain maintained by the blockchain

network.

3. The method of claim 1, before generating the sum proof, further comprising:
obtaining a plurality of range proofs respectively for the accounts involved in the
transactions, the range proofs at least indicating that each of the accounts that sends

the transaction amounts has sufficient asset.

4. The method of claim 3, wherein the combination further comprises the plurality of range

proofs corresponding to the plurality of accounts.

5. The method of claim 4, wherein transmitting, by the organizer node, the encrypted
transaction amounts and the sum proof to the one or more nodes on the blockchain network
for the one or more nodes to verify the transactions comprises:

transmitting the encrypted transaction amounts, the range proofs, the sum proof, and
the signature from each of the plurality of accounts to the one or more nodes on the

blockchain network; and

causing the one or more nodes to:
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6.

10.

validate the encrypted transaction amounts, the range proofs, the sum proof,

and the signature from each of the plurality of accounts,

execute the transactions in response to successfully verifying the transactions,

and

add the transactions into a new data block of a blockchain maintained by the

blockchain network.

The method of claim 5, wherein causing the one or more nodes to execute the transactions

in response to successfully verifying the transactions comprises:

causing the one or more nodes to deduct the encrypted transaction amounts
correspondingly from encrypted account balances of the accounts in response to

successfully verifying the transactions.

The method of claim 1, wherein the encryption of each of the transaction amounts

comprises a homomorphic encryption.

The method of claim 1, wherein the encryption of each of the transaction amounts

comprises a Pedersen Commitment scheme.

An information protection system, comprising: one or more processors and one or more
non-transitory computer-readable memories coupled to the one or more processors and
configured with instructions executable by the one or more processors to cause the system

to perform the method of any one of claims 1 to 8.

A non-transitory computer-readable storage medium configured with instructions
executable by one or more processors to cause the one or more processors to perform the

method of any one of claims 1 to 8.
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