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SCRUBBING DATA IN A MEMORY DEVICE

Background
[0001] An electronic device can include various electronic components, including

a processor and storage media to store data. The storage media can include a
memory device and a secondary storage device, where the secondary storage
device can include a disk-based storage device or a solid state storage device. In
some examples, the memory device can be implemented as a dynamic random

access memory (DRAM) device, or other type of memory device.

Brief Description Of The Drawings

[0002] Some implementations of the present disclosure are described with

respect to the following figures.

[0003] Fig. 1 is a block diagram of an example memory device, including an

internal scrubbing controller according to some implementations.

[0004] Fig. 2 is a flow diagram of an example process performed by the memory

device, according to some implementations.

[0005] Fig. 3 is a block diagram of an example electronic device that includes a

memory controller and a memory device, according to some implementations.

[0006] Fig. 4 is a block diagram of another example electronic device according

to further implementations.

Detailed Description

[0007] Errors may occur in data stored in a memory device. Such errors can
include soft errors in the data caused by alpha particle emissions from the packaging
of the memory device, or errors caused by structural defects in the memory device.
To perform error detection and correction, a memory controller, which is external of
the memory device, can store error correction code (ECC) information in the memory
device. The ECC information can be used by the external memory controller to
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detect errors in data, and to correct certain errors (e.g. errors of less than a

predetermined number of bits of data).

[0008] Some memory designs rely on use of a communication bus (sometimes
referred to as a “memory bus”) between the memory controller and the memory
device, where communications over the communication bus is according to a
deterministic protocol. With a deterministic protocol, the memory controller can issue
a memory access command to the memory device, and expects a response to the
memory access command within an expected amount of time (e.g. within an
expected amount of cycles of a clock signal). Failure to respond within the expected
amount of time (i.e. deterministic amount of time) results in a failure condition at the

memory controller.

[0009] Also, some memory designs rely on the memory controller that is external
of the memory device to perform error detection and correction of data stored in the
memory device. Performing error detection and correction at the memory controller
using ECC information in the memory device involves communication of data and
ECC information over the communication bus to the memory controller, which can
lead to extra traffic over the communication bus. In arrangements where the
communication bus is shared by multiple memory devices, the extra traffic for error
detection and correction of data can reduce an overall bandwidth available to the

memory devices.

[0010] In accordance with some implementations of the present disclosure, a
memory device is provided with an internal scrubbing controller that can perform
scrubbing of data stored in the memory device. The scrubbing of data includes the
following operations performed within the memory device: checking the data for
errors, correcting the errors, and storing the corrected data in the memory device.
The scrubbing can be performed by the memory device without any scrubbing
instruction (e.g. a command to initiate scrubbing) from an external memory
controller. In addition, the memory device is able to communicate over a
communication bus with the external memory controller according to a non-

deterministic protocol.
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[0011] Use of the non-deterministic protocol on the communication bus between
the memory controller and the memory device can mean that an initiator of a
memory transaction (e.g. the memory controller) is unable to determine when a
response from the target of the memory transaction (e.g. the memory device) may
be expected. Stated differently, the responding component, in this case the memory
device, is unable to respond to a request from the memory controller within a

deterministic amount of time (i.e. within a predefined amount of time).

[0012] Although reference is made to the memory controller and the memory
device as being the initiator and target, respectively, of a memory transaction over
the communication bus, it is noted that in other examples, the memory device can be
the initiator of a memory transaction, and the memory controller can be the target of

the memory transaction.

[0013] The internal scrubbing in the memory device can be performed as a
background process in the memory device, i.e. when the memory device is not
actively accessing data in response to a memory access command (e.g. command
to write data or command to read data) from the memory controller. In some
implementations, the internal scrubbing controller can perform the scrubbing in
response to the memory device having been idle for a predetermined amount of

time.

[0014] Fig. 1 is a block diagram of an example memory device 102 that includes
storage locations 104 to store data, and an internal scrubbing controller 106 to
perform scrubbing of the data stored by the storage locations 104. In some
examples, the memory device 102 can be a dynamic random access memory
(DRAM) device or a static random access memory (SRAM) device. In other
examples, the memory device 102 can be a different type of memory device,
including a phase change memory device, a resistive random access memory

(ReRAM) device, a spin-transfer torque (STT) memory device, and so forth.

[0015] The storage locations 104 can be arranged as a storage array of storage
locations, also referred to as storage cells, where the storage cells are arranged in
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rows and columns in the storage array. Each storage cell can store one or multiple
bits of data.

[0016] The memory device further includes a non-deterministic interface 108 to
communicate non-deterministically over a communication bus 110, such as an
external memory controller (not shown in Fig. 1) that it is external of the memory
device 102 and that manages access of the memory device 102 in response to a

memory access request received by the memory controller from a requester.

[0017] The non-deterministic interface 108 allows the memory device 102 to
communicate according to a non-deterministic protocol over the communication bus
110. As noted above, use of these non-deterministic protocol means that the
memory transaction requester is unable to determine when a response from the
memory transaction target may be expected. In some examples, once the memory
controller issues a memory access command (e.g. a command to read data from the
memory device 102, a command to write data to the memory device, etc.) to the
memory device 102, the memory controller can proceed to perform other tasks while
the memory device 102 processes the memory access command from the memory
controller. When the memory device 102 is ready to send a response to the memory
controller, the memory device 102 can send an indication to the memory controller
that such response is available from the memory device 102 and can be sent from
the memory device 102. The indication can be in the form of a signal, a message, a
field within a message, or any other type of indication.

[0018] The response from the memory device 102 can include data read from the
storage locations 104 in response to a read command from the memory controller.
Alternatively, the response can include an acknowledgement that a write has been
completed successfully at the memory device 102 in response to a write command

from the memory controller.

[0019] The internal scrubbing controller 106 can perform scrubbing of the data in
the storage locations 104 on an intermittent basis. For example, the internal
scrubbing controller 106 can activate scrubbing in the memory device 102 in
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response to the memory device 102 having been idle for a predetermined amount of
time. In some examples, if the memory device 102 has been idle for a
predetermined amount of time, the memory device 102 can enter a self-refresh
operation to perform refresh of data of the storage locations 104. Self-refresh is
discussed further below.

[0020] The scrubbing performed by the internal scrubbing controller 106 can be
performed as part of the self-refresh performed in the memory device 102, in some
implementations. In other implementations, the scrubbing performed by the internal
scrubbing controller 106 does not have to be part of self-refresh and can be
independent of self-refresh.

[0021] Fig. 2 is a flow diagram of a process that is performed by a memory
device, such as the memory device 102, according to some implementations. The
memory device 102 initiates (at 202) without any scrubbing instruction from an
external memory controller, scrubbing of data stored in the memory device 102. The
initiating of the scrubbing can be performed by the internal scrubbing controller 106
in response to an event, such as the internal scrubbing controller 106 detecting that
the memory device 102 has been idle (i.e. has not performed any operation to
access the storage locations 104 in response to a memory access command from
the memory controller). In other examples, the internal scrubbing controller 106 can
initiate the scrubbing of data in response to another event, such as a periodic event
that is triggered after passage of a predetermined amount of time.

[0022] The scrubbing is of a portion of the data stored by at least one storage
location of the storage locations 104, where the scrubbing includes reading the
portion of the data, detecting and correcting an error in the portion of the data to
produce a corrected data portion, and writing the corrected data portion to the at
least one storage location of the storage locations 104.

[0023] Once initiated, the scrubbing of data in the memory device 102 can
continue (by accessing different storage locations in the memory device 102) until a
stopping event is detected. In response to the stopping event, the internal scrubbing
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controller 106 can stop the scrubbing. Examples of stopping events can include any
of the following: a memory access command is received from the external memory
controller, a predetermined amount of time has passed, data in a predetermined
number of storage locations has been scrubbed, or another event.

[0024] The memory device 102 receives (at 204) a memory access command
from the external memory controller over a communication bus. The memory device
102 responds (at 206) over the communication bus to the memory access command
in @ non-deterministic amount of time, according to the non-deterministic protocol

discussed above.

[0025] Fig. 3 is a block diagram of an example electronic device 302 according to
some implementations. The electronic device 302 includes the memory device 102
that is coupled over the communication bus 110 to a memory controller 304. The
memory controller 304 is external of the memory device 102, and can receive a
memory access request 310 from a requester (not shown) in the electronic device
302. The requester can be a processor, an input/output (1/0) component (e.g.
network interface controller, graphics controller, etc.), or any other component in the
electronic device 302 that is able to perform access of data in the memory device
102.

[0026] The memory device 102 includes the storage locations 104, the internal
scrubbing controller 106, and the interface 108. In addition, the memory device 102
includes ECC information 306 stored in a storage region 308 of the memory device
102. The storage region 308 can be a region that is part of the storage locations
104, or alternatively, the storage region 308 to store the ECC information 306 can be
separate from the storage locations 104.

[0027] The scrubbing controller 106 uses the ECC information 306 to perform
scrubbing of the data in the storage locations 104. The ECC information 306
enables the scrubbing controller 106 to detect up to a first number of bits of error,
and to correct up to a second number of bits of error, where the second number is
less than the first number.
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[0028] Fig. 4 is a block diagram of another example electronic device 402 that
includes a memory device 404 according to further implementations. As shown in
Fig. 4, a memory device 404 includes the storage locations 104, the storage region
308 to store the scrubbing ECC information 306 useable by the internal scrubbing

controller 106.

[0029] In addition, the memory device 404 includes a self-refresh controller 406
that can perform a self-refresh in the memory device 404. Self-refresh can be
performed in a memory device that can lose storage charge in a storage cell of the
memory device 404. An example of a storage cell that can lose charge over time is
a storage cell of a DRAM. In a DRAM, a storage cell is implemented as a storage
capacitor, which can store a representation of a “0” or a “1.” Over time, the charge in
the storage capacitor can leak away, which can cause the data bit in the storage
capacitor to be eventually lost. A refresh can be performed to refresh the storage
cells of the DRAM device, to replenish the charge in the storage cells.

[0030] The self-refresh controller 406 can initiate a self-refresh operation in the
memory device 404 without any refresh instruction from the memory controller 304.
The self-refresh controller 406 can detect that the memory device 404 has been idle
for a predetermined amount of time, and in response to such detection, the self-
refresh controller 406 can initiate a self-refresh operation in the memory device 404.
The self-refresh operation includes accessing portions of the storage locations 104
to read the data in the accessed portion, and replenishing the storage charge in the

accessed portion of the storage locations 104.

[0031] In some implementations, the internal scrubbing controller 106 can
perform scrubbing in conjunction with the self-refresh operation of the self-refresh
controller 406. As data portions are being accessed by the self-refresh controller
406 to perform the self-refresh, the internal scrubbing controller 106 can use the
ECC information 306 to detect errors in the accessed data portions and to correct

such errors.
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[0032] In the example of Fig. 4, the storage locations 104 can include a data
portion 408 to store data (e.g. data written by a requester such as a processor or
other requester), and an ECC portion 410 to store ECC information that is useable
by the memory controller 304 to perform error detection and correction of data stored
in the data portion 408 of the storage locations 104. Note that the ECC information
stored in the ECC portion 410 is distinct from the scrubbing ECC information 306.
During a read by the memory controller 304 of data in the data portion 408, the
memory device 404 outputs the accessed data along with the corresponding ECC
information. The memory controller 304 then uses the ECC information returned by
the memory device 404 to check for errors in the data that is returned by the memory

device 404, and to correct certain types of errors detected.

[0033] During a write operation, the memory controller 304 generates the
corresponding ECC information based on the write data, and writes the write data
and corresponding ECC information to the data portion 408 and the ECC portion

410, respectively, of the storage locations 104.

[0034] The memory device 404 can also include a self-training controller 412,
which can perform self-training of the interface 108 to the communication bus 110.
In performing the self-training on the communication bus 110, the self-training
controller 412 can cause the interface 108 to transmit predetermined patterns over
the communication bus 110 to the memory controller 304. The self-training
controller 412 can also receive patterns transmitted by the memory controller 304.
Based on the received patterns, the self-training controller 412 can detect timings
between control signals on the communication bus 110 and corresponding data
relative to the control signals. For example, the control signal can include a strobe or
clock signal that is sent by the memory controller 304. Based on the predetermined
patterns, the self-training controller 412 can detect an optimal timing from the strobe
or clock signal to the peak point (highest amplitude) of the data, which determines
the optimal timing between the control signal and the data. The self-training
controller 412 can also determine optimal voltages to use for different signals on the

communication bus 110.
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[0035] The memory device 404 can also include a temperature sensor 414. In
other examples, the temperature sensor 414 can be external of the memory device
404, but is coupled to the memory device 404 so that the internal scrubbing
controller 106 can receive a temperature measurement of the temperature sensor
414. The temperature measurement from the temperature sensor 414 (whether
internal to the memory device 404 or external of the memory device 404) is

representative of the temperature of the memory device 404.

[0036] A rate at which scrubbing is performed can be based on the temperature
of the memory device 404, as indicated by the temperature sensor 414. The internal
scrubbing controller 106 can increase the rate at which scrubbing is performed in
response to detecting a higher temperature of the memory device 404. Thus, in
response to such higher temperature, the internal scrubbing controller 106 can
initiate a new scrubbing operation after passage of a smaller time interval from the
previous scrubbing operation. On the other hand, in response to detecting a lower
temperature of the memory device 404, the internal scrubbing controller 106 can
reduce a rate at which scrubbing is performed, by initiating a new scrubbing
operation after passage of a larger time interval from the previous scrubbing
operation.

[0037] Each of the internal scrubbing controller 106, the self-refresh controller
406, and the self-training controller 412 can be implemented as processing
hardware, such as a microprocessor, a microcontroller, a programmable integrated
circuit, a programmable gate array, or another type of processing hardware. Each of
the internal scrubbing controller 106, the self-refresh controller 406, and the self-
training controller 412 can be implemented entirely in hardware, or as a combination
of processing hardware and machine-readable instructions executable on the
processing hardware.

[0038] In examples where the controllers are implemented as combinations of
hardware and machine-readable instructions, the machine-readable instructions can
be stored in respective non-transitory computer-readable or machine-readable
storage media. The storage media can include one or multiple different forms of
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memory including semiconductor memory devices such as dynamic or static random
access memories (DRAMs or SRAMs), erasable and programmable read-only
memories (EPROMSs), electrically erasable and programmable read-only memories
(EEPROMSs) and flash memories; magnetic disks such as fixed, floppy and
removable disks; other magnetic media including tape; optical media such as
compact disks (CDs) or digital video disks (DVDs); or other types of storage devices.
Note that the instructions discussed above can be provided on one computer-
readable or machine-readable storage medium, or alternatively, can be provided on
multiple computer-readable or machine-readable storage media distributed in a large
system having possibly plural nodes. Such computer-readable or machine-readable
storage medium or media is (are) considered to be part of an article (or article of
manufacture). An article or article of manufacture can refer to any manufactured
single component or multiple components. The storage medium or media can be
located either in the machine running the machine-readable instructions, or located
at a remote site from which machine-readable instructions can be downloaded over

a network for execution.

[0039] In the foregoing description, numerous details are set forth to provide an
understanding of the subject disclosed herein. However, implementations may be
practiced without some of these details. Other implementations may include
modifications and variations from the details discussed above. It is intended that the

appended claims cover such modifications and variations.
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What is claimed is:

1. A memory device comprising:

storage locations to store data;

an internal controller to perform scrubbing of a portion of the data stored by at
least one storage location of the storage locations, the scrubbing comprising reading
the portion of the data, detecting and correcting an error in the portion of the data to
produce a corrected data portion, and writing the corrected data portion to the at
least one storage location; and

an interface to communicate non-deterministically over a communication bus
with a memory controller, wherein the memory device is to provide a response
through the interface to a memory access command from the memory controller in a

non-deterministic amount of time.

2. The memory device of claim 1, wherein the internal controller is to perform the
scrubbing in response to the memory device having been idle for a predetermined

amount of time.

3. The memory device of claim 1, further comprising:
a refresh controller to perform self-refresh of the storage locations without
receiving any refresh instruction from the memory controller that manages access of

the memory device.

4. The memory device of claim 3, wherein the internal controller is to perform the
scrubbing in conjunction with the self-refresh performed by the refresh controller.

5. The memory device of claim 4, wherein the refresh controller is to initiate the
self-refresh in response to the memory device having been idle for a predetermined

amount of time.
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6. The memory device of claim 1, wherein the storage locations further store
error correction code (ECC) information provided by an external memory controller
and useable by the external memory controller to perform error detection and
correction of the data stored in the storage locations.

7. The memory device of claim 6, further comprising a storage region in the
memory device to store scrubbing ECC information, wherein the internal controller is

to use the scrubbing ECC information to perform the scrubbing.

8. The memory device of claim 1, wherein the internal controller is to adjust a

rate of the scrubbing according to a detected temperature of the memory device.

9. The memory device of claim 1, further comprising:
a self-training controller to perform self-training on the communication bus to

determine signal timings and voltages on the communication bus.

10. A method comprising:

initiating, by a memory device without any scrubbing instruction from an
external memory controller, scrubbing of data stored in the memory device;

receiving, by the memory device, a memory access command from the
external memory controller over a communication bus; and

responding, by the memory device, over the communication bus to the

memory access command in a non-deterministic amount of time.

11.  The method of claim 10, further comprising:
detecting, by the memory device, that the memory device has been idle for a
predetermined amount of time,

wherein initiating the scrubbing is in response to the detecting.
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12.  The method of claim 10, further comprising:
using error correction code stored in the memory device when performing the

scrubbing.

13. The method of claim 12, wherein the memory access command is a read
command, and wherein responding to the memory access command comprises
sending, by the memory device to the external memory controller, data read from
storage locations of the memory device and error correction code (ECC) information
from the storage locations.

14.  An electronic device comprising:
a memory device comprising a storage array to store data; and
a memory controller external of the memory device and to manage access of
the memory device over a communication bus,
the memory device comprising:
an internal controller to control scrubbing of the storage array using
error correction code (ECC) information stored in the memory device, and
an interface to communicate non-deterministically over the
communication bus with the memory controller, wherein the memory device is to
provide a response through the interface to a memory access request from the

memory controller in a non-deterministic amount of time.

15.  The electronic device of claim 14, wherein the memory controller is to receive
a memory access request from a requester, and to issue a memory access
command to the memory device in response to the received memory access

request.
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