wo 20137108232 A1 I 0N OO O A A

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

25 July 2013 (25.07.2013)

WIPOIPCT

(10) International Publication Number

WO 2013/108232 A1l

(51

eay)

(22)

(25)
(26)
(30)

1

(72)
1

International Patent Classification:
HO04W 12/04 (2009.01) HO4L 29/06 (2006.01)

International Application Number:
PCT/IB2013/050489

International Filing Date:
18 January 2013 (18.01.2013)

Filing Language: English
Publication Language: English
Priority Data:

1200772.0 18 January 2012 (18.01.2012) GB
13/357,140 24 January 2012 (24.01.2012) US
Applicant: RENESAS MOBILE CORPORATION

[JP/JP]; 6-2, Otemachi 2-Chome, Chiyoda-Ku, Tokyo (JP).

Inventors; and

Applicants (for IT only): LEMILAINEN, Jussi [FI/FI];
Tyvelantie 6, FI-90800 Oulu (FI). KOSKELA, Timo
[F/FI]; Rautatienkatu 50 as 5, FI-90120 Oulu (FD).

(8D

(84)

HAKOLA, Sami-Jukka [FI/FI|; Peikontie 7, FI-90450
Kempele (FI). TURTINEN, Samuli [FI/FI]; Poolatie 3 A,
FI-91100 L (FI). RIKKINENE, Kari [FI/FI]; Konintie
121, FI-91100 Ii (FI).

Designated States (uniess otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP,
KR, KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD,
ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI,
NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO, RS, RU,
RW, SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ,
™™, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA,
IM, ZW.

Designated States (uniess otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,

[Continued on next page]

(54) Title: METHOD AND APPARATUS FOR PROVIDING NETWORK ACCESS CREDENTIALS AND NETWORK ACCESS
TO AREMOTE DEVICE

(57) Abstract: A method, apparatus and computer program product are provided

40

Receiving a reguiest for network access credentials
from a remote device; wherein the netwark access
credentials comprises identification information
related to al Jeast one SIM

/—42

Determining whether network access credentials
are available v the renmie devies

Causing network access credentials to be rell'[eved_; 44
from a memaory, whersin the memory comprises y/—
otz o more network access ceedentials tobe
distributed 1o one or more remote devices |

I Causing a connection with a subscription database
I to ¢nable the remote device 11 communigale

l directly with the subscription database

l

___\_;
N
(=]

48
Receiving the network access credentials in l/-
response to a request for the network acoess I
lcrcdcmx’als transimitted to the subscription dﬂmhust
I 50
Causing the network access redentials to be /—‘

provided (o the remote deviee in an instanes in
which network access eredentials are obtainable for
the remote device, wherein the network access
credentials are configured 10 enable access to a
netwerk by one or more remote devices via ane or
nore proxy devices

Figure 4

to provide network access credentials and network access to a remote device via a
proxy device. In some example embodiments, a method is provided that comprises
receiving a request for network access credentials from a remote device. In some
example embodiments, the network access credentials comprise identification in-
formation related to at least one SIM. The method of this embodiment may also in-
& clude determining whether network access credentials are available for the remote
device. The method of this embodiment may also include causing the network ac-
cess credentials to be provided to the remote device in an instance in which net-
¥ work access credentials are available for the remote device. In some example em-
bodiments, the network access credentials enable access to a network by the re-
mote device via one or more proxy devices.



WO 2013/108232 A1 WK 00N AV AT 0K

UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ, Published:
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,

EE. ES. FL FR. GB. GR. HR. HU. IE. IS. IT. LT. LU. with international search report (Art. 21(3))
LV,, Mé, NfK, I\;IT, I\}L, Nb, PI:, PTZ Ré, R,S, S,E, SI: SKZ —  before the expiration of the time limit for amending the
SM, TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, claims and to be republished in the event of receipt of

GW, ML, MR, NE, SN, TD, TG). amendments (Rule 48.2(h))



WO 2013/108232 PCT/IB2013/050489

1

METHOD AND APPARATUS FOR PROVIDING NETWORK ACCESS CREDENTIALS AND NETWORK
ACCESS TO A REMOTE DEVICE

10

15

20

25

30

Technical Field

Example embodiments of the present invention relate generally to subscriber
identity modules (SIMs) and, more particularly, to the provisioning of a SIM on a

device not connected to a network.

Background

In a Global System for Mobile Communications (GSM) network, a subscriber
identity module or subscriber identification module (SIM) and/or in a Universal
Mobile Telecommunications System (UTMS) network a SIM or a universal SIM (U-
SIM) may be used to provide identification information that enables access to a
network. The SIM may take the form of a removable chip that is insertable in a
mobile terminal, it may take the form of a chip that is embedded in the mobile
terminal and/or it may take the form of a software based SIM e.g. a virtual SIM
(VSIM). In cases where a VSIM is used, the content of a traditional SIM card is not
necessarily physically stored in a memory of a specific device. In these cases, the SIM
card information may reside in a network database which may be accessed to obtain

the relevant SIM information.

Summary

A method, apparatus and computer program product are therefore provided
according to some example embodiments of the present invention in order to enable a
remote device to access a subscription database, via a proxy device, in order to
retrieve SIM (e.g. VSIM) information for network access. In particular, a remote
device may not be configured to communicate with an access point and/or other
network entity directly to retrieve SIM information for network access. However, the
remote device may still be configured to connect (ec.g. device to device
communications) with a proxy device in order to operate on a licensed frequency band
and/or on a network (e.g. cellular network). In such cases, the remote device may be
configured to obtain network access credentials for the network by communicating via
the proxy device. The proxy device, in some example embodiments, may be

configured to obtain credentials from a subscription database on behalf of the remote



WO 2013/108232 PCT/IB2013/050489

10

15

20

25

30

2

device, may operate as a relay (e.g. data pipe) for the remote device, or may have one
or more credentials stored in a local memory and may issue those credentials to the
remote device. In operation, the remote device may then connect to the proxy device
or another proxy device to access the network based on the network access
credentials.

In one embodiment, a method is provided that comprises receiving, at a proxy
device, a request for network access credentials from a remote device. In some
example embodiments, the network access credentials comprise identification
information related to at least one SIM corresponding to the remote device. The
method of this embodiment may also include determining whether network access
credentials are available for the remote device. The method of this embodiment may
also include causing the network access credentials to be provided to the remote
device in an instance in which network access credentials are available for the remote
device. In some example embodiments, the network access credentials enable access
to a network by the remote device via one or more proxy devices.

In another embodiment, an apparatus is provided, the apparatus comprising a
processing system, which may be embodied by at least one processor and at least one
memory including computer program code. The processing system is arranged to
cause the apparatus to receive, at a proxy device, a request for network access
credentials from a remote device. In some example embodiments, the network access
credentials comprise identification information related to at least one SIM
corresponding to the remote device. The processing system is arranged to cause the
apparatus to determine whether network access credentials are available for the
remote device. The processing system is arranged to cause the apparatus to cause the
network access credentials to be provided to the remote device in an instance in which
network access credentials are available for the remote device. In some example
embodiments, the network access credentials enable access to a network by the
remote device via one or more proxy devices.

In the further embodiment, a computer program product may be provided that
includes at least one non-transitory computer-readable storage medium having
computer-readable program instruction stored therein with the computer-readable
program instructions including program instructions configured to receive, at a proxy

device, a request for network access credentials from a remote device. In some
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example embodiments, the network access credentials comprise identification
information related to at least one SIM corresponding to the remote device. The
computer-readable program instructions may also include program instructions
configured to determine whether network access credentials are available for the
remote device. The computer-readable program instructions may also include
program instructions configured to cause the network access credentials to be
provided to the remote device in an instance in which network access credentials are
available for the remote device. In some example embodiments, the network access
credentials enable access to a network by the remote device via one or more proxy
devices.

In yet another embodiment, an apparatus is provided that includes means for
receiving, at a proxy device, a request for network access credentials from a remote
device. In some example embodiments, the network access credentials comprise
identification information related to at least one SIM corresponding to the remote
device. The apparatus of this embodiment may also include means for determining
whether network access credentials are available for the remote device. The apparatus
of this embodiment may also include means for causing the network access
credentials to be provided to the remote device in an instance in which network access
credentials are available for the remote device. In some example embodiments, the
network access credentials enable access to a network by the remote device via one or
more proxy devices.

In one embodiment, a method is provided that comprises receiving, at a
network entity, a request for network access credentials from a remote device via a
proxy device. The method of this embodiment may also include generating network
access credentials. In some example embodiments, the network access credentials
enable the remote device, in an instance in which the remote device is connect to the
proxy device, to connect a network using the network access credentials. The method
of this embodiment may also include causing the network access credentials to be
transferred to the remote device via the proxy device.

In another embodiment, an apparatus is provided, the apparatus comprising a
processing system, which may be embodied by at least one processor and at least one
memory including computer program code. The processing system is arranged to

cause the apparatus to receive, at a network entity, a request for network access
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credentials from a remote device via a proxy device. The processing system may also
be arranged to cause the apparatus to generate network access credentials. In some
example embodiments, the network access credentials enable the remote device, in an
instance in which the remote device is connected to the proxy device, to connect to a
network using the network access credentials. The processing system is arranged to
cause the apparatus to cause the network access credentials to be transferred to the
remote device via the proxy device.

In the further embodiment, a computer program product may be provided that
includes at least one non-transitory computer-readable storage medium having
computer-readable program instruction stored therein with the computer-readable
program instructions including program instructions configured to receive, at a
network entity, a request for network access credentials from a remote device via a
proxy device. The computer-readable program instructions may also include program
instructions configured to generate network access credentials. In some example
embodiments, the network access credentials enable the remote device, in an instance
in which the remote device is connected to the proxy device, to connect to a network
using the network access credentials. The computer-readable program instructions
may also include program instructions configured to cause the network access
credentials to be transferred to the remote device via the proxy device.

In yet another embodiment, an apparatus is provided that includes means for
receiving, at a network entity, a request for network access credentials from a remote
device via a proxy device. The apparatus of this embodiment may also include means
for generating network access credentials. In some example embodiments, the
network access credentials enable the remote device, in an instance in which the
remote device is connected to the proxy device, to connect to a network using the
network access credentials. The apparatus of this embodiment may also include
means for causing the network access credentials to be transferred to the remote

device via the proxy device.

Brief Description of the Drawings

Having thus described certain example embodiments of the present disclosure
in general terms, reference will now be made to the accompanying drawings, which

are not necessarily drawn to scale, and wherein:
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Figure 1 is an illustration of a system for providing remote device with access
to a network via a proxy device in accordance with an example embodiment of the
present invention;

Figure 2 is a block diagram of an apparatus from the perspective of a remote
device and/or a proxy device that may be configured in accordance with an example
embodiment of the present invention;

Figure 3 is a block diagram of an apparatus from the perspective of a network
entity that may be configured in accordance with an example embodiment of the
present invention;

Figure 4 is a flow chart of the operations performed from the perspective of a
proxy device in accordance with an example embodiment of the present invention;

Figure 5 is a flow chart of the operations performed from the perspective of a
network entity in accordance with an example embodiment of the present invention;
and

Figure 6 is a flow chart of the operations performed from the perspective of a

remote device in accordance with an example embodiment of the present invention.

Detailed Description

Some embodiments of the present invention will now be described more fully
hereinafter with reference to the accompanying drawings, in which some, but not all,
embodiments of the invention are shown. Indeed, various embodiments of the
invention may be embodied in many different forms and should not be construed as
limited to the embodiments set forth herein; rather, these embodiments are provided
so that this disclosure will satisfy applicable legal requirements. Like reference
numerals refer to like elements throughout. As used herein, the terms “data,”
“content,” “information,” and similar terms may be used interchangeably to refer to
data capable of being transmitted, received and/or stored in accordance with
embodiments of the present invention. Thus, use of any such terms should not be
taken to limit the spirit and scope of embodiments of the present invention.

Additionally, as used herein, the term ‘circuitry’ refers to (a) hardware-only
circuit implementations (e.g., implementations in analog circuitry and/or digital
circuitry); (b) combinations of circuits and computer program product(s) comprising

software and/or firmware instructions stored on one or more computer readable
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memories that work together to cause an apparatus to perform one or more functions
described herein; and (c) circuits, such as, for example, a microprocessor(s) or a
portion of a microprocessor(s), that require software or firmware for operation even if
the software or firmware is not physically present. This definition of ‘circuitry’
applies to all uses of this term herein, including in any claims. As a further example,
as used herein, the term ‘circuitry’ also includes an implementation comprising one or
more processors and/or portion(s) thereof and accompanying software and/or
firmware. As another example, the term ‘circuitry’ as used herein also includes, for
example, a baseband integrated circuit or applications processor integrated circuit for
a mobile phone or a similar integrated circuit in a server, a cellular network device,
other network device, and/or other computing device.

As defined herein, a “computer-readable storage medium,” which refers to a
physical storage medium (e.g., volatile or non-volatile memory device), may be
differentiated from a “computer-readable transmission medium,” which refers to an
electromagnetic signal.

Referring now to Figure 1, a system for providing a remote device 12 with
access to a network 14 via a proxy device 10 is described herein. The remote device
12 may be a device that is not able to communicate with a network access point, such
as network entity 16 and/or is not able to directly attach to a local access point (e.g.
because of network incompatibility or the like). In some example embodiments, a
proxy device 10 and/or a remote device 12 may be configured for, but not limited to,
machine type communications (MTC), device to device (D2D) communications,
machine to machine (M2M) communications, near field communication (NFC), short-
range communication, ¢.g., Bluetooth communications, Zigbee communications,
Institute of Electrical and Electronics Engineers (IEEE) 802.11 communications
and/or the like. The remote device 12 therefore may connect to another device, such
as the proxy device 10 in order to connect to the network 14 via the proxy device 10.
The proxy device 10 and/or the remote device 12 may be of various types of mobile
communication devices such as, for example, mobile telephones, PDAs, pagers,
laptop computers, tablets or any of numerous other hand held or portable
communication devices, computation devices, content generation devices, content
consumption devices, or combinations thereof. The proxy device 10 may

communicate via a network 14, such as a Long Term Evolution (LTE) network, an
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LTE-Advanced (LTE-A) network, an IEEE 802.11 wireless local area network
(WLAN), a Global Systems for Mobile communications (GSM) network, a Code
Division Multiple Access (CDMA) network, ¢.g., a Wideband CDMA (WCDMA)
network, a CDMA2000 network or the like, a General Packet Radio Service (GPRS)
network or other type of network. In one example embodiment, the system may also
include a network entity 16, such as a subscription database, a server or other
computing device, for providing network access credentials to the proxy device 10.
However, the system of other embodiments may not include a network entity for
providing network access credentials, and the proxy device 10 may be configured to
provide the network credentials from a local memory.

Referring now to Figure 2, an apparatus 20 that may be embodied by or
otherwise associated with a proxy device 10 and or a remote device 12 may include or
otherwise be in communication with a processor 22, a memory device 24, a
communication interface 26, a user interface 28 and a circuit card or other secure
module 30 or other type of secure memory for storing a plurality of SIMs. A SIM,
such as a CDMA SIM (CSIM), a USIM, an internet protocol (IP) multimedia
subsystem (IMS) SIM (ISIMs), a removable user identify module (RUIM), a VSIM or
the like, may store or be configured to store the network access application (NAA)
that includes the cryptographic network access credentials that allows use of at least
some of the services of the communication service provider. The NAA may be stored
on a removable module or a non-removable module, e.g., a surface mounted or
embedded chip.

In some example embodiments, the processor 22 (and/or co-processors or any
other processing circuitry assisting or otherwise associated with the processor) may be
in communication with the memory device 24 via a bus for passing information
among components of the apparatus 20. The memory device may include, for
example, one or more volatile and/or non-volatile memories. In other words, for
example, the memory device may be an electronic storage device (e.g., a computer
readable storage medium) comprising gates configured to store data (e.g., bits) that
may be retrievable by a machine (e.g., a computing device like the processor). The
memory device may be configured to store information, data, content, applications,
instructions, or the like for enabling the apparatus to carry out various functions in

accordance with an example embodiment of the present invention. For example, the



WO 2013/108232 PCT/IB2013/050489

10

15

20

25

30

memory device could be configured to buffer input data for processing by the
processor. Additionally or alternatively, the memory device could be configured to
store instructions for execution by the processor.

The apparatus 20 may, in some embodiments, be embodied by a proxy device
10 and or a remote device 12. However, in some embodiments, the apparatus may be
embodied as a chip or chip set. In other words, the apparatus may comprise one or
more physical packages (e.g., chips) including materials, components and/or wires on
a structural assembly (e.g., a baseboard). The structural assembly may provide
physical strength, conservation of size, and/or limitation of electrical interaction for
component circuitry included thereon. The apparatus may therefore, in some cases, be
configured to implement an embodiment of the present invention on a single chip or
as a single “system on a chip.” As such, in some cases, a chip or chipset may
constitute means for performing one or more operations for providing the
functionalities described herein.

The processor 22 may be embodied in a number of different ways. For
example, the processor may be embodied as one or more of various hardware
processing means such as a coprocessor, a microprocessor, a controller, a digital
signal processor (DSP), a processing element with or without an accompanying DSP,
or various other processing circuitry including integrated circuits such as, for
example, an ASIC (application specific integrated circuit), an FPGA (field
programmable gate array), a microcontroller unit (MCU), a hardware accelerator, a
special-purpose computer chip, or the like. As such, in some embodiments, the
processor may include one or more processing cores configured to perform
independently. A multi-core processor may enable multiprocessing within a single
physical package. Additionally or alternatively, the processor may include one or
more processors configured in tandem via the bus to enable independent execution of
instructions, pipelining and/or multithreading. In the embodiment in which the
apparatus 20 is embodied as a proxy device 10 and/or a remote device 12, the
processor may be embodied by the processor of a proxy device 10 and/or a remote
device 12.

In an example embodiment, the processor 22 may be configured to execute
instructions stored in the memory device 24 or otherwise accessible to the processor.

Alternatively or additionally, the processor may be configured to execute hard coded
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functionality. As such, whether configured by hardware or software methods, or by a
combination thereof, the processor may represent an entity (e.g., physically embodied
in circuitry) capable of performing operations according to an embodiment of the
present invention while configured accordingly. Thus, for example, when the
processor is embodied as an ASIC, FPGA or the like, the processor may be
specifically configured hardware for conducting the operations described herein.
Alternatively, as another example, when the processor is embodied as an executor of
software instructions, the instructions may specifically configure the processor to
perform the algorithms and/or operations described herein when the instructions are
executed. However, in some cases, the processor may be a processor of a specific
device (e.g., a proxy device 10 and/or a remote device 12) configured to employ an
embodiment of the present invention by further configuration of the processor by
instructions for performing the algorithms and/or operations described herein. The
processor may include, among other things, a clock, an arithmetic logic unit (ALU)
and logic gates configured to support operation of the processor.

Meanwhile, the communication interface 26 may be any means such as a
device or circuitry embodied in either hardware or a combination of hardware and
software that is configured to receive and/or transmit data from/to a network 14 and/or
any other device or module in communication with the apparatus 20. In this regard,
the communication interface may include, for example, an antenna (or multiple
antennas) and supporting hardware and/or software for enabling communications with
a wireless communication network. Additionally or alternatively, the communication
interface may include the circuitry for interacting with the antenna(s) to cause
transmission of signals via the antenna(s) or to handle receipt of signals received via
the antenna(s). In some environments, the communication interface may alternatively
or also support wired communication. As such, for example, the communication
interface may include a communication modem and/or other hardware/software for
supporting communication via cable, digital subscriber line (DSL), universal serial
bus (USB) or other mechanisms.

In some example embodiments, such as instances in which the apparatus 20 is
embodied by a proxy device 10 and/or a remote device 12, the apparatus may include
a user interface 28 that may, in turn, be in communication with the processor 22 to

receive an indication of a user input and/or to cause provision of an audible, visual,
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mechanical or other output to the user. As such, the user interface may include, for
example, a keyboard, a mouse, a joystick, a display, a touch screen(s), touch areas,
soft keys, a microphone, a speaker, or other input/output mechanisms. Alternatively or
additionally, the processor may comprise user interface circuitry configured to control
at least some functions of one or more user interface elements such as, for example, a
speaker, ringer, microphone, display, and/or the like. The processor and/or user
interface circuitry comprising the processor may be configured to control one or more
functions of one or more user interface elements through computer program
instructions (e.g., software and/or firmware) stored on a memory accessible to the
processor (e.g., memory device and/or the like).

Further, the circuit card or other secure module 30 or other type of secure
memory may be configured to store a plurality of SIMs, as described herein. The
SIMs may be software SIMs or VSIMs of various types including, for example,
CSIMs, USIMs, RUIMs and ISIMs. In one example embodiment, the circuit card is
embodied by a universal integrated circuit card (UICC), an embedded UICC (eUICC)
or the like in order to store the SIMs to facilitate identification and authentication of
the user of a proxy device 10 and or a remote device 12. In this regard, a SIM may
include network access credentials that may include buy are not limited to: a unique
serial number (ICCID) or other permanent identifier, an international mobile
subscriber identity (IMSI), security authentication and ciphering information,
temporary information related to the local network, a list of the services to which the
user has access and/or passwords. The SIMs may be mapped to various subscriber
identification numbers that identify the proxy device 10 or the remote device 12
and/or the user of the proxy device 10 or the remote device 12. For example, the
plurality of SIMs may be mapped to different mobile station integrated services
digital network numbers (MSISDNSs). In one example, the first SIM may be mapped
to an MSISDN that is associated with a private subscription of the user, ¢.g., the
user’s personal telephone number, while the second SIM is mapped to a different
MSISDN that is associated with a data subscription.

Referring now to Figure 3, an apparatus 32 that may be embodied by or
otherwise associated with a network entity 16 for providing network access
credentials and which may include or otherwise be in communication with a processor

34, a memory device 36 and a communication interface 38. In some example
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embodiments, the processor (and/or co-processors or any other processing circuitry
assisting or otherwise associated with the processor) may be in communication with
the memory device via a bus for passing information among components of the
apparatus. The memory device may include, for example, one or more volatile and/or
non-volatile memories. In other words, for example, the memory device may be an
electronic storage device (e.g., a computer readable storage medium) comprising gates
configured to store data (e.g., bits) that may be retrievable by a machine (e.g., a
computing device like the processor). The memory device may be configured to store
information, data, content, applications, instructions, or the like for enabling the
apparatus to carry out various functions in accordance with an example embodiment
of the present invention. For example, the memory device could be configured to
buffer input data for processing by the processor. Additionally or alternatively, the
memory device could be configured to store instructions for execution by the
processor.

The apparatus 32 may, in some example embodiments, be embodied by a
network entity 16, such as a server or other computing device. However, in some
embodiments, the apparatus may be embodied as a chip or chip set. In other words,
the apparatus may comprise one or more physical packages (e.g., chips) including
materials, components and/or wires on a structural assembly (e.g., a baseboard). The
structural assembly may provide physical strength, conservation of size, and/or
limitation of electrical interaction for component circuitry included thereon. The
apparatus may therefore, in some cases, be configured to implement an embodiment
of the present invention on a single chip or as a single “system on a chip.” As such, in
some cases, a chip or chipset may constitute means for performing one or more
operations for providing the functionalities described herein.

The processor 34 may be embodied in a number of different ways. For
example, the processor may be embodied as one or more of various hardware
processing means such as a coprocessor, a microprocessor, a controller, a DSP, a
processing element with or without an accompanying DSP, or various other
processing circuitry including integrated circuits such as, for example, an ASIC, an
FPGA, a MCU, a hardware accelerator, a special-purpose computer chip, or the like.
As such, in some embodiments, the processor may include one or more processing

cores configured to perform independently. A multi-core processor may enable
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multiprocessing within a single physical package. Additionally or alternatively, the
processor may include one or more processors configured in tandem via the bus to
enable independent execution of instructions, pipelining and/or multithreading. In the
embodiment in which the apparatus 32 is embodied as a network entity 16, the
processor may be embodied by the processor of the network entity, such as the
processor of a server or other computing device.

In an example embodiment, the processor 34 may be configured to execute
instructions stored in the memory device 36 or otherwise accessible to the processor.
Alternatively or additionally, the processor may be configured to execute hard coded
functionality. As such, whether configured by hardware or software methods, or by a
combination thereof, the processor may represent an entity (e.g., physically embodied
in circuitry) capable of performing operations according to an embodiment of the
present invention while configured accordingly. Thus, for example, when the
processor is embodied as an ASIC, FPGA or the like, the processor may be
specifically configured hardware for conducting the operations described herein.
Alternatively, as another example, when the processor is embodied as an executor of
software instructions, the instructions may specifically configure the processor to
perform the algorithms and/or operations described herein when the instructions are
executed. However, in some cases, the processor may be a processor of a specific
device (e.g., a network entity 16) configured to employ an embodiment of the present
invention by further configuration of the processor by instructions for performing the
algorithms and/or operations described herein. The processor may include, among
other things, a clock, an ALU and logic gates configured to support operation of the
processor.

Meanwhile, the communication interface 38 may be any means such as a
device or circuitry embodied in either hardware or a combination of hardware and
software that is configured to receive and/or transmit data from/to a network 14 and/or
any other device or module in communication with the apparatus 32. In this regard,
the communication interface may include, for example, an antenna (or multiple
antennas) and supporting hardware and/or software for enabling communications with
a wireless communication network. Additionally or alternatively, the communication
interface may include the circuitry for interacting with the antenna(s) to cause

transmission of signals via the antenna(s) or to handle receipt of signals received via



WO 2013/108232 PCT/IB2013/050489

10

15

20

25

30

13

the antenna(s). In some environments, the communication interface may alternatively
or also support wired communication. As such, for example, the communication
interface may include a communication modem and/or other hardware/software for
supporting communication via cable, DSL, USB or other mechanisms.

Figure 4 is a flow chart of the operations performed from the perspective of a
proxy device 10 in accordance with an example embodiment of the present invention.
In some cases, the remote device 12 may not be configured to communicate directly
with an access point or an enhance node B (eNB). However the remote device may be
configured to communicate with a proxy device 10. The proxy device 10, however,
may be configured to communicate with a network entity 16 and ultimately with a
subscription database. As is described herein, the remote device 12 may be in
communication with the proxy device 10 via the following non-exhaustive list of
available interfaces: LTE D2D interface, GSM, WCDMA, 2G or 3G interface, 802.11
interface, NFC, or equivalent proximity communication interface, Bluetooth, Zigbee
or equivalent sensor networking radio.

As shown in operation 40, the apparatus 20 embodied, for example, by a proxy
device 10, may comprise means, such as the processor 22, the communications
interface 26, or the like, for receiving a request for network access credentials from
the remote device 12. In some embodiments the network access credentials may
comprise identification information related to at least one SIM, such as an IMSI or the
like. In some embodiments, the at least one SIM corresponds to remote device 12, for
example as a result of being stored at remote device 12 and/or being associated with a
user of remote device 12. In such embodiments the SIM may be a software SIM or
VSIM, wherein some of the traditional SIM contents, including one or more network
access credentials, are stored remote to the remote device, for example at proxy
device 10 or network entity 16.

As shown in operation 42, the apparatus 20 embodied, for example, by a proxy
device 10, may comprise means, such as the processor 22, the communications
interface 26, or the like, for determining whether network access credentials are
available for the remote device. In some example embodiments, the proxy device 10,
may determine, such as by the processor 22, the method in which network access
credentials may be retrieved. For example, in some example embodiments, the

network access credentials may be stored in a memory 24. See operation 44.
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In example embodiments and in an instance in which there are one or more
network access credentials either stored in the memory 24 of the proxy device 10 or
accessible via the communications interface 26, the proxy device 10 may cause the
network access credentials to be issued to the remote device 12. The proxy device 10
may also be configured to distribute stored credentials to other remote devices. In
these example embodiments, the proxy device 10 may operate similar to a mobile
hotspot. For example, a user of the proxy device 10 may operate a plurality of remote
devices and thus may want provision each one of those devices to access a network
via the same proxy device 10 under a same user account (e.g. for billing purposes).

Alternatively or additionally, the proxy devices 10 may be configured to verify
that the remote device 12 is permitted to access the network 14. In some example
embodiments, verification is based on at least one of a communication received from
a subscription database or identification information stored in the memory 24.

In other example embodiments, the proxy device 10 may operate as a relay. As
shown in operation 46, the apparatus 20 embodied, for example, by a proxy device 10,
may comprise means, such as the processor 22, the communications interface 26, or
the like, for causing a connection with a subscription database to enable the remote
device to communicate directly with the subscription database. For example, the
proxy device 10 may act as a data pipe, relay, access point or the like to enable the
remote device 12 to communicate directly with the network entity, for example, in
order to obtain network access credentials.

In other example embodiments, the proxy device 10 may be configured to
obtain network access credentials from a network entity 16, such as the subscription
database, and may further be configured to provide those credentials to the proxy
device 10. In particular, the proxy device 10, such as via the processor 22, may
generate a request for the network access credentials for transmission to a subscription
database. As shown in operation 48, the apparatus 20 embodied, for example, by a
proxy device 10, may comprise means, such as the processor 22, the communications
interface 26, or the like, for receiving the network access credentials in response to a
request for the network access credentials transmitted to the subscription database. In
further example embodiments, the proxy device 10, such as via the processor 22, the

communications interface or the like, may cause a message to be transmitted to the
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subscription database indicating an identity of one or more connected remote devices
12.

Alternatively or additionally, in some example embodiments, the remote
device 12 may connect to the subscriptions database. In such cases, the remote device
12 may receive temporary network access credentials. The proxy device 10 may then
cause, such as by the processor 22, the network access credentials to be activated. In
some example embodiments and in an instance in which the network access
credentials are activated, the remote device 12 may be enabled to utilize the network
access credentials to connect to the network 14 via one or more proxy devices, such as
proxy device 10.

As shown in operation 50, the apparatus 20 embodied, for example, by a proxy
device 10, may comprise means, such as the processor 22, the communications
interface 26, or the like, for causing the network access credentials to be provided to
the remote device 12 in an instance in which network access credentials are available
for the remote device 12. For example the network access credentials may be
available in an instance in which they were accessible from the memory 24 of the
proxy device 10, they were received from the network entity 16 and/or the like.

In some example embodiments, the network access credentials are configured
to enable access to a network 14 by one or more remote devices 12 via one or more
proxy devices 10. The remote device 12, in some example embodiments, is
configured to access the network using the proxy device 10, as a connection, as a data
pipe, as a proxy, as an access point, and/or the like, to enable access to the network. In
order to access the network via the proxy device 10, the remote device may cause the
network access credentials to be provided to the proxy device. Once connected to the
network via the proxy device 10, the remote device 12 may have access to various
services and data that would be available to the proxy device 10 and/or may have
access to a subset of services that are available to the proxy device 10. For example,
the remote device 12 may be configured to access the Internet, send messages and/or
the like.

Figure 5 is a flow chart of the operations performed from the perspective of a
network entity 16, such as a subscription database, in accordance with an example
embodiment of the present invention. In some example embodiments, the subscription

database may be implemented on a network entity 16 and configured to provide
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network access credentials to remote devices 12. The subscription database may
further be configured to provide cellular provisioning data for the remote device 12.
The subscription database may also be available via various wireless networks as
described herein, or may be accessible via a provisioning network. The subscription
database may be monitored and/or managed by a network operator in some
embodiments.

As shown in operation 52, the apparatus 20 embodied, for example, by a
network entity 16, may comprise means, such as the processor 34, the
communications interface 38, or the like, for receiving a request for network access
credentials from a remote device 12 via a proxy device 10. In response to the request,
the network entity 16, such as the subscription database, may generate, using the
processor 34, network access credentials for the remote device 12. See operation 54.
In some example embodiments, the network access credentials are configured to
include identification information for the remote device 12 and identification for the
proxy device 10 that may enable access to a network 14. For example the remote
device 12 may be configured to access the network 14 via a particular proxy device 10
and thus may include identification information relating that proxy device 10 in its
network access credentials. In other embodiments, the network entity 16 may also
track both the identification information for the remote device 12 and proxy device 10
for billing purposes and/or for security related purposes.

In some example embodiments, the operator of the subscription database may
be configured to bill and charge for particular services on the network 14 by
determining identity and billing information assigned to a remote device 12 when
connected to the network. Alternatively or additionally the proxy device 10 may be
billed for enabling access to the network.

As shown in operation 56, the apparatus 20 embodied, for example, by a
network entity 16, may comprise means, such as the processor 34, the
communications interface 38, or the like, for causing the network access credentials to
be transferred to the remote device via the proxy device. In some example
embodiments, the network access credentials are configured to enable the remote
device 12 to operate on the network 14 when in communication with the proxy device

10.
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Figure 6 is a flow chart of the operations performed from the perspective of a
remote device in accordance with an example embodiment of the present invention.
The remote device 12 may be configured to detect, locate, or otherwise connect to a
proxy device 10 in order to connect to a network. As shown in operation 60, the
apparatus 20 embodied, for example, by a remote device 12, may comprise means,
such as the processor 22, the communications interface 26, or the like, for causing a
request for network access credentials to be transmitted to a proxy device. In some
example embodiments, the network access credentials comprise identification
information related to at least one SIM.

As shown in operation 62, the apparatus 20 embodied, for example, by a
remote device 12, may comprise means, such as the processor 22, the communications
interface 26, or the like, for receiving network access credentials. As shown in
operation 64, the apparatus 20 embodied, for example, by a remote device 12, may
comprise means, such as the processor 22, the communications interface 26, or the
like, for causing a connection with one or more proxy devices. In some example
embodiments, the connection and the network access credentials enable
communication with a network via the one or more proxy devices.

As described above, Figures 4 - 6 illustrate a flowchart of an apparatus,
method, and computer program product from the perspective of a proxy device 10,
remote device 12 and a network entity 16, respectively, according to example
embodiments of the invention. It will be understood that cach block of the flowchart,
and combinations of blocks in the flowchart, may be implemented by various means,
such as hardware, firmware, processor, circuitry, and/or other devices associated with
execution of software including one or more computer program instructions. For
example, one or more of the procedures described above may be embodied by
computer program instructions. In this regard, the computer program instructions
which embody the procedures described above may be stored by a memory device of
an apparatus employing an embodiment of the present invention and executed by a
processor of the apparatus. As will be appreciated, any such computer program
instructions may be loaded onto a computer or other programmable apparatus (e.g.,
hardware) to produce a machine, such that the resulting computer or other
programmable apparatus implements the functions specified in the flowchart blocks.

These computer program instructions may also be stored in a computer-readable
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memory that may direct a computer or other programmable apparatus to function in a
particular manner, such that the instructions stored in the computer-readable memory
produce an article of manufacture the execution of which implements the function
specified in the flowchart blocks. The computer program instructions may also be
loaded onto a computer or other programmable apparatus to cause a series of
operations to be performed on the computer or other programmable apparatus to
produce a computer-implemented process such that the instructions which execute on
the computer or other programmable apparatus provide operations for implementing
the functions specified in the flowchart blocks.

Accordingly, blocks of the flowchart support combinations of means for
performing the specified functions and combinations of operations for performing the
specified functions for performing the specified functions. It will also be understood
that one or more blocks of the flowchart, and combinations of blocks in the flowchart,
may be implemented by special purpose hardware-based computer systems which
perform the specified functions, or combinations of special purpose hardware and
computer instructions.

In some embodiments, certain ones of the operations above may be modified
or further amplified. Furthermore, in some embodiments, additional optional
operations may be included, such as shown by the dashed boxes in Figure 4.
Modifications, additions, or amplifications to the operations above may be performed
in any order and in any combination.

Many modifications and other embodiments of the inventions set forth herein
will come to mind to one skilled in the art to which these inventions pertain having
the benefit of the teachings presented in the foregoing descriptions and the associated
drawings. Therefore, it is to be understood that the inventions are not to be limited to
the specific embodiments disclosed and that modifications and other embodiments are
intended to be included within the scope of the appended claims. Moreover, although
the foregoing descriptions and the associated drawings describe example
embodiments in the context of certain example combinations of elements and/or
functions, it should be appreciated that different combinations of elements and/or
functions may be provided by alternative embodiments without departing from the
scope of the appended claims. In this regard, for example, different combinations of

elements and/or functions than those explicitly described above are also contemplated



WO 2013/108232 PCT/IB2013/050489
19
as may be set forth in some of the appended claims. Although specific terms are

employed herein, they are used in a generic and descriptive sense only and not for

purposes of limitation.
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Claims

1. A method of enabling access to a network by a remote device, the
method comprising:

receiving, at a proxy device, a request for network access credentials from a
remote device, wherein the network access credentials comprise identification
information related to at least one subscriber identity module (SIM) corresponding to
the remote device;

determining whether network access credentials are available for the remote
device; and

causing the network access credentials to be provided to the remote device in
an instance in which network access credentials are available for the remote device,
wherein the network access credentials enable access to a network by the remote

device via one or more proxy devices.

2. A method according to claim 1, further comprising:
causing network access credentials to be retrieved from a memory, wherein the
memory comprises one or more network access credentials to be distributed to one or

more remote devices.

3. A method according to claim 1 or claim 2, further comprising:
verifying that the remote device is permitted to access the network, wherein
verification is based on at least one of a communication received from a subscription

database or identification information stored in the memory.

4. A method according to any one of the preceding claims, further
comprising:
generating a request for the network access credentials for transmission to a

subscription database; and
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receiving the network access credentials in response to transmission of the

request for the network access credentials.

5. A method according to claim 4, further comprising:

causing the network access credentials to be activated, wherein in an instance
in which the network access credentials are activated, the remote device is enabled to
utilize the network access credentials to connect to the network via one or more proxy

devices.

6. A method according to claim 1, further comprising:
causing a connection with a subscription database to be activated, to enable the

remote device to communicate directly with the subscription database.

7. A method according to claim 1, further comprising:
causing information relating to one or more connected remote devices to be

transmitted to a subscription database.

8. An apparatus for use in enabling access to a network by a remote
device, the apparatus comprising a processing system arranged to cause the apparatus
to:

receive, at a proxy device, a request for network access credentials from a
remote device, wherein the network access credentials comprise identification
information related to at least one subscriber identity module (SIM) corresponding to
the remote device;

determine whether network access credentials are available for the remote
device; and

cause the network access credentials to be provided to the remote device in an
instance in which network access credentials are available for the remote device,
wherein the network access credentials enable access to a network by the remote

device via one or more proxy devices.
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9. An apparatus according to claim 8, wherein the processing system is
arranged to cause the apparatus to:

cause network access credentials to be retrieved from a memory, wherein the
memory comprises one or more network access credentials to be distributed to one or

more remote devices.

10. An apparatus according to claim 8 or claim 9, wherein the processing
system is arranged to cause the apparatus to:

verify that the remote device is permitted to access the network, wherein
verification is based on at least one of a communication received from a subscription

database or identification information stored in the memory.

11. An apparatus according to any one of claim § to claim 10, wherein the
processing system is arranged to cause the apparatus to:

generate a request for the network access credentials for transmission to a
subscription database; and

receive the network access credentials in response to transmission of the

request for the network access credentials.

12. An apparatus according to claim 11, wherein the processing system is
arranged to cause the apparatus to:

activate the network access credentials, wherein in an instance in which the
network access credentials are activated, the remote device is enabled to utilize the

network access credentials to connect to the network via one or more proxy devices.

13.  An apparatus according to claim 8, wherein the processing system is
arranged to cause the apparatus to:
activate a connection with a subscription database to enable the remote device

to communicate directly with the subscription database.
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14.  An apparatus according to claim 8, wherein the processing system is
arranged to cause the apparatus to:
cause information relating one or more connected remote devices to be

transmitted to a subscription database.

15. A method of enabling access to a network by a remote device, the
method comprising:

receiving, at a network entity, a request for network access credentials from a
remote device via a proxy device;

generating network access credentials, wherein the network access credentials
enable the remote device, in an instance in which the remote device is connected to
the proxy device, to connect to a network using the network access credentials; and

causing the network access credentials to be transferred to the remote device

via the proxy device.

16. A method according to claim 15, wherein the network access
credentials are configured to enable the remote device to operate on the network when

in communication with the proxy device.

17. A method according to claim 15 or claim 16, wherein the proxy device

is configured to activate the network access credentials.

18. A method according to any one of claim 15 to claim 17, further
comprising:

determining whether the remote device has accessed one or more services
based on the network access credentials, wherein the network access credentials are

used to generate billing information for the remote device.

19. A method according to any one of claim 15 to claim 18, further

comprising:
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causing a security related parameter to be assigned to the remote device.

20. A method according to any one of claim 15 to claim 19, wherein the
network access credentials are configured to include identification information for the
remote device and identification for the proxy device and comprise identification

information related to at least one subscriber identity module (SIM).

21. An apparatus for use in enabling access to a network by a remote
device, the apparatus comprising a processing system arranged to cause the apparatus
to:

receive, at a network entity, a request for network access credentials from a
remote device via a proxy device;

generate network access credentials, wherein the network access credentials
enable the remote device, in an instance in which the remote device is connected to
the proxy device, to connect to a network using the network access credentials; and

cause the network access credentials to be transferred to the remote device

via the proxy device.

22. A computer program product including at least one non-transitory
computer-readable storage medium having computer-readable program instruction
stored therein, the computer-readable program instructions including program
instructions configured to:

receive, at a proxy device, a request for network access credentials from a
remote device, wherein the network access credentials comprise identification
information related to at least one subscriber identity module (SIM) corresponding to
the remote device;

determine whether network access credentials are available for the remote

device; and
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instance in which network access credentials are available for the remote device,
wherein the network access credentials enable access to a network by the remote

device via one or more proxy devices.

23. A computer program product including at least one non-transitory
computer-readable storage medium having computer-readable program instruction
stored therein, the computer-readable program instructions including program
instructions configured to:

receive, at a network entity, a request for network access credentials from a
remote device via a proxy device;

generate network access credentials, wherein the network access credentials
enable the remote device, in an instance in which the remote device is connected to
the proxy device, to connect to a network using the network access credentials; and

cause the network access credentials to be transferred to the remote device via

the proxy device.
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